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This report responds to your request that we address various questions
about senior agency officials removing federal records upon leaving
office. Some of your guestions were addressed in our earlier report to
you.! This report addresses the remaining questions.

We concentrated our work on your primary concern about whether cur-
rent laws adequately protect federal records and the information they
contain when senior officials remove documents upon leaving office.
Appendixes I and II identify all of your questions and provide our
detailed responses to them.

Shortly after his resignation, President Nixon wanted tape recordings
made during his Administration to be eventually destroyed. As a result,
Congress amended the tradition of treating presidential records as the
personal property of the president. Effective January 20, 1981—the
beginning of the Reagan Administration—the Presidential Records Act
of 1978 (44 U.5.C,, ch. 22) required that certain records of departing
presidents and their staffs would become government property and be
retained by the National Archives and Records Administration (NARA).

In light of these restrictions on presidential records, you were interested
in determining whether government records should be better protected
when agency heads leave office. As agreed with the Subcommittees, we
focused our work on documents removed by the last two agency heads
during the Reagan Administration at the Departments of Defense, Jus-
tice, State, and the Treasury. Appendix I provides the details of our
objectives, scope, and methodology.

!Federal Records: Removal of Agency Documents by Senior Officials Upon Leaving Office (GAOQ/
GGD-89-91, July 25, 1989).
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Results in Brief

What Documents Are
Allowed to Be
Removed?

B-233631

Records of departing agency heads were not controlled or kept by NARA
as they are for departing presidents. All eight of the former agency
heads removed documents when they left office. Two of the four agen-
cies did not know if records were removed by two departing agency
heads. While we did not determine if documents meeting the technical
definition of “records’ were in fact removed by any of the eight officials
included in our review, we believe official records might have been
removed. For instance, agencies were unaware of classified material in
two removed collections and failed to ensure that required security
restrictions were followed for a significant amount of classified material
in a third collection removed to a private business office. Also, at least
half of the document collections included in our review contained orig-
inal documents that the agencies did not know had been removed. Thus,
if classified and original documents were removed, it is possible that
official records were also removed. Once documents are removed, the
government’s access to documents is not ensured, as evidenced by cur
being denied access to three of the eight collections.

Current internal controls do not adequately ensure that government
records and information are properly protected because no independent
review of documents is made before they are removed. Reviews, if made
at all, are done by subordinates who may not be able to effectively chal-
lenge the decisions of departing agency heads. Having complete records
is critical to protecting government interests. We believe that NARA
should oversee agency heads’ plans to remove documents and determine
whether their relinquishment and removal are consistent with federal
laws and regulations.

The Records Disposal Act of 1943 only applies to records and, therefore,
does not preclude departing agency heads from removing their personal
papers and federal nonrecord materials. Determining whether a docu-
ment is a record does not depend on whether it is an original or a copy.
Federal records are documentary materials, regardless of physical form,
that are (1) made or received by an agency under federal law or in con-
nection with the transaction of public business, and (2) preserved, or
appropriate for preservation, as evidence of agency activities or because
of the value of the information they contain. Letters, memoranda, pho-
tographs, maps, tape recordings, and computer disks meeting these cri-
teria qualify as records. Library materials, stocks of publications, and
extra copies of documents retained solely for reference are not consid-
ered records. Government-owned documentary material that does not
meet the criteria is commonly regarded as nonrecord material. However,
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Did Agencies Know
What Documents the
Eight Officials
Removed?

according to NARA, most official documentary materials in a government
office meet the definition of records.

Personal papers are (1) papers accumulated by an official before joining
government service; (2) materials related solely to the official’s private
affairs, such as those connected with professional affiliations or private
political associations; and (3) diaries, journals, or other personal notes
that are not prepared or used to transact government business.

The proper creation, maintenance, and disposition of federal records is
critical to (1) protecting the legal, financial, and other interests of the
government; (2) ensuring continuity and consistency in administration
of the government; (3) assisting agency officials and their successors in
making informed decisions; and (4) providing the information required
by Congress and others for overseeing agency activities. Some records
are preserved permanently by the National Archives. However, improp-
erly removed records deprive the government of information needed to
reconstruct the development of policies, understand actions taken, and
record accomplishments.

The Federal Records Act of 1950 requires NARA to oversee the records
management programs and practices of agencies. Under the act, how-
ever, NARA’s oversight of document removals is greatly limited and NARA
does not routinely review documents agency heads plan to remove upon
departing office. Once documents have been removed, the government’s
right of access to them is not ensured.

Special control restrictions are often placed on documents with classi-
fied, sensitive, or private information. Executive Order 12356 permits
former presidential appointees access to classified items that they
originated, reviewed, signed, or received while in office. However, gov-
ernment control of such items is to be maintained. Also, the Privacy Act
of 1974 generally prohibits agencies from disclosing personal informa-
tion maintained in agency records systems without the affected individ-
uals’ prior consent.

The Departments of Justice, State, and the Treasury did not always
know what types of documents or information were removed by one or
both of the last two heads of their agencies during the Reagan Adminis-
tration. In some cases, the agencies did not know what was removed or
taken, and there was no independent review of the collections before
removal for any of the eight officials.
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The four agencies said that six of the eight officials did not remove
records but did not know if the other two officials removed records or
not. As agreed with the Subcommittees, we did not test to determine if
the eight agency heads actually removed records. An attempt to make
suich a determination would have been laborious and time-consuming,
Typically, such a process would include (1) gaining access to the collec-
tion (we were denied access to three of the eight collections); (2} sam-
pling documents in the collection; (3) photocopying sampled documents;
and (4) taking the copies back to the agency from which they were
removed and asking the agency to show us the original or record copy of
the document. This last step could involve the agency having to retrieve
its records from storage in a NARA records center and locate the indi-
vidual record from voluminous files.

However, our testing of the collections did show that some types of doc-
uments were removed that the agencies were not aware of. The four
agencies said that five of the former officials removed only copies of
documents (not originals) and did not know whether three officials had
removed originals or not. Of the five collections we were granted access
to, we found that four of the collections contained some original
documents.

The agencies also said that five former officials removed both classified
and sensitive documents, and one removed sensitive documents only.
The agencies also said they did not know if the remaining two officials
had removed any classified or sensitive information. Our tests of five
collections revealed that two former officials removed classified docu-
ments that the agencies were unaware of. Further, one former official
personally retained about 6 linear feet of classified information without
following the required controls over such information. As a result of our
inquiries, Treasury retrieved these documents.,

The agencies said that six of the eight collections were reviewed to
determine their contents before removal, one was not reviewed, and it
was unknown whether the eighth collection was reviewed. However, the
reviews were generally done by subordinates to the officials, who were
not independent or in a position to effectively challenge the official. In
one case, the agency had a NARA archivist assist in the review of docu-
ments, but this was only for a short time. The archivist reviewed some
files but primarily reviewed inventories of documents, not the docu-
ments themselves. However, NARA is not required to review collections
before they are removed by departing agency heads.
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Access to the Eight
Collections of
Removed Documents

Conclusions

Recommendation
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At the time of our review, none of the eight collections were open to the
public. For the most part, three of the eight collections were kept per-
sonally by the former officials. The other five collections were kept at
the Library of Congress, NARA, or a private archive. Access to the five
collections was still controlled by the former officials and some officials
restricted public access for 15 years or more.

The access restrictions were generally determined by the former offi-
cials, not the agencies from which the documents were removed or
originated. We were denied access to three of the collections by the
former officials.

According to information provided by the departments, several officials
had removed substantial amounts of documentary materials. One offi-
cial removed about 280 boxes of materials with an unspecified number
of linear feet. Another official’s documents measured about 247 linear
feet.?

Current procedures used to review document removal by agency
heads—whereby subordinates to the officials review documents with no
independent review—are not adequate to ensure that the government’s
interests are protected. For example, some classified information that
was removed did not receive required security protection. Also, agencies
did not always know what information was removed by departing
agency heads. Further, documents, including original documents and
classified information, were removed without agency knowledge. Once
these documents are removed, the government’s access to them is not
ensured. Although our review was not designed to conclusively prove
that official records were taken from the government, we believe it is
possible that records were removed. Thus, we believe stronger controls
are needed over documents that agency heads plan to remove.

We recommend that Congress amend the Federal Records Act of 1950 to
prohibit agencies from relinquishing any federal documents to agency
heads and agency heads from removing such documents until NARA has
determined that their relinguishment and removal are consistent with
existing federal laws and regulations.

A 5-drawer file cabinet holds about 11 linear feet of documents.

Page 5 GAQO/GGD-91-117 Federal Records



Agency Comments

B-233631

We did not obtain official written comments on this report from these
agencies. However, on August 6 through 8, 1991, we discussed our
report with officials from NARA and the Departments of Defense, Justice,
State, and the Treasury.

The officials from these five agencies generally agreed with our facts
and analysis. They provided suggested revisions that we incorporated in
our report where appropriate. They all commented that our draft rec-
ommendation, which included a provision that NARA examine documents
before they are removed by departing agency heads, would be imprac-
tical due to the work load it would impose on NARA. The agencies said
that our recommendation would require NARA to examine every docu-
ment in all collections. Because we did not envision a 100 percent exami-
nation, we deleted the specific examination reference from the
recommendation to avoid confusion.

Nevertheless, we believe that in determining whether relinquishing doc-
uments to departing agency heads is consistent with existing federal
laws and regulations, NARA should have the flexibility to decide what
examination and testing is needed on a case-by-case basis. For example,
NARA's examination of documents could be minimal in areas where NARA
has determined that (1) agency heads are knowledgeable of records laws
and regulations, and (2) agency records managers have screened all doc-
uments and ensured that the agency has other copies of all materials
and that no national security, privacy, or other confidential information
is being removed. Conversely, we would expect NARA’s examination to be
more extensive in cases where NARA has determined that (1) the agency
head was not familiar with records laws and regulations or (2) agency
records managers have not screened all documents to ensure the agency
has other copies or that national security, privacy, or other confidential
information is being removed. In any event, we believe the independence
that NARA would bring to these reviews would help provide reasonable,
but not necessarily absolute, assurance that records laws and regula-
tions are adhered to.

As agreed with the Subcommittees, unless you publicly announce its
contents earlier, we plan no further distribution of this report until 30
days from its issue date. At that time, we will send copies to other
appropriate congressional committees; the Secretaries of Defense, State,
and the Treasury; the Attorney General; the Director of the Office of
Management and Budget (OMB); the Archivist of the United States; the
Administrator of the General Services Administration; the Librarian of
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Congress; and other interested parties. We will alse make copies avail-
able to others upon request.

If you or your staff have any questions, please call me on (202) 275-
8676. The major contributors to this report are listed in appendix III.

i oe S

L. Nye Stevens
Director, Government Business
Operations Issues
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Appendix |

Objectives, Scope, and Methodology

The Chairman of the Subcommittee on Government Information, Justice,
and Agriculture, House Committee on Government Operations and the
Chairman of the Subcommittee on Federal Services, Post Office, and
Civil Service, Senate Committee on Governmental Affairs asked us to
address various questions about senior agency officials removing fed-
eral records upon leaving office.

We did our review in two phases. The first phase focused on matters
related to agency head plans for document removal during the transition
from the Reagan to the Bush Administration. The results of that phase
were included in our report entitled Federal Records: Removal of
Agency Documents by Senior Officials Upon Leaving Office (Gao/
GGD-89-91, July 25, 1989). The second phase, covered in this report,
focused on Reagan Administration agency heads who left office.

Our objectives in this second phase were to answer the following ques-
tions raised by the Subcommittees:

(1) Do federal laws governing government records apply to removed
documents?

(2) Where are the documents removed by senior officials maintained
and under what conditions and restrictions?

(3) What types of documents have been removed by senior officials?

(4) Do agencies know what types of documents have been removed by
senior officials?

(5) Does the federal government retain any control over or interest in
removed documents?

(6) Are departing officials being required to pay for any documents they
remove?

(7) Are there any tax or other financial consequences that result from
the removal of papers or their subsequent donation to a private or
public archive?

(8) Do current laws adequately protect federal records?

(9) Should NARA take a more aggressive role in protecting federal
records?
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The scope of our work concerning questions 1, 8, and 9 about applicable
legislation included a review of (1) relevant federal laws, (2) the legisla-
tive history of those laws, (3) relevant federal court cases, (4) an
October 1987 NARA task force report on federal records laws and author-
ities, and (5) applicable legal opinions of the Department of Justice and
the Library of Congress’ Congressional Research Service.

Concerning questions 2 and 3 about removed documents’ locations,
restrictions, and types and questions 4 and 5 about agency awareness of
types of removed documents and retained government control over the
documents, we centered our work on documents removed by former
agency heads of the Departments of Defense, Justice, State, and the
Treasury, as agreed with the Subcommittees.

Our methodology was twofold. First, we obtained an overview of the
extent to which heads of these departments between 1950 and 1980 had
established collections of removed papers in the Library of Congress,
NARA’s presidential libraries, and private archives. We identified their
collections of papers by (1) doing a literature search of presidential
library research guides, (2) analyzing data in the Library of Congress’
National Union Catalog of Manuscript Collections, and (3) interviewing
officials and archivists at most of these libraries. For each collection
located, we obtained information concerning its size, and whether classi-
fied information was included. We also obtained information from
department officials about collections of papers maintained “in-house”
for former agency heads.

Second, we reviewed the removal of agency documents by the last two
heads of the four departments in the Reagan Administration. We gener-
ally obtained information by (1) interviewing agency and archive offi-
cials; (2) submitting written requests for information to be provided by
the four departments; (3) analyzing supporting documentation provided
by agency and archive officials, such as available written agreements
between the former agency heads and archives and inventories of the
collections’ contents; and (4) examining, when we were provided access,
the documents that agency heads removed and placed in public and pri-
vate archives and other government locations.

We reviewed collections at the following locations: NARA, Washington,
D.C.; NarA’s Federal Records Center, San Bruno, California; NARA’s
Reagan Presidential Materials Staff, Los Angeles, California; the Depart-
ment of State, Washington, D.C.; and the Archives of the Hoover Institu-
tion on War, Revolution and Peace, Stanford, California. We also visited
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the Department of Justice in Washington, D.C., to review a set of micro-
film that was a duplicate of microfilm provided to one of the former
agency heads.

Where access was provided, we focused on (1) whether the documents
were originals or copies and (2) whether the documents contained classi-
fied information. With respect to classified information, we noted what
agency originated the document. We also determined if the documents
contained private information about other individuals or other sensitive
information. As agreed with the Subcommittees, we did not determine
whether any of the documents were records as defined by the Records
Disposal Act. For those collections with sizeable quantities of docu-
ments, we randomly and/or judgmentally selected from 8 percent to 15
percent of the documents for examination. We designed our sample to
test for the presence of original, classified, and sensitive information but
not to project the quantity of these types of information in each collec-
tion. Therefore, a random, statistically based sample was not needed. We
looked at all of the documents in one small collection.

The Reagan Administration officials included former Secretaries of
Defense Caspar W. Weinberger and Frank C. Carlucci III; former Attor-
neys General William French Smith and Edwin Meese I1I; former Secre-
taries of State Alexander M. Haig, Jr. and George P. Shultz; and former
Secretaries of the Treasury Donald T. Regan and James A. Baker III. Of
these, former Secretaries Weinberger, Haig, and Regan did not grant us
access to their collections of papers. The Department of Defense did not
accede to our request to look at classified papers removed by former
Secretaries Weinberger and Carlucci. In addition, the Department of
State did not respond to our request to look at classified papers removed
by former Secretary Haig.

Concerning question 6 about payments by officials for document
removal, we reviewed relevant federal law and executive branch policy.
We also asked the four departments whether they required the former
agency heads to reimburse the government for any of its costs.

We obtained an opinion from the Internal Revenue Service (IrRS) con-

cerning question 7 about tax benefits to officials who donate documents
to archives,

As agreed with the Subcommittees, we did not obtain written agency

comments on a draft of this report. However, we provided drafts of this
report to NARA and the Departments of Defense, Justice, State, and the

Page 12 GAO/GGD-91-117 Federal Records



Appendix [
Objectives, Scope, and Methedology

Treasury and discussed the report with officials from these agencies on
August 6 through 8, 1991. We have included their comments in the
report where appropriate. We did our work from August 1989 through
July 1991 in accordance with generally accepted government auditing

standards.
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Appendix II

Findings in Response to Specific Questions

This appendix provides our detailed responses to the Subcommittees’
questions, which are listed in appendix L.

: Two of the primary records management laws are the Federal Records
Laws Ap pllca’ble TO’ Act of 1950, as amended, (primarily in 44 U.5.C,, chs. 29 and 31) and the
and Government Records Disposal Act of 1943, as amended, (44 U.8.C., ch. 33). The Fed-

Interest III, Removed eral Records Act sets forth records management definitions and objec-
Documents tives. It also'e‘st.a_bllshes the Spef:lt_”lc records rn_anagement authgrltles

and responsibilities of the Archivist of the United States, who is the
head of NARA; the Administrator of General Services, who is the head of
GsaA; and the heads of other federal agencies.

The Records Disposal Act defines federal records, establishes govern-
ment ownership of them, and provides procedures for their disposition.
The act defines federal records as follows:

I

[R]ecords’ includes all books, papers, maps, photographs, machine readable mater-
ials, or other documentary materials, regardless of physical form or characteristics,
made or received by an agency of the United States Government under Federal law
or in connection with the transaction of public business and preserved or appro-
priate for preservation by that agency or its legitimate successor as evidence of the
organization, functions, policies, decisions, procedures, operations, or other activi-
ties of the Government or because of the informational value of data in them.
Library and museum material made or acquired and preserved solely for reference
or exhibition purposes, extra copies of documents preserved only for convenience of
reference, and stocks of publications and of processed documents are not included.”

The act also specifies that records of the U.S. government may not be
removed or destroyed except as provided under the act. None of these
provisions permit agency officials to remove records.

A removed document qualifying as a record is governed by the provi-
sions of the Federal Records Act and the Records Disposal Act. Section
3105 of the Federal Records Act requires each agency head to establish
safeguards against the removal or loss of records. Section 3106 requires
each agency head who is aware of any unlawful removal of records to
initiate, with the assistance of the archivist, recovery action through the
attorney general. If the agency head does not initiate such action within
a reasonable period of time, the archivist may do so under sections

2905 and 3106.

However, removed documents that consist of nonrecord materials or
personal papers are not governed by the Federal Records Act and the
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Records Disposal Act. There are no laws that establish procedures for
the disposition of nonrecord materials. In the absence of statutory
restrictions on the disposal of nonrecord materials, the archivist and the
Department of Justice have taken the position that agencies have discre-
tion to dispose of nonrecord materials owned by the government as
agencies deem appropriate. They also believe that agencies can relin-
quish unclassified nonrecord materials to a departing official. Once an
agency authorizes an official to retain nonrecord materials, those mater-
ials become the official’s personal property.

Criminal laws may also apply to removed documents or papers. The
principal sanction is contained in 18 U.S.C. 2071, which makes it a crime
to conceal, remove, mutilate, obliterate, or destroy any record, paper, or
document that is filed or deposited in any public office. Another rele-
vant criminal law is found in 18 U.S5.C. 641, which prohibits individuals
from embezzling, stealing, purloining, or knowingly converting any gov-
ernment record or thing of value to their own or another’s use.

The essence of the offense in 18 U.S.C. 2071 is that such removal perma-
nently deprives the government of the use of its records, papers, or doc-
uments.! Thus, it clearly prohibits the removal of records and might
extend to some nonrecord materials. However, it generally does not pro-
hibit the removal of extra copies. The provisions of 18 U.S.C. 641
address the theft of any government “‘record” or “‘thing of value.” Fed-
eral courts have given 18 U.S.C. 641 a broad reading, holding that the
law prohibits the theft of copies.?

In view of these statutes, it is clear that the government retains a contin-
uing interest in removed documents if they are (1) records or (2) non-
record materials that were not authorized to be removed. In either case,
the government may sue to retrieve the materials.

'United States v. Rosner, 352 F. Supp. 915 (S.D.N.Y. 1972).

“See, for example, United States v. DiGilio, 538 F.2d 972 (3d Cir, 1976). (Section 641 violated where
Federal Bureau of Investigation clerk-typist made unauthorized copies of official files using govern-
ment equipment and supplies.}
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Between 1950 and 1980, the Departments of Defense, Justice, State, and
the Treasury were headed by 47 officials. Two of these officials headed
more than one department. Of the 47 officials, at least 23 established
collections of agency documents at public or private repositories after
leaving office. More specifically, 19 established collections only at public
archives, such as the Library of Congress or NARA’S presidential
libraries; 3 established coliections only at private archives; and 1 estab-
lished a collection at both types of archives. Some of the collections
established by the 23 officials ranged in size from about 3 linear feet to
about 1,300 linear feet. In addition to the 23 archive collections, 2 of the
4 departments said they also maintain 11 collections “in-house” for
former agency heads.

Collections frequently contain not only documents related to official
government business that the officials originated, reviewed, signed, or
otherwise acted upon while in office but also purely personal papers.
Available information indicates that of the 23 officials who established
collections, 15 included documents containing classified information.

Table II.1 summarizes the collections of agency documents established
by the heads of the four departments who served between 1950 and
1980.

|
Table 11.1: Number of Agency Heads Between 1950 and 1980 at Four Departments With Manuscript Collections

Number of agency Number of agency heads with collection(s) at repositories Number of

heads Public archive Private archive Public and private in-house

Department 1950-1980 only only archives Total collections
Defense ’ 13 g 2b ' 0 7 4
Justice : 14 ) 72 0 ' » 0 T 0
State 8 T 0 1d 5 7
Treasury 12 h e 1 " 0 4 0
Total 47 19 3 1 23 1

3Four of these collections include classitied documents.

Cne of these collections includes classified documents stored in a government certified vault.
“Three of these collections include classified documents.

9The public archive collection includes classified documents.

*Two of these collections include classified documents.

Source: Public archive data based on NARA presidential library research guides and/or provided by
NARA or the Library of Congress. Private archive data based on the Library of Congress' Natienal Union
Catalog of Manuscript Coliections and generally confirmed with private archive officials. In-house data
provided by agencies.
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All eight former agency heads since 1980 removed collections of agency
documents. Specifically,

two established coliections at the Library of Congress,

two established collections with NARA for eventual deposit in the Ronald
Reagan Library,

one personally retained most of his collection but also established part
as a collection with NARA for the Ronald Reagan Library,

one placed part of his collection at a private archive but alsc has access
to a departmental collection established for his personal use, and

two personally retained their collections.

Several officials removed substantial amounts of documentary mater-
ials. One official removed about 280 boxes of materials with an unspeci-
fied number of linear feet. Another official’s documents measured about
247 linear feet. Some of the documents removed by six of the eight ofTi-
cials contained classified information. One official personally retained
about 6 linear feet of documents containing classified information.
Although the official’s department knew about the removal of these
documents, the agency did not retain any control over them as required
by Executive Order 12356, which prescribes a uniform system for classi
fying, declassifying, and safeguarding national security information.

At the time of our review, none of the five collections at public archives
were open to the public. With respect to future public access, which can
occur only after the collections have been processed by archival staff:
Mr. Carlucci has agreed to permit access, except to certain materials
that will be further restricted; Mr. Smith has denied access for about

15 years, except to certain materials that will be further restricted; Mr.
Haig has denied access for at least 25 years, except to certain materials
that will be further restricted; Mr. Weinberger has not provided for
access; and Mr. Meese has not yet established the terms of access
through an agreement with the archive. Also, Mr. Shultz has not yet
established the terms of access to his collection at a private archive.

Individual summaries about each official’s removal of documentary
materials and access to the materials follow.

Former Secretary of
Defense Caspar W.
Weinberger

The Department of Defense said about 247 linear feet of classified and
unclassified, nonrecord departmental papers were removed and placed
in the Library of Congress. The collection, according to an agreement
between Mr. Weinberger and the Library, is on deposit for at least
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10 years, without transferring the title. Mr. Weinberger, however, may

remove any unclassified papers at his discretion. Access is limited to Mr.

Weinberger, approved Library staff, and those with Mr. Weinberger’s
written permission and requisite security clearance. Defense said it
relinquished the title to the unclassified papers to Mr. Weinberger but
continued to retain ownership and control over all classified papers
Defense originated. Defense said access to other classified papers in the
collection is to be granted by the originating agency and coordinated
through Defense.

Former Secretary of
Defense Frank C. Carlucci
I1I

The Department of Defense said about 33 linear feet of nonrecord
departmental papers, some of which were classified, were removed and
placed in NARA’s Office of Presidential Libraries. By agreement with
NARA, Mr. Carlucci gave the collection to the United States of America
for eventual deposit in the Ronald Reagan Library. The title passed
upon delivery to NARA.

Although Mr. Carlucci wishes the collection to be available for research
as soon as possible, NARA is to restrict from public access papers con-
taining information that (1) would invade the personal privacy of, or
libel, a living person; (2) is authorized to be kept secret in the interest of
national defense or foreign policy; (3) relates to the personal, family, or
confidential business affairs of Mr. Carlucci or others; (4) concerns
statements made by or to Mr. Carlucci in confidence; (5) is adverse to
the conduct of foreign relations or national security; and (6) affects indi-
vidual privacy, such as law enforcement investigations, proposed
appointments to office, or other personnel matters.

Access to papers not open to the public is limited to (1) Mr. Carlucci; (2)
NARA staff who work with the papers; and (3) persons with Mr, Car-
lucci’s written authorization, provided that security-classified informa-
tion is only to be made available in accordance with procedures of the
classifying agency and Executive Order 12356. Restricted materials are
to be periodically reviewed by NARA to see if they can be opened to
public access because of the passage of time or other circumstances.
Defense said it continues to retain ownership and control over all classi-
fied papers it originated, and access to other classified papers in the col-

lection is determined by the originating agency and coordinated through
Defense.
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Former Attorney General
William French Smith

The Department of Justice said that few current employees know about
the removal of documents by Mr. Smith, and there was little documen-
tary evidence concerning the subject. Information provided by Justice,
however, indicates that about 45 boxes of documents were removed. A
NARA official in Washington, D.C., said he picked up Mr. Smith’s docu-
ments at Justice, had them copied, and sent the documents and the
copies to NARA's Reagan Presidential Materials Staff in Los Angeles, Cali-
fornia. We visited the Materials Staff and found 25 boxes of Mr. Smith’s
documents and 25 boxes of capies. A Justice official said that an unspec-
ified amount of documents was forwarded to Mr. Smith’s private Cali-
fornia residence. The Director of the Materials Staff said that the
collection had not been opened and processed, but there were no indica-
tions that it contained classified information.

According to an agreement between Mr. Smith and NARA, the collection is
on deposit with NARA for eventual deposit in the Ronald Reagan
Library.® Mr. Smith stated an intent to donate his documents at his
future convenience. Until donation, title to the documents and the pho-
tocopies will not pass to the government. Unless the agreement is modi-
fied, access will be limited until January 1, 2000-—about 15 years after
the agreement was made—to Mr. Smith, his heirs, successors, or assigns,
or his or their agents, and Library staff who work with the papers.
Security-classified information, however, is only to be made available in
accordance with procedures of the classifying agency and Executive
Order 12356. On January 1, 2000, NARA may permit public access to all
of the papers, except those concerning national defense, foreign policy,
statutorial exemptions, privacy, libel, certain areas of law enforcement,
confidential statements, and personal matters. Because Mr. Smith has
died, access to papers not then open to the public will be limited to the
other persons previously mentioned as long as applicable classified
information procedures are followed.

Restricted materials are to be periodically reviewed by NARA, but deci-
sions tc open materials to public access will be subject to notification to,
and objection by, the identified individuals. Justice did not provide any
information concerning control it may have retained over the removed
documents.

30n July 29, 1991, the executor of the estate of Mr. Smith, now deceased, and NARA entered into a
gift agreement concerning Mr. Smith’s documents. The agreement’s public access provisions are sim-
ilar to those originally established.
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Former Attorney General
Edwin Meese III

Justice said Mr. Meese removed 278 boxes of paper documents with an
unspecified number of linear feet and 170 reels of microfilm. According
to Justice, 140 boxes were delivered to Mr. Meese’s personal residence,
128 boxes were picked up by NARA, 1 box and 170 reels of microfilm
were sent to Mr. Meese at the Heritage Foundation in Washington, D.C.,
and 9 boxes were picked up by Mr. Meese’s attorney.

When we visited NARA’s Office of Presidential Libraries concerning the
128 boxes Justice said NARA picked up, we found only 64 boxes of mater-
ials, which a NARA official said he picked up at Mr. Meese’s personal resi-
dence. Because Justice and NARA had provided their best available
information, we did not attempt to reconcile the discrepancy in the
number of boxes and where they were picked up.

NARA sent Mr. Meese a proposed deposit agreement on April 6, 1990, and
a proposed gift agreement on March 4, 1991, concerning the donation of
his papers to the Ronald Reagan Library. An agreement has not yet been
concluded. When concluded, the agreement should contain restrictions
regarding access to the collection.

Former Secretary of State
Alexander M. Haig, Jr.

The State Department said that less than 95 linear feet of classified and
unclassified documents pertaining to Mr. Haig’s official business were
transferred to the Library of Congress. In 1979, before becoming the
Secretary of State, Mr. Haig entered into three agreements with the
Library, giving the United States (1) an initial collection of papers and
(2) two subsequent amounts to be added relating to his government ser-
vice and other periods of his life. A fourth agreement between State and
the Library was executed in 1982 to transfer additional papers to the
Library covering Mr. Haig’s tenure as Secretary of State.

Under the terms of the agreements, the copies of government papers in
the collection will not be available for public access for 25 years or 5
vears after the death of Mr. Haig, whichever is later. However, the
papers will not be available for public access unless the originating
agency has determined that they contain no classified or restricted
information. Mr. Haig is to have unrestricted access to the papers during
his lifetime. His research assistants are also to be given access, provided
they have appropriate security clearances. Access by others during the
restricted time period is limited to (1) Library employees approved by
Mr. Haig and (2) persons with his written permission (or after his death
the written permission of a committee named in his will). These persons
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will not have access to any classified papers unless they have appro-
priate security clearances. State continues to retain control over all clas-
sified papers it originated, and access to other classified papers will be
determined by the originating agency.

Former Secretary of State
George P. Shultz

The State Department said that Mr. Shultz’s collection consisted of less
than 60 linear feet of documents pertaining to official business. Most of
the documents, many of them classified, were transferred to NARA's Fed-
eral Records Center in San Bruno, California, to provide Mr. Shultz
access. The remaining documents, which State identified as unclassified
nonrecord material and Mr. Shultz’s personal documents, were placed by
Mr. Shultz in the Archives of the Hoover Institution on War, Revolution
and Peace in Stanford, California.

Under Executive Order 12356, State is authorized to provide former
presidential appointees access to classified items that they originated,
reviewed, signed, or received while in office. In this case, according to
State, providing access to Mr. Shultz could be conveniently done for the
government if a duplicate collection were created.

On the basis of an identification of topics provided by Mr. Shultz and his
staff, State retrieved and copied a collection of documents that was
transferred to the Federal Records Center in San Bruno. Some docu-
ments were allowed to be temporarily transferred to a secure storage
facility at the Hoover Institution for Mr. Shultz's personal use.

The arrangement for the copied collection was designed to meet the pri-
mary objective of providing the former Secretary with continued,
secure, and convenient access to the documents. State’s Deputy Secre-
tary determined that this objective was in the national interest. The Sec-
retary, who was still in office at the time, recused himself from the
specific details concerning the arrangement.

According to a State Department official, the documents are State prop-
erty. Further, State said it controls access to the documents in coordina-
tion with NaRraA officials at the Federal Records Center and designated
personnel at the Hoover Institution.

Concerning the nonrecord material and Mr. Shultz’s personal documents
that were placed in the Hoover Institution’s Archives, State said the
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nonrecord material consisted of extra copies of agency records pre-
served only for reference. Although State certified the nonrecord mater-
ials before removal as being unclassified, some of the documents we
reviewed at the Hoover Institution had classified markings. Thus, State
did not retain control over these documents when they were removed.
Also, representatives of the Hoover Institution said Mr, Shultz’s papers
are “‘closed” to researchers, and access is limited to Mr. Shultz and those
who are authorized access by him. Further, the collection will probably
remain closed until Mr. Shultz finishes his memoirs. Hoover Institution
representatives also said that more specific restrictions will be outlined
after the collection has been processed.

Former Secretary of the
Treasury Donald T. Regan

The Treasury Department said Mr. Regan removed about 99 iinear feet
of documents to his White House office. In February 1985, he left Trea-
sury and became Assistant to the President and the Chief of the White
House staff. According to Treasury information, Mr. Regan and his
immediate staff identified the material to be removed, and staff of the
Executive Secretariat boxed the documents for transfer. There is no doc-
umentation, however, of involvement by the Departmental Records
Officer or staff of the Clerk’s office, who were responsible for depart-
mental offices’ records management. The 99 linear feet of documents,
some of which were classified, filled 99 boxes.

Treasury documentation indicated the 99 boxes were moved to Mr.
Regan’s White House office in July 1986. Treasury officials said they
did not retain any control over the classified documents or access to the
information. The Director, White House Office of Records Management,
was unaware of the documents because they were never subject to
White House control. According to Mr. Regan’s attorney, the papers
were transported from Treasury to storage in the Old Executive Office
Building. In about June 1987, the papers were moved to Mr. Regan’s cur-
rent business office.

Our August 1989 inquiry prompted Treasury to contact Mr. Regan about
the papers. Mr. Regan’s attorney said that in November 1989, following
conversations with a Treasury General Counsel representative
regarding the documents in Mr. Regan’s custody, all of the documents
were voluntarily made available to the Treasury Department. Treasury
retained those papers it deemed of interest and returned the remainder
to Mr, Regan’s business office. According to Treasury, it retained about
6 linear feet of documents in folders labeled “Secret” and *‘Confidential”
and placed them in a vault.
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Former Secretary of the
Treasury James A. Baker
I11

Types of Documents
and Information
Removed

The Treasury Department said that documents relating to departmental
business were made available to Mr. Baker at his request. Further, Trea-
sury said Mr. Baker’s confidential assistant identified the documents to
be removed, and Executive Secretariat staff prepared them for removal.
There is no record of involvement by other departmental officials or
records management staff. Treasury said it did not have information
about the volume or quantity of documents involved, the types of docu-
ments, and the location to which they were removed. Also, Treasury
said that it did not know at the time of removal if any of the documents
included classified information and did not retain any control over the
documents or access to them. However, we reviewed the documents—
about 7 linear feet—and found several that had classified markings.

We asked the four departments to identify various types of original doc-
uments and copies of documents that were removed by the officials. In
general, the departments indicated that six of the eight agency heads
did not remove any documents that had record status. With respect to
the remaining two officials, the departments did not have information to
answer our question. The departments indicated that five of the eight
agency heads removed only copies of documents, not originals. For the
remaining three officials, the departments did not have or provide infor-
mation to answer our question. The agencies said that of the five agency
heads who removed only copies of documents, all removed extra agency
file copies of records preserved for reference. One of the five officials
also removed copies of documents made solely for his own access.

To the extent that we were provided access to the agency heads’ collec-
tions, we also examined some of the documents to see whether they
were originals or copies. Of the five officials who provided us access, we
found small quantities of original documents in four of their collections.
Some of the original documents were signed by a former president, a
vice president, agency heads, and a chief justice of the Supreme Court.
Other original documents included the officials’ appointment books and
daily schedules. Three agency heads did not let us look at the documents
they removed.

Table 1.2 summarizes the types of documents removed by the officials.
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|
Table 11.2: Types of Documents That Were Removed

Types of documents

Agency said official removed Found in GAQ sample

Department/Official Originals - Copies _ Originals Copies
Defense

Caspar W. Weinberger® No Yes No access No access

Frank C. Carlucci llI? i No Yes ~ No® j(e__sb
Justice

William French Smith Unknawn - Unknown Yes i Yes

Edwin Meese !z © - Yes o Yes Yes
State

Alexander M. Haig, Jr.2 No Yes No access No access
- éebr'gé'EhShultzar B No B Yes N Yes ’ Yes
Treasury

Donald T. Regan? No Yes , No access No access

James A, Baker lil Unknown Unknown Yes Yes

#The Department said none of the documents removed by this official were federal records,
®The Department did not provide GAQ accass to classified documents.

“The Department said no original records were removed but did net say whether original nonrecords
were removed.

Source: Data provided by departments and GAQ's review of a sample of removed documents. A GAQ
sample entry of "'Yes'" means at least cne document of the type indicated was found.

We also asked the four departments to identify types of information
contained in the documents that were removed by the officials. The
departments indicated that five of the eight agency heads removed doc-
uments containing classified and other sensitive information. One
agency head removed documents containing sensitive but not classified
information. The departments did not have information to answer our
question for the other two agency heads.

As we reviewed the collections of the five officials who provided us
access, we determined whether they contained classified or other sensi-
tive information. We found documents with classified markings in two
of these collections. We also found documents with a variety of sensitive
markings, and in four of the five collections, we found documents con-
taining either information we believed to be law enforcement-sensitive
or private information about other individuals. For example, sore of

4The Privacy Act of 1974, as amended, 5 U.S.C. 552a, controls the collection, maintenance, dissemina-
tion, and use of personal information about individual citizens. The act generally prohibits agencies
from disclosing personal information maintained in agency records systems without the affected indi-
viduals® prior consent. We did not attempt to determine whether the private information we found
about other individuals was protected by the act.
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the sensitive documents were marked “Limited Official Use,” *‘Personal
and Confidential,” “‘Document . . . Not For Public Use,” and “ . . . prop-
erty of the FBI . . . not to be distributed. . . .”

Table 11.3 summarizes the types of information removed by the officials.

Table 11.3: Types of Information That Were Removed

Department/Official

Defense
Caspar W. Weinberger

Types of information
Agency said official removed

Found in GAD sample

Frank C. Carlycci il

Justice
William French Smith

Edwin Meese Il

State
Alexander M. Haig, Jr.

~ George P. Shultz

Treasury
Donald T. Regan

James A. Baker lll

Other Other
Classified® sensitive® Classified® §ensiiiveb
Yes Yes 7 7No access ] No access
Yes Yes No access Yes
Unknown Unknown No No
No Yes ) No Ye§°
Yes Yes No access No access
- YesH Yes Yesde  Yes®
Yes Yes No access No access
Unknown Unknown Yes Yes

Agencies’ Knowledge
of Types of Documents

and Information
Removed

2Classified data includes confidential, secret, top secret, restricted, or formerly restricted information
originated by the Department or by another department.

bSensitive data includes information protected by the Privacy Act or of a private nature about other
individuals; information containing privileged information; information marked ““Limited Official Use;” or
other sensitive information

“This response only applies to the microfilm provided to Mr. Meese at the Heritage Foundation.

9This response applies to documents transferred to NARA's Federal Records Center in San Bruno,
California.

®This response applies to documents provided to Mr. Shultz, who placed them at the Hoover Institu-
tion's Archives.

Source: Data provided by departments and GAQ's review of a sample of removed documents. A GAO
sample entry of “Yes' means at least one document containing the type of information indicated was
found.

Documentation provided by the four departments indicated that they
generally knew what types of documents and information six of the
eight agency heads removed. The departments said they did not have
documentation or information to respond for the other two officials. One
department was generally aware of the information removed by its offi-
cials but was not aware that part of one official's collection placed at a
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private archive included classified documents. However, that depart-
ment had reviewed the documents before they were removed to identify
classified documents.

The departments reviewed six of the eight officials’ collections before
removal. In five of the six cases, the review was done by subordinates to
the agency heads, not an independent agency. In the sixth case, the
Department of Justice arranged for a 2-week detail of a NARA archivist
to assist in preparing the departing official’s papers for removal,
including their review. The archivist reviewed some files but primarily
reviewed or compared inventories for already-boxed materials with sub-
ject folders in the boxes.

To determine whether each agency knew about the types of documents
and information officials removed, we considered (1) their responses to
questions we asked, (2) whether they had prepared a written inventory
of the removed documents, and (3) whether they reviewed the docu-
ments before they were removed. Table 11.4 summarizes this
information.

|
Table 11.4: Agency Knowledge of Types of Documents and Information Removed

Indications of agency knowledge
Able to answer GAO Prepared inventory of Reviewed documents

Department/Official i qug_ﬁtions documents before removal®
Defense
Caspar W. Weinberger Yes Yes Yes
Frank C. Carlucci i Yes Yes Yes
Justice
William French Smith B No Yes Unknown
Edwin Meese Il Yes Yes Yes
State
Alexander M. Haig, Jr. Yes Yes Yes
George P. Shultz Yes Yes Yes
Treasury
Denald T. Regan Yes Yes Yes
James A. Baker Il No No No

8The primary purpose of this review was to ensure that records and nonrecord documents containing
information that should be protected were not removed.

Source: Data provided by the departments.
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The government has established by statute and OMB circular a policy of
charging user fees for users of government products and services. The
government’s user fee policy statements, however, do not specifically
address the removal of agency documents. Nevertheless, we believe the
broad wording of the statements can be interpreted, under certain cir-
cumstances, to require agencies to assess user charges against officials
who remove documents.

A 1951 user fee statute, now codified at 31 U.S.C, 9701, generally pro-
vides that “It is the sense of Congress that each service or thing of value
provided by an agency . .. to aperson . . . is to be self-sustaining to the
extent possible.” Under this act, agency heads may prescribe regulations
establishing charges that are “fair’”’ and based on four factors: (1) costs
to the government, (2) the value of the service or thing to the recipient,
(3) public policy or interest served, and (4) other relevant facts. The act
contains no guidance on how to weigh these standards. In addition, the
act indicates that it does not apply when another law prohibits charges
or prescribes a basis for determining charges. Also, the act says that
agency heads’ regulations are to be as uniform as practicable and sub-
ject to policies prescribed by the president.

oMB Circular A-25, issued in 1959, established more specific policy on
user charges. Concerning special services, the circular provides that if a
measurable federal service (or privilege) conveys special benefits to an
identifiable recipient above and beyond those accruing to the public at
large, a reasonable charge should be imposed to recover the govern-
ment’s full cost of that service.

The circular also says, however, that no charge should be made for ser-
vices when the identification of the ultimate beneficiary is obscure and
the service can be primarily considered as benefitting the general public.
Under the circular, agencies have the responsibility to (1) determine if
the services are covered by the circular, (2) determine the extent of spe-
cial benefits provided, (3) determine costs, and (4) establish the charges.
The fee set for a special service is to be governed by its total cost and
not, in contrast to the 1951 statute, by the value of the service to the
recipient. The total cost is to include all direct and indirect costs using
accepted cost accounting principles. Costs are to be determined from the
best available records in the agency. New cost accounting systems are
not to be established solely for this purpose.

Because of its broad wording, we believe the circular can be interpreted
to apply in cases when officials remove agency documents. The circular
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may even apply when officials request copies of agency documents after
leaving office. Subsequent requests, however, may be more appropri-
ately handled by an agency under the Freedom of Information Act
(FoIA), as amended, (5 11.5.C. 552).

In general, Fo1A provides that any person has a right of access to federal
agency records, unless they are protected from disclosure by specific
exemptions or exclusions in the act. Fo1A authorizes agencies to assess
requesters fees, which are limited to reasonable standard charges for
document search, duplication, and/or review, depending on the identity
of the requester and the intended use of the information sought. How-
ever, FOIA also authorizes agencies to furnish documents without any
charge or at a reduced charge if disclosure of the information is in the
public interest.?

Applying the 1951 user fee statute, Circular A-25, or rolA to the removal
of agency documents would involve some difficult decisionmaking for
agencies. For example, in trying to decide whether officials have to pay
for documents under the circular’s public benefit exception, agencies
would have to take into account whether the (1) documents were to be
placed in archives and made available to researchers and the public or
personally retained by the officials and (2) officials would initially
restrict access to the documents for excessive periods of time. Agencies
would also have to decide whether documents represented any addi-
tional cost to the government, unless the documents were accumulated
for the officials’ convenience in conducting agency business while in
office. If the documents were collected for this reason, agencies would
also have to decide whether the documents could be given to the offi-
cials rather than destroyed as unneeded nonrecord materials.

In view of the broadly stated provisions of the user fee statute, Circular
A-2b, and FoIA, agencies have discretion in deciding whether an official
must pay for documents, and such decisions should be made on a case-
by-case basis.

We asked the four departments if they required the eight agency heads
to pay for document costs. Defense said it did not require any reim-
bursement from Secretaries Weinberger or Carlucci. Justice said it did
not have information to respond concerning Attorney General Smith and

5The public interest is met when the information is likely to contribute significantly to public under-
standing of the operations or activities of the government and is not primarily in the commercial
interest of the requester.
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No Tax Benefits for
Officials Who Donate
Documents

did not require Attorney General Meese to pay. State did not require
Secretary Haig to pay but did require some reimbursement from Secre-
tary Shultz. Treasury did not require Secretary Baker to pay and did not
have information to respond concerning Secretary Regan.

With respect to Secretary Shultz’s duplicate collection of documents
transferred for his use to the Federal Records Center in San Bruno, Cali-
fornia, State said the Secretary reimbursed the Department $3,800 for
duplication costs associated with copying the collection, including per-
sonnel and equipment costs. According to State, although the duplica-
tion of the documents represented an ordinary and necessary expense of
Department operations, the reimbursement was made to avoid any
appearance of impropriety.

Concerning the agency heads who were not asked to reimburse the gov-
ernment for any costs, information provided by the departments indi-
cates that the documents removed by all but one of the officials
consisted of extra agency file copies preserved only for reference rather
than copies of documents made solely for releasing them to the officials.

Although Justice did not require any reimbursement from Attorney
General Meese, it said the Department incurred small costs for copying,
screening, and moving the documents. The cost of the microfilm pro-
vided to Mr. Meese was about $1,400.

We requested IRS’s opinion on the tax consequences that result from a
former federal official’s donation of removed documents accumulated
during government service to a private or public archive. Specifically,
we asked:

Are there any tax consequences that result from a former federal offi-
cial’s donation of removed documents to a private or public archive?
Would any tax benefits be available to an heir of a former federal offi-
cial who donates documents removed by the official to a private or
public archive?

IRS responded as follows:

“Generally, an individual who contributes property other than money to an entity
described in section 170{¢) of the Internal Revenue Code is allowed a charitable con-
tribution deduction for the fair market value of the property at the time of its con-
tribution, reduced as provided in section 170(e)(1), and subject to the statutory
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limits applicable to all charitable contributions by individuals. Section 170(e)(1)(A)
provides that the amount of any charitable contribution of property is reduced by
the amount of gain which would not have been long-term capital gain if the property
contributed had been sold by the taxpayer at its fair market value. Long-term cap-
ital gain means gain from the sale or exchange of a capital asset held for more than
6 months. Section 1223(3). Under section 170(e)(1)(A), if a taxpayer donates prop-
erty that would give rise to ordinary income rather than long-term capital gain, the
allowable deduction is limited to the taxpayer’s basis in the property. A memo-
randum or similar paper prepared by or for the donor gives rise to ordinary income
rather than long-term capital gain. See section 1.170A-4(b) of the Income Tax Regu-
lations. Therefore, the federal official’s charitable contribution deduction may not
exceed the official’s basis in the papers.

“The federal official’s basis in the papers is the cost incurred by the federal official
in creating the papers. In most of the cases you describe, the cost to the federal
official will be zero. Accordingly, the federal official will generally be denied a char-
itable contribution deduction for the papers. See Morrison v. Commissioner, 71 T.C.
683 (1979) aff'd 611 F.2d 98 (5th Cir. 1980).

“The result is different in the case of a federal official’s heir who donates the fed-
eral official’s papers to public or private archives. As provided in section
1014(a)(1), the heir’s basis in the documents will generally be the fair market value
of the documents at the date of decedent’s death. Moreover, the sale of the property
by the heir at its fair market value would generally give rise to long-term capital
gain if held for more than 6 months. Accordingly, under section 170(c)(1)(A), if the
property is held for more than 6 months, the heir would generally be allowed a char-
itable contribution deduction equal to the fair market value of the papers, subject to
the statutory limits applicable to the deduction for charitable contributions by indi-
viduals. Under section 170(e)(1)}B), however, the heir may be limited to a deduction
equal to the heir’s basis if the use by the donee of the property is unrelated to the
purpose or function that constitutes the basis for the donee’s exemption from tax or
the contribution is made to or for the use of a private foundation that is not a pri-
vate foundation described in section 170(b)(1) E). Thus, if either of these section
170(e)(1)X B) circumstances exist, the heir’s charitable contribution deduction is lim-
ited to the heir's basis in the property.

*The result is also different if the documents are donated to an archive that is not
an entity described in section 170(c) of the Code. Generally, section 170{c) includes
as a charitable contribution a contribution or gift to or for the use of (1) a State, or a
political subdivision of the State or possession, or the United States or the District
of Columbia, if the contribution is made for exclusively public purposes, (2) certain
corporations, trusts, community chests, funds, or foundations, and (3) certain other
organizations. If the donation is to an archive that does not meet the requirements
of section 170(¢), the donation is not a deductible charitable contribution but is a
gift. The gift may be subject to federal gift tax.”
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The Federal Records Act, as amended by the National Archives and
Records Administration Act of 1984 (Public Law 98-497), divides over-
sight responsibilities for records management in the federal government
between NARA and GSA. NARA's responsibilities include providing guid-
ance and assistance to federal agencies to (1) ensure adequate and
proper documentation of the policies and transactions of the federal
government and (2) ensure proper records disposition. GSA’s responsibili-
ties include providing agencies with guidance and assistance to ensure
economical and effective records management.

In carrying out their oversight responsibilities, NARA and GSa each have
the responsibility to (1) promulgate records management standards, pro-
cedures, and guidelines and (2) conduct inspections or surveys of
records and records management programs and practices within and
between federal agencies.

Executive Order 12356 makes the Administrator of General Services
and, by delegation, the Director of GsA’s Information Security Oversight
Office (1500) responsible for implementing and monitoring the govern-
ment’s classified information security program. To accomplish its mis-
sion, IS00 is to

develop, in consultation with agencies, and promulgate, subject to
National Security Council approval, directives for program implementa-
tion, which will be binding on agencies;®

oversee agency actions to ensure compliance with the program and
implementing directives; and

conduct on-site reviews of each agency’s information security program.

The Paperwork Reduction Act of 1980 (Public Law 96-511, as amended)
requires the Director of OMB to direct and oversee federal records man-
agement, The act makes records management part of a broader program
of federal information resources management and authorizes the
Director to

provide advice and assistance to the Archivist and the Administrator of
General Services to coordinate the administration of the records laws
with information policies, principles, standards, and guidelines and

In compliance with this requirement, the Director issued Directive No. 1 {32 CFR Part 2001), which

includes guidance to agencies on how they can properly safeguard the disposition and destruction of
classified information.
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. review agencies’ compliance with the requirements of the records laws

and regulations promulgated by the Archivist and the Administrator of
General Services.

Individual agencies, however, remain primarily responsible for man-
aging their own records. For example, the Federal Records Act assigns
the head of each federal agency the responsibility to

make and preserve records,

establish a records management program,

establish safeguards against the removal or loss of records, and
initiate action through the Attorney General to recover unlawfully
removed records.

Individual agencies are also responsible, under Executive Order 12356,
for safeguarding classified information as part of their information
security programs.

To help meet its responsibilities, NARA has issued governmentwide regu-
lations concerning the removal of documents by federal officials upon
leaving office. Effective July 1, 1990, sections 1222.40 and 1222.42 of
Title 36 of the Code of Federal Regulations provide the following:

“Removal of records. Agencies shall develop procedures to ensure that departing
officials do not remove Federal records from agency custody.

“Removal of nonrecord materials. Nonrecord materials, including convenience or
personal copies of agency records, may be removed from Government custody with
the approval of the head of the agency or the individual authorized to act for the
agency on matters pertaining to agency records. Agencies shall develop procedures
to ensure that nonrecord materials that are security classified or that contain other
agency restrictions on access are properly protected when removed from agency
custody.”

Earlier guidance by the Archivist, designed primarily to amplify and
interpret related laws and regulations, was contained in informational
bulletins that had no independent regulatory effect. For example, in
commenting on documentary materials that government officials were
permitted to retain, Federal Property Management Regulation (FPMR)
Bulletin B-106 said the following:

“The legal definition of records (44 U.8.C. 3301) specifically excludes ‘extra copies
of documents preserved only for convenience of reference.’ These extra copies of
documents are commonly regarded as nonrecord materials and are disposable
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without reference to the requirements of chapter 33, title 44, U1.S. Code. Although
these materials cannot be considered as personal papers, a Government official may
accumulate for convenience of reference extra copies of papers and other materials
which he or she has drafted, reviewed, or otherwise acted upon. When deposited in
a research institution, extra copies can serve the needs of historical scholarship.
Government officials may be permitted to retain these extra copies, provided that
retention would not (1) diminish the official records of the agency; (2) violate confi-
dentiality required by national security, privacy, or other interests protected by
law; or {3) exceed normal administrative economies,” [Underscoring supplied.]’

Guidance in NARA Bulletin 89-2 subsequently said the following;

“Nonrecord materials may be removed from Government custody, but only with the
approval of the head of the agency or the individual authorized to act for the agency
on matters pertaining to agency records. An employee may not remove from Govern-
ment custody copies of any documentary materials that are security-classified
unless these materials are transferred directly from the employee’s agency to a
facility that meets Federal requirements for the protection of security-classified
material. An employee also may not remove from Government custody copies of any
documentary materials containing other agency restrictions on access unless the
materials are transferred directly to a facility that agrees to observe the applicable
restrictions.” [Latter underscoring supplied.]?

In addition, in 1985 the Archivist issued a pamphlet entitled For the
Record: Guidelines for Official Records and Personal Papers. This pam-
phlet, and its 1988 revision, directed the attention of executive branch
officials to the policies and procedures governing the creation, mainte-
nance, and disposition of the documentary materials that may accumu-
late in their offices. It gave information to help officials distinguish
federal records from nonrecord materials and personal papers. The
pamphlet also highlighted legal provisions, discussed the impact of auto-
mation, and identified sources of additional information.

OMB has not issued any governmentwide policies or guidelines pertaining
to records removal. OMB officials view NARA as having primary responsi-
bility for the government’s records management program.

Although NARA, OMB, GSA, and 1800 have some records management over-
sight responsibilities, NARA clearly has responsibility concerning the
removal of agency documents by federal officials. NARA’s statutory role
is to guide and assist agencies rather than enforce applicable laws and

“FPMR Bulletin B-106 was issued on October 30, 1980, when the Archivist headed GSA’s National
Archives and Records Service, NARA was created as an independent agency on April 1, 1985,

%Bulletin 89-2 was issued on November 14, 1988, and expired on November 14, 1990. This bulletin
canceled FPMR Bulletin B-106.
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regulations. Unless agencies invite NARA’s participation, NARA’s oversight
of the removal of specific agency documents is limited because NARA
does not routinely review documents that agency heads plan to remove
from the agencies.

Nevertheless, we believe agencies should be able to properly manage the
removal of documents by officials who are not agency heads. However,
requiring agencies to deal with their own agency heads involves unusual
accountability considerations. We believe such situations would require
independent oversight by NARA.

Therefore, we believe that agencies should be prohibited from relin-
quishing any federal documents to agency heads and agency heads from
removing documents until NARA has determined that their relinquish-
ment and removal are consistent with existing federal laws and regula-
tions. This determination would serve as an additional safeguard against
impropriety or the appearance of impropriety.
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