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Preface: The Clew to the Labyrinth

One of the most famous stories about libraries tells of the tenth century Grand Vizier
of Persia, Abdul Kassem Ismael who, “in order not to part with his collection of
117,000 volumes when traveling, had them carried by a caravan of 400 camels
trained to walk in alphabetical order.” However charming this tale may be, the actual
event upon which it is based is subtly different. According to the original manuscript,
now in the British Museum, the great scholar and literary patron Sahib Isma'il b.
‘Abbad so loved his books that he excused himself from an invitation by King Nuh Il
to become his prime minister at least in part on the grounds that four hundred
camels would be required for the transport of his library alone.?

A 21st Century version of the story might feature any number of portable electronic
devices—a laptop, a PDA, or even a mobile phone—designed to overcome this
difficulty. Today, 1000 years later, the Persian scholar/statesman would have to find
a new excuse for declining the job offer. Abdul Kassem Ismael (aka Sahib Isma'il b.
‘Abbad) would be hard pressed to explain why he couldn’t just find what he needed
on the Internet. The message seems to be that books are passé, replaced by ones
and zeroes, the real world replaced by a virtual one, knowledge supplanted by
information at best and chaotic data at worst. Have we shrunk the world or
expanded it? Or have we in some way replaced it?

Untangling the Web for 2007 is the twelfth edition of a book that started as a small
handout. After more than a decade of researching, reading about, using, and trying
to understand the Internet, | have come to accept that it is indeed a Sisyphean task.
Sometimes | feel that all | can do is to push the rock up to the top of that virtual hill,
then stand back and watch as it rolls down again. The Internet—in all its glory of
information and misinformation—is for all practical purposes limitless, which of
course means we can never know it all, see it all, understand it all, or even imagine
all it is and will be. The more we know about the Internet, the more acute is our

' Alberto Manguel, A History of Reading, New York: Penguin, 1997, 19. Manguel cites as his source
Edward G. Browne’s A Literary History of Persia, 4 vols., London: T. Fisher Unwin, 1902-24. | found
the specific reference to this story on pages 374-375 of Vol. 1, Book IV, “Decline of the Caliphate.”
There is, sadly, no mention of the alphabetical arrangement of the library. This entire- masterpiece is
available online at The Packard Humanities Institute, Persian Texts in Translation, 23 February 2006,
<http://persian.packhum.org/persian/pf?file=90001011&ct=0> (15 November 2006).

2 Edward G. Browne. Vol. 1, Book IV, “Decline of the Caliphate,” A Literary History of Persia,” 4 vols.,
London: T. Fisher Unwin, 1902-24, 374-375. Available online at The Packard Humanities Institute,
Persian Texts in Translation, 23 February 2006,
<http.//persian.packhum.org/persian/pf?file=90001011&ct=0> (15 November 2006).

UNCLASSIFIEDHFOR-OFFIGIAL-USE-ONLY 1



DOCID:

4046925

UNCLASSIFIEDHROR-OFHGHALHSEONLY

awareness of what we do not know. The Internet emphasizes the depth of our
ignorance because “our knowledge can only be finite, while our ignorance must
necessarily be infinite.”® My hope is that Untangling the Web will add to our
knowledge of the Internet and the world while recognizing that the rock will always
roll back down the hill at the end of the day.

| will end this beginning with another story and a word of warning. “Tién, Ugbar,
Orbis Tertius” describes the discovery of an encyclopedia of an unknown planet.
This unreal world is the creation of a secret society of scientists, and gradually, the
imaginary world of TIén replaces and obliterates the real world. Substitute “the
Internet” for TIdn and listen. Does this sound familiar?

“Almost immediately, reality yielded on more than one account. The truth is that it
longed to yield...The contact and the habit of TIén have disintegrated this world.
Enchanted by its rigor, humanity forgets over and again that it is a rigor of chess
masters, not of angels...A scattered dynasty of solitary men has changed the
face of the world. Their task continues. If our forecasts are not in error, a hundred
[or a thousand] years from now someone will discover the hundred volumes of
the Second Encyclopedia of Tién. Then English and French and mere Spanish
will disappear from the globe. The world will be Tién.”*

As we enjoy, employ, and embrace the Internet, it is vital we not succumb to the
chauvinism of novelty, that is, the belief that somehow whatever is new is inherently
good, is better than what came before, and is the best way to go or best tool to use. |
am reminded of Freud's comment about the “added factor of disappointment” that
has occurred despite mankind’s extraordinary scientific and technical advances.
Mankind, claims Freud, seems “to have observed that this newly-won power over
space and time, this subjugation of the forces of nature, which is the fulfillment of a
longing that goes back thousands of years, has not increased the amount of
pleasurable satisfaction which they may expect from life and has not made them feel
happier.” Indeed, most of the satisfactions derived from technology are analogous
to the “cheap enjoyment...obtained by putting a bare leg from under the bedclothes
on a cold winter night and drawing it in again.” What good is all this technology and
information if, instead of improving our lot, it only adds to our confusion and
suffering? We are continually tempted to treat all technology as an end in itself
instead of a means to some end. The Internet is no exception: it has in large

* Karl Popper, Conjectures and Refutation: The Growth of Scientific Knowledge, London & New York:
Routledge, 2002, p. 38.

4 Jorge Luis Borges, “TIén, Ugbar, Orbis Tertius,” in Labyrinths, ed. Donald A. Yates and James E.
irby, New York: New Directions Books, 1962, 17-18.

> Sigmund Freud, “Civilization and Its Discontents,” tr. James Strachey, New York: Norton, 1962, 34-
35.

® Freud, 35.
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measure become the thing itself instead of a means of discovery, understanding,
and knowledge.

Like Tlon, the Internet, “is surely a labyrinth, but it is a labyrinth devised by men, a
labyrinth destined to be deciphered by men.” We must avoid getting lost in the
labyrinth without a clew. My hope is that Untangling the Web will be something akin
to Ariadne’s clew,’ so that as you unravel it, you can wind your way through the web
while avoiding some of its dangers. Remember also that those who use the Internet
to do harm, to spread fear, and to carry out crimes are like the mythical Minotaur
who, as well as being the monster in the Minoan maze, was also its prisoner.

"Daedalus, the architect of the infamous labyrinth on Crete, purportedly gave King Minos’ daughter
Ariadne the clew, a ball of thread or yarn, to use to find a way out of the maze. Ariadne in turn gave
the clew to Theseus, who slew the Minotaur and found his way out of the labyrinth. Theseus repaid
Ariadne’s kindness by leaving her on an island on their way back to Athens.

% “Minotaurus,” WikiMedia Commons, <http://commons.wikimedia.org/wiki/Image:Minotaurus.gif> (6
February 2007). This image is in the public domain because its copyright has expired.
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“Every Angle of the Universe”

One wag has suggested that the Internet is an “electronic Boswell,” the chronicler of
our age. It is that and more because the Internet chronicles not only a time and
place but all times and all places, known and unknown, real and imaginary. The
Internet is the closest thing to the fantastical “Aleph” imagined by the great Argentine
story-teller Jorge Luis Borges, an object whose diameter is “little more than an inch”
but which nonetheless contains all space, “actual and undiminished,” and in which

one can see “every angle of the universe.” ‘

While the comparison with the mythical Aleph may strike you as a bit whimsical, it is
in fact not an altogether unfair metaphor. There has never been anything that
approaches the Internet’s reach (to almost every part of the globe in less than thirty
years), its size (estimated at 532,897 terabytes way back in 2003%, and its ability to
link us together in a new kind of world community (words, pictures, sounds, ideas
beyond imagining). But, as with all new technologies, it comes at a cost—many
costs, in fact. We pay for the benefits of the Internet less in terms of money and
more in terms of the currencies of our age: time, energy, and privacy.

The goal of this book is to help you save some of each of these valuable resources:
time, by making your searches more efficient; energy, by reducing the frustration
using the Internet often entails; and privacy, by pointing out some simple measures
to take to lower your cyber-profile and enhance your security.

| cannot emphasize strongly enough that this book was already out of date by the
time it was published. Even though | have checked and rechecked every link in this
book, some addresses are bound to have changed, some sites will have shut down,
and some tips and techniques—such as search engine rules and syntax—will no
longer be accurate. This is a testament to the changeable nature of the Internet and
I must beg your forbearance for any such errors. Writing about the Internet is much
like trying to catch Proteus'®>—as with the mythical prophet, it keeps changing and
escaping our grasp.

® School of Information Management and Systems, University of California at Berkeley, "How Much
Information? 2003,” 27 October 2003, <http://www.sims.berkeley.edu/research/projects/how-much-
info-2003/internet.htm> (October 2005), Executive Summary.

' “Proteus—i.e. full of shifts, aliases, disguises, etc. Proteus was Neptune’s herdsman, an old man
and a prophet... There was no way of catching him but by stealing upon him during sleep and binding
him; if not so captured, he would elude anyone who came to consult him by changing his shape, for
he had the power of changing it in an instant into any form he chose.” “Proteus,” Brewer's Dictionary
of Phrase and Fable, 1898, <http://www.bartleby.com/81/13723.html> (14 November 2006).

UNCLASSIFIEDAROR-OFHEHALHSEONEY— 5
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“The Internet has often been called the world’s largest
library with all of the books on the floor.”

Curtin, M., Ellison, G., Monroe, D., “What's Related? Everything
But Your Privacy,” 7 October 1998, Revision: 1.5,
<http://www.interhack.net/pubs/whatsrelated/>
(14 November 2006).

What Will | Learn?

To achieve these goals, this book will;

> help you understand how to use the Internet more efficiently to find useful
information and, in so doing...

> make clear why the Internet is an invaluable resource.

This year | have reorganized the book to make it more logical and easier to use. The
first part of the book still focuses on the ins and outs of searching: how search
engines work, types of search tools, how to handle different types of searches. The
next section has expanded to offer in-depth tutorials on six major search engines.
Next, the book covers specialized search tools and techniques, including a new
section devoted to Wikipedia. | have also moved the discussion of maps and
mapping to this section. This is followed by “invisible” web research to include the
changes to A9 and Amazon’s search inside the book option. Next is the
international search and language tools section, followed by specialized research
tools, including new sections on video, audio, and podcast searches. The next
section covers specific topical research, such as news, telecommunications,
blogs, and RSS feeds. This is followed by a series of “how to” guides, culminating
with tips and techniques for more effective searching. The book then delves into
using the Internet to research the Internet, with the final section still addressing
crucial privacy and security issues.

6 UNCLASSIFIEDHFOR-OFHEALHSEONEY—
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Why Do | Need Help?

There are no Internet research experts.

There are people who make a living using the Internet for research and who know
more than others about what is on the Internet, how to find what they want on the
Internet, and how to do this with relative efficiency. But no one knows what is truly
“out there” for two fundamental reasons:

» The Internet changes constantly. By that | mean daily, hourly, minute-to-
minute, incessantly.

> It's too darned big! If we can’t accurately size the Internet (which we can't),
you can be sure we don’t know what is available via this resource with any
degree of accuracy or completeness. '

This doesn’t mean you can't ever hope to find anything on the Internet. You often
can find what you're looking for (and usually a lot more) with comparative ease, but
no one should be deluded into believing he has a good grasp of the entire world of
information available on the Internet. Realistically, the best search engines index
only a fraction of all webpages and keyword searching is at best an art that
routinely misses relevant sites while loading you down with dross.

Are you discouraged? Don’t be...novices often have more luck finding something
arcane than seasoned researchers because of the power of creative thinking and
serendipity. I've learned never to underrate luck and intuition when doing Internet
research, but | think the two most important tools for successful Internet research
are:

1. a good set of bookmarks

2. other people with experience searching the Web

Never assume others are already aware of some website, tool, or technique you
find particularly useful. The sheer quantity of data, information, and knowledge
associated with the Internet is so enormous that no one can know more than a
fraction of what's on it. While we're talking size, let me mention an important
distinction. The Internet and the web are not one and the same, though the web is
what most people think of when you say “Internet.”

UNCLASSIFIEDHROR-OFFIGIAL-USE-ONEY- 7
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In fact, as huge as it is, the Worldwide Web is actually a subset of the Internet.
The Internet is the network of networks, all the world's servers connected by routers,
to put it in semi-technical terms. The web is that portion of the Internet that uses a
browser (typically Netscape or Firefox—browsers built upon Mozilla—or Microsoft’s
Internet Explorer) and some type of hypertext language (usually HTML) to move
around. This book focuses primarily on the web because tackling the web by itself is
a big enough challenge.

As you have no doubt guessed by now, the Worldwide Web does not come with an
instruction manual or users guide, which means much if not most of what you learn
about researching using the Internet will come from hard-won experience. On the up
side, you probably will not be able to break anything on the Internet. More than
likely, no matter how lost or hopelessly confused you become, you will only damage
your own computer and/or network—and perhaps your good humor and sanity.
However, because of the almost astronomical growth of malicious activity, the
Internet has become a dangerous place, and users have discovered that they have
inadvertently spread malicious software (malware) such as viruses, worms, and
Trojan horses. That is why | have devoted the last section of the book to personal
computer security and privacy. We are all at risk from the rising tide of bad and in
some cases criminal behavior, so we must take responsibility for protecting
ourselves and our computers from the ruses and attacks that grow in number and
sophistication each year.

This book will expand on simple “rules” of Internet research, rules that are really
more in the nature of friendly suggestions. These rules are the fruit of my own
experiences as an Internet user and may prevent you from repeating all the
mistakes | made that gave rise to the rules in the first place. Some of these
suggestions may at first strike you as odd or inconsistent, but the rationale for each |
hope will become clear as we go along."" The fact is that today we are drowning in
information and starving for knowledge. The goal of Untangling the Web is to help
rescue users from the ocean of information (and misinformation) by throwing them a
virtual lifeline.

What’s New This Year

Most people probably have not thought about or been very much affected by the
changing search landscape because, as is only natural, most people have one or
two sites they routinely use for search and research, regardless of the nature of the
inquiry. However, virtually all search professionals will agree that knowing where to
look for information is the key to successful searching. Yet few venture beyond

" If you are using the hypertext version of this book on line, the links in the paper may not load
correctly. Try the refresh button, copy and paste the url, or type in the url directly.

8 UNCLASSIFIEDLEQR-OFHGHALHSE-ONLY-
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the comfortable confines of the familiar search engine. While the major search
engines continue to improve each year, they are far from the be all and end all of
search. The problem with general search tools is that they cannot provide targeted
or tailored results, certainly not without a lot of work on the part of the user. For this
reason, a large part of Untangling the Web is devoted to other ways to uncover
information, be it subject guides, “deep web” resources, targeted search tools, or
unusual tips and techniques for revealing what is hidden.

Again this year, | have included detailed information on how to use Google, Yahoo,
Gigablast, and Live Search (formerly MSN Search) to find very specific data. | have
also updated and expanded the section on Exalead and added Ask to the major
search engines. However, unless you spend a fair amount of time using each of
these search tools, you will probably find their many options too complicated and
cumbersome for everyday use. A different approach is to use specialized search
tools, which begs the question of how to find these tools. Untangling the Web maps
a number of the Internet’s less-traveled roads, i.e., excellent but unheralded
specialty search tools such as Fagan Finder, Amazon’s A9 multipurpose search, and
ThomasGlobal's business search. Also, the section on international search is
substantially larger than before.

In recognition of the growing importance and influence of collaborative websites,
there are several new sections in this year's book. One is a separate section
devoted to Wikipedia, contributed in part by my colleague Diane White. Video and
audio search exploded during 2006, and this year’s edition contains a new and
extensive examination of video search sites as well as a new section on audio
search and podcasting. Two other new sections are devoted to custom search
engines and book search, neither of which is an entirely new technology but both of
which spread in popularity and improved in quality in the past year. Custom search
is fast becoming a replacement for web directories, which continue their slide into
irrelevance.

The section on researching and understanding the Internet now begins with a new
section on “internetworking.” This tutorial is a response to a number of requests from
people such as myself who need basic knowledge and understanding of how the
Internet works without too much technical jargon or expertise. | hope you find that it
falls in a comfortable middle ground between simplistic and abstruse.

Once again, the section on privacy and security grows in proportion fo concerns
about protecting our privacy and security on the Internet. Fortunately, as the
problems increase and the malicious users become more enterprising, so do the
ways and means for protecting ourselves. However, home computer security is a
personal responsibility few people take seriously until it is too late. Untangling the
Web's privacy and security information is designed to help users avoid becoming
victims and instead take the offense in protecting themselves, their families, and by
extension, the Internet community from the Internet’s evil-doers. The 2007 edition
includes new sections on clearing private data in Firefox, encrypting files in

UNCLASSIFIEDHOR-OFFGIALUSE-ONEY- 9
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Windows, pretexting, protecting yourself from search engine leaks, whether or not

you can really opt out of online directories, and a brief discussion of wireless Internet
use.

| have also reorganized Untangling the Web to make it easier to use. The new
section on “Specialized Search Tools & Techniques” brings together some already
existing topics, such as Google hacking, with the new sections on Wikipedia and
Custom Search Engines. | also moved maps up to this section because they have
become integral to basic search. Specialized Research Tools now include the video
and audio search sections as well as telephone and email search. Basically, all
types of search comprise the first two-thirds of the book, while the remainder
focuses on the Internet itself and privacy and security..

As was true of last year's edition, | can again say with confidence that the 2007
Untangling the Web was already out of date before it reached your desk.
Experienced Internet users understand the Internet is truly a river of information that
is impossible to step into twice. And the basic concepts for using the Internet to
research topics of interest to our community of readers are sound despite changes
in websites, links, and technology.

Web links often change. In case of a bad link for a
news article, use the site’s search facility and search
by the headline, author, or date. In the case of a bad

% ¥ Web Tip

link inside a website, try going to the site’s homepage
! and working your way down to the page, which may
still be there, only in a different location.

10 UNCL ASSIFIEDHOR-OFHGIALUSE-ONLY—
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Introduction to Searching

Search Fundamentals

The September-October 1997 issue of IEEE Internet Computing estimated the
Worldwide Web contained over 150 million pages of information. At the end of 1998,
the web’s size had grown to more than 500 million pages. By early 2000, the best
estimates put the number over 1 billion and by mid-2000 there was a study showing
that there are over 550 billion unique documents on the web."? Netcraft, which
has been running Internet surveys since 1995, reported in its November 2006 survey
that there are now more than 100 million websites. “The 100 million site milestone
caps an extraordinary year in which the Internet has already added 27.4 million
sites, easily topping the previous full-year growth record of 17 million from 2005. The
Internet has doubled in size since May 2004, when the survey hit 50 million.”** The
major factors driving this boom are free blogging sites, small businesses, and the
relative and lower cost of setting up a website. Another recent survey found:

> The World Wide Web contains about 170 terabytes of information on its
surface; in volume this is seventeen times the size of the Library of Congress
print collections.

» Instant messaging generates five billion messages a day (750GB), or 274
Terabytes a year.

» Email generates about 400,000 terabytes of new information each year
worldwide.™

The numbers hardly matter anymore. The enormous size of the Internet means we
simply must use search tools of some sort to find information. Otherwise, we are
voyagers lost on a vast uncharted ocean.

"2 Michael K. Bergman, “The Deép Web: Surfacing Hidden Value,” BrightPlanet, August 2001,
<http://www.brightplanet.com/technology/deepweb.asp> (14 November 2006).

'3 “November 2006 Web Server Survey,” Netcraft.com, 1 November 2008,
<http://news.netcraft.com/archives/2006/11/01/november 2006 web server survey.html> (15
November 2006).

'* School of Information Management and Systems, University of California at Berkeley, “How Much
Information? 2003,” 27 October 2003, <http://www.sims.berkeley.edu/research/projects/how-much-
info-2003/execsum.htm#summary > (14 November 2006) Executive Summary.
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All the major search
engines now index well

Consider this: over a billion pages of
. information. The problem
When you do a search, you are generally isn't lack of

: : P data but finding that one
going through more information in finy needle in a virtual

less than 30 seconds than a haystack of  almost
librarian probably could scan in an limitless size (much like

entire career 30 years ago. looking for a needle in a
stack of needles).

Any serious researcher
needs to know more about search engines than the average person using the Net
for fun or even for very specialized searches associated with a hobby or perhaps a
certain topic, e.g., cancer research. How do you learn the ins and outs of search?

The Past, Present, and Future of Search

“Search has become the most hotly contested field in the world of technology.””

Remember Northern Light? How about Excite, Galaxy, Lycos, HotBot, Magellan,
InfoSpace, Go, Webcrawler, iWon, Netfind, or Webtop? If so, you've been searching
the Internet a long time because many of these search engines are long gone and
forgotten. However many changes in search and search engines have taken place in
recent years, nothing has been quite so dramatic as what has occurred in the past
two years with the appearance of the new Yahoo and Live Search engines.

While many smaller, focused search tools still exist, the sad fact is that, in terms of
large, powerful, world-encompassing search engines, Internet searchers at this
moment have fewer major search engines from which to choose. '® What happened
to get us to this point and what does the future portend?

'> Terry McCarthy, “On the Frontier of Search,” Time.com, 28 August 2005,
<http://www time.com/time/magazine/article/0.9171,1098955-1.00.htmi> (14 November 2006).

'® Of course there are many non-US search engines beyond those run by Google, Yahoo, and
Microsoft, but they generally target a particular part of the world and are not serious competitors with
Google, Yahoo, or Live Search at this time.
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In the early years of the Internet, there was enormous competition in the search
market among a large number of search engines vying not only for users but, more
importantly, for investors. The “dot bomb” crash in mid-2000 began the shakeout of
search companies that continues to this day. The biggest change wrought by the
failure of so many Internet-based investments was the growth of pay-per-click
advertising in search results. Pioneered by Overture, these so-called sponsored
results began to show up at the top of search result lists: the more an advertiser was
willing to pay, the higher his result on the list. Then, in 2002 the big search engine
consolidation began: first, Yahoo purchased Inktomi, a little known but major player
in the search engine world. In 2005, Overture bought AltaVista, one of the oldest and
most venerable search engines on the Internet, then quickly acquired AlltheWeb,
another major search engine. To top it off, in July 2003, Yahoo bought Overture,
thus acquiring three huge search properties at one time.

All this was done publicly. The real revolution was what was happening behind the
scenes. with a remarkable degree of secrecy, Yahoo gave the engineers it had
acquired from AltaVista, AlltheWeb, and Inktomi a new task—create a whole new
search engine to compete with Google. On February 18, 2004, Yahoo unveiled its
new search engine, which has a database and search features to rival Google’s.
Shortly thereafter, Yahoo began killing off the “parents” of its new progeny: first
Inktomi, then AlltheWeb and AltaVista. While users can still go to the AlitheWeb and
AltaVista websites and run searches, the results are pulled from the Yahoo database
and many of the unique search options and features of both search engines are no
longer available. However, Yahoo continues to add new features and options that
are improving its capabilities.

During 2006, two major search engines unveiled major changes that make them
serious contenders: Ask and Exalead. During 2006 Teoma and Ask Jeeves ceased
to exist as separate search sites and merged under the Ask.com umbrella. The
" French search engine Exalead came out of beta for a new look and major overhaul
during 2006 and continues to offer a number of important and unique search
features. MSN Search became Live Search, which left beta status in September
2006 and increased the much-needed competition from a company that knows how
to make successful (if imperfect) products. Amazon.com still offers its own search
engine, A9, although during 2006, Amazon eliminated some of A9's unique
functions, switched from Google to Live Search to power web searches, and
appeared to be if not abandoning A9 then certainly scaling it back.

All the major search sites are still trying to be the “Swiss army knife” of search
engines. Google, Yahoo, Live Search, Ask, and Exalead all competed hotly with
each other to roll out new, better, faster, fancier, more powerful tools to do
everything from search the contents of your computer in a heartbeat to letting you
“fly” around the world with a bird’s (or satellite’s) eye view of the planet. Among the
new search engine-based tools and programs arriving this past year were vastly
improved maps and mapping technologies, enhanced multimedia search, desktop
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search utilities, toolbars integrated into the browser, and application programming
interfaces (APls) for use by individual developers.

If 2004 was the year of the new search engine and 2005 the year of tailored search,
2006 seems to have been the first year of Web 2.0. Interactive, participatory Internet
activities such as blogging, podcasts, online video sharing, and wikis dominated the
discourse.

Podcasting finally came into its own last year. Podcasting is recording and
broadcasting any non-musical information—be it news, radio shows, sporting
events, audio tours, or personal opinions— usually in MP3 format for playback using
a digital audio player. Many websites now serve as directories to help users find
podcasts of every variety anywhere in the world. Podcasting has caught on because
it is easy, inexpensive, mobile, flexible, and powerful. Yahoo got out in front of the
podcasting trend with its new Podcasts Search site after a study the search giant
published with Ipsos Insight, which disclosed that most of the people who are using
RSS do so without even knowing it."”” RSS, which either stands for Rich Site
Summary or Really Simple Syndication, is an XML format for news and content
syndication. News aggregators are programs designed to read RSS formatted
content, which is very popular in the blogging community. Many if not most blogs
make their content available in RSS.

Although there is no agreed upon definition of what Web 2.0 means, in general
terms most people believe it involves at a minimum users collaborating to share
information online, i.e., an interactive, participatory web in contrast to what is now
being called the static web (or Web 1.0). | think the Wikipedia article on Web 2.0
sums the current state of affairs up nicely when it says “To some extent Web 2.0 is a
buzzword, incorporating whatever is newly popular on the Web (such as tags and
podcasts), and its meaning is still in flux.”'®

Another important aspect of Web 2.0 is that it organizes information differently from
traditional web and other news and knowledge models. So reports a Time article on
the frontiers of search in its 5 September 2005 issue. There is good reason to
believe this claim, given a major investment firm’s assessment that “by 2010,
search-engine advertising will be a $22 billion industry worldwide, up from an
estimated $8 billion today.”"

One casualty of Web 2.0 appears to be directories. Directories are hierarchical
guides to a subset of what are presumably the best, most relevant (or at least most
popular) websites on a specific topic. Yahoo was always the king of directories, but

"7 Yahoo! and Ipsos Insight, “RSS: Crossing into the Mainstream,” October 2005 [PDF] ,
<http://publisher.yahoo.com/rss/RSS whitePaper1004.pdf> (14 November 2006).

8 «wWeb 2.0, Wikipedia, <htip://en.wikipedia.org/wiki/Web 2.0> (15 November 2006).
'S McCarthy.
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several years ago, | noted a marked decline in both the quantity and quality of the
Yahoo directory. The other major directory was and remains the Open Directory
Project, which has always powered the Google Directory and, ironically, now powers
the Yahoo Directory. What distinguished the Open Directory from Yahoo was that,
while Yahoo was heavily commercial, the Open Directory has always relied upon
volunteers to populate and maintain it. Now that most of users’ creative energy
seems to have moved to wikis, the ODP is in what may be a permanent and
ultimately fatal decline. Today, the most successful directories tend to be specialty
directories such as NewsDirectory.com or yourDictionary.com, and vertical search
engines, such as Business.com or MedlinePlus, which focus on a particular topic
instead of trying to catalog the entire Internet.

Directories were almost always a part of the portal concept. Portals were all the
rage for a few years, while search was considered the Internet boondocks—no one
was terribly interested in the boring (and unprofitable) technology of search. So
where are portals now—those one-stop handy-dandy Swiss army knife websites that
tried to do and be all things to all people? Most of them are gone, thanks in large
part to Google’s ascendancy. With its clean, spare look, Google changed the face of
Internet search by moving away from the portal concept to pure search. While it is
true that Google offers a directory as well as other types of searches—Image, news,
shopping, groups—Google’s focus has always been on web search. Google’s new
look, which debuted in April 2004, included removing the directory tab from the
Google home page, further evidence of the decreasing importance of directories.
Although there is growing criticism of the “googlization” of websites, Google
continues to be the standard by which most sites are judged.

The rapid and dramatic decline in web directories is only partially attributable to
Google’s success. The other explanation for the waning of directories is the Tristram
Shandy paradox. The Life and Opinions of Tristram Shandy, Gentleman is a nine-
volume 18th century novel in which Tristram Shandy tries to record every detail of
his life but discovers his task is hopeless because it takes him one year to document
only one day. As Shandy writes an additional day, it takes him an additional year to
complete the events of that day. Such is the fate, to a somewhat lesser degree, of
those who seek to compile an Internet directory. By the time the information in the
directory is researched, compiled, and published, the Internet has changed and
made much of that information obsolete.

| believe Yahoo's decision to metamorphose from directory to search engine was in
part a result of a tacit recognition of the Tristram Shandy paradox. Yahoo just
couldn’t keep up with the Internet's changes and it became too costly to try.
Creating and maintaining a directory is an extremely manpower intensive
endeavor, which flies in the face of the Internet model of relying on automation
and technology. Undoubtedly, Yahoo's changes were largely driven by Google’s
enormous financial success. Yahoo sat by for years and watched as Google’s
popularity (and revenues) increased as Yahoo'’s stagnated. “By the late ‘90s much of
[Yahoo's] focus was actually diametrically opposed to search, which is supposed to
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send you to other sites. The Yahoo portal strategy was to keep the eyeballs on its
turf, where they viewed more ad units, shopped, and bought premium services. Only
when a third of online ad spending moved to search within a few short years did
Yahoo decide to buy in big.”*°

Again in 2006 Yahoo changed the look of its homepage, but | believe Yahoo is
making a fundamental error by still presenting its busy, messy portal face to the
world. Although savvy Internet searchers know to go directly to
hitp://search.yahoo.com in order to avoid the confusion and get a clean interface,
most users are still going to the main Yahoo page where they are confronted with
this:

O’ Web ; Images Video Audlo : Dkreclory | Local i News | Shopping
AHO . Search: i Web Seaich
| SRR S——

@ Yahoo! Answare: Ask & question | Answer questions

My Yahool My Mail Page Options ¥
. e it T oy " TR T T SR me ¢ i s
) @ Autos L gports ! ? Check your mail status: Sign ln  Free mait: Sign Up
@ Finance v
] i
"G Games Speed up your PC Mail l @ressenger| ) nadio |
- O Geotities Our tech expert has some adwice to give o weathe
- @ Groups your lited computer a lifite extea Cwlh seeren (ﬁ Local Q Horoscopes
’ 00mph. 1 Take eight simple steps i h = )
7 Hotlobs
. »:. | * Updating your old hardware
& maps + Mare from Y1 tach aduisacs For All Ssasons
Q Movies . T
. i Eight wavs to speed up | RSEY, Was Red Sox's bud for
& Music _;!L Gl your 1 BC : Ej Japanase pitchar crazy?
@ Personals ! Mavies: ‘Catina Royale' {| Video games: Hands-on
' rad carpet photos 3 j with the PlayStation 3
&3 photos == All New 2007 Sebring * Ad Feadback
Real Estate » Mone ke @ "
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P L AT S Tha best, the worst, and everything
L Teeh « lraq gavernment split aver hostages, militia threat ‘l’;':’ff::“:é::l‘,’ef’f"de whiawill e
@3 Travel - Trenl Lott wins back Senate leadership slot Watchea vabe
g v « Small waves hit Japan afles tsunami fear  xStrong quake - Aot
+ US Airways makas §8 billion bid for Delta 1819 offer C put What Yal Ael
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e ; » Study says late angioplasty may be fulile : N :
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P video™'"
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+ *Domain Names

- Ford Escapw Hybrid

T Marketplace

Here's Yahoo's dilemma: how does it compete with Google for searchers seeking a
simple, clean interface while simultaneously retaining and attracting users who want
“one stop shopping”? Thus far, more searchers are still going to Google first rather
than muddling their way through the kind of mess you see above. Where Yahoo
excels—and in my opinion beats Google—is in shopping and in finding local
information. This is a fact Yahoo not only recognizes but also embraces. Says Ted
Meisel, head of Yahoo's Overture division, “We never claimed it [Yahoo] was a
better approach for doing research on 18th century Spain. But if you are trying to
buy a power washer for your back deck, it's a pretty good way to find what you

20 Steve Smith, “Search Wars: Google vs. Yahoo!,” MediaPost.com, April 2004 Issue,
<http://www.mediapost.com/dtls_dsp_mediamag.cfm?maglD=245868> (registration required).
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need.”' That's fine for personal searches, but it does not help the searcher who is
using the Internet for work-related, academic, or other types of research.

The future of search seems to be in fewer but more experienced and more
commercially driven hands now than a decade ago. Certainly both the quantity and
quality of search results are much better today. And there are other trends in search
that are going to have a major impact on users, love them or hate them. Among
these are greater personalization of search, an area in which Google, Yahoo, and
Live Search are all vying for your attention. Then there is the concept of social
networking, through which Internet users with similar interests share their web
knowledge and experience. Social bookmarking sites such as del.icio.us or digg
and sharing software such as Stumbleupon are growing in popularity as individual
users seek ways to help each other discover and propagate information.

There has also been a strong impetus towards more localized search for shopping,
news, map directions, services, telephone lookups, and more. Yahoo initially
outpaced Google in this area because it already owns an enormous warehouse of
information about where its users live and work, shop and play. However, Google,
Yahoo, Ask, and Live Search all moved strongly into the local and personalized
search arena during 2006. Add to the mix all the other services search companies
offer or plan to offer, such as Google’s much ballyhooed and controversial foray into
email with Gmail. The move toward greater personalization (likes and
dislikes/interests/shopping/travel) and more services (especially email and tailored
news) brings increased concerns about privacy and security. The more Yahoo,
Google, Amazon, Microsoft, et al. know about us, the more they can serve up what
we want.

But the more they know, the less control we have over our privacy and computer
security. | am reminded of a scene from the film Minority Report in which the main
character walks into a clothing store and, after his eye scan, the computer welcomes
him by name, asks if he was happy with his previous purchase (which it details) and
what he would like now. It doesn't take a lot of imagination to see how this
technology can be abused. Everyone wants convenience but it is a virtual axiom of
technology that every increase in convenience brings with it some decrease in
privacy and, most likely, security. Now more than ever, the future of search is one
that appears to be heading towards more personalization, more features, more
options and, inevitably it seems, less privacy, less security, and fewer companies
with the will, technological know-how, and financial resources to build and maintain
search engines.

2" Steven Levy, “All Eyes on Google,” Newsweek, 29 March 2005, p. 54,
<http://www.msnbc.msn.com/id/4570868/> (14 November 2006).

UNCLASSIFIEDH-OR-OFFHGIAL-USE-ONLY 17



DOCID:

4046925

UNCLASSIFIEDH=OR-OFFGHAIUSE-ONEY

Understanding Search Engines

The best way to keep up to date with search engines in the US is to visit websites
devoted to search and to read their newsletters. One of the oldest sites about search
is Search Engine Watch. Although Search Engine Watch was originally designed for
webmasters (by webmaster Danny Sullivan), it is a good resource for researchers
who want and need in-depth information about the major English-language search
services and some country specific engines. Search Engine Watch is also home to
Search Day, noted search maven Chris Sherman’s daily newsletter. While Search
Day is kept current, Search Engine Watch now has many out of date pages.

Stepping into the breach is the superb Pandia Search Central, which offers current
search news and an almost endless number of tips, tutorials, guides, and even its
own search tools. Pandia has emerged as the premier site for news about and help
with search.

Pandia Search Central

Learn how to search the
web more efficiently!
Visit our free search

engine tutarial!

Seaich the Web:

[ _Soare |
Select search engine: | Pandia Powerseerch x|

Ask for More Space & Help | More Tools | Tutorial | Web Directaty | News Search

PANDIA

Search Engine News
Search Engine
Resources

SE Detective

Free Newsletter
RSS feed

Search tools:
Powersearch All-in-One
Plus Web Directory
Metasearch

Newsfinder

Radio Search

People Search

On Web Searching:
Search Tutarial

Svntax Q-cards

On Search Ranking:
SE Marketing Tutonal
SE Optimization Gateway
SE Submission

Pay Per Click SE

on Pandia:
Search this Site
Pandia FAQ
Store

EVERYTHING SEARCH ENGINE

On Web searching and search engine
marketing

Pandla has all you need to know about search engines, Internet
searching and search engine marketing.

o Learn how Lo search the Web more efficiently,

* Read aboul search engines and sites devoted 10
searching.

» Gain easy access lo all the best search tools

= Learn about search engine marketing
« Find the best online search englne optimization resources

Our latest search engine news and articles

» Search Marketing ? More than Direct Response

« Seven elements for building an effective corparate blog
strateqy

e Search for images at the New Yark Public Library Digita!
Gallery

* Search Engine Marketing Inc., Driving Search Traffic to
Your Company?s Web Site

Our search engine news columa is updated several times a week,
and Includes more search engne News and in depth feature
articles. If you subscribe to gur weekly newsletter, we will send
you these stories by mail for free

Mo ta aat hinh caarrh anaina rankinne

FREF!
Free newsletters!

Get Pandia Search Wosld,
our free weekly news update
on Web searching and
search engine optimization.

Subscribe also to The
Pandia Post, our free
bimonthiy newsletter, and get
articles on Internet
searching, search engines
and ranking.

7 Pandia Search World
(weekly)
[ The Pandia Post

(bimonthly)
Enter emall address:

—_Subscribe |

We will never give your
address to any other
company or organization
Read our privacy pollcy

Ads by Google

STORE

In depth search
engine marketing
tutorial with
newsletter

The search engine
landscape is changmng
dramatically. How are you to
keap track of all these
changes?

The Unfair Advantage Book
on Winning the Search
Epgine Warsis the book the
marketing professionals
have been using to win Ihe
search engine optimization
race for the pasl seven years
You get a new version every
month, updated by people
who know the industry from
the insige.

Other good web search sites include John Battelle’s Searchblog, Philipp Lenssen'’s
Google Blogoscoped (which covers much more than just Google), Gary Price's
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Resource Shelf, Phil Bradley’s Weblog, Greg Notess’s Search Engine Showdown,
as well as Web Master World and Web Search Guide. Among the best search
engine-specific blogs are the Yahoo Search Blog, the Official Google Blog, Google
Operating System, and Live Search Weblog.

The only thing predictable about search engines is how quickly and frequently they
change not only their content but also their features. Because there are websites
devoted to keeping up with the myriad changes, they are your best bet for staying on
top of the ever-changing world of search tools.

Search News and Blogs

Google Operating Systerh http://googlesystem.blogspot.com/
John Battelie’s Searchblog http://battellemedia.com/
Live Search Weblog http://blogs.msdn.com/msnsearch/default.aspx
Official Google Blog http://qoogleblog.blogspot.com/
Pandia Search Central http://pandia.com/
Philipp Lenssen’s Google Blogoscoped http://blog.outer-court.com/
Phil Bradley's Weblog http://philbradiey.typepad.com/phil bradleys weblog/
Research Buzz http://www.researchbuzz.com/
Resource Shelf http://www resourceshelf.com/
Search Day . http://searchenginewatch.com/searchday/
Search Engine Showdown http://www.searchengineshowdown.com/

Search Engine Showdown Reviews
http://www.searchengineshowdown.com/reviews/

Search Engine Watch http://searchenginewatch.com/

Search Engine Watch Web Searching Tips
http://www.searchenginewatch.com/facts/index.htmi

Web Master World http://www.webmasterworld.com/
Web Search Guide http://www.websearchquide.ca/
Search Engine Watch Blog http://blog.searchenginewatch.com/blog/
Yahoo Search Blog http://www.ysearchblog.com/
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¥ Web Tip

Browsers assume the prefix “http://” unless you tell
them otherwise, which means you do not need to type
“http://"— just type the url (address).

Search Engine Basics

A search engine comprises three basic parts:

1. The spider/robot/crawler is software that “visits” sites on the Internet (each
search engine does this differently). The spider reads what is there, follows
links at the site, and ultimately brings all that data back to:

2. The search engine index, catalog, or database, where everything the spider
found is stored;

3. The search engine software that actually sifts through everything in the
index to find matches and then ranks or sorts them into a list of results or hits.

Important points to consider about search engines:

» Spiders are programm'ed to return to websites on a regular basis, but the
time interval varies widely from engine to engine. Monthly or better is
considered “fresh.”

> When you use a search engine, you are searching the index or database, not
the web pages themselves. This is important to remember because no
search engine operates in “real time.”

» Spiders do not index all web pages they find, including pages that employ the
“Robots Exclusion Protocol” or the “Robots META tag.” The first of these
mechanisms is a special file website administrators use to indicate which
parts of the site should not be visited by the robot or spider. The second is a
special HTML metatag that may be inserted by a web page author to indicate
if the page may be indexed or analyzed for links. Not every robot/spider
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respects these mechanisms. Password protection, firewalls, and other
measures will generally keep spiders from crawling a website and indexing it.

The Web Robots Pages «

Robots Exclusion

Sometimes people find they have been indexed by an indexing robot, or that a resource discovery robot has
visited part of a site that for some reason shouldn't be visited by robots.

In recognition of this problem, many Web Robots offer facilities for Web site administrators and content
providers to limit what the robot does. This 1s achieved through two mechanisms:

The Robots Exclusion Protocol A Web site administrator can indicate which parts of the site should not
be vistsed by a robot, by providing a spectally formatted file on their
site, in http://.. /robots txt.

The Robots META tag A Web author can indicate if a page may or may not be indexed, or
analysed for links, through the use of a special HTML META tag,

The remainder of this pages provides full details on these facilities.

Note that these methods rely on cooperation from the Robot, and are by no means guaranteed to work for every
Robot. If you need stronger protection from robots and other agents, you should use alternative methods such as
password protection.

Robots Exclusion Page http://www.robotstxt.org/wc/exclusion.html

Not every search engine has its own proprietary search program but instead relies
upon another company’s search service for its results. Most of these strategic
alliances now involve Yahoo, Google, and Windows Live Search. All these
partnerships are subject to change without notice; for more on these strategic
alliances, see:

Search Engine Alliances http://searchenginewatch.com/reports/alliances.html

Knowing that Yahoo, for example, is the search tool behind a search engine can
save you time because you can be pretty sure that using AltaVista will get you

similar (although not identical) results to the other search engines also powered by

Yahoo. It is critical to remember that each service powered by a particular search
engine produces different results even though they may all use the same core
database. Why is this? Because the search interfaces have their own algorithms that
decide how queries are run, how results are returned, or even if they query the entire
database (most do not). In short, go to the primary search engine—Google, Yahoo,
or Live Search for best resuits.
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A Word About Browsers:
Internet Explorer and Mozilla Firefox

Two years ago | declared that the “browser wars” were for all intents and purposes
over and Microsoft's Internet Explorer (IE) had won. IE still commands more than 90
percent of the world's browser market, and AOL abandoned WNetscape's
Navigator/Communicator
in  mid-2003. However,
during 2004, Mozilla

Caveat Browser browsers experienced a
: resurrection thanks
Alexa and Smart Browsing technology are very largely to user frustration.

controversial because of their invasion of
privacy implications. For more information, take
a look at the article:
“What’s Related? Everything But Your Privacy”

Because of Internet Ex-
plorer's continued domi-
nance of the browser
market and, more im-

Curtin, M., Ellison, G., Monroe, D., “What’s Related? portantly, because it is

Everything But Your Privacy,” 7 Oct 1998, Revision: 1.5, the standard browser for
<http://www.interhack.net/pubs/whatsrelated/> many Untangling the
(24 October 2006) Web readers, | will focus
my attention on Internet

Explorer.

Nonetheless, all browsers have advantages and drawbacks. [ still recommend you
configure two browsers, both Internet Explorer and Mozilla Firefox. Both types
of browsers allow you to make a number of decisions that affect your privacy and
security while browsing. Also, both browsers have become much more customizable
with each new release, allowing every user to select and save his own preferences
for everything from fonts to what will appear on the toolbar. Be sure to familiarize
yourself with the many evolving features of your browser(s). The Microsoft and
Mozilla websites have extensive information and documentation about their
browsers. At the Mozilla site you can download and install the highly regarded
Firefox browser as well as other free software, such as the Thunderbird email
program.

In October 2006, both Microsoft and Mozilla introduced new versions of their
browsers: Internet Explorer 7 (IE7) and Firefox 2. Microsoft, which had owned
upwards of 80 percent of the browser market until Firefox took off a couple of years
ago, recognized it has a genuine competitor on its hands and made significant
changes and improvements to its browser to try to bring some Firefox users back
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into the fold. Will it work? PC World offered an excellent comparison of |IE7 and
Firefox 2.22 While Firefox 2’s changes are mostly refinements of already existing
features with no change in the browser’s look and feel, IE7 marks a major overhaul
since |IE6 was released way back in 2001.

Among the changes to Internet Explorer 7 are tabbed browsing, integrated
searching, RSS newsfeed support, and an antiphishing tool. The most noticeable
change is IE7's look and feel, which is designed to resemble Microsoft's new
operating system, Vista. Probably the most obvious and popular addition to IE7 is
tabbed browsing, something Firefox already offered. Also, IE7 has a built-in search
box, which lets users search from anywhere without having to go to the search
engine’'s home page. Google and other search engines had successfully lobbied
Microsoft not to make Live Search the default search service, so you can pick your
search engine.

The other major change is invisible: improved security features designed to cope
with the almost endless number of vulnerabilities that have afflicted 1E6.%* The most
prominent of these security upgrades is one shared with Firefox: an “antiphishing”
tool that works by warning users that a website they are about to visit may be fake
and redirects them away from the page unless they actively choose to go to it. The
other major new IE7 security feature is something called Protected Mode, which
prevents a website from changing a computer’s files or settings. However, Protected
Mode will not work with any Windows operating system except Vista, which is due
out next year. Also, one of |E's major appeals had been its universality, that is, it
would work with most websites. The security features in IE7 mean that some sites
that could be viewed in earlier versions of |IE cannot be viewed in IE7, undermining
one reason many people still continued to use the Microsoft browser.

Firefox 2 is another in a long line of gradual updates. This version adds a spell
checker, a system for suggesting popular search terms, and an option to pick up
where you left off after a crash. Firefox 2 also upgrades the RSS newsfeed so that
now, if you click on the feed itself, instead of seeing the usual XML gibberish, Firefox
2 will parse the raw feed into something readable and also subscribe to a feed using
one of a numerous (but not all) newsreaders.

What is the bottom line? Firefox users should upgrade to version 2; it will be easy
and pain free. IE6 users probably should wait a while before downloading IE7 to let

% Erik Larkin, “Radically New IE7 or Updated Mozilla Firefox 2--Which Browser is Better?" PC World,
18 October 2006, <http://www.pcworld.com/printable/article/id, 127309/printable.htm!> (24 October
2006).

%% Not 24 hours after its release and the first vulnerability was detected in [E7. Of course, it also
affects IE6, but this is embarrassing for Microsoft given that the company has touted the security of
IE7 over its predecessor.

<http://secunia.com/Internet Explorer Arbitrary Content Disclosure Vulnerability Test/>
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early adopters find the inevitable bugs that Microsoft will have to fix. Frankly, after
five years, you would think Microsoft could do better than come up with a browser
that basically mimics the best features of Firefox and its other (much smaller)
competitors. This looks mostly like catch-up and very little like innovation.

If you are going to use Netscape, another Mozilla-based browser, | do not
recommend using Netscape 8x because it has many reported problems. Stick with
either Netscape 7.1x or 7.2x. Also, if you prefer a streamlined version of Netscape
7x without all the annoying “extras,” | can recommend one from Sillydog (silly name,
great tool). “Netscape 7.1 is based on Mozilla 1.4. Both applications share almost
identical features, such as tabbed browsing, custom keywords, and Sidebar.
Exceptions are additions of proprietary features such as the support for Netscape
WebMail and AOL mail.”** Netscape 7.2 is based on Mozilla 1.7.2. “In addition to the
technologies that Netscape 7.2 shares with Mozilla 1.7.2, it includes additional
features such as a number of installed plugins, suEport for Windows Media Player
Active X control which are not available in Mozilla.”

Microsoft internet Explorer http://www.microsoft.com/windows/ie/default.htm
Mozilla Firefox http://www.mozilla.com/firefox/
Netscape 7.1 Streamline http://sillydog.org/narchive/sd/71.html

Netscape Archive (7.1 or 7.2) http://browser.netscape.com/ns8/download/archive.jsp

% Mozilla FAQ, <http://www.mozilla.org/start/1.4/fag/general.html#ns7> (14 November 2006).

% Sillydog.org Browser Archive, 31 October 2005, <http://sillydog.ora/narchive/full67 .php> (24
October 2006).
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What the heck are
“cookies”?

Cookies are text placed on your
computer’s hard disk (yes!) by a
website in order to remember
something about you. For
example, a site may set a cookie
that enables you to reenter
without logging in or customize
its pages based on the type of
browser you’re using. Cookies
remain controversial (more
later).

UNCLASSIFIEDAROR-OFHEALTYSEONLY
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The Great Internet Search-Offs

Over the last decade, the inevitable “search offs” have become commonplace (both
Internet vs. traditional researcher and Internet researchers against each other).
Some of the findings of these “contests” provide insight into how search engines

work.

1.

Most search-offs and wide-ranging studies continue to find surprisingly little
overlap among major search engines, so use more than one search engine
as a general rule.

The Internet is now being widely used for “serious” research, which means
higher quality, more reliable information on the web. But, as with any research
source, you must weigh the validity, accuracy, currency, and overall
quality of the information before using it.

Search engines rely on statistical interfaces, concept-based search
mechanisms, or link analysis to return and rank hits; using boolean
expressions® usually interferes with or defeats these statistical approaches.
In general, do not use boolean queries unless you know exactly what you
are looking for and are very comfortable with that search engine’s boolean
rules (no, they are not all the same; for example, you may have to use CAPS
for all operators). Also, many search engines do not correctly process nested
boolean queries (boolean searches with parentheses).

Be aware that search engines are giving more weight to popular and/or
pay-for-placement web pages. In fact, most search engines use services to
determine which are the most visited, and therefore most popular, websites
and return them at the top of the results list. This is a strategic move away
from the traditional “words on a page” ranking system. Trustworthy search
engines will clearly indicate which hits are paid entries.

% The term “boolean,” often encountered when doing searchers on the web (and frequently spelled
“Boolean”), refers to a system of logical thought developed by the English mathematician and
computer pioneer George Boole (1815-64). In boolean searching, an “and” operator between two -
words or other values (for example, “pear AND apple”) means one is searching for documents
containing both the words or values, not just one of them. An “or” operator between two words or
other values ({for example, “pear OR apple”) means one is searching for documents containing either
of the words. “Boolean,” SearchSMB.com,
<http://searchsmb.techtarget.com/sDefinition/0,290660,sid44 gci211695,00.html> (14 November

2006).
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5. Learn the search syntax of the search engines you use (never assume).
Most search engines use double quotes (““) to enclose a phrase and the plus
+ and minus - keys to indicate “must include” and “must exclude” respectively.
But these are by no means universal rules (especially when using
international or metasearch engines).

6. The default operator for all major US search engines is now AND. As of
February .2002, no major search engine used OR as its default operator.
However, most search engines will let you use an OR in the simple search
box: Yahoo and Google permit OR searches in the simple search box, but
you must capitalize the OR.

7. Keep in mind that because HTML does not have a “date” tag, “date” can
mean many things: creation date; the last modified date for the page; or the
date search engine found the page. | do not recommend searching by date
except when using weblog, news, or newsgroup search engines.

Understanding statistical interfaces is important, especially for
researchers used to boolean and other non-statistical query languages.
Most search engines use statistical interfaces. The search engine assigns
relative weights to each search term, depending on:

> its rarity in their database

> how frequently the term occurs on the webpage

» whether or not the term appears in the url

» how close to the top of the page the term appears

» (sometimes) whether or not the term appears in the metatags.

When you query the database, the search engine adds up all the weights
that match your query terms and returns the documents with the highest
weight first. Each search engine has its own algorithm for assigning
weights, and they tweak these frequently. In general, rare, unusual terms
are easier to find than common ones because of the weighting system.

However, remember that “popularity” measured by various means often
trumps any statistical interface.
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Types of Search Tools

Before delving into the intricacies of search engines, let's look at some other ways of
finding information on the web. Search engines are not the only and often not even
the best way to access information on the Internet.

Web Directbries/Subject Guides/Portals

Web directories are organized subject catalogues that allow the web searcher to
browse through lists of sites by subject in search of relevant information. Yahoo,
Galaxy, Google Directory, Lycos, and the Open Directory are select lists of links
to pertinent websites. Directories were once viewed as the future of the Internet
because they could sift through the mountains of information and millions of
websites to offer only the best and most relevant. However, directories have truly
fallen by the wayside over the past several years with the rise of Google and, even
more importantly, wikis in general and Wikipedia in particular. Directories continue to
recede in importance and value to researchers as they are increasingly replaced by
better alternatives, including Custom Search, by which a voluntary community of
searchers shares expertise to create more focused searches with more relevant
results. The reason for the decline of directories is obvious: directories are simply
too manpower intensive and expensive to keep up with the ever-changing and
expanding web. | would say at this point directories, while not dead, are probably
moribund.

Directories rely on people to create their listings

Obviously, this is a much more labor-intensive business than operating a search
engine robot. Websites indexed in a directory are either described/evaluated by
editors/reviewers or rely on descriptions provided by web page owners who may pay
for placement in a directory. When you search a directory, the only retrievals will
come from those descriptions, so keep this in mind. Although directories give you a
much more limited view of the web, directories do have their own utility. Most
directories also have a backup search that provides responses to queries that don'’t
match anything in the directory listings.

Directories may produce more relevant results

Subject guide databases are always smaller than those of search engines, which
means that the number of hits returned tends to be smaller as well. On the bright
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side, this means the results directories produce are often more relevant. For
example, while a search engine typically indexes every page of a given website, a
subject guide is more likely to provide a link only to the site’'s home page. For this
reason, they lend themselves best to searching for information about a general
subject, rather than for a specific piece of information.

Yahoo still has the best-known subject guide/directory and can be a good starting
place for research, even on technical subjects. Yahoo used to list links
alphabetically, but once Google came along with its ranked list of sites, Yahoo
started offering most popular sites first before going to its alphabetical list. However,
Yahoo's directory has suffered in recent years as the Google Directory has steadily
improved. Google gets its directory data free in the form of the Open Directory
Project.

You may not recognize the Open Directory Project by this name, but you have
probably used it. The ODP is the directory behind the Google Directory, AOL
Search, Yahoo Directory, and many others. The ODP “is the largest, most
comprehensive human-edited directory of the Web. It is constructed and maintained
by a vast, global community of volunteer editors.”

Galaxy is definitely worth a look because it was designed for and by “professionals,”
so it has a bent toward business, technology, and science that other directories lack.
You may search either the Galaxy collection or the web using their proprietary
search engine. Best of the Web started life in 1994 as a web awards site and is
now a full-fledged directory.

Many more specialized directories are discussed under the “Invisible” Internet.

Best of the Web http://botw.org/default.aspx
Galaxy hitp://www.galaxy.com/
Google Directory http://directory.google.comy/
Open Directory http://dmoz.org/
Yahoo Directory http://dir.yahoo.com/
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Metasearch Sites

The growth in the number of search engines has led to the creation of “meta” search
sites. These services allow you to invoke several or even many search engines
simultaneously. These metasearchers may do a more thorough job of sifting
through the net for your topic than any single search engine. If you are new to using
search engines, these are a great way to do a very broad search, while familiarizing
yourself with the popular engines and how they respond. But metasearch engines
inevitably lack the flexibility of individual search tools.

It is important to note that many metasearch engines do not employ some of the
best search engines, such as Google and Yahoo. Also, my biggest complaint about
metasearch engines is that they perform shallow searches, usually only retrieving
the top ten or so hits from a site, which is far too few to be comprehensive or truly
representative of what is “out there.”

However, metasearch engines do serve a purpose. If you are unsure if a term will be
found anywhere on the web, try a metasearch engine first to “size” the problem:
you may get zero hits with a dozen search engines (you've got a problem) or you
may get a half-dozen right-on-the-money hits right off the bat.

Clusty http://clusty.com/

Vivisimo, in my opinion the best free metasearch tool available, opened a new
search site—Clusty—in 2004 and then made Clusty its search home in 2006.
Fundamentally, Vivisimo and Clusty are the same, but Clusty adds options for news,

image, Wikipedia, government, and blog searches.

The Vivisimo technology behind Clusty is unique because it employs its own
clustering engine, software that organizes unstructured information into
hierarchical folders. Clusty offers clustered resuits of web, news, and certain
specialty searches. The Clusty default is to search the web using Live Search,
Gigablast, Ask, Wikipedia, and the Open Directory.

Clusty is especially useful for searching ambiguous terms, such as cardinal,
because it clusters them by logical categories, as shown below.
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web riews lmages wikipedia Bicos jobs more»

"n posty . P S il b L. 9_\'5_‘(3|‘|Ced
rm Top 244 results of at least 18,087,488 retrieved for the query cardinal (definition) (details)
clusters

Top Mews Find more news stones »

All Results r2¢7;

€ St Lonis Cardinals 21
€ University 22

€& Catholic(=7)

€ Cardinat Health ¢y

@ Pnpe names Brazil cardinal ta kay past¢<aneat Heme 14 noewrr 22c

Cardinal Stritch Univ

Infe on Attending Cardinal Stritch Univ, Plus a Free Info Bookiel - $zid:
© Designsiey 2006 Cards Champs Merchandise - T-Shirts, Hats, Mugs, & Souvenirs. - wa: StbouieClian
€ Caudinal Ratzinger ;12

£ Moabewn Cardinalia

© Arizonn Cardinals s

O Photegraphy o) wyp e
. Cardinal Health - Malang healthcare safer and more provuctive ® X &
Offers drug devslopment services in the phaimaceutical and biotechnology industry. Contains information on company,

investor relations and news
e caidingt com - [fache| - RSN

ﬂj 2. Cardinality & &
In mathematics, the cardinality of a set is a measure of the “number of elements of the set”. There are two
. & approaches to cardinality — one which compares sets directly using bilectians, injections, and susjections, and another
Fodsize + [5] &4 A which uses cardinal numers.
en vehingdia omfviky( ardmality - [cacke] - Wikapertis

@ Cardinal number )
more | all clusters

Brgn ciusters: p2n Directory, Wisenut, Ash, Gugablazt

3. Cardinal Stritch University & X &
The Cardinal Stritch University Theatre Arts department will present ... In honor of the Feast of St. Francis, Cardinal
Stritch University More
sy stalch.cy - [2ache] - Gagaotast, Joen Dirazicry, Wisenut, Ash

4. Cardinal ® &
The word ¢ardinal comes from the Latin cardo for "hinge™ and usually refers to things of fundamental importance, as in

Also, Clusty lets users look at the sources of the search results and types of sites
(e.g., .com, .gov). Clusty has a unique feature that allows users to search inside
clusters. In this example, the original search was [iran] and the “find in clusters”
search was [nuclear]. Here are the results of this recursive search looking at the
sources of data:
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images wikipedia blogs jobs more »

sources

All Resuligroga:
@ Ask sy

@ Gigablastyw)
© KMSH @

& MY Times(ic)

'

24 of the top results retrieved for the query iran match the sub-query

Woednesday. European states have prepared a draft sanclions resolution after .. lian rejected repeated

1. Iran may lirnit work with IAEA if sanctions imposed & Q &
4 3urz a9 - han may limit its cooperation with the U N. nuclear watchdog if sanctions are impesed
m U.N. demands to scrap uranium enrichment, which can be used to make material for pawer stations or
warheads  Russia has expressed misgivings about the proposal. Hassan Rohani, a roderate

over the Islamic Republic's atomic program, a former chief nuclear negotiator was quoted as saying on
politician who led Iran's nuclear negotialions with the European Union since 2003 until hardline President Mahmoud

& 1 ) . Ahmadinejad took ofiice last year, warned about )
Open Directory52; e yahaa comdsinmZIUB 1G4 nimdnuclear_iran_aea_dc - [cache| - Yahacl News
@S tings s
Sponsaratl Listheysis) 2. Iran to pay incentives to aftract tourists ® A &
2 kours ace - lan will offer cash incentives 1o travel agencies to encourage Western tourists to visit the country, giving
a premium for Americans, the official Islamic Republic News Agency reported. The Islamic republic’s political leadership
has besn lrying to reach out to ... ardinary Americans 10 show thal a standoff over lran’s nuclear ambitions is with the
Bush administration not U.S. citizens. The latest initiative comes as the United Nalions Security . . Council
deliberates a draft 1esolution that would impose sanctions on lian for its disputed nuciear program. "han's toutism
department will pay $20 per person to those who attract European or . .
new's pahdg COMISiapA:an_us_10uisi: - leache] - Yahoo! News

© Wikipedia:o;

© Wisenut o1

® Yahoo! Hews
fnd i clushels

nuclear

remave highlighting

Find

w

. NTi: Country Overviews. Iran” Profile 8 4 %
Introduction. lran’s chemical weapons and ballistic missiles , and possibly its nuclear weapon program and biological

warfare capabilities, are meant to deter opponents and to gain influence in the ...
wrerve mR) e 1eseachepralilesdraninder almi - Jeacks] - MSN

3

Font size

4, Moscow rmay back IJN. sanctions ori lran 8 R &

13 lours ago - Twa senior Russian officials indicated Tuesday that Moscow could back a draft U.N.
Security Council resolution imposing sanctions on lran, in an apparent sign of the Islamic Republic's
growing isolation over its nuclear program. The comments came after months of Russian opposition to
sanctions and suggested that Mascow could reluctantly support punishment as a lever of influence over
a stubbom hian. Just last Thursday, the foreign minister said Moscow was oppased to the resolution

For news, Clusty searches the New York Times, Associated Press, Reuters, and
Yahoo News (which subsumes a huge number of sources). One of the best features
of Clusty news search is the ability to toggle among clustered results, sources, and
sections (such as business, health, tech, science).

D News [Mafes vdaupedia DIogs [0S

Mnore »

Top News  Waild U8, Business  Spons  ilealth  Tech  Science

All Results ;zo5}
© AP 3

© NY Timess:

Yahoo! News » Reuters »

@ Canada welcomas B3
Palestimians stranded between
f10q, Jordan ¢ranae! tws) 14 ming

® Ragsulls in key House races
Reuters poll .». 6 bz 3¢

© Kerry s2ys somy 1o “bolched

joke” (rautur 2 houiz age
@ Military chart shows hiag shding @ Iraqis dvided ovar checkpoints
toward “chaos” (v ahae! it ) 16 mins

— OFdBT R & Lot 3¢

a5y
O Reuteis ga:

© Yahoo! News €91 bl

fndin lusters
Find l g0
© Gunmen kidnap liaqi coach for blind ¢7are.: risay

S mint aGo

AP »

@ Hezballah threatens street
RIOLESIS (A, 7 l-ours ago

Foni size

NY Times » ) ] )
© hag says it needs $100 billion in
© A Serate Newcomer, Helpin ¥ aid (APt L houn age
Fellow Democrats on the Trail and i — )
Drawing Big Crowds (v Tir-es;5a @ Democrats increase hope of
Dinz age winning House (ary 16 rour 292
mine age

@ Democrals Discover New Poittical
Frantier g Timen 54 mia: 3a0
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Clusty also provides a number of advanced search options and preferences,
including the option to add your own customized tabs to the main search page.

Clusty stands out as one of—if not indeed—the best metasearch tools available for
free and without registration on the Internet. When clustering works (and the
Vivisimo technology was independently rated as accurate 90 percent of the time), it
offers advantages for automatically grouping huge amounts of information logically.
Because there is no human intervention, Vivisimo’s clustering algorithm “also helps
in discovering new areas of subject development, avoiding the ‘mummy’s curse,’ in
which human catalogers have to recognize a term before approving it for usage and
then leaving the earlier material using the term un-indexed and irretrievable by that
term as an authorized descriptor or metatag.”

Jux2 http://www.jux2.com/

Jux2 lets users query three search engines—Google, Yahoo, and Live Search (still
referred to as MSN Search)—and then shows you:

1. The Best Results from all three search engines and the total hits for each.
What only Google found and what is missing from Google.

What only Yahoo found and what is missing from Yahoo.

A w DN

What only Live/MSN Search found and what is missing from Live/MSN
Search.

2" Barbara Quint, “Vivisimo Clustering Chosen to Enhance Searching at Institute of Physics
Publishing Site,” Infotoday, 25 March 2002, <http://www.infotoday.com/newsbreaks/nb020325-
2.htm> (14 November 2006).
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P —
B ed 1
Yo 1 I advanced search
J& DS Jewropos SEMCh geterences
A Bobbor Way to 8cire ; Compare Google's Compare Yahoo's Compare MSN's
S i Resalts . Resdss . Resuls

What only Google found

ATROPOS : The deity from Greek Mythology

Greek Mythology. Meet the Classical Gods of Ancient Greece. ATROPOS: Oldest of the three FATES. She's the

one who cuts lhe Thread of Life wnlh her fatal
Pt g e gaviehe se s cared s antheond gieskeo wrhnlae g b Tde ity e g TR S50 [#6 on Google]

vy katsudon.net/gwfic/atropos.htmi

htgo i fene dcsteacda s et gl atrap sy Rnd [#7 on Google ]

Amazon.com:. Hornblower and the Atropos (Hornblower Saqa (Paperback ...
Amazon com Hornblower and the Atropos (Hornhlower Saga (Paperbar:k)] Books: CS Forester by CS Forester.

P : v g D tarneb sl -0 ss2metvwglance [#9 on Google]

What's missing fram Google

http: #enwikipedia.orgwiki/Atropos
From Wikipedia, the free encyclopedia. Atropos is also a British entomalogical journal - see Atropos (journal). in
Greek mythology, Atiopos was the third of the Moirae. ... it was Attepos who chose the mechanism of death and

ended 1he hfe of each montal by cuttmg their thread ..
M e edias cras ek 2repns . [#3 on Yahoo!, #3 on MSN]

Blogger: User Profile’ Atropos
Atropos Gender. female Industry: Fashion Occupation: Model Location: Ohio : United States About Me I'm a 22 year

old female who enjoys explonng dewant fashion as a form of self expression
L Cleage . corprtbe /4654125 [#5 on MSN]

| believe you will be as surprised as | was to see how little overlap there often is
among the “big three” search engines.

Dogpile http://www.dogpile.com/

Dogpile, despite its name, is a good metasearch engine. Dogpile includes Live
Search results, along with those from Google, Yahoo, and Ask Jeeves. This is, of
course, very good news because Dogpile is now drawing from all the major US-
based search engines with the exception of Gigablast. It also searches smaller or
lesser-known search engines and directories, including the MIVA (formally
FindWhat), LookSmart, Ask, About, and more. Interestingly, the European version’s
name is Webfetch because of “unfortunate associations” between Dogpile and
manure.

Mamma http://www.mamma.com/

Mamma, the “Mother of All Search Engines,” might just be exaggerating a wee bit.
Mamma offers web, news, image, and yellow and white page search options.
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Search engines queried are Ask, Wisenut, Gigablast, and Entireweb (a serious
misnomer) and directories queried are Open Directory, About, Business.com, and
two pay-per-click sources.

The Pandia Metasearch Engine http://www.pandia.com/metasearch/index.html

The famed search guide site, Pandia, offers its own excellent metasearch engine.
The Pandia metasearch engine “collects and sorts the hits, takes out duplicates, and
presents the end result in a simple format. “The first results you'll see are from what
Pandia describes as the “essential search engines and directories,” which include
Google, Yahoo, HotBot and Wisenut. Strangely, Pandia continues to list AlltheWeb
(Fast) and AltaVista as search engines while they acknowledge at other places on
their site that Yahoo subsumed both engines. Still, this is a very good metasearch
site.

More metasearch sites:

Ithaki http://www.ithaki.net/indexu.htm
IxQuick hitp://www.ixquick.com/
Metacrawler http://www.metacrawler.com/
.Search.com http://www.search.com/
Surfwax hitp://www.surfwax.com/

Open Directory’s List of Metasearch Sites
http://dmoz.org/Computers/Internet/Searching/Metasearch/

Megasearch Sites

Megasearch sites simply store several search engines under one roof, but you have
to do the searches one search engine at a time. They are becoming more
sophisticated and better as time passes, serving as good entry points for finding and
evaluating search engines. They are especially useful for locating international
search engines.

All Search Engines http.//www.allsearchengines.com/
Find It Quick http://www.quickfindit.com/Search Engines/
Search—22 http://www.search-22.com/
SearchEzee http://www.searchezee.com/search.shtml
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Types of Searches and the Best Ways to
Handle Them

The first thing to ask yourself is the one question a lot of people never consider: is
the Internet the best place to start? In general, the Internet has become so good at
answering factual questions—the kinds of things you find in an almanac, an
encyclopedia, or a phone book—that it is now usually better in terms of speed,
timeliness, and accuracy than other resources. For example, if | need to know the .
world’s largest hydroelectric plants, | can open an almanac and look up this
information or | can type [world’s largest hydroelectric plants] into Google, Yahoo, or
Live Search, where the first result links me to a page at Information Please.com
that contains the answer to the question.

Still, compared to traditional library-type resources, the Internet may be:
» slower (though this is changing with new technologies).

less reliable (large amounts of bad data in among the good).

disorganized (a library with all the books on the floor).

frustrating (lots of “broken” links).

hard to use (generally poor search tools and too much data to sift through).

vV ¥V Vv V V¥V

risky because of growing privacy and security threats.
This being said, why do we need to use to the Internet? Because:

» it has almost unlimited amount of data (also a minus...too much of a good
thing and way too much of the bad).

the data tend to be current.
it offers multimedia (video, audio, charts, tables, illustrations).
it allows the individual to do much more of his own research.

it is relatively inexpensive (at least in some countries).

vV V ¥V V V¥V

most importantly, it contains a vast amount of unique information.
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You've thought through your research question and decided to use the Internet to
find information either because you've already tried traditional sources without
success or you believe the Internet is your best option. You're sitting in front of your
terminal, you've logged onto the Internet and you're staring at a blank screen. Now
what? Let’s start with a (relatively) easy type of search. You need to find general
information about a fairly broad topic.

Let's say you need to research a broad topic unfamiliar to you, for example, Java.
The best approach may not be to type java into a search engine. Why? Because
you'll probably get millions of hits, and the first ones may be to commercial sites
trying to sell you something relating to Java and will undoubtedly also include other
meanings of Java, such as Indonesia and coffee. If you are looking for general
information on a topic, wikis, specialized (vertical) search engines, and virtual
libraries are often better starting points for researching general or broad topics than
big search engines.

The single biggest mistake searchers make is using the wrong search tool. For
example, search engines are generally not the best tools for finding current news
(use a news search engine), for researching broad topics (use a specialty directory
or virtual library), or for performing specialized searches such as scientific research
(use a specialty search engine). That's why the number one rule for web research is:

Rule One

; Use the right tool for the job.
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Let's go back to the Java example where you want to find general information on the
web about Java programming. Start with the Yahoo directory and see what
categories it offers on Java. You can ignore the sponsored results and the
categories about Indonesia, classic arcade games, and commercial Java services.
Instead, your best bet is Programming Languages > Java:

Search: @ the Web |  the Directory | € this categor
YAHOO! SEARCH | . o

Programming Languages > Java

Oirectory

Directory > Computers and Internet > Programming and Development > Languages > Java

CATEGORIES

Emall this page

Industry Categories

*

Developers@

Additional Categories

*

® 6 o & ¢ o o

Applets (45)
Booksa

Classes (3)
Conpilers (9)
Events (2)
FAOs (5)
Games (65)

Guides, Tutorials and
Docuinentation (27)

Java 2 Platform, Enterprise Edition

{J2EE} (5)
Java 2, Micro Edition (J2ME) B)

* Java Advanced imaging (JAN®

SITE LISTINGS By Popularity | Alphabetical  (Whats Thie?)

Java Virtual Machines JVMs) (5)
Magazines (4)

Mailing Lists (1)

People (3)

Porting Projects (4)

Security (21)

User Groups (18)

Utilities (5)

Web Directories (b)

Search

Suqqest a Site
Advanced Search

SPONSOR RESULTS

ocoBase O/R Persists
Dala for Java

Get CMP, BMP, Session,
Transparent Persistence
for Java applications. ...
wwy. thoughtine com

Hands-on Java Training in
75 Cities

Instructor-led Java
courses in more than 75
cities across the U.S. ...
yowwe traininghatt. coms

Java Code Generatian
Generate java classes
from XML schemes or
UML models, or generate

v, altova. cam
Complete Java Training

Hands on instructor-led
complete Java training.

Computers_and_Internet/Programming_and_Development/Languages/Java/

Right there on one page is a wealth of promising links to documentation, reference,
tutorials, news, downloads, articles, etc., and to the most lucrative resource of all,
the metaguide. In this case, take a look at Java Boutique, which is a collection of
useful Java information, news, forums, and more collected in one convenient
location.
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[{GZF RS’ FND THE RIGHT 1BM RATIONAL ANALYSIS DESIGN AND CONSTRUCTION TOOLS FOR YOUR PROJECT T3 |

Colorado Tech Ouline: IT
Seivices. Education

Best Buy For Busmess. Find
Database Software and inog e,

- BCVErlifgmant

.Online Advertisiig Virtualization
-Best Buy F(.u Business. Find

.Conyutter Secinity Hardware.  Aphus.Net

LookSmant Search Marketirg 2 Fanaging Da Yhmuv;lvh

Web Design Seivices:

Genotate Datahase-Diiven Web

" ‘Best Buy For Business. Firul
. Softvaare Applications and
‘more,

. BROWSE JAVA §0UTIQUE

Articles: New on Java Boutique Fealured Pariner Developer Zones
T Tutorias il Do PR el R
- . Roviows Tuoripls - JSP/Serviels SQAP Raviews - Dev Tools Glogsaty + Dastinatlon .NET
Javadiows, igr with Twp New 3 i . Day X Skllibe ..A.'a,,c,,, em Works
iDEs and Taols The new Java.ulil package contains two new inferfaces of this |BM Rational Tools and Learning Showgs:
s o Glosmary package: java.utll.NavigableSet and Java.utll. NavigableMap. Both have Aval vel i
_Applets and Apps: been introduced lo ease your suffering when waorking with SortedSet Mi Vi i t
_ Applasby Catogory and SortedMap.
__. . AepltsbyDate  f| .. 'z Lists Men 2 Comparing Arr istz, and Meps vasyeriisemant
AppiisbyName Java offers several salutians for storing objects in an ordered list:
_ Apphications. amnays, Lists, and Maps—to mention the best knawn. But which ane Is
Sarviats the best for your agplication? This article analyzes the performance
Submit benefils and drawbacks of each solution with reak-life, reak-lime
N TW_E"'“."?’_&"*"‘“ examples. LSS i
Community: K Exgerot: Tdorial i Vol \‘
FAO This latest edition updates existing chapters about JSP, EJ8, and - R H
Usors Polt Serviels, while adding new chapters an the Sun Java System ¥y od ¢
Discusaion Farum Apphicaton Server 8, Web-ler lechnology. and Web services. Take a - “
. ook at Chapter 8 for an iniroduction to JavaServer Faces, a
sz poonoctlE o server-side user interface component framework for Web apps. Software
£3 1 hj H 1] ]
PP Struts has done a good job ali these years, but It may be time for a
i\ Newsletters new framework's day in the sun. Learn about some of Stripes’
@ Gel the [a1est from features and how developing a Stripes lion is a step up from
DevX galng:ed 1o you | Struis”

Thanks to thousands of individuals, corporations, and organizations, the Internet
offers countless such metaguide sites on a huge variety of subjects. Which brings us
directly to...

Rule Two

Let other people do as much work for you as
possible (use their metaguides, their FAQs, their
expertise to your advantage).

Directories are not the only good sources of general information. A number of virtual
libraries and reference desks have sprung up on the web and they tend to be
terrific starting places for all types of general information because they have
thousands of pre-selected links to sources of data the researchers know to be good.

Let’s continue with the Java example. If we go to the Intute Science, Engineering,
and Technology page (formerly EEVL, the Internet Guide to Engineering,
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Mathematics and Computing) and search on java, we get back a list of highly
relevant and carefully evaluated websites:

INTULT ¢ science, engineering & technology

[irike Soence, Engnesiing and Teshnoloay 5] &

ute > Srience, Endineeiing and Technoinay > Seanch » Results

&0

Search Results

Seaich r fin IAII subjects ‘.:'._I @

'Semch

Searchterm(s)  java [subject(s); All)
Results 773 {
Harvester results 4

tﬂlowse

[New rasomees

| Sugyest

# Page: 12345..3% Order by Relevance | Al

1 Petolew Systems of the Houbiwest Java Provinve, Jova and Ofishoie Baperwils 3 @
?‘e' Southeast Sunatia, ndonesia

Englneering e,),,",,,,-,ls This repon is available online from the USGS. Mature, syniift lacustrine shales of Eocene to

N

o 2| Oligocene age and mature, late rift coals and coaly shales of Oligocene to Miocene age are source
ot topics b2 rocks for oil and gas in two important petroleum systems of the enshore and offshore areas of the
Natwsal kazamds F| Northwest Java Basin. Biogenic gas and carbonate sourced gas have also been identified. These

hydrocarbons are trapped primarily in anticlines and fault blocks involving sandstone and carbonate

reserveirs, These source rocks and reservoir tacks were deposited in a complex of Tertiary rift basins
formed from single or multiple half grabens on the south edge of the Sunda Shelf plate. !
oz nprigreenwaootlcrusgs.govienes gy WotldEner gy CEI35IRS :

Science data =

Spottight

Suhject packs

Tinielines Focus on dava %ﬂguexails 5'\3;} @
World quid Focus on Java, hosted by About.com, aims to create an environment for leaming about the Java
programming language, by editing and presenting contemporary information about its development.

Wor Id ﬂui.d‘;"w

3] Bl The site includes a weekly article on Java, as well as links of various sorts for JUGs, JOKs, and
! Usenet groups. Theie is a news section updated daily. tutorials, documentation and source code on
| all aspects of Java scripting and programming. The site also includes free tools and utilities as well

i as links to Java resource sites on the Web such as source code banks, web directories and online
i publications.

Records macked. 0

In addition to the obvious SUN sites about Java, there are many others, such as
links to Java FAQs, news, tutorials, course notes, seminar slides, articles,

development tools, users’ groups, mailing lists, books, conferences, links to web-
based courses, and other resources.

Now you have a new resource for future Java-related research. Naturally, the first
thing to do is bookmark the page.

Bookmark constantly, organize your bookmarks, and
back them up as though your life depends on it.

One of the biggest and most influential entries into the reference/research world on
the Internet is Wikipedia, a self-described free encyclopedia that anyone can edit.
Because of its growth and importance, Wikipedia has earned a separate section in
this year’s edition. According to the Wikipedia, the term “wiki” describes “a group of
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Web pages that allows users to add content, as on an Internet forum, but also allows
others (often completely unrestricted) to edit the content. The term wiki also refers to
the collaborative software (wiki engine) used to create such a website (see wiki
software). In essence, the wiki is a vast simplification of the process of creating
HTML pages, and thus is a very effective way to exchange information through
collaborative effort. Wiki is sometimes interpreted as the acronym for ‘what | know,
is’, which describes the knowledge contribution, storage and exchange up to some
point."28 The most obvious potential problem with an encyclopedia that “anyone can
edit” is quality control, and in fact, one of the Wikipedia’'s co-founders admitted
serious problems with the quality and accuracy of some (perhaps a lot) of the
Wikipedia content.?® While there is a tremendous amount of good information in
Wikipedia, it should not be relied upon as a sole source. Neither should it be ignored
as this example of a “disambiguation” page on “java” shows:

/ncf)k ~ - - B Tredte accomnt - Toy in
11,535 o= oarticle discussion |, editthis page |! history LI
£ > 5
2 Q 3
2 Java
5 BN B e S R B R S N ST
S 4 S

From Wikipedia, the free encyclopedia.

e The term Java can refer 1o;
WIKIPEDIA
The Free Encvdlopedia In geography:

navigation

= Java (island}, the most papulous island in Indonesia

= Main Page i
= Community Pcital i
+ & Current everds .

= Javanese language, a language widely spoken on the island of Java
= Java coffee, a variety of coffee plant which originated on the island of Java, or a stang word for

- Recent changes : coffee
# Random anisle ! » Java Trench, a subductian zone trench off of the island of Java
, = Help ! = Java, Georgia (Republic of Georgia)
- Contectus = Java, New York (United States of America)
; & Donations ® Java, South Dakota (United Stales of America)
:.s“"?h. an - In computer science:

« Java is a technology developed by Sun Microsystems for machine independent software, which

I 1
1
Go | SEL""”" X encompasses:

toobox » Java programming language, an object-oriented high-level programming language
" & ‘Yyhat Iinks here 1 » Java vifual machine, the vitual machine that runs Java byte code

© ® Related changes % o Java platform, the Java vitual machine plus associated libraries

" e Lpioad fie © = JavaScript, a scripting language (unrelated to the Java programming language).

i @ Special pages

: m Printable version Java may also mean:

Wikipedia also has the advantage of offering a free encyclopedia in a number of
languages besides English, including French, Polish, Portuguese, Spanish, Dutch,
Swedish, Italian, German, and Japanese.

28 “\Wiki,” Wikipedia, Wikipedia, 2005. Answers.com <http://www.answers.com/topic/wiki> (14
November 2006).

» Andrew Orlowski, “Wikipedia Founder Admits to Serious Quality Problems,” The Register, 18
October 2005, <http://www theregister.co.uk/2005/10/18/wikipedia _guality problem/> (14 November
20086).
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To review, the best starting places for general information on broad topics are web
directories/subject guides, virtual libraries, and reference desks. There are hundreds
of such websites, but I've selected a few of the best.

About http://www.about.com/
Encyclopedia.com http://www.encyclopedia.com/
Encyclopedia Britannica® http://www.britannica.com/
Hotsheet http://www.hotsheet.com/
INFOMINE http://infomine.ucr.edu/
Information Please http://www.infoplease.com/
Internet Library for Librarians http://www.itcompany.com/inforetriever/index.htm
Intute (formerly RDN) http.//www.intute.ac.uk/
The Internet Public Library http://www.ipl.org/
Librarians’ Index to the Internet http://lii.org/
The Library Spot http://www.libraryspot.com/
Martindale’'s The Reference Desk http://www.martindalecenter.com/
My Virtual Reference Desk http://www.refdesk.com/
Pinakes Subject Gateway®'  http://www.hw.ac.uk/libWWW/irn/pinakes/pinakes.html
Wikipedia http://en.wikipedia.org/
WWW Virtual Library http://vlib.org/Overview.htm|
Yahoo Reference http://education.yahoo.com/reference/

% Web Tip

Think of search engine databases as
huge warehouses in which everything
from diamonds to debris is stored. Your
job is to find the jewels amid the muck.

% Although full-text articles require a paid subscription to Encyclopedia Britannica, the site is still a
useful starting place for research and includes free access to the Britannica Concise Encyclopedia.

*' Pinakes is the gateway to Intute and dozens of other equally valuable specialized research sites.
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Search Savvy—Mastering the Art of
Search

While directories and virtual libraries contain information selected by people, search
engine databases are mostly unfiltered, that is, no human being is looking at the
data being indexed to determine its value, authenticity, and reliability. Search
engines are where the researcher’s experience, knowledge, judgment, and intuition
really come into play. Because of their vast scope and size, search engines are the
heart and soul of Internet search and research. No other resource reaches as far or
wide or quickly as a search engine. A researcher must learn to use search engines
to their fullest extent despite their limitations.

Individual search engines have some very important advantages over directories,
metasearch, and megasearch sites. Foremost among these is the fact that they
have much larger databases of indexed sites. However, no single search engine is
best. Each has its own advantages and drawbacks. Furthermore, there is a
remarkable lack of overlap among search engines databases, so it is vital that
you train yourself to use more than one search engine.

Greg Notess ran an interesting2 little experiment that demonstrated the need to use
more than one search engine.” He was looking for the real name for an AOL screen
name, a piece of information that is often hard to find. One only search engine—in
his example, Yahoo, found the name—while Google, Live, Gigablast, Ask, and
Exalead all failed to locate the information. It could have been any search engine,
not just Yahoo, that provided the data, but the point is clear: you must try multiple
search engines, especially when looking for obscure or hard to find information.

On a larger scale, the metasearch engine Dogpile touted the results of a 2005 study
they did in collaboration with researchers from the University of Pittsburgh and
Pennsylvania State University showing a lack of duplication in the top results of the
major search engines.

“When the researchers ran 12,570 different queries through search engines at
Yahoo, Google, MSN and Ask Jeeves, they found that only 1.1 percent of the
results appeared on all four engines, while 84.9 percent of the top results were

%2 Greg Notess, “Overlap Showdown: Only 1 of 8,” Search Engine Showdown, 28 December 2006,
<http://www.searchengineshowdown.com/blog/2006/12/overlap _showdown only at 1 of 1.shtmi>
(16 January 2007).

UNCLASSIFIEDHFOR-GFHGHAL-USE-ONEY- 43



DOCID:

4046925

UNCLASSIFIEDH-OR-GFHGIAL-USE-ONLY—

unique to one engine. Only 2.6 percent of the results were shared by three
search providers, and 11.4 percent were delivered by two search engines.” *

| am not surprised by the results, although | doubt the lack of overlap is quite as
significant as the study indicates. The researchers used a relatively small sample,
they only looked at the top ten results, they included paid results, and—probably
most significantly—Dogpile sponsored the study. If a study to test metasearch
engine results compared to individual search engine results concludes that
metasearch engines do a better job, it is hardly surprising (and not necessarily
convincing).

You can read the Dogpile/University of Pittsburgh and Penn State University study
and take a look at Dogpile’s “Compare Search Engines” page to see how the
comparison works.

Dogpile’s Compare Search Engines http://comparesearchengines.dogpile.com/

“Different Engines, Different Results”
http://comparesearchengines.dogpile.com/OverlapAnalysis.pdf

E Rule Four

E Use more than one search engine.

All search engines have their own way of doing things, which means there is no set
of rules or guidelines that users can apply to them all. It helps, however, to
familiarize yourself with the kinds of features available so you will at least know what
to look for.

Often research involves the search for specific information: a telephone number,
a name or title, a specific company or product, a piece of equipment, etc. Even
researching a general subject may require a broader data set than a virtual library or
subject guide offers if you need to find out as much as possible about a subject. For
example, if | need to know everything available on the web about Mexico and
NAFTA, | cannot limit myself to someone else’s edited list. Besides, there won't be

3 Dogpile.com in collaboration with researchers from the University of Pittsburgh and Pennsylvania
State University, "Different Engines, Different Results, A Research Study,” July 2005,
<http://comparesearchengines.dogpile.com/OverlapAnalysis.pdf> (14 November 2006). | have
serious doubts about the accuracy of this claim, but the general conclusion of the study that there is a
lack of overlap among search engine results is valid, if exaggerated.
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much, if any information because | am looking for specialized information (Mexico)
within a big topic (NAFTA).

Compared to directories and metasearch services, individual search engines offer
much greater flexibility and many more options for searching, not the least of which
is the ability to search using boolean expressions. Search engine companies have
concluded (probably rightly) that boolean searches are beyond the ken of most
users, although you may find the boolean queries permitted by the best search
engines are inferior to what you've used before.

One of the hottest areas of contention surrounding search engines has always been
and continues to be search engine index size. | recommend you take size claims
with a grain of salt. Search engine index sizes are self-reported and not validated by
any objective third party. This old contest came to a head in 2005. First Yahoo
claimed to have indexed over 20 billion “items” in its index. These items included
“just over 19.2 billion web documents, 1.6 billion images, and over 50 million audio
and video files.”* Yahoo's claim at first appeared to mark the beginning of another
competition to retain the “honor” of having the biggest search engine database,
something Google had prided itself on for years. This time, however, instead of
fighting back with bigger number counts on its homepage, Google dropped those
numbers entirely as part of its seventh birthday celebration in September 2005. At
the same time, Google announced a “newly expanded web search index that is
1,000 times the size of our original index...which makes Google more than 3 times
larger than any other search engine.”® Google did not offer any specific number but
insisted it offers the most comprehensive collection of websites and documents on
the Internet. Yahoo makes a similar claim. The answer? There is no one “best’
search engine or site; researchers need a good toolkit of many resources when
looking for rare information.

Determining search engine database size is something more akin to alchemy than
arithmetic, so | suggest you take all such estimates of size with a large dose of
skepticism. Besides, numbers are one thing and good search results are quite
another. What good do 20 billion web documents do if not one of them provides the
results you are seeking? Relevant results are the best measure of a search
engine’s value, but from my experience, having a larger pool in which to fish for
these answers really does make it more likely that a search engine will retrieve the
results users seek in the case of obscure information, which is after all the kind of
information we are often seeking. Search engine size wars are almost always a
good thing for researchers because it keeps the big players on their toes and

¥ *Our Blog is Growing Up—And So Has [sic] Our Index,” Yahoo! Search Blog, 8 August 2005,
<http://www.ysearchblog.com/archives/000172.html> (15 November 2006).

% “We Wanted Something Special for Our Birthday,” Google Blogspot, 26 September 2005,
<http://googleblog.blogspot.com/2005/09/we-wanted-something-special-for-our.html> (15 November
2006).

UNCLASSIFIEDHFOR-OFHGIAL-USE-QNLY 45



DOCID:

4046925

UNCLASSIFIEDH-OR-OFHGHAL-YSE-ONEY—

motivates them to improve their services. This past year's competition was no
exception.

Another important fact to remember is that most search engines do not index entire
websites or documents. It is no longer clear exactly how much of a webpage the
major search engines index. For example, Google used to only index approximately
the first 100KB of HTML, and reportedly the first megabyte of PDF documents, but in
October 2005, Google dramatically increased the size of its cache limit. Yahoo
indexes at least the first S00KB of HTML and PDF documents. As for Microsoft files
types, my experimentation with them indicates that, in most cases, Yahoo indexes
virtually the entire file, even in the case of very large documents.

The following is an overview of the major search engines in terms of their features,
how to use them effectively, and what makes each one distinctive. It is important to
remember there is no such thing as a perfect search engine. Each one has its
advantages and drawbacks. The only way to fully exploit a search engine is to take
the time to learn to use it, which means you must read the instructions.

Rule Five

Read the instructions.
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Google

Google first gained fame and widespread use because of its single-minded focus on
search, exemplified by its “clean” interface, and its PageRank™ “weighted link
popularity.” In simple terms, Google gives each webpage a rank based. on the
number of other pages linking to it and the “importance” of those pages, where
importance is derived from an overall link count. While PageRank is imperfect, it
works better than most other approaches to ranking search results and, indeed, is
one of the primary reasons for Google's success.

Some of Google’s features that helped to create this very successful and powerful
search tool are:

» cached versions of webpages; Google was the first search engine to offer
this option, which let users peek into its vast database.

> automatic conversion of non-HTML filetypes to HTML is available; Google
was not the first to do this, but certainly has been the most successful.

> backlinks (the link: syntax); unfortunately, Google now limits the number of
backlinks it shows, greatly reducing the utility of this option.

» Google seems to have increased its limits on the size of indexed pages. |
found an indexed PDF document over 764K, a text file over 1000K, and a
webpage over 366K. Very few webpages are larger than 500K. Google does
not offer HTML versions of very large PDF or Word documents, e.g., the
complete 9/11 Commission Report, but exactly what their cut-off size is, | do
not know.

» Google refreshes its index continuously, not on a schedule (this is a good
thing); Google’s Matt Cutts explains Google's refresh rate: “It's true that when
an event happens on the web, our index can often pick it up in 1-2 days, and
usually even faster. But a typical page in Google’'s main web index is updated
every 2-3 weeks or faster; it's not the case that the entire main web index is
updated every 2-3 days."*®

» Google stopped advertising the size of its database in 2005, but Google is
one of the largest if not the largest search database.

In determining the overall size of its index, Google also includes urls of pages that
it has not crawled and for which it has not indexed the text. These “orphan”

* Matt Cutts, “Google Update Speed,” Google Blogoscoped, 26 July 2008, <http://blog.outer-
court.com/archive/2006-07-26.htmi#n28> (14 November 2006).
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pages may be any number of things, including pages with robots.txt command or
tag. Unindexed pages are identifiable by what they lack: no summary, no page size,
and no cached copy.

W.stat.vcu_edu/robotsm GOOgEe Orphans—nﬂ CaChed .
e copy, o summary, No page size
lavangelist.snipsnap.org/space/SnipSnapiconfigirob...

Simitar pages

www.atmos washington.edu/robots .ot

Sirritar pages

fichier indiquant aux robots les endroits interdits # # voir http ... - [ Translate this pags |
fichier indiquant aux robots les endroits interdits & # voir

http://info.webcrawler. corn/mak/projects/robots/norobots.html User-agent: * Disallow: ...
www.ann.jussieu.fr/robots.txt - 1k - Cached - Similar pzges

www.pamarys.ku ltrobots .t

Simiier pages

Indexed page—cached copy,
;ﬁﬁiﬁ;tudent_utwente.nlfrobots_txt Summaw, page Sﬁze

Google no longer displays the number of pages searched on its home page, but a
search on [the] returns an estimated 4.8 billion pages, so that represents the
minimum number of pages in the Google database (in fact, it probably is far larger).
Remember, all size claims are “self validated,” so take them with a grain of salt. Still,
for the types of Internet research we perform, bigger really is better because we
have a much better chance of finding obscure information in billions of webpages
than in millions.

Customizing Google Preferences

Google offers five basic Preferences settings:

1. Interface language: if you are more comfortable working in another
language, Google can display in dozens.

2. Search language: generally, most searchers choose to search in any
language, but there are occasions when it makes sense to limit your
search to one or more specific languages. Google supports 35 languages,
including non-Latin languages such as Arabic, Simplified and Traditional
Chinese, Greek, Hebrew, Japanese, Korean, Russian, and Turkish.

3. Filtering of pages containing explicit sexual content.

4. Number of results: a purely individual preference, but 10 results per page
is simply frustrating; Google lets you see up to 100 results per page.

5. Results window: opens results in a new browser window.
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The Google Results Page

Once you've entered your search terms and selected the Google Search button,
Google will present you with a list of results (hits). For each result returned you may
see:

GOQSJG How fo lnterpret your Search Resultsy

Home i Each lene is a link to that element’s definition:
All About Goagle
Help Lential 1 Wieb mem Gy Meo Dmegs™ memal & v ‘
Search Help Go@g € fioas ey -mamgiion :
Basics of Search . D
Advanced Search Frweb Resuts 110 of about 87,300 for google agdrass *moyniaii view. (031 seconds)
* Interpret Results Gf-?wp Find mapg by searching for 3 sireet adcrass with ¢dy of zip Code :
Customize A
1 News resuls for google
i 5%N Gooala Shces and Cices by Locahty - imsrritNews cum
Google Features :§> QMMMMM vt SO m} H
General FAQ | +Goagle

. Agvertise with Us - Busipees Solations - Senaces 8 Toels - Jobs. N
Preas, B Hetp 2032 Google - Searching 1,285,133, 712 neb poges

Contact Us
—_— S ere geoglectedd - W Jyis . Sasite g
' «wslowcw o Lajs - S acgen

... 1500 Amphahexrre Pariaay Uountain View, C4 81043 ... Tum rght cnto CHARLESTOM
Drie past Landings Orie: Tum leh inte cdoxway 3t the "Google™ sign at ... i
ke [l geoy'e comvice parstafadsiess bami - 13k - Calped - $oodu papen |
[Ensnisnom s FP ;
o W i [
T od

-

'*‘vw.‘\ﬂ/”ﬂ\‘r»@wﬂ“ L g

! ; K
Find on this site: ; i Gooale Corporate information_Google Gfices

oo

> the statistics bar (F) describes the type of search, e.g., web, and shows the
number of results returned as well as the amount of time it took to complete
your search

> a tip (G) may appear here, but not all queries generate tips. A typical tip
might be “Try removing quotes from your search to get more results.”

> “OneBox Results” (H) typically include news, stock quotes, maps, weather
and local websites related to your search

the title (1) of the webpage found
an excerpt (J) from the webpage with your search terms bolded
the url (K) of the webpage

VvV V V V

you will see Supplemental Result only if Google retrieved the result from its
supplemental and not its main index

Y

the size (L) of the text portion of the webpage (omitted if page is not yet
indexed)

> a cached (M) link to the version of the site stored by Google if it is indexed
> a similar pages (N) link for pages related to this result
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» indented results (O) indicate Google has found more than one result from
the same website; the most relevant page is listed first

» a more results from (P) link if there are more than two results from the same
site

Google Basic Search http://www.google.com/

Google assumes as its default that multiple search terms are joined by the AND
operator, so that a search on the keywords [windows explorer]*” will find all the
webpages that contain both search terms. Furthermore, Google will first try to find
all the webpages that contain the phrase [‘windows explorer”]. Google will search:

> first, for phrases (keywords as one long phrase)

» second, for webpages containing all the keywords. with the greatest
adjacency (closest together),

» third, for webpages containing all the keywords, regardless of where they
appear on the webpage

Google will not return any results if there is no webpage containing all the search
terms. Try this query to see what | mean:
[kong spektioneer synecdoche]

There is an exception to this rule. Google often returns results when a keyword is
not actually on a webpage but is in a link to a website, usually as text in a link
anchor.

% Matt Cutts, one of Google's software engineers who also writes a blog mostly about Google, let his
readers in on a little bit of Google insider information. “At Google, we use [ and ] to mark the
beginning and end of queries. So [“scorpio submarine”] means to do a phrase search for “scorpio
submarine”, while [scorpio submarine] means just to type in those words without the quotes—you
leave the brackets out when you actually do the search.” That's an interesting and useful bit of trivia. |
have tried various schemes to distinguish queries and ended up using italics (not a very elegant
solution). From now on, | will be using brackets to set off queries in UTW. Matt Cutt's Blog, 11 August
2005, <http://www.mattcutts.com/blog/writing-google-queries/> (14 November 2006).
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This is G ¢ = g1 e's cache of http: //www.athenzamsz.net/myathens/ as retrieved on May 3, 2005 02:17:43 GMT,

G o @ g | e's cache is the snapshot that we took of the page as we crawled the webh.

The page may have changed since that time. Click here for the current page without highlighting.

This cached page may reference images which are na longer available. Click here for the cached text anly.

To link to or bookmark this page, use the following url:

hotp://www. googl e com/ scarch?q=cache: SwmyP+4Fq00J: wune. athensams . net/myathens/+username+logint822cl ick+here3225h] Send20target™

Google is not affiliated with the authors of this page nor responsible for its content.

|| These search terms have been highlighted: useiname login!
’{ These terms only appear in links poinling to this page: click here

edusery 2hSRS  £oieace us | Edussre Athens | Help

MyAthens

Tuesday, 3 May 2005

To access your organisation's electronic resources, log in to MyAthens with your Athens asername and password, Please
note that the password is case sensitive,

Forgotten your Athens account details? Den't have an

| Username: L Athens account?

3. § : = : Check the Athens organisation list to contact your Athens

i Password: il o = F R

e administrator or to find out if your organisation uses Athens, If

£ _ L. you are not a member of one of the organisations listed, then you
» Logln. are not entitled to use Athens.

- VAT

i isis a secure login,

| @ v j

Google limits the number of search terms to 32 keywords. It ignores any terms
beyond that number. However, there are ways to force Google to search for more
than 32 keywords. '

Google is not case sensitive. There does not appear to be anything you can do
about this.

In late 2003 Google introduced automatic word stemming or truncation, i.e.,
searching for variations of search terms. Normally, word stemming involves
searching for plurals and verb conjugations such as drink, drank, drunk. However,
Google's word stemming is not consistent and somewhat confusing. For example,
stemming does not work either with single word or phrase searches, i.e., a search
on [child] will not find children. Yet a search on [child health] will find child, childhood,
children, and children’s. Google will also find some variations of verbs, e.g., a search
on [drink water] will find drinking water. Users should still search on all variations of a
term, including plurals. There is a Google hack for disabling word stemming.

Google automatically clusters search results. Multiple hits from the same site are
indented and there is usually an option to see more results from a specific site.

Google permits the use of the OR operator in simple search. The OR must be
capitalized.
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Beyond the use of the OR operator in its simple search, Google does not support

- boolean search.

While Google assumes that multiple keywords are a phrase, searchers can
delimit phrases using double-quotes. For example, if | search on:

[the last king of france]

without double-quotes, Google will ignore the “the” and the “of” in its search. The
results | get include many irrelevant hits, such as music from a group called “The
Last King” and an article about Lance Armstrong. However, if | enclose the same
query in double-quotes, Google will search on exactly the phrase [“the last king of
france”], and return a result with the name of the last king of France. Enclosing
searches in double-quotes is much more effective for finding precise results than
relying on automatic phrase searching.

Google no longer routinely ignores stop words outside double quotes. Each of
these searches will now return different resulits:

[the last king of france] [last king france] [‘the last king of france”]

Stop words are English words that are so commonplace they are not included in a
search unless the searcher forces Google to do so. The stop words Google
recognizes include: a, an, about, and, are, as, at, be, by, com, from, how, I, in, is, it,
of, on, or, that, the, this, to, we, what, when, where, which, with, why. There probably
are others!

However, Google’s handling of stop words is inconsistent. For example, in the query
[to be or not to be], Google ignores OR because it may be a logical operator, and it
also appears to ignore TO and BE, only searching for NOT. Therefore, you may
need to force Google to search for a stop word on occasion. There is a Google hack
for forcing Google to search for stop words.

It is unnecessary to use the plus sign (+) with any terms except stop words because
by default Google searches for all keywords. However, there are many times when
searchers need to exclude certain terms that are commonly associated with a
keyword but irrelevant to their search. That's where the minus sign (-) comes in.
Using the minus sign in front of a keyword ensures that Google excludes that term
from the search. For example, the results for the search [“pearl harbor” —movie] are
very different from the results for ["pearl harbor”].

Google’s handling of words with diacritical marks such as accents or umlauts is
inconsistent. By default, Google will search for terms matching those with and
without the diacritic. As Google’s Vanessa Fox explains, “When a searcher enters
a query that includes a word with accented characters, our algorithms consider web
pages that contain versions of that word both with and without the accent. For
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instance, if a searcher enters [México], we'll return results for pages about both
“Mexico” and “México.”®

For example, a search on [fagade] will return pages containing both facade and
facade. To force Google to search only for the term with the diacritic, put a plus sign
in front of the term: [+fagade]. You may see a few pages that do not appear to
have the diacritic, but that is probably because that term appears in anchor text or
an inbound link that is pointing to the page but not actually on the page in question.

However, Fox goes on to explain that results also vary depending upon whether you
are searching at Google.com or a Google international site (e.g., Google.fr), whether
your preferred language at Google is English or another language, and from where
you are coming to the Google site as indicated by your IP address. If Google detects
that your IP address geolocates to Peru, your search results will be different from
those provided to someone coming to Google from Norway, regardiess of the
preferred language or the site you search. Also, users who have registered with
Google and set up personalized search will find that their results are affected by their
previous searches. In other words, while there are ways to manipulate the results
Google provides, there is no way to control them.

Google treats most punctuation marks the same way, as links in a search string.
For example, Google handles a search for [c-span], [c.span], [‘c span”], and
[c?span] basically the same way. However, a search for [cspan] with no space or

" mark is treated differently.

*®\anessa Fox, “How search results may differ based on accented characters and interface
languages,” Official Google Blog, 32 August 31 2006,
<http://googlewebmastercentral.blogspot.com/2006/08/how-search-results-may-differ-based-on.htmi>
(November 27, 2006).
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Google will search for several punctuation marks and special characters:

> the ampersand [&]: Google will search for [barnes&noble] or [barnes &
noble]

» the underscore [ _]: Google will search for a phrase such as
[public_records.doc] or even more specifically [public_records.htmi]

the dollar sign [$], used with a number, for example [$100]
the sharp [#], for example [F#]

the slash, but only when used in the search [I/O]

vV V VYV VY

While Google will not actually search on a plus sign, the search engine does
recognize the difference between searches for [c], [c+], and [c++]

Google Advanced Search

Google has a number of “query modifiers” to restrict searches and make them more
effective in many cases. These query modifiers can be used in simple search in the
following syntax or on the advanced web search page using the appropriate menu
options. The query modifiers Google supports are:

> site: restricts results to websites .in' a diven. domain. This syntax no longer
requires you to add a keyword. Google’s site: syntax will also search within
folders, e.g., [site:jpl.nasa.gov/technology]. Remember you can add keywords to
the site: search. [site:jpl.nasa.gov/technology “jpl spacecraft’]

Advanced Web Search > Domains

Examples of how to use the site: command:

[shuttle site:www.nasa.gov] finds pages about the space shuttle at the NASA
website.

[site:info] finds all the pages in the Google database in the .info top-level domain

[“bulletin officiel” site:fr] finds pages in the French top-level domain about official
bulletins

[cirrus -site:mastercard.com] finds pages about the keyword cirrus that are not at
the Mastercard.com site '

[site:jpl.nasa.gov/technology]
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[site:jpl.nasa.gov/technology “jpl spacecraft’]

Weh Images Video News Maps Desktop mote »

[siterjpl.nasa.govitechnology "jpl spacecratt’  Search &—LP:’;":::: Saarch

Web Results 1 - 3 of 3 from jpl.nasa.govitechnology for “jpl spacecraft™
Tip. Try removing quoles from your search o gel more results.

CASE STUDIES OF TECHNOLOGY IN THE DSN

Mariner 10 was the first JPL spacecraft. to transmit full resolution images in real time from
planetary distances,; to photograph Venus,; to encounter and ...

tpor) The Evolution of Technology in the Deep Space Network: A History ...
File Forrmat PDF/Adobe Acrobat - View as HTML

Mariner 10 was the first JPL spacecraft. (1) To transmit full-resolution images in real time
from planetary distances. (2) To photograph Venus. ...
deepspace.jpl.nasa.gov/technology/95_20/95-20 pdf -

Technoloqy - Images & Videos

JPL spaceciaft have visited all known planets except Plute (a Pluto mission is currently
under study for the early part of the next decade).

www2 jpl.nass.gowtechnology/images_videos/iv_pages/P37079 htral - 17k -

vached - Sunilar pages

> intitle: restricts the results to documents containing the keyword in the title.
Advanced Web Search > Occurrences

Examples of how to use the intitle: command:

[intitle:amazon] finds all pages that include the word amazon in their title

[intitle:amazon “rain forest"] finds all pages that include the word amazon in their
title and mention the phrase “rain forest” anywhere in the document (title or text
or anywhere in the document)

> allintitle: restricts the results to documents containing all the keywords in the title
of the document.

Advanced Web Search > Occurrences

Example of how to use the allintitle: command:

[allintitle:amazon jungle “rain forest"] finds pages that include all the words in the
title (not the text) of the document, e.g.,

<title>Amazon Rain Forest Jungle Tours</title>
> inurl: restricts the results to documents containing the keyword in the url.

Advanced Web Search > Occurrences
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Examples of how to use the inurl: command:

[inur:nasal finds all pages that include nasa anywhere in the url (address)

[inurl:nasa -site:gov] finds all pages that include nasa anywhere in the url of sites
that are not in the .gov top-level domain

linurl:nasa shuttle] finds all pages that include nasa anywhere in the url of the site
and shuttle anywhere in the document (url or anywhere else).

> allinurl: restricts the results to documents containing all the keywords in the url.
Advanced Web Search > Occurrences

Example of how to use the allinurl: command:

[allinurl:nasa shuttle] finds all pages that include both nasa and shuttle in the url
of the site.

» link: restricts the results to documents that have links to a specific webpage. *°
Cannot use with keyword search terms.

Advanced Web Search > Page Specific Search > Links

Example of how to use the link: command:

[link:www.noaa.gov] finds all pages linking to the NOAA homepage.

[link:www.noaa.gov/wx.html] finds all pages linking to a specific page at the
NOAA site.

> info: presents information Google has about a webpage. This option is only
available via the main Google search.

Example of how to use the info: command:

linfo:www.noaa.gov] provides links to Google's cache of the page, pages that are
similar to www.noaa.gov, pages that link to www.noaa.gov, and pages that
contain the term www.noaa.gov.

% The Google link: command no longer shows all links as it once did in order to cut down on the
amount of webspam created by hidden links on webpages. Therefore, the Google /ink: command is
not nearly as useful as it used to be.
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Web Images Video News Maps Desktop morey

r - o Adyvanced Search
( ,;0 (‘)816 |info:www.noaa.gov Search |Pre,e,ences

Web

NOAA Home Page
an agency of the US Department of Commerce. Conducts enviranmental research.
Wee. NoaR. o/

Google can show you the following information for this URL]
* Show Google's cache of wiww noaa.gov
+ Find web pages that are similar to www noaa gov
+ Find web pages that link to www noaa.gov

» Find web pages from the site www noaa.gov
¢ Find web pages that contain the term "www.noaa.gov"

a specific webpage.
Advanced Web Search > Page Specific Search > Similar

Example of how to use the related: command:

[related:www.nasa.gov] finds other US government homepages.

> related: restricts the results to documents Google has determined are similar to

cache: presents the version of the webpage Google has stored. This option can

also be accessed by clicking on the Cached link on the main results page.

Examples of how to use the cache: command:

[cache:www.noaa.gov] shows the stored version of the NASA homepage

[cache:www.noaa.gov hurricane] shows the stored version of the NOAA

homepage with the keyword hurricane highlighted.

With no fanfare, Google once again began showing the date and time when a
webpage was cached. This is not a new feature in Google; the Google cache
option showed date/time until mid-2000 when date and time unceremoniously
disappeared. Now it's back. Who knows why? Who cares? It's a good thing.

Here’s what you'll see:
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50 gle'scache is the snapshot that we took of the page as we crawled the web.
i The page may have changed since that time. Click here for the current page without highlighting.
This cached page may reference images which are no longer available. Click here for the cached text only.
[ To link o or bookmark this page, use the following url:
heep://www_google.com/scaxch?q=cache: JGBUAKmoBeUJ  www.] ib.virginia.edu/science/ guides/s=-cl im_ huat&hl =en

Google is neither affitlated with the authors of this page nor responsidle forits contemt.

important: there is a Google hack that lets you view the cached text only version
without first viewing the cached page containing images and other non-text data
that could send information back to the original website. Gigablast also offers a
“stripped” cache option.

filetype: Google will search the content of many file types and must be used with
keyword(s). However, there is a Google hack that lets you get around the
keyword requirement. Microsoft filetypes are potentially dangerous to open in
their native formats. Please follow these instructions for handling Microsoft files
on the Internet safely.

Warning: use Google option to “view as html” instead of opening certain file
types (mainly Microsoft Word and Excel) that could contain macro viruses.

o8

Google will search the content of these file types:

HTML

Corel WordPerfect (wp)

Lotus 1-2-3 (wk1, wk2, wk3, wk4, wk5, wki, wks, wku)
Lotus WordPro (lwp)

MacWrite (mw)

Microsoft Excel (xIs)

Microsoft PowerPaint (ppt)
Microsoft Word (doc)

Microsoft Works (wks, wps, wdb)
Microsoft Write (wri)

Portable Document Format (pdf)
Postscript (ps)

Rich Text Format (rtf)

Text (ans, txt)

Macromedia Shockwave Flash (swf)
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Example of a filetype: search:

Advanced Search Preferences Language Tools Search Tips

GO Ug 16 [fletype:doc bulletin Google Search

Web Images [ Graups | Directory -
Searched the web for filetype:doc bulletin. Results 1- 100 of about 197,000, Search took 0.41 seconds

wociTechnical Déyails on hicrosoft Product Activation for Windows XE
Wﬁ Word 2000 - View as HTML
Tec et Bulletin - August 2001. ... Appendix A: This bulletin

and Microsoft Product Activation for Office XP Family Products. ...
wyaw, rtcnaatt. comvpiracy/basic s/activation/ windows productactivationtechnjcalmarketbulletin. doc - Sinilar pages

[filetype:doc bulletin] will find MSWord documents containing the keyword bulletin

For details on how to use the Google filetype option, please refer to the Google
Filetype help FAQ. Also, there are a number of undocumented file type searches
available using Google.

Google Filetype FAQ http://www.google.com/help/faqg_filetypes.htm|

Google Special Search Features

Spell Checker: Google has a very good spell check option. When you input a query,
Google checks to see if you are using the most common spelling of the keyword. If
not, Google nicely asks, “Did you mean: x?” where x is the most common spelling. |
really love this because Google doesn’t presume. Sometimes you are intentionally
misspelling a term. The classic example is [http referrer]. This computer term is
almost always misspelled, so searching on [http referrer] won't yield nearly as many
results as searching on the misspelled term. Google’s dictionary also includes
proper names.

Calculator: the Google calculator will evaluate basic and complicated mathematical
expressions as well as convert units of measurement and physical constants.
Soople makes the Google calculator extremely easy to use. For detailed help in
using the calculator, see:

Google Calculator Help http://www.google.com/help/calculator.htm!

Dictionary: Google has integrated dictionary definitions into its search options.
Nothing could be easier to use. Underlined keywords appearing at the top of the
results page are linked to Answers.com.

Define: new to Google is the define option. To use it, enter define then a word or
phrase. This feature augments the dictionary option by searching a wider variety of
sources. For example, the query [define blog] will return a web definition as the first
result. The advantage of the define option is that the definition appears at the top of
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the Google results list, whereas using the dictionary option (clicking on define)
requires the user to click on the link and go to that site to read the definition.

- 5 Web Images Groups News Froogle Loca™®*™ Desklop more »
Goagle [oefnetiog | FBaarch| Atanssd seais
Web Results 1- 100 of about 11,600,000 for define blog with Safesearch-on. (0.68 seconds)
Web definitions for Blog Sponsored Links

Q Blog is shor for weblog. A weblog is a journal (or newslelter) that is frequently updated :
~~"" and intended for general public consurnption. Blogs generally represent the personality : Set Up Your Blog for Free
of the author or the Web site, : Instantly look like a pro & create
www._bytowninternet.com/glossary - Definition ir entext { blogs that get noticed & read often
: www.lypepad.com

Translations: Currently, Google offers webpage translations to/from English and
Arabic, simplified Chinese, French, German, Italian, Japanese, Korean, Portuguese,
Russian, and Spanish. If a page appears in the results list in one of the languages
Google translation supports, you will see [Translate this page] after the page title.
All the newest additions to Google's translation list use statistical machine translation
software developed by Google and the quality of these translations is far superior to
that provided by Systran. These languages include at present Arabic, simplified
Chinese, Japanese, Korean, and Russian.

Number Search: The numbers Google will search for include:

> US Patent numbers: syntax is [patent 5521308]

> UPS tracking: enter the tracking number with or without spaces
[1Z29999X99999999]

» USPS tracking: enter the tracking number with or without spaces
[9999999999999999999999]

> FedEx tracking: enter the tracking number with or without spaces
[9999999999999999]

» DHL and Airborne Express tracking: enter DHL plus the tracking number
[DHL 9999999999]; DHL queries are the least reliable on Google

> ZIP codes: enter a US ZIP code, either five or nine digits
» ISBN: enter any International Standard Book Number

» VIN Information: to find information about a vehicle's history, search on its
17-character Vehicle Identification Number (VIN)

> FAA airplane registration numbers: [n158ua] (simply enter the FAA
registration number; no special syntax is required)
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> FCC equipment Ids: syntax is [fcc EJM386S303]

Weather: The Google weather search is for US locations only. Simply enter the
keyword weather followed by a city and/or state or even just a zip code (which works
just fine by itself) and Google will present you with an attractive, succinct weather

chart:
Web fmagss Groups tiews (rosmle Lucal™?® [eskiop moe.

Gougle = seo | S0
Web Resuits 1- 100 of about 555 for wadathes 94101, .35 saconds)
Weather for San Francisco, CA Cpon o utwy Lices

. e Thu 1l Eal T '
ba°F ton DI i BN . | -~ L5 Los al Weathies Servics
hiostly Cloudy K, . z. :f % Current weaher rports & larecasls
Vg £/ 9112 mph ; =] for your ar2s wilh realtims updalas
Hugrudity 82% 83" 49" 66”149 857 &1° 54" 158° avrer, cehy dlwesthe tur

Airport Delays and Weather: To see delays and weather conditions at a US
airport, enter the airport’s three-letter code and the word airport. For example, to see
delays and weather conditions at Baltimore-Washington International, enter [bwi
airport]. At the top of the Google results page you will see the image of an airplane
followed by a link to “View conditions at Baltimore-Washington International Airport
(BWI), Baltimore, Maryland.” The link takes you directly to the FAA’'s Air Traffic
Control System Command Center’s real-time status information page for BWI.

Phonebook, Street Maps, and Stock Quotes: US residential and business
phonebook lookups, US addresses, and US stock exchange data. Please see
Google Help for information on using these features:

Google Help http://www.google.com/help/features.htmi

Google Guides: Did you know that Google publishes “a variety of reviewer's guides
to selected Google products on the Google Press Center” designed for journalists
who are reviewing these products? However, the guides are very well done and
include a lot of useful set-up and user instructions.

Google Guides http://www.google.com/press/quides.html

Google Services

Google has many services hidden behind its spare homepage. By selecting “more”
and then “even more” on the homepage...
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You will see the many products and services Google offers that are not reflected on
the “googlized” homepage.
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