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(U) The Intelligence Community's Collection Programs 
Under Title VII of the Foreign Intelligence Surveillance Act 

(U) THE INFORMATION CONTAINED IN THIS REPORT DESCRIBES SOME OF THE 
MOST SENSITIVE FOREIGN INTELLIGENCE COLLECTION PROGRAMS CONDUCTED 
BY THE UNITED STATES GOVERNMENT. THIS INFORMATION IS HIGHLY 
CLASSIFIED. PUBLICLY DISCLOSING ANY OF THIS INFORMATION WOULD BE 
EXPECTED TO CAUSE EXCEPTIONALLY GRAVE DAMAGE TO OUR NATION'S 
INTELLIGENCE CAPABILITIES AND TO NATIONAL SECURITY. THEREFORE IT IS 
IMPERATIVE THAT THOSE WHO ACCESS THIS DOCUMENT ABIDE BY THELR 
OBLIGATION NOT TO DISCLOSE THIS INFORMATION TO ANY PERSON 
UNAUTHORIZED TO RECEIVE IT. 

(U) Introduction 

~Section 702 of the Foreign Intelligence Surveillance Act (FISA), added by the FISA 
Amendments Act (FAA) of2008, has proven to be a critical tool in the Government's efforts to 
acquire foreign intelligence necessary to protect the Nation's security, while at the same time 
establishing rigorous safeguards to protect the privacy interests of U.S. persons. The FAA has 
· "ficantl enhanced the ofthc Jntell Communi to collect information about 

echon 
with other important provisions of the FAA, will expire at the end of this year unless 
reauthorized by Congress. Reauthorization is the top legislative priority of the Intelligence 
Community. This paper provides an overview of all of the expiring provisions of the FAA, 
including section 704, which provides greater protection for collection activities directed against 
U.S. persons overseas than existed before passage ofthe FAA. The principal focus of the paper 
is section 702, including the extensive oversight of its use and the importance ofthis authority to 
our national security. An attachment contain~ examples of the valuable intelligence section 702 
collection has provided. 

(U) I. Overview of Section 702 

(U) Legal Requirements 

~Many terrorists and other forci 
services based in this c~nllnhv 
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pro vi require a finding of probable cause that the ove ·eas target is a foreign power or an 
agent of a foreign power cb as an international terrori t organi7.ation and that the target i 
using or about l use the targeted facility, such as a tclcph ne num er or e-mail a count The 
Attorne Gcner I, and sub equcntl' the Foreign lntelligenc Surveillance Court (FISC}, must 
ap ro e each ap lication. In effect, the Intelli ence C m unity lad to treat the o erseas foreign 
tar •et th same ay as a U .. person or person in the United tales and obtain an indi idua1 

rd r. b cd on finding of probable cause by a neutr I magi tr t • en th ugh the target was 
n ith :r a . . p n n r a pc n in the United t t . on-U. ide the United 

tc g'-"tlt.-rally ar n t ntitJed t the pr t ·tion f th Fourth 
Con tituti n d n t r uire thi burd n m pra ·tic . 

) S • tion 702 remedies these shortco ings and permits the Gov ent to acquire. safely 
and efficiently fr viders in the United States. co unications where non-U.S. persons 
located abroad arc targeted for the purpose of acquiri g foreigt intelligence info ation. At the 
·am time, it rovidcs a co chc sive regin1e of o ·c sight by all thr rar chcs of Government 
to pr ·eel the constitutional and privacy inte ts of Arr erican . 

(Uif~ Under section 702, instead of is uing i dividual orders th FlSC which is 
comprised of federal judges from around the untry ap inted by the Chief Justice of the 
Supreme Court. approves annual certifications sub itted by the Attorney Ge era! and the 
Director of National Intelligence. (DNI) that identify broad categories offorei!,JO intelligence 
which may be collected. The statute stipulates e cral criteria for collection. First. the Attorney 
General and the DNJ must certify that a significant purpose of an acquisition is to obtain foreign 
intelligence inforn1ation. Second, an acquisition may intentionally target only non-U.S. persons. 
Third, an acquisition may not intentionally target any person known at the time ofthe acquisition 
o be in the nited States. Fourth an acqui ition may not targ t a person outside the United 

State for the purpo ·e of targeting a particular known person in this country. Fifth, section 702 
protect· dome ·tic communications by prohibiting the intentional acquisition of"any 
communication as to which the sender and all intended recipient · arc known at the time of the 
acquisition'' to be in tl e United States. Finally, any acquisition must be consistent with the 
Fourt.h Amendment. The certifications are the legal ba is for targeting specific individual 
over cas and, b cd on the certifications, the Attorney General and the ON I can direct 
communicati n providers in this country to assist the Government in acquiring th(.,'Se targets' 
communication, . 

(U} B cau ·e when originally pas ed Congres und r tood that U.S.-p ·on co munications 
would incidentally be acquired whe targeting foreigt1 comt w ications, to ensure compliance 
with th provi ions. ccti n 02 requires the Attorney General, in consultation with the D I, to 
adopt targeting and mini1 ization procedures. der the statute, the targeting procedures must 
be reasonably designed to ensure that an acquisition is limited to targeting p reasonably 
believed to be I cated outside the United States, and to pre ent the intentional acquisition of 

urcly d estic co unications. The minimization procedures govern how the ll tclligence 
Commu ity Lreats the ide titics of any U.S. crsons who e com unications might be 
incide tally inter e ed and regulate the handling of any non u lie information concerning U.S. 
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p rson that i acquired. These minimization procedur must meet the same standard as the 
minimization pr cedure required by other pro vi ·ion · of Fl . The FISC reviews the targeting 
and minimization procedures for compliance with the requiremen of oth the statute and the 
Fourth Amendment, and the appropriat.e congre sional committee. receive copies of them. By 
ap roving the certifications submitted by the Attorney General and the DNI as well as the 
tar •ctin and minimization procedures the Fl C plays a ital role in ensuring that acquisitions 
under ti n 702 are conducted in a lawful and appropriate mann 

The Attorney General and the D I 
certifications to the FISC for review and renewal at least once a 
I tell igence Conu unit elements participate in taski g of elect 
cl tronic c u ication accounts, such as e- ail addres cs. 

{ S ' ~lf) NSA takes the lead in targe~ oth tele hone and electronic communications 
scle tors to acquir communication~. NSA' ta ·geting pruccdu e require that 
here be an appropriat foreign intelligc ce pu ose for the acqui ·ition and that the selector be 

u: ·d by a non-11 .. p rson reasonably believed to be located ut ide th nited States. To 
determine the location of a user, an anal 
ab lUt th potential or elector; 

already made a "forcignnes ·" detcm1ination for the e elector · in accordance with its FISC­
approved targeting procedures, FBI's targeting role dificrs from that ofNSA. FBI is not 
requi red to , ccond-gucs NSA 's targeting determination . It must. however review and 
understand NSA 's dctcnninations, 

(TSh'Sl·HNF) Once a target has been NSA uses two means to acquire-
electronic communications. First it acquires such 
communications directly t1 om U.S.-based ISP . Thi 1 known as PRISM collcctic n. Using 
PRIS M, NSA cut e tly collects against ap roxi ately~clector at any give 'I time. 

d. in add'tion to collection directly from lSP . NSA collects tek-p one and 
'catio s as they tran · the I te et " ac b e·· 'ithin the Ur 'ted States. Thi 
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(TSHSJHNF) Upstream collection enables NSA to target terrorists 
~ It also lets NSA collect electronic communications that contain the targeted e-maj l address 
in the body of a communication between two third parties. Finally, NSA obtains certain 
international or foreign telephone communications from this collection. 

\fSh'Sl/LNE). Once acquired, all communications are routed to NSA. NSA also can designate the 
communications from specified selectors acquired through PRISM collection to be "dual-routed., 
to other Intelligence Community elements. Each agency that receives the collection has its own 
minimization procedures that have been approved by the FISC and may retain and disseminate 
comm unications acquired under section 702 only in accordance with th< se procedures. In 
general, before an agency may disst,"'llinate infonnation identifying a U.S. person, the 
information must reasonably appear to be foreign intelligence or evidence of a crime, or 
necessary to understand or assess foreign intelligence information. 

(U) Compliance and Oversight 

(U) The Executive Branch is committed to ensuring that the Intelligence Community's use of 
section 702 is consistent with the law, the FISC's orders, and the protection of the privacy <md 
civi l liberties of Americans. The Intelligence Community, the Department of Justice, and the 
FISC all play a critical role in overseeing the use of this provision. In addition, the Intelligence 
and Judiciary Committees carry out essential oversight, which is discussed separately in section 
IV below. 

1SHNI!.) First, components in each agency, including operational components and agency 
Inspector. General, conduct extensive oversight. Agencies using section 702 authority must 
report promptly to the Department of Justice and to the Office of the Director of National 
Intelligence (ODNI) incidents of noncompliance with the targeting or minimization procedures. 
Members of the joint oversight team from the National Security Division (NSD) of the 
Department of Justice and ODNI routinely review the agencies' targeting decisions. Currently, 
at least once every 60 days, NSD and ODNI conduct oversight of activities under section 702. 
The joint oversight team evaluates and where appropriate investigates each potential incident of 
noncompliance, and conducts a detai led review of agencies' targeting and minimization 
decisions. 

~Using the reviews by NSD and ODNI personnel, the Attorney General and the DNI 
assess semi-annually, as required by section 702, compliance with the targeting and 
minimization procedures. These assessments are provided twice yearly to Congress. In general, 
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the assessments have found that agencies have "continued to implement the procedures . . . in a 
manner that reflects a focused and concerted effort by agency personnel to comply with the 
requirements of Section 702." The number of compliance incidents has been small, wi th no 
indication of"any intentional attempt to circumvent or violate" legal requirements. Rather, 
agency personnel "are appropriately focused on directing their efforts at non-United States 
persons reasonably believed to be located outside the United States." Semiannual Assessment ~r 
Compliance with Procedures and Guidelines Issued Pursuant to Section 702 ofthe Foreign 
Intelligence Surveillance Act, Submitted by the Attorney General and the Director ofNational 
Intelligence. Reporting Period: December 1. 2010 - May 31. 2011 at 2-3, 5. 21 -22 (December 
2011 ). 

(U) The Intelligence Community and the Department of Justice usc the reviews and oversight to 
evaluate whether changes to the procedures are needed, and what other steps may be appropriate 
under ection 702 to protect the privacy of Americans. The Govemment also provides the joint 
assessments, the major portions of the semi-a1mual reports, and a separate quarterly report to the 
FISC. Taken together, these measures provide robust oversight of the Government's use of this 
authority. 

(I Sh'Sl/fN8 One recent event demonstrates both how this oversight regime works and how 
challenging coJiection can be in the complex and rapidly evolving Internet environment. On 
October 3, 2011 , the FISC issued an opinion addressing the Government's submission of 
replacement certifications under section 702. Although the FISC upheld the bulk of the 
Government's submission, it denied in part the Government's requests to reauthorize the 
certifications because of its concerns about the rules governing the retention of certain non­
targeted Internet communications -- so called multi-communication transactions or MCTs -­
acquired through NSA's upstream collection. The FISC recognized, however, that the 
Government may be able to '"tailor the scope of NSA 's upstream collection, or adopt more 
stringent post-acquisition safeguards" in a manner that would satisfy its concerns, and suggested 
a number of possibilities as to how this might be done. In response to this opinion, the NSA, 
Department of Ju..<;tice, and ODNI worked to correct the deficiencies identified by the Court. On 
November 30, the FISC granted the Government's request for approval of the amended 
procedures, stating that, with regard to information acquired pursuant to the 2011 certifications, 
"the government has adequately corrected the deficiencies identified in the October 3 Opinion," 
and that the amended procedures, when «viewed as a whole, meet the applicable statutory and 
constitutional requirements." These amended procedures continue to allow for the upstream 
collection of MCTs; however, they also create more rigorou..<; rules gov<..'llling the retention of 
MCTs as well as NSA analysts' exposure to, and use of: non-targeted communications. The 
Government's extensive efforts over several months to address this matter, and the FISC's 
exhaustive analysis of it, demonstrates how well the existing oversight regime works in ensuring 
that collection is undertaken in conformity with the statute and Court-approved procedures. This 
issue was also fully briefed to the appropriate congressional committees, again highlighting the 
important role that Congress plays in overseeing these vital intelligence activities. 
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(U) II. The Importance of Section 702 Collection 

(SI/}'J f) The Administration believes that a failure to renew this authority would result. in a 
loss of critical foreign intelligence that cannot practicably be obtained through other 
methods. 

~To require an individualized court order, based on a finding of probable cause, before 
acquiring the communications of a non-U.S. person overseas who is believed to be involved in 
international terrorist activities or who is otherwise of foreign intelligence interest would have 
serious adverse consequences. Where the Intelligence Community has reason to believe that a 
non-U.S. person located overseas is connected to international terrorist activities, but does not 
have enough facto; to establish probable cause to conclude that the target is acting as an agent of a 
foreign power, such a requirement could prevent the United States from acquiring significant 
intelligence. Even where the United States could, over time, amass additional information from 
other sources to establish probable cause, a requirement that such additional information be 
obtained and submittc~ to the FISC would result in delays in collection that could prove harmful. 
Second, even where the Intelligence Community has facts that establish probable cause that 
foreign targets are acting as foreign powers or agents of foreign powers, eliminating section 
702's more flexible targeting system would significantly slow the Intelligence Community's 
ability to acquire important foreign intelligence information. This flexibility is critical in fast­
moving threat scenarios. Significant additional resources would have to be devoted to preparing 
and processing the FISC applications and even then, given the number of selectors tasked, it is 
simply not feasible to obtain individualized orders on a routine basis for the thousands of foreign 
persons targeted under section 702. Intelligence would be lost. Moreover, failure to renew 
section 702 would require redirection of a substantial portion of the oversight resources of the 
Intelligence Community, the Department of Justice, and the FISC from their other important 
national security related work to the processing ofFISA applications targeting non-U.S. persons 
overseas who are not entitled to Fourth Amendment protections under our Constitution. ln 
contrast, section 702 increases the Government ' s ability to acquire important foreign intelligence 
intormation and to act quickly against appropriate foreign targets. without sacrificing 
constitutional protections tor Americans. 

(TS//5b'4'lf') Another major benefit of section 702 is that it has made collection against foreign 
targets located outside the United States from the relative of collection · 
the United States. 

"""(TSHSI//'P'If')-In sum, section 702 collection is a 
Community's reporting on counterterrorism, and other 
topics. Attached to this paper are several examples that demonstrate the b oad range of 
important information that the Intelligence Community has obtained from section 702 collection. 
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(UJ III. Other Provi ion of the FAA 

U) In contrast to ti n 0 , which focuses on foreign targets, section 704 add e s • · collection 
a tivities directed against U.S. person ovc eas. ection 04 rcqui cs an indi idual ordc from 
the FISC in circum tanc in which a U.S. person overseas has ,.a na lc e ·pectatio of 
priva y and · warrant would be equircd if the acqui ·iti m were co ducted inside the United 

tat for law enfor ·m ·nt purpo ." I aJ · r uir probable cau e to clie e that theta getcd 
U. . per. n i ·'a fi r !ign power, an ag nt of foreign power, or an offiC(..--r r employee of 
foreign pow r." Pr viou. ly, th e activi i . cr ut 'd the scop ofF SA and governed 
' Xclu ivcJy by ection 2. of Executive Order 12333.1 By rcquirin , th appr al of the Fl 
:cc..1ion 7 4 providt: · additi nat protcc 1on for civil lib rties. 

(U) In addition to sections 702 and 704, the FAA added several other provisions to FISA. 
Section 70 1 provides definitions for the Act. Section 703 allows the FISC to authorize an 
application targeting a U.S. person outside the United States where the acquisition is conducted 
in this country. Like section 704, section 703 requires probable cause to believe that the target is 
a foreign power, an agent of a foreign power. or an officer or empl yec of a foreign power. 
Section 705 allows the Go cmrnent to obtain various authorities simultaneously. Section 709 
clarifies that nothing in the FAA is intended to limit the Government's abil ity to obtain 
authorizations under other parts ofFISA. T e G ernment sup rts the eauthorization of these 
pro ·isio . 

(U) IV. Congre ion I Oversight 

( ) The Executi ·e Branch appreciates the need for re!:,•l.I! and meaningful Congressional 
over ight of the use of cction 70 and the other pro i ions of the FAA. Twice a year, the 
Attorney General must " fuJly inform, in a manner consistent with national ecurity, 'the 
Intelligence and Judiciary Committee about the implementation of the FAA. Additionally with 
respect to section 702, the report must include copies of certifications and directives and copies 
of significant pleadings and FISC opinions and orders. It also must describe compl iance matters, 
any usc of emergency authorities, and the FISC' s review of the Government's pleadings. With 
respect to ·ections 703 and 704, the report must includ .~the number of applications made, and 
the number granted, modified, or denied h the FI 

(U) Section 702 al ·o requir the Attorn General and the DNI to pro ide to the Intelligence 
and Judiciary Committe · th ir assessmen ~compliance with the targ ing and minimiza ion 
pr ccdures de cribed a o 'e. In additio the Government has ub tru tial rc rting requircmen 
· mpo ed by FlSA und which it has o idcd Congress info ation to en ·ure effective 
c.;ongressional ovtrigh . The Government h i1 formed the l tellige1 ce and Judiciary 
Committee- of acqui itions authorized u dcr section 702: eportcd, in detail . on t e results oft e 

1 
( U) Since ·fore lh cnactmcn! of the FAA. section 2. of Executi ·e Order 12333 · s required the Alto ey 

GeneraJ to appro ·e th~ use th I tellig nee Community a · st U.S. persons abn1ad of" tech ique for which 
a warrant would required if undertaken for law nforc mcnt ses." The A to y Gen I must find that 
there is proba lc cause lo lievc that the U.S. person is a foreign power or an age t of n forei po er. The 
provisions of section 2.5 continue to apply to these activities, in addition to tl , requirem nts of section 704. 
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reviews and on compliance incidents and remedial efforts; made all written reports on these 
reviews available to the Committees; and provided summaries of significant interpretations of 
FISA, as well as copies of relevant judicial opinions and pleadings. 

(U) V. The Need for Reauthorization 

(U) The Administration strongly supports the reauthorization ofTitlc VII ofFISA. The FAA 
was the product of bipartisan effort, and its enactment was preceded by extensive public debate. 
There is now a lengthy factual record on the Government's need for the FAA to acquire foreign 
intelligence information critical to the national security. There is also a lengthy record 
documenting the etlectiveness of the oversight process in protecting the privacy and civil 
liberties of Americans. This extensive record demonstrates the proven value of these authorities, 
and the commitment of the Government to their lawful and responsible use. 

(U) Reauthorization will ensure continued certainty for the rules used by agency employees and 
our private partners. The Intelligence Community has invested significant human and financial 
resources to enable its personnel and technological systems to acquire and review vital data 
quickly and lawfully. Our adversaries, of course, seek to hide the most important information 
from us. Jt is at best inefficient and at worst unworkable for agencies to develop new 
technologies and procedures and train employees, only to have a statutory framework subject to 
wholesale revision. This is particularly true at a time oflimited resources. We are always 
considering whether there are changes that could be made to improve the law in a manner 
consistent wi th the privacy and civil liberties interests of Americans. Our first priority, however, 
is reauthorization of these authorities in their current form. lt is essential that these authorities 
remain in place without interruption- and without the threat of interruption-so that those who 
have been entrusted with their use can continue to protect our nation from its enemies. 
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Attachment 
Value of Section 702 oUection 

{U) 'ection 702 is a critical intelligence collection tool that has helped to protect national 
e ·urity. The following are ~'real-life' exampl that demon. trate the broad range of important 

infonnation that the Intelligence Community has obtained. 
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-tSHNlt.}.Examplc 4: ·ajibuUab Zazi 

"i5/'P'~f)-nlc FBI' arre ·t in 2009 ofNajibullah Zazi in Colorado, the di ruption ofhis plaru ed 
atta k on the New rk ubway system, and hi· eventual f,'lli lty plea to terrorism charges were 
th dir t re ult of ·c lion 702 co erage. A observed that an al Qa' ida external operations 
ace unt, which w und r ection 702 co cragc, ent an ·-m il to Zazi in cptember 2009. That 
allowed A to pas Zazi ' e-mail account, - and telcphon number to the FBI. Thi 
initial report w ba:cd lely on ection 702 collection. Th report I d to Zazi 's identification 
and the di v ry ofpurcha · in Col rado that uld u edin a tcrrori t att ck, and ultimately 
to his arrest and the arre t of others invol cd in the plot. Thu ' .cction 7 2 facil itated the 
di ruption of one of the mo t crious terrorist plots against the homeland since cptcmber 11th. 
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