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( TSIISI//NF) Introduction 
U.S. as World's Telecommunications Backbone 

• Much of the world's 
communications flow 
through the U.S. 

• A target's phone call, e-mail 
or chat will take the 
cheapest path, not the 
physically most direct 
path - you can't always 
predict the path. 

• Your target's 
communications could 
easily be flowing into and 
through the U.S. International Internet Regional Bandwidth Capacity in 20 I I 

So~nc-: Tele~~phy R.csc:wch 
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(Ts//sl//NF)PRISM Collection Details 

Current Providers 

• Microsoft (Hotmail , etc.) 

• Google 

• Yahoo! 

• Faccbook 

• PalTalk 

• YouTube 

• Skype 

• AOL 

• 

What Will You Receive in Collection 
(Surveillance and Stored Comms)? 

It varies by provider. In general: 

• E-mai l 
• Chat - video, voice 

• Videos 

• Photos 

Stored data 

YoiP 

File transfers 

Video Conferencing 

• Noli neal ions of target activity - logins, etc. 

• Online Social Networking details 

• Special Requests 

Complete list and details on PRISM web page: 
Go PRISM FAA TOP SECRET//SII/ORCONI/NOFORN 
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2007 2008 

<TSIISVIN F> Dates When PRISM Collection 
Began For Each Provider - -

PaiTalk 

12/7/09 

(added 
Oct 

PRISM Program Cost: -
$20M per year 

' 

2009 2010 20 II 2012 2013 
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You 
Should 

Use Both 

,,, ,, ~, , FAA 702 Operations 
Two TyfX!. ofCollcction 

Upstream 
• Collection of convnurucatJons on fiber cables 

and lnfrasttuc:!ure as data flows past 
(FAIRVIEW, BlARNEY. 

\ 

PRISM 
• Collecbon d•rectly from the servers of these U.S 

Servtee Providers: Mictosoft. Yahoo. Google 
Faoebook, PaiTalk, AOL. Skype. You Tube 
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(fS/ISI//NF)PRISM Tasking Process 
Target Analyst inputs selectors into 

~ 

Unified Taraetina Tool tum 
surveillance PendJn Stoted Comms 

S2 FAA Adjudicators in Each Product line 
Special FISA Oversight and Processing 

Targetlng RevlewNatktatlon (SV4) 
Store<l comms Review N6.tl<l&tl0n 

survetnonee - ;,. {. .J, <- Pending StOfed Comms 

Targeting and Mission Management (S343) 
Final Targeting Rev'lew and Re&ene 

Unified Targeting Tool (UTT) 

i i 
PRINTAURA; Site Selector 

Distribution Manager 

Surveillance - > W<- Pending Stored Comms 

FBI 
Etecuonlc communlcatJons surveillance Unit (ECSU) 

Research & vatkSate NO USPERs 

Providers 
Targeting ~ ~- StOfed Comms Relea,se 
St ltetors 

(Google, FBI PINWALE, 
Data Intercept Technology Unit (DITU) NUCLEON, 

Yahoo, etc.) Collection Collection etc. 
TOP SECRET/1$1//0RCON//NOFORJ'I 



TOP SECRETIISVIORCON//NO~ "-' Hotmall' Coogle ~· '11 paltalk~ , Youia 

G~.) i l liillil """yAEoOr ~§}:" ----mail ~ 

(Tslfs ii/NF)PRISM Collection Dataflow 

I 
1 FAA 
~artitions 

-, 
' I 

I 
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PRISM Provider 
P1: Microsoft 
P2:Yahoo 
P3: Google 
P4:Facebook 
PS: PaiTalk 
P6:YouTube 
P7: Skype 
PS: AOL 
PA: Apple 

(Ts//s li/NF) PRISM Case Notations 

~z~sac12ooo1234 
II 7 L' ) t 

! ~ ~ 

I 
Fixed trigraph , denotes Year CASN established 

Serial# 
PRISM source collection for selector 

Content Type 
A: Stored Comms (Search) 
B: IM (chat) 
C: RTN-EDC (real-time notification of an e-mail event such as a login 

or sent message) 

4 
O: RTN-IM (real-time notification of a chat login or togout event) 
E: E-Mail 
F: VoiP 
G: Full (WebForum) 
H: OSN Messaging (photos, wallposts, activity, etc.) 
1: OSN Basic Subscriber Info 
J: Videos 
. (dot): Indicates multiple types 

I 
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(TSI/SI/INF) REPRISMFISA TIPS 

REPRISUfiSA COUNTERTERRORISM 

CliCk Or'l the;: PRISM ICOr'l fint 
It com l l)t lr'l r!!OI woe:J)O~«• 

PRISN ENTRIES 
t•~1._ ..... ~ ~201:J al; 1'1; 21 IJ'\4 ,..,. 

~«0«1~(1.0.01Llb:U ... 
' S.r-.UII~~f....o 
• $MN$AI,.III 
• Stt,.,.tt.Cto'ft ·--
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