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'NASA Web Slte Reglstratlon and lnternet Publlshlng Content
" Gu1dellnes L

'agencles and are consndered prudent to safeguard NASA's employees and

' ln llght of the terrorlst attacks of September 11 2001 and" the possnbllmes for
“furthér terrorlst actIVIty in, thelr aftermath Federal agenCIes ‘fust increase
'protectlon not only of thelr personnel but also of their ¢

itical systems faCl
stockplles and other assets from secunty breaches nd _harm as well as from :

_‘ protectlon of any related agency lnformatlon The efore ‘NASA is taklng steps to
‘ ensure that its approach to the electronlc dlssemlna’uon of such lnformatlon IS G

S outllned below are conSIstent w1th actions taken"by other Federal

lnfrastructure

_1'.:“'Effectlve lmmedlately, access to publlc Web Sltes from' the lnternet shall be -

,blocked for all unapproved sntes residing on NASA networks
2! Until a site has been reglstered reviewed and’ approved access 0 _
- ~’unreglstered and unapproved sites will be llmlted to the NASA network
.domain ("nasa.gov") only : o
3. “Public access will remain for those- SItes already deSIQnated for the publlc 4
such as the NASA Home Page but some links may become inaccessible untll
\ "approved Outbound Internet connections are not affected by this change.
4, Procurement Web SItes/pages that have not been reVIewed and approved. |
'maly bé blocked with the concurrence of the Agency Office of Procurement. -
Procurement Web SItes/pages made publicly available 120 days after the -
date of this memorandum are subject to the reglstratlon and approval process
as set forth herein. ' . \

Effectlve immediately, Enterprlse and Center ClO’s will work with Center NASA
Officials ResponSIble for Content and Web site curators to implement a Web

(




‘ processes must lnclude

content management process to ensure that the information contained on all

NASA Web sites are suitable for public access. For these purposes the

' followmg deflnltlons are provided:

"Information” is text, graphics photos or imagery of all types.
"Web site" is a logical collection of web pages hlerarchlcally structured under
~ the same Internet/HTTP domain name. A non-working example | IS
" "http:/iwww.hg.nasa. qovNVWW/vourSlte directory-name."
* "Publicly-accessible web site” is any web site that can be reached from - .
outsrde the NASA.gov domaln by the general publ|c without restrictions. - -

- . ."NASA—only Web site" is any website that accessible to only those within the »

NASA gov domain. ThlS mcludes access by NASA Centers other than your
- own ‘

e ,"Web site’ curator" is a person or group responS|ble for developlng, deploylng,

. and maintaining'a Web Site.

s . "NASA Official Responsrble for.Content" is a NASA cnvﬂ service employee ; J RO

-'_accountable for reviewing and approvmg the accuracy, tlmelmess and

) approprlateness of lnformatlon lncludlng links, contalned WIthln the Web SIte

i

'Several Center ClO s have already developed a Center process for Web content

evaluatlon and reglstratlon (including Ames’ Research Center, Glenh Research
Center and Johnson Space Center) We have lncorporated several aspects of
these content review concepts in our gurdellnes At a mlnlmum Center : 4;‘”

VRG T

o The NASA Ofﬁcrals Responsrble for Content must reglster all of thelr Web
.- sités with the office designated by the Center’ reglstratlon process A
o ‘Each Web site that will be publicly accessible. must be reviewed for'. i _
) 'approprlate content and approved by the respectrve llne and Dlrectorate ] SRR
' ‘Management . Sk L

e The Center ClOora delegated representatlve wrll have the ﬂnal approval

authorlty (Note that the Office of lnspector General (OlG) or a desrgnated
representative will have final approval authority for the OIG publlc Web SItes
to maintain the integrity of the OIG's |ndependence ) :
J Center ClO’s are accountable for:
(1) establishing a process to implement these gurdelmes and
(2) monltonng the process to ensure on-going appropnate and thorough Web
(site reviews compliant with the process : :

The Office of the CIO will work with the Enterprlse and Center CIO’s to
establish meaningful metrics which ensure the protectlon of NASA's
_ information disseminated electronlcally

Section 5.1 of the enclosed Internet Publlshing ContentGuidelines identifies
categories of information that must not be published via the Internet and provides
a criteria checklist for Web site review and approval of information to be made




available outside of the nasa. gov domain. This list will be updated as the Agency
deems appropriate. Be sure to check the latest document versron posted to the

NASA CIO's internal website at
http://www.hg.hasa.gov/office/codeal/codeao/its2.html before performlng a site

review. Center CIO’s must contact the Office of the ClO for a walver ifa Center
4WISheS to deVIate from these criteria checkhsts o o

Iti IS ‘understood that these actions wrlI have an lmpact on many activities across

present threat conditions.” ThlS pollcy has been coordlnated with the Agency

" the Agency, however, this action is considered prudent ¢ and necessary given the 3

Ofﬁce of General Counsel and the Freedom of, Informatlon Act Ofﬂcer as welI as{l

| safeguard NASA and its employees and on—srte contractors ’We encourage

‘ .each Center CIO to work with their Enterprlse Cio, Center ‘managers, Center IT

'“Secunty Managers and Center Secunty Officials o accommodate crttlcal s

A )srtuatlons on a case by case basis. Addltlonally, note that we are worklng w1th

the Agency Ofﬁce of Procurement towards sensr‘uzmg NASA contractors to our
web content concerns : r , ) i

,‘ 'Please note that the restrlctron on mternal Center—specrﬁc polrcres and

procedures listed in Section 5.1 of the guldehnes is Intended to be only S
tempgrary. In keeping with NASA's phllosophy to serve the publlc and share

T S S,

lnformatlon to the greatest extent reasonable we are developlng a procedure to :

Dabney Hlbbert of the Offrce of the ClO at 202- 358- 1377

" (sighed ,by) S (sigihéd'h,’by‘)‘ - <sngned by)

_ LeeB.AHolcomb' - JeffreyE Sutton DaVldA Saleeba

Enclosure

‘If you have any questlons or concerns regardlng these gurdellnes please contact o
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