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1.0 Purpose and Scope "

The Natlonal Aeronautics and Space Act of 1958 as amended, (Space Act) requires

NASA to “provide for the widest practicable and appropnate dissemination of

information concerning its activities and the results thereof.” The Agency has .

- aggressively met this requlrement since its 1ncept10n through a variéty of publication .

media. NASA shall d1ssem1nate "information concerning its activities and the results

 thereof" in a manner consistent with U.S. laws and regulations, Federal information PETE

pohcy, intellectual property nghts and technology transfer protect10n requlrements With o
. NASA’s increasing relianice on computer technology and the Initernet; the Agency faces -
“hew challenges in balancmg our Space Act maridate w1th the reqmrement to protect
i certa]n classes of mformatron which are not sultable for dlssemmatlon to the pubhc in "

any form lncludmg the Internet L ‘ SR :

tractors and

B Th1s document is mtended to prov1de guldance for NASA civil servants ¢on
rndustry and academrc partners for the dlssemmatlon to the pubhc—at—large of NASA-

B hrghhghts new challenges and opportunmes brought about by 1 the Internet as:a‘ .
" : publication medium, as well as recognizing the Jmportance of protectlng NASA’
A personnel cr1t1cal systems facrhtles stockplles and personnel from securlty breaches

‘or the purposes of thls document publ1cat10n v1a the Internet” means makmg '
mformauon available to the publrc at-large via the Transport Control Protocol/Internet
Protocol (TCP/IP) network protocol. This mcludes HTTP (World W1de Web) and Flle B
Transfer Protocol (F TP) traffic, as well as any other application’ (e.g., bulletin boards i
chat groups) that makes NASA information access1ble to the pubhc at—large via IP. SRRy
Informatlon that should not be available to the pubhc at-large may be made avaﬂable to

an ‘appropriate audiénce (e.g., selected NASA civil service personnel) via the Internet, but

--appropriate security mechanisms (e.g., restrictions by Public Key Inﬁastructure

authentlcatlon) must be put in  place to protect the information from access by anyone. .

“other than its intended audlence For example, securlty meéchanisms may preclude certain

classes of information from bemg made ava1lable to foreign nationals who Work on-site

" ataNASA Center. » : S -

| 3.0 Inforrrtation Management and the Internet

In a fundamental sense, the challenges related to effective and prudent dis_semination of
NASA information to the public-at-large via the Internet are no different than the
challenges inherent in the usage of any modern media. Therefore, it remains incumbent
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on NASA personnel and management to: 1) understand the existing laws and policies that
. restrict the distribution of information; 2) remember the basic charter from the Space Act;
- and, 3) follow and build upon existing regulations and practices that have- evolved over
the 40 plus year NASA hlstory
‘ ‘Desprte its snmlarrty to other modern media, the power of the Intérnet does uniquely
- ‘enable more powerful techmques for efficient provision of NASA information to the
. ,‘publrc and creates srtuatlons that could undermine 1nformat10n dissemination regulatrons

The followmg Internet attrrbutes have the potentral to 1mpact NASA pubhcatron *
. }'processes both p031t1vely and negat1vely : .

5The Internet has a vast audlence that contrnues to. BIOW at an exponentlal rate ;
f Be_cause of its power and novelty, mformatlon hosted on the Internet is hlghly vrsrble
) the medla and to the pubhc at—large o ’ P
;Powerful Tnternet search tools make mformatron easy and qurck to ﬁnd R
'The underlymg technologres enable mformatlon to be posted and modrﬁed easﬂy and
;r_ckly_mth_ a mlnlmal audit trail. . . ,
Information posted via the Internet is often eas1er and faster to access than other o
:;jforms of média. . a0 L ‘ R "":'
‘Internet—pubhshed mformatlon is avallable Wlthout regard to geo graphlc/natronal '
‘boundaries. . C
"Indlvrduals hkely to be mterested n NASA mformatron are lrkely to have Internet
access U 4
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"orithese reasons, the Agency 1s 1ssu1ng th1s polrcy gurdance on’ types of mformatron that'
y and may not be posted on the Internet L

o

Thrs sectlon identifies NASA pohcles procedures, guldelmes and standards that may be - LR
‘ applrcable to pub11cat10n or re- dlstrlbutron of specrﬂc types of mformatmn : .1:‘, , > . '

a. NPG 1000.2, NASA Strategrc Management Handbook

b. NPD 1382.17E, Prrvacy Act - Internal NASA _Drrectlon in Furtherance of - ;
NASA Regulations_ o

c. NPD 1400.1, NASA Directives System
d. NPG 1400.1, NASA Directives System Procedure and Guidelines

" e. NPD 1440.6E, NASA Records Managem'ent

f NPG 1441.1C, Records Retention Schedules




g. NPG 1620'.1 Security Procedures and Guidelines

h NPD 21 lO lD Foreign Access to NASA Technolo gy Transfer Materials
1 .NPD 2190. %, NASA Export Control Program )
. .NPG 2190 X, NASA Export Control Program _

k I‘NPG 2200 2, Gurdehnes for Documentanon Approval and D1ssem1nat1on of .
NASA Sc1ent1ﬁc and Techmcal Informat1on ' : , Cot e

1 NPD 2210 1, External Release of NASA Software j’ et

., m NPG 2210 l External Release of NASA Software X

: n NPD 2220 SE, Management of NASA Sc1ent1f1c and Technrcal Informatron ":'-_ e

(S'_T_)_
o NPD 2800 1 Managmg Informahon Technology

p NPG 2800 1, Managlng Informanon Technology

q NPD 2810 1, Securlty of Informatron Technology

at10n Technology

X stror Securlty of

Pohc1es :

. A

| NPD 2820 ! NASA Softwa »

- t NPD 7120 4B Program/Pro_]ect Management

il NPG 7120 5A NASA Program and PI‘Q] ect Management Processes and
Requlrements NS

: V. NASA Techmcal Standards Senes 2800 Computer Systems Software, '
Informatlon Systems

w. NASA’s E-FOIA Regulatlons 64 Federal Regrster 39 40l 39,414 (1999)
(codrﬁed at 14 CFR Part 1206) .

. X. Attomey General Policy Memorandum of October 12,2001 on the Freedom
of Information Act

All information and data available to the public-at-large via the Internet (i.e., without
appropriate access controls) is corsidered published and subject to the preceding policies,
procedures, and regulations, and is regulated by the appropriate Agency entities.




5.0 Fundamental Publication Guidelihes

.To supplement the gu1dance prov1ded by the documents in Sectron 4, the followmg are A
~ .more specific examples of categories of mformatlon that may- and that may not be ..o o
- publlshed on the Intemet : : ; S

" 5 1 Categorles of lnformatlon That Must Not Be Pubhshed Vla the lnternet e '.

0 : e
"',:.Li--,_ -

: F ollowrng are broad categorres of mformatron that must not be made av 1lable to the S
. publ1c at-large via the Infernet (i.e.; posted fo NASA's publicly accessrble web pages) Jf e
'this information is available at all via the Internet security mechamsms must be putin .. U
’ ‘place to ensure that the 1nformat10n 1S avallable only to its mtended l1m1ted audlence ERR
.. . This listis not all—1nclus1ve but is mtended to g1ve examples of mformatlon mapproprlate
; 'for pubhcatron : : - W .

Gt FrRS B et

Infnrmntinn Category .o :|_- . S U e anmn‘pq ‘
Informatron critical to «.;"‘- B -'.' e ~Computer passwords or pass phrases , : ‘:’
S protectmg Agency assets and ' Computer network - configurations or desrgns ’ A
-+ | perSontiel Lo LE * Idenﬁﬁcatlon of operatmg systems (vendor product, and versron) K
N Lo ;"' O8N B used on spemﬁc sérvers ., v L . , i
' ' . _.Internet Protocol addresses IR :,\-

L ]

* IT Systéri capabrhtres (e g stafﬁng levels ho’
" limitations . :
. T System secunty plans rrslc analyses syste 1
L procedures and controls methods _—

. IT System secunty/audltlng logs .

. Names/telephone numbers that umquely 1dent1fy syst

L admrmstrators e

. . ."l e Physical secunty 1nformat10n such as key codes and mpher lock .

7l combinations; srgmﬁcant badging mformatlon mcludmg prctures of ..

: - S - NASAbadges' .. S

' B ' - | o Internal Center maps, mcludmg labeled aerial v1ews , .

' ’ ’ | ¢ Technically detailed schematics or drawings of utrhtres networks

~| . airfields, airctaft, bulldmgs

Te Facility mformatwn including detailed drawmgs schematrcs
- physical locatrons staffing levels, hours of operatlon

¢  Specific information on the composition, preparation, storage f

locations or optimal use of hazardous materials, explosives or
_ biotoxins. - -

' Detailed d15aster recovery plans

»  Details on emergency response procedures, evacuatron routes or

. . o officials responsible for these issues

‘ o ‘| »  Personnel locator information as contained in Center or Agency
telephone books (e.g., mail stops, bu1ld1ng numbers) -

» . Internal Center policies and procedures that have not been analyzed
re content publishing issues-

e  Personnel locators (i.e. bulldmg and room numbers or other

information which could be used to determine personnel




* Video strearning or still itages of locatrons where phy: sical
- vulnerabilities might be exposed ;.

"'Non-work-related personal information (including links to personal

whereabouts at a given point in time, e.g., calendar information)
Information on internal NASA-only or Center-only activities or
events (e.g., picnics; symposiums), espec1ally which specifies exact -
locations

webpages or resumes)
Date and trme 1dentrﬁcatron of security-sensitive events

Lo

‘Information protected by law .

'?, Personal information prohibited from disclosure by the Privacy Act
1 or FOIA Exemptron 6. This information mcludes but is not limited  *
"7 ..to, Social Security numbers, home telephone numbers home
* addresses, and medical data - .
“Export controlled information
. Technical 1nnovauons prior to release approval by patent counsel
. Propnetary mfonnatlon of the Government or others such as:
. Informatron disclosing invéntions ahd techmcal innovations,

e “~Frade- secret. rnfermatron\proteeted or prohlblted from dlsclosure—‘-

N Copynghted matenals unless approved for pubhcatron by the

- Investrgatlve information i
Commer01ally licensed sofcware restrrcted in accordance with the
- ', Hcense or agreement under which it was obtalned
" Information protected by freaty or agreement

E fInventrondrsclosures J ‘
. Source evaluatron 1nformat10n A
~ Confidential financial data relating to contractors o
: Other mformatlon determined non-releasable under FOIA
. ‘Procurement sensitive information, such as vendor quotes (except
" vendot quotes as part of an electronic auctlon), atfribution

.1nformat10n or results negotiating posmons N

National security information (classified 1nfonnat10n)

1nclud1ng software protected urider 35 U.S.C. 205 and FOIA -
:Exemptron 3, unless release is approved by Center Patent
Couinsel .

 under thé Trade Secrets Act (18 Us: c 1905) orFOIA
- Exemption4

copyrrght owner

Informanon protected by -
Government or Agency pohcy

of regulatlon
) .

*
*~ Information charactenzed as “Administratively Controlled

* “For Official Use Only”

NASA developed software (unless authonzed)
Information” (per recent NASA pohcy) or prev1ously designated

Pre-decisional information such as the Agency budget pnor to
formal release

.launch ot cther mission

inforfnation

Embargoed sc1ent1ﬁc techmcal :

Launch-related information whose compromlse may adversely
1mpact safety or secunty

’

5.2 Categorles of Informatlon That May Be (or Must be) Published Via the

Internet

The following ate broad categones of information that may be published (i.e., made
available to the public-at-large) or in some instances, must be published via the Internet.




;"

Use tHem' ds guidelines for what may be published Note that all documents must be

, analyzed before publication against the categories listed in-Section 5.1 to ensure that they

do not contain mformatlon that is mappropnate for public dissemination.

" Information Category

Examples

Documents Intended for
General Dissemination

© ESSocTated

The NASA Strategic Plan :
Enterprise Strategic Plans and related documents /

.. Personnel locator information not covered by section 5.1 (e. g .
‘e-mail addresses, telephone niumbers)

Orgamzatlonal mforma‘uon (but seé sect10n 5.1 for anacy Act
réstrictions) K

Directions to a Center and related 1nf01mat10n that meet the - &
leg1t1mate needs of the pubhc wishing to visit our Centers

. Information intended by the Agency to ass1st the pubhc in better -

understandmg the Agency s h1story, orgamzatlon m1ssmns
programs, and projects - e s

- Work-rélated personal blographles that do not compronnse any :

sens1t1ve/aspect of the prOJect W1th Wh1ch the 1nd1v1dual is

- e S st hm v e

Oftlmal Agency web sites

wh1ch provide Agency pohcy _ 4

Agency pohcy documents via the NASA Onlme D1rect1ves
Informanon System N ODIS) .

doduments L
Informa’uon released by the - Press releases and similar 1nformat10n 3 :
Agency and Center Public . Pubhc servrce messages such as anti- drug campalgn mformatlon
Affairs Offices -+ . - B i
Official Agency Information Informatlon that must be made ava1lable electromcally to the
Approved for Release ‘ . publicy per the provisions of the Electromc Freedom of :
e R . Information Act i '
. »  Official Agency budget mfon‘natron to the level of detail
‘. o approved for release by the Ch1ef F1nanc1al Ofﬁcer
" Information developed by the’ Agency to ass1st 1ndustry in domg
- business W1th NASA, mcludlng electromc commerce
mformauon that does not contain propnetary data orcontent
sensitive mformanon as per this document (eg., Requests for
Proposals (RFP) may be published, but offeror responses to
RFPs or source selection information 1 may not be publishéd)
: - - Vendor quotes a3 part of an electronic reverse auction '
Published Information *Science and engineering information and data that complies

}

.with NASA policy for publication (see NPG 2200. 2) .
NASA Standards Program information, including ofﬁc1al

Agency engmeermg and information technology standards’

In addition, links to appropriaté related sites may also be published.




