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September 10 - The New York Times reports that some Ukrainian officials expect Russia
will go back to conducting large cyberattacks in the wake of Moscow’s inability to
counter Ukraine’s eastern offensive by kinetic means. Georgii Dubynski tells the
paper: “The next phase is, they will try to defeat our energy and financial sectors.
We have seen this scenario before.” (Ukrainian Officials Drew on U.S. Intelligence to
Plan Counteroffensive - The New York Times (nytimes.com))

September 11 - Russian missiles knock out power plants in the Kharkiv and Donetsk
regions causing widespread outages, according to senior Ukrainian officials.
Ukraine has been expecting critical infrastructure to be targeted but some officials
believed Moscow would use cyber methods not kinetic strikes. (Russian Strikes
Cause Blackouts as Ukraine Gains in Northeast - The New York Times
(nytimes.com))

September 11 - A report from CyberCube analyses the state of cyber activity in the Ukraine
war after six months. The report describes a significant escalation of the use of
wiper malware by Russian actors and assesses Moscow’s interest in developing an
independent Internet network. William Altman of CyberCube comments: “A Russian
sovereign internet has several potential implications for cyber activity. Rival nations
will find it more difficult to acquire cyber threat intelligence on threat actors
operating from inside Russia, and might resort to more drastic measures to achieve
this goal, potentially causing collateral damage. Furthermore, there is a potential for
future ‘collaboration’ between Russian, North Korean and Chinese internets, which
would increase threat actors’ ability to launch attacks.” (“Ukraine Cyber War
Update: Spotlight on Activity Six Months Later,” 9-11-2022; CyberCube: Russia’s
Sovereign Internet Creates Security Risks With Implications for Cyber
(Re)Insurance While War in Ukraine Develops (apnews.com))

September 12 - Security firm Akamai reports that an unnamed client victimized earlier in
the summer (see July 21, 2022, entry) has continued to be “bombarded relentlessly
with sophisticated denial-of-service (DDoS) attacks,” calling the incident a “new
European packets per second (pps) DDoS record.” (Record-Breaking DDoS Attack in
Europe | Akamai)

September 13 - A senior U.S. intelligence official briefs reporters on a new U.S. intelligence
review that concludes Moscow has covertly spent at least $300 million on foreign
political entities and candidates as part of a massive influence campaign since 2014.

(Russia spent millions in secret global political campaign, U.S. says - The Washington
Post)

September 13 - Undersecretary of Defense for Policy Colin Kahl tells a virtual meeting of
the National Security Council that he has ordered a review of recently reported
online psychological operations conducted by U.S. military commands that are
causing concerns in parts of the U.S. government - notably the White House - about
the use of controversial tactics in the information domain. (See also July-August
2022 entry.) The Washington Post reports the story, adding details about previous
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activities by CENTCOM and other entities going back at least 2-3 years. (Pentagon
reviews psychological operations amid Facebook, Twitter complaints - The
Washington Post)

September 14 - Wired publishes an account of an interview with Ukraine’s Yurii Shchyhol.
In part, it reads: “We’re now in the third stage of Russia’s cyberwar against Ukraine,
says Shchyhol—one that's ongoing and perpetrated ‘mostly against civilian
infrastructure: utilities and companies that render services to civilians, since they
failed to destroy in the second phase our communication lines and our ability to
keep people abreast of what’s going on.” Russia’s digital war playbook is similar to
its physical warfare strategy, says the cybersecurity chief. ‘Our attitude remains the
same,” he says. ‘We treat them as criminals trying to destroy our country, invading it
on the land but also trying to disrupt and destroy our lifestyle in cyberspace. And
our job is to help defend our country.”

The article continues: “One thing that helped Ukraine learn Russia’s cyber
MO was creating a database of attributed Russian attacks that were specified to
particular hacker groups. Shchyhol says the Derzhspetszviazok learned that most
groups were sponsored by either Russia’s intelligence service—the FSB, Russia’s
post-Soviet successor to the KGB—or the Russian army. Shchyhol refutes the term
‘hacktivist’ when used in relation to Russia. ‘A hacktivist is a person who does it
from the generosity of his heart, free of charge,” he says. “These guys are sponsored
by the state and receive a mandate to perpetrate crimes.” Knowing who was behind
the attacks helped, Shchyhol says. ‘By virtue of realizing who is attacking us, it
allowed us to be better and more successfully get prepared to repel those attacks,’
he says.” (Ukraine’s Cyberwar Chief Sounds Like He’s Winning | WIRED)

September 15 - Rep. Jim Langevin, D-R.I,, chairman of the House Armed Services
subcommittee on cyber, innovative technologies and information, discusses
USCYBERCOM’s “hunt forward” activities at DefenseScoop’s DefenseTalks
conference. “Working with our partners and allies ahead of time in hunt-forward
operations that we're involved with, I believe that that has helped us significantly to
be prepared for pushback against Russia in the war in Ukraine ... I think [that’s] a
significant reason why we haven’t seen more effective cyber operations on the part
of Russia both in Ukraine and maybe any blowback we might have experienced here
in the United States.” (US cyber teams prepped Eucom's networks for potential
Russian attacks prior to Ukraine invasion (defensescoop.com))

Mid-September - A senior Ukrainian official warns of anticipated “concerted” Russian
cyberattacks in the next few months, according to a media report. (Politico, “Weekly
Cybersecurity,” 9-19-2022)

September - Cybersecurity firm Recorded Future begins a hiring blitz in Ukraine aimed at
doubling its presence in the country before 2025. The bulk of new hires will consist
of software developers and engineers, as well as threat intelligence analysts “who
will study dark web forums for signs of attacks and share intel with their
customers,” Axios reports. Recorded Future’s clients are government agencies and a
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few critical infrastructure companies, Recorded Future’s CEO Christopher Ahlberg
tells Axios. “[W]e just love the quality of the work” of the current Ukrainian staff,
Ahlberg adds. (Cyber diplomacy, reimagined (axios.com))

September - Russian human-resources company Ventra conducts a survey just prior to
Russia’s announcement of a new, large-scale conscription for the war in Ukraine.
Even before Vladimir Putin announces a large call-up of reservists (see September
21 entry), the poll finds that 25% of Russian IT are thinking about leaving the
country and that 6% have already left in 2022. This backs up another survey during
the summer by the Russian Association for Electronic Communications, which finds
that 21% of tech workers are thinking about exiting Russia. (Departure of Tech
Workers Weighs on Russian Economy - WSJ)

September 19 - The IT Army announces on Telegram that it has hacked the website of the
Wagner Group, a private militia run by Putin ally Yevgeny Prigozhin. “We have all
personal data of mercenaries! Every executioner, murderer and rapist will be
severely punished. Revenge is inevitable!” (Telegram: Contact
@itarmyofukraine2022)

September 20 - (Date approx.) The Atlantic Council publishes a report on Russian threat
actors, the Kremlin’s involvement with them, and ways U.S. policymakers can
respond. Written by Justin Sherman, the report begins: “The number of cyber
operations launched from Russia over the last few years is astounding, ranging from
the NotPetya malware attack that cost the global economy billions, to the
SolarWinds espionage campaign against dozens of US government agencies and
thousands of companies. Broad characterizations of these operations, such as
“Russian cyberattack,” obscure the very real and entangled web of cyber actors
within Russia that receive varying degrees of support from, approval by, and
involvement with the Russian government.” (Untangling-the-Russian-Web-Spies-
Proxies-and-Spectrums-of-Russian-Cyber-Behavior-1.pdf (atlanticcouncil.org))

September 21 - Vladimir Putin announces Russia will call up 300,000 reservists to help
fight in Ukraine. (Washington Post, 9-21-2022)

September 21 - An unidentified drone boat is discovered on a beach near Sevastopol. Naval
News reports that the “uncrewed surface vessel” (USV) was found outside the
harbor entrance to one of Russia’s major naval bases, about 150 nautical miles from
Ukrainian controlled coasts. “The clear implication is that the previously unknown
USV is operated by Ukraine,” the article reports, adding that available evidence
suggests it is some kind of “explosive boat.” (Ukraine’s New Weapon To Strike
Russian Navy In Sevastopol - Naval News)

September 22 - The New York Times publishes a lengthy article based on a leak earlier in
2022 (see April 13 entry) of nearly 160,000 records from the Russian government’s
Internet regulator, Roskomnadzor. The Times’ analysis gives a glimpse into the
scale and focus of just one part of the Kremlin’s high-tech surveillance network
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keeping tabs on Russian citizens. (Inside Russia’s Vast Surveillance State: ‘They Are
Watching’ - The New York Times (nytimes.com))

September 22 - As of this date, pro-Russian groups generating funds in cryptocurrency to
support paramilitary operations in Ukraine have raised $400,000 since February,
according to TRM Labs. (See various entries above.) (TRM Analysis: Crypto

Fundraising Groups Supporting Russian Battlefield Efforts | TRM Insights

(trmlabs.com))

September 22 - Newsweek quotes Ukrainian officials as saying their country has become a
“test ground for modern cyber weapons.” The article states: “Since the invasion
began, the intensity of phishing attacks has increased by 300 percent, DDoS attacks
by 200 percent, and malware attacks by up to 400 percent, according to KyivStar - a
Ukrainian telecommunications giant heavily involved in securing national
networks.” KyivStar CEO Oleksandr Komarov tells the magazine, “Cybersecurity is
not only about platforms and tools, it’s also about processes and monitoring.” “You
will not win a war in cyberspace,” but “you can create panic, you can affect
governance mechanisms.” Komarov does not believe the Russians “have a golden
bullet” in reserve, but “I think we should be alert.” (Russia-Ukraine Cyber War Is
'Test Ground' for NATO (newsweek.com))

On October 5, 00DA Loop posts an analysis that contests the idea that
Ukraine has faced qualitatively new kinds of attacks. While Russia has mounted
many disruptive and even destructive assaults the author finds “no fresh thinking”
on Moscow’s part. (OODA Loop - Russia’s Cyber Attacks in Ukraine is Less About
Testing New Attacks and All About Regime Survival)

September 23 - Ukraine’s security services announce they have “neutralized” a hacker
group in Lviv that hacked approximately 30 million private Internet accounts in
Ukraine and the European Union, then sold confidential data through the
anonymous platform ‘Darknet’. “Their ‘wholesale customers’ were pro-Kremlin
propagandists who in turn used the data “to spread fake ‘news’ from the front and
create panic.” (SBU neutralizes hacker group that "hacked" almost 30 million

accounts of Ukrainian and EU citizens (ssu.gov.ua))

September 23 - Mandiant releases a report on pro-Russia hackers. “Although some of these
actors are almost certainly operating independently of the Russian state, we have
identified multiple so-called hacktivist groups whose moderators we suspect are
either a front for, or operating in coordination with, the Russian state. We assess
with moderate confidence that moderators of the purported hacktivist Telegram
channels XakNet Team,” ‘Infoccentr,” and ‘CyberArmyofRussia_Reborn’ are
coordinating their operations with Russian Main Intelligence Directorate (GRU)-
sponsored cyber threat actors. Our assessment is based in part on the deployment
of GRU-sponsored APT28 tools on the networks of Ukrainian victims, whose data
was subsequently leaked on Telegram within 24 hours of wiping activity by APT28,
as well as other indicators of inauthentic activity by the moderators and similarities
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to previous GRU information operations.” (GRU: Rise of the (Telegram) MinlIOns |
Mandiant)

September 23 - The group Anonymous tweets that it has “hacked the website of the
Russian Ministry of Defense and leaked the data of 305,925 people who are likely to
be mobilized in the first of three waves of mobilization.” Two days earlier, Vladimir
Putin announced a partial military mobilization of 300,000 reservists. (Details of
Over 300,000 Russian Reservists Leaked, Anonymous Claims - Infosecurity

Magazine (infosecurity-magazine.com))

September 23 - A media item reports that Ireland, Poland, and the Baltic states are
circulating a 9-page list of proposals for clamping down harder on Russia within the
EU. EUobserver reports that the proposals include cutting off a number of major
Russian banks such as Gazprombank from the Swift system, prohibiting diamond
sales involving Russia, and banning the use of technology from Kaspersky Lab.
Eugene Kaspersky has come under heavy fire for protecting Russian military web
assets from DDoS attacks, among other reports. (Ireland joins EU hawks on Russia,
as outrage spreads (euobserver.com); Can Kaspersky survive the Ukraine war?
(cyberscoop.com))

September 24 - A Dutch news outlet, deVolkskrant, publishes an article about a Dutch
former solder who joined the IT Army of Ukraine, adopting the name Hactic. He
takes credit for targeting Aeroflot, among other attacks. (Risky Biz News, 9-28-2022;
Een internationaal cyberleger tegen Rusland met een Nederlander in de hoofdrol
(volkskrant.nl))

Late September - Taiwanese semiconductor magnate Robert Tsao pledges about $20
million to fund civilian military training for Taiwanese citizens to resist
disinformation campaigns that would presumably accompany a Chinese invasion of
the island. News reports indicate many Taiwanese have been watching the Ukraine
war for lessons in this regard. (Taiwanese citizens prepare for possible cyber war

(axios.com))

September 26 - Ukraine’s Defense Intelligence agency warns: “The kremlin is planning to
carry out massive cyberattacks on the critical infrastructure facilities of Ukrainian
enterprises and critical infrastructure institutions of Ukraine’s allies. First of all,
attacks will be aimed at enterprises of energy sector. The experience of cyberattacks
on Ukraine's energy systems in 2015 and 2016 will be used when conducting
operations. By the cyberattacks, the enemy will try to increase the effect of missile
strikes on electricity supply facilities, primarily in the eastern and southern regions
of Ukraine. The occupying command is convinced that this will slow down the
offensive operations of the Ukrainian Defence Forces. The kremlin also intends to
increase the intensity of DDoS attacks on the critical infrastructure of Ukraine's
closest allies, primarily Poland and the Baltic states.” (Invaders Preparing Mass
Cyberattacks on Facilities of Critical Infrastructure of Ukraine and Its Allies

(gur.gov.ua))

119



https://www.mandiant.com/resources/blog/gru-rise-telegram-minions
https://www.mandiant.com/resources/blog/gru-rise-telegram-minions
https://www.infosecurity-magazine.com/news/russian-reservists-leaked-anonymous/?utm_source=substack&utm_medium=email
https://www.infosecurity-magazine.com/news/russian-reservists-leaked-anonymous/?utm_source=substack&utm_medium=email
https://www.infosecurity-magazine.com/news/russian-reservists-leaked-anonymous/?utm_source=substack&utm_medium=email
https://euobserver.com/world/156134
https://euobserver.com/world/156134
https://www.cyberscoop.com/kaspersky-ban-europe-russia-government/
https://www.cyberscoop.com/kaspersky-ban-europe-russia-government/
https://www.volkskrant.nl/kijkverder/v/2022/een-internationaal-cyberleger-tegen-rusland-met-een-nederlander-in-de-hoofdrol~v580287/?referrer=https%3A%2F%2Ft.co%2F&utm_source=substack&utm_medium=email
https://www.volkskrant.nl/kijkverder/v/2022/een-internationaal-cyberleger-tegen-rusland-met-een-nederlander-in-de-hoofdrol~v580287/?referrer=https%3A%2F%2Ft.co%2F&utm_source=substack&utm_medium=email
https://www.axios.com/2022/09/27/taiwanese-citizens-training-cyber-war-china?utm_source=substack&utm_medium=email
https://www.axios.com/2022/09/27/taiwanese-citizens-training-cyber-war-china?utm_source=substack&utm_medium=email
https://gur.gov.ua/en/content/okupanty-hotuiut-masovani-kiberataky-na-ob-iekty-krytychnoi-infrastruktury-ukrainy-ta-ii-soiuznykiv.html
https://gur.gov.ua/en/content/okupanty-hotuiut-masovani-kiberataky-na-ob-iekty-krytychnoi-infrastruktury-ukrainy-ta-ii-soiuznykiv.html
https://gur.gov.ua/en/content/okupanty-hotuiut-masovani-kiberataky-na-ob-iekty-krytychnoi-infrastruktury-ukrainy-ta-ii-soiuznykiv.html

September 26 - Observers notice the first gas leaks from the Nord Stream 2 pipeline.
Sometime later, the satellite data monitoring firm SpaceKnow pieces together data
from multiple satellite services and reports its finding that two “dark ships ... of a
significant size” coming within several miles of the leak sites. “They had their
beacons off, meaning there was no information about their movement, and they
were trying to keep their location information and general information hidden from
the world,” reports Jerry Javornicky, CEO and cofounder of SpaceKnow. The
company provides the information to NATO. (‘Dark Ships’ Emerge From the
Shadows of the Nord Stream Mystery | WIRED)

September 26 - Journalist Kim Zetter posts an item indicating that senior Ukrainian cyber
official Victor Zhora now downplays the impact of the February 24 Viasat attack,
after initially telling reporters it caused a “really huge losses.” In an interview with
Zetter, Zhora now says it was the “opposite.” “I was saying that that didn’t have
significant impact” (emphasis in original). He adds that the incident “had a serious
impact on [the] satellite component of communications” but not on land lines which
make up the “primary way of communications in armed forces.” (See also February
24 and Early March entries.) (Viasat Hack "Did Not" Have Huge Impact on Ukrainian
Military Communications, Official Says (substack.com))

Late September - Elon Musk reportedly tells political analyst lan Bremmer that he recently
refused a Ukrainian Defense Ministry request to activate Starlink in Crimea “given
the potential for escalation” of the conflict, in Bremmer’s words. This follows a
reported conversation between Musk and Vladimir Putin, which both of the latter
deny happened. Bremmer writes later that Musk told him Putin threatened to use
nuclear weapons if Ukraine tried to recapture Crimea. (Elon Musk Blocks Starlink in
Crimea Amid Nuclear Fears: Analyst (businessinsider.com))

Late September - The Belfer Center releases “National Cyber Power Index 2022,” its second
annual report, described as a “snapshot of the current status of ... thirty countries.”
The United States, China, and Russia occupy the top three slots while Ukraine moves
up from 29t to 12t since 2020. (National Cyber Power Index 2022 | Belfer Center
for Science and International Affairs)

September 27 - Meta reports that it has identified and shut down a large Russian
disinformation network involving over 60 websites. The operation aimed at
disseminating Russian propaganda by mimicking mainstream media sites and
populating them with false information. More than 1,600 fake Facebook accounts
were also involved, targeting Germany, Italy, France, the U.K. and Ukraine. A media
account notes: “The findings highlighted both the promise of social media
companies to police their sites and the peril that disinformation continues to pose.”

(Meta disables Russian propaganda network targeting Europe | AP News)

September 27 - Lawfare posts an article that delves into the issue of “patriotic hacking.”
Authors Jason Healey and Olivia Grinberg spotlight the actions of Ukraine’s IT Army
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as a case in point and argues that the group “challenges existing norms on civilian
participation in war, the applicability of laws of armed conflict to cyberspace, and
state responsibility for cyber offenses.” The article points up the risks of this kind of
hacktivism and offer several recommendations for how states should conduct
themselves, starting with refusing to allow their territory to be used for
“internationally wrongful acts.” (‘Patriotic Hacking’ Is No Exception - Lawfare
(lawfareblog.com))

Lawfare later posts another piece that takes a very different position, arguing
that the Healey/Grinberg article “overstates the role of international norms
generally and norms related to cyberspace specifically as they relate to armed
conflict ... Ukraine’s decision to disregard cybersecurity norms vis-a-vis Russia
under current circumstances is wholly consistent with international law and does
not represent a failure to live up to its normative commitments in any way.” (Cyber
Norms in the Context of Armed Conflict - Lawfare (lawfareblog.com))

September 28 - Lindy Cameron, chief executive of the U.K.’s National Cyber Security
Centre, tells the Chatham House security and defence conference the NCSC has “not
been surprised by the volume of Russian offensive cyber operations, nor have we
been surprised by their targeting,” a view based on decades of studying Russian
cyber doctrine. She says Russia’s operations have not all aimed at having major
impact, mainly targeting the Ukrainian government’s ability to communicate, the
financial system, and public concerns. It is “a visible example of Russian doctrine in
action: using cyber operations as a tool in support of wider military objectives.”

“But for me, in many ways the most important lesson to take from the
invasion is not around the Russian attacks — which have been very significant and,
in many cases, very sophisticated. It is around Russia’s lack of success,” she tells the
conference. “Try as they might, Russian cyber attacks simply have not had the
intended impact,” thanks to Ukraine’s own efforts aided by private sector and
international cooperation. “If the Ukrainian cyber defense teaches us a wider lesson
- for military theory and beyond - it is that in cybersecurity, the defender has
significant agency. In many ways you can choose how vulnerable you can be to
attacks.”

As for the future, anything is possible. “In response to significant battlefield
set-backs, in the last week we have seen Putin react in unpredictable ways... There
is still a real possibility that Russia could change its approach in the cyber domain
and take more risks — which could cause more significant impacts in the UK.”

(Russia waging ‘most sustained and intensive cyber campaign on record,” NCSC CEO
says - The Record by Recorded Future)

September 28 - USCYBERCOM Executive Director David Frederick addresses a GovCon
Wire event in which he discusses his agency’s “hunt forward” operations in Europe
in 2022, among other topics. (USCYBERCOM Executive Director David Frederick

Outlines Cyber Threats & Highlights Importance of Industry Partnerships - GovCon
Wire)
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September 28 - CoinDesk reports that the EU will tighten limits on Russian crypto
investments in the wake of Moscow’s “sham” independence referenda in occupied
regions of Ukraine. (EU Set to Ban Russian Crypto Payments After ‘Sham’ Referenda
(coindesk.com))

September 28 - In an apparent attempt to cash in on the Ukraine war, dozens of online
stores in the Netherlands are trying to sell firewood in advance of a possible winter-
time energy and heating crisis. Dutch police have received more than 500 reports on
the matter. (Risky Biz News, 9-28-2022)

September 28 - The New York Times publishes a lengthy article reproducing and assessing
recordings of phone calls home made by Russian soldiers early in the war. The
Times says it got exclusive access to thousands of recordings, reportedly intercepted
by Ukrainian law enforcement. The excerpted conversations almost uniformly
feature deeply disgruntled Russian troops complaining to friends and family and
revealing an appalling pattern of criminality and misconduct. Although the article
comes out in late September, the recordings are limited to calls originating in the
western Kyiv suburb of Bucha from about six months earlier (March 2022), when
Russian attempts to seize the Ukrainian capital were being bogged down by
surprisingly strong Ukrainian resistance. (‘Putin Is a Fool’: Intercepted Calls Reveal
Russian Army in Disarray - The New York Times (nytimes.com))

September 28 - A media report indicates an Israeli tech firm, the Avnon Group, is selling
social media mapping and tracking software to Hungary. The Orban government’s
intended use of the software is not known but a company official “assumed” it
relates to growing tensions within Hungary over the war in Ukraine. (Israeli firm to
sell social media-tracking software to Orban's Hungary | The Times of Israel)

September 29 - NATO issues a brief statement declaring that the damage to the Nord
Stream pipelines was the result of sabotage. The statement does not name a
perpetrator but warns that the alliance is “committed to prepare for, deter and
defend against the coercive use of energy and other hybrid tactics by state and non-
state actors. Any deliberate attack against Allies’ critical infrastructure would be
met with a united and determined response.” (NATO - Official text: Statement by the
North Atlantic Council on the damage to gas pipelines, 29-Sep.-2022)

September 29 - The International Telecommunication Union elects Doreen Bogdan-Martin
as secretary-general of the U.N. organization that works on global connectivity and
sets standards for emerging tech. The longtime U.S. diplomat defeats Moscow-
backed Rashid Ismailov, a former high official in Russia’s telecom ministry, attaining
139 out of 172 votes. The vote is seen by some observers as a critical referendum
pitting Western visions of a relatively free global Internet against the goal of Russia
and China to guarantee the right of individual states to regulate the Internet within
their national boundaries. Morell cites Russia’s behavior in Ukraine as part of his
argument. (Member States elect Doreen Bogdan-Martin as ITU Secretary-General;
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Opinion | A free and open internet could hinge on this obscure election - The
Washington Post)

Further analysis comes in a subsequent article on the website of The Wire
which concludes: “Bogdan-Martin’s decisive victory suggests that Russia’s war with
Ukraine has alienated many of the other countries that it might once have been able
to muster to support a more government-centric model of internet governance.
Where once Russia was able to rally nearly half of the ITU countries with
accusations that the US is too powerful when it comes to running the internet, now
the vast majority of those same countries seem to prefer US leadership to a Russian
alternative - and that’s a shift that could have profound implications for the future
of the internet and who gets to run it. It’s a striking example of how Russia’s
invasion of Ukraine is thwarting its international ambitions related to the internet,
an outcome that may well frustrate China, Russia’s long-time ally in rallying ITU
members to oppose US leadership.” (How Russia’s Ambitions in Ukraine Are
Thwarting Its Plans to Lord Over the Internet (thewire.in))

September 29 - Finland’s Security Intelligence Service (SUPO) publishes its “National

Security Overview 2022” in which it notes: “Future NATO membership will make
Finland a more interesting target for Russian intelligence and influence operations.
One target of particular interest will be the formulation of policy in a militarily allied
Finland. Russia’s assessment of what kind of NATO member Finland is becoming
determines the aims and methods of influence operations. Finland is portrayed as a
member of a hostile alliance, whose location in the near vicinity of Russia
exemplifies the threat of NATO enlargement, a narrative disseminated by the
Russian regime.”

The report continues: “Russian reactions to Finland’s NATO accession
process have been restrained for the time being, and Finland has not been subject to
any extraordinary influencing in the course of policymaking, and of the ratification
round that followed the accession announcement.” In addition, “Russia will probably
focus its intelligence operations increasingly on the cyber environment. It is also
probable that the threat of business espionage will grow as Russia feels the need to
begin substitute manufacturing of cutting-edge technology. Russia may seek to
acquire NATO-related intelligence through Finland.”

In a press release accompanying the new overview, SUPO Director Antti
Pelttari comments: “We consider it highly likely that Russia will turn to the cyber
environment over the winter.”

China represents the other major threat to Finland, the overview says. “China
continues to target active intelligence operations on Finland, in the form of both
human intelligence and cyber espionage efforts. Examples of intelligence targets
include cutting-edge technology, the Arctic region and national policymaking.”
However, the The Russian invasion of Ukraine has not significantly affected Chinese
intelligence and influencing operations directed at Finland. (Foreign intelligence and
influence operations | Supo; National Security Overview: Russian intelligence

changes approach | Supo)
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September 30 - Lawfare publishes a lengthy analysis by Susan Landau entitled, “Cyberwar
in Ukraine: What You See Is Not What's Really There.” Introducing the piece,
Landau writes: “This war has demonstrated strategic cyber issues below the surface,
including the failure of effective cyberattacks occurring alongside kinetic offensives,
Russia’s long-term use of information warfare, and effective collaboration between
U.S. industry and the U.S. government in preventing the worst of the cyberattacks.
These have important long-term implications for the international defense
strategies of the United States and other Western democracies.” (Cyberwar in
Ukraine: What You See Is Not What's Really There - Lawfare (lawfareblog.com))

End September - (Date approx.) Undersecretary of Defense for Acquisition and
Sustainment William LaPlante meets with allied counterparts to discuss how to
build each country’s industrial base as part of the continuing effort to support
Ukraine as well as get ready for upcoming wars. The meetings are later reported in
the context of a broad lesson-drawing effort from Russia’s occupation of Ukraine. As
one account frames it: “Ukraine’s savvy application of different technologies in the
ongoing conflict sparked by Russia’s invasion is informing how Pentagon leaders are
thinking about and approaching the development of new and emerging capabilities
for future wars. It’s also highlighting the need for robust support from America’s
defense industrial base to sustain high-tech fights.” (DOD counting on 'depth of
support' from defense industrial base to keep up with evolving warfare
(defensescoop.com))

Fall - A new Trojan called CryWiper strikes numerous judicial and mayoral sites in Russia,
Kaspersky reports later. The malware pretends to be ransomware but instead of
encrypting data for subsequent extortion purposes it destroys it, the company
concludes, adding “this was not a developer’s mistake.” (Baiinep CryWiper aTakyeT
npuTBopseTcd mudpoBanbirukoM | Securelist; Risky Biz News: CryWiper hits
Russian courts and mayor offices in data-wiping attacks (substack.com))

Early October - Killnet claims responsibility for hits against several state government
websites in the United States. (US Airport Websites Hit by Suspected Pro-Russian
Cyberattacks | SecurityWeek.Com)

October - A Russian company named OpZero raises its price for Signal RCE exploits,
reports The Info Op from the grugq. Because Ukraine’s military and government use
Signal extensively, grugq notes, this is potentially a “huge exposure.” (Russian Oday
thirst traps - by the grugq - The Info Op (substack.com))

October - Sometime this month, CIA Director William Burns visits Ukraine where he
reportedly meets with President Zelensky. (October 26, 2022 Russia-Ukraine news

(cnn.com))

October-November - The journal Survival publishes a lengthy analysis of “The Cyber
Dimension of the Russia-Ukraine War” in its October-November issue. Author
Marcus Willett, a former career GCHQ official who helped design U.K. cyber strategy.
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(For a link to the full article, see: The Cyber Dimension of the Russia-Ukraine War

(iiss.org))

October 2 - Interfax news agency reports that Roskomnadzor has blocked the music
streaming platform Soundcloud. The action was taken at the behest of the Russian
Prosecutor General's Office “in connection with placement of materials containing
false information regarding the nature of the special military operation on the
territory of Ukraine,” Interfax reported. (Russia blocks SoundCloud, citing spread of
'false information,' Interfax reports | Reuters)

October 2 - Kyiv Post reports on the National Republican Army (NRA), a group of Russians
trying to overthrow the Putin government, who have launched a ransomware attack
against a major Russian software development company called Unisoft. NRA
members contacted the news outlet to describe their exploit and provide evidence,
which Kyiv Post says it was able to verify. Unisoft has a number of Russian
government clients whose data is reportedly among the information NRA is
threatening to make public. The article begins with the statement: “For the first time
in known history, hackers from within Russia have begun a systemized effort to hack
Russian government affiliated websites” (emphasis in original). NRA members told
the outlet their main motivation was “Putin needlessly sending our young men to
die in an unjust war ...” (Russian Citizens Wage Cyberwar From Within - Kyiv Post -
Ukraine's Global Voice)

October 3 - Elon Musk tweets: “Ukraine-Russia Peace: - Redo elections of annexed regions
under UN supervision. Russia leaves if that is will of the people. - Crimea formally
part of Russia, as it has been since 1783 (until Khrushchev’s mistake). - Water
supply to Crimea assured. - Ukraine remains neutral.” He also posts a poll asking
whether the “will of the people” should determine the status of contested parts of
Ukraine. The same day, Volodymyr Zelensky tweets a poll of his own in response to
Musk’s “insane” query: “Which @elonmusk do you like more? One who supports
Ukraine [or] One who supports Russia” ((7) Elon Musk on Twitter: "Also worth
noting that a possible, albeit unlikely, outcome from this conflict is nuclear war" /
Twitter; (7) Bosogumup 3eseHcbkuid on Twitter: "Which @elonmusk do you like
more?" / Twitter)

October 4 - Killnet posts a message on Telegram hinting that the group is planning a wave
of DDoS attacks on U.S. government websites over the next three days, calling the
event “USA Offline.” Several U.S. targets are subsequently hit but with little or no
meaningful effect, according to a later analysis on Lawfare. (What Impact, if Any,
Does Killnet Have? - Lawfare (lawfareblog.com))

October 4 - The cybersecurity firm Secureworks publishes “2022 State of the Threat: A
Year in Review” which reports: “The war against Ukraine has been revealing for
Russia’s cyber capabilities. At the outset of the conflict there were wide fears of
destructive attacks with wide scale repercussions as was seen with NotPetya in
2017. However, despite a steady cadence of cyber activity directed against
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Ukrainian targets, some of which is identifiably from Russian government-
sponsored threat actors, no widely disruptive attacks have been successful.” The
report notes that the “most visible” Russian threat group has been IRON TILDEN. As
for China meanwhile, “observed threat activity from Chinese government sponsored
groups has targeted both Russia and Ukraine. A notable behavior from these
adversaries is the use of ransomware as a smokescreen for intellectual property
theft and cyberespionage, rather than for financial gain.” (2022 State of the Threat
Report | Secureworks)

October 4 - Reflecting on the impact of the war on Ukraine’s technology sector and the
large number of displaced, highly skilled people behind it, the outlet rest of world
publishes a lengthy piece, “Coding in a War Zone: Ukraine’s Tech Industry Adapts to
a New Normal.” (Coding in a war zone: Ukraine’s tech industry adapts to a new
normal - Rest of World)

October 4 - NATO is reported to be trying to work out better ways to protect undersea
critical infrastructure in the wake of the Nord Stream pipeline explosions. (NATO

Puzzles Over How to Shield Vital Undersea Links From Attack - Bloomberg)

October 6 - Iran and Russia agree to a deal in which the Islamic Republic will supply more
ballistic missiles and drones to Russian forces. The missiles are said to be Fateh-110
and Zolfaghar models, the drones are the Shahed-136 model. Western and Iranian
officials later confirm the arrangement to Reuters. (Iran agrees to ship missiles,
more drones to Russia | Reuters)

October 6 — The European Commission announces its eighth sanctions package against
Russia over Ukraine, including a provision to ban “all crypto-asset wallets, accounts,
or custody services, irrespective of the amount of the wallet.” This expands the
range of services to include IT consultancy, legal advisory, architecture and
engineering services. “These are significant as they will potentially weaken Russia's
industrial capacity because it is highly dependent on importing these services.”
(Ukraine: EU agrees on eighth package of sanctions (europa.eu))

October 7 - The IT Army of Ukraine defaces the website of the Collective Security Treaty
Organization, the Russia-affiliated group of six post-Soviet states, posting a message
congratulating Putin on his birthday. (Development of the Ukrainian Cyber
Counter-Offensive | Trustwave)

October 7 - Since this date, according to Trustwave, “the IT Army of Ukraine has focused on
Russian financial institutions and businesses such as Sberbank, Gazprombank,
Credit Bank of Moscow, Wildberries, and others.” ( Development of the Ukrainian
Cyber Counter-Offensive | Trustwave)

October 7 — The Financial Times today reports Starlink services in formerly Russian-
occupied territories of Ukraine have been disrupted; no cause has been determined
publicly. Later, CNN reports that early this month Ukrainian officials turned to the
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British to ask for help in paying the $2,500 monthly fee SpaceX has been charging to
keep each terminal connected. The British reportedly decline. (The CyberWire, 10-
11-22; Ukraine suffered a comms outage when 1,300 SpaceX satellite units went
offline over funding issues | CNN Politics)

October 7 - Elon Musk tweets a response to today’s Financial Times article; the tweet
spotlights costs associated with the deployment of Starlink terminals to Ukraine
(see also September 8, 2022, entry). “Bad reporting by FT. This article falsely claims
that Starlink terminals & service were paid for, when only a small percentage have
been. This operation has cost SpaceX $80M & will exceed $100M by end of year.”
((9) Elon Musk on Twitter)

October 8 - A 25-year-old Russian is stopped by Metro police in Moscow and asked for his
papers, according to sources who spoke later to the BBC. What makes the incident
unusual is that the police officer shows the individual (using the pseudonym Anton
in the article) a photo that Anton realizes has just been taken of him inside the
Metro station. “A fresh photo, just taken,” he is quoted as saying. The BBC article
goes on to describe other instances of Russian use of facial recognition technology to
spot people suspected of evading call-up to military service in Ukraine. (U3 MeTpo -
Ha GpoHT. Kak BaAacTh MOCKBBI cjiegdT 3a "YKJIOHUCTAMU" C IOMOUIbI CUCTEMBI
pacno3HaBaHugd Jjinil - BBC News Pycckas cayx6a)

October 10 - DDoS attacks hit several major U.S. airport websites including Atlanta,
Chicago, Los Angeles, New York, Phoenix and St Louis. This follows the posting of a
list of target sites by Killnet. Flight services reportedly are not affected. (US Airport
Websites Hit by Suspected Pro-Russian Cyberattacks | SecurityWeek.Com)

This week state government websites in Colorado, Mississippi, and Kentucky
go offline, an event for which Killnet also claims responsibility. (Ongoing US support
to Ukraine could prompt Russian cyber escalation in midterms, experts warn | The
Hill)

October 10 - Yuriy Zaskoka, head of critical infrastructure protection at Ukraine’s Cyber
Police Department, dies as a result of a Russian missile strike in Kyiv, according to
the department. (BHaciigok pakeTHoOro yaapy pocii no KueBy 3aruHyB
kibepnoainencbknit — JlenaptameHdT KibepnoJinii (cyberpolice.gov.ua))

October 10 - Brigadier General Guy Jones of the U.S. Army Futures Command tells
attendees at the annual Association of the U.S. Army conference that the Army is
closely observing events in Ukraine and incorporating some of those observations
into Project Convergence, described by a media account as a “massive networking-
and-technologies exercise.” (PC 22 is taking place from September to November and
including foreign participants - from the U.K. and Australian - for the first time.)
Jones adds the Army has to be “very cautious not to get the wrong lessons.” (US
Army carefully folding Ukraine info into Project Convergence tests (c4isrnet.com);

Project Convergence 2022 to demonstrate futuristic joint, multinational warfighting
technologies | Article | The United States Army)
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October 10-11 - Russian missile strikes cause power outages across several parts of
Ukraine, disrupting internet and mobile communications, according to Cloudflare.
On Monday (October 10), 84 missiles and 24 drones cause damage to critical
infrastructure, schools, and other public facilities, according to reports, causing the
worst blackouts since the start of the war. (Recorded Future)

October 11 - A series of ransomware attacks takes place in Ukraine and Poland within an
hour of each other, Microsoft reports on Oct 14. A month later, the company
identifies the ransomware as “Prestige” and assesses that the group behind the
attacks is IRIDIUM, labeled by others as Sandworm (see November 10 entry below).
(Microsoft attributes ‘Prestige’ ransomware attacks on Ukraine and Poland to
Russian group - The Record by Recorded Future)

October 11 - Recent Russian strikes against Ukraine’s infrastructure prompt an Australian
journalistic inquiry into Ukraine’s greatest vulnerabilities. Experts from defense
and other sectors place submarine cables at the top of the list. “About 95 per cent of
Australia’s internet traffic flows through underwater fibre optic cables,” according
to the Sydney Morning Herald. Only around 10 intercontinental cables connect
Australia to the world, most of them terminating at Perth or Sydney beaches.
Director of the International Cyber Policy Centre Fergus Hanson observes that most
of the landing points are not secret. “It's one of the weird anomalies of the internet, a
system built on trust, that’s surprisingly insecure for a system so central to
everything we do.” (Russia-Ukraine war: Western, Australian weaknesses exposed
in ‘grey zone’ warfare (smh.com.au))

October 11 - GCHQ Director Jeremy Fleming implies to BBC Radio that Britain is on the
lookout for “indicators” that Russia might be considering deploying nuclear
weapons in the war with Ukraine. (UK spy agency watching for any signs Russia
considering nuclear weapons | Reuters)

October 11 - Political analyst lan Bremer tweets: “elon musk told me he had spoken with
putin and the kremlin directly about ukraine. he also told me what the kremlin’s red
lines were.” Both Musk and the Kremlin deny it. (This follows a report - see
October 7 - that Starlink services have been disrupted in territories formerly
occupied by Russia.) The alleged Musk-Putin conversation reportedly took place
two weeks earlier.
(https://twitter.com/ianbremmer/status/1579941475613229056?s=61&t=m8ch0O
zR6w9gH7Ym-0bp2uA&utm source=substack&utm medium=email; the grugq
newsletter, 10-12-22); Elon Musk Spoke With Vladimir Putin Before Ukraine Peace
Plan Poll: Report (businessinsider.com))

October 11 - CISA’s Jen Easterly and NSA/USCYBERCOM's Gen. Paul Nakasone discuss
Ukraine and related issues such as the Joint Cyber Defense Collaborative at a Council
on Foreign Relations event.
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Asked what has surprised him most about the war, Nakasone points to “the
fact that we have learned a tremendous amount in terms of, you know, how do we
look at cybersecurity and how do we look at it differently?” He credits Hunt Forward
teams from U.S. Cyber Command and the Ukrainians themselves for hardening their
networks and staying “a step ahead of what the Russians are doing.”

Regarding reasons why Russia was not as effective on the cyber front as most
people expected, Nakasone comments: “First lesson learned? Presence matters. We
learned that again in terms of not only were we able to assist Ukraine in terms of the
networks they looked at, but interestingly enough as you have a presence on the
ground all the malware that’s coming in, it's coming to this team to say: Hey, can you
help us? And so while [ would certainly not say that’s the key reason, I think it's a
contributing factor.”

Expanding on lessons, Nakasone mentions the importance of “being able to
be there and understanding what’s going on on the ground,” the fact that
“partnerships are exponentially powerful” in the cyber domain (e.g. allowing NSA
and others to “reach 400 million, 1.5 billion endpoints” and provide them with
malware alerts), and the impact of the Intelligence Community being able to release
so much information publicly, which “built a coalition, disrupted an adversary,
enabled a partner.” (Cyber Collaboration in the Age of Hybrid Warfare: A
Conversation With Jen Easterly and Paul Nakasone | Council on Foreign Relations

(cfr.org))

October 12 - Taiwan's National Security Bureau Director-General Chen Ming-tong tells

Parliament that China has been watching military developments in Ukraine. “This
year, the communist military has borrowed from the experience of the Russia-
Ukraine war to develop ‘hybrid warfare’ against Taiwan and strengthen its combat
training and preparation against strong enemies.” (Taiwan says China looking at
Ukraine war to develop 'hybrid' strategies | Reuters)

October 12 - Lt. Gen. Daniel Karbler, commanding general of U.S. Army Space and Missile

Defense Command, tells reporters at the Association of the U.S. Army conference
that the Army is gaining lessons from the war in Ukraine about how to move
intelligence much more speedily from satellites to ground units, reports Defense
One. Lessons include ensuring effective planning so that satellites are available
when needed, and acquiring new software that can provide time and location of
targets then use Al to gather data from overhead satellites. “We're working now on
this thing called Skykit, which is, like, basically this software in a Pelican case with a
Starlink attached to it. And it's like, how do you give them a laptop, a Starlink and a
ruggedized case so that any unit in their truck can go back and do all this work in a
fully offline disconnected fashion? These little autonomous units, how do we
empower them?” (The Ukraine War Is Teaching the US How to Move Intelligence
Faster - Defense One)

October 14 - Elon Musk tweets that SpaceX can’t keep funding Starlink services in Ukraine

“indefinitely.” He says they are not asking to be paid for past expenses but that it is
“unreasonable” to be expected to continue underwriting the service “*and™ send
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several thousand more terminals that have data usage up to 100X greater than
typical households.” He adds: “We've also had to defend against cyberattacks &
jamming, which are getting harder.” (Musk says SpaceX cannot fund Ukraine's vital
Starlink internet indefinitely | Reuters)

October 14 - CyberScoop posts an interview with former CrowdStrike CTO Dmitri
Alperovitch. Asked if he expects Vladimir Putin to accelerate cyberattacks in the
next few months, he responds: “They’re pretty much throwing everything but the
kitchen sink at Ukraine already in cyber, but they have been remarkably restrained
— surprisingly so — against the West. What you're seeing now, particularly in the
last couple of months, is him slowly escalating vis-a-vis the West and you've seen
that in his energy policy, shutting down Nord Stream One. If he’s behind the blowing
up of the Nord Stream One and Nord Stream Two pipelines, that would be another
indication of major escalation. So, you could see him increasingly probe and try to
test the West, and cyber could be part of that.”

Commenting on Taiwan’s predicament, Alperovitch draws parallels and
differences with Ukraine: “Cyber is always an element of both espionage and
warfare as we're seeing today in Ukraine, as we’ve seen from China for several
decades now. It's not going to be a decisive element of it. Taiwan has a unique
vulnerability — it’s an island. Unlike Ukraine, there’s no Poland that is nearby to
resupply Taiwan. Virtually all the communications come through undersea cables
that could get cut. Some are satellite enabled and could be disrupted through
cyberattacks, as we have seen in Ukraine. Imagine a situation where Taiwan is
nearly cut off from the outside world. Look at what Ukraine has been able to do by
putting out Zelensky videos every night, by having him communicate on virtually
every TV channel to rally support for his country. If someone is not able to do that,
it's going to be much more difficult for them to rally the world to their cause.”

(Dmitri Alperovitch on Taiwan, China and Putin's probing cyberattacks
(cyberscoop.com))

October 15 - A few days after CNN reports that SpaceX has asked the Pentagon to assume
the costs of providing Starlink services in Ukraine, Elon Musk tweets: “The hell with
it ... even though Starlink is still losing money & other companies are getting billions
of taxpayer $, we'll just keep funding Ukraine govt for free.” However, another CNN
report contradicts Musk’s claim to be footing the bill, citing SpaceX correspondence
with the Defense Department obtained by the network. CNN writes: “Though Musk
has received widespread acclaim and thanks for responding to requests for Starlink
service to Ukraine right as the war was starting, in reality, the vast majority of the
20,000 terminals have received full or partial funding from outside sources,
including the US government, the UK and Poland, according to the SpaceX letter.”

In the report a senior defense official complains that SpaceX has “the gall to
look like heroes” while getting payments from other sources and now reportedly
asking for tens of millions more per month. Another CNN story quotes a senior
Pentagon official confirming negotiations are ongoing. “Everyone in our building
knows we’re going to pay them.” ((9) Elon Musk on Twitter; Ukraine suffered a
comms outage when 1,300 SpaceX satellite units went offline over funding issues |
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CNN Politics; Exclusive: Musk's SpaceX says it can no longer pay for critical satellite
services in Ukraine, asks Pentagon to pick up the tab | CNN Politics)

October 15 - Bulgarian Prosecutor General Ivan Geshev tweets: “State institutions are
under attack, possibly by Russian hacking groups. The prosecutor's office, together
with the security services, will protect the Bulgarian national interest and that of
our European partners from malicious influence.” The pro-Russian hacker Killnet
claims responsibility as retaliation for “betrayal to Russia” and delivering arms to
Ukraine. ((9) Ivan Geshev on Twitter; Killnet targets Eastern Bloc government sites,
but fails to keep them offline - The Record by Recorded Future)

October 16 - The Hill posts a story citing various experts who worry that Vladimir Putin
may intensify Russia-backed cyberattacks during the November U.S. midterm
elections. (Ongoing US support to Ukraine could prompt Russian cyber escalation in
midterms, experts warn | The Hill)

October 16-17 - Secretary of State Antony Blinken, along with Ambassador at Large for
Cyberspace and Digital Policy Nate Fick and Assistant Secretary for Economic and
Business Affairs Ramin Toloui, travel to the San Francisco area to meet with
academics and private sector companies to spotlight “the key role for technology
diplomacy in advancing U.S. economic and national security,” according to the State
Department. Media reports indicate that deep concerns about the threat of
cyberwar are on the administration’s agenda. (Secretary Blinken’s Travel to
California, October 16-17 - United States Department of State; Antony Blinken’s
Silicon Valley visit underscores US cybersecurity concerns | Cyberwar | The
Guardian)

October 17 - Russian-launched “kamikaze” drones hit Kyiv, killing at least eight people.
(Ukraine war: Russia dive-bombs Kyiv with 'kamikaze' drones - BBC News)

October 17 - A Czech disinformation expert affiliated with an organization established by
the European Union and NATO tells Radio Free Europe the West is unwittingly
helping Vladimir Putin by buying into worst-case fears of what he might do. Jakub
Kalensky of the European Center of Excellence for Countering Hybrid Threats, based
in Helsinki, tells the outlet: “As a disinformation or propaganda specialist, what I see
is 15 years of empty threats being used over and over and over again [by Moscow]
simply because they are paralyzing us. So all I'm saying is that we shouldn't fall for
this trap, because that only helps Putin to achieve his goal, and it harms Ukrainians
who are actually fighting for our European or Euro-Atlantic values.” ('It's Time To
Ignore' The Traps: Disinformation Expert Says Kremlin's 'Empty Threats' Have
Paralyzed The West (ampproject.org))

October 18 - German Interior Minister Nancy Faeser releases the head of the country’s
national cyber security agency from his duties after media reports that he has ties to
Russian intelligence. The reports link Arne Schonbohm, president of the Federal Office
for Information Security (BSI) since 2016, to an entity called the German Cyber Security
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Council, one of whose member companies was reportedly founded by a former Russian
intelligence agent. The Interior Ministry says that an investigation will commence and
until then “the presumption of innocence applies to Mr. Schénbohm.” (Subscribe to
read | Financial Times (ft.com); BSI - Management (bund.de))

October 18 - Estonian Defense Minister Hanno Pevkur visits the Pentagon for bilateral

talks. (Estonia's defense minister on Ukranian lessons, future investments and
Russia's cyber threat - Breaking Defense)

October 19 - Ukrenergo, the country’s national energy company, calls on Ukrainians to

“charge everything” by the following morning in anticipation of power cuts from
Russian missile attacks. (Ukrainians told to 'charge everything' as power grid hit by
Russia - BBC News)

October 19 - Viktor Zhora, deputy chairman and chief digital transformation officer at

Ukraine’s SSSCIP, tells attendees at Mandiant’s Worldwide Information Security
Exchange event in Washington that despite the huge rise in Russian cyberattacks
starting in February, “the adversary hasn’t reached its strategic goals in the cyber
war against Ukraine.” (Russia Failing to Reach Cyber War Goals, Ukrainian Official
Says — MeriTalk)

October 19 - The following appears on the website of Alexander Khinshtein, a Russian

Duma member: “Chair of the State Duma committee on information policy
Alexander Khinshtein declared that Russia must open an IT front and called for
cyber strikes against Ukraine. The deputy discussed the topic of cyber warfare on
his Telegram channel.” The posting somewhat mystifyingly goes on to urge that
“Russia must move from defense to attack.” (Risky Biz News, 10-21-2022; ['1aBa
komuTeTa [ocayMbl XMHIITENH NpU3BaJl K KMGepyiapaM 1o LeHTpaM NPUHATUS
penieHui Ykpaunsbl | Anexcanap Xunmteis (hinshtein.ru))

October 19 - Rob Joyce, director of the NSA Cybersecurity Directorate, tells the Trellix

Cybersecurity Summit in Washington that intelligence sharing on cyberthreats “can
really make a big and decisive difference.” He says this is a key lesson NSA “took
away personally” from the war in Ukraine. “Over time, I've changed my view about
what it is to protect sources and methods,” he says. “[W]hat we know is often not
sensitive, it is how we know it ... We can make available the insights about what we
know without putting at risk how we know it. That’s really an inflection point that
lets us get to more prolific, more extensive and more closely sharing for operational
outcomes.” He says there have been 8,500 “analytic exchanges” through the the
agency’s Cybersecurity Collaboration Center this year involving private industry.

(NSA cyber chief says Ukraine war is compelling more intelligence sharing with
industry (cyberscoop.com))

October 19 - A hotel converted to host Ukrainian refugees in Gross Stromkendorf in

northeastern Germany burns down. Not long afterwards a video appears on
YouTube with the logo of Bild, a German tabloid, and bearing a chyron claiming

132



https://www.ft.com/content/109c5d51-136d-446d-8d44-3f14c1a40f9b
https://www.ft.com/content/109c5d51-136d-446d-8d44-3f14c1a40f9b
https://www.bsi.bund.de/EN/Das-BSI/Organisation-und-Aufbau/Leitung/leitung_node.html
https://breakingdefense.com/2022/11/estonias-defense-minister-on-ukranian-lessons-future-investments-and-russias-cyber-threat/?utm_campaign=BD%20Daily&utm_medium=email&_hsmi=232924374&_hsenc=p2ANqtz-9FXjZalCQUOgDroCG7E5F5qKmexYbkjRGuI0je6bi_Sr-i5iSTKVzxQs1I7WxCltmwRktPGpf9uBm7PKAv5DlbuUtgwyeXSsV6nVV6uNSvFNIlEeA&utm_content=232924374&utm_source=hs_email&utm_source=Join+the+Community+Subscribers&utm_campaign=3019955ba6-EMAIL_CAMPAIGN_2022_11_09_03_38&utm_medium=email&utm_term=0_02cbee778d-3019955ba6-122667705&mc_cid=3019955ba6&mc_eid=5af373e722
https://breakingdefense.com/2022/11/estonias-defense-minister-on-ukranian-lessons-future-investments-and-russias-cyber-threat/?utm_campaign=BD%20Daily&utm_medium=email&_hsmi=232924374&_hsenc=p2ANqtz-9FXjZalCQUOgDroCG7E5F5qKmexYbkjRGuI0je6bi_Sr-i5iSTKVzxQs1I7WxCltmwRktPGpf9uBm7PKAv5DlbuUtgwyeXSsV6nVV6uNSvFNIlEeA&utm_content=232924374&utm_source=hs_email&utm_source=Join+the+Community+Subscribers&utm_campaign=3019955ba6-EMAIL_CAMPAIGN_2022_11_09_03_38&utm_medium=email&utm_term=0_02cbee778d-3019955ba6-122667705&mc_cid=3019955ba6&mc_eid=5af373e722
https://www.bbc.com/news/world-europe-63323263
https://www.bbc.com/news/world-europe-63323263
https://www.meritalk.com/articles/russia-failing-to-reach-cyber-war-goals-ukrainian-official-says/
https://www.meritalk.com/articles/russia-failing-to-reach-cyber-war-goals-ukrainian-official-says/
https://hinshtein.ru/news/glava-komiteta-gosdumy-hinshtejn-prizval-k-kiberudaram-po-tsentram-prinyatiya-reshenij-ukrainy/?utm_source=substack&utm_medium=email
https://hinshtein.ru/news/glava-komiteta-gosdumy-hinshtejn-prizval-k-kiberudaram-po-tsentram-prinyatiya-reshenij-ukrainy/?utm_source=substack&utm_medium=email
https://hinshtein.ru/news/glava-komiteta-gosdumy-hinshtejn-prizval-k-kiberudaram-po-tsentram-prinyatiya-reshenij-ukrainy/?utm_source=substack&utm_medium=email
https://www.cyberscoop.com/rob-joyce-nsa-cyber-intel-sharing/
https://www.cyberscoop.com/rob-joyce-nsa-cyber-intel-sharing/

Ukrainian refugees started the blaze. In fact, German authorities later identify a 32-
year-old German serial arsonist with no apparent political motivation as the culprit.
The video soon spreads to numerous other social media platforms leading the
Washington Post to include it as an example of Moscow’s latest disinformation tactic
- creating rifts and distrust between European host countries and the Ukrainian
evacuees they are sheltering. (Russian disinformation aims to turn Germany against
Ukrainian refugees - The Washington Post; Germany: Suspect arrested after fire in
refugee accommodation - InfoMigrants)

October 20 - The IT Army of Ukraine hits Russia’s Federal Tax Service with a DDoS attack
preventing Russian citizens from submitting their taxes or retrieving documents.
Two days later, the group repeats the attack. (Development of the Ukrainian Cyber
Counter-Offensive | Trustwave)

October 20 - European Union member states vote to freeze the assets of three individuals
and one entity relating to Iran’s supply of drones to Russia. Four other Iranian
entities already under sanction may face additional measures. (EU agrees on new
Iran sanctions over drone deliveries to Russia -EU presidency | Reuters)

October 20 - Ukraine’s Security Service announces it has taken down another Russian bot
farm, this one running some 10,000 fake accounts. It is reported to be the sixth such
operation since February. (Risky Biz News, 10-21-2022; The SSU liquidated an
enemy bot farm in Dnipro, which created almost 10 thousand hectares. fake
accounts to "disperse" Kremlin propaganda in the EU)

October 20 - A Ukrainian official tells KAN news that 10 Iranian military advisers training
Russian soldiers in occupied Ukrainian territory have been killed over the past
week. Ukraine alleges that Iranian instructors are in Kherson and Crimea where
they are teaching Russian forces how to use Shahed-136 kamikaze drones and then
monitoring operations. (10 Iranians Killed in Ukrainian strikes - report - The
Jerusalem Post (jpost.com))

A month later, Oleksiy Danilov, secretary of Ukraine’s national security and
defense council, confirms Iranians have been in Crimea and that some have been
killed. “You shouldn’t be where you shouldn’t be,” he says in an interview in Kyiv.
“They were on our territory. We didn’t invite them here, and if they collaborate with
terrorists and participate in the destruction of our nation we must kill them.”
(Iranian advisers Killed aiding Russians in Crimea, says Kyiv | Ukraine | The
Guardian)

October 20 - Speaking at a CyberScoop CyberTalks event, Col. Candice Frost, commander of
U.S. Cyber Command’s Joint Intelligence Operations Center, discusses the
development of partnerships with the NSA, FBI, CISA, and other federal agencies
during the course of the war in Ukraine. “It’'s been phenomenal to see this. In my
intelligence background, and in what I've done for almost 25 years, I've never seen
this sharing between agencies and also writ large with the American public - and I
find that partnership is so important, especially in cybersecurity,” Frost says.
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(Cybercom exec calls for deeper threat intel-sharing as warfare evolves
(defensescoop.com))

October 21 - CERT-UA begins to detect a series of phishing emails impersonating the Press
Service of Ukraine’s General Staff. The agency shortly afterwards posts an alert
about possible Cuba Ransomware attacks. (Cuba ransomware affiliate targets
Ukrainian govt agencies (bleepingcomputer.com))

October 21 - Lawfare posts an analysis of Killnet, concluding “Killnet’s primary impact is
not its unsophisticated cyberattacks but its ability to shape the cognitive
environment and the narratives surrounding the war—both for its followers on
Telegram and among the Western media.” (What Impact, if Any, Does Killnet Have? -
Lawfare (lawfareblog.com))

October 22 - The Record publishes an interview with Kenneth Geers, a visiting academic in
Ukraine from 2014-2017 and currently an analyst at the company Very Good
Security. Addressing lessons from the war in Ukraine, Geers comments that “the
defense has seemed to play a bigger role than the offense. We see that Ukrainian
cyber defense has matured over the years, which is probably why it’s more difficult
for Russian hackers to achieve significant damage in Ukraine. Russia, in turn, is
known for its offensive operations but cares little about cyber defense. Russian
computer systems often use old unpatched software and are therefore very
vulnerable to malware attacks. Foreign hackers supporting Ukraine now have a field
day in Russia. Because of the war, they feel they have the moral and ethical right to
hack into Russia. And there’s plenty of space to hide in Russian networks - they are
so bad.” (Q&A: Kenneth Geers on the cyber war between Ukraine and Russia - The
Record by Recorded Future)

October 23 - A one-time leader of the JabberZeus Crew, a Ukrainian national named
Vyacheslav Igorevich Penchukov, is arrested in Geneva. A federal grand jury in
Nebraska first indicted him and two associates in 2012 on an array of charges
stemming from their use of the malicious software “Zeus” to steal millions from
mostly small and medium-sized businesses. (JABBERZEUS SUBJECTS — FBI; Top
Zeus Botnet Suspect “Tank” Arrested in Geneva - Krebs on Security)

October 24 - Some 1,300 Starlink terminals go offline, causing a “huge problem” for
Ukraine’s military, a source tells CNN; the source adds that the outage occurred
because of a lack of funding. (Ukraine suffered a comms outage when 1,300 SpaceX

satellite units went offline over funding issues | CNN Politics)

October 24 - A Bellingcat employee tweets: “New on @bellingcat: we (mostly
@christogrozev) identified the team of Russian programmers who guide the rockets
attacking Ukraine. Christo even identified who was working on which missile type.”
((10) Aric Toler on Twitter)
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October 24-28 - During its annual conference in Belgrade, the Réseaux IP Européens
(RIPE), the organization that manages IP addresses in Europe, agrees to enact a
“temporary freeze” on transfers of Ukrainian IP addresses, particularly to Russian
entities. Ukrainian members of the group pleaded for action, recounting incidents of
forced transfers “at gun point.” (RIPE meetings: [P addresses as spoils of war —
TechAint; Risky Biz News: OPERA1ER group hits African banks for $30 million
(substack.com))

October 25 - Germany’s BSI releases its annual report on the state of IT in Germany. This
year it notes “an accumulation of minor incidents and hacktivism campaigns in
Germany in connection with Russia’s war of aggression against Ukraine” but reports
that a “comprehensive attack campaign against German targets was not apparent.”
It concludes that threats emanating from ransomware and political hacks are
“higher than ever.” (German cyber agency warns threat situation is ‘higher than
ever’ - The Record by Recorded Future; BSI - Die Lage der IT-Sicherheit in
Deutschland (bund.de))

October 25 - Bloomberg reports quotes senior Ukrainian cyber official Victor Zhora as
saying the Ukrainian government is preparing to share evidence of Russian hacking
activity with the International Criminal Court. Zhora adds this would be “the first
prosecution of the first global cyber-war.” (The Cipher Daily Brief for Wednesday,
October 26, 2022 (mailchi.mp); Ukraine Documenting Russian Hacks, Eyeing
International Charges - Bloomberg))

October 25 - The U.S. Attorney’s Office for the Western District of Texas posts a press
release advising: “A newly unsealed federal grand jury indictment charges Mark
Sokolovsky, 26, a Ukrainian national, for his alleged role in an international
cybercrime operation known as Raccoon Infostealer, which infected millions of
computers around the world with malware.” Sokolovsky is currently in custody in
the Netherlands pursuant to a U.S. extradition request. A separate account reports
that he was apprehended in March after trying to evade mandatory military service
in Ukraine. Yet another report indicates he fled Ukraine with his girlfriend who
“documented everything on Instagram.” (Newly Unsealed Indictment Charges
Ukrainian National with International Cybercrime Operation | USAO-WDTX |
Department of Justice; Accused ‘Raccoon’ Malware Developer Fled Ukraine After
Russian Invasion — Krebs on Security; (10) vx-underground on Twitter)

October 25 - Former Washington Post reporter Walter Pincus writes that the conflict in
Ukraine presents a window onto the future of war. “Like the 1936-1939 Spanish
Civil War, Russia’s invasion of Ukraine has created a testing ground for the next
generation of tactics and weapons to be employed by major powers in future
fighting." These include the Switchblade 300 kamikaze drone. The article appears in
The Cipher Brief. (In Ukraine, We're Witnessing the Future of War
(thecipherbrief.com))
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October 26 - Ukraine’s Victor Zhora tells the 2022 Blackberry Security Summit that after “a
huge growth within the first months of war and a number of highly sophisticated
attacks in March and April,” the Ukrainians currently “see no particular strategy, and
we see rather opportunistic behavior” on Russia’s part. (Ukraine: Russian cyber

attacks aimless and opportunistic (techtarget.com))

October 26 - A tweet tied to a fictitious account and soliciting donations for Ukraine is
identified by Domain Tools as part of its investigation into a cryptocurrency scam
involving impersonation of the country’s Ministry of Digital Transformation.
Domain Tools posts a lengthy report a few weeks later (December 8). (Crypto
Winter: Fraudsters Impersonate Ukraine’s Government to Steal NFTs and
Cryptocurrency - DomainTools | Start Here. Know Now.)

October 27 - Foreign Minister Dmytro Kuleba says Ukrainian forces have shot down 260
Iranian-made drones Russia has been deploying in Ukraine. “They're not as good as
one might think,” he reports, “and the number of drones that we have shot down
speaks for itself. But they still inflict a lot of damage.” He adds that Ukraine first got
word of Iran’s plans to supply drones to Russia several months ago. Iran gave verbal
and written assurances it would not happen, he says. (Ukraine says it has shot down
over 250 Iranian-made drones used by Russia (axios.com))

October 27 - The Slovak and Polish parliaments are hit by cyberattacks, according to
officials in both countries. “The attack was multi-directional,” a Polish Senate
statement reads, “including from inside the Russian Federation.” Polish Senate
speaker Tomasz Grodzki speculates it is tied to a Senate vote the day before that
labeled the Russian government a “terrorist regime.” Slovak deputy speaker of
parliament Gabor Grendel tells AFP: “Parliament's entire computer network has
been paralyzed.” (Slovak, Polish Parliaments Hit By Cyber Attacks | Barron's
(barrons.com))

October 27 - Mondelez International and Zurich American Insurance Co. settle a $100
million lawsuit over the latter’s denial to cover a claim resulting from the 2017
NotPetya attack. Mondelez had argued that the “act of war” exception should not
apply because the impact was “collateral damage” in a larger cyber conflict that had
nothing to do with the company. The settlement is said to be likely to have a huge
impact on the cyber insurance marketplace. (Mondelez, Zurich Settle NotPetya
Dispute Before Trial Close - Law360; Insurance giant settles NotPetya lawsuit,
signaling cyber insurance shakeup (cyberscoop.com))

October 27 - (Date approx.) Konstantin Vorontsov, deputy director of the Russian Foreign
Ministry's department for non-proliferation and arms control, tells the United
Nations First Committee that the West is using satellites to enforce its dominance
over other regions, calling it “an extremely dangerous trend.” He continues: “Quasi-
civilian infrastructure may be a legitimate target for a retaliatory strike.” (Russia
warns West: We can target your commercial satellites | Reuters)
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October 29 - Seven maritime drones (“unscrewed surface vessels” - USVs) penetrate the
Russian-controlled port of Sevastopol. Although they only cause minor damage to
two vessels, the event is later deemed a “turning point in naval history,” by one
private news outlet. “This is not the first time that explosive laden USVs have been
used to attack enemy ships in conflict,” writes Naval News. “But it is the clearest and
cleanest example to date, and the maritime drones involved more closely match
modern technologies. These drones leveraged modern communication systems
(likely Starlink), and mass tactics. The number involved and degree of coordination
was short of ‘swarm tactics’, but it was halfway there. So it may be a preview of wars
to come.” Furthermore, “The drones were small and relatively cheap. Despite using
the latest technology, they were the sort of thing which can be built in almost any
garage. They leverage off-the-shelf civilian components such as popular jet skis.”
(Why Ukraine’s Remarkable Attack On Sevastopol Will Go Down In History - Naval
News)

October 30 - The BBC publishes an article describing USCYBERCOM'’s hunt forward
operations related to Ukraine. Clearly approved by the U.S. government, the article
features quotes from senior officers and operatives from some of the missions.
(Inside a US military cyber team'’s defence of Ukraine - BBC News)

October 31 - Russian forces undertake missile and drone attacks on 18 targets in 10
regions across Ukraine, according to Prime Minister Denys Shymal. (Interestingly,
cyber attacks are not immediately reported to be part of the assault.) (Russia-
Ukraine war live updates: Power out in Kyiv, key cities after energy strikes - The
Washington Post)

October 31 - The White House convenes the Second International Counter Ransomware
Initiative (CRI) Summit October 31-November 1, 2022. Representatives of 36
countries and the EU attend. “Throughout the Summit, CRI and private sector
partners discussed and developed concrete, cooperative actions to counter the
spread and impact of ransomware around the globe,” a White House fact sheet
reports. (FACT SHEET: The Second International Counter Ransomware Initiative
Summit | The White House)

October 31 - The Record publishes an interview with the deputy manager of Latvia’s CERT
in which he describes the range of attacks his country has encountered from pro-
Kremlin hacktivists such as Killnet, XakNet and FuckNet. He says their collective
impact has been unimpressive. “Russian hacktivists are a PR project, not talented
hackers,” he says. Of greater concern are possible attacks by APT groups. To
counter these threats, Latvia has two CERTSs - one focusing more on government
systems and critical infrastructure, the other on military networks. (Latvia’s

cyberspace faces new challenges amid war in Ukraine - The Record by Recorded
Future)

October 31 - Radio Free Europe posts an article about a day in the life of a drone operator
in Ukraine’s military. It notes that hundreds of drone operators are being trained
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every month and a large cohort of volunteers are constantly raising funds to buy
more units. The article goes on to describe the daily routine of a drone pilot: “On a
typical flight day, they'll fly their camera-equipped drone over Russian positions,
bring it back to their lines, and return to their base to upload their flight camera's
data into their computers. The team then begins the painstaking process of
identifying the location of Russian vehicles and bases. In order to find Russia's often
well-camouflaged equipment in their footage, they first use artificial intelligence to
identify square objects. They then pore over the footage for hours, examining it
closely for signs of targets.” (Near The Front, Ukraine's Drone Pilots Wage A Modern
War On A Shoestring Budget (rferl.org))

November - Aurélio Blanquet, secretary general of the European Energy Information
Sharing and Analysis Center, tells a conference in Brussels that based on recent
cyberattacks in 2022, “We can talk about a weaponization of the energy sector.”
(European Electricity Sector Lacks Cyber Experts as Ukraine War Raises Hacking Risks

(wsj.com))

Early November - Tehran and Moscow strike a deal to build large numbers of weaponized
drones inside Russia, according to unnamed officials from two countries monitoring
the negotiations who are cited in a later report by the Washington Post. (Iran will
help Russia build drones for Ukraine war, officials say - The Washington Post)

November 1 - A Russian court fines the Wikipedia Foundation 2 million roubles ($32,600)
for not deleting items about the Ukraine war as demanded by Russia, according to
Stanislav Kozlovsky, head of the foundation's Russia chapter. He indicated the
foundation would appeal. (Russia fines Wikimedia Foundation over Ukraine war
entries | Reuters)

November 1 - The British Foreign Office provides first-ever confirmation that GCHQ has
been helping Ukraine with cyber defense assistance. Announcing the annual review
of the National Cyber Security Centre (NCSC), Foreign Secretary James Cleverly
comments that Britain has been utilizing its “world-leading expertise to support
Ukraine’s cyber defenses. Together, we will ensure that the Kremlin is defeated in
every sphere: on land, in the air and in cyber space.” (UK boosts Ukraine's cyber
defences with £6 million support package - GOV.UK (www.gov.uk); UK government
confirms its intel agency is helping to defend Ukraine - The Record by Recorded
Future)

A BBC report today provides more information, based mostly on unnamed
sources. Among other details is that the U.K. so far has spent £6 million defending
Ukraine in cyberspace. One named source, Leo Docherty, Europe minister at the
Foreign Commonwealth and Development Office (FCDO), tells the outlet: “We
brought some of our expertise to bear on helping them defend from what has been a
daily onslaught of cyberattacks from Russia since the start of the invasion.” The
article adds that the FCDO has been the agency providing the support, “with officials
saying it has led the way amongst allies in providing specialist expertise.” (Ukraine
War: UK reveals £6m package for cyber defence - BBC News)
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November 2 - Blackberry reports that a threat actor called RomCom is running a series of
attacks exploiting SolarWinds, KeePass, and PDF Technologies. The BlackBerry
Threat Research and Intelligence Team discovered the activity while investigating a
previously known threat actor, RomCom RAT, which was targeting Ukrainian
military entities. “While Ukraine still appears to be the primary target of this
campaign, we believe some English-speaking countries are being targeted as well,
including the United Kingdom .... Given the geography of the targets and the current
geopolitical situation, it's unlikely that the RomCom RAT threat actor is cybercrime-
motivated.” (RomCom Threat Actor Abuses KeePass and SolarWinds to Target
Ukraine and Potentially the United Kingdom (blackberry.com))

November 3 - Mykhailo Federov, head of Ukraine's digital transformation ministry, tells a
news conference that he trusts Elon Musk to continue supporting Ukraine’s access
to Starlink services. “[W]e had a conversation with him about it, so we do not see a
problem in this regard.” However, he adds that Ukraine will also be seeking
additional providers. (Ukraine trusts Musk's Starlink but looking for other providers

too | Reuters)

November 3 - Microsoft’s Brad Smith pledges more than $100 million in additional aid to
Ukraine’s “extraordinary” effort to counter the Russian invasion. The financial
assistance will extend to the end of 2023, Smith tells the annual Web Summit
conference in Lisbon, and will bring Microsoft’s total support to Ukraine since
February to $400 million. (Notably, Smith is accompanied at the announcement by
Ukraine’s Mhkhailo Fedorov, who the same day is reported to be seeking providers
of communications systems other than Starlink - see entry above.) (Microsoft
extends aid for Ukraine’s wartime tech innovation (c4isrnet.com))

November 3 - IT Army hackers break into Russia’s Central Bank, releasing 27,000 files on
the bank’s operations, security policies, and other information. A data security
analyst calls it a “treasure trove with insights and stories that could have
catastrophic consequences for Russia.” Bank officials pooh-pooh the incident,
claiming “not a single information system of the Bank of Russia has been hacked.”
(Ukrainian hacktivists claim to leak trove of documents from Russia’s central bank -
The Record by Recorded Future; The CyberWire, 11-8-2022)

November 3 - The European Union Agency for cybersecurity (ENISA) releases its 10th
Threat Landscape report, identifying threats, trends, and mitigation measures. The
150-page report notes: “The Russia-Ukraine crisis has defined a new era for
cyberwarfare and hacktivism, its role, and its impact on conflicts. States and other
cyber operations will very likely adapt to this new state of affairs and take
advantage of the novelties and challenges brought about by this war. However, this
new paradigm brought by the war has implications for international norms in
cyberspace and, more specifically, for state sponsorship of cyberattacks and against
targeting critical civilian infrastructure. Due to the volatile international situation,
we expect to observe more cyber operations being driven by geopolitics in the near
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to mid-term future. The geopolitical situation might trigger cyber operations and
potentially damaging cyberattacks. Consequently, a destabilized situation and
continued threshold exceedance in terms of malicious cyber activity may also lead
to more resulting damage.” (“ENISA Threat Landscape 2002")

November 3 - The Carnegie Endowment for International Peace puts out a report,
“Evaluating the International Support to Ukrainian Cyber Defense.” Focusing on the
defense of Ukraine’s digital networks, the report draws on interviews with private
sector experts as well as Ukrainian government sources. Author Nick Beecroft also

offers five lessons gleaned so far. (Evaluating the International Support to Ukrainian
Cyber Defense - Carnegie Endowment for International Peace)

November 4 - The FBI puts out a Private Industry Notification on hacktivism intended to
ask organizations to take recommended steps to minimize the impact of any attacks.
The posting includes the comment: “Coinciding with the Russian invasion of
Ukraine, the FBI is aware of Pro-Russian hacktivist groups employing DDoS attacks
to target critical infrastructure companies with limited success.” The notice adds
that these “generally opportunistic attacks” tend to have “minimal operational
impact” but the perpetrators “will often publicize and exaggerate the severity of
these attacks on social media.” (221104.pdf (ic3.gov))

November 4 - The Defense Department announces it will provide additional drones to
Ukraine. In addition to 700 Switchblade “one-way” unmanned aerial systems (UAS)
already committed, the U.S. will send 1,100 Phoenix Ghost systems, or kamikaze
drones, as part of a new $400 million security assistance package announced Friday.
DefenseScoop reports that DOD will buy the Phoenix Ghosts from industry with
Ukraine Security Assistance Initiative (USAI) funds, a process that generally takes
longer than using presidential drawdown authority to take them from DOD stocks.
(US more than doubling its commitment of Phoenix Ghost kamikaze drones to
Ukraine (defensescoop.com))

November 5-6 - Killnet attempts several DDoS attacks against the websites of state
intelligence agencies in Estonia, Poland, Romania, Bulgaria, and Moldova. The
impact is reportedly brief and insignificant. Cybersecurity experts tell The Record
that Killnet's level of sophistication is relatively low and that media accounts tend to

blow up its impact. (Killnet targets Eastern Bloc government sites, but fails to keep
them offline - The Record by Recorded Future)

November 7 - Breaking Defense publishes an October interview with Estonian Defense
Minister Hanno Pevkur on the lessons of the war in Ukraine. Opening with a
comment on Russia’s general conventional approach to combat, he remarks: “First
lesson is that the strategy, or mostly the tactics, from the Russian army hasn’t
changed since the Second World War.” Asked if Russia’s cyber capabilities have been
exaggerated, he replies: “The threat is still there, and the capabilities are still there.
So this is something you know that — I always say that with cyber attacks, it can
cause more problems for societies, for civil societies, [than with] conventional
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attacks. Because with a cyber attack, you can basically take down the electricity or
the energy supply for the whole of Kyiv. With the bombing you can take down
maybe a part of the city. So in that sense, the cyber threat is something we cannot
avoid and we have to be ready for that. But I also believe that in tackling the cyber
threats, it is very, very crucial and very, very important to make a good cooperation
with the civil forces, with the private contractors. And of course, I also believe that
every infrastructure company has to be ready to tackle all kinds of cyber threats.
Because it’s just unimaginable what you can do with the cyberattack.” (Estonia's
defense minister on Ukranian lessons, future investments and Russia's cyber threat
- Breaking Defense)

November 9 - Ukraine’s SSSCIP posts a warning: “The experts of the Computer Emergency
Response Team of Ukraine CERT-UA detect mass emails containing malicious links
allegedly on behalf of the State Service of Special Communications and Information
Protection of Ukraine. This activity is attributed to the UAC-0010 group
(Armageddon) ... The CERT-UA emphasizes that the emails are being spread using
the @mail.gov.ua service. It means that the criminals are getting increasingly
scrupulous in disguising themselves as Ukrainian public officials.” The notice
continues: “The UAC-0010 (Armageddon) hacking group is associated with russia’s
Federal Security Service (FSB). They are among the most active groups that have
been attacking Ukraine since the beginning of russia’s full-scale military invasion of
Ukraine. Criminals are usually exploiting topics that are sensitive and important for
Ukrainians.” (State Service of Special Communications and Information Protection
of Ukraine (cip.gov.ua))

November 9 - France releases an “intermediate version” of its planning document
“National Strategic Review 2022.” The opening section assessing the strategic
environment begins: “Russia’s invasion of Ukraine on 24 February 2022 represents
a strategic shift. On the one hand, combined with other structural developments, it
confirms the observation of changes in the threat assessment described in the 2017
national defence and security strategic with you, updated in 2021. On the other, it
calls for an adaptation of our strategic response to build up our moral strength and
resilience, consolidate our alliances and accelerate the modernisation of our defence
mechanisms.”

Among other notable statements, the document dismisses the utility of cyber
deterrence: “There is no way to envisage a cyber shield that would thwart any
cyber-attack on France, but strengthening its level of cyber security is essential to
prepare the country for more cyber threats. Similarly, the application of a deterrent
approach in cyberspace that would force any attacker to restrain himself against
France is illusory.” The answer, it continues, is to improve cyber resilience and to
“mobilise all the levers of the State, both European and international ... to make
cyberattacks particularly costly for the attackers.” (national-strategic-review-
intermediate-version-1.pdf (sgdsn.gouv.fr))
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November 9 - Switzerland releases a provisional version of its annual threat assessment
report, which includes the following discussion of the cyber component (slightly
modified Google translation):

“In the cyber domain, the main threat to critical infrastructures comes from
criminal groups, as evidenced by the sharp increase in the number of attacks
perpetrated by means of ransomware in Switzerland and abroad. The tools
necessary for such acts can be acquired from specialized criminal suppliers. There is
a competitive market in this area of suppliers who, subject to pressure on prices,
sometimes go so far as to openly promote their offer.

“While most of the observed cyberattacks are launched for financial reasons,
other motives should not be excluded. Violent extremism, terrorism, intelligence
activities or power politics can also cause it. Pursuing objectives of another nature,
the perpetrators of these acts can go as far as sabotage.

“So far, the war in Ukraine has confirmed that in the context of armed
conflicts, cyber means are above all used in a support function. They aim to reduce
the adversary's military capabilities and damage critical infrastructure. Given
international interdependencies, such cyberattacks can also cause collateral damage
and therefore indirectly affect Swiss facilities.

“Threats to critical infrastructure do not only come from cyber means:
physical attacks are also possible for similar motives. Moreover, any conventional
war between industrialized countries threatens a multitude of critical
infrastructures and can have direct repercussions on Switzerland, as illustrated by
the case of the Zaporizhia nuclear power plant in Ukraine.”

(73756.pdf (admin.ch))

November 9 - The Financial Times posits some lessons of the Ukraine experience. Among
other experts, the paper quotes Yurii Shchyhol, head of Ukraine’s cybersecurity
agency: “The key elements of [Ukraine’s] cyber [defense] are: sufficient funding at
the national level [and] at private companies managing critical infrastructure; cyber
hygiene at all levels; and extensive international cooperation.” He adds that “threat
indicators” and joint training exercises are “the two primary aspects of the collective
cyber security system.” (What Ukraine’s cyber defence tactics can teach other
nations | Financial Times (ft.com))

November 10 - The “NATO Cyber Defense Pledge Conference 2022” takes place in Rome.
Anne Neuberger, deputy national security adviser for cyber and emerging
technologies at the White House and Nate Fick, ambassador at large for cyberspace
and digital diplomacy, attend. Among other comments, Neuberger notes that
“Ukraine has in many cases been able to successfully defend against sophisticated
cyberattacks due to the work that was done before the Russian invasion.” (White

House cyber official advocates nimbler NATO to confront digital threats
(cyberscoop.com))

November 10 - Microsoft updates its blog, concluding that the threat actor IRIDIUM
(described as “publicly overlapping with Sandworm”) “very likely” was behind a
series of attacks using the “Prestige” ransomware. “The Microsoft Threat
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Intelligence Center (MSTIC) has identified evidence of a novel ransomware

campaign targeting organizations in the transportation and related logistics

industries in Ukraine and Poland utilizing a previously unidentified ransomware

payload. We observed this new ransomware, which labels itself in its ransom note

as “Prestige ranusomeware”, being deployed on October 11 in attacks occurring

within an hour of each other across all victims.” Microsoft continues:

= “The enterprise-wide deployment of ransomware is not common in Ukraine, and
this activity was not connected to any of the 94 currently active ransomware
activity groups that Microsoft tracks

= “The Prestige ransomware had not been observed by Microsoft prior to this
deployment

= “The activity shares victimology with recent Russian state-aligned activity,
specifically on affected geographies and countries, and overlaps with previous
victims of the FoxBlade malware (also known as HermeticWiper)”

(Microsoft attributes ‘Prestige’ ransomware attacks on Ukraine and Poland to

Russian group - The Record by Recorded Future)

November 11 - CERT-UA posts information about a recent ransomware incident involving

software called Somnia (Google translation): “The Government Computer
Emergency Response Team of Ukraine CERT-UA has taken measures to investigate
the information security incident, which resulted in a violation of the integrity and
availability of information due to the use of malicious software Somnia.
Responsibility for unauthorized interference in the operation of automated systems
and electronic computers of the target of attack was assumed by the group FRwL
(aka Z-Team), whose activity is monitored by CERT-UA by the identifier UAC-0118.
(CERT-UA)

November 11 - Reuters reports: “The German government has earmarked an extra 1

billion euros ($1.03 billion) from its 2023 budget to support Ukraine, with money
allocated to defending against Russian cyberattacks and collecting evidence of war
crimes.” The issue is part of an increasingly hot political debate over whether to
increase aid to Ukraine, with the new allocation counted as a win for the Greens, the
coalition party that has been the most active supporter of helping the embattled
country. (Germany allocates extra 1 bln euros to Ukraine cyber-defence,
documenting war crimes | Reuters)

November 13 - The Wall Street Journal reports that Russia’s troop mobilization has created

a measurable “drag” on the country’s economy, particularly in the tech sector where
about one quarter of the IT work force has reportedly left the country. (Departure of
Tech Workers Weighs on Russian Economy - WSJ)

November 14 - Lawfare posts a podcast interview with Ukraine’s deputy minister of digital

transformation, Georgii Dubynski, recorded on November 10 at a Hewlett grantee
convening. Dubynski discusses the origins and mission of his agency, describes the
range of Russia’s attacks since 2014, and assesses the effectiveness of both Russian
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and Ukrainian cyber operations. (The Lawfare Podcast: Georgii Dubynskyi on
Ukraine’s Cybersecurity - Lawfare (lawfareblog.com))

November 14 - Killnet posts an item on its Telegram channel saying they have attacked a
section of the FBI's website. The impact is unclear and the FBI has not yet provided
comment. Another entity, RADIS, is reportedly tied to the event; its connection to
Killnet is not known. (Russian Hackers Claim Cyber Attack On FBI Website
(newsweek.com))

November 14 - CIA Director William Burns and Russian foreign intelligence chief Sergei
Naryshkin meet in Turkey, reported to be the highest-level bilateral contact since
Russia’s invasion of Ukraine. Naryshkin and U.S. Chargé d’Affaires in Moscow
Elizabeth Rood tell RIA news agency no negotiations took place. Naryshkin adds: “I
can note that the most frequently used words at this meeting were ‘strategic
stability’, ‘nuclear security’, ‘Ukraine’ and ‘Kyiv regime’.” It is not clear whether the
two spy chiefs discussed cyber issues. (Putin's spy chief says he discussed Ukraine

with CIA director | Reuters)

November 15 - An explosion in the Polish village of Przewodow kills two people. Initial
reports, including from a senior U.S. intelligence official, point to Russia as the
culprit but later information increasingly suggests it was probably an errant
Ukrainian air defense missile, as Polish President Andrzej Duda himself remarks the
following day. President Joe Biden tells journalists “it is unlikely” the missile came
from Russia, based on analyses of its trajectory. (The Cipher Brief, 11-20-2022)

November 16 - Volodymyr Zelensky suggests that members of the G20 learn from
Ukraine’s experiences in cyber defense. After briefly describing his country’s
approach, he says: “If you or your allies and partners do not already have such a
system and such digital protection, we will be happy to help you build them!” He
adds that cyber defense is about “cooperation.” (Zelensky speech — Official website
of the President of Ukraine)

November 16 - Mieke Eoyang, deputy assistant secretary of defense for cyber policy, tells
an Aspen Cyber Summit that Russia has “underperformed expectations” in Ukraine.
“I think we were expecting much more significant impacts than what we saw.” Part
of the explanation, she suggests, could be that Russia underestimated how long it
takes to prepare for cyber operations ahead of a military engagement: “What you
see in the data is the fact that Russia was not prepared for the conflict to go on as
long as it did.” (Russia’s cyber forces ‘underperformed expectations’ in Ukraine:
senior US official | The Hill; The Aspen Institute Cyber Summit

(aspencybersummit.org))

November 16 - Further comments by Mieke Eoyang, deputy assistant secretary of defense
for cyber policy at the Aspen Cyber Summit delve into the Pentagon’s current
takeaways from the war in Ukraine. Eoyang’s remarks are reported in detail by
Mark Pomerlau in a DefenseScoop article the same day. “This is a really important
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conflict for us in the Department of Defense to understand,” Eoyang says, “because
what you're seeing is a cyber-capable adversary bring those capabilities to bear in
the context of an armed conflict.” “One of the things that we’re seeing is the context
of the armed conflict dwarfs the cyber impacts of that.” “Things the Russians tried to
disrupt via cyber ... did not have the strategic impact that they wanted. They sought
to destroy those things physically.” “When you think about the cybersecurity of data
centers, for example, it’s not just about patching and closing those things. It is about
the physical security of those data centers. It is about whether or not those data
centers are within the range of Russian missiles. Ukrainian colleagues that I had the
privilege of meeting with, had a very different physical and visceral reaction to data
centers that were above ground than that I think they would have had prior to the
conflict. I think we have to think about it very differently.”

Pomerlau writes: “The war has also introduced the specter of non-state
actors — on both sides — that can have a much larger impact in the operating
environment. Unlike the insurgencies the U.S. saw during the wars in Afghanistan
and Iraq where in some cases ordinary citizens took up arms, the Ukraine conflict is
demonstrating that non-state actors also wield significant capability in the cyber
realm.”

According to Eoyang, “In cyber, you do see non-state actors who have
capability that can rival that of state actors. It does mean that it becomes a very
complicated thing to defend against.” “One of the assumptions that I think those of
us who work in traditional theories of armed conflicts have to understand is
different about cyber [is] whereas in regular warfare, offensive capabilities are held
monopoly to the state — you don’t have a lot of non-state actors who have theater
missile defense systems or theater missile systems.” As DefenseScoop notes, that is
not the case with cyber. (How the war in Ukraine is forcing DOD to think differently
about armed conflict and cyber's impact (defensescoop.com); The Aspen Institute
Cyber Summit (aspencybersummit.org))

On a related point, Eoyang spotlights the connection between kinetic conflict
and cybersecurity. “When you think about cybersecurity as a risk-managed exercise,
and one of the risks you are trying to manage in the context of that is armed conflict,
you have to think very differently about what you are dealing with ... When you
think about the cybersecurity of data centers, for example, it is not just about
patching and closing those things. It is about the physical security of those data
centers. It is about whether or not those data centers are within the range of
Russian missiles.” (Data centers are physical and digital targets, says Pentagon’s
Eoyang (c4isrnet.com))

November 16 - Mieke Eoyang, deputy assistant secretary of defense for cyber policy, also
discusses the information environment in Ukraine during remarks at the Aspen
Cyber Summit. A notable lesson from the conflict is that Ukrainians have managed to
fend off a superior Russian capability in the information sphere. “We also now have
to think about what it means for Ukrainians to be able to continue to communicate
with the world. Because the ability of average Ukrainians to tell their story on
TikTok, on Twitter, on Facebook, to share video of what has happened to them has
denied Russia the information environment that they want to prosecute this
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conflict,” Eoyang says. “You can see Russia trying to take away from Ukraine the
ability to control its own fate and its [digital] traffic by trying to reroute traffic
through Russia as they take over territory.” According to DefenseScoop, Eoyang
adds that the fact that ordinary citizens can post their stories online marks a
significant difference from other conflicts. (How the war in Ukraine is forcing DOD
to think differently about armed conflict and cyber's impact (defensescoop.com);

The Aspen Institute Cyber Summit (aspencybersummit.org))

November 16 - The Wall Street Journal reports on the findings of the Independent Anti-
Corruption Commission, a Kyiv-based NGO, that an estimated three-quarters of the
components of Iranian drones brought down in Ukraine were manufactured by
Western companies. Ukrainian forces recently managed to hack a Mohajer-6 drone
and land it intact, the paper reports. The U.S. government is said to have begun an
investigation. (Ukrainian Analysis Identifies Western Supply Chain Behind Iran’s

Drones - WSJ)

November 17 - CyberScoop reports that a revised version of the Trump-era National
Security Policy Memorandum-13, which granted the U.S. military expanded
authorities regarding the conduct of operations in cyberspace, is on its way to
President Biden for review. After a several-month interagency process, according to
sources, the updated draft document reportedly would allow the Defense
Department to retain broad powers to launch cyber operations but would also
require advance White House notification and the opportunity for agencies to
register concerns with what is being planned. Supporters of DOD’s enhanced ability
to conduct operations say NSPM-13 has produced tangible results in Ukraine while
critics have flagged the potential for adverse impacts on human rights, diplomacy,
and private-sector infrastructure, CyberScoop notes. (Biden set to approve
expansive authorities for Pentagon to carry out cyber operations (cyberscoop.com))

November 18 - Cyber Partisans, the Belarusian hacktivist group, announces on Twitter and
Telegram that it has hacked the Russian General Radio Frequency Center (GRFC), a
component of Russian telecommunications agency Roskomnadzor. “The work of the
chief Kremlin censor has been disrupted,” the group claims. “We also have a huge
amount of material proving large-scale surveillance on the network and attempts to
establish total control over everyone who has spoken out against the Putin regime
over the past 20 years.” The GRFC confirms the attack but denies that any employee
workstations have been encrypted. (Risky Biz News, 11-20-2022)

November 18 - Click Here, a production of The Record Media, posts a podcast with
representatives of the Cyber Defense Assistance Collaboration (CDAC), a group of
representatives of several large Western cyber firms and nongovernmental
organizations that has existed since 2009. The program discusses what it took - the
Russian invasion of Ukraine - to finally push forward the idea of public-private
partnerships in cybersecurity. (EXCLUSIVE: Rounding up a cyber posse for Ukraine -
The Record by Recorded Future; The Network — CDAC Network)
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November 19 - Olga Stefanishyna, Ukraine’s deputy prime minister for European and Euro-
Atlantic integration, voices concerns over Elon Musk’s reliability as a guarantor of
Starlink services to Ukraine. Speaking to reporters at the Halifax International
Security Forum, she says: “We have the Twitter guarantee of Elon Musk that he’s
going to finance [Starlink], and he talked to our minister of digital transformation, so
we consider it as a deal.” But she adds that Twitter is already becoming “the major
source of manipulation” [as rendered by Breaking Defense] under Musk, who is
“test[ing] the manipulation limits he can use ... Given this huge range of instability in
the position of SpaceX CEO, from willingness and then to unwillingness to continue
financial support [of Starlink], we’re doing, sort of, a contingency planning for
ourselves.” (Top Ukrainian official raises concerns about Elon Musk's 'manipulation’
of information - Breaking Defense)

November 20 - Foreign Policy online publishes a piece titled “Billionaires Won’t Save
Ukraine’s Internet.” It examines the experience Ukraine has had with Elon Musk and
Starlink (see various entries above). Although Musk’s initial involvement was widely
deemed extraordinarily important for Ukraine, the authors take a critical stance on
his subsequent public actions and comments - while simultaneously drawing
lessons for other conflicts. “Musk’s mercurial internet persona and the inconsistency
of his support for Starlink terminals in Ukraine expose the disadvantages of relying
on private actors for sustainable connectivity solutions in a rapidly changing
geopolitical climate. Fighting wars has always involved gaining control over the
enemy’s communication infrastructure, and we can expect adversarial connectivity
to be an issue in future armed conflicts. Building a truly resilient internet requires
states to invest in reliable infrastructure and modern cyberdefense that is proofed
against attacks by adversaries—and contradictory takes from uninformed Twitter
users.” (Ukraine Can't Depend on Musk and SpaceX's Starlink for Internet

(foreignpolicy.com))

November 21 - Slovak security firm ESET Research detects a new ransomware active in
Ukraine that it calls #RansomBoggs. The company notifies Ukraine’s cyber
authorities. ((10) ESET Research on Twitter)

November 21 - Reuters posts an interview with retired U.S. General Ben Hodges,
commander of U.S. Army forces in Europe from 2014-2017, who argues that
protecting major infrastructure from cyberattacks is as crucial as setting up missile
defenses. He says the NotPetya attack of 2017 “was when I realized how vulnerable
we are. If we can’t use [the port of] Bremerhaven, it will be very difficult for the
United States to reinforce and to fulfil its part of operation plans.” (Cyber as
important as missile defences - ex-NATO general | Reuters)

November 22 - Killnet announces it has hit the official website of the Prince of Wales,
among other targets, prompting media responses downplaying the magnitude and
seriousness of the DDoS attacks. (Killnet DDoS hacktivists target Royal Family and
others (computerweekly.com))
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November 22 - Oleksandr Potii, deputy chairman of Ukraine’s SSSCIP, tells Politico about
what he calls a new approach to cyberattacks - one that targets Ukrainian popular
morale. “Classic cyberattacks, phishing, distributed denial-of-service (DDoS) threats,
ransomware on critical infrastructure, these cyberattacks continue, but we have a
new method of cyberattack: to influence political processes, social processes, civil
society and political society. To destabilize the social-political situation in different
countries, cities, and regions” around the world. “The most worrying impact is that
due to these attacks, there is an influence on the public, public opinion and feelings.
Destabilization of the sociopolitical situation in the country and in the regions is
actually the aim of these attacks,” he says. “This is the direction of cyberattacks now
and in the future.” (Russia’s online attacks target Ukrainians’ feelings - POLITICO)

November - Meta releases a “Quarterly Adversarial Threat Report” for the third quarter of
2022. The report includes data on fake accounts tied to the U.S. military, as reported
by Graphika and the Stanford Internet Observatory on August 24, 2022 (see July-
August entry above). The activity includes “39 Facebook accounts, 16 Pages, two
Groups and 26 accounts on Instagram.” “About 22,000 accounts followed one or
more of these Pages, about 400 accounts joined at least one of these Groups and
around 12,000 accounts followed one or more of these Instagram accounts.”
“Although the people behind this operation attempted to conceal their identities and
coordination, our investigation found links to individuals associated with the US
military.” (Quarterly-Adversarial-Threat-Report-Q2-2022-1.pdf (fb.com))

November 22 - Sixteen U.S. Senators write a letter to Secretary of Defense Lloyd Austin
expressing concern over reports the Biden administration has turned down
repeated requests by Ukraine for MQ-1C Gray Eagle drones. (Text of letter, 11-22-
2022)

November 22 - The Bell, an outlet with the Twitter description “The most important
politics and business stories from Russia,” posts the results of an investigation into
the background and personnel behind the anonymous Telegram channel “Rybar,”
which reportedly has 1.1 million followers. “Of all the pro-Russian channels, Rybar
is the most important source of information for analysts and the media.” The article
says that Rybar’s data “is regularly used by CNN and Bloomberg.” (Unmasking
Russia’s influential pro-war ‘Rybar’ Telegram channel — The Bell — Eng)

November 23 - The European Parliament passes a resolution declaring Russia a state
sponsor of terrorism, reported as a significant if purely symbolic vote.
(www.europarl.europa.eu; European Parliament declares Russia a ‘state sponsor of
terrorism’ as Putin launches fresh attacks on Ukraine - POLITICO)

November 23 - Shortly after the European Parliament’s vote on Russia, EP President
Roberta Metsola tweets: “The @Europarl_EN is under a sophisticated cyberattack. A
pro-Kremlin group has claimed responsibility. Our IT experts are pushing back
against it & protecting our systems. This, after we proclaimed Russia as a State-
sponsor of terrorism.” ((10) Roberta Metsola on Twitter)
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November 23 - Russian forces launch a new round of missile strikes against Ukraine and
neighboring Moldova. NetBlocks tweets: “Confirmed: #Ukraine is in the midst of a
nation-scale power blackout with high impact to internet access; live metrics show
national connectivity now at 35% of previous levels after the second barrage of
targeted missile Russian attacks in a week.” The group adds that the missile attack
“has impacted most regions.” (Internet disruptions registered as Russia moves in on
Ukraine - NetBlocks)

November 23 - Reflecting another unanticipated side effect of the digital age, Bellingcat
offers a guide on “How to Maintain Mental Hygiene as an Open Source Researcher.”
Noting the upside of the significant rise in public interest in exposing topics like war
crimes in Ukraine, the outlet warns that researchers are likely to confront images
that are “extremely graphic: they show the painful, disfiguring effects that war has
on human bodies, cities and nature.” More than that, Author Giancarlo Fiorella
points out that “certain sounds, hateful text, or far-right imagery” can also have a
very negative impact especially over time and he provides several tips for building
mental and emotional “resilience.” (How to Maintain Mental Hygiene as an Open
Source Researcher - bellingcat)

November 24 - The Czech National Cyber and Information Security Agency announces it is
in the final stages of drafting legislation aimed at minimizing risks associated with
third party suppliers of information and communications technology. The legislation
follows numerous attacks on critical infrastructure in recent years. (National Cyber
and Information Security Agency - The Czech Republic enters the final phase of

drafting legislation to reduce the risks associated with suppliers of information and
communication technology. (nukib.cz))

November 25 - Fortune reports that Yandex, “Russia’s Google,” wants to sell off its Russian
businesses and “flee the country” in order to avoid Western sanctions. One observer
points out the potential impact for Russia given Yandex’s advanced R&D work on Al
and robotics, among other things. (November 26, 2022 - by the grugq - The Info Op
(substack.com; Yandex to sell Russian businesses, flee country with its best tech |

Fortune)

November 25 - The Times of London posts a piece on the rising prominence of drone
warfare, noting that some 40 countries have drone forces, a function of the obvious
benefits of relatively low costs and the protection of remote operation. (Drones over

Ukraine are reinventing war | Comment | The Times)

November 25 - Ukrainian officials announce that Iranian military advisers have been killed
in Crimea.

November 25 - Australia’s Treasurer Jim Chalmers announces his government will begin to

be more discriminating about who it allows to invest in the country’s important
critical minerals sector. “Foreign investment is a good thing when it’s in our national
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interest,” he says, noting that Russia’s invasion of Ukraine has underscored the
benefits of not having to rely on a dominant supplier. (Australia to become 'more
assertive' on foreign investment in critical minerals | Reuters)

November 28 - The Cyber National Mission Force releases a brief overview of its “hunt
forward” operation in Ukraine in late 2021 and early 2022. “In addition to
conducting a hunt forward on the ground, the team provided remote analytic and
advisory support using new and innovative techniques, and conducted network
defense activities aligned to critical networks.” (Before the Invasion: Hunt Forward

Operations in Ukraine > U.S. Cyber Command > News)

November 28 - NSA cybersecurity director Rob Joyce gives a lengthy interview to Politico’s
Morning Cybersecurity. Touching on Ukraine, Joyce says Moscow has been “pretty
specific” with respect to offensive hacking and have tried to “constrain[] their
impacts inside Ukraine.” He sees the Viasat hack as something of an exception that
proves the point because even though it had effects beyond Ukraine’s borders it was
still “very much confined to the near-abroad of the Ukrainian conflict.” (NSA cyber
director talks threats, opportunities - POLITICO)

November 28 - NATO’s “flagship” annual cyber exercise begins in Tallinn. Cyber Coalition
2022 runs through December 2. Twenty-six member states participate including
representatives from the private sector and academia. Col. Bernd Hansen, branch
head for Cyberspace at NATO Allied Command Transformation, tells Politico that
against the backdrop of the war in Ukraine, “There is a level of seriousness added;
it's not anymore so fictitious. It has become quite obvious those things [kinetic
strikes and cyberattacks] are happening in reality.” (Exercise Cyber Coalition 2022
Concludes in Estonia :: NATO's ACT; NATO prepares for cyber war - POLITICO)

November 29 - Reuters writes that a U.S.-Russian “deconfliction line” of communication on
Ukraine, set up in March 2022, has been used once since Russia’s invasion. The
report provides no details as to when or why it happened. The line is one of several
modes of communication the two countries’ militaries have. This one, roughly
equivalent to the hotline of Cold War days, runs between the U.S. European
Command and Russia's National Defense Management Center, the report says.
Former U.S. Ambassador to Moscow Alexander Vershbow tells Reuters the line is
intended to focus on daily operations rather than strategic discussions. He compares
it to the communication link in use in connection with the conflict in Syria.
(Exclusive: U.S., Russia have used their military hotline once so far during Ukraine

war | Reuters)

November 29 - A paper entitled “Sludge for Good” by four experts including two from NSA
proposes inverting the concept of “sludge,” one usually bearing negative
connotations, and using it to “maximize” perpetrators’ time and resources, thus
raising the costs of an attack. The authors use the example of financial sanctions
against Russia after its February invasion of Ukraine as a case of “successfully
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imposed cost, both monetary and psychological,” which they say has hindered some
attacks. (2211.16626.pdf (arxiv.org); Investigating Lapsus$ (fedscoop.com))

November 30 - AvengerCon VI]I, billed in a media report as “This year’s premier military
hacker conference,” convenes today and December 1. Conference co-organizer Capt.
Jacob Heybey tells DefenseScoop the informal theme will be crowdsourcing conflict,
adding, “the Ukraine conflict was at the top of our minds when we picked this theme
out — and the various efforts of the Ukrainian IT army and folks doing OSINT
publicly on Twitter and the general phenomenon of people affecting global events as
a general public.” (AvengerCon military hacker conference to examine
‘crowdsourcing conflict’ (defensescoop.com))

November 30 - The Vatican’s website suffers a DDoS attack. The Catholic News Agency
notes that the perpetrators’ identity is unclear but that “the apparent attack” on the
Vatican’s “aging” main site “comes a day after Russian leaders criticized Pope
Francis for comments he made about Russia’s war in Ukraine in a recent interview.”
(Risky Biz News: CryWiper hits Russian courts and mayor offices in data-wiping

attacks (substack.com); The Vatican says it's been hacked — again | Catholic News
Agency)

November 30 - Moldova and Ukraine experience interruptions in electricity service and the
Internet after Russian strikes against Ukraine’s energy infrastructure. More than
half of Moldova lost electricity and Ukraine’s Internet availability decreased by
almost 65%. (Ukraine and Moldova suffer internet disruptions after Russian missile
strikes - The Record by Recorded Future)

November 30 - The Wall Street Journal prints an interview with a former hacker who
operated from Russia in the 2000s and who now monitors Russian ransomware
activity for Recorded Future Inc. Danny Smilyanets tells the outlet: “When Russia
attacked Ukraine, some groups there declared loyalty to the Russian government.
...Those groups, they consist not only of Russian criminals. They consist of former
Soviet Union bloc citizens, including [from] Ukraine.” He continues: “I don’t see
Russia asking them directly because that’s not what's really happening. What I see, a
lot of groups who made some money with ransomware, they decided to be loyal to
the state and create hacktivism. Instead of making money, they create destruction,
they develop new ransomware payloads that have no intention to decrypt. That’s
malware to disrupt the network, not to ask for ransom. That’s growing,
unfortunately. This war caused a lot of hatred on both sides, people just jumping
into this boat of hacktivism without thinking of consequences.” (Reformed Russian
Cybercriminal Warns That Hatred Spreads Hacktivism (wsj.com))

December 1 - Google announces a series of new commitments to help Ukraine, including
donating 50,000 1-year Google Workspace licenses to the government to help with
protection of data systems, and a $2 million grant and a Google.org Fellowship to the
East Europe Foundation. The announcement coincides with a visit by Ukrainian vice
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prime minister and digital information minister Mykhailo Fedorov to the company’s
offices in Washington, D.C. (New ways we're supporting Ukraine (blog.google))

December 1 - Lawfare posts an analysis of “Private-Sector Cyber Defense in Armed
Conflict” by Stephanie Pell, which includes a focus on the role of Microsoft among
other firms in Ukraine. (Private-Sector Cyber Defense in Armed Conflict - Lawfare
(lawfareblog.com))

December 2 - The EU announces it has finally delivered equipment for a cyber lab, security
software, and hardware to Ukraine’s Armed Forces, under the European Peace
Facility. The support program was announced on December 15, 2021 (see entry).
(Ukraine: EU sets up a cyber lab for the Ukrainian Armed Forces | EEAS Website

(europa.eu))

December 2 - The Washington Post publishes an interview with Mykhailo Fedorov, vice
prime minister of Ukraine and minister of digital information, who supplements
earlier comments and information about Ukraine’s ongoing efforts to manage the
reported thousands of cyberattacks it faces on a daily basis.

Among other points raised, the Post notes that while observers have praised
Ukraine’s effective information efforts, the country has come up against an
unexpected obstacle in Facebook owner Meta, which Fedorov says has blocked the
accounts of media that cover the war. He says his government has reached out to
Meta, and that “[t]he situation is better now than it used to be, but it is still difficult.”
(Ukraine gets by in cyberspace with a little help from its friends - The Washington
Post)

December 2 - PwnAllTheThings posts a lengthy report on successful Russian efforts to use
Telegram to surveil Ukrainians. Building off a Washington Post story about a
Ukrainian resistance fighter named Ihor who was detained and tortured by Russian
forces in Kherson in August, the report details (and theorizes) how lhor’s captors
tracked his Telegram communications with a Ukrainian special forces officer named
“Smoke.” Along the way, the report sharply faults Telegram for allegedly knowingly
maintaining inadequate security protections. (Russia is spying on Telegram chats in

occupied Ukrainian regions. Here's how. (pwnallthethings.com); Stealthy Kherson
resistance fighters undermined Russian occupying forces - The Washington Post)

December 2 - Lawfare posts an analysis by Valentin Weber of the German Council on
Foreign Relations on the benefits and risks associated with “extending weapons
deliveries to the cyber domain.” He argues, among other points, that it is “not yet too
late” for Ukraine “to conclude an agreement with NATO countries that lays out the
provisions for sharing” and points to NATO’s Sovereign Cyber Effects Provided
Voluntarily by Allies (SCEPVA) as a precedent. He adds that “Shipping offensive
cyber capabilities comes with its own set of challenges and risks,” such as making
NATO members “co-belligerents,” which calls for methods to mitigate those
potential problems. (The Benefits and Risks of Extending Weapons Deliveries to the
Cyber Domain - Lawfare (lawfareblog.com))
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December 3 - Ukraine’s Vice Prime Minister Mykhailo Fedorov tweets: “Thanks to
Clearview Al and personally to Hoan Ton-That for the strong ongoing support of
Ukraine. As of now, over 900 people from 7 ua government agencies used Clearview
Al conducting over 125,000 searches. The newest global tech & our bravery — the
win strategy for Ukraine.” The post includes a photo of Fedorov with company CEO
Hoan Ton-That. ((10) Mykhailo Fedorov on Twitter)

December 3 - Microsoft’s Digital Threat Analysis Center reports that “in the wake of
Russian battlefield losses to Ukraine this fall, Moscow has intensified its multi-
pronged hybrid technology approach to pressure the sources of Kyiv’'s military and
political support, domestic and foreign.” The report concludes the aim of the attacks
is to undermine Western political support for Ukraine rattle the confidence of
Ukrainian citizens. Microsoft anticipates several possibilities in the coming months.
Among them are a continuing “cyber offensive” against Ukrainian critical
infrastructure; more incidents outside Ukraine on the model of the recent Prestige
ransomware-style attack in Poland; and “cyber-enabled influence operations”
targeting Europe “in parallel with cyberthreat activity.” (Preparing for a Russian
cyber offensive against Ukraine this winter - Microsoft On the [ssues)

December 5 - Yevgeny Silkin, speaker of the Joint Forces Command for Strategic
Communications of the Armed Forces of Ukraine, asserts that Iranian Shahed-136
kamikaze drones cannot perform properly in very cold conditions because they are
made of plastic and similar materials, according to Ukrainian news outlet UNIAN.
He says that no drone activity has been detected since November 17. (Russia's

Deadliest Drones Not Designed for Winter Cold, Ukraine Claims (newsweek.com))

December 5 - Drones hit two military bases hundreds of miles inside Russia, reportedly in
response to Russia’s missile strikes against Ukrainian infrastructure. Moscow
acknowledges only one of the strikes, in Ryazan, but downplays its impact while
video footage purportedly of the second attack shows evidence of a fireball at the
Engels base near Saratov. Although Ukrainian officials do not claim responsibility,
Zelensky adviser Mykhailo Podolyak posts a suggestive tweet the same day: “The
Earth is round - discovery made by Galileo. Astronomy was not studied in Kremlin,
giving preference to court astrologers. If it was, they would know: if something is
launched into other countries’ airspace, sooner or later unknown flying objects will
return to departure point.” (Ukraine Drones Target Military Bases Deep in Russia,
Showing Expanded Reach - The New York Times (nytimes.com); (9) Muxaiio
[logouask on Twitter)

December 5 - The IT Army’s Telegram channel adds 1,080 new subscribers, as noted by
cyber expert Stefan Soesanto, who adds that “the channel has been losing ~100
subscribers daily since its peak in March 27.” ((9) Stefan Soesanto on Twitter)
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December 5 - Russia has covertly been using U.K. and U.S. organizations to target Ukraine,
according to a new report by cybersecurity firm Lupovis. “The findings from our
study were shocking. The most concerning revealed that Russian criminals have
hijacked the networks [of] UK, US, French, Brazilian and South African businesses,
including a Fortune 500 outfit, and over 15 healthcare organisations to launch
attacks on Ukraine.” Lupovis, based in Scotland, advertises that it uses
nonconventional “cyber deception products” to help companies fend off attacks. In
this case, the firm built five decoys including a “honey files service” designed to lure
Russian threat actors. Some 50-60 attackers targeted the decoys, often “within a
minute of them going live.” Attacks included reconnaissance; attempts to recruit
them into bots; SQL injection; remote file inclusion; Docker exploitation; usage of
leaked Ukrainian credentials; and use of known CVEs, the report says. (Russia
compromises major UK and US organisations to attack Ukraine | Lupovis)

December 5 - Secretary of Homeland Security Alejandro Mayorkas warns in a speech that
“our homeland security has converged with our national security.” As evidence, he
points to the NotPetya incident in 2017 and the Russian attack against U.S. satellite
company Viasat in February 2022, noting that cyberattacks can be initiated “with a
keystroke.” The speech is before the Center for Strategic and International Studies.
(DHS secretary says US faces 'a new kind of warfare' (cyberscoop.com))

December 5 - Recorded Future’s Insikt Group publishes a lengthy report “exposing TAG-
53’s credential harvesting infrastructure used for Russia-aligned espionage
operations.” TAG-53’s infrastructure “likely overlaps with other infrastructure
tactics, techniques, and procedures (TTPs) previously attributed to Callisto Group,
COLDRIVER, and SEABORGIUM, who have been linked to activity aligning with
Russian state interests.” Among its key judgments, Insikt finds: “TAG-53 has used
domains masquerading as organizations across multiple industry verticals, with a
particular focus on government, intelligence, and military industries.” (Message
from Recorded Future)

December 6 - VTB, Russia’s second largest, state-owned bank, reports: “The bank's
technological infrastructure is under an unprecedented cyber attack from abroad ...
The largest not only this year, but in the whole time the bank has operated.” The IT
Army of Ukraine claims credit for the incident. (Russian state-owned bank VTB hit
by largest DDoS attack in its history | Reuters; IT Army of Ukraine on Twitter)

December 7 - U.N. Secretary-General Antonio Guterres announces the U.N. is looking into
charges that Iran has provided drones to Russia and will send relevant findings to
the Security Council. A 2015 UNSC resolution governing the Iran nuclear deal (the
Joint Comprehensive Plan of Action) imposed an arms embargo on Iran until
October 2020, but Western governments have argued that certain military
technologies are still covered until October 2023. Guterres himself recently
reported that [ranian transfers of drones or ballistic missiles with a 300-kilometer
range would require advance approval by the Council. (West presses U.N. chief to
inspect drones used by Russia in Ukraine | Reuters)
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December 7 - The Cyber Defense Review publishes an analysis by Herbert Lin of the use of
offensive cyber operations in the war in Ukraine. The study focuses at length on
questions about cyber’s utility as a coercive tool and a warfighting instrument. (Lin-
Russian Cyber Operations in Ukraine-Cyber Defense Review-2022-fall.pdf)

December 7 - Kim Zetter posts an article on the risks private security firms face in
providing assistance to one or another side in a conflict. Noting that Microsoft,
Mandiant, Cisco, ESET, Recorded Future, and other companies have openly provided
support to Ukraine that would be standard practice in ordinary times, “experts say
the same activities conducted in the midst of war introduces legal complications and
raises the risk that security workers, infrastructure and customer data could
become targets of Russia, who might view them as legitimate military targets.” The
article discusses issues such as how to define a direct participant in a war and
numerous relevant concepts such as “defense vs. offense,” “distinction,” and
“qualified neutrality.” (Security Firms Aiding Ukraine During War Could Be
Considered Participants in Conflict (substack.com))

Matt Tait of PwnAllTheThings (and formerly of GCHQ) posts an item the
following day praising Zetter and her article but disagreeing that executives and
personnel at Western firms run a significant risk of being considered participants in
the Ukraine war. He includes a discussion of various provisions of international law.
(No, Tech Companies and Cybersecurity Firms Aren't Close to Becoming Direct
Participants in the Conflict by Helping Ukraine (pwnallthethings.com))

December 7 - The Kiel Institute, an independent (Federal Government-funded) foundation
in Schleswig-Holstein, updates its informative Ukraine Support Tracker, “a database
of military, financial and humanitarian aid to Ukraine.” Information covers the
period January 24 through November 20, 2022. The site notes that Europe has
recently surpassed the United States in aid commitments to Ukraine with Germany
leading the continent. The EU total is almost 52 billion euros compared to the U.S. at
just below 48 billion euros. (Ukraine Support Tracker | Kiel Institute (ifw-kiel.de))

December 8 - CERT-UA receives information from cybersecurity specialists to the effect
that e-mails have been disseminated with the slug “How to recognize a kamikaze
drone” and purporting to be sent on behalf of the State Emergency Service of
Ukraine. (CERT-UA)

December 8 - Estonia’s disproportionately large role in providing assistance to Ukraine on
cyber and technology matters is detailed in Politico. (How Estonia is helping Ukraine
take on Russian cyber threats - POLITICO)

December 8 - American basketball player Brittney Griner is released from Russian prison
in exchange for arms dealer Viktor Bout. CNN reports a few days later that U.S.
officials floated the names of two cyber criminals, Alexander Vinnik and Roman
Seleznev, as possible trades for ex-Marine Paul Whelan, but Moscow declined.
(Griner freed: WNBA star swapped for Russian, heads home | AP News; Paul Whelan:
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Russia demanded a spy held in Germany be freed in exchange for the American | CNN
Politics; The Cybersecurity 202: Cybercriminals were in the mix for the Russia prisoner
swap - mbyrne@email.gwu.edu - The George Washington University Mail (google.com))

December 9 - The Defense Department announces its latest military aid package for
Ukraine. Totaling $275 million, it will include technology to counteract Russian
drones. (New $275M Ukraine assistance package includes more counter-drone weapons
(defensescoop.com))

December 9 - Cloud Atlas, described as a cyber-espionage group first discovered in 2014, is
profiled by Check Point Research. The latter reports that not much has changed
with the group except for a significant narrowing of its scope of activities to Russia,
Belarus, and conflict areas in Ukraine and Moldova. (Cloud Atlas targets entities in
Russia and Belarus amid the ongoing war in Ukraine - Check Point Research)

The Check Point Research article also links to another technical analysis of
Cloud Atlas (by Positive Technologies) that provides additional details: APT Cloud
Atlas: Unbroken Threat (ptsecurity.com)

Noting these two assessments, the grugq newsletter adds the following
commentary that touches on the debate over the most effective uses of cyber in a
conflict. “The more important lesson to learn here is that espionage is more useful
than effects operations conducted without context. What [ mean by that is, effects
operations are most effective when employed within a strategy that takes advantage
of them. Effects operations executed at random are generally speaking of negative
value — they train the opposition and burn access. Intelligence is almost always
useful. Effects are useful inside a strategic context. Information operations are
orthogonal because they typically don’t involve the same resources. This focus on
espionage demonstrates that Ukraine is focussed on getting the most value from
their limited resources. They don’t have the same sort of cyber forces available as
the Russians. Ukraine has limited resources and must get maximum value from
what they have. That means espionage.” (December 10, 2022 - by the grugq - The
Info Op (substack.com))

December 9 - The Wall Street Journal reports that power grid operators in Europe are
alarmed at the shortage of cybersecurity experts needed to protect the sector in a
period of greatly heightened threat since Ukraine switched from Russia’s electric
grid to Europe’s after the Russian invasion in February . “The worry is about
cascading effects,” a Polish official says. “We are in the worst situation ever.”
(European Electricity Sector Lacks Cyber Experts as Ukraine War Raises Hacking Risks

(wsj.com))

December 11 - Based on Ukraine’s experience, an item in The Australian concludes that
Australia is already in the midst of a cyberwar and warns of the possibility of
“incredible damage” to basic infrastructure. (Telstra apologises for accidentally
publishing data of thousands of customers online | Foxconn to invest US$500 million in
India | Why is Twitter shutting down Chinese activists' accounts? (substack.com);
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https://www.theaustralian.com.au/business/australia-is-already-in-the-midst-of-a-
cyberwar/news-story/9a43964303bc1e90c4be62e3ad6780a6)

December 12 - The port of Odesa is hit by Russian drone attacks that leave 1.5 million
people and non-critical infrastructure without power. President Zelensky says it
might take several days to restore electricity fully under sub-zero weather
conditions, although the port itself resumes operations within a day. The BBC
reports that Russia used 15 Iranian-made drones around Odesa and Mykolaiv.
Ukrainian military sources say they shot down10 of them. (Ukraine war: Odesa port
reopens after energy network hit - BBC News)

December 12 - Ukraine’s Ministry of Digital Transformation signs a memorandum of
understanding with Australian firm Internet 2.0, based in Canberra, providing for
training of Ukrainian war veterans in cybersecurity. (ASPI Dec 12 (substack.com);
Russia-Ukraine war: Australian company Internet 2.0 training Ukrainian veterans in
cybersecurity (afr.com))

December 12 - A new Carnegie Endowment study, “Cyber Operations in Ukraine: Russia’s
Unmet Expectations,” tackles the question of Russia’s underwhelming offensive
cyber performance in Ukraine. Author Gavin Wilde starts by analyzing Russia’s
doctrinal concepts of “information confrontation” or “information war/warfare” -
which differ from the West’s conception of “cyber” - then offers three hypotheses to
help explain Russia’s unimpressive showing to date. One is that Moscow’s
information operations forces have only been in existence for 6-8 years and focuses
mainly on counterpropaganda. The second is that Russia’s “special services” have
generally not evolved sufficiently from traditional roles to be competitive in 21st
century operations and are further encumbered by inter-service rivalries (e.g.,
between the GRU and FRB). The third is that Moscow underperformed in the crucial
initial phases of the conflict for a combination of reasons, including a lack of
resources, exaggerated assumptions about the level of support they would receive
in eastern Ukraine, excessive secrecy surrounding invasion planning, and a general
overestimation of their own relative capabilities. (202212-Wilde RussiaHypotheses-
v2.pdf (carnegieendowment.org))
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