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HEADQUARTERS

U.S. CYBER COMMAND
FT. MEADE, MD 20755
19 MAY 2011

UNITED STATES CYBER COMMAND (USCYBERCOM) OPERATION GLADIATCOR
SHIELD (OGS) OPERATIONS ORDER (OPORD) 11-002 (S//REL TO USA, FVEY)

(U/IFeYE) NARRATIVE. This OPORD guides and directs the Department of Defense
(DoD) and, as authorized, designated mission partners for cyberspace operations to
secure, operate and defend the critical mission elements of the DoD Global Information
Grid (DoD GIG) and represents a fundamental change in the way DoD will achieve unity
of effort in cyberspace. CORUSCYBERCOM is the supported commander for OGS and
all other components are supporting unless otherwise specified or directed in this order.
OGS is foundational in both scope and purpose and is a cornerstone for achieving the
USCYBERCOM's overall mission to plan, coordinate, integrate, synchronize, and
conduct activities to: direct the security, operations and defense of specified DoD
information systems and networks; and when directed, conduct full-spectrum miiitary
cyberspace operations in order to enable actions in all domains, ensure U.S. and allied
freedom of action in cyberspace, and, when directed, deny the same to our adversaries
OGS leverages the full range of capabilities, capacity and authorities of the entire DoD
and mission partners. It clarifies the command and contro! {C2) relationships and
established authorities. OGS directs cyber responses that transcend a combatant
command AOR, establishes and directs enforcement mechanisms and streamlines
processes to enabie rapid approval and timely execution of cyberspace operations.

1. (U/FOUO) Situation.
a. (U/FSY0) Threats and Vulnerabilities.

(1) (S/REL USA, FVEY)| (b)(1) USSC

(b}(1) USSC

(2) (UIFOUQY] (b){3) USSC

(b)(3) USSC




(b)}(3) USSC

(3) (UFOUQY (b)(3) USSC

(b)(3) USSC

(4) (UIIFOUO)| , (b)(3) USSC

(b)(3) USSC

(a) (SIRELTOUSA FVEY)|[ (h)}(1) USSC

(b)(1) USSC

(b) _(UNFOQUOY (0)(3) USSC

{b)(3) USSC

(5) (U) Actors and associated threat vectors incliude:
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(a) (U) Types of Actors. Adversaries are categorized into five broad types
based on their respective cyberspace operations capabilities and tactics, techniques
and procedures (TTP):

1. (U) Full Scope Actors. Actors possessing the full range of cyberspace
access, expertise, capability, operational reach and espionage TTP.

2. (U) Developed Program Actors. Actors with extensive access to
information technology (IT) through industry. They possess established cyberspace
operations programs, to include programs for disruptive and destructive actions, and

traditional espionage capabilities. This actor type has limited resources and may lack
global reach.

3. (U) Capable Actors. Actors who possess traditional espionage capability
and a developing cyberspace operations capability. They lack the resources or
penetration of developed program actors. These actors focus on remote access,
disruption of service and insider-enabled operations.

4. (U) Remote Access Capable Actors. These actors can access Internet
connected systems using openly available hacker tools but lack a traditional espionage
capability.

5. (U) Stand-alone Actors. Actors with access to hardware and software
expertise who understand TTPs but exhibit little evidence of active cyberspace
operations or traditional espionage activity.

(b) {U) Threat Vectors. Adversaries typically employ six (8) broad threat
vectors, independently or in some combination, to affect the security of computer
networks. These are general descriptions and any single threat may be a combination
of several of these types.

1. (V) Insider. Self-motivated, co-opted or recruited individuals with
legitimate access to targeted information systems using those systems in un-authorized
manners

2. (U) Remote Network. Intrusions or attacks through or on the Internet via
other remotely available connections or access points

3. (U) Outsourced Service. Access to information systems through
individuals or companies contracted to provide services to the target.

4. (U) Supply Chain. Subversion of the design, manufacturing and
production, distribution, installation, or maintenance of hardware or software, to include,
access through outsourcing services, individuals, or companies contracted to provide
services to the target.

5. (U) Close Access. Exploitation of information systems that requires the
intruder to be in close proximity to the target because of security measures or isolation.
3
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Close access includes the use of implanted devices as well as the collection of
electronic emanations from the target or wireless access points.

6. (U) Foreign Ownership. Penetration of information systems and networks
through foreign proxies, subsidiaries, or joint ventures. Closely associated with the
insider, supply chain or outsourcing threat vectors.

b. (U//FEYE} Friendly Forces. In order to address risks to the DoD GIG effectively
and to secure freedom of action in cyberspace, USCYBERCOM was established by
DoD to integrate cyberspace operations and synchronize warfighting effects across the
global security environment, as well as, to provide support to civil authorities and

mission partners when directed | e (BX3)YUSSC

(b)(3) USSC

(1) (U//FEUYOY Supporting Commands.

(a) (U/HFBHBO) Service Components. Those forces under the operational
control (OPCON) of USCYBERCOM.

(b) (U/HFEHO) Combatant Commands. Combatant commands build and
maintain subordinate or supporting operational plans or associated named branch or
sequel plans. They respond to direction from USCYBERCOM for DoD GIG Operations
and Defensive Cyberspace Operations that transcend a given combatant command.

(2) (U/FOBO) Services. Each military service provides secure, assured, and
interoperable information systems and networks and trained personnel for the effective
execution of military cyberspace operations. The Services ensure that Service-
managed portions of all DoD GIG programs are planned, resourced, acquired, and
implemented IAW DoD policies and priorities. They provide USCYBERCOM Service
Component forces required to execute OGS cyberspace operations.

(3) (U/FOUO) Agencies and Field Activities. All DoD agencies and fieid
activities are subject to this order and USCYBERCOM direction for OGS cyberspace
operations. Agencies and field activities ensure that agency managed portions of all
DoD GIG programs are planned, resourced, acquired, and implemented IAW DoD
priorities. The following agencies are specifically identified to support USCYBERCOM:

(a) (S/REL TO USA, FVEY) (b)(1) / (b)(3) USSC

(b)(1)7 (b)(3) USSC ]

4
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{b)(1}/ (b}3) USSC

(b) (U/FOUB) The Defense information Systems Agency (DISA). DISA
supports OGS by engineering and providing C2 capabilities and enterprise
infrastructure to continuously operate and assure a global enterprise for the DISA
elements of the DoD GIG providing direct support to joint warfighters, nationai-level
ieaders, and other mission partners across the full spectrum of operations.

(e){UNFOUO) | (b)(3) USSC |

(b)(3) USSC

(4) (UFOUO) Law Enforcement/Counterintelligence (LE/CI). The LE/C)
community, while not wholly within DoD, contributes to OGS by providing timely
actionable intelligence in support of current operations. LE/CI identifies the linkages
between insider and other threats to the DoD GIG. USCYBERCOM will share
information and intelligence, and assist the LE/C| community as requested or directed.

(5) (UIHSUYES) Other non-DoD agencies

(a) (V) Other U.S. Government Agencies. Other U.S. Government Agencies
may have access to the DoD GIG and DoD GIG resources to include the DHS, DolJ,
DoS, Dok, OMD, WHS, and FBI. USCYBERCOM, ICW DISA, will coordinate with non-

DoD agencies for the security of those portions of the DoD GIG accessed or used by
those.

(b) (SHREL TO USA, FVEY)| (b)(1) USSC |

(b)(1) USSC

c. (UIFOUJS) Area of Concern
(1) (UW/HOSYO) Area of Responsibility (AOR). The AOR for OGS is the Dob GIG.

(2) (UIFEU0O) Area of Operations (AOQ). The AO for OGS is global with effects
manifesting in the DoD GIG and with other portions of cyberspace accessed, as
authorized, to achieve OGS objectives. The DoD GIG is the globally interconnected,

5
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end-to-end set of information capabilities for collecting, processing, storing.
disseminating, and managing on-demand information to warfighters, policy makers, and
support personnel. The DoD GIG includes owned and leased communications and
computing systems and services, software, data, security services, related services,
and select networks of the National Security Systems (NSS).

(3) (U/EOUB) Area of Interest (AOI).Far OGS, the AOL is global and is
represented by the information environment comprised of physical, informational,
spectral and cognitive dimensions and its cyberspace intersections with the air, land,
maritime and space domains.

d. (SI/REL TO USA. FVEY)| ()1 USSC !

(b)(1) USSC

2. (S//REL TO USA, FVEY)| (b)(1) USSC

(b)(1) USSC

3. (U) Execution.

a. (U/FOUE) Concept of Operation.

(1) (U/FOUQ)| (B)THE) USSC

(b)(7)(E) USSC

(a) (SHREL TO USA, FVEY)] (b)(1) USSC

(b)(1) USSC




(b)(1) USSC

(b) (SHREL TO USA, FVEY)| (b)(1) USSC

(b)(1) USSC

1. (SHRELUSA.FVEY)]  (b)(1)USSC

(b)(1) USSC
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(b)(1) USSC

a. (S/RELUSA FVEY) (h)(1) USSC
(b)(1) USSC
b (S/REL_USA_EVEY) __ __ _ mynussc
(b)(1) USSC
c. (SH/REL USA. EVEY) (b)(1) USSC

(b)(1) USSC

2. (S//REL USA, FVEY)| (1) USSC

(b)(1) USSC




—SECRETHRELTFO-USAFVEY

(b)(1) USSC

a. (S//REL USA, FVEY) (b)(1) USSC

(b)(1) USSC

(1) (S/REL USA, FVEY). | (b)(1) USSC

(b}(1) USSC

(2)(SUREI USA FVEY) [ (h)M1) [ISSC

(b)(1) USSC
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{b)(1) USSC

(3) (SI/REL USA, EVEY). | {h)(1) 1ISSC |

(b)(1) USSC

(b)(1) USSC

b. (S/REL USA, FVEY) (b)(1) USSC___
(b)(1) USSC
c. (SIREL USA FVEY)I (b)(1) USSC

(b)(1) USSC

(2) (U/FOUEB) Strategic Objectives.

(a) (SHREL TQ USA, FVEY) | (b)(1) USSC

(b)(1) USSC

10
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P ™

, .

(b) (SURELTOUSA EVEY)| (hy(1) USSC |
{b)(1) USSC
(c) (SHREL TO USA, FVEY)} {b)(1) USSC |
{b)}(1) USSC

(3) (U//FBYE} Operational Objectives

(a) (S//REL TOUSA FVEY)[
(b)(1) USSC

(b) (S/REL TO USA, FVEY) | (b){1) USSC i
I (b)(1) USSC
() (S//REL TO USA. FVEY) | {b¥{(1) USSC J

l (b)(1) USSC

(d) (U/FBY8) All DoD Components are in, and sustain, compliance with
established DoD GIG standards.

(e) (S//REL TO USA, FVEY) | (b)(1) USSC |
(b)(1) USSC

(h (U/IFOUS) Key partner nations and organizations are enabled to
coordinate, synchronize and, as required and authorized, execute DoD GIG Operations
and Defensive Cyberspace Operations with USCYBERCOM to achieve OGS objectives
and intent.

(a) (SHREL TO USA, FVEY)| (b}1)USSC |
(b)(1) USSC

(h) (S/REL TO USA, FVEY)] (b)(1) USSC |
l (b)(1) USSC
(i (SHREL TO USA, FVEY) | (b)(1) USSC |
I (b)(1) USSC
() (SHRELTO USA FVEY) (YD USSC |
(b)(1) USSC |
(k) (SHREL TO USA, FVEY)| (h)(1) 1ISSC |

T e s et

(b)(1) USSC

11
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() (SUREL TO USA, FVEY)| gynussc |
(b)(1) USSC

(m) (SHREL TO USA, FVEY) [ (b)(1) USSC |

(b)(1) USSC

(n) (SUREL TO USA EVEY)[ M ussc |
(b)(1) USSC

(0) (SI/REL TO USA, FVEY) | (b)(1) USSC
(b)(1) USSC

() (SHREL TO USA. FVEY) | (b)(1) USSC

(b)(1) USSC

(@) (S/RELTOUSA FVEV)[ (b)(1) USSC
(b)(1) USSC
(r) (S//REL TO USA, FVEY) | __ (A1) USSC

(b)(1) USSC

(s) (SHREL TO USA, FVEY)| (b)(1) USSC i
(b)(1) USSC [
___u:_imugusa_mm_.[ (b)(1) USSC |

(b)(1) USSC

(4) (U/FEUO) End States.

(a) (U/FBYO) The DoD GIG is persistently secured, operated and defended
with mission-critical elements given priority of effort.

(b) (U/HFOUO) Freedom of action in cyberspace for DoD and mission
partners is assured.

{c) (UHFBYO) Adversaries are deterred from attacking or exploiting the DoD
GIG.

(d) (U/FGUO) DoD GIG Operations and Defensive Cyberspace Operations
capabilities and capacity to secure, operate and defend the DoD GIG are fielded and
available for employment.

12
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(e} (UNFEYO) (U/FFQYEY Defense Support to Civil Autharities (DSCA) 1s
conducted when directed.

b. (UW/FOUO) Tasks. Refer to Annexes for additional tasks
(1) (U) Tasks to all DoD Components.

(a) (U/FOYOY Plan and execute DoD GIG Operations, Defensive
Cyberspace Operations and related support activities to clear, hold and build a secure

and defensible DoD GIG. Maintain and report compliance with USCYBERCOM orders
and directives.

(b) (U/FOUYO) Comply with all USCYBERCOM policies and orders. Respond
to reporting requirements from USCYBERCOM J3.

(c) (U//FEGY0O) Provide situational awareness data to USCYBERCOM J3.
(d) (UHFSUYE) Coordinate and collaborate on cyberspace equities

(e) (U/AEYO) Collaborate to define and refine requirements that build a
more secure and defensible DoD GIG.

(UIFOY0O) Comply with DoD IA standards.

(@) (UIFEYB) Comply with DoD equipment accountability standards and
procedures.

(h) (U/FBL0) Develop and implement OPSEC plans 1ISO OGS.

() (UIHFOYO) Provide USCYBERCOM J3 a list of mission-critical elements
(systems, networks and nodes) on or connected to the DoD GIG.

iy (U/HOBUO) Implement Information Condition (INFOCON), or Cyber
Condition (CYBERCON) when approved, and report compliance to the USCYBERCOM
Joint Operations Center (JOC).

(k) (UIIFUYO) ICW USCYBERCOM J3, develop and implement DoD GIG
Operations and Defensive Cyberspace Operations assessment program.

(N (U/IFOUO) implement USCYBERCOM-directed Cyber Security
Inspection Program and provide reporting criteria to USCYBERCOM for DoD-wide
assessments.

(m} (U/FBYO) Provide reporting as directed in the Annexes.

(n) (UWHFSUO)ICW USCYBERCOM J8, program and budget for forces
assigned or OPCON to USCYBERCOM. Provide USCYBERCOM J8 with Planning,

13
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Programming, Budgeting and Execution {(PPBES) documents, Service programs and
PPBES issues impacting DoD GIG Operations and Defensive Cyberspace Operations.

(2) (U) Tasks to HQ, USCYBERCOM.

(a) (U) JO. Develop and maintain currency of Annex F (Public Affairs), Annex
Y (Strategic Communications) and Appendix 9 (Legal) to Annex C (Operations).

(b (U) N

1. (U//FOB) ICW USSTRATCOM J1, coordinate with the Services to
ensure that qualified military and civilian personnel are assigned and recruited for DoD
GIG Operations and Defensive Cyberspace Operations

2. (U//FEUQ) Provide plans, policies and guidance for personnel readiness
issues that support execution of OGS.

3. (U/FBY0) ICW USSTRATCOM J1, identify skill sets, training and
readiness metrics for forces in support of OGS.

4. (U/HBH0O) Develop and maintain Annex E (Personnel}. Coordinate input
from J8 for Appendix 3 (Finance and Disbursing).

ey (U) J2

1. (U//FEUYO) Conduct Operational Preparation of the Environment (OPE)
ISO OGS within the limits of USCYBERCOM's delegated authorities

2. (U/IFEUYO) Conduct continuous intelligence operations, including post-
event assessments, 1SO OGS.

3. (U/FFOHE) Through the Joint Intelligence Operations Center (JIOC),
ensure the availability of all sources of intelligence information from Combatant
Command and national intelligence resources.

4. (U/IFeY8) Coordinate, synchronize and integrate intelligence into
operationa! plans and DoD GIG Operations and Defensive Cyberspace Operations
execution. Engage actively with the IC.

5. (U/FFOYD) Provide a quarterly threat update to all DoD Components and
authorized mission partners highlighting current and emerging threats

6. (U/HFBUE) ICW DIA and the IC, develop, implement and maintain an
intelligence architecture to support USCYBERCOM operations.

7. U/FFGUY0) Develop and maintain Annex B (Intelligence).
(d) (U) J3

14
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1. (WHFOYO) Command and control DoD GIG Operations and Defensive
Cyberspace Operations to achieve OGS objectives and desired end states

2. (U/FOUE) Lead development and direct implementation of DoD GIG
maonitoring.

3. (U//FOY6) Direct, coordinate, synchronize and deconflict Defensive
Cyberspace Operations in order to achieve unity of effort to clear adversary presence
and vulnerabilities on the DoD GIG in priority of mission criticality

4. (U//IFEYB) Direct, coordinate and synchronize actions to hold secure the
DoD GIG from adversary intrusion or attack with priority on the mission-cntical
elements.

5. (U/FeY8) ICW USSTRATCOM, define or update criteria and implement
procedures for changes to INFOCON, or when approved, CYBERCON.

6. (U/FOU0O) Lead development of, and issue, necessary orders to
accomplish OGS objectives.

7. (U/HFOYE) Lead development and direct the implementation of reporting
and analysis processes for DoD GIG Operations and Defensive Cyberspace
Operations.

8. (U/AFOU0O) Lead the development, coordination and synchronization of
options to establish and maintain cyberspace superiority to hold secure the DoD GIG.
Direct implementation as appropriate with priority to mission-critical elements

9. (U/FOUYB) Establish and implement procedures for the conduct of risk
assessments related to DoD G!G Operations and Defensive Cyberspace Operations

10. (U/FFGU0) Establish and implement a process to assess Tactics,
Techniques and Procedures (TTP) for DoD GIG Operations and Defensive Cyberspace
Operations.

11. (UHIFOUB) ICW USSTRATCOM and USNORTHCOM, establish a
DoD process for responding to national-level cyber incidents.

12. (UHFeYO) Develop and implement a comprehensive program for
assessing DoD components’ DoD GIG Operations and Defensive Cyberspace

Operations effectiveness and provide recurring feedback to DoD components on their
status.

13. (U//IFOYO) Establish and maintain an effective Cyber Security
Inspection Program.

15



SECREHRELTO-USATFVEY

14. (U//IFOYQ) Establish and implement governance of the DoD GIG that
specifies compliance requirements, establishes security standards, sets service delivery
standards and enforcement processes and procedures.

156. (U/fFGYO) Establish cyberspace SA information requirements,
reporting procedures and technology baseline necessary to provide near real time SA.
Implement and promulgate to all DoD Components and designated mission partners.
Disseminate global DoD GIG Operations and Defensive Cyberspace Operations SA.

16. (U/HFOU0O) Establish a process to identify mission-critical elements of
the DoD GIG. Maintain an active and current database.

17. (U/FOUO) Establish criteria and technology baseline and implement
Indications and Warning (I&W) processes and procedures.

18. (U/HFoU0) Establish and lead Joint Operational Planning Teams
(OPT) in order to support future DoD GIG Operations and Defensive Cyberspace
Operations.

19. (U//EGUS} Implement procedures and direct the operational
configuration of DoD capabilities to achieve unity of effort ISO OGS.

20. (U/FEHO) Plan, implement and direct execution of DNDQO, to include
establishing Pre-approved Actions {PAA) through the use of deliberate orders
processes, which enable rapid action to clear vulnerabilities and adversary presence on
the DoD GIG. The priority for DNDO will be on mission-critical elements of the DoD
GIG. Ensure deconfliction, coordination and synchronization across DoD and with
mission partners having equities in any given action.

21. (UHFEUO) Develop and implement a more rapid and comprehensive
early warning capability of adversary threat activities against the DoD GIG.

22. (UHOUQ) Provide geolocation and characterization of SATCOM
interference; develop and promulgate TTP to resolve SATCOM interference.

23, (U/FOB0) ICW USSTRATCOM, NSA and DISA, develop and deploy
shared or peer-to-peer sensors to monitor and detect adversary cyber capabilities and
methods.

24. (U/FOYG) Plan, organize and deploy Cyber Support Elements
(CSEs), to include Expeditionary Cyber Support Elements (ExCSEs), and other
adaptive cyber organizations to the Combatant Commands to support planning and
operations and improve SA.

25. (U/FOUP0) On order of the SecDef and after completing the required
inter-agency deconfliction, direct Defensive Cyberspace Operations beyond the
boundary of the DoD GIG.. Coordinate, synchronize and deconflict with other DoD and
authorized mission partners, as appropriate.

16
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26. (U/FEYQ) Develop and maintain the currency of the OGS Base Order
and Annex A (Task Organization), Annex C (Operations), Annex J (Command
Relationships), Annex R {(Reports), Annex S (Special Technical Operations (STQ)) and
Annex Z (Distribution). Consolidate all Annexes with the Base Order. Disseminate to
the DoD and authorized mission partners.

27. {(U) Develop and implement a cyberspace synchronization process.
Host a global synchronization conference at least annually and address coordination
across DoD components and the U.S. Coast Guard.

(e) (U) J4

1. (U/FOYe) Plan, coordinate, direct and execute logistics and sustainment
functions 1ISO OGS.

2. (U/FeY0) Develop and maintain Annex D (Logistics and Sustainment)
(H(U) J5

1. (UHOUO) Develop, and update as required, a cyberspace campaign
plan for cyberspace operations.

2. (U/F2Y0) Support current and future operations planning as subject
matter experts for supported Combatant Command contingency plan execution

3. (U/FFBUEQ) Lead development of future plans to accomplish OGS
objectives

4. (U/IFOYO) ICW USSTRATCOM and USCYBERCOM J8, advocate for
future capabilities and capacity to achieve OGS objectives. Establish and maintain the
Cyber Capabilities Registry (CCR) ICW DoD Components and mission partners

5. (U/FBUB) ICW USSTRATCOM, assess policy and doctrine related to
OGS and recommend changes or new policy and doctrine supportive of full
achievement of OGS intent and objectives.

6. U/FOUQ) ICW USSTRATCOM, ensure future plans are supportive of
OGS end states and objectives.

7. UWIFOYO) Develop and maintain Annex O (Advocacy), Annex V {Mission
Partner Coordination) and Annex W (Acronyms, Glossary, References).

(@ (U) J6

1. U/fFEYO) Adjudicate security issues associated with connections on the
DoD GIG. Coordinate adjudication with USCYBERCOM J3 and affected organization

17
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2. (U/HFeJ0) Advise and assist USCYBERCOM J3 with planning and
execution of DoD GIG Operations and Defensive Cyberspace Operations.

3. (UIHFeH6) Develop and implement network configurations to facilitate
DoD GIG Operations and hold secure the DoD GIG.

4. (U/FB4Y6) ICW DISA and NSA, plan, develop, implement and integrate
critical communications systems and services to support DaD GIG Operations and
Defensive Cyberspace Operations.

5. UIFEH0) ICW DISA and USCYBERCOM J1, J3 and J7, develop a user
certification process and set of Information Assurance (IA) standards for baseline
competency for authorized users on the DoD GIG.

6. U/FOYE) Provide technical assistance and experiise to assure timely
and accurate situational awareness and GIiG monitoring capabilities to the
USCYBERCOM J3 JOC.

7. (U/FOUO) Develop and maintain Annex K (Command, Control,
Communications and Computing {(C4)).

(hy (U) J7

1. U/AQYO) ICW USJFCOM, develop, sponsor and conduct periodic joint
training and exercises to assess DoD GIG Operations and Defensive Cyberspace
Operations procedures, capabilities, effects, personnel training proficiency and TTP.

2. (U/IIFede) ICW J1, J3 and J6, develop a master training program to
sustain and enhance the proficiency of personnel engaged in DoD GIG Operations and
Defensive Cyberspace Operations.

3. (SURELTOUSAFVEY)[ (b)(1) USSC |

(b)(1) USSC

4. (U/FOYO) Establish and implement a lessons learned process to capture
results, best practices and practices to avoid.

5. (U/FOY0) Develop and maintain Annex U {Exercises and Training).
(i) (U) JB

1. (U/IFFOU6) ICW USSTRATCOM, develop and implement a process to
present OGS resource requirements in the POM cycle.

2. (UIFOYO) Perform resource management ISO OGS.
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3. (U/FOUS) ICW J5 and J3, advocate for resources ISO OGS.

4. (U/FFEYO) Publish and maintain Appendix 3 (Finance and Disbursing) to
Annex E (Personnel) to OGS.

(3) (U) Tasks to USCYBERCOM Service Components.
(a) (U) Tasks to all USCYBERCOM Service Components.

1. (WIFOUO) Respond to direction from USCYBERCOM for planning and
execution of DoD GIG Operations and Defensive Cyberspace Operations that secure,
operate and defend the DoD GIG with priority of effort on mission-critical elements.

2. (U/A0Y8) Coordinate with USCYBERCOM J3 for mission priorities,
requirements and capabilities.

3. (UIFOYE) Develop and maintain subordinate or supporting operational
plans and orders ISO USCYBERCOM OGS or associated branch or sequel plans and
orders.

4. (U/FOY0) Maintain proficiency of, administer, support and repoit
readiness of Service forces delegated as OPCON from USCYBERCOM.

5. (U/ASYO) If authorized to conduct such activities, conduct or support
intelligence activities as directed.

6. (U/IFOHO) ICW USCYBERCOM J1, coordinate with the Services to
ensure that qualified military and civilian personnel are assigned and recruited for DoD
GIG Operations and Defensive Cyberspace Operations.

7. (U//FBYO) ICW USCYBERCOM J3, facilitate the presentation of Service
cyber forces for DoD GIG Operations and Defensive Cyberspace Operations and
leverage Service capabilities and capacity.

8. (UIHFOY8) Provide expeditionary forces as directed.

9. (UIFEYO) Assist USCYBERCOM, as requested, with operational

planning, to include identifying forces, capabilities, logistics requirements and other
related planning factors.

10. (V/HSUYB) On order, assist in the establishment of a Joint Task Force
(JTF) headquarters and, as available, deploy C2 systems to support the JTF.

11. (U/FOB6) ICW USCYBERCOM J33, provide SA and performance
data of current cyber operations.

12. (U/IFOYO) When supporting a Combatant Command, and ICW
USCYBERCOM J3, coordinate for approval of Theatre-based cyber actions.
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(b} (U) U.S. Air Force Cyber Command/24" AF (AFCYBER). Refer to
Annexes for tasks specifically assigned and implied.

{c}{U) U.S. Army Cyber Command /2d Army (ARCYBER). Refer to Annexes
for tasks specifically assigned and implied.

(d) (U} U.S. Fleet Cyber Command/10™ Fleet (FLTCYBERCOM). Refer to
Annexes for tasks specifically assigned and implied.

() (U) U.S. Marine Forces Cyber (MARFORCYBER). Refer to Annexes for
tasks specifically assigned and implied.

(4) (U) Tasks to Combatant Commands.

(a) (U/FBUO) Respond to direction from USCYBERCOM for planning and
execution of DoD GIG Operations and Defensive Cyberspace Operations that
transcend a Combatant Command's AOR.

(b)y (U/FEYO) Develop and maintain subordinate or supporting operational
plans and orders 1SO USCYBERCOM OGS or associated branch or sequei plans and
orders

(c) (UHFBOYE) Collaborate with USCYBERCOM to facilitate coordination
and deconfliction of DoD GIG Operations and Defensive Cyberspace Operations.

(d) (UIFOUE) Integrate DoD GIG Operations and Defensive Cyberspace
Operations into contingency plans.

(e) (U/FBY0) Accept CSEs and LNOs and integrate into operational and
intelligence flow.

(5) (U) Tasks to Services.

(@) (UI/EBUYO) Support OGS by providing secure, assured and interoperable
information systems and networks and ensuring that pertinent information 1s shared with
USCYBERCOM.

(b) (U/FBYO) Provide organized, trained and equipped forces to
USCYBERCOM, through USSTRATCOM.

(cHUIHFOU0) ICW USCYBERCOM, ensure that Service-managed portions of
all DoD GIG programs are planned, resourced, acquired and implemented to support
attainment of OGS end states and objectives.

(d) (U/IFOYO) As requested, support USCYBERCOM planning and
execution of DoD GIG Operations and Defensive Cyberspace Operations.
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(e) (U/FEEE) ICW USCYBERCOM, develop and maintain DoD GIG
Operations and Defensive Cyberspace Operations capabilities for implementation ISO
0GS.

(f) (UIFODO) Support USCYBERCOM with assessment of DoD GIG
standards compliance.

(g) (U/FOUQ) Comply with standards to clear, hold and build a secure and
defensible DoD GIG.

(h)y (U/IIFOYO) Provide shared SA of Service-operated portions of the DoD
GIG to USCYBERCOM to support DoD GIG Operations and Defensive Cyberspace
Operations.

(i) (UIFOJ0O) ICW USSTRATCOM, provide Intelligence, Surveillance and
Reconnaissance (ISR) forces and intelligence to USCYBERCOM J2.

(j) (U/HFOUQ) USSOCOM will comply with Service tasks with the exclusion of
providing organized, trained, and equipped forces.

(8) (U) Tasks to DoD Agencies and Field Activities.
(a) {U) Tasksto all DoD Agencies and Field Activities.

1. (U/FQHO) ICW USCYBERCOM, ensure that agency-managed and field
activity-managed portions of all DoD GIG programs are planned, resourced, acquired
and implemented to support attainment of OGS end states and objectives.

2. (U/IFBYD) As directed, support USCYBERCOM planning and execution
of DoD GIG Operations and Defensive Cyberspace Operations.

3. (U/IFOUB) Respond to direction from USCYBERCOM for planning and
execution of DoD GIG Operations and Defensive Cyberspace Operations.

4. (U/FOYOQ) ICW USCYBERCOM J33, provide situational awareness and
performance data of current and plan cyber operations for assigned portions of the GIG
to support DoD GIG Operations and Defensive Cyberspace Operations.

(b) (U) National Security Agency (NSA).

1. (SHREL TO USA, FVEY) (b)(1) USSC
| (b)(1) USSC
2. (UIFOUO) [ (b)(3) USSC |
I (b)(3) USSC |
3 (SURFL TO USA_EVEY)[™ ()1} LUSSC
[ (b)(1) USSC
21
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4. (S//REL USA, FVEY)] b)(1) USSC
(b)(1) USSC

(c) (V) Defense Information Systems Agency (DISA).

1. (U/FFBHO) Provide engineering, C2 capabilities and enterprise
infrastructure ISO OGS.

2. (U/F8Y0) Provide direct support to USCYBERCOM for DoD GIG
Operations and Defensive Cyberspace Operations.

(d) (V) Defense Intelligence Agency (DIA).
1. (UIFOUO)| (b)(3) USSC

——

)(3) USS

2_(U/FOUO) (b)(3) USSC
(b)(3) USSC

3 (U/FOUOY ()3 LISSC_
(b)(3) USSC

(e) (U) Law Enforcement and Counterintelligence (LE/CI).

1. (U/HFOY0) Provide timely actionable intelligence in support of DoD GIG
Operations and Defensive Cyberspace Operations, to inciude identifying the linkages
between insider and other threats.

2. (U/IFOYB) Provide intelligence systems support, funding, personnel and
training ISO OGS.

3. (U/iFeYB) Synchronize investigative actions related to malicious activity
against the DoD GIG among Department of Defense law enforcement and
counterinteligence investigative organizations.

¢. (U/FOH0) Coordinating Instructions

(1)  (U/IFBUE) This OPORD is effective upon receipt for planning and
execution.

(2) (U/FBU0) Direct Liaison Authorized (DIRLAUTH) as required to fulfill OGS
mission requirements. Maintain close coordination with USCYBERCOM and supported
commands, Coordination with partner nations must be accomplished through
USCYBERCOM, ICW the supported command, USSTRATCOM and the Joint Staff
(JS), and following appropriate foreign disclosure and information sharing regulations
and policies, as well as, existing memorandums of agreement or understanding.
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(3) (U/FOY0O) For actions associated with OGS, the rules of engagement are
per Ref d

(4) (U/FQY0O) To the maximum extent possibie use the Joint Operations
Planning and Execution System (JOPES) to facilitate planning.

(5) (U/FOUO) Routine rotation of forces is authorized, as coordinated with the
supported command.

(6) (U/F-BYB) Operational reporting will be in accordance with published
annexes to this OPORD and occur via DoD component operational channels to the
USCYBERCOM JOC while providing SA to the affected DoD component or mission
partner.

(7) (U/FBYO) DoD compoenents that desire to achieve effects that exceed
authorities or capabilities, or are not otherwise addressed in existing plans or orders, will
contact the USCYBERCOM J3 for direction and guidance.

(8) (U/FBH0) DoD GIG Operations and Defensive Cyberspace Operations
affecting IC networks under authority of the Director of National intelligence (DNI) and
all networks that process sensitive comparimented information (SC1) will be executed in
accordance with joint procedures defined by the Secretary of Defense (SecDef) and the
DNI or their designees.

(9) (U/FBUO) Submit any recommended updates to this OPORD, its annexes,
or appendixes to USCYBERCOM J3.

(10) (U//FeYe) USCYBERCOM OPORD 05-01 (formerly Joint Task Force-
Global Network Operations (JTF-GNQ)) is superseded by this order.

(11) (U//FEUE) A standard set of metrics and measurements, developed and
promuigated by USCYBERCOM, wili be used to assess DoD GIG operating
performance, determine the mission impact of service degradations or outages, and
assess the effectiveness of Defensive Cyberspace Operations capabilities, to include,
sensors and systems to counter threats and vulnerabilities

4. (U) Administration and Logistics.

a. (U//FeY8) Funding. DoD components will fund all costs of operations required or
incurred as a result of OGS, including deployment and redeployment of personnel or
units USCYBERCOM Service Components will track and report all incremental costs
incurred ISO this order to USCYBERCOM J8. Refer to Annex O for further guidance,
tasks and requirements

b. (U//FOUR) Logistics and Sustainment. Refer to Annex D for further guidance,
tasks and requirements.
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(1) (UIHFBH0O) All DoD components and supporting mission partners will
conduct sustainment activities to ensure uninterrupted conduct of OGS.

(2) (UNFEUE) While it is anticipated that the majority of cyberspace operations
forces would not physically deploy to accomplish OGS tasks, if deployment is necessary
all USCYBERCOM Service Components will coordinate with the USCYBERCOM J4.

c. Personnel. Refer to Annex E for further guidance, tasks and requirements

(1) (U/HFOU8) Concept of Personnel Support. Prior to and during OGS,
components will receive the majority of routine personnel support through their home
station and parent unit. J1 monitors component personnel operations and provides
assistance, as required.

(2) (UNFOYO) Strength Reporting. USCYBERCOM J1 provides the Joint
Personnel Status (JPERSTAT) to Joint Staff J1, USSTRATCOM J1 and
USCYBERCOM leadership as directed. All components that are under the Operational
Control (OPCON) of CORUSCYBERCOM will submit the JPERSTAT to
USCYBERCOM J1 daily by 1600Z. The JPERSTAT Report is to be classified SECRET
and the primary transmission method shali be via secure email. Reports shall be
formatted in accordance with CJCSM 3150.13C.

d. (U/FEUO) Public Affairs (PA). Refer to Annex F for further guidance, tasks and
requirements.

(1) (U/FEYE) The PA posture for OGS is passive, respond to query only.
USCYBERCOM Service Components will coordinate and synchronize PA products with
USCYBERCOM PAO prior to release.

(2) (U/FBUO) In the event that information regarding a specific defensive
cyberspace operation is disclosed, the following statement is authorized after proper
notification to USCYBERCOM PAOQ: “The Department of Defense depends on
cyberspace for critical military capabilities and must be able to secure, operate and
defend DoD networks. The Department has more than 15,000 networks and 7 million
computing devices that are vital to our operations. The Department's strategy requires
the full range of capabilities to defend against a variety of threats and to protect our
networks.”

e. (U/FFOHB) Strategic Communication (SC). USCYBERCOM Service
Components will coordinate and synchronize OGS-related SC themes and messages
with USCYBERCOM SC prior to release. Refer to Annex Y for further guidance, tasks
and requirements.

5. (U) Command and Control.
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a. (U//FOU0) CDRUSCYBERCOM is the supported commander for OGS and all
other DoD components are supporting. USCYBERCOM provides the C2 that ensures
synchronization, coordination, deconfliction and direction of DoD GIG Operations and
Defensive Cyberspace Operations that transcend a Combatant Command AOR or that
have effects of a global nature. CORUSSTRATCOM deiegated authority to
CDRUSCYBERCOM in USSTRATCOM OGP OPORD to direct the security, operation
and defense of the DoD GIG. USCYBERCOM was designated the main effort in the
USSTRATCOM OGP OPORD with all other DoD components supporting Previously,

CDRUSSTRATCOM was designated the supported commander in the DoD by the
SecDef.

b. (U/FOYE) For DSCA operations, USCYBERCOM and USCYBERCOM Service
Components are supporting to USPACOM and USNORTHCOM.

c. (WIHFOUYO) For Combatant Command AOR-specific and functional mission
networks and systems, the relevant Combatant Command is the supported commander
for DoD GIG Operations and Defensive Cyberspace Operations requirements and
USCYBERCOM and its components are supporting. The supported Combatant

Command is responsible for the timing, sequencing and operational effects within its
AOR.

d. (C//REL TO USA, FVEY)| (b)(1) USSC I

(b)(1) USSC

e. (C//REL TO USA. FVEY) ] (b){1) USSC il

(b)(1) USSC

f. (UIFBHO) All communications regarding OGS will be by appropniately secured
means, and with full adherence to OPSEC requirements.

9. (U/iI6H0) DoD GIG Operations and Defensive Cyberspace Operations data will

be shared and exchanged through common interoperable standards in accordance with
DoD data sharing policies and guidance.
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h. (UWFOUYB) (U/FEYE) Standard orders formats (OPORD, Fragmentary Order
(FRAGO), Warning Order (WARNORD) and Plan Order (PLANORD)) will be used to
issue operational direction to secure, operate and defend the DoD GIG and for any
other cyberspace operation when directed. Information dissemination formats will be
iimited to Cyber Daily Reports, Situation Awareness Bulietins, J2 Cyber Alerts and
Intelligence Summaries. Methods of dissemination will remain unchanged. Refer to
Appendix 23 (Orders and Reports) to Annex C for further guidance and direction.

i. (U/FEYO) In the event USCYBERCOM is unable to operate from its facilities at

Fort George G. Meade, C2 will be executed per USCYBERCOM Continuity of
Operations (COOP) Pian.

KéﬁALEXANDER

General, USA
Commanding

26



27

o



Annexes

A — Task Organization

B - Intelligence

C - Operations

D - Logistics and Sustainment

E — Personnel

F — Public Affairs

G — Civil Affairs (omitted)

H — Meteorological and Oceanographic (omitted)
| — Not Used

J — Command Relationships

K — Command. Control, Communications, and Computer (C4) Systems
L — Environmental Considerations (omitted)

M — Geospatial Information and Services {omitted)
N — Space Operations (omitted)

O — Advocacy

P — Host Nation Support (omitted)

Q — Medica! Services (omitted)

R - Reports

S — Special Technical Operations (STO)

T — Consequence Management (omitted)

U — Exercises and Training

V — Mission Partner Coordination

W - Acronyms, Glossary, References

X — Execution Checklist (omitted)

Y — Strategic Communications

Z - Distribution
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Subject: (J/AFS5Sr OPORD 12-1016 [HOST BASED SZCURITY SYSTEM [HBIS)
DEPLOYMENT AL OPERATIONS)

Originator: USCYBERCOM SC)
DTG: 2:2731Z2 Aug 12
Precedence: HOUTLINE

CAC: General

To: AFOS AFWAPCH{SC), AFRICOM CNRR/MC), AFRICOM JOC CEIEF (MC), CDR HNORAD(SC),
€D USCENTCOM(MC), CDK USPACOM HCNOLLLU HT{SC), CPR USSOCOM({MC}, CCR
USSOUTHCOM (MC), CTCOR USSTRATCOM{SC}, CMD CTR USSTRATCOM{SC), CMC WASHTHNGTON
DTS}, CNO WASHINGTON DC(SC), COMDT COGARL WASHINGTON GC, DA KEQDA
SECRETARIAT (8C), EUCOM EPOQC JOT(MCI, ZUCOM CDR{MC:, HQ AFRICOMIMC), HQ USAT
CCiSC), BQ USPACOM JOT(SC), HQ USPACOM(SC), HC USSOUTHCOM(MI), HQ
USSTRATCOM(SC), H-NTZ CTMD CENTER(SC:, USCENTCOM COMMANL CENTER{MC), BTA
ARLINGTCH VA(SC), DARPA ARLINGTON VA (MCY, DECA HQ!SC}, DYAS CLEVELAND CHISCI,
DISA DCC(SC), DISA DIRECTOR{SC), DSCA QPS{SC), DONI WATCH, DSS WASHINGTON DC,
DTRA OPSCENTER WASHINGTON DC, 11Q DCMA SC), HQ DLA FORT BELVOLR VAISC), MDA
OPERATIONS CENTER({MOC) {SC), NRO WASHINGTON 0C, TMA FALLS CHURCH VA, USUHS
BETHESDA HD(SC), DIA WASHINGION LT, LCISE WASHINGTON DC(SC), DNT WASETHGTON
DC, DNI WATCH WASHINGTON DI, NSACSS FT GEORGE G MEADE MD, NSACSE SAN ANTCNIO
TX, OSD CIO-PLUNTAGON CLO(SC), 24AF A3(S5C), 24AF CC{SC), 6240C TCI(SC), ARCYBER
WATCH OFFICER{MC!, ARCYBER CULR(SC), ARCYBER $13.18C), ARCYBFR G33(MI),
COMELTCYBERCOM FT GRORGE G MSACE MDMSC), CTOMNAVCOYBERFOR VIRGINIA BEACH
VA(5C), MARFORCYBERCOM FT MEADS MDI{SC), COGARD CTRT ALEXANDRIA VA, CJQGARD
CYBERCOM WASHINGTON DC

ce: DSE WASHINGTON DC, BRPT OF COMMERCE WASHINGTON DT, CEPT OF ENERGY
WASHINGTOWN 0T, DEPT OF HOUMELAND SECURTTY WASHTHGTOW DT, DEPT OF JUSTICE
WASHINGTON DT, DEPT OF STATE WASHINGTON 2C, NQVPYBERDLDCBS‘OM VIRGIN1A BEACH
VA{ST), TEMA HQ WASHINGTON [RC, WMCC WASEINGTON DC, SZTOES WASHINGTON DC,
USCYBERCOM FT GEORGE G MZADE MD

REF/A/OPORG/USCYRIRCOM/ 19MAY 11/ (U/ /50E8) OPERATICN GLADIATOR SHIELD (0G5}
OPERATIONS ORDER (OPORL}) 11-002 (S//REL TO USA, FVEY)//

REF/B/DOC (J) FRAGO 13 TO JTF-GNO OPORD 03-01 REDQUIREMENTS FOR RAPLID
CEPLCTMENT CF HBSS ON SIPRNFRT AND UNCLASSIFIED NETWORKS/26 NOV CB//(S//REL TO
USA, FVEY)// REF/C/D0C (U} USCYBERCOM CTO 10-083 HOST BASTL SECURITY SYSTEM
qa;EL.Nd UPDATES FOR MAINTENANCE RELEASE 5 (MR5) /(U /FOUDY //

T/D/SIPRNZY URL{S) AITEC:  vom. SMILLE L VI OMBES DEERL L L ASEY
REF/E/NIPANET CRI(U) KTTSS:/7PATCHES. THONT 51SA.MIL/7
REF/E/SIPRNET URL (U) <. TP0://faluriy . a0iTe D08 JHIE . HIL

REF/G/DOC (U)CHAIRMAN OF “HE JOINT CHIEFS OF STAFF MANUAL 6510.0TA INFORMATION
ASSURANCE 'TA) AND CCMPJTER NETWORK CETENSE [CNG) VOLUME I (INCIDENT EANDLING
PROGRAM) /24 JUN 08//

FEF/H/COC{U) CHAIRMAN OF THE JOINT CHIEFS OF STAFF THSTRUCTION 6310.01E
INFORMATION ASSURANCE [(IA} AND ZOMPUTER UMETWORK CEFENSE {CND) /0% FEB 11//
REF/1/DOC(UYDRCD DIRECTIVE 0-8520.1 COMPUTER NETWCRX DEFENSE(CND) /08 JAN
CL/A/ U/ /ECUGY /S

REF/JS/DO% (U) USCYBERCOM CTO 10-133 COMMUNICATIONS TASKING ORDFR (CTO; 13-133
PROTECTTON OF ZLASSIFIZC INTORMATION ON DEPARTMENT OF DEFZNSZ (BOD) SECRET
INTERHED PROTOCQL ROUTEZR NETWORK [SIFRNZIT




3LA. (U sROES) COMMANDER'S INTENT.//

ILALE, (D7 /7886 PURPOSE. THE DEPLOYMENT, ZMPLOYMENT, REZPORTING, ANALYSIS,
AND
OFERATIONAL USE OF EBSS FOR DIFENSE OF THE DUD GlG.//

3.A.0. LU/ /FeEsr METHOE. USCYBIZRCCM WILL DIRECT DEFENSIVE ACTIONS AND
MANEJVER TC DENY THE ADVERSARY A FQOTEQLD CKN THE DOD GIG. THE DOD RZQUIRES
R0OBLST, ADAPTIVE, AKRD ACILE PROTECYION OF ITE INFORMATION SYSTEMS. HBSE
PROVIDES A TRITICAL LAYER OF THE DEFENSE-IN-DEPTE OF THE GIG, AND I8 ABLE TO
DETECT, EREVZINT, AMD/OR MTTIGATE CY3EZR ATTACKS AT THE HOST LEVEL.//

3.A03. (L)Y FEND STATE/S/
3.A.3.A. (U//FE58) HBSS CAPFARILITY 1S5 FIELDED AND FULLY MISSTON READY.

3.A.3.8B, tu//esEe ADVEORSARIES AREZ DETERREL FRUM ATTACKING OF EAFLOITING THE
0D GIC.

|

IL,AL3.0, (U//POBO) TEE DOD GI5G 1S PERSISTENTLY SECURED AND DECENZEL USING
HBS8 AS A KkY ELEMFNT OF LAYZIRED, INTESRATED DEFENSIVE CYBER CPERATIONS.

3.8. (U) CONCEPT OF OPERATIONS. SEE ANNEX ¢ FOR DETATLED DESCRIPTION.
3.C. (U; TAZKS
3.C.1,  {UY TASKE T0 CC/S/A/Fh

3.C.L.A, {U//+0HE) DEPLOY HASS AGENT AND MODULES TO ALL COMPATIBLE SYSTEMS
AND METWORKS AV ANNEX C, APPENDTX 1 AND Z, IN ORDER TO DENY AND DETER
ADVERSARTAL ACTION ON THE DOD GIG. SYSTFM COMPATIBILITY IS DETERMINED BY THE
OPERATING SYSTENM. A LINK TO THE "HBSS COMPATIBILITY MATRIX" IS5 PROVIDED AT
(REF D) UNDER THE TTP SUBPAGE.

3.C.1.B. [U//F846 REPORT ASSFT DATA TO THE TIER ONE (ENTERPRISE) SERVER IAW
ANNEX €, APPENDRIX 1 TN ORDER TO PFRCVIDE INCICATIONS ARD WARNING CATA FOR
FURTHER ANALYSIS FROM TIER THREE (LOCAL) TC TIER ONE (ENTERPRISE}.

3.C.1.C, {U//5099: PROVIDT AND MAINPALIN EVENT DATA FIEDS TO THEZ TIER ONE
(ENTERPRISE) SECURITY TNFORMATION AND EVENT MANAGER {SIEM) TAW ANKEX C,
RPPENDIX 1 AND 2, IN ORDEK 70 PROVIDE 1&W FOR DEFENSIVE CYBER OPEZRATICNS AND
SITJATIONAL AWARENESS FECM TIER THREX (LOCAL) TO TTIER ONE (ENTERPRISE).

3.2.1.D0. (U//ES309 REPORT EVENTS TNDICATING AN IMMINENT THREAT TO THE GIG OR
SIGNTFICANT DESRADATICK CF TEE DEFENSIVE POSTURE OF THZ GIG TAW ARNNEX C,
APPENDIY 3, IN ORUDER TC MATNTAIN SITUATICNAL AWARENESS TROM TIER THRER
{LOCAL) TO TIER ONE (ZNTERPRISE].

3.C.1.E. {U// 849! REIPORT DEPLOYMEKT AND COMPLIANCE TAW ANNZX C, APPENDIX 1,
IN ORDEX TO PROVIDE SITUATIONAL AWARENESS ON THE DEFENSLIVE POSTURE GF TEE [QD
GIG.

3.C.1.F, {U//FOHe) PROVIDE COKTACT INFORMATION FCR ALL TIER TWO (CC/S/R/FA;
PERSONNEL RESFONSIBLE FOR ALL ASPECTE CF HBSS ON A QUARTERLY BASIS 1AW
FORMATS

SERCIFIED AT (REF D) IN ORDER TO ENRANCE EFFECTIVE COMMAND ANG CONTROL OF
H358.




4,8, )/ /FEES) HBSS UPERATIONS SECURITY (0OPSET.. H3S55 HAS 8LEN CLPLOYED
ATROSE THE GI¢ AW THE CCMMERCIAL VENDOR INSTALLATION INSTRUCTIONS. HBSS
PRCVILCES A VALUABLE S=CURITY AND ANALYSIS TOCL CRITICAL BOTH TO THE
OPZRATIONAL COMMANDER AND [HE PROTECTION OF INFOFMATION ACROSS THE GIG.
WH_LE :NITIAL COMMERCIAL CCNFICURATICNS AND CAPAEILITIES OQF HESS ARE
AVAILABLE O THE INTERNET, COOR SPECITIC CONFIGURATIONS, POLICIES,
REQUIREMENTS, AND CAPAHILITIES MUST 32 FROTECTED. ALL DOD SPECIEIC
UNCLASSIFIED H38S MITIGATIONS, CONFTGURATIONS, MODULES AND REQUIREMENTS WILL
BE PROTECTED FROM INADVERTENT CISCLOSURT QUTSIDE TdZ DOD AND ENTRYPTED WHEN
"RANSFERREI OVER ANY UNTLASSIFIED NETWORK. ALL DOD SPRECIFIC HBSS THRESEOLDS
ARE CLASSIFIED SECRET REL FVFY 1AW {REF K} ANC MJUST BE PROTECTED AS SUCEH.
CLASSITIEL INFORMATION MUSE BE TRANSMITTED ON THE AFPROPRIATE NETWORKS OR
COMMUNICATION DEVICES.//

SENTZXT/COMMAND AND SIGNAL/S.
5.4 COMMANG AND SIGNAL

5.8, {U//Ee%en DIRECT ALL TECHNITAL IMPLEMINTATION QUESTIONS TO YOUR LOCAL
INFORMATTON ASSJRANCE GIANASER (1AM} OR CHNDSP. FOR QUESTIONS NOT ADDRESSED BY
YOUR LOCAL lAM OF CNDSP, TECHNICAL REFEREMCES ARE AVAILABLE AT (RRF D), ANL
FJRTHER ASSISTANCE CAN BE ORTAINED FRCM THE DISA CUSTONMER SUPPORT DESK.

5.B. (U//FOWS) DIRTCT ALL HBSS CPERATIONAL QUESTIONS TO:
JOINT OPERATIONS CENTEH (JOC| H3SS ANALYST

COMM: 433-654-3977

NSTS: 969-1473

NIPR: Jef boisbolde o= 0n 000

SIPR: J34 EX. I Fa UL S,

5.C. U/ /Feu8) ACKNOWLEDGEMENT. ALL DOD CC/S/A/FA WILL ACKHOWLEDGE RECELPT
OF THIS ORDER WITHIN 48 EOURS RY SENDING E-MAILS TO 30TH:

JCC DYNAMIC NETWORX LEFENSZ CEFICER {DNDO)

COMM: 143-654-3672

NETS: 969-1494

NIPR: DR WhivHe Japstf,!

STPR: MHLE WATCEACYRI- M. 2ol L dTE

JoC DUTY OFFICER {JDO)

TOMM: 443-854-3951

NSTS: 966-8730

RIPR: lib g JyUers UM, V.
S1PR: JOURE3IE TvEZR"OM. S Il

GENTEXT/AUTKORIZATION/FOR THE COMMANDZR, BRETT T. WILLIANS, MAJOR GENRRAL, US
ATR FORCE, JNITED STATES CY3ZR {OMMAND BIRECTOR OF OFERATIONS, J3.//
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