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(U//IFOUO) Cyber Targeting of the US Emergency Services Sector Limited,
But Persistent

(U/IFOUOQ) Prepared by the Office of Intelligence and Analysis (1&A) and Multi-State Information Sharing and Analysis Center (MS-ISAC).

(U) Scope

(U//FOUO) This Assessment provides an overview of cyber threat actors targeting the US emergency services sector (ESS) and their
associated tactics, techniques, and procedures (TTPs). The intent of this Assessment is to provide federal, state, local, tribal, and private
sector stakeholders awareness of potential cyber threats to the ESS to help identify threats and design countermeasures to protect
against future cyber operations.

(U//FOUO) This Assessment is based on a review of cyber attacks against the ESS between February 2012 and May 2015. We expect
ESS systems and networks to remain targets of cyber actors beyond the information cut-off date, as ESS communications and
networked systems continue to evolve and are increasingly accessible through cyber means.

(U) Key Judgments

(U//IFOUO) Cyber targeting of the ESS will likely increase as ESS systems and networks become more
interconnected and the ESS becomes more dependent on information technology for the conduct of daily
operations—creating a wider array of attack vectors for cyber targeting.

(U//IFOUO) We judge criminal hackers are the most prominent cyber actors targeting the ESS, as criminal
hackers are prone to announcing attacks to increase visibility and support for their cause.” This is further
evidenced by the numerous attacks against state and local networks, particularly law enforcement, in
response to perceived social and legal injustices.

(U//IFOUO) Cybercriminal targeting of the ESS for financial gain using tactics and techniques such as
telephony-denial-of-service (TDoS) and ransomware to extort funds from victims likely will persist, as
cybercriminals continue to see ESS entities as lucrative targets for extortion, as well as popular targets for
nuisance-level attacks."*$

(U//IFOUO) There is no reporting to indicate state-sponsored actors are actively targeting ESS networks.

*(U//[FOUQO) DHS defines criminal hackers as individuals or groups that commit a crime by illegally accessing or altering systems, often in
furtherance of an ideological goal.

T (U//FOUO) DHS defines cybercriminals as individuals or groups that carry out illegal activities on computer networks, such as carding
schemes, ransom and extortion, theft of personally identifiable information, and account information to facilitate fraud.

¥ (U) A TDosS attack occurs when malicious actors seek to overwhelm an agency’s phone system by flooding the agency’s telephone
switches with repeated calls from spoofed numbers, clogging lines, and inhibiting real callers from connecting.

§ (U) Ransomware is malware that prevents victims from using their computers until they pay a ransom.



(U) Cyber Threats Against the Emergency Services Sector

(U//FOUQ) Cyber targeting of the ESS will likely increase as ESS systems and networks become more interconnected and the
ESS becomes more dependent on information technology for the conduct of daily operations—creating a wider array of attack
vectors for cyber targeting. Independent researchers have already reported on the widespread availability of vulnerabilities
and attack vectors for critical hardware and software that is used in this sector extensively. Such vulnerable systems include
call-center communications-management software, closed-circuit TV camera systems, interactive voice response systems, and
emergency alert systems—particularly wireless emergency alert systems."? Current and historic cyber threats against the
sector primarily have been limited to low-level exploitation and attacks—such as data theft, denial-of-service (DoS) attacks,
website defacements, and spear phishing—on individual targets from multiple adversaries, including criminal hackers,
cybercriminals, and state-sponsored actors. While most malicious activity affecting the ESS serves as a nuisance, according to
MS-ISAC, such activity has the potential to disrupt or endanger first responder activities by severing access to critical
information systems, slowing system resources, and degrading the integrity of data.’

(U) Emergency Services Sector Overview

(U) The ESS comprises a system of preparedness, response, and recovery elements forming the nation’s first line of defense in response to both
man-made and natural threats.# The sector provides life-safety and security services across the nation through a first-responder community that
comprises federal, state, local, tribal, territorial, and private sector partners.>

»  (U) Five disciplines make up the ESS: law enforcement, fire and emergency services, emergency medical services, emergency management,
and public works.®

»  (U) The ESS also includes organizations with specialized capabilities, such as hazardous materials; search and rescue; explosive ordnance
disposal; special weapons, tactics, and tactical operations; aviation; and public-safety answering points (PSAPs).”

»  (U) During the past decade, ESS has become increasingly dependent on cyber-supported assets, systems, and functions to carry out its
missions—including databases, communications equipment, control systems, navigation systems, management systems, and security systems.

(U) Criminal Hackers Most Prominent Cyber Actors

(U//FOUQO) We judge criminal hackers are the most prominent cyber actors targeting the ESS, as criminal hackers are
prone to announcing attacks to increase visibility and support for their cause. This is further evidenced by the numerous
attacks against state and local networks, particularly law enforcement, in response to perceived social and legal injustices.
Criminal hackers attempting to gain support for their political agenda—or to exact retribution for perceived social or legal
injustices—have shown repeated interest in targeting the ESS. We assess, however, that their capabilities limit them to
low-level cyber operations, such as DoS attacks, website defacements, and doxing (publishing of personally identifiable
information), often attacking targets of opportunity.

» (U//FOUQO) TeamBerserk—in support of its political agenda that the “security of our Nation needs to be
inspected and made better”—announced on associated Twitter and Pastebin accounts in January 2014 that it
leaked 54MB of compressed sensitive documents stolen from the networks of multiple fusion centers, according to
US media reporting and DHS open source reporting.®’ Team Ghostshell, another criminal hacker group, claimed
responsibility in December 2012 for compromising DHS, FBI, the Federal Reserve, Interpol, and other government
and private sector networks, according to media reporting, to apparently highlight these organizations’ security
weaknesses. '°

»  (U) AntiS3curityOPS in May 2012 took credit for disrupting access for several hours to the websites of the
Chicago City Council and Chicago Police Department as part of the group’s activity against a NATO summit,
according to US media reporting.'"'

» (U) X-Blackerz, Inc., CabinCr3W, LulzKnights, and AntiSec are criminal hackers responsible for stealing and
leaking significant amounts of sensitive data from law enforcement during the last three years, according to media
and law enforcement reports, in response to perceived injustices by the US Government and state and local law
enforcement. The victims include law enforcement agencies in Florida, Hawaii, Michigan, New York, and West
Virginia.'* 2
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(U/IFOUO) Criminal Hacking Related to Perceived Police Brutality

(U) The below examples are representative of the high-visibility, low-level cyber operations used by criminal hackers to gain support for their

causes.

»

(U) Muiltiple criminal hackers have targeted a variety of police departments and municipalities nationwide with DoS and doxing attacks in
reaction to perceived incidents of police brutality, according to a December 2014 joint law enforcement bulletin by the California State
Threat Assessment Center, MS-ISAC, and the Northern California Regional Intelligence Center (NCRIC).

(U) In late November 2014, criminal hackers associated with the Anonymous collective targeted the City of Cleveland with a DoS attack in
response to an officer-involved shooting. Although the city’s public-facing website was taken offline, communications were not dffected,
according to US media reporting.2! Reporting provides no indication how long the city’s website was offline.

(U//FOUQO) A number of DDoS attacks specifically targeting state and local government or law enforcement websites have
had the likely unintended consequence of impacting emergency call centers and dispatch communications, such as 91 |
communications systems.

»

»

(U) The hacker collective Anonymous claimed responsibility for a 9 March 2015 DDoS attack on the City of
Madison, Wisconsin in response to a recent officer-involved shooting in the city.” The hour-long attack
intermittently affected some police, fire, and medical dispatch services; as well as city government Internet and
e-mail communications, and online payment services, according to US media reporting.?

(U) Unknown criminal hackers on 20 December 2014 accessed the Indianapolis emergency 911 system that
dispatches police, fire, and EMS vehicles across the city, according to local news media. The attack lasted several
days and managed to slow systems, but due to network redundancies, public safety was never compromised, and
the city was able to continue to dispatch vehicles on time.?*

(U) Cybercriminals Pose Persistent Threat

(U//FOUQ) Cybercriminal targeting of the ESS for financial gain using tactics and techniques such as TDoS and ransomware
to extort funds from victims likely will persist, as cybercriminals continue to see ESS entities as lucrative targets for
extortion, as well as popular targets for nuisance-level attacks. Cybercriminals usually do not seek to cause damage or
disruption to systems or networks because this would potentially impede their ability to exploit those systems for profit.”®

»

»

»

»

(U) A Nevada county sheriff's department and a Wisconsin police department in mid-May 2015 were victims of
ransomware attacks that encrypted both departments’ shared folders.”*? According to MS-ISAC analysis of the
incidents, the networks of both departments likely became infected when a user from each department accessed
the same probable legitimate website that had been compromised.?®?” There was no evidence of additional
infections on either department’s system nor data exfiltration attempts.*?'

(U//FOUO) A municipal city and several local public-safety agencies in Southern California in early June 2014 were
infected by ransomware, resulting in the compromise of more than 100 computers and 10 servers, according to
reporting from the NCRIC, Orange County Intelligence Assessment Center, and MS-ISAC.*

(U//FOUOQO) A local fire department in Northern California and a law enforcement agency in Southern California
in late May 2014 were infected by ransomware, resulting in the compromise of at least one computer and one
server in each location, making vital information unavailable, according to the same reporting.®

(U) TDoS attacks in early 2013 affected approximately 600 critical government phone systems nationwide,

including 200 PSAPs. Following floods of subsequent calls over a period of days or weeks, the attackers demanded
payment of $5,000 to cease the TDoS, according to US media reporting.*
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(U) Nuisance-Level Attacks Considered Negligible

(U) The ESS has been targeted by unknown threat actors, many of whom probably were cybercriminal pranksters, causing
primarily nuisance-level attacks.

»

»

»

»

»

»

(U//FOUQO) An unidentified male on 29 January 2014 called the emergency room (ER) of an Ohio-based hospital
and asked to speak with an ER employee. After being told the employee was not available, the caller became
enraged and began cursing and yelling. After being disconnected due to his unruly behavior, the caller recontacted
the ER approximately 100 times through 30 January 2014, causing a disruption of vital ER communications,
according to a state fusion center analyst with first- and second-hand access to the information.*

(U) A server belonging to a county regional public-safety communications agency in a Northwestern state was
breached in mid-January 2014, exposing 6,000 medical-response records from three regional fire departments and
personnel data on 231 full-time and volunteer firefighters, according to a local media report.*

(U) A Wisconsin local police department reported in September 2013 that its Twitter account had been hacked,
and unauthorized tweets were being sent from the account, including many laced with profanities, according to a
US media report.”

(U) Tornado siren systems in two cities in a mid-western state were compromised in July 2013. According to a
press report, in one instance the siren was activated by what officials determined was a likely cyber attack using
radio signals containing a unique code. Local police reported that an illicit copy of the signal likely was crafted and
broadcast to activate the sirens.

(U) Local emergency alert systems in Montana, Michigan, New Mexico, Utah, and California were compromised in
February 2013 when unknown attackers used default credentials to send messages warning local residents of
zombie attacks, according to media reports.® The default credentials allowed the actors to take control of
systems at local TV stations and override current broadcasts with the false emergency messages.*” "

(U) An unknown actor in February 2012 used a worm to infect a mid-western regional information system,
forcing it to shut down, according to local media reports.*> The incident affected approximately 200 different
agencies, including police departments and others who use the system to check criminal information, such as
warrants, criminal histories, mug shots and other records. The cause of the infection was unknown.®

(U) Nation-States Show Lack of Activity Against Emergency Services Sector

(U//FOUQ) There is no reporting to indicate state-sponsored actors are actively targeting ESS networks.
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(U) Appendix A: Recommended Spear-Phishing and Malware Mitigation and
Protection Measures

(U) Perform regular backups of all critical information to limit the impact of data or system loss and to
help expedite the recovery process. Ideally, this data should be kept on a separate device, and backups
should be stored offline.

(U) Maintain up-to-date antivirus software, and keep operating systems and software up-to-date with the
latest patches.

(U) Be cautious about all e-mails received, including those purported to be from “trusted entities,” and
be careful when opening links within those messages.

(U) Do not input personal information or login credentials in pop-up windows or links within an e-mail,
and do not open attachments or click on links in unsolicited e-mails—access the links by navigating to the
organization’s website directly.

(U) Look for uniform resource locators that do not match a legitimate site, but appear to be associated
with the site through small spelling variations or different domain names (.com vice .net).

(U) Be wary of downloading files from unknown senders. Malicious code can be embedded in commonly
e-mailed files, such as .doc, .pdf, .exe, and .zip; and be particularly cautious of double file extensions
(evil.pdf.exe).

(U) Only download software from trusted sites, and enable the feature to scan e-mail attachments before
downloading and saving them to a system or network.**
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(U) Source Summary Statement

(U//FOUO) The analysis in this Assessment related to criminal hacker activity is based on highly reliable DHS
reporting acquired from a local law enforcement officer with first-hand access to the information, FBI reporting
obtained from US government and law enforcement officers, and fusion center reporting and analysis. The
analysis related to cybercriminal activity is based on highly reliable DHS, MS-ISAC, and fusion center reporting.
Analysis related to criminal hacker and cybercriminal activity is supported by US media reporting that
comprehensively covers criminal hacker and cybercriminal activities and largely corroborates one another. We
have high confidence in our assessments of criminal hacker and cybercriminal activities targeting the ESS based
on highly reliable DHS, FBI, MS-ISAC, and fusion center reporting; extensive corroborating media reporting; the
open nature of these activities; and criminal hacker propagandizing. We have low confidence in our overall
assessment of the threat to the sector, as we have few examples of malicious cyber activity beyond common
cybercrime and criminal hacker activities.

(U) Reporting Computer Security Incidents

(V) To report a computer security incident, either contact US-CERT at 888-282-0870, or go to
https://forms.us-cert.gov/report/ and complete the US-CERT Incident Reporting System form.
The US-CERT Incident Reporting System provides a secure, web-enabled means of reporting computer security
incidents to US-CERT. An incident is defined as a violation or imminent threat of violation of computer security
policies, acceptable use policies, or standard computer security practices. In general, types of activity commonly
recognized as violating typical security policies include attempts (either failed or successful) to gain unauthorized
access to a system or its data, including personally identifiable information; unwanted disruption or denial of
service; the unauthorized use of a system for processing or storing data; and changes to system hardware,
firmware, or software without the owner’s knowledge, instruction, or consent.

(V) Tracked by: HSEC-1.2.1, HSEC-1.2.2, HSEC-1.2.3, HSEC-1.3.1, HSEC-1.5
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