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REPRESENTATIVE MIKE ROGERS (R-MI): | call the committeeto orde.

We've got competing heaings withsorne of our membes. Theell be membes coming in and
out duringthe @urseof themeding.

Admiral, we gpredate you being leretoday.

The Houselntelligence Committee mets today in open sessiormtconvee a hering on the
advaned cyberthreds fecing the United Sites, & well as ongoingefforts to protet our naton
and oureconomyfrom thesedangerous theds.

Our witness for todg's heaing is Admiral Mi ke Rogers, the commande of the U.S Cyber
Command and diretor of theNational Seaurity Agency. And & we have said multiple times,
were - you @n't have enough Mke Rogers in the national sedty spae, | think.

Admiral Rogers, we appredate you appearing before us bday.

As theCongess coms to a close|] wanted to tak this opportunity todk with the American
people one morgéme about one of the mogignificant national threts that we face | was a
membe of the HPSC for severa yeas bdore | becane chairman and | had the oppdunity to
see those gberthredas giow in volume and omplexity over thatime.

As | took hegavel ascommitteechairmanin 2011,I was determined to do whécould do to
help Amercan companies deal with these tare And Dutd Rupersbeger and | sat down to
try to, | think, aaft a measurethat delt at least with a significant portion ofthat problem in a
cybershaing bill.

| stated talking publicly in as gea a cetail as posible about he countrig like China and Iran
that wee preying on American compania. | wanted to raise wareness amang companies béng
targeted, ad also advacethe debat about whathe United Sites government neds to do to
address hesethreds.

The highlight of that &fort for me was the committees Cctober 201 openhearing on cyter
where both herankingmembe and | cdled outthe Chineegovernment for its industrialscale
campapgn of cybere@namic espiorege aganst American companies.

Thebrazen Chinesegovernment campagn was nosecet in the Lhited Sates government or the
private-sector cybersecurity community.But no ane was talking about it pubicly at that time.
The United Sates was urwilling to call Beijing toacount, andJ.S. companiessaral the
Chinesegovernment wodd punish hem wit aushing gberatads for having that public
debate.

After we openel that delete hee and @lled China out, wewere able to hae an honest
convasdion with theAmerican people about he ®st of this Giinese ampagn and what neds
to be done laout it.



China's eonomc cyberespiorage has ertainly not diminished in ba time. In fadt, it's gown
exponentialy in terms ofvolume and danage dore to our néion's emnomi future Chinese
intelligence services thatconduct heseattadks have little fea, because we have no padicd
deterrence to tha threft (sic) - that thet.

This problen is not goingaway until that chages. China's @onomic cyberespioregeis not he
only threat we facenow. Iran laurched vey challenging distibuted denialof-servie attadks on
our financial mtworks in 2012. Vith the DDOS tadic -- isnt -- it's nota nav, and it's certainly
not the most sophistiated of athds. Thescde and sped of which this hppenel was
unpreeedented and medethe atadks vey difficult to defend aganst. A sophistated virus widey
attributed in the press b thelranian government also wiped out nore than 30,000 comperts & a
Saudi Arabian stateoil compalry, Aramco.

There has be@ alot of talk over theyeas aout hymthetia dargers d a cyber Peal Harbor,

and its certainly becomea bit of a cliché in cyberseaurity circles.| would ague, however, tha

the thea of a catastrophic ad danaging cyberattad in the United Sdtes citical infrastrudure
like our pwer or financial netwoiks is acually becomingless lypothetial evey day.

Thelranian atidk on Saudi Aramco is a eéa example that our advesaries have the intentrad
cgpability to launch danaging attadks. Moreover, there are growing reports of attmpts to lbeat
the networks anthdustrial control systems of oueledric power operaorsand aitical
infrastructue opeations.

Foreign cyberadors ae probing Americans critical infrastrudure networks and in ome @ses
havegainedaccess to thos control ystems. Trojan hase malwae that ha been attributel to
Russa has been dectedon indusrial control softwae for awider range of American critical
infrastructue systems tiroughout he county. This melware can beused to shut down vé
infrastructue like oil and ggs ppelines, paver transmission gds and wéer distribuion and
filtration systems.

Not avareof acaseyet where hadkersgainedaccess to oneof these sysems and usgit to cause
damage to Amercan citical infrastructure, butl wouldn't ke muchcomfort in that

| believe ouradvanced ration stte alversaries have thelflity to cause seh damage. These
nations hd a stroig motve & this noment to conduct such anad and ae deterred only by
the fea of U.S. redliation. Our citical infrastrucure networls areextremely vulnemble to sub
adamaging attadk, and we can't count ona deterrence if we'realready in an advesarid postion
with a naton like China orRussa. And we can't count on hefad tha lessrationd actors mght
also gain access to thos critical sysems.

It's nothard to undestand how dificult it would be if the poweor the water was shutoff, but
imagine if one of our adversaries was ableto shutdown key American financial transetions.
Economywould giind to a halt. Even wae, imagine if aforeign cyberattadker dtered or celeted
key financial transacton data so that ecouldnt verify account balaces orwha companies o&
eat othe from dg to day. It certainly would bechaos.



Most of ou criticd infrastrudure provides ae doingtheir best © beter seaure their networlks.
But if they get attacked by an adversary with theresoures and apabilities of a nathn stte like
China orRussa or Iran, it certanly isnt afair fight.

TheU.S. gpvernment has a obligation to help therivate sector H sharing this threst
information about potential aitks bdore they happen. Gla wehad the opprtunity to talk to
the American people todiy about this vial issuel'm hopingthat this hearig can help faus
membes' attention on this $sue and the ed to pas gberthrea information-shaing legislation
before the end 0f2014.We mustberealy for a damaging cyberattadk against ou critica
infrastructue. If the Senate does notact swiftly, both houes of Congesswill haveto sart from
saatch rext yea, movingnew bills. Given theyberthreas weface this could be a
unnecessay and dangerous dday when we are soclose to aregreament that protects privg@nd
our e&onomyand ou national seurity.

Again, Admiral, thank you for béng here. And | want to now tun it over to the anking membe
for any remarks he'd like to meke.

REPRESENTATIVE C.A. 'DUTCH" RUPPERBERGER (BDMD): Wéll, first, Mr. Chairman
thankyou for having this open haring. It's important tha we let the American people knav how
saious this gberthred is.

| thank yau, Admird Rogers, for appearing before us bday. You have a temendous job. Yore
ready for thejob. | know thatyouve been in, whet, six months nev and -- about ®ven months,
and were ready to worik with you to make sue you et theresources you reed to protet our
country from the theds tha were talking about.

This commiteehas ber soundinghe darm on thecyberthred for yeas and has tweeled the
House passage ofitical cyber legislation. But the threat has not waited on the fill Congess to
ad.

In 2012we warned of the mming danger as a hge Saudi oil compay -- and the chairman
referred to this too in 8 commets -- Saudi Aramco suffered adevastatig cyberatadk. The
virus or malwae erased daa on 30,000 othe ®mpary's compugers, repladng it with a pictue
of a buring American flag.

Then the thea hit our shoes. We continued to warn asyberattadks hit he United Sétes,
government computes, induding at the Departnent of Defense, the U.S Sentendng
Commissionthe U.S Treasuly -- and it goes on.But sill thefull Congess dd not at.

Thethreat then sprea further, now to our pwate networks. Taget was stuck -- or Tar-Jay (ph).
Then & our lanks, PMorgan wa -- were-- was ht as wdl as Visa ad theBank of America. In
FY 2012, Bepartment ofHomdand Searity responded to 198 dgrincidents acrossitical
infrastructue sectorsAnd of these 40 pecent werein the enegy sedor. The enegy sdor
continues to kea thebrunt of our county's gyberdtads beause hackers recognize that the
energy sector is our ourtry's Achilles hel.



The effects ofan attack would send a shéwvave through oureadmnomy Remember how singe
fallen tree in Ohio ba& in 2003triggered ablad<out for nearly 50 milion people Just think
about what a gberatadk would do.It could be etastrophic.

We're watching the thea grow and spred. Attacks havéiit the Séte Department and the \Mte
House. The dager is notwaiting. Sowhat's the till Congess waiing for? Thanks b Chairma
Rogers' leadership ad the -- this bpartisan ommitteg the House passed itgher legislation.
This legislation would fix a dangerous g in ournation's gberamor, the indility to stare
threat information betveen the public and privatsectors.

The private setor ownsabout 80 pezent of thelnternd, which m&es it difficult for the
government to help protet our network. Rght now if your howseis broken into, you all 911,
and the cops com@&ut if a compaw gets gyberatadied and billions of dollas ae stolen --
which has hapenead in the United Sites, ad itis happaing -- they can't call a cyber-911 linein
the sane way.

On the other had, the ggernment may have cyberthred information. But currently thele's no
legslative framework in place to shareit with the private seor. It's like beng able to se
Hurricane Sandy heading up he East Coast but not beingble to warnanyone that its comiry.

Thats whet our gyber legislation doeslt erables this crucial twavay information sharing of
cyberthrea information.It's the @saiption of theburdar. It's the tragdory of the @ming storm.
Thats whet's beirg shaed, not private inbrmation.

The Senate ha its own gber legislation, which is very similar to ouss butwhich ha notpassed
the full Senate. ChairmaiRogers and | have been working very closely with Chairmart- with
Senator Feingsin and Senator Chambg on heseisaues in he $nate. We need to nove quicky
to reconcile the two-- thesetwo issues iad pass thisebislation. The thret is not goingto wait.

So thank yu, Admird Rogers, to take the timtoday to come béore us abouthe g/berthred.
And Chairman Rogersgain, thank youfor having this open haring so hatwe can eduete our
American citizens on thighreat and vhat we need to do.

Thank you.
REP. RFOGERS Thank you vey much.

Admiral Rogers, thefloor is yours. Welcome and its good to know ineven months you haen't
bumped into anything too sigicant. SO congatulations

ADMIRAL MICHAEL ROGERS Wédl, Chairman thank you vey much.Vice Chairmanand
members of theammitteg thank yu for theopportunity to talk to you talay onatopic that
clearly is of aitical importane to the nation and d critical importane to each of heretoday.

I'll keep my opening remarks vey shat, asl -- and | think the inteadion between us wil
generde thegreaest védue.



| would strt by first thanking Representative Roges for your time, and this will be the lattime,
| sused, tha I'll be testfying before the committeeduring your tenure as the chairmanAnd |
justwant to s thank youl thankyou & wdl as yaur fellow leadership with Repesentative
Ruppesbeager on the truy nonpatisan rature thatyou hawe creged.| think that's agred
example for all of us.It serves the rtion well. And & an indivdud tha interads with your
committeeon aregular hesis,| thank you for tha. It certainly makes my jobbeter and, | think,
easier. And | think moreimportantly it gets © beter solutions, which think iswhat weare all
about no natter where we are in this room.

| would strt out by highlighting dorit think there shoutl be aybodys mird that the
cyberchall enges we're talking about ae not theoreticd. This is sonething red tha is impacting
our retion and tho® of our allies and frends evey day. And it is doing itin a meningful way
that isliterally costingus hundrds of billions @ dollars, that is leding to areduced snse @
security andthat has the potential tedl to truly significant, amost catastrophitail ures if we
dont take adion.

It also hghlights b all of us,| think, that thee is noonesinde group orpaty -- party in the
sense & whetherit begovernment, whether it B the private setor -- the chalenges heg are so
broad that the ideethat one setor oroneindividual organiztion is going to slwe this | just
dont think is relistic. It is going to &ke a tre patnership ketween the private setor, the
government and academiato addess hechallenges wehave.

| think the work tha you havedone on thedgislative side is crically important, beausewe
need a legaframewok that enables us topally shae information, madineto machine and at
madiine sped, between the private setor and thegovernment, and do itm away that povides
liability protedion for the corporate setor, as vell as ensung that the vey valid concernsabout
privacy and civil | iberties ae addressed.

| think we can do thatl think youve dore that. The challenge dearly is adieving the poliical

will and the poliical cons@sus b pass ha. | leave that up to pu fine women and women. Wha
I'll try to foaus on is, sowha do| think within the edm of responsibiity of U.S. G/ber
Command and the tional Seaurity Agency? What do we ned to be doing

In my ha as the Nitional Seaurity Agency - I'll talk about hat first- primary roles for us, to
ensure that w are generating insights hhat aid thepublic sector as @l as govenment- the
private sectoes wdl as government, in terms ofwhats the cyberthrea out here. Wha's coming
at us? How can wegive timely advance information that hép usbein a position ¢ respond and
defea thoseefforts geting into oursystems, whether that be on tprévate side otin the
government?

In addition, NSA has a prinary role in ensuing its information assance expertise is avasble
to help bothlie government and the privateestor in deending its sgtemsand generating the
standardsnd approahes to how you diend capability and ensurig that air expertise is
available to hép.



From the U.SCyber Command pespective, three primary missbns forus Number oneto
defend our apartments network Sol find myself, as mary people do, jusas the private skr
does, jug as may othe elements in the goernment responsble for defendingthe g/ber
infrastructue of alarge global organiztion.

We're taking a seres of steps in the departrtdn do thatlt newer goes as ést asyouwould like,
butI'm vary comforible about herate d progress and the plan&have to do that.

Theotherthingwete tryingto do at U.S. €ber Gmmand iswe'retaskel with generding the
cyber mission foce, if you will, the men and women whoeggoing b beaddressingthe
departmerni$ oyber need, from the ddensive to he offensive; ad then, éstly, to be pepared, if
directed by the pesidentand the seretary of defense, to provide DD cgpability to deend
critical U.S. infrastructure.

As | think mary of you ae aware the U.S. government has desigted 16 sgments within the
private sectoes beirg of critical significance to the natiors ssaurity. Think water Think power.
Think aviation, financial 16. U.S. @ber Comnand istasked to be jgpared to provide BDD
cgpability to defend that nfrastructue.

We continueto move dong in ha journgy. We're about halfvay throwgh, the departmerhas,
between fiscd yea "13and fis@ yea "16. D wehave &out fou yeas to gnerae that
cgpability, if youwill. We'reabout halfway through that journein time. We'reabout 40 pecent
in terms of atual generdion of the brceto date Again, it's pragressingwell. We continueto
learn insightful essonsas wecontinue throgh this.

| aways remind people this will be a iterdive journg/, and wkerewe are right now isnot
necessarily where were going to end up. \&re all trying to lean here And cyber is an
environment, a mision &t, that continues to cimge.

And with that,l think I'll justanswer ay questions on any topiyou mighthave

REP. FOGERS Thank you, Admird.

Mr. Conavay.

REPRESENTATIVE MIKE CONAWAY (R-TX): Thank you,Admiral.

Your last @mments- tha was actualy the qustion| had written down to ak you &out,and
that isyour dforts at ecmuiting and reéining thefolks tha you ned to defend & wdl as attack,
assumingthey get the orders to do that.

Given that this skKi set in the kind ofcolloquial wisdom doesifook like a you knaw, clean-cut,
shorthared, weaing, you know, a white vy uniform kind of peson, hev doyoufold in the

kind of - or find the folks with themindset to be able to do thdgadsof speific technicd
things and &0 hawe the mindset to be good sil or as an gample, or solder?



ADM. ROGERS Thank you, si.

So I'd male acouple d comments. Rrst, theworkforcewill be compo®d of both military and
civilian. So oneof the @mments| make to peoplés that gives us the opptunity to have a
pretty broad sweth of individuals.If you come outto the National Seaurity Agency today, you
will see people wk long ponyails, T-shirts, jeas very casual, different agproach to doing
things, as opposeto wlet the military forcelooks like.

| think thats one of tle advantges ofa military and a dvilian component totie workforce We

can get a lroad range of cgpabilities and bakgrounds. Theg dorit all haveto be the same.hey

don't all hae to med a military requirement, sod spek, in terms ofphyscal fitness, sandards
of uniform and other thigs.

I'll tell you, when | stated working in cyber in the departméi O-plus yeass ag, mynumber one
conarn was howarewe goingto be &le to recruit and etain the ma and women that we ned
to exeaute thismisson within the @nstaints wehave within the department

Ten-plus yeas into his nav, and now, as theommande of United Sétes G/ber Comnand, |
would tellyou | have been pleaantly surprised ty our aility to do ha, both in he uniformed
element of the workforce and in he advilian dement of the vorkforce

REP. @ONAWAY : | uncerstend at N& youd have that blend. Bt in actud Cyber Command
itself and then in the fiel, would you hag a blend thex as well ?

ADM. ROGERS U.S. G/ber Commnand isthe same mode
REP. WNAWAY: OK.

ADM. ROGERS:It's miitary and avilian. Now, theratios ae different. At U.S. G/ber
Command, were prokebly 80 pecent military, 20 percent civilian. At NSA -

REP. ®NAWAY : Is thee an issuewith pay differential between the twoworkforces, peple
doingthe sanejob, ore of them wering a uniform getting one sele, soneonesitting beside
them with a powtail, T-shirt and flip flops-

ADM. ROGERS I've never hexrd - I've never heard thd -

REP. @ONAWAY: OK.

ADM. ROGERS - that issueaised.

REP. NAWAY : All right. And d&outretention,weVve got- at Angelo StateUniversity in San
Angdo, Texas, weve gota gret cybertraining fadlity as wdl as at @odellow Air Force Base
We speml - and thesareall uniformed blks keing traned at Goodé#llow - alot of moneg and a

lot of time giving the® kids tools ha are very valuable in the privateedor. So whds the
retention issues thatou're dealing with?



ADM. ROGERS Right. So, knock on wood, to tfaretention has xceeded our expectations |
think that's lagely due to thefad - and it's not ungue to gber - you @an look on émost aty
military set, skil set. We are not goingto compée on the bais of pay. Whee we're going to
compete is we will atad people who havewho will be attaded to thesthosand ailture, this
ideaof servirg sonething bigger than yourself.

We will attrad peoplewho like the ida of sevice to the nation as aote part of wha they do in
life. We will attrad peope who ae attraded to the ida of you aredoing ®mething thamatters
to this nation ad you ae hdping to deend this naton.

We will attrad peopleon the bais of we're going to &t you do soraredly neat things. And
we're aso attading and retaining people on thebasis of, in our wlture, in our model, wae
going to gve you responsibiity at a petty junior or youngage. That seens to fave redly
resonatel with bot the miltary and thecivilian parts of our wrkforce

REP. @NAWAY : Is thee - and | asked this question at Goodfllow. We train an inantryman
to use a M-16, and they know howto do t really well. It's pretty clear tha when they leave,
they dorit take that wepon with them bakinto the private seor.

Is thee an ethics elenent to these gber-trainedfolks? Because thg'll take that skill set wih
them and ould g rogueif they dorit hawe the right kind of mindsetls thee sone part of tha
training and thet constantemindingthat we're giving you toos that, impropety used in the
private sectorcould dogrea ham?

ADM. ROGERS Ethics is clerly apart of what we do & aforce as an a@ganization, if you will.
| think it's the same ballenge, br example, when we provide miliary members snipdraining.
We remind them yolre given thiscapability. We give you this traning urder a specific set of
authorities or a speific misson. And its notlegal or appropiate to u this oherwise. And ve
do the same thingp the cybermissons.

REP. @ONAWAY : Thank you, Admiral; appresiate your work.

| yield back.

REP. FOGERS (Off mic.)

REPRESENTATIVE JM HIMES ([D-CT): Thank you, Mr. Chairnan.

Thank you, Admiral, forbeng with us

We heard last wek from General Cartwright that moreneads b bedore to set inernationd
norms, sorgthing andogous b the laws ofvar, with respetto cyber. I'm wonderimg if you

could ke afew minutes to gve us some sex, as sonebodywhaos in theday-to-day mix hee,
about wha sone of thekey principles might e for thoseinternaional noms.



I'm obviouslyworried that in he abseneof sud agreements ornorms, itmay take a caastrophe
and aretdliation to a @tastrophe to fare people to the table. Savonder,could you gve us a
sense both whiayou think thos norms would lookike and, seondly, howwe could help
cdalyzethat ggreament around thevorld?

ADM. ROGERS Widll, firstly, | would stromgly conair with Generd Cartwright's commets.
We havegot, | believe, to develop a gef nams or pringoles for behaviors in this pace,
because,absent that kinaf thing bang totly onthe déensiveis a \ery losingstraegy to nme.
It will cost a sgnificant anountof mong. It leadsto a much dereased probdility of misson
sucess. Thas just notagood outcomédor us in the longun.

And as you yurselfreferenced, and Repesentative Rogrs didin his opeing statement, the
doesn't sem to be a seresof risk amongnaton-states, goups and indiiduals in the behaviors
we see in gber, tha youcan just do lterally amost arything you want and therisnt a pice to
pay for it. Thats notagood plae, | would ague, for us as anation, and would ague, moe
broadly, for us ntemationally to be in.

So what we’re trying to -- and I’'m not the primary in this, but what we’re trying to make an
argument, ifyou will, collectively is we need to cevelop a set of nons andoehaviors that we
can fundamentally agree with as a starting point for how we’re going to behave and act within
this environment. I’ve seen an initial set of points that the White House has developed and, in
fadt, has sheed -- have been raised in a couple of United Nation forums. We’ve talked about
things lke treat certs & hosplials, evey nation-state should havies compute emegency
cgpabilities It alone,every nation-state-- that would be destalding -- you want evey nation
to have the ability to respond to cyber emergencies. You don’t want to take that capability away.

We need to define what would be offensive, what’s an active (warrant ?) Those are all issues
we’re trying to come to grips with right now. And in the absene of any current deinitions or
any current expectations of behaviors, now, we’re all in the -- left in the place where we’re trying
to guess what the intent is and we’re trying to guess how far things are going to go. That’s just
not a good pleefor us to be

REP. HMES: So in addition, you highlighted @prindple thee, | guess ®me sort of
agreement not to attack a nation’s emergency response capability. What else? What else would
you suggest? I mean, obviously, you know, there’s a difference beween takng down a
sovereign’s internal IT capability and, you know, trying to steal a commercial secret that’s
probably in law or & least in the laws ofvar some diferencethere.

So what elsén addition to ert of isolating resporse capabilities --

ADM. ROGERS There’s discussion about do we want to put in standards about critical
infrastructue for a naton-state. If you’re -- if you’re going to go down that road, then that’s a
step beyond these norms and behaviors. Therefore, you’re opening yourself up to poential
repercussions. 8 the ide of critical infrastrudure, sone discussion ldout nationstate
applicaion againstthe @mmerdal sector isaway to sed intellectual propety for nation-state
gain, you know, tlat -- we havealways agued that that is not within the U.S. vision. We don’t



do that. We have always argued that’s not appropriate for the role of a nation-state | think that
would be anongthem.

Going dter, as| said, infastructue. If you lookedat goingafter things that ould leal to loss of

life, if you looked & goingafter things that couldéad to loss of ontrol, yai know, & ouside the
norms of behavior, that those are the kinds of things we’re having discussions about, what -- how
do webuild the famework if youwill.

REP. HMES: Do you, as wu sort oflook at the éscusson internaionally happaing here, do
you have any confidene that this debte orthis dsaussion is going tadvan@?And in
particular,arewe goingto be able to @w in bad adors like Chinaand Iran? Or is it going to, in
fad, take sone demondration of capability against them to get them to the tabl@

ADM. ROGERS I don’t know, is the short answer. I’'m hoping it’s not the latter. Clearly, there’s
ongoingdialogue

You know, the othecompilicator in this isl often will hear people u® the kind of nutear
andogy in terms of howwe were able to develop over time to devéop the concepts of
deterence, nams and béhaviors.| try to remind people to emember the ltall enge of thenuclear
andogy is when ve stared mog of that work bak in the 1950s and the 1960s, you had
cgpability -- in this cae nudear wegpons-- thatwerecontrolled puely by nation-staes, no
individuals or goups, bya vey small numbeof nation-states -- you know, two edly, to strt
with initially when we had thesanitial disaussions.

That’s very different from the cyber dynamic, where we’re not only going to be dealing with
nation-states, but we’re going to be dealing with groups, with individuals, when we’re deding
with a @pability that isrelatively inexpensive ad so eayto acquig, very unlike the nukear
kind of model. Theamakes this redly problematic

REP. HMES: Yeédh, yeah. Thank you. Thaok youvery much. Thak you,Mr. Chairman.

REP. FOGERS Admiral, there’s -- recently, there’s been some disclosure of Trojan Horse
malwae on paver networks and gtical infrastrudure Canyou talk doutwha theintention

may have ben? Can youtalk ébout hat threa a little bit? Wha -- if you have any attribution to
any organization or naton-state that mahave been involved? And kind ofput it in context about

ADM. ROGERS Right.

REP. ROGERS -- wha this-- wha this redly means for the natiorlsseaurity interestsof the
United Sttes.

ADM. ROGERS:So we have seen instances where we’re observing intrusions into industrial
control gystems. What comens us isha aaess, ha cgability, can be usal by nation-staes,
groups o individuds to take down thatapability. In fact, as yau saw withAramco, or example,
to destry or be destrative with tha cgpability.



We clearly are seeing indanes whee nation-states, goupsand individuals ae aggresiely
looking at acquiring that capability. What we think we’re seeing is reconnaissance by many of
those ators in an a#mpt to nsure thg understand oursystems so that tlyecan then, if thg
chooseto, exploit hevulnerabilities within thosecontrol g/stems.

Those control gstems a& fundamentbito how we work mog of our infrastructureaaossthis
nation. And it’s not just the United States, on a global basis. They are foundational to almost
every netwaked aspec of our life, from ou water to our power to oufinancial sgment to the
aviation industry just as examples. They’re so foundational to theway we do-- we operae
complex systemsyou krow, on a nationabasis.

It’s one of the areas when -- people ofén will ask me so whiaare the @mingtrends ttat you e
| think the indusial control gystem and the SEDA piecearebig gowth areas of vulneability
and action that we’re going to see in the coming 12 months, and it’s among the things that
concern me the most because this will be truly destructive if someone decides that’s what they
want to do.

REP. FOGERS If -- or it was detemined tha that malware was on hosesygems, @n you bea
little more definitive on what does that meaki? -- if I’'m on that system and I want to do some
harm, what does that dé®w does thatmpad the broade -- do thre lights ¢ out? Do ve stop
pumpingwate? What does thatedly mean? And the &4a tha it was thee, does that rean they
aready have thecgpability to flip the swith if they wanted to?

ADM. ROGERS Wéll, let me ask (sicAnswer) the last part first, if I could. There shouldn’t be
any doubt h ourminds hat there are nation-states and grqas outthere that have thecgpability
to do ha, to enterour g/stems, to eterthose industal control systems, ad to shut down,
forestall aur ability to opeste our basic infsstrucure, whethe it’s generating power across this
nation, whether it’s moving water and fuel, whether it’s moving, you know, some -- I’ll highlight
those beause those tadto be the biggest focusess that wehave sen.

So once you’re into the system and you’re able to do that, ittnables/ou to do things ke, if |
want to tell power tubines to @ offline and stop gneraing power, you an do thatlf | wanted
to segment the transmission system so that you couldn’t distribute the power that was coming out
of power stationsthis would enablgou to do ha. | mean, it enableg/ou to shudown vey
segmened, vey tailored parts of our infastructue that forestall theability to provide that
servie to usas citizens.

REP. FOGERS So if -- and you’ve determined that nationstates haethat ability.

ADM. ROGERS Yes, si.

REP. FOGERS And thee was a public report, the Mandiantaport, tha referred to Chinese--
attributed to he Chinesegovernment haders beng on our-- some ofour criticd infrastrudure

sysems.|s thee any other nation-state thatou kelieve has ben sucessfu in getting on thos
systems?



ADM. ROGERS There’s probably one or two others. I apologize if I could -- we consder tha
classified, and so in an open hearing, I apologize, but I'm not redly comfortable with spelhg
out sgedfics. But | would s& there is more than one nation deoutthele that we wach, that we
believe has thescapabilities.

REP. FOGERS S0 -- and the thrust of that question is really to say that it isn’t a one-Off --
ADM. ROGERS Right.

REP. FOGERS -- acording to ha publc report. Thee aremultiple naton-states who both
have the gpability and have likely actually been on thog networks at sompoint.

ADM. ROGERS Definitely more than one. And the other point I would make is we’re watching
multiple naton-states invest in ths capaility.

REP. ROGERS And when you say invest in it, can you talk about that, what that means? That’s
-- this isan important, | think, turn of events her

ADM. ROGERS So whe | say invest n this caability, we see them atempting to do
remnnassance on ou systems, attemptg to geneate insghtabout how ou networks &
strudured. We seethem doingreseard in this aea We seethem atémpting to sed information
on how oursysems ae configured, the vey specfic schematics of most of our contrgiems,
down to egineaing level of detail so thg can look at whee the vulnembilities, how ae they
constuced, howcould | get in and defea them?

We’re seeing multiple nation-states invest in thoskinds of capabilities.

REP. FOGERS Right. And wha -- so ha -- you mentioned this next group, so you’ve seen the
internaional oiganized crimeorganization certainly starthgto devéop their capabilities, and
we’ve seen in some cases them using nation-statelike tecdhniques. Caryou flesh that out for us?
So now you’ve highlighted the nation-state thed, and this would] would argue, is prolably that
one down thigives us puse br conaern.

Can you talk about that threat and what it means and why It’s so difficult for the private sector to
try to ddend themselvesganst those threts?

ADM. ROGERS So whawe had teditionally seen in the criminal sectowas ciminal actors,
gangs,groups, pedrating systems and ying to sed information thathey then ould <l or use
to generae revenue So credit card information, sdling personhinformation on- there's adually
amaiket outthere to sell persorianformation onindividuals. Thg had been seding - we had
been waching them and obseting them sieding daa associagd with geneating revenue.

Thenext trend thatl think wetre goingto se in the @ming rea term isyou will statt to seel
believe, in many inseinces sone of those criminkadors now @gaging not justm the theft of
information desiged to generae revenuebut alsopotentially as a strogate for othergroups,



other natbns. Because I'm waching nation sttesattempt to obsure, if you will, their
fingerprints. And oneof the ways to @ that isto use suriogate groups b atemptto exeaute these
things foryou.

It's onereason, for &ample, while were watching crimindadors sért to usesone of thetools
that wehistricadly haveseen naton sttes usiig now, you're starthg to seecriminal gargs in
some insdnces using theetools, which sugggts to ughat inceasingy in sane senarios wae
goingto see maz linkages beteen the nation stte and sone of thesegroups. Thés atroubling
devdopment br us.

REP. FOGERS So g/ber hit nen for hire, edly, servenation sttes.l had alot more on thrats
butI'm going to do this quakly, butl justwant to ask this bst questn. So in lhis ¢/ber skaring
regime of whichyou talked about, cgainly what our legislation proposs, thee are concerns-
and | think they're valid without the undestanding of exadly how it woked, madine to
madine ed time, millions of piees of iformation or pakets at the youknow, sped of light.

How can we assure Americans hat their personkinformation s notbeng read or ®lleded or
usedby the NSA in that ed-time, mahineto-machine sharig that wouldallow you to hae
wha you knav with you mdicious urce code with the private seor, so thg could proted
their own network?

ADM. ROGERS | think there's acouple ofways to this. kst of all, | remind people, this is
about computer network énse, noebout ntelligence Totally different missons wih totlly
different objedives. Thesecond pointl would make is, we reel to very publicly sit down and
define justwhat ae the dements of information v want to pass b each other and we want to
makethat vey public. Theseare the speific data fields, tis is the speific information thawe
need, both what does th@ivate sector ead and what does thgovernment neel.

From ny persgdive as the diretor of theNational Seaurity Agency, when weadd, far example,
private informationmto this, hat complcaes thngs for mebecausel havespecfic protections
thatl mustprovide to U.S. person datayexample, that will slow us down. Tha notwhat
were interested in. Thawould be a negativior us.It will lead to a slover shamg of
information and th& notwhat we wat.

So | think siting down and havinga very public discusson deailing exadly what were talking
about whe it comes tonformation sharig is ore way to do hat. And éso highlightingwhat
we're not &lking about. This is notwhat we wat to seel dorit want peope’s personal datal'm
not interested, ad sol want namse, | want addesses, | want - thats nore of the kinds of things
that were talking about in ths scenario.

REP. FOGERS (Off mic.)
ADM. ROGERS Right, and it not.

REP. FOGERS And this is not he NSA pluggng into the private netwoskof the Uhited Sates
and montoring those n&torks.



ADM. ROGERS Which is exadly why we need to do ths, beause ny comment is, look, you
dont want NSA in that pivate setor network. I'm not in that private sectaretwork. Theefore, |
am counting on thernvate setor to shae with usso €ll - wha I'm interested in from the private
sector is, wha | think | would owe the privateedor is hee's the spdfics of the theas we think
arecomingat you. Herés whd it's going to look ke. Here's the peaursor knds d activities we
think youre goingto see before the actual attadk. Herés thecompostion of themalwae we
think youre goingto se. Here's howwe think youcan ddea it.

Wha I'm interested in earning from the private dor is, so tell ne wha you actually saw Was
the mdware that you ceteded writtenalong the lines that weraicipated, was it different? How
was it different. Hdp me undestand when youresponded tohtis what woked for you and wha
didn't work. How didyou configure your networls? Wha was efective? Wha can weshae
with others so that the insights of one nayme to the aid of maf® Tha's the kind of bek-and-
forth tha we need with each other

REP. FOGERS Andyou made a vg interesting pointand | think it's ore of the,| think, biggest
perception pioblems of this whole debate. Wingou said theNSA is not on hoseAmerican
private sector eiworks, can you takejustacouple of senteces - again, I'd add isimportant.
Because unfortunatel | think people would bedve the NSA is on their private g®r networks.
It's not which is @ndidly why the kad guys hawe so nuch opportunty to svim around in here.
So @n you just alk about hat? This to me is onef the mosimportant poins if we @n male
clear to the Anerican public today about wha we're trying to do and Wy that pat - why thefact
thatyoure not on here and dont want to beon thereis so inportant.

ADM. ROGERS So the Ntional Saurity Agency is a reign intelligence organiation, it is not
adomestt intelligence organization. Thee are spedfic legal constrants placel on us wien it
comes to cokdion against U.S. persons. U.S. gens ncludes the éinition of a U.S. entig in
the form of acompary. Were spedficaly legally limited fom doingthat. We do not havea
presence on U.S. private netwoskingde compares. Thals notwhat were about, hat's notwhat
our misson is. It's kecauseof tha ladk of awaraess, f youwill, on ourpart tha I'm saying,

look, | need apartnership hee. We need to exchange informaion.

And on thefirst - you dan't want us on thosprivate networks. You knowif | was a CEO d,
pick a major bak, | wouldnt want to be tellng myshaeholdess, well, youknow, NSA's instde
our retwork. Thet's not heway we work. But | would, | would think, want to &l my
shaeholdess, tey, look, we havea proactive shamg relationship whee we are gaining the
benefits of thansights hat NSA is gneraing in erms ofwha is likely to come at us andeve
shaing with them, heg's what were doing hee's whats effedive, hee's what hashbean
effedive. This is the Hp we need from you. That's the kind oftationship Ithink we nead.

REP. ROGERS Important point. The NSA isnoton Ameaican domest networks, butthe
Russans, he Chinese, thédranians am mukiple other bad etors ae. Mr. Ruppesbege.

REP. RIPFERSBERGER:Yeah. | also want to gd into thetrench later bul think the diairman
has rased avery important issuelt's oneof the things that wéve been deding with in



devdoping legislation to protet our county, to proted our businesses from log billions of
dollars. We spend dot of time neggotiating, and thanks to ths commitee and the chairmas
leadership, ve've been ale to put togthera bill that unfortunatel has not @ssed in the Senate
about he HSA bill that givesyou theauthority to do whd you reed to do.

Wha I'd like to do is to gt - for you in this opn heaing so he American public can undestand
whd the cheks and bances ake for the NSA and the fad that, agan, your focus is not on
American people and thergument from pivacy alot is what could happe And | think that
debate iggood.I'm glad in this county we havethe privacy groups who foas on hat and debate
that so we an come t@etherand learn ad develop legslation that dels with theissue of

privacy protections, ad if in fact someoneat NSA bresks the law thathey'll be héd

acountabeé.

Thebill tha we passedand unbrtunatey it hasnt gonein the Snate, delt with a lot of issue
of bulk collection. Theperception, unfatunatel/, of the American people is that baase tle
government contols somuch ofjuststrictly a phone numbernobodys nane, nobodis address,
but there was stll a perception to tie public - unfortunatey the nationd media pushd it out
pretty far too- that sonehow NSA was listening It wasrit the @ase.

So this commiteecame bgether. We devdoped legislation to ke bulk colledion avay from the
government. And now if in f&t, you know, yu all find aterroiist situation in Yemenyou ¢gt
that informationyou immediatey turn it over to the FBbecause you dort have jurisdition in
this county, and then with this legislation we hae has prgudicial and postjudicial reviewfor
the FB basialy at that point b move brward and atemptto protet us n in fact we neal to
proted us.

Also we ae not lisiening o Ameicans atal. If we are listenirg to Amercans, anAmerican's a
target, we have judicial review, the same thimwe do in hie United Sites with criminhcases.
You know;, we get the court - if we need to havea search and sézure or a wiretap, we have to get
the court. Thas ourcheck and bdance in this county. And by the way, the cheks ard balances
we havein this kegislation ae the most strigent of any countsy in the world.

So it's important, | think, the messge that ha toget outnow is tha-- is that we do hare privacy
conaerns,we do hae constituional issues, and tiereare checks and bdances. And if in fad
someone does &K the bw, they'll be held @countable I'd like you to get indb more specifics.
The chairnman raised tk issue on what hapmes if you do bed the lav and why you have the
checks ard balanaes thatyou're not going to k listening to Amécans, youdon't hae the
jurisdiction to begn with, and that's tued ove to the domstic side in his county with the
supevision of the courtprivacy groups oersesing it, that ype of thing.Its along question, a
short aswer mabe.

ADM. ROGERS Yes, si. So in brad tems here's a kgal aspet this county with the-- with
the supervision of theoart, privacy groups oersedng it, that ype of thing. It's a long gastion,
so a short anssv maybe

ADM. ROGERS Yes, si. So in brad tems, here'salega asped to this in erms of theeis a



court of law, whose authority and permission wemust gin. We have to fomdly petition the
court if we're going to dofocuseccolledion against a U.Sperson. To do that we hato prove
to a court oflaw that there's either aconnection with a breign naton, so hey're acting as an
agent of aforeign government, or thg're affiliated or conneted with a terorist organization or
an entity that is attmpting (to do ) harm to U.S. or U.S. personse\Waveto meke a lga case
to a court. V& have to pesent a levé of evidencethat suggsts hey, thecourt should gant us
permisgon to do that.

REP. RUIPFERSBERGER:ANd that evideneis reasonablearticulable suspicion;tls a RAS
tes?

ADM. ROGERS Right. So first there's a lggal control on just hav we can colled against U.S.
persons, so topeak. In addition, he Congess as theluly elected representatives of the cizens
of the nation onduds an oversilt function. It's ane of the primey roles, you know, thaled to
the gedion of the HPC and the SS@ both housg, the idathat our edded officials would be
briefed on what we do and have overgjht and knavledge of vhat we doand how we do it tha
would act as therepresentatives of our cizens b ensure that themwas an extemal pary
monitoring what wedo, having awareaess ofwhat wedo, beingbriefed regulay onwhat wedo,
being formdly notified -- as youre aware | do farmal notfications to he @mmittees, sg, hey,
as a matr of record | want you to know wé&e doing ths, want you to knev we're doing tht, |
want you to knowwe've run into hefollowing dallenges.

There's an ovasight medhanism to thism addition interndly. We have creded a preft extensive
oversidit and omplianae set ofmedanisms that gvern things ke howwe control our da,
who has acess b that data. Térés training requirements for gery oneof our anployees that
has acess b any of tha such data. W control the numbers ohgployees who have acess to
that datalf you look at he bulk reord, thephone isge, r example, unde the Ritriot Act,
Sedion 215, itwas songthing on the ordeof gpproximately 30 people outof an oganization
that numbes inthe tens of thousals.

Again, we try to ensue tha we maintain tght control of the data thateve ben granted legal
authority to collect. We dont retain that data indenitely. We have diferent -- we have ddined
windows & to low longwe can retain dai. And ance we complete the window, & purge all
that dda and remove it. We don't hot dda forever.

We also ae required to ensure that we maintairofadion of the datdromthe moment we
colled it to the moment we pge it. So wedont sdl data, for example. We haveto maintain
strict controls over the formation thaweve been granted authorig to coled.

When weare doing bulkcolledion ovesess, forexample, when webecome awareof data thd
spedfically is tied to a U.S. person,ehave to sbp wha wete doing and we haveto either
makea deision in our o mind, OK is there alegal connetion hee with either a natin stte
or agroup that ve need to go to he @urt to get pernssion, ordo wejust stopcolleding? We
haveto meke that dedsion. We haveto meke alegd caseif we want to continue, if we're going
to targel sonmeone



So thee's the Igal framewok to whd we do. Therés a sees of piotedions ad ovesights to
what wedo both eiemal to the organiation in multipk branches of ou govanment. Thee's
also a sees d controls in plae within the oganization. You know | -- it's onereasonwhy |
would sg, look, youcan certainly disagreeaboutthe legalites in erms of, heg, is a bw good, is
alaw bad. My responsilility as the diretor of NSA is to ensure that weomply with thelaw.
And thee shouldrt be any doubt h anybodys mind. We comply with the lav. And when ve falil
to do ®, we will hold ourselvescaountable

REP. RIPFERSBERGER:AII rig ht. Just or thing, becausel want other members to (have
some?) questions--

ADM. ROGERS (Sure?).

REP. RIPFERSBERGER:-- on the issue of thaé Tednologyexperts wae recently
interviewed bythe Pewlnternd and Anerican Life Project. And a majoriy of these tebinology
experts sal they believe a major g/berattadk will happen beveen nowand 2025, which will be
large enoudh to ause signifiant loss of Ife or pioperty; losses, dmage, theft at the levels of
tens ofbillions of dollas.

Do you sharethis gim assessment with the majgritf theseexperts?Why or why not?
ADM. ROGERS | do.
REP. RIPFERSBERGER:OK. Well, then eplain.

ADM. ROGERS Now, wha | havetold myorganiztion isl fully expect that dumg my time &
the @mmanda we are goingto be taskedothelp defend aitical infrastrucure within the Uhited
States beause it 5 unde attadk by sone foreign retion or sorre individual or grog.

| say that beause, a youve aready highlighted,we seemultiple naton sttes ad then in som@
cases indviduds and goups hat have theapability to ergagein this behavior. V& have see to
date this behaviorctually, as you sw in the-- as yau raised in theAramco piee, we've atually
seen this destructive Heavior acted upongxeauted. We have atualy seen physicd destructon
within the @rporate saor, knock on wood, thatas been Igely outside the Uited Sates, but it
has happerte We haveseen individuals, groups inde aitical U.S. infrastructure you know,
that has a msence, that suggests to $ that his is-- this vuherability is an aeathat othes want
to exploit.

All of that leads e to beleve it is oy a matterof the "when," not he"if" that we ae going to
see sonething damatic

REP. RIPFERSBERGER:Thank you. (naudible.)
REP. ROGERS And you're seéng attadks now, ®meyoure able torepd --

ADM. ROGERS Right.



REP. FOGERS -- but youte unde attadk today.
ADM. ROGERS Yes, si, evey day.
REP. FOGERS Is U.S government cybernetwoks unde attad today?

ADM. ROGERS Sir, people tying to gain unauhorized access, pople atempting to séd datg
potentially peopleattempting to nanipulate data.

REP. FOGERS And thd's hapening today. This is not sore theow, this is goingo happa in
2025.

ADM. ROGERS No, thisis nottheosticd.

REP. FOGERS Wha you're saying is it might-- they might just get hrough béore 2025, isthat
corred?

ADM. ROGERS | dort think itll -- well haveto wait till -- unfortunatey my comment would
bel be it happeas tkefore 2025.

REP. FOGERS Ms. Bachmann.

REPRESENTATIVE MICHELE BACHMANN (R-MN): Mr. Chair, | justwant to thank ad
compliment you and the-- Ranking Member Ruppesbeger for holding this mportant hearing
as this commiteehas spent arga deal of time onthis issue.l think that, Admiral Rogers, your
compelling testinony mekes it clear to the Anerican people that wneed to even reoublke our
efforts on thé aeaand meke surenot onlyare we paying attention but wée taking died actions
to protet¢ the American people and oureconomyfrom cyberespiorage and -- as well as our
military espiorage

I've had occasion D travel to China in August, and itwas very clear tha the Chinesesawno
difference between cyberattadks on nilit ary versus espionage and therereopen to doing both
of them.

Thank you for this important information tha youre puttingout. As we know, thetechnology is
changingrapidly and inceasingrapidly. And ore areathat a lot of peoplaarebeginning to be
engaged in and ¢t peopk havefeas éout istheareaof cloud computing, molte and doud
computing.

So ould you talk to us &ttle bit about-- and as &ollow-on to hieranking membés question--
arethere bad adors thatyou have deected-- and | dorit know if this isclassfied informationor
not-- can you let tht commiteeknow, ae there bad a&tors thatare-- thatyou have dready
deteded in the mobé and doud computin@ And how dos this adwance toward mobik and
cloud computingchange cyberadivity and cyberattadks goingforward for the private setor as
well as for ourgovernment?



ADM. ROGERS Thank you, mdam. So,yes, we have obsered both he cbud, if you will, as
well as mohle handhéd digital devices becoming-- bang attadked, beingexploited. Themobie
arenain particular is an aeawhere as| look to the future, ifyou ask me, s0, again, whatra the
majortrends youre goingto sedn the next 12 monthsefforts aganst the mob# side (s ?) one
of the top thre thatl would kind of highlight to sy, hey, look, thisis a @mingtrend in no snall
part beause ifyou lookat the proliferation of devices, its -- thegreaestgrowth these dgs is not
in thetraditional corporag, fixed large network strdares; it's in-- and this is bothrue forus as
individuals, as cizens, as wl as formost of usm tems of busness-- you see the same
phenomenon in goernment -- we areall turning to mole digital devices as vehcles to enlance
our productvity, theability to work wherever we want, whenger we want.

The fip side is thossame things that ke it atradive -- theability to speeal this ouside of
secure spaces, the ability to use it in all erts of environments alast universdly in ary place--
that also rpresents an ireaed potential or vulnerability.

REP. BACHMANN: So, Admiral, ca you spek alittle moe spedically to tha? Are -- is
mobie and doud computing- is -- in your goinion, is-- arethe American people and Amécan
companies more vulmable thiough moble and cloud vesus he sewvers orless or equa

ADM. ROGERS On the toud sde, you can se arguments oreither way. In genea | am
supportive of theloud idea, because ny view is one of the hallenges todefense is the mader,
if you will, of a striecture you have, the moe you have to deend, the geaer the probaility of
people penteating you.Oneof thethings thatl find atradive aout hecloud is itcollapses, if
you will, your athd surfacedown to sraller. Now, theflip side though, $ whee people who
dont like it would ague, well, youre kind of puttingall your eggs in me basket. So if somebagd
gets into he baket, they get right o all the ggs.Tha is cetainly true

The fip sdeis-- | would agueis this enablegou to protet that basket a wholet beter than
having mutiple baskets with theggs spead around and with the baskets all contesl, & it
were And | gpologze -- | never thowght | would be testying -- (laughs)-- usingan andogy
about baskets andygs.So I'm supportive of thecloud. | think it's the rght way to go.

REP. FOGERS We're looking for anew clichéin cyberdisaussions. You ray have given it to us
right there.

ADM. ROGERS In terms ofthe mobié piec, it is redlly going to ke problematic, beause @rt
of the whole ida of mobile is --

REP. BACHMANN: And it doesrt' matter which moble device, right?
ADM. ROGERS Yeah, it already --
REP. BACHMANN: You don't-- any disinction.

ADM. ROGERS Now, the way the whole nework --



REP. BACHMANN: | dont want to lead you. | just--

ADM. ROGERS No, no. Theway the whole natork, in some ways, isstrudured, the ickathat
you're just going to puldown whaever gplicaion you lke -- I'd only highlight b people,
remember, thosepplicaions have alot of paential vulnerabilities in then. Look at-- you look
a all of us. We're out cansciousy searching for applicaions ha make ourlives more
productive, that makehings essier, moe convanient for us, andaso regresents a lot more
potential vulneability.

REP. BACHMANN: | gppredatethat. Well, | se2my time is up, sd yield back. Thak you, M.
Chairman

REP. FOGERS Thank you, Ms. Eachmann.
Mr. Schiff.
REPRESENTATIVE ADAM SCHIFF (D-CA): Thank you, Mr. Charman.

And Admiral, thank youfor your sevice to the muntry. You have, | think probably,
undoubtedly, the mositifficult job within thelC, and wére grateful that you took it on.

| wanted to ak youa couple lggislative guestions, oneon the gber bill. One of the major
differences between the House ad Senate proposals involves the shargnof information betwen
the government and pivate setor, and what equirements wél place on tte private setor to
remove privae information bdore sharing it.

Last month, m comments before the Chamberof Commerce you mentioned that the MS
doesrt neal or want private information as part of theyberthrea information and that, in fet,
recaving that infornation makes your job hader. Given that, dos it makesense to equire
private companig to nake agoodfaith effort to strip irelevant personaif identifiable
information bebre shamg cyberthrea information with thegovernment or other atities?

And then on the otheprogram, yau madereferenceto the metada program. Asyou saw, te
USA Feedom Act failed to gt the votes to nove forward earlier this week in the Snate, which
probably pushes thanito next ea. It means wehave to strt al over again.

Is theNSA, though, noetheless movingforward with woiking with the teéphonecompanes to
prepare for the new @mradigm wheae the @mpanies wil hold onto heir own d#&? Thee's
nothing in sétute that lequires thegovernment to gaherbulk data so youcould move forward
on your ovn with makingthe tehnologca changes so hat we dorit haveto waituntil next yea.
So ae we making progress on hetedinologcd adaptions ha well need to make

ADM. ROGERS %o, sr, two parts toyour question, and the first @rt about $1ould we agmpt to
-- if | mispasphrase, pleasejusttell me -- shoutl we attempt to filter up front, if you will, before
the data is pushed to the U.S. goweent, theremoval of any privacy?



REP. SEIFF: Yes. $hould we ak the privae companies to rake ressonable godaith efforts
to remove ay personhinformation bebre they eithergive it to the government or shag it
amongthe pivate se&tor?

ADM. ROGERS Right. I think thats all part of thapoint| was trying to meke @out kt's ddine
all this up fiont, © were just not willy-nilly pushinginformation for the sakef pushing
information. e shoutl ddine exadly wha we want, wha we nead and what companiesra
goingto provide justas the companie shoutl expect us, he U.S.governnent, to ddine up front
just exadly what, and what are you not, going t@ive me ad shae with me.

So | do gyreewith this ideaof we should build ths all up font sowe have clear delineations of
exadly -- before the dda eve gets to us, ve shoutl have tear delinestions of justwhat were
going-- wha the privae sector isgoing to be saring with the governnent.

In terms ofyour seondquestion-- could you rdresh mymemoy?

REP. SEIFF: Seoond question is,are you movingforward dready in working with the
telephonecompanes to make whaever technologcal adaptions hae to be madeso hey can
retain their own dta, rather than thggovernment colleding it in bulk, shce both he DNI and the
administation support moving tdhet modd? And there's nothing tlat prohibis you from doing
that;you dort have to vait for the USA Freedom Ad. Are you movingforward with thoe
technologcd changes?

ADM. ROGERS Theshorte answer is no, in nosmall part beause the ©rporate sidehas also
indicated to us wed rather wat and ejustwha the speifics are going tobe of ay
requirements bi@re we start getting into makirg changes or startg to hae discussionsiaout
the speifics of making change.

| think pat of the easonfor that,| think on both our pspectives, has ben the hope that we
weregoingto cometo a solution n the ner term. Oneof thequestions nowl'm trying to
consider is OK, so f we're unable tagain the consesus n the window that wéhoudt, whet are
the implcationsof tha®? Meaning, do weneedd to stat to reach outand hae sone discussins
now? ldort hawe an aswer to tha in my own mind yet, to behorest.

REP. SEIFF: With respect, Admal, there is nostatubry mandite of any kind for the
government to olled bulk metadda. The administration and the DIl have sad it's no bnge
necessay, that the telephone companies &1old onto lheir own data. Téonly reason he
program ejxsts isthat thegovernment went to the FSA Court to ask ito bless he pragram.

There's nothingpreventing thegovernment from goingback to the HSA Court and sang, were
goingto cometo you onan individual, aseby-casebasis, and doing so. 8 thee's no eason, f

you think this ighe @rred policy, thatyou have to wat for the Congess b mandate/ou to do

it.

ADM. ROGERS In fad, that is the arrent polcy that were ading on rightnow. The preident,



in his remaks on he 17th of Januay, direded usto use thalegal court construct. e been
doingthat sine Januay, even as he indated-- and he would turn to th€ongess ten to, hey,
enect the legislation thatmakes the longterm changes thatyou think are appropiate.

But weve dready been drected to use that model. ®ow haveto go to he court to acess he
data.

REP. SEIIFF: So is the government then no lorger colleding the bulk meadaa?

ADM. ROGERS Thedaa mntinues to ke provded to us We now, to @cess he data, hae to
go to he ®urt to get pernmsson to acess he daa

REP. SEGIIFF: But why continue to gather thbulk metadata, iboth tie aiministration and the
DNI dorit think this is tke best apprach?

ADM. ROGERS | guessI'm confusel, becaise | dont think I've heard thepresident or theDNI
s& that theaccess b the data is not of Wae. Wha | think | have heard is the qustion getsad be
who should hal the dé&a?Wha the president deded in hisremaiks on tlke 17th of dnuay is
well continueto implement the pogram as itis right now, while the&€ongess woks through
how we're going to nake the longterm dianges. We will continueto do ttat on a 96day
interval, so evey 90 days right now ve haveto go bak and ask for continued permigsn.

REP. SEIFF: Onelastcomment. | know I'm out of tine. If the alministation bdieves, aul |
undestand that thg do, ha the beter mode is to go to a pradigm whee the companig hold
onto heir own data, it doegnhake sensdor us tocontinue the olledion d bulk metadata.
We're not-- youre not legally required to, and terés no r@son not to roveto tha model and
begin tha transition now.

I'll yield back, Mr. Charman.
REP. FOGERS Mr. Langevin.
REPRESENTATIVE JAMESLANGEVIN (D-RI): Thank you, Mr. Chairman.

Admiral, thank youfor being heretoday and for thework thatyou and you team are doingat
NSA. Obviousy, it's important wok to the county.

So wehad a discussh just a 8w minutes ajo ebout sane ypes of thingswe're seang in terms
of cyberintrusions. Obwusly, ove thesepast sverd weeks the American people haveeen a
disturbing number ofcyber-rdated incidents, nduding the Séte Departmen, the White House
the Nationd Oceanic and Atmospheic Administraion, the U.S Postal Srvice and the industal
control g/stems that control ouritical infrastrucure, whee we found sone very concerning
malwae on tho® control systems.

And these of coursecome on the hels of other mgjor attadks, suches -- or intrusions-- suchas
at JPMorgan Chase, Taget, Michadl's, Saudi ARAMCO, the South Kaan banking attadks. On



"60 Minutes"last month, BI Director Coney said thee are two, and | quote, "two kinds of g
companies in he U.S., hose who haveeen hadked bythe Chinseand thasewho dort know
they've been hadked bythe Chinse." And obviously othernation-states ae doing ths, or
criminal enteprises, et etera.

So to dateweve sen thesecyberincidents nainly focusedon dda breaches andindudrial
espiorege, but obviouslywha kegys e up a night, and'm sue you as vell, is the vorry that
we could faceatruecyberattadk, which we haven't redly see yet ocaur tha adually causes
significant damage whereattadkers sek to get the sameindsof efects throughcyber thet
traditionally youd see through useof kinetic weapons.

And we know thd that tedhnology's outhere, as you know, ad so my gastion is,we know who
and how we wouldrespad if we sawan atiadk usingkinetic wegons, misses or bombs. W
have either t Pentagonor the lav enforcement gencies would espond b praead us in thos
cases, orNational Guard But what cofidence can you gve to the Anerican people, whatan
you s& to the American people that wouldjive them confidene that wehave a plan in plae
and we know howo respond if eithe we saw an attadk was in the planning stgesrealy to ke
exeauted, or if it was beig - the aderwas gven to be geauted and w saw it undeway and that
we could stop it.

At this point B thee sufficient mechanisms in pace absent pesidental authority, or would it
require only presidentialauthority to sep in and oder an intervention wheeby we could prevent
that athdk and poted our country, protect our criical infrastructure, & cetera? Do we basicdly -
havewe had a bridgen placeto ded with the bueaucratic and legal hurds? Or does it take
presidental authority a this poin®

ADM. ROGERS Theshort amswe is I'm pretty comfortable that wéiave a broad greement and
a broad sharig of hav we'regoing to dot, who would do what. Thmles ae clearly defined.
Boy, if | go ladk two yeas ago, 18 mortts &o, we were spinning ou wheels about, well, whis
goingto do what. Vére way past that. We've got good dineation within the deral government
as to who has whaesponsibiiti es. We've got goa brcead agreementas to row we would go
about providingthat @pability and the senario you had talked about, Witattadks ayainst
critical infrastructure

Clearly presidental authority is requied for part of it. For example, for me as a DD entity to
provide suppdr you knav, in the U.S. to panerwith others outside the@D arena, thas
required. If part of theresponse,dr example, was goingto be & dffensivecgpability, yes, |
would need goproval of the presidenbtdo thatWeve got a bhoad agreement on that.

Thechallengeto meis, weve got © move bgond the broad greanent to get down to he
exeaution level of detaill come froma military culture, and the miitary culture teaches us you
takethose brod concepts and greanents and theyou tran and you exerdse ad you do itover
and ove, and thet's what we've got to do next.

REP.LANGEVIN: So what about less doteattacks, he lesser thing cybercrime,
cyberespiorege?Onecould cetainly argue that the hunaids of billions d dollars lost to



cyberaime and cyber espionage sone of which s highlymethodichand sysemdic, areredly a
massive theat to the Anerican ecmnomy, to comgtitiveness and jobs. \Wen does that become
eonomt warfare and hav do we respond?

ADM. ROGERS First of all | think weére still tryingto cometo gips withwhen does itbecome
eonomc warfare We clealy have tried to meke the agument that & try to differentiate
between thecgpabilities of the natin sete and trying to undestand tle world around itversus
applying thecgpabilities of a naton stte aganstthe private setor of another nation to gemate
eonomc advantage. You know, thatends, for @ample - thats the majodiff erence, among tre
major differences betveen us and our Ginese ountemparts, whee we have argued we dorit
accet that premse we don't use oucagpabilities to @ dter phivate industy and otler nations, to
use that as a W&le for us to @in economc advaitage Thats notwha we do.

To your lroader question, | think, thoudp, the shaer answeris were clearly trying to work our
way through all those issues. ®\tend to tret it right now- you tlked aout criminal ators. W\e
tend to tret it right nowas a lav enforcement issue, so the FEor example, the prinary lead
there with Director Coney. | would ague clearly that approeh is rot achieving the lesults that
we want. You know,we're sperling our time dedli ng with therepercussons of the perteations.

Wha I'd like to do 5, how @n we forestall those pengations n the first pace, and as weve
aready talked todgy, thats abait thosenorms, that's ahat thoserules of behavior, that'about
those ides of deerrence Clearly thoseareareas where we still have alot of work to do.

REP.LANGEVIN: Thank you.l appreciate your answe, | appreciate the work youre doing. My
times exired. | have aquestion!'ll subnit for thereord oncyber misgon teans, but hank you
for wha youre doing.| yield back.

REP. ROGERS Gred.
Ms. Shakowsly. And thee's abait a minute 15 seonds &ft on theclock.

REPRESENTATIVE JAN SCHAKOWSKY (D-IL): I'm going to be ery brief. On the othe

side ofthis, wha can yousay to asste the Anerican people in thelzsence of legslation that
would addrss heir conaerns over themass collection of metada and concerns dout privacy
that, depite the &ilure of the Congress b pass kgislation, wha you mg be doingdifferently

that could assure thematttheir pivacy is proeded?

ADM. ROGERS So whawere doingdifferently, as you lead in the pesident's emaiks on he
17th of &nuay, he indicaed, hg, while | haven't seen NSA viddting the bBw or atiempting to
systemaittdly undermine the rghts or the privaies of our ciizens,|'m concerned about he
potential br abuse. Tardore, I'm going to ovelay a couple ofadditional requirements on NSA.
So for kample, with the metadatd,want you to now go tohte court. It's not enoulg thatyou
useyour own authoriy as the diretor, so to peak. Now | want you to go ¢ the FI\ court to
convince gudgetha you shoull begranted @cess. We didnt use to havéo do hat.

He dso dreded -we used to be able wheave went into - in thoseinstances wha we went into



the dda we used to be ale to wha we do- what we call ed threehops, heamountof times we
could follow the stringso to eak. The pesident @ame bak and sal, | tell you whd, again, |
want to put anothelevel of protection in here. | only want you to dowo hops, T you will, if
you think thege's a conredion. $ were not authoized now to follow the string, & you will, as
deeper as weused to be able to do. Thoseea in terms of the metaaa, thaseare probably the
biggest changes that ve've dealt with.

In addition, hes provided broad guidane in theform of PHD-28, whid is unclassfied doament
that the gvernment has gneraed, whid in a \ery public, undassfied way outlines thegenerd
principles that wevant to make sure thatewepply in condating sighds intelligence, the
misson of NSA. ® wete puttingthose principlesn place

In addition, wéve cmmpleted over thecourseof the last 15 monthsr so a prejtfundamenth
review of everything NSA does, what w colled aganst Thats all ben reviewed to ensue that
we're comfortablefrom apolicy paspective with what we're doing.

REP. SGHHAKOWSKY : Thank you.

ADM. ROGERS Yes, ma'an.

REP. RIPFERSBERGER:Onething on that, @, mog of wha the amiral just sid is in aur
bill, that the Senate unbrtunatey did nottakeup. And you werepart ofputing that togethe

REP. SGHHAKOWSKY : | redize Right.
REP. RFOGERS And just quicky, so- and| think this is somportant beausel think thee was
some confusion le. When youre obtainingthe irformation forunde the Sdion 215 via the

court, ae youre not? $ dont you hawe to go to tke court-

ADM. ROGERS That is cored. | gpologze. As| thoughtl indicated, soevery 90 day we have
to go to he murt to gt permisson.

REP. FOGERS And so he court oveviews, oroversees -

ADM. ROGERS Overses the pogram, continues to look athe justfication -
REP. FOGERS Is thee content on thosphonecall s?

ADM. ROGERS No.

REP. FOGERS Are youtaking, olleding, storirg content -

ADM. ROGERS No.

REP. FOGERS -- on plone @lls obtined unde Sedion 21%



ADM. ROGERS No.

REP. FOGERS And the information thayou get is metadata. @es it contain Pl in that
metalata? Do you sbre the RI?

ADM. ROGERS You oould - well, it goes - again, I'd have to talk to alawyer. But youcould
argue, | guess, ha a phae numberis RAl. Of coursethe chalengeis - not the chalénge. We get
the number, not a name.

REP. FOGERS Yes. Sother's no nanesand noaddresses
ADM. ROGERS No addresses.

REP. FOGERS -- the irfformation of whichyou wlled, and you us¢hat as amnalyticd tool.
Do you Ielieve that thatnformation is valuable inrey counteterrorism eff ort that the United
States undetakes?

ADM. ROGERS Yes, | do.

REP. FOGERS And do ya have persoma knowledge that that information has led @sested in
any counteterrorism investigation to help déend the United Sates?

ADM. ROGERS Yes.| mea, | definitely think it has bee of value and assigance to our
efforts.

REP. FOGERS All right. So just to reke sure. Thisd really important tome. No content is
colleded on ay o thosephonecalls unde Section 215. You gea review by thecourt evey 90
days, meaning you hae to g back every 90 dayswith wha youve donewith it and how yolve
processed it and he youve handled it. And ifyou want to gofor another 90 dgs, you fave to
makethe @seon why you do that.

ADM. ROGERS Right. We haveto meke the ase for the rext 90 days.

REP. FOGERS All right. So, yu know, thee's some notiorhiat we shoutin't be @rticipating
in this, | think was a bit confusg hee. | think we've tried to get ths right bytheending d the
bulk metadata olledion bythegovernment puting it all in one plae Even though thos
protedions wee in place | think the gnerd congience of Americasaid, ¥s, itwas legd, it was
consttutiond but maybe thats notthe way to do t. Youve adjusied to ha, is that cored?

ADM. ROGERS Yes.

REP. ROGERS You've a@justkd to he nev requirements. The are two, | think, competing
bills that are trying to gt this right. Butl would be cautious &@out fhieddingthat béore therés
any legislative direction on fixing that, would beny caution, and know osme others havedled
for sonething different. And sesondly, on the R from compaies, doft you have the apability
to stip PIl from informaion? The NSA? Dont you do that todéyYou do ha in any case



ADM. ROGERS Right. 1 would think we ould db that in an atometed fashion Again, it's one
of those thing that, onef the easons wly | would want to have aliscussion ahat exadly wha
kind of information wée talking @out. Andl can also buld in the protetions n terms of the
tedhnicd -

REP. FOGERS And | think this is- that was an important gamissed in that convesation, that
even if acompary doesrit have thecgability today but sgs, hey, | have this maltious ®ure
codethat looks Ike this. I'mgoing to gve it to you. You would have thebility to stip out RI
before it ever got into yaur anayticd database isthat orred?

ADM. ROGERS | think -- | think we ®uld do hat.

REP. FOGERS Yeah. In past convesations, ha's at lest whd the NSA has told us;) believe
that's @curate. My only fea is -- and agan, this was the biggest debayeu want compaies to
participate-- because ths is volunary, we need to make sure that the liabyitstandardsra right
if they arein fad in goodfaith trying to providemali cious ®urae code without Al that these
companies aen't held tosome diferent sendardwhen acddentally -- and it could happa -- that
PIl gets through.

So youd want the companies mieing sone effort. You'd want the NSA to lave asystem b stip
that RI before it got intothe anajticd database which is eaierfor you to do| would ague
than themultitude -- thouands of companiesyting to staremalicious soure code that mg
have orginated in Russa or China ordran or North Koreaor someinternaional organied crime
element.

| justwant to male surewe havethat full and op@& discussin about whiathat looks Ike and
why there are concerns dout imiting the numbeof companies that could participatejust
adds nore vulnembility to the whole gstem.

ADM. ROGERS Right.

REP. FOGERS So | justwant to make surgve've made thatlear and it was on our ecord.
ADM. ROGERS Yes, si.

REP. FOGERS Admird, you ae sawed bythe bell. The vote- the voteclock shows ero. But
agan, | want to thank ya for your sevice to the countty. Thanks for st@pingin at a dificult

time. Thanks formproving the mosele of theNSA folks. And | hopethatyoull take badck -- as a
committeethat in a bipgtisan wg does petty tough ovesight -- | think you've seen that ateady

ADM. ROGERS Yes, sr.

REP. FOGERS -- that we haveéhe utmosresped for the work that they're doingand thanks for
their patriotsm and stying on mission desm@twhat they might read in the newspaers.



So thank you, si And thanks b the men and women of theatiddnal Seaurity Agency.
ADM. ROGERS Thank you, sr.
REP. ROGERS Thanks.

(END)



