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MK #:S?8<.f?:E.E728Z@.5:??=58=H.8:.2?H.1S??4?6.:?.B:S1.?=8E:1IK..
NK #:?346S1=<.'A>;=A=?8.I=B.@=5S148B.@=884?6@.8:.

7=;>.>1:8=58.B:S1.@B@8=A@K..
OK #:?81:;<.$4A48.2?H.A2?26=.87:@=.E7:.72W=.

2HA4?4@81284W=.>14W4;=6=@K..
PK 92857<.-=6S;21;B.S>H28=.2;;.2>>@J.@:38E21=J.2?H.

:>=1284?6.@B@8=A@K..
QK -=>=28<.-=>=284?6.=257.@8=>.4@.=@@=?842;.8:.

A24?824?4?6.@=5S148B.:3.B:S1.@B@8=A@K...
.
U!V. 0$9<. %>>=?H4[. '. 5:?824?@. 2HH484:?2;. 4?8=;;46=?5=TH14W=?. 1=5:AA=?H284:?@. 3:1.
>1:8=584?6.S?4W=1@484=@.2624?@8.5BF=1T28825I@K.
.
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*.!0)3-+0-#3@!->2!;23-2(! /)(!53-2(32-!<201(#-.!P;5<QB!YU!R20>!O+,,2.!L(#72B!N+$-!Z(223*1$>B!8[!UVWXUB!\U]9
VXX9Y^XWB!55;_0#$201(#-.E)(@B!CCCE0#$201(#-.E)(@E/
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Q&R/?LPC/!"#$%.&:S15=.&SAA21B.&828=A=?8<.074@.1=>:18.H12E@.:?.87:S@2?H@.:3. 4?54H=?8@.:F@=1W=H.
871:S67. C&T'&%#. @=?@:1@J. C&T'&%#. 3:1=?@45. 4?W=@846284:?@J. 2?H. :>=?. @:S15=. 1=>:184?6J. 2@. E=;;. 2@.
1=>:184?6. 31:A.81S@8=H. 8741H.>2184=@K.%;;.:3. 87=. 1=>:184?6. 4@. 31:A.NLMQK.C&T'&%#.72@. W=1434=H. 87=.C&T
'&%#. 2?H. 8741H.>218B. 1=>:184?6. 2?H.72@. 7467. 5:?34H=?5=. 4?. 48@. XS2;48BJ 51=H4F4;48BJ. 2?H. 5:A>;=8=?=@@K.
a7=1=.>:@@4F;=.87=.C&T'&%#.1=>:184?6.4@.H=14W=H.H41=58;B.31:A.4?54H=?8.2?H.;:6.2?2;B@4@J.4?51=2@4?6.87=.
51=H4F4;48B. :3. 87=. 1=>:184?6K.,>=?. @:S15=. 1=>:184?6. 4@. W=1434=H. 2@. >:@@4F;=K.b:E=W=1J. 87=. 1=>:184?6. 4@.
7=2W4;B.E=4678=H. U^P]V. 8:E21H. 5BF=1. 871=28@. 8:.>SF;45. S?4W=1@484=@J. 2?H.?:8.2;;. S?4W=1@484=@. >1:W4H=.
1=>:184?6. 8:. C&T'&%#. @:. 87=1=. 4@. 2. >:@@4F4;48B. :3. 4?8=;;46=?5=. 62>@K. (S187=1. 5:;;=584:?J. 2?H. 1=>:184?6.
31:A.2HH484:?2;.S?4W=1@484=@.E:S;H.1=HS5=.87=@=.62>@K.



!"#$%&&'(')*++(,-.,(('#'%$.!&).,"$/..!..0123345.$4678.91:8:5:;<.!"#$%.
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-=54>4=?8@.A2B.:?;B.@721=.0$9<.%CD)-.4?3:1A284:?.E487.A=AF=1@.:3.87=41.:E?.:162?4G284:?.E7:.?==H.8:.I?:EJ.

2?H.:?;B.2@.E4H=;B.2@.?=5=@@21B.8:.258.:?.8728.4?3:1A284:?K.

U!V.0$9<. !!II*'2(W/6C/#*,-/P+A1-(1*/%*18>>*'2A-(8',.
!
U!V.0$9<. !<201(#3@!L+-+!<-)(+@2!+3=!F2*!<2(72($!!
• 9''. 2?H. 9b'. @7:S;H. :?;B. F=. @8:1=H. 2?H. 812?@A488=H. 4?. 2?. =?51B>8=H. 3:1A28J. 255:1H4?6. 8:.

4?HS@81B.255=>8=H.@82?H21H@K..
c 'A>;=A=?8.;:664?6.:?.E=F.@=1W=1@J.4?5;SH4?6.87=.'?8=1?=8.91:8:5:;.U'9V.2HH1=@@.:3.5:??=584?6.

S@=1@J.S@=1T26=?8.@814?6@J.1=3=11=1@J.2?H.7:@8.H282K.$:6@.@7:S;H.F=.1=824?=H.3:1.2.A4?4ASA.:3.
^L.H2B@K..

c 'A>;=A=?8. 4?>S8. W2;4H284:?. :?. E=F. @=1W=1@. 8:. >1=W=?8. 51:@@T@48=. @514>84?6. Uh&&V. 2?H.
&81S58S1=H._S=1B.$2?6S26=.4?`=584:?.U&_$4V.28825I@.8728.A2B.F=.S@=H.4?.E=F.H=325=A=?8@.:1.
H282. 255=@@. 288=A>8@K. &_$. C:1=. 4?3:1A284:?. :?. &_$4. 28825I@. 52?. F=. 3:S?H. 4?. 87=. C&T'&%#.
&=5S148B. 914A=1. :?. &_$4J. 2W24;2F;=. 28<. 788>@<++A@4@25K54@=5S148BK:16+.
E748=>2>=1+H:5SA=?8@+&=5S148B.914A=1.T.&_$4K>H3K..

c )?@S1=. 8728. B:S1. S?4W=1@48BZ@. *:A24?. "2A=. &B@8=A. U*"&V. @=1W=1. 2?H. 2;;. E=F@48=@. 21=.
@=5S1=;B.5:?346S1=HK.

c #:?@4H=1. 4A>;=A=?84?6. 2. E=F. 2>>;45284:?. 341=E2;;. :1. 34;=. 4?8=6148B. A:?48:14?6. @B@8=A. 3:1.
61=28=1.14@I.A2?26=A=?8.:3.E=F.2>>;45284:?@K.

c )?@S1=. ?=8E:1I. F25IS>@. 4?5;SH=. 2;;. 5148452;. 4?3:1A284:?. 2?H. 8=@8. 87=. F25IS>@. 8:. =?@S1=.
1=4?@82;;284:?.52?.:55S1K..

.
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• 'A>;=A=?8. 31=XS=?8. >2@@E:1H. 572?6=@. 2?H. =?5:S126=. 325S;8B. 2?H. @8SH=?8@. 8:. S@=. @81:?6J.

5:A>;=[J. 2?H. S?4XS=. >2@@E:1H@. 3:1. 2;;. 255:S?8@K. 92@@E:1H@. @7:S;H. 72W=. 28. ;=2@8. ML.
5721258=1@.2?H.4?5;SH=.S>>=152@=.2?H.;:E=152@=.;=88=1@J.?SA=12;@J.2?H.@BAF:;@K.

• 'A>;=A=?8. AS;84T3258:1. 2S87=?845284:?. 5:?@4@84?6. :3. @:A=874?6. B:S. I?:E. U>2@@E:1HV. 2?H.
@:A=874?6. B:S.72W=. UA:F4;=.>7:?=J. >7B@452;. I=BJ. =85KV. :?. @:542;.A=H42. 2?H.:?;4?=.F2?I4?6.
255:S?8@J.E7=1=.2W24;2F;=K..

• -=6S;21;B.4?@>=58.@B@8=A@.3:1.87=.4?@82;;284:?.:3.>7B@452;.I=B;:66=1@K..
• $4A48. S@=1. >14W4;=6=@. 2?H. 2W:4H. 7:@84?6. 2. 1=A:8=. 255=@@. @4?6;=T@46?. :?. 2. ?=8E:1IK. !@4?6.

H433=1=?8.;:64?@.2?H.>2@@E:1H@.3:1.=257.255:S?8.4@.1=5:AA=?H=HK.
• 'A>;=A=?8. ;:64?. A:?48:14?6. 2?H. 6=?=128=. 1=>:18@. :3. S?2S87:14G=H. 255=@@. 288=A>8@. 2?H.

255=@@. 28. S?S@S2;. 84A=@. :1. 31:A. S?S@S2;. ;:5284:?@. 8:. 4H=?843B. >:8=?842;. 4?81S@4:?@K. $:6@.
@7:S;H.F=.1=824?=H.3:1.2.A4?4ASA.:3.:?=.8:.871==.A:?87@K..

.
U!V.0$9<. !R(+#3#3@!+3=!?C+(232$$!
c )HS528=.@8SH=?8@.2?H.@8233.2F:S8.87=.W214:S@.8B>=@.:3.5BF=1.28825I@.7467;4678=H.4?.874@.>2>=1J.

A2;E21=J.>74@74?6.2?H.:87=1.8B>=@.:3.@:542;.=?64?==14?6.28825I@K..
c C2I=. @S1=. B:S1.!?4W=1@48B. '0.H=>218A=?8. 4@. 2E21=.:3. 2?B.7467.>1:34;=. 8216=8@. 8728. =[4@8. 28.

B:S1.S?4W=1@48BN/ @S57.2@.#*#@J.#%)J. :1. 2?B. 1=@=2157.H=>218A=?8@. 8728. 32;;. S?H=1. 87=.&0)C.
528=6:1BJ.E7457.A2B.@SF`=58.87=.S?4W=1@48B.8:.2HH484:?2;.8216=84?6K..

c )?@S1=.8728.@57::;@.2?H.H=>218A=?8@.72W=.>:;45B.2?H.>1:5=HS1=@.4?.>;25=.3:1.1=>:184?6.2?H.
1=2584?6.8:.2.5BF=1.4?54H=?8K./

.
!
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2?H.:?;B.2@.E4H=;B.2@.?=5=@@21B.8:.258.:?.8728.4?3:1A284:?K.

U!V.0$9<. !LL)<!D#-#@+-#)3!!
c )@82F;4@7. 2?H.A24?824?. =33=584W=. >218?=1@74>@.E487. B:S1. '?8=1?=8. &=1W45=. 91:W4H=1. U'&9V. :1.

S>@81=2A.>1:W4H=1@J.2@.87=B.A2B.F=.2F;=.8:.2@@4@8.4?.28825I.A4846284:?K.'3.87=B.H:.?:8.>1:W4H=.
**:&.A4846284:?.@=1W45=@J.H=W=;:>.87=.2>>1:>1428=.5:?8258@.E487.2.5:A>2?B.8728.H:=@K..

c *S14?6. 2?. 28825IJ. >1:W4H=. 28825I4?6. '9. 2HH1=@@=@. 8:. B:S1. '&9. 4?. :1H=1. 8:. 4A>;=A=?8.
1=@814584:?@.28.8728.;=W=;J.E7=1=.>:@@4F;=K.%>>;B.2.341=E2;;.34;8=1.8728.1=@81458@.8123345.8:.81S@8=H.
2HH1=@@=@.U4?5;SH4?6.87=. ;::>F25I.2HH1=@@VK.)?2F;=. 341=E2;;. ;:664?6.:3.255=>8=H.2?H.H=?4=H.
8123345.4?.:1H=1.8:.H=8=1A4?=.E7=1=.87=.**:&.A2B.:1464?28=/

c -=5:AA=?H284:?@.3:1.1=@>:?H4?6.8:.@>=54345.8B>=@.:3.**:&.28825I@.52?.F=.3:S?H.4?.87=.C&T
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UNCLASSIFIED//FOR	
  OFFICIAL	
  USE	
  ONLY	
  	
  �	
  	
  Traffic	
  Light	
  Protocol:	
  AMBER	
  

UNCLASSIFIED//FOR	
  OFFICIAL	
  USE	
  ONLY	
  	
  �	
  	
  Traffic	
  Light	
  Protocol:	
  AMBER	
  
Recipients	
  may	
  only	
  share	
  TLP:	
  AMBER	
  information	
  with	
  members	
  of	
  their	
  own	
  organization	
  who	
  need	
  to	
  know,	
  

and	
  only	
  as	
  widely	
  as	
  necessary	
  to	
  act	
  on	
  that	
  information.	
  

(U)	
  TLP:	
  GREEN	
  Appendix	
  II:	
  MS-­‐ISAC	
  Cyber	
  Threat	
  Actor	
  Definitions	
  
The	
  following	
  definitions	
  below	
  are	
  considered	
  standard	
  by	
  MS-­‐ISAC	
  and	
  are	
  provided	
  to	
  aid	
  in	
  
standardizing	
  communications	
  among	
  SLTT	
  governments	
  and	
  Fusion	
  Centers.	
  	
  
	
  
(U)	
  TLP:	
  GREEN	
  Cyber	
  Threat	
  Actor:	
  A	
  participant	
  (person,	
  group,	
  or	
  organization)	
  in	
  an	
  action	
  
or	
   process	
   that	
   is	
   characterized	
   by	
   malice	
   or	
   hostile	
   action	
  (intending	
   or	
   intended	
   to	
   do	
  
harm)	
  towards	
  an	
  environment	
  of	
  computers,	
  information	
  technology,	
  or	
  virtual	
  reality.	
  
• Identified	
   Cyber	
   Threat	
   Actor	
  is	
   an	
   identifiable	
   individual	
   person	
   who	
   participates	
   in	
  

malicious	
   cyber	
   activity	
   while	
   explicitly	
   noting	
   they	
   work	
   independent	
   of	
   other	
   CTAs	
   and	
  
without	
  claiming	
  allegiance	
  to	
  one	
  cyber	
  threat	
  actor	
  group	
  or	
  movement.	
  	
  

• Identified	
  Cyber	
  Threat	
  Actor	
  Group	
  is	
  an	
  identifiable	
  group	
  of	
  cyber	
  threat	
  actors	
  who	
  claim	
  
allegiance	
  to	
  a	
  group	
  or	
  organization	
  that	
  participates	
  in	
  malicious	
  cyber	
  activity.	
  	
  

	
  
(U)	
   TLP:	
   GREEN	
   Profile	
   Types:	
   CTAs	
   are	
   classified	
   into	
   a	
   variety	
   of	
   groups	
   based	
   on	
   their	
  
motivation	
  and	
  affiliation	
  to	
  facilitate	
  discussion	
  and	
  research.	
  
• Nation-­‐State	
  Actors	
  aggressively	
  target	
  and	
  gain	
  persistent	
  access	
  to	
  public	
  and	
  private	
  sector	
  

networks	
   to	
   compromise,	
   steal,	
   change,	
   or	
   destroy	
   information.	
  	
   However,	
   not	
   all	
   nation-­‐
states	
  have	
  the	
  ability	
  nor	
  pursue	
  sophisticated	
  cyber	
  capabilities	
  and	
  some,	
  while	
  they	
  may	
  
have	
   the	
   intent,	
   do	
   not	
   possess	
   the	
   technical	
   competency	
   to	
   achieve	
   such	
   capabilities.	
  
Motivation:	
  espionage;	
  Affiliation:	
  nation-­‐states.	
  

• Terrorism	
  Organizations	
  are	
  defined	
  by	
  the	
  U.S.	
  Department	
  of	
  State.	
  Motivation:	
  political	
  or	
  
ideological,	
   possibly	
   for	
   financial	
   gain,	
   espionage,	
   or	
   destruction;	
   Affiliation:	
   individuals,	
  
organizational,	
  or	
  nation-­‐state.	
  

• Cyber	
   Criminals	
   are	
   largely	
   motivated	
   by	
   profit	
   and	
   represent	
   a	
   long-­‐term,	
   global,	
   and	
  
common	
   threat.	
   Cyber	
   criminals	
   may	
   work	
   individually	
   or	
   in	
   groups	
   to	
   achieve	
   their	
  
purposes.	
   Motivation:	
   personally	
   financial	
   gain	
   or	
   reputation	
   enhancement;	
   Affiliation:	
  
individuals	
  or	
  with	
  co-­‐collaborators.	
  

• Hacktivists,	
   a.k.a.	
   Ideologically-­‐Motivated	
   Criminal	
   Hackers	
   are	
   politically,	
   socially,	
   or	
  
ideologically	
  motivated	
  and	
  target	
  victims	
  for	
  publicity	
  or	
  to	
  effect	
  change,	
  which	
  can	
  result	
  
in	
   high	
   profile	
   operations.	
   Motivation:	
   political	
   or	
   ideological;	
   Affiliation:	
   individuals	
   or	
  
organizational.	
  

• Insiders	
  are	
  a	
  current	
  or	
  former	
  employee,	
  contractor,	
  or	
  other	
  business	
  partner	
  who	
  has	
  or	
  
had	
   authorized	
   access	
   to	
   an	
   organization's	
   network,	
   system,	
   or	
   data	
   and	
   intentionally	
  
exceeded	
   or	
   misused	
   that	
   access	
   in	
   a	
   manner	
   that	
   negatively	
   affected	
   the	
   confidentiality,	
  
integrity,	
  or	
  availability	
  of	
  the	
  organization's	
  information	
  or	
  information	
  systems.	
  Motivation:	
  
generally	
   for	
   financial	
   gain	
   or	
   destruction;	
   Affiliation:	
   current	
   or	
   former	
   employee,	
  
contractor,	
  or	
  other	
  business	
  partner	
  who	
  has	
  or	
  had	
  authorized	
  access.	
  

	
  
	
  
	
  
	
  




