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Introduction

In May 2014, the United States Department of Justice (DOJ) announced
indictments against five Chinese People’s Liberation Army (PLA) officers on charges of
cyber espionage directed against U.S. firms. According to the indictments, the five
officers were assigned to the Third Office of the PLA General Staff Department (GSD)
Technical Reconnaissance Department (alternatively known as the Third Department)
Second Bureau. According to the U.S. Attorney General, “this is a case alleging economic
espionage by members of the Chinese military and represents the first-ever charges
against a state actor for this type of hacking.”! While assigned personnel may well
engage in cyber espionage, a survey of Second Bureau infrastructure indicates a much
broader communications intelligence mission. Who is the Second Bureau, what is its
mission, how is it organized, and where does the bureau fit within the broader Chinese
Communist Party state and military bureaucracy? This overview updates and expands
upon Project 2049 reports published in November 2011 and October 2012 on Chinese
cyber operations.2

Second Bureau Leadership and
Administrative Departments

Signals intelligence (SIGINT), or technical reconnaissance in PLA lexicon,
advances the interests of the Chinese Communist Party (CCP) and the People’s Republic
of China (PRC). The PLA’s SIGINT community consists of at least 28 technical
reconnaissance bureaus (TRBs). The GSD Third Department, often referred to as 3PLA,
is roughly analogous to the U.S. National Security Agency. It has direct authority over 12
operational bureaus, three research institutes, and a computing center. Eight of the 12
operational bureau headquarters are clustered in Beijing. Two others are based in
Shanghai, one in Qingdao, and one in Wuhan. Ten additional TRBs provide direct
support to the PLA’s seven military regions (MRs), while another six support the PLA
Navy (PLAN), Air Force (PLAAF), and Second Artillery Force (PLASAF).3

Organization Grades
Organization | Administrative | Grade | Primary | Secondary

Level Rank Rank

GSD 1% MR GEN LTG
Leader

3" Dept 2" Corps MG LTG
Leader

2" Bureau 31 Division | SCOL MG
Leader

Offices 4" Regiment | COL LTC
Leader

Figure 1: GSD Organization Grades (Directory of PRC Military Personalities, March 2014)
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Grade, rather than rank, is the main indicator of relative authority and
responsibility throughout the PLA. Third Department bureau leaders — the director and
political commissar — have a grade equivalent to a ground force division leader with a
primary rank of senior colonel (SCOL) and a secondary rank of major general (MG). A
bureau director is also identified as the unit commander.4

The Second Bureau (Unit 61398) is one of the largest among the 12 operational
bureaus that comprise the GSD Third Department. The Second Bureau and the GSD
Third Department Fourth Bureau both have origins in the mountains west of the Shanxi
provincial city of Xinzhou. Technical reconnaissance work stations under Second
Bureau control were distributed throughout China.> By 1986, the Second Bureau
headquarters and most subordinate elements relocated to Shanghai. At the same time,
the GSD Third Department Fourth Bureau headquarters moved to the city of Qingdao in
Shandong province. ¢ The Second Bureau Party Committee implements policies
established by the central leadership in Beijing and Shanghai City Party Committee. The
political commissar serves as the bureau’s Party Committee secretary.” The Second
Bureau director has a formal position within the Shanghai City government and most
likely is deputy secretary of the Second Bureau Party Committee.8

As a military organization, the Second Bureau, which is considered a third-level
department under the first-level GSD and second-level GSD Third Department, is
structured along similar lines as a PLA ground force division. A division is typically
divided into administrative departments and regimental- or battalion-level entities, with
each regiment/battalion consisting of multiple companies. At least three third-level
administrative departments, each consisting of multiple fourth-level offices, support the
Second Bureau leadership, three deputy directors, and two deputy political commissars.
Officers promoted to senior positions appear to have spent most of their careers within
the Second Bureau, although exceptions exist. The leadership, third-level administrative
departments, and a handful of subordinate offices are housed in the Second Bureau
headquarters compound in Shanghai’s Pudong New Area.® The departments are shown
below:

e The Headquarters Department, directed by the Second Bureau chief of staff,
oversees the day-to-day operations of subordinate offices and work stations.
Headquarters Department officers probably man a 24-hour watch center.10

e The Political Department is responsible for physical and personnel security,
community relations, and ideological education.!!

e The Logistics Department manages the Second Bureau’s budget, transportation,
medical facilities, and schools for children of those assigned to the bureau.!2

Suggesting a relative degree of autonomy within the Third Department, the
Second Bureau oversees an annex of the Third Department’s PLA Foreign Language
Academy in Jiangsu’s Kunshan City. The annex, which augments the primary PLA

4
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Foreign Language Academy campus in Luoyang, emphasizes advanced English language
training. A branch of the PLA Information Engineering Academy is also located in
Changshu City, west of Kunshan.13

GSD THIRD DEPARTMENT SECOND BUREAU
Unit 61398
Shanghai Pudong

Headquarters Department

Political Department

Logistics Department

First Office
61398 Unit
Shanghai Pudong

Second Office
61398 Unit
Shanghai Baoshan

Third Office
61800 Unit
Shanghai Baoshan

Fourth Office
61800 Unit
Shanghai Baoshan

Fifth Office
61398 Unit
Shanghai Pudong

Sixth Office
61158 Unit
Shanghai Baoshan

Seventh Office
61398 Unit
Shanghai Pudong

Eighth Office
61398 Unit
Shanghai Pudong

Work Station
61161 Unit
Chongming Dongtan

Poss Work Station
61689 Unit
Heilongjiang Suihua

Work Station
61357 Unit
Sichuan Deyang

Work Station
61010 Unit
Yunnan Kunming

Work Station
61196 Unit
Guangzhou Huadu

Poss Work Station
61789 Unit
Shanghai Jing'an

Work Station
61522 Unit
Hainan Sanya

Poss Work Station
61196 Unit
Jiangsu Nantong

Mobile Group PLA Foreign Language Academy
61800 Unit 61142 Unit

Shanghai Baoshan Kunshan Annex

Figure 2: GSD Third Department Second Bureau Organizational Breakdown

Subordinate Offices and Work Stations

Second Bureau leaders oversee at least 12 deputy division or regiment leader-
grade offices and work stations/sections that are garrisoned in the greater Shanghai
area and other parts of China.l* An office, which consists of multiple sections (%) may
have administrative, collection management, transcription, translation, and/or
reporting functions. A work station appears responsible for technical collection. At least
four offices are concentrated within or near the Second Bureau headquarters compound
in the Pudong New Area's Gaogiao township. These offices share the bureau-level
military cover designation of Unit 61398 and are assigned element numbers. Other
Second Bureau offices are clustered in Shanghai’s Baoshan District, about 20 kilometers
west of the Second Bureau headquarters.
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The First Office is collocated with the Second Bureau headquarters compound in
Pudong and may be responsible for general planning, collection management,
and analysis, although this cannot be confirmed based on available information.>

The Second Office is garrisoned in the Xidiantai (West Radio Station) compound
located in the village of Caijianong within the Baoshan District’s Luodian
township. The eastern portion of the compound was added between 2005 and
2009, including a new main gate, five additional parabolic antennas, and a large
vehicle garage. Its history suggests that the Second Bureau’s Second Office in
Luodian may have a control and communications function, including processing
of data collected by multiple subordinate work sections (or workstations) in other
parts of China, and possibly abroad.!6 At least three translation companies share
the Xidiantai address.’

Figure 3: Probable Third Department Second Bureau Second/Fourth Office

The Third Office is headquartered in Shanghai’s Baoshan District, possibly within
the Youyi Road Community, although this cannot be confirmed based on existing
information. The five PLA officers cited in the U.S. Department of Justice
indictments were assigned to the Second Bureau Third Office. The Third Office
may have a close affiliation with the Second Bureau’s workstation on Chongming
Island (see below on Chongming Island Work Station).18

The Fourth Office is headquartered in Baoshan’s Xidiantai compound and
appears to be a division deputy leader grade unit. If so, unit leaders carry the
same status as counterparts in a PLA ground force brigade and only a half grade
below the Second Bureau director and political commissar. The Fourth Office
leadership appears to have administrative management responsibilities for
Second Bureau elements within Shanghai’s Baoshan District.19
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e The Sixth Office is probably headquartered in the Xidiantai compound. However,
it may have a presence in a State Administration of Press, Publication, Radio,
Film and Television of the People's Republic of China (SAPPRFT) compound in
Luonan village, approximately one and a half kilometers northwest of Xidiantai.
The facility is responsible for monitoring satellite, radio, and internet content for
compliance with PRC legal statutes. One source of unknown reliability alleged
that Sixth Office cadre were involved in a scandal and accused officers of
hacking.20

e The Seventh Office, which had an external designation of Unit 57337 before
2002, may have previously had a presence in Jiangxi’s Xinyu City.2!

e The Eighth Office is collocated with Second Bureau headquarters in Pudong and
appears to have a close relationship with the Pudong Government Entry, Exit,
and Inspection Bureau. The unit appears to have been based in Shanxi’s
Yuanping County before relocating to Shanghai sometime after 1978.22

e A mobile element appears to be garrisoned in Lao’an, a village within the Gucun
Township. The group may augment other Third Department bureaus or theater
commands in contingency situations.23

Chongming Island Work Station. The Second Bureau also manages a work
station on Shanghai’s Chongming Island. The unit is garrisoned in Chongming’s
Dongtan township, specifically in the vicinity of Chongming Submarine Cable Landing
Station. The landing station is reportedly the entry and exit point for 60% of all phone
and internet traffic entering and leaving China.24 Other fiber optic landing stations are
located in Pudong’s Nanhui District, Qingdao (Shandong Province), Shantou
(Guangdong Province), and Hong Kong. China Coast Guard assets under the
jurisdiction of Jiangsu provincial authorities are responsible for ensuring the security of
the cable system.2> In 2007, the Second Bureau sponsored the installation of a 150
kilometer fiber optic network linking Chongming Island with other locations in
Shanghai.26

[Chongming Submarine Cable Landing Station] is reportedly
the entry and exit point for 60% of all phone and internet traffic
entering and leaving China.

The work station appears to have relationships with the Second Bureau’s Second
and Third Offices. The political commissar of the Second Bureau Third Office in
2006/2007 is cited as political commissar of Chongming work station in 2011.27 A
Second Office leader was reassigned as political commissar of the Chongming Work
Station in the 2010 timeframe and subsequently promoted to Second Bureau deputy

political commissar position.28
7
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Jing’an Unit. The Second Bureau’s network may also include a division deputy
leader grade unit headquartered in an historic compound in Shanghai’s Jing’an
District.2° The unit shares its address with the Shanghai City Government 11th Office,
which is reportedly directed by the Second Bureau commander.30 It also likely oversees
an element or subordinate unit in the vicinity of the submarine cable landing station in
the Nicheng township of Pudong’s Nanhui District.3! Two officers affiliated with the unit
have also been affiliated with a radio monitoring station under the Shanghai Radio
Administration Bureau, which appears to have an internal security mission. 32 A
prominent officer in the unit is a specialist in speech recognition technology.33

Figure 4: SCOL Bian Xinshan ("F#71l1) is cited in 2014 reporting as office director.

As noted in Project 2049 and Mandiant reporting, the Second Bureau has fiber
optic connectivity with China Telecom’s internet monitoring center. Also known as the
Shanghai 005 Center, the center is located in the China Telecom Information Park in
Pudong. The center functions as a gateway for submarine cable landing stations in
Nanhui and Chongming.34

Second Bureau’s External Network

The Second Bureau’s technical reconnaissance network extends well beyond
Shanghai. The distributed network may include at least three circularly disposed
antenna array (CDAA) systems positioned in north, south, and southwest China. These
sites may provide a network controller in Shanghai with real-time geo-location and
intercept of regional high frequency (HF) transmissions.35
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Figure 5: Unit 61398 Technical Reconnaissance Network

Northeast Work Station. Two CDAA systems are located in China’s northeastern
province of Heilongjiang, specifically in the western suburbs of Suihua City. An
element of the Third Department Second Bureau maintained a presence in
Suihua at least as recently as 2002. At least one of the two antenna systems may
support the Second Bureau’s HF network.36

Sichuan Work Section. The Second Bureau also has maintained a presence in the
Sichuan provincial city of Mianzhu, specifically Zundao village. The unit may
have been previously affiliated with the Second Bureau’s Second Office. Located
approximately 50 kilometers from the epicenter in Wenchuan County, its
facilities appear to have been damaged during the May 2008 earthquake and
under reconstruction in 2010.37

Southwest Work Station. The Second Bureau may oversee a workstation in the
northern outskirts of the city of Kunming in Yunnan province, specifically
Shiqgiao village. As of early 2014, a possible CDAA system appeared to be under
construction. The unit may have been previously affiliated with the Second
Bureau’s Second Office, and at least one senior officer from bureau headquarters
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in Shanghai has been linked with the unit. Kunming also hosts collection sites
subordinate to the Third Department Third and 12t Bureaus.38

e Southern Work Station. The Second Bureau also appears to manage a
regimental-grade work station in the northwestern Guangzhou’s Tanbu
Township. The unit may have been affiliated with the Second Bureau’s Ninth
Office in the past. The work station is characterized by a large CDAA that can be
seen south of Highway S118.39

e Nantong Work Station. A GSD workstation, possibly subordinate to the Second
Bureau, is located in Nantong’s Xingren township. The work station may operate
an older CDAA.40

e Zhuhai Work Section. The Second Bureau
probably oversees a subordinate
regimental-grade work section based
within the Zhuhai township of Tangjiawan.
The section appears to have supported the
Second Bureau’s Second Office in the
past.41

e Hainan Work Station. A relatively new
Second Bureau work station is located
within Sanya City on Hainan Island. The
unit, which appears to be under the
purview of a deputy division grade leader,
.Oversees_a satellite ground _S_ta_ltlor,] and Figure 6: Google Earth Satellite Image of Probable
information management facilities in the Second Bureau Hainan Ground Station
Sanya township of Fenghuang.42

Second Bureau and the
Shanghai Intelligence Community

The Second Bureau leadership reports to the GSD Third Department
headquarters in Beijing. However, the bureau also appears to have horizontal
relationships with the Shanghai City government and other intelligence units in the
Yangzi River Delta area. The director of the Second Bureau is dual-hatted as director of
the Shanghai City Government 11t Office.43 This position implies not only a vertical
command relationship with Shanghai City party and government authorities, but
horizontal associations with two other PLA organizations that are assigned Shanghai
City office designations: the PLA General Political Department Liaison Department
(GPD/LD) Shanghai Liaison Bureau and the GSD Intelligence Department Shanghai
Bureau.

10
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SIGINT Support to Political Warfare

The GSD Third Department Second Bureau likely provides communications
intelligence to GPD/LD’s Shanghai Bureau. GPD/LD is the CCP’s principal arm for
political warfare with a grade equal to that of the GSD Third Department. The director
of the GPD/LD Shanghai Bureau is dual-hatted as director of the Shanghai City
Government Seventh Office.44 The Third Department Second Bureau’s capacity to
intercept email exchanges, computer files, cell phone calls, text messages of targets of
interest on Taiwan, in the U.S. and elsewhere may facilitate GPD/LD assessment of
individuals—both military and civilian—with access and influence for political purposes.
These data collections are useful for evaluating and selecting officers for clandestine
political warfare campaigns, among other functions. The bureau allegedly maintains a
data base on military officers from Taiwan, and presumably other foreign military
personnel with a rank of colonel and above. Profiles, updated on a semi-monthly basis,
include basic data such as date and place of birth, education, personal habits, family,
and current location.4> One of the Shanghai bureau’s principal platform for exchanges is
the Shanghai Association for International Friendly Contact.46

The Third Department Second Bureau’s capacity to intercept
email exchanges, computer files, cell phone calls, text messages of
targets of interest on Taiwan, in the U.S. and elsewhere may
facilitate GPD/LD assessment of individuals—both military and
civilian—with access and influence for political purposes.

SIGINT Support to Military Intelligence

The GSD Intelligence Department (also referred to as the GSD Second
Department and 2PLA), is responsible for the collection and analysis of military
intelligence. The director of the GSD Intelligence Department’s Shanghai Liaison
Bureau is dual hatted as director of the Shanghai City Government Fifth Office.4” Second
Bureau officers are also affiliated with platforms shared by the Second Department,
including the Shanghai Association of International Strategic Studies (SAISS) and the
Shanghai Strategy Association.48

11
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Figure 7: Shanghai’s Military Intelligence Community

Shanghai’s Broader Technical Reconnaissance Community

The Second Bureau likely also has working relationships with other PLA technical

reconnaissance entities in the greater Shanghai area.

Third Department 12th Bureau. The Third Department 12t Bureau is headquartered
in Shanghai’s Zhabei District and is an important member of China’s space and
remote sensing community. A prominent U.S. cyber security firm concluded the
Second Bureau shared cyber-related resources with thel2th Bureau.49

Third Department S&T Equipment Bureau. The Third Department S&T Equipment
Bureau maintains a representative office in Shanghai. The representative office most
likely coordinates with Shanghai-based equipment and technology suppliers, and
may function as a material supply depot for the east China region.50

12
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e Third Department Third Bureau. The Third Department Third Bureau’s Third Office
is based in Shanghai, and appears to have an electromagnetic shielding (TEMPEST)
mission.5!

e National (Shanghai) Information Security Engineering Technology Center. The
Second Bureau also played a role in establishment of the National Information
Security Engineering Technology Center (NISEC). Established in Shanghai in 2001,
the center appears to be managed by the Third Department on behalf of the State
Council’s Ministry of Science and Technology, National Crypto Management Center,
State Secrecy Bureau, Ministry of Public Security, and Ministry of State Security.52

e Nanjing MR, PLAN, and PLAAF SIGINT Units. The Nanjing MR First Technical
Reconnaissance Bureau oversees two separate offices in Shanghai’s Songjiang and
Minhang districts. The mission of these units is unknown. The PLAAF Second
Technical Reconnaissance Bureau, headquartered in Nanjing, oversees a subordinate
office in Shanghai’s southern Fengxian District.53

Conclusion

Cyber espionage poses an advanced persistent threat to U.S. national and
economic security. Groups operating from PRC territory are believed to be waging a
coordinated cyber espionage campaign targeting U.S. government, industrial, and think
tank computer networks. A dozen of these groups have been identified and linked with
the PLA, and others connected with universities and information security enterprises.

At least one of these groups is affiliated with the GSD Third Department Second
Bureau (Unit 61398) in Shanghai. The Second Bureau plays an important role in the
creation of a "global electronic fishbowl." In May 2014, the U.S. Department of
Justice issued indictments against five PLA officers on charges of cyber espionage
directed against U.S. firms. According to the indictments, the five officers had been
assigned to the Second Bureau’s Third Office. The indictments imply the Third Office
has a cyber espionage mission. However, an organizational and capability survey of
the Second Bureau suggests responsibilities well beyond cyber espionage. A detailed
examination of the Second Bureau operational infrastructure may serve as a
tentative baseline in assessing organizational structures of other Third Department
bureaus.

The Second Bureau oversees a work station in the vicinity of a major submarine
cable landing station on Chongming Island and probably a unit near the Nanhui
cable landing station. Second Bureau elements with direct access to fiber optic cable
landing stations could buffer communications traffic entering and leaving
China. As gatekeepers, Second Bureau officers may have some cognizance of large
volumes of data exfiltrated by other cyber espionage groups operating from
throughout China. Also worthy of note are GSD Fourth Department elements in
the same areas. > Other members of the PLA technical reconnaissance community
may have access to similar landing stations located in Qingdao, Shantou, Hong Kong,
and more recently in Fuzhou. 13
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The Second Bureau’s network may also include technical reconnaissance sites in
northeast China (Suihua), southwest China (Kunming), and South China (Guangzhou).
Access to at least three high frequency direction finding (HF/DF) CDAA systems could
enable a Second Bureau network controller in Shanghai to geolocate HF transmissions
throughout the Asia-Pacific region to monitor, interfere, or block signals unfavorable to
the CCP's goals. Potential targets of the network may include the U.S. Air Force High
Frequency Global Communications System, and naval beyond line-of-sight
communications (e.g. HF Link-11). Civilian networks of interest may include
international air traffic control managed by the International Civil Aviation
Organization (ICAO), maritime safety, Radio Free Asia, and other networks. The Second
Bureau may be the sole department within the technical reconnaissance community
operating three or more CDAA systems as an integrated network. Other CDAA systems
have been noted in China, but their subordination could not be determined at this time.

As gatekeepers, Second Bureau officers may have some
cognizance of large volumes of data exfiltrated by other cyber
espionage groups operating from throughout China.

Finally, the Second Bureau director’s concurrent position as director of the
Shanghai City Government 11th Office suggests vertical and horizontal lines of authority.
The concept of dual leadership and vertical/horizontal relations is rooted in CCP and
PLA history, and potentially leads to fragmented lines of authority.> Vertically, the
Second Bureau reports to Third Department leaders in Beijing. Horizontally, the Second
Bureau may also support Shanghai party and government authorities. The Second
Bureau probably has a working relationship with counterpart bureaus under the
GPD/LD (Shanghai City Government Seventh Office) and GSD Second Department
(Shanghai City Government Fifth Office). It remains unclear if similar dual leadership
arrangements exist in the municipal governments of Beijing, Qingdao and Wuhan,
which also host Third Department bureau commands. Regardless, a better
understanding of civil-military lines of authority could help inform U.S. policy responses
to cyber espionage and counter-intelligence operations.

14
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