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Overview
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Tradecraft?

Tradecraft Network Tradecraft

*  “The development of methods, « Usable knowledge about how to
techniques, algorithms and acquire intelligence FROM the
processes in order to generate network

intelligence, and developing the
ability to apply this knowledge either
manually or through automation.
Tradecraft is developed from
experience, research, intuition and
by the reapplication and redefinition
of existing techniques. Industrial-
Scale Tradecraft involves data on a
large scale.”
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The NTAT

* Create repeatable,

sustainable & shareable g & ! ! g
tradecraft to enable k Q
L

network analysis _

* Facilitate knowledge

{ i
collaboration and ‘ v ’

interchange across the 5-
Eyes SIGDEV community
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The Process

Stage 5 = Test Documented Tradecraft and
Refine ;
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Network Convergence

Tradecraft

“ Technological convergence — where voice
and data services interact with each other
on a single device

“ Tradecraft to enable the targeting of
handsets in telephony space and CNE
exploitation in IP space

“ Improved algorithms for mobile gateway
identification and implementation of these
algorithms



DSD Workshop

November 201
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* 2 weeks
“CSE, DSD, GCHQ
“Virtually, via chat room, NSA & GCSB

“ Focus on data, techniques & analytic
outcomes

hitps://wiki.dsd/twiki/
A



DSD Workshop

Outcomes

Technique developed to identify wide variety of potential converged data,
unique for specific country or mobile network operator

) potentially lead to convergence correlation dataset to help profile targets
on-line activity

Documentation of techniques to identify specific components of raw HTTP

activity that alludes to the browsing, downloading and installation of
smartphone applications

@ identified the presence of application servers for mobile network operators
and geographical areas

DSD implementation of mobile gateway identification analytic based on
FRETTING YETI

) three agencies now running the same analytic provides a richer dataset of
mobile gateways

CRAFTY SHACK trial
() NTAT now using CRAFTY SHACK for tradecraft documentation
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XKS Microplugin:
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CSE Workshop

- February 2012
e BPne R

* 2 weeks

* CSE, DSD, GCHQ, GCSB,
NSA — everyone wanted to
experience a Canadian
winter!

“ Build on the work started at
DSD
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CSE Workshop

Outcomes

Refinement of XKS fingerprints to identify mobile bearers, Samsung and
Android Marketplace servers
@ 17 XKS fingerprints deployed

Documentation of analytics in CRAFTY SHACK
@ These analytics are now being implemented across the 5 Eyes

Proving the tradecraft actually works!
@ Scenario to test the tradecraft and analytics — Op IRRITANT HORN
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Op IRRITANT HORN




Op IRRITANT HORN

Does the tradecraft work?

CRE S
.Ti?‘-;_:':'[-_?r:t_“ 1 . Bir

Another Arab Spring (only this time, different countries)

Goal: identify aggregation points for the mobile networks in
the countries of interest using the tradecraft developed during
the workshops

Did it work? YES -> the team was able to identify connections

from the countries to application and vendor servers in non 5-

Eyes countries

So what? We found some servers....

@ Potential MiTM

& Effects

@ Harvesting data at rest

@ Harvesting data in transit
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Finding mobile application &

vendor update servers

PllaR»P B8 5 wx -

L]
> - =
TClnit  Geolocation and Metwork Informatign (ATLAS). Date Range_ IP Range  Reverse DNS S} IP Range
FI.
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Finding mobile application &

vendor update servers

il k¥ P e bE = 0%

TClinit  Geolocabon anc
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IP mrjpuit

SelectvalueslP-IP Commumic:

Sudan

france
france
france
france
france

cuba
cuba
senegal

MOrocco
switzerland
bahamas
cuba
netherlands
russia

android-market.l.google.com
android-market.l.google.com
android-market.l.google.com
android-market.l.google.com
android-market.l.google.com

store.cubava.cu
store.cubava.cu
srv_applis.sar.sn

boungeontelephone . com
download-force.com
supportapple.com
store.cubava.cu
mobile.ero-advertising.com
lady.marketgid.info

™



Brovwsa *  Search =

SEYES CSEC  DSD

]
~ Matadata

I vt 8 Msations would

= Toidantlyany ser

dgancy:

Iveok e Tradecialc

What doos o iradec ralt ache?

= Thei Badecra® wil proade a hst ol dervies that have been seen cammunicabmng with a maebis mebeork

* Toidenblymabile apphoiian serais lor 3 $peoht natwork

Do ot ibe amy probéoms , coveats or things towslch out for

* The bl of serads rmmed depands on the the IP iange and collection sources ublied Success of this vadecrall may requee addibonal
research o identily oBer P rasges of tequrikng oMt Baencie 1o check haif colechan b idaablyddlereat i erveri

Limks. that can belp you to implement this radocrab

ceaeay |

TE Dl uilys 'ﬁ 'ﬁ o

e

mil] Ondalagy Netyork block Onology e addiess  Owipsi{a]):
s b B e i) Cwmtalagy Uner Agant Sinng
i by Gttt aphc. el ecion
» Furd puidec IP 5 page ubed by Medule Deoces and Relded Sercecd on he inseenel

Search s wiki
Cimala =

Halp =

Hulary # Edd

Identify Servers communicating with a Mobile network

GICHE) C5H NS Facas

ithis iradeciah be moss usobul?

af 1Bl may be usebal b colledhion purposes

AL LS &
Rl

Lemded

Oniologyip address, OntelogyASH,
Deislagy Hatwaik block, DnologyHasmame

Change verw * 3 _.‘h-'.c culgoea

' S EYES Trad

The P ianges ubied lar i il snplsmenbidon of fus Sadeoal sens the e PLLTH B
bt el of e iy ssobste B Blache | dad B e i Badacial bilid b

& Commenta (I} e oo

& Fisdeg Molals Inbeet Gasewags

addden vn. Einlog v 86H

ki gy #1m ki AT
logyip sadns  Ouipulfif

bngasin |2 Cmiglo-py 1Ba ka0l

o Fired g bl Wchidw Devcan snd Rplsted Tarem

-
& Fimdni g Ridals

v Fr e ali:

& Idomily Sareors ©omn wslc siing with o Mobile meivwal

futie I Ak

analjic. do net incleds teok) i

it Sneps (d » vl i

d frais IRLE 1 Fae

B raaoge s il

Smp 1) Tk B0 ranggen ot A sderiibad ot bawng d B 1 Bl ol Bt 8 L A
Shp ) Dbties gaeabacabon infor maben §0d adbe o i g sliam e ot . 80h | 30neas Thag shaidd aoude 1letanrs (et aame
Camer rame ASH Contment Cauntry Begon, Cig Lotk ong, and asyothed i elated delads Bl you ystens s ollies
Slmp 1) (s Wlem 4l o rrm dben avants relalad B e 1P sddreatas TRabe dee il 4yl @by aeide B vk Te
B From @ TCP Deecban, and HTITI Use-Ageed
Stwp d) Sortlhe reiulti dsd deduphem This ibig depesds o5 piu Colledes 80
Simp 5) Filar ool verver comrea cabon s Bl bawe waer-agents thal wenl wieke! Fotsl dndlyin o nieded i sdissd e 90 akakdl
ung-ageety benl dhesl needed] Ex eendipicisner
Qwpl) Chach fa TCF Duschian feid
o W Sidvii 16 Clusrl, b Bia Fiesi I ailarmabas
= Hienk i Serom geab he To I idormatian
= B 3advii o Sarved. g sl Both B Ta aed From @ mlkiomiben
= HUnkngws capiune i s smar oy
Stip T} Sertded davup igies badad o8 Sesvai (P slamabes TCP Daarhin inhd 18 o3 Reager ds s
Sepl) {iisn gralcsbon informatan and neteod oasedi g sk ibed b fach Sareel 7 The of Sitn B B Freris s ise Aols
e orgmal P Blatia
S 3 R v vy nawvin Bk e nabunabal This sy ncheds & Epd dnfesis
S 10 Dulgant
& Lot e Sarwnii
= Leid pdpalstaed Usai Agesti
= Lot o rolsled hostnamen

Cane gory Tigdao gh

CRAFTY EHACHK - Tr's nof tracecra’T wnol b's docurmeriied -




ldentifying servers

communicating with an MNO

Cil O

mér

EH |

Salel 2 gup sows 15 indal I and delete ealins LS = nerdiy st anne

___i.’ﬂ

| r
Comburs

8

sz |

;
i &+
il o e :
: f
:! ;.'ri? H
] ;
T4ietR & ([ iE
§
S
{es
] ﬂ
T

5E Seont UMY Bochey Lbmspan g Backs.
'l i - 2 Al =
i placs [ . Sakeot vakess UssiAgerdlals [ P——. Wi Jown
[=}>—- o] ] [=]
B o 2 = ol chg b dadh o St e 33
o &) - e

somend  Ravarss DNS DANAS) P Rangs E
TOP SECRET//SI



Profiling mobile application
servers
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rofiling mobile application

Server
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Profiling mobile application
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Top 10 values
290710

6290710
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B2R0T I
6290710
280710
290710
6290710
G2907 10

“ Results based on mobile application

servers seen in CSE collection

“ We have a list of the most popular
smartphones for Warid Congo

customers and their IMSIs
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Success Stories

* UCWeb mobile browser identification
* Discovered by GCHQ analyst during DSD workshop

* Chinese mobile web browser — leaks IMSI, MSISDN,
IME| and device characteristics
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* Led to discovery of active comms channel from|j | NG

(S/SI//REL TO USA, FVEY) The CONVERGENCE team helped discover an
active communication channel originating from that is associated

s they are known within th ierarchy area of responsibility is
for covert activities in Europe, North America, and South America. The
cusmmer-feveraged a Convergence Discovery capability that
enabled the discovery of a covert channel associated with smart phone
browser activity in passive collection. The covert channel originates from
users who use UCBrowser (mobile phone compact web browser). The
covert channel leaks the IMSI, MSISDN, Device Characteristics, and
IMEI back to server(s) in nitial
investigation has determined that perhaps malware can be associated when

the covert channel is esrabﬁshed.ioveﬁ exfil activity identifies

SIGINT opportunity where potentially none may have existed before. Target

offices that have access to X-KEYSCQRE can search within this type of
fraffic hased onn their IMSI aor IMFI to determine taraet nresence




UWeb

UCWeb — XKS Microplugin
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Vision of Success

* Shared convergence
database with numerous
different sources,
methods & tradecraft
feeding into it

“ Ultimately correlating
telephony and Internet
TDIs with some degree
of confidence

~—
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