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SECRET//COMINT//REL TO USA, FVEY

® (S//SI//REL) 4t party collection leverages
CCNE accesses to provide Foreign
Intelligence from foreign CNE victims

® (U) Types of 4t Party opportunities
(U) Passive Acquisition

(U) Active Acquisition

(U) Victim Stealing / Sharing

(U) Re-purposing
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(S//SI//REL) Passive
acquisition utilizes
mid-point collection
to target information
being ex-filtrated
from victims of
foreign CNE activities.
This often involves
CES efforts to decrypt
or de-obfuscate the
collected data.
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(U) Passive Acquisition

Foreign CNE Victims




(S//SI//REL) Active
acquisition utilizes
end-point collection
to target foreign CNE
infrastructure in order
to collect victim
information.
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(U) Active Acquisition




(S//SI//REL) Victim
stealing exploits
weaknesses in foreign
CNE implants and C2
systems to gain
access to victims and
either take control of
the foreign implant or
replace it with our
own. This is NOT a

disruption or CNA
activity. It is solely
used to further CNE

aCCeSSeES.
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(U) Victim Stealing / Sharing




(S//SI//REL) Re-

purposing utilizes g
captured foreign CNE < &

components ; : N

(implants, exploits, Foreign CNE Infrastructure

etc) to shorten the . countryy

development cycle of
our own CNE tools. .

Foreign CNE Victims
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(U) Re-purposing




(U) 4 Party
Decision Tree

(S//REL) The best
sustained outcome is
passive acquisition
of valuable 4% party
collected
information. Where
the 4% party is not
collecting
information of
interest, but the
victim is still of
interest victim
stealing can be
pursued. Where
passive or
cryptographic issues
prevent (or delay)
passive acquisition,
active acquisition will
be pursued.
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Fourth Party Example

VOYEUR
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(U) VOYEUR Network Map
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U) TUNINGFORK

10P SECRET//COMINTZZREL T() USA, AUS, CAN, GBR, N2L

Index of /Processed/DIRTSHED/ I 2011-05-04/081700/0pt/me2site
/data/repository

Name Last modified  Size Desciption

‘ Parent Dectory

O 1664/ 06-May-2011 02:02
] 1889 06-May-2011 02:01
Q421 06-May-2011 02:11
2644t 06-May-2011 01:54
302w 06-hay-2011 01:25
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) 5426t 06-May-2011 01:26
) 5436 06-May-2011 01.56
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U

(TS//SI//REL TO USA, FVEY) Project DIRTSHED ‘&

File *yﬁe I Hash | Languags | Cone | Classified | Hitlist ] Ovedaps |

Cloud/ABR

SHOCKWANE 0 0 o 2 2 &
SOURCECODE_C_CPP 0 0 28 40 40 74
SOURCECODE_JAVA 0 0 0 2 2 20
SOURCECODE_JAVASCRIPT 0 0 1 25 7 3
SOURCECODE_PHP 0 0 127 521 577 1284
SOURCECODE_PYTHOM 0 0 138 546 B4 546
SOURCECODE _RUBY 0 0 13 70 70 71
SOLITE_DATABASE 0 6 6 6 15 10
TAR 0 0 13 13 13 17
TAR-UNWRARPED 0 0 209 209 209 364
TEXT 0 1 278 £33 859 4528
THUMES DE 0 0 o 4 [ 11
TIFF 0 3 3 g 3 143
TRUETVPE 0 0 o 0 0 98
UINIX-BASH-SCRIPT 0 0 21 30 0 133
UNIX-PERL-SCRIPT 0 0 1 4 4 43
UNI-SH-SCRIPT 0 0 177 490 490 513
LINIX_PASSWCRD_FILE 0 0 11 23 3% 280
UINKNOWN 0 0 o 0 0 1
LINKNOWIN-ERORROLS 0 0 35 41 44 56
LIMEACHAR-HLIGE 4] 1 an s 20 1a7




TOP SECRET//COMINT//REL TO USA, FVEY

(TS//SI//REL) Example: Victim Stealing

Redirector HTTP POST counter.pnpw

argeted

- Victim
POST Response ad
(W/RUN_THIS <url> ¢rid) -

Targeted

- HTTP GET <url=
Iranian infrastructure HTTR POSTI LC}ST Response K i

fef RUN_THIS <url> omd}

, .Trénsfer Exe file
2 ;
ﬁi

Unix OF station
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U//FOUQ) Repurposing

File Edit Analysis Graph Mavigation Search Select Tools “Window  Help

B 4—F M2 Ll
@ Jext
- [E rdas
[F e

[=1 weloc

Program Tree |

] Imports
(O] Espotts
(41 Functions
& % Lahels

& {8 Classes

+ __ }Namespaces

| ¥

j_g_ﬂara Types
B BukInTypes
@ as0shDaz. DL

- & windows_¥39

BiE-= BOOR IIDUFER v .

fmee _nmenx

10001 2c0
100012cé
100012c7
100012c8
100012zc3

10001zcE
10001240

100012d5

100012d7
100012dh

10001 ze3

1000128

100012es

10001 %et

10001ZEL

10001ZE3

LA o

LRI

undefined

wdefinedd

8l ec
04 o0
53
55

b9 96
- CC
bf 18
00 10
e

6a 08
EESLS]
80 00
ed d2
£f ££
22 dh

oo
oo

04

oo

ad

24

oo

oo

al

oo

fe

weasssesgn

T I

FUNCTION

R L R ST

mdefined _stdcall FUN_10001ZcOi)

-3Ec
-400
FUN_100012c0

SUB

PUSH
PUSH
PUSH

PUSH

14 LEA

local 3Ec
local_400

ESP, 0x400

EBX
EBP
ESI
LGP, [_USER3Z.DLL: : GetKe

EDI
ECX Oxf£f

EaX EaX
EDI,[ESP + local 3fc]
dword ptr [ESP + local_

STOSD REF ES:EDI

HOW

MOV

ECX 0x96

EDT DAT_1000a818

ATOSD.FEP ESiEDI

LAR_100012f1
PUSH
CALL

0x8

[_KERNEL32.DLL::Sleep] —————

FUN_100011d0

b g ot

10001223 HOY

TBP, [_USER3Z,DLL: GevKe.

100012<€ PUSH "
P S e
10001235 XoR § &, EER

i £e1

ispoiran mow word pez [ESP + 1
9003 =0 g8 DR IDI
10001°e5 MOV XL oxsE

10001Zea MOV L1,IAT_1000a818
10001%e£ STOSD.R# @

EELEEER s o
seOR3iE AL (_KCRAEL32.DLL:: 5 eepl
10001"£9 CALL TUR_10001140

@[ -w - WX

E--0Od

T e o
Tevedt rath T T WA et
Woh1z0d w0y TSI [DAT 10006228 + IE¥]
P M

P ML~

e L FSVEOL AL e
ana “ovass

Iraelal? 32 1aB_10001280

[l
LR L P

eI &Y
R ELEL L R )

LT
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AQSuite - Mozilla Fi
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SILVERBOLT
SILVERBOLT
SILVERBOLT
SILVERBOLT

0510 ogr1o

arin 0410 o210 0319

10409 1109 01/10

¥ W moeeors [ W sandrogolinellinet  [¥ Wl transpersiacom  [@]  total

09409

VicDB

1209

T—

-irstHeard

Lasl Heard

Callback Counl lpName country

2010-04-03 06:40:34 Z
2010-04-02 02:34:17 Z
|2010-04-01 14:03:41 Z
2010-04-1312:25:25 7
2010-04-15 04:45:08 Z
2010-04-13 08:23:52 7
2010-04-24 06:22:42.Z
2010-04-23 04:34:28 Z
2010-04-13 04:57.29Z
2010-04-07 02:18:58 Z

2010-04-28 07:01:34Z
|2010-04-18 10:51:38 7

2010-04-03 07:25:36 Z
2010-04-02 125452 Z
2010-04-0114:0341 Z
2010-04-1312:2526 7
2010-04-16 14:41:14 2
2010-04-1308:2749 7
2010-04-24 073001 Z
2010-04-23 1247 44 7
2010-04-1306:07.24 2
2010-04-08 121249 Z
2010-04-28 071416 Z
2010-04-18 11:00149 7

rmcee.org

1>

rmcee.org

mcee.org

mcee.org

mcee.org

meee.org

mcee.org
mcee.org

rncee.org

mcee.org

rcee.arg

2222232328222

mcee.org
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SYSTEMZ\NETUORK SERVICE SVSTENZ NETWORK SERVICE $..-5.20

STYSTEM2VBUILTIN SYSTEMZ2 BUILTIN $-a-5-22
Taerhssount s e s e e e e

LecountType  Caption Dorain FullNawme

512 SYSTEMZY Adminiatrator SYSTENZ

51z FYITEM2\ ASPNET SVATEMEZ ASP.NET Machine Account

512 SYSTEM2Y Guast SYATEMEZ

512 YYSTEMZ} HelpAsasistant SYSTEMZ Remote Desktop Help Assistant Aceount

512 SYITEM2\ 3TPPORT 388945a0 SVATEMZ CH=-NMicrosoft Corporation,lL=Redmond, 3=Washingtc
Time Zone

Bias Caption YettinglD

dir rC:\Documents and Settingsh Administratorideskrop\ ™
Wolwne in drive C haes no lebel.
Voluwme Serial Number is C437-1E2D

Direcrory of C:iIocuments and Settingsh Adwinistratorydesktop

05/1z/2011 05:31 PM
05/12/2011 05:31 PN o
05/08/2011 08:08 PN 134,915 12566594986[1] .30
05/08/2011 03:15 PH 155,166 CEDDDEEﬂhuﬁiDESﬁ_ﬁuCCEﬁSA* graph__mp jpg nls2[1] .ipg
04/08/2011 09:48 PN 606 GetFLV. lnk
05/03/2011 07:40 PM <DIR>
05/03/2011 08:03 PM
05/05/2011 06:40 PM
05/11/2011  11:24 AN
042272011 01:15 PH
7 File{a)
3 Dir(s)

<DTIR»
<DIR»

Hardware
2,473 Micrescft Office Excel 2007. lnk
2,497 Microsoft Office Word Z003. lnk
2,515 Microsoft Office Word 2007. lnk
1,515 Paint.lnk
238, 687 bytes
1,504, 803,840 bytes free

———————————————————————————— dir "C:\Documents and Settings)Administracor\fy Documents)” swemw=.
Volume 1n drive C has no label.
Volume Serial Number 1s C437-1E2D

Connection-specific DNS Suffix . : MyDslDomain

Desetiption . .. .. .. .. .. : Broadeom NetXtieme Gigabit Ethemet
Physical Address. . ... ... . 1 00-0E-TF-G2-5C-49

Dhep Enabled. . ... ... ...

.a."ll I-i.lf\.‘Ul.l.l’.‘l_xl. M a1 il.'l:rl.l. Ell(l‘.'}.\.‘\‘l
IP Address. ... ....... .
Subnet Mask . . .. ..... ..
Default Gatewav . .. ... ..
DHCP Server. .........
DNS Servers .. ........
Lease Obtamed. . . ... ... .

Lease Expwes . .. . ... ... Saturday, May 21, 2011 11:39:16 AN
These Windows services are started

Autematic Updates

Background Inteligent Transfer Service
Chent Service for NetWare

COM+ Event System

Computer Browser

Cryptograpluc Services

DCOM Server Process Launcher
DHCP Chent

Distributed Link Tracking Chent

DNS Clent

T eoe TV ran marbiane e
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U) DEADSEA

TOP SFCRET /S JCO :
XKEYSCORE walcome [N Warning: your password has expired! Log Out
ﬁHuma . Bearch 'WnrkﬂuwCenlral - Resulis T!j Fingerprints a Statistics °Map gMyAl:l:uun‘l & K Forum

| Mawigation Filter % .l_:] izl
'mmjfﬁnhmm r‘sysuuu""i
E Ccne Byzantine Raptor Rolex
“ Cone Fyzantine Raptor Trajan3
] Cene Plaiddiana Command Facket
= cene Traffic
=) Cene Victim 1 Search: Fourth Party CNE _DEADSEA_ @
=] Cene Zehedee Parse
=Sl cdma A1 Metadata Query Nama: |asmaest 0
= Computer Serial Numbers
] DNE High Entrapy
E DalaFlurryPhonelnfoBExtractor
£ Diameter AVF Metadata
5] Diameter Header Metadata
= Dynamic DNG Updates
] E Tieket
=] esP sPI

= Eclecticplot =
T Electranic Attack Heuristics Current Time: 2011-05-13 13;33:16 GMT

% Emai v Start: [2o110s12 (3] [omwoo 13 Stop: |20110514 [O [ooio |3
=1 Encryption Steg Cama 3

% Encryption Steg JSTEG

E it Metadala

=] Expression Engine

=] FACEBOOK

Sl Facebaok Chat Jabber

E Fourth Party CNE _DEADSEA_
= Generic IDirect

=] Google Analvtics

] Google Street View

=) Soogle Bireet View Thurmb
=7 Google Street View Tile

=2] Gip Pdp Contest

=] HAwALA

] Happyfoat

T IECookes

[ Show/Hide Fields* = Advanced Fealures = Show Hidden Search Fields Clear Search Values Reload Lasi Search Values *There are hidden Fiekls.

Justification:

additional Justification: v]

Miranda Number;
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E - HGHEST POSSIBLE CLASSIFICATION IS TOP

CROSSBONESZ |

Home | Entries | Reports

NeoviGaTION

Home

Ertries
Mesw Journal Ertry
List Snippets
Mew Snippet
Lisl Personas
Mesw Inclivichal
Mewy Organizalion
Ligl Everts

Reports

Activity Groups

User Groups

Tasking

Tags

Profile:

CROSSBONES JOURNAL ENTRIES

(UOFOUOY This entry may contain
infarmation hot fully assessed
and |15 Intended far anaktic
collaboration only, The recipient
may not use, repart or further
digseminate this infarmation
unlgss or untilitis published in 3
repar.

DaTA ELEMENTS

emaill addresses

o

i~

-

T LOGGED IN Ah!-

M

Activity Groups User Groups Tasking Tags Profile

(TSHEI/REL) Perefect Keylogger Activity

BLUE// 6 E9E05/20 1 P S¥ T A

Warning: There are no diamond moadeal events defined on this journal entry.

J Content | Enrichments Events History
authar source
SIGINT:FORNSAT
project { user group source site / source signal
CYRFROIIFAT - MHS] UsJ-758 7
intrusion sets source classification

UNKNOWN TOP SECRETHCOMINTAREL TO USA, FYEY
access source dale
PUBLIC 2011-05-06 00:00:00 UTS

source description

L) Perfect Kevlogger is installed on hostname DOM (Pussian for ‘howe’’, private IP address
Btor user *Home®. Uebzites surfing information and screenshots have been stored at an
account at Fussian IP I inbox.ru naill server, and are being delivered o a U.5. IP.
A courtesy copy of the logs is delivered to usec is a Moscow-based
softirare Services company, member of a leading Russian technology group I :: probably

Apparently, the victim(s) of the keylogging are members of thel L. el TR
— possibly wife to the s referenced above, as well as ||

.Keylogger is probably installed to nonitor children’s and wife's activity

| is well-connected. Her enail iz [ - h=: 2 presence on
Linkedin. And her Facebook passvord was sniffed as- Seweral other passwords for both
and I have been captured. Possibly I is Head of PR and Advertising at
| Hozcow.

Fee togtun g _fnlale

TOP SECRET//COMNT//REL TO USA, FVEY

4, FUEY May 06, 2011

Shiver me timberss

Ao won s
J Hew Jdournal Ertry

& Attach File
|;=J,Naw Azsociati
& Signature
Like This
an\Inwih\s Entry
‘2 Rescan for Data Facets
4% Export Events

AsSIGNED TAGS

@ direction

@ intert

@ resut

& methodolooy

@ phase

@ actor

@ wigtim

@ capabilty

& infrastructure

& geopolitical enviranmert
@ technology

@ other; postive correlations

@ other: negstive correlations

KEvmOR0s

UrLoaD S ATTACHFILE



Contact us

C)‘ ......

EMAIL: DL 4THPARTY

NSANET: GO 4ATHPARTY

JABBER: S2 CYBER ANALYSIS




