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Goal

The goal of this training is to get you
familiar with basic HT TP traffic and
understand how to target and expliot it
using X-KEYSCORE
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Whatis HT TP?

HT TP stands for Hypertext Transfer
Protocol and it's the primary protocol for
transferring data on the World Wide Web




Why are we interested in HT TP?
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does on the Internet uses HT TP

C\N.com

@mail.ru”




Why are we interested in HT TP?

* Almost all web-browsing uses HTTP:
= Internet surfing
=« Webmalil (Yahoo/Hotmail/Gmail/etc.)
« OSN (Facebook/MySpace/elc.)
= Internet Searching (Google/Bing/etc.)

« Online Mapping (Google Maps/Mapgquest/etc.)




How does HT TP work?

« HTTP is comprised of requests from clients to
servers and their corresponding responses

=« Many analysts are already familiar with the
terms “client-to-server” or “server-to-client”
collection (also referred to as “client side” or
“server side” collection).




How does HT TP work?

= A “Client” is usually referring to a Browser
(like Firefox or IE) which is also referred to as
the “User Agent”

= The “Server’ can also be referred to as the
‘web-server or “origin-server: which is the
machine that is storing the data that is being
accessed (like a web-page, a map, an inbox,
etc)




HT TP Activity

« HTTP activity comes in two types:
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HI TP Activity

« HTTP activity comes in two types:

Website.com

E_ 3
== 0
-dm Server

R While there may be a variety of Proxies,

Q= Gateways or Tunnels in between the client and
_ \ _"_1 the server, traffic s always going in one direction
Client === S or the other.

User




Client vs. Server Side Traffic

* How do you know which side you're looking
at’?

# Client-to-Server requests are generally small
In size and are computers talking to other
computers

« They contain standard HT TP header fields like
"Host.” "Accept.” "Connection” etc.




HTTP Activity Examples

Client-to-Server request:

TOP SECRET/COMINT 20320103

|0 sess ong_proc
Type: HTTP-GET  ra Printer Friendly Yersion

OMI Display | Haw Data  CMI Format

Services ?i
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Client vs. Server Side Traffic

# Server-to-Client responses are generally
larger in size and are what web-pages look
like at the internet.

* When you're at a computer accessing the
Internet, you're only seeing Server-to-Client
traffic.




HTTP Activity Examples

Server-to-Client Response:

# Document Infermation Twpe: HTTR | 54 Printar Frizndly %arsion

[eMl Dlzplay | Baw Dieta | DRLFoens

Bonus question: Why are the
images in this web-page missing?
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HTTP Activity

« XKS HTTP Activity Meta-data differs
greatly depending on which side of traffic
we're collecting

* In nearly all cases it's better to have
client-to-server traffic




L =

HTTP Activity Client-to-Server

GET Faearch rabh=urdusorder=aarthathsfFnusharraffEsrarr=ddacare=urdus link=te<cjJHTTP/1. ]

Accept:
Feferer: ghttp: //3earch.bhc.co.uk/searchrtab=urdusorder=sorthothsgq=nusharratsscart=2&3cone=urdu
Accnpt—Langw.xage IEEE
Accept-Encoding: _g=in i =
Mozilla/d.0 (compatibler MSIE 6.0 Windows HT 5.1; 5V1)
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Search Terms § Language \ia
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Cookie
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HTTP Activity Server-to-Client

Application Infa HTTP Type
Press TV - Kuwalt government resigns’ over economy response
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HI TP Activity — HIT TP Types

« Meta-data will also tell you which side of
traffic you're looking at

« Client-to-server has two main types:

HITP Type

post

v Server-to-client ha
HTTF Type
IESjMHISE

only one:




HTTP Activity — Get vs Post

« A 'GET’ is you reqguesting data from the
server (most web surfing)

« A 'POST' is you sending data to the
server (i.e. signing in, filling out a form,
composing an E-mail, uploading a file
etc.)




Let's break down the important
parts of a client-to-server request




HTTP Client-to-Server

GET /home html

Host: sample . website.com

User-Agent: Mozilla/5.0 (Windows; U, Windows NT 5.1; en-US; rv:1.8.0.10) Gecko/2009042316 (USG-
25) Firefox/3.0.10

Accept: imagefpng,image’™.q=0.8*".q=0.5

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset 150-8859-1,utf-8,q=0.7 *,q=0.7

Keep-Alive; 300

Connection: keep-alive

First thing to note Is the Host: line which tells
you the name of the server that the client is
requesting data from




Host Field

It's important to note, that in many cases users think
they're at websites like www.yahoo.com, but behind
the scenes data is coming from a number of
different servers without the user knowing it:

iSET foomaduleaimfab Contacts tmcrmemb=E10ba%m & jerand=%8037807 & rand=2127/02245%9 ETTE/ 0

-Lemguage. [a
hnpodfios ene 575 mal yaboo e omlmedshowEoldes, yle="{3oDMTRucmheb GEOBFSTA S0 D T
AeTlwRhYwhkZWxITcAdztmd=1_ 21857 ARRkxELA AT = Si0w Tl a5 &hd=Tnbax& s ort=dat= &0
reier=u Setart) 04 =26 SflerBe—

w-requested-with:  INLITHpEequest
Aooept-Encoding  gap. deflats

al5IE 5.0, Wadews BT 2.1, SN 1, HET CLE 2.0, 507 27)

k= ik Cmonew 3aB O VR e 2 TTE ZLeeveyo K St SV TalhF 2 5dLs Z500x 1 2D Tea"dE v

Bonus question: What would the impact of
this be in how you formulate your
X-KEYSCORE queries using the Host

" | field?




GET /home. himl

Host: sample.website.com

User-Agent. Mozilla/5.0 (Windows: U, Windows NT 5.1; en-US; rv:1.9.0.10) Gecko/2008042316 (USG-
25) Firefox/3.0.10

Accept. image/png.image/*;q=0.8,"/"q=0.5

Accept-Language: en-us.en:q=0.5
Accept-Encoding. gzip.deflate

Accept-Charset: 1S0-8859-1,utf-8;9=0.7,7;q=0.7
Keep-Alive: 300

Connection: keep-alive

Second the GET line tells you which files the user is
requesting from the server.

If you simply take that line and append it to the Host
line you have the live public URL that the user is
requesting:

http.//sample.website.com/home.html




GET /example_php?region=iraq
Host: sample.website.com

User-Agent. Mozilla/5.0 (Windows: U, Windows NT 5.1; en-US; rv:1.9.0.10) Gecko/2008042316 (USG-
25) Firefox/3.0.10

Accept. image/png.image/*;q=0.8,"/"q=0.5

Accept-Language: en-us.en:q=0.5
Accept-Encoding. gzip.deflate

Accept-Charset: 1S0-8859-1,utf-8;9=0.7,7;q=0.7
Keep-Alive: 300

Connection: keep-alive

When the GET line has a ? mark in it, then the GET
request is also passing information to the server.

S0 In this case the client is requesting the file

example.php but it's also passing along a value that
could have been entered by the user.




URL Lines

When there is a ? mark in the URL line, then X-
KEYSCORE is breaking it up into two parts. The

first part is called the URL Path and the second part
IS called the URL Argument.

L Path URL Args

Notice all of the “arguments” (each separated by &’s)
In this URL:

GET Szearchrztab=urduscorder=sorthothsg=mushsrrafsstart=3szcope=urdusl ink=nexc

FPeferer: http: //szzrch.bbc.co.uk/searchrtabsurduscrder=sorthotheg=musharrefsstart=2sscope=urda
Accept-Landuagsa: sp-us
accept-Encoding: gzip, deflarte

Jzer=Agent: Mozilla/d.0 (compatibhle; M BGHUS ques"tiﬂn: An}’ idea What the
ABTE BESRCININ 00 DN iInformation that is being passed in the

Caokie: BEC-TID=k4%9aLfda47 30453063451

Cache-Control: max-stales=0 URL Argument in this example are for?
Cotnection: Kesp-alise
s-Blueloat-Via: oozU8 UZEDADS 40




HTTP Client-to-Server

Host: sample website.com

User-Agent. Mozilla/5.0 (Windows, U; Windows NT 5.1; en-US; rv:1.9.0.10) Gecko/2008042318 (LUSG-
25) Firefox/3.0.10

Accept. image/png.image/;q=0.8,"/.0=0.5

Accept-Language; en-us.en;q=0.5
Accept-Encoding: gzip deflate

Accept-Charset: 1ISO-8858-1,utf-8:q=0.7,",¢=0.7
Keep-Alive: 300

Connection. keep-alive

The User-Agent line gives you information on what
type of client is requesting the data. In this case,
we can see that it was a Firefox 3.0 browser from a
Windows NT 5.1 (XP) machine.




User Agents




User Agents

The User Agent (also known as the “browser”) can be
very valuable.

While it can not be trusted to be absolutely unigque, in
many cases you can use it to unwind a proxy or
multi-user environment.

It can also help provide hints if the origins of the
request came from a mob|le device:

Moalla/® 0 (Symbaan 09 2, U, Senesb3 1 MokaaES3-1/100 21,110, Profle/TMITP-2.0 Configurat:
e (=eckao 11..1.':1. 41 =

Tser-Agent: Nokaald72/5.0706.4.0.1 Senesd0i2. 8 Profle/NIDP-2.0 Confisuration/CLDC-1.1

User-Agent. 1Phone Iad (OH11)




HTTP Client-to-Server

GET /home.himl
Host: sample.website.com

User-Agent. Mozilla/5.0 (Windows, U; Windows NT 5.1; en-US; rv:1.9.0.10) Gecko/2008042318 (LUSG-
25) Firefox/3.0.10

Accept. image/png.image/;q=0.8,"/.0=0.5
Accept-Language; en-us.en;q=0.5
Accept-Encoding: gzip deflate

Accept-Charset: 1ISO-8859-1,utf-8;q=0.7,*;,¢=0.7
Keep-Alive: 300

Connection. keep-alive

The various "Accept’ lines instruct the server on the
types of responses the client can accept back.




Let's look at a simplified version
of a HT TP request and response




What is Web (HT TP) Activity

This shows how a person logs on to a webpage

From Port 3434 ¢jick on hitp:/iwww.hotmail.com To Port 80
(client) GET Request (Server)

The client’s port can be any high-numbered port, 3434 is just an example



What is Web (HT TP) Activity

This shows how a person logs on to a webpage

From Port 3434™  Gjick on hittp://www. hotmail.com To Port 80
(client) GET Request (Server)
To Port 3434 From:Port-80
(client) ‘Welcome to Hotmail” (server)
HTTP Response

The client’s port can be any high-numbered port, 3434 is just an example



What is Web (HT TP) Activity

This shows how a person logs on to a webpage

From Port 3434"  gjick on http://Awww.hotmail com 10 Port 80
(client) GET Request Eeeh)
To Port 3434* “ 3 From Port 80
Glent Welcome to Hotmail (server)
HTTP Response
From Port 3434~ T T T T < To Port 80
(client) Email Address: me@hotmail.com (Server)
Password: Admin123
POST to the Web server

The client’s port can be any high-numbered port, 3434 is just an example



What is Web (HT TP) Activity

This shows how a person logs on to a webpage

From Port 3434"  Gjick on http://www.hotmail.com To:Foft 80
(client) GET Request (Server)
To Port 3434 From Port 80
(client) “Welcome to Hotmail” (server)
HTTP Response
From Port 3434*  e—— 5 a0
(client) Email Address: me@hotmail.com (Server)
Password: Admin123
POST to the Web server -
CE
—
1o Port 3434~ From Port 80 —
ar. (client) “Welcome to your Inbox/homepage” (server) =

Syetsr HTTP Response
‘h‘v

»

The client's port can be any high-numbered port, 3434 is just an example



HTTP Activity

« Real traffic, however, can be a little more
complicated.

« Almost all web pages are built from
multiple files.

« For example, every single image or
banner ad on a web page Is a separate file
that needs to be individually requested
before the server that has the file can

respond




HTTP Activity — Real World

« Let’s look at the "NSA Today’ home page.

| {UTFOLI0) NSAG Hosts the CENTCOM =
senlor Enlisted Leader 5" 2 From the
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HTTP Activity — Real World

¢ It looks like one page, but each of the
Images and banners are separate data
files that your browser pleces back
together |

hlultivizion Ad=s

lashrningy ==




HTTP Activity — Real World

* [n fact, to build the NSA Today home page
it takes 34 separate files from 4 different
servers

* However, most people probably don't
notice, because the entire page loads In
<300 milliseconds.

* |If we had a slow internet connection, we'd
notice the images would nitially be
missing.




HTTP Activity Real-Wor

Notice that all of the images are missing.
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HTTP Activity — Real World

# |[t's important to note that not all of the data
on one web-page came from the same
server.

* For example, most of the NSA Today
home page come from home. www.nsa,
but the image of the current weather
conditions came from Wk-
admiral208.corp.nsa.ic.gov




HTTP Activity — Real World

* This happens all the time on the Internet.

= The cnn.com home page, may have an ad
on it that was from the Google ad server
and etc.

* And this does have an impact on our
collection!




W

# This is the traffic path for building the NSA
today home page

-

] | I

corpweb1.nsa

wik-
admiralZ208.corp.
nsa.ic.gov

home weww nsa sitewaorks . nsa




T —

# What happens if we only have collection on
one of the paths?

-
= = =

]

siteworks. nsa

wik-
admiral208.corp.
NSA.Ic.gov

home www.nsa corpwebl1.nsa

[




What would that traffic look like?

GET /current jpg
Host: wk-admiral208.corp.nsa.ic.gov

User-Agent: Mozilla/5.0 (Windows; U: Windows NT 5.1: en-US; rv:1.9.0.10) Gecko/2009042318 (USG-
25) Firefox/2.0.10

Accept imagefpng,image’.q=0.8,*/".q=0.5
Accept-Language: en-us,enq=0.5
Accept-Encoding: gzip,deflate

Accept-Charset 150-8859-1,utf-8,q=0.7 *,q=0.7
Keep-Alive; 300

Connection: keep-alive

Referer: hitp:ffhome. www nsa/

If-Modified-Since: Thu, 08 Oct 2008 19:31.56 GMT
lf-Mone-Match: "d945-16¢c1-842db643"
Cache-Control: max-age=0

If we only saw this che GET request and not
the other 33 required to build the NSA Today
home page, would we be able to determine

what the user was actually doing?




What exactly is that telling us?

* First off, we know what file they are
requesting.

* They want current.jpg from the wk-
admiral208.corp.nsa.ic.gov server.

* That's actually a live public URL

(http:/!Wk—admiral208.corp.nsa.ic.govlcurrent.jpg)

* Do we have any indication why they wanted
that image”? Answer is yes! Look at the referer
field.




What exactly is that telling us?

* [ hey were referred from htip://home.www.nsa/

# The referer Is in essence, felling you what site
was “linking” to the new site.

« Warning! The referer can act in misleading
ways.




Referer Field

# The referer field is the address of the page
that links to new GET request.

#« However, this link could have been automatic
to the user.

# |.e. In the case of the current weather image,
the link was automatic and the user wasn'’t
even aware of the action




Referer Field

# The referer field could also indicate a user
action.

* For example, imagine we were on the NSA
Today webpage and clicked the link to the SID
Today page.

« What would that traffic look like?




Referer Field

GET/

' Host: sidtoday.nsa |

“USér-Agent: Mozilia’5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.10)
Gecko/2009042316 (USG-25) Firefox/3.0.10

Accept: text/html application/xhtml+xml application/xml:q=0.9,*/*:q=0.8

Accept-Language: en-us,.en:q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;9=0.7,%:9=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http:/fhome.www.nsa/

COOKie: Crib=565236; L.n—rum:ru“m:SSti?%
CFGLOBALS=urltoken%3DCFID%23%3D565238%26CF TOKEN%23%3D665347
96%26jsessionid%23%3Da830dba3al4b67ae6e351b7463444f72496d%23lastvisit
%3D% 7Bts%20%272009%2D10%2D09%2015%3A38%3A04%27% 7D%23timecr
eated%3D%7Bts%20%272009%2D06%2D19%2010%3A27 %3A23%27%7D%23h
tcount%3D13%23cftoken%3D66534796%23¢cfid%3D565238%23;
JSESSIONID=a830dba3a04b67aebe351b7463444172496d




Referer Field

* Now we're seeing a request go to host
‘sidtoday.nsa” with the referer from
http://home.www.nsa

« How can we tell from the traffic that the first
automatic referer we saw for the current
weather was any different from the user-
generated referer we saw for the SID Today
article?




Cookies!




Cookies

« Cookies are small pieces of text-based data stored
on your machine by your web browser.

« Almost all websites have cookies enabled and they
have a variety of uses, including to help the web-site
track the activities of their users.

* Most analysts are probably familiar with “machine
specific cookies” like the Yahoo B cookie

* However cookies are used for a variety of reasons




What can cookies be used for?

# Cookies can be used to authenticate a user.

« For example in many cases, the “"active user”
for Yahoo web-malil traffic is seen encoded In
the |I= part of the cookie string.

lr=en-1T5 | Lanmuage/content; Engligh |
int=us { Country: United States )




What can cookies be used for?

# Cookies can be used to store information
about the user that the website Is interseted In

« Look at how the p= value below tells the
website information about the user of this
account:

lr=en-1T5 | Lanmuage/content; Engligh |
int=us { Country: United States )




What can cookies be used for?

# Cookies can be used to identify a single
machine from hundreds of other users on the
same proxy |IP address

* The Yahoo B cookie is a "machine specific
cookie”




What can cookies be used for?

# Important note: All three of those examples
are just subsets of the full Yahoo cookie string




HOW HO we EFIOW W“El! eac“ COOEIG

value Is used for?

#* Nearly every web-site uses cookies that In
most cases they designed for their own uses,
so how do we know what they all mean?

* Protocol Exploitation can examine the traffic to
try to determine if there is any information
contained in cookie strings that we might be
iInterested, for example we'd like to know if
any part of the cookie acts like a "machine
specific cookie.”




HOW HO we EFIOW W“B! eac“ COOEIE

value Is used for?

#« However, there are far more cookie options
out in the wild than PE can possible examine.

#« S0 even if they aren’t aware of a machine
specific cookie, it doesn't mean that it doesn’t
exist.

* X-KEYSCORE gives you access to the full
cookie string, so if you're adventurous enough
you can do your own protocol exploitation.




Remember: Cookies are there for a reason!

# Websites put cookies on people’'s computers
for a reason.

« |f the data Is valuable for a website, it may be
valuable to us as well.




How long do cookies live for?

« Cookies, like any other file on a computer, can
be deleted by the user.

* Almost all browsers give you the option to
view, manage and delete your cookies

22 Cookies E1




Cookies

You can see what cookies have been stored on your machine by going into
the “options” window of your browser and selecting "show cookies’
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Searches




Searching the Internet

When a user searches the Internet from one
of the many web-based search engines

(Google, Bing, etc.) what does the traffic look
like?




Searching the Internet: Client-to-Server

# |n most cases, the client-to-server traffic Is a
GET request where the search term Is
passed in the URL Arguments:

GET /search?hl=fr&q=iran&lr= HTTP/1.1

Host, www.google.com

Accept. image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
application/vnd.ms-powerpoint, applicationfvnd ms-excel, application/msword, */*

Cookie: PREF=ID=74fcd 7addf51ccdd4:U=ccheeYeebbSardde: TB=2: TM=1255354439:LM=125543326
4.5= M1i4RfOZohl81TmaNID=27=cMFLkpovJCIWIOFCSE3Pu2C6-8 nsMS2zztfvOews-
QYDPWUzadAscyoglQRGNSKDZsi2)L65 IM-R4HgovMBEaBBbiTXAn8TH3Ukm-

XShp45rLAb Y3rNZ42HGIzyne
Accept-Encoding: gzip, deflate
User-Agent. Mozilla/4.0 (compatible; MSIE 6.0, Windaws NT 5.1)
Connection: Keep-Alive
ache-Control: no-cache




Searching the Internet: Client-to-Server

# Notice how the URL Path Is /search and one
part of the URL argument is g=iran

« Each website can configure their URL’s
differently, so while with Google the search
term Is contained in the g= part of the URL, a
different search form might have it as query=
or search term= etc.

http://www youtube com/results?search _gquery=iran&search type=8&aq=o0




Searching the Internet: Client-to-Server

# X-KEYSCORE tries to account for all the
variations of search terms contained in the
URL Argument for what it extracts for the
“Search Term” column.

* However, there are always other varieties
out there that we haven’t built it hooks for
yet, so anytime you see something that you
think should be extracted, please contact the
team ( )




"Referer Searches”

* What happens when a user clicks on a
search result?

« |et's start by showing the query itself, in this

example, we're going to query the NSANet
Google for “XKEYSCORE”




"Referer Searches”

What does that GET request look like?

GET /search?g=xkeyscore&btnG=Google
Host. googled.q.nsa

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.0.10) Gecko/2009042316
(USG-25) Firefox/3.0.1C

Accept. text/html, application/xhtmi+xml,application/xml;q=0.9,"/".¢=0.8
Accept-Language: en-us,en,q=0.5

Accept-Encoding: gzip deflate

Accept-Charset. 1IS0O-8858-1 utf-8,9=0.7,*.0=0.7

Keep-Alive: 300

Connection: keep-alive

We know from this session that the client is
requesting the data from the host ‘google4.q.nsa” and
we see the search term in the URL Argument




"Referer Searches”

What happens when a user clicks on a
search result?

GET /redmine
Host. xkeyscore.ri1.r.nsa

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.0.10) Gecko/2009042316
(USG-25) Firefox/3.0.1C

Accept. text/html, application/xhtmi+xml,application/xml;q=0.9,"/".¢=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip deflate

Accept-Charset. 1IS0O-8858-1,utf-8,9=0.7,*.=0.7

Keep-Alive: 300

Connection: keep-alive

Cookie: _session_id=ffd&racB682ebfabfdZ 1b4ffdfo693as

Referer. hitp://googled.q.nsalsearch?g=xkeyscore&binG=0Google+Search

First, we can determine the full URL |: N | http:/fxkeyscore.r1.r.nsafredming/
by acdding the GET line to the host: S—
http://xkeyscore.ri.r.nsa/redmine % XKEYSCORE - Overview - XKEYSCO... 43




"Referer Searches”

# Secondly, we get some hints as to why the
user was requesting that page from the
Referer line:

Referer: http://googled.q.nsalsearch?g=xkeyscore&binG=0Google+Search

#* Note that it was the same URL that we were
at immediately before we clicked the “result”
link




"Referer Searches”

# |et's look at that process again:

| xkeyscore.r.rnsa
googed g nsa

First, a client-to-
server request is
sent that contains
the query oh
“xkeyscore”




"Referer Searches”

# |et's look at that process again:

xkeyscore.r.rnsa

googled.qnsa

Second, the server
responds back with
the search results




"Referer Searches”

# |et's look at that process again:

Es =%

i

| xkeyscore.rl.r.nsa
googed g nsa

Third, by clicking on one of
the results, a new GET
request is issued to retrieve
the XKEYSCORE home
page. In this request, the
location of the original
search is listed as the
“referer”



"Referer Searches”

# |et's look at that process again:

I

I xkeyscore.rl.r.nsa
googed g nsa

What will happen if we
only have collection on
this link?



"Referer Searches”

When XKEYSCORE sees a search
contained in the “referer” field. we still extract
It out as meta-data into the “search terms”

but we append it with (referer) to denote
where it was originally found:

Segrch Terms

{referer) the legal status of the caspian sea

URL Psith

Mawircaspan_stalu=lmil

htyxdwww.goecgle comvsearch fhisfadsow ce=shpdg=the +legal+status+of Hhermspianssealli =




“Referer Searches”

GET /lavwwcaspian status.html HTTP/1.1

Accept "

Host wwwy.parstimes.com

Referer. hitp:/fvvay.google. comisearch Phi=fa&source=hp&g=the+legal+siatus+cf+the+caspiant+sea&ir=
Accept-Language: fa

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; NET CLR 2.0.50727; InfoPath.2)
Cache-Control: max-stale=(

Connection: close

X-BlueCoat-Via: 0ASF53530F3F63EE

Can we guess what happened here?




Referer searches
Another example:

TOP SECRET/COMINT 20320103

|0 sess ong_proc
Type: HTTP-GET  ra Printer Friendly Yersion

OMI Display | Haw Data  CMI Format

Services ?i

ET fHeskallah-Terrensm-udith-Falmer-Hank/dp/ 1 860848952 HTTFES 1

zer- Aaent: Femllas O Cwimdesses; U Windewes BT D 1 2n-US) Appleweblom™20 15 (I H I hize
Creckao) Chromes ] 154 45 Safand 55 19

Feferer kttp fwrerw google com pldsearch "hi=en & g=aretten booles on izbollah&bhitnG=Coo gle
cearchdrmata=

Accept t=stml apphcatontsml appheatonsthtml sonl testihbmlo=0 9 textiplam:q=0 & imageipng, 5% .q=0 %

fccept-bncodmp: gxp, deflate bap 2 sdch

Cookie: ubtd-man=185-5525816-B765531
apon-user-1d=P 1Y A Y /OP1PT TS

Accept-Language: en-115 en

Accept-Charset:  [S0)-RR339.1 % uf-B

Host: R, AT AZOTL 01T

Cormectisn Feep-Ahve




Proxy Information




Proxy Information

# |n alot of cases we're going to see HIT TP
Activity from behind a proxy or proxies.
#« What is a proxy?

= A proxy is a server that is acting as an
intermediary for HTTP requests from clients

* Why do proxies exists?

» Performance:; Proxy can cache responses for static pages

- Censorship: Proxy can filter traffic

« Security: Proxy can look for malware

» Access-Control: Proxy can control access to restricted content




-

Proxy Information

Routinely, we're going to see ISP level
proxies.

That is, instead of having each individual
user request web pages directly from the
web servers, the ISP Is going to collect all of
those requests first, and then proxy them out
through a handful of proxy IP addresses.

When the response is returned, the proxy
passes it on to the appriopriate user




Proxy Information

#* Why would the ISP want to proxy traffic’?

# [n many cases the ISP won’t have to supply
public IP addresses to all it's users

« |t can simply give them a private |IP address,
and then use a handful of public IP
addresses for its proxies which are the
machines actually requesting the traffic from
the web-servers




1

—

Proxies on the Internet

1

Web-Server = Web-Servers = Web-Servers
Short-lived connections Short-lived connections Lnng-lived connections
Single-user Multiple-users multiplexed Multiple-users multiplexed

ODirect-Cnnnect OMi}(&d-Gateway

T
7
o
O
=T
@
{



ldentifying a Proxy

#* How do you know that the IP address that
you think Is your target is really a proxy?

* First step, check NKB.

* They have services that attempt” to
automatically detect proxies

* These services are in no way 100% accurate so this is only the first step in
checking to see If the I[P Address is a proxy




Query: [P Sdidress ———————
Date: 2005-10-27 @09 21 51

Description Yalue

Location | Addd Analyesl Inpait |

Confidence  Classification

[il|Z &HED &K

Cauntiry

Adil Anakyst nput |

1P Ciwvper
AUtonomous SYstem Routs Prefid
Autordmous System Mumbsr

5 System Mamea 1 |DCI-&5 DCL autonomols '_n, sTEem

Nevice A hrrll"r 1|:|||'I |

|r DM




ldentifying a Proxy

* Other things to be on the look out for:

#« X-Forwarded-For |IP Address
= Whatis it?

» An X-Forwarded-For |P address the proxy

passing on to the server what it thinks is the IP
address of the user

= Think of it as the proxy telling the server “this is
who | think this request came from”

= It's mportant to note that multiple proxies can,
and often, are present, so one proxy might just
be reporting the |IP address of another proxy




ldentifying a Proxy

X-Forwarded-For |IP Address as seen In
traffic:

CET f HTTEf1.0

User-Agent: oallad 0 (compatible;, BASIE 6.0, Windows 29T 3.1; W 1)
Host:

Prapma nc-cache

W1z 1 [ = jonocbnet com (squdia U LABLE])
X-Forwarded-For

Carhe-Cantral

Connection:




Some Examples of X-Forwarded-For headers:

X-Forwarded-For: | GGG
X-Forwarded-For: || IEGzGE

X-Fornwvarded- Fc:-r

x-Forwarded-For: [

X-Forwarded-For:
X-Forwarded-For: 192.168.1.10, 10.0.0.22, IEGNE

X-Forwarded-For. I

X-Forwarded-For: 127.0.0.1, | KKK
X-Forwarded-Faor: google com, |GGG

Multiple-Layers of Proxies!

In-general, the first IP is the one closet to the original requestor
Keep In mind — these can pbe totally fake




ldentifying a Proxy

« Similar to the X-Forwarded-For Tag is the
“VIA tag”

« The VIA tag is the proxy identify itself

CLET / ITTTE/1.0
User-Agent: Merilla/d U (compeatible; WSTE 6 O Windows ITT 5 1: 53 1)

Hest: www.cbay cotn

(zqudds 0 STABLELD)
H-Forwarded-For: 217.219.95 135

Cache-Control: max-age=.09200

Ceonnection keep-alve




ldentifying a Proxy

#« The Via: tag may even contain some good
iInformation about the proxy

« Be careful though because this information
could be falsified:

1.0 tehran-prosy-srn3 128 (squd/2.5 STABLET)




ldentifying a Proxy

* Remember though that the X-
Forwarded-For and VIA lines can be falsified

and don't have to be present!

« |f theyre not present, how can you tell the IP
address is a proxy?

* Testitin MARINA!




Testing IP Addresses in MARINA

#* The primary side effect of a proxy Is too
many users online at the same time

« Soif all else fails, try querying on the IP
address (assuming its USSID18 compliant of
coursel) in MARINA to see how many users
were active within an hour time frame

« |t's not scientific but generally it will help




Testing IP Addresses in MARINA

For example look at these results:

Spectfr Dare Fanse 200910260100 i =l - 200570260200 Bl <Select? w
(Y YRMDD [hhmemssT): Diata seedlakle hack <0 1 Dee 2008

search for User Actvity by, | atrang =electos (Emads |Ds, Cookies, Mail Tokens, Fhone Mamzers, AppFoclFs, ApoFrocMacs) |«
that. | exactly match [+

2178 Records  1-500 & PP

There were 274 unique “Active Users” In that
hour, think it's a proxy?
'~ TOPSECRET/COMINT/REL TO USA,AUS,CAN,GBR,NZL




HTTP Header Fingerprint (HHFP)




What is the HHFP?

« GCHQ created the HHFP to help identify
individual users behind a single proxy IP
address

* The HHFP is a hash of multiple header fields
that can be used to identify a single user
behind a proxy




What is the HHFP?

#« At least one of these values must be present:
s X-Forwarded-For |IP Address
= Via
= Client IP address

# |f so. the HHFP is a hash of those values
combined with the User Agent string




What is the HHFP?

EX: Here's an Iranian proxy IP
Address that has multiple HHFP's
underneath it.

NOTE: There’s no guarantee that
an HHEP Is identifying a single
unique user, it's entirely possible
that more than one user will have
the same HHEP

— (327 0%
=] 008kE=2c (1) 3%
[ 018a7076 (1) 3%
=] 09326883 (1) 3%
=] Daset=dd (1) 3%
jll! 2h5=1 (1) 3%
=|Oced7odd (1) 3%
= [1331 2787 (1) 3%
=]135c8dc3 (1) 3%
5::3144 9340 (1) 3%
=] 19dda1ta (1) 3%
E1at71=21 (1) 3%
=1 dd33d435 (1) 3%
=1feE1cas (1) 3%
=] 2018cT31 (1) 3%
(=] 21910360 (1) 3%
=| 225l 3%
(Z=|23&57329 1) 3%
=] 2801504 (1) 3%
=|2d5041e7 (1) 3%

(=] 31hs45a0d (1) 3%
=] 38071315 (1) 3%
=] 3cTa5251 (1) 3%
=] 4:5340=3 (1) 3%
=947 0cads (1) 3%

B 73138%ecd (1) 3%
=] 94119769 (11 3%
l==]9b3392a2 (1) 3%
=|and{=At 4 1) 3%
=|acl52=d1 (1) 3%




Pros and Cons of HHFP

« On the positive side, the HHEP is a single 8 digit
value which can help identify a single user behind a
Proxy

#« On the negative side, it requires an XFF IP
address, Via string or Client |P Address and since

many sessions do not contain all three, they’ll have
no HHEP string

* Also even with the HHFEP, all of the fields that are
used to build it are available in the XKS HTTP
Activity query so it's not providing you with any
data you don’t already have access to




XKS’s HT TP Activity Search




XKS HTTP Activity Search

After that overview of how HT TP Activity
works, let’s look into how to effectively
target it through XKS queries




XKS HTTP Activity Search

« HT TP Activity indexes every HT TP
session

# Client-to-server and server-to-client

#« Can be queried on any of the unigue
HT TP meta-data fields or any of the
“standard” DNI fields (IP Address, SIGAD,
CASENOTATION etc).




XKS HTTP Activity Search

« Unique Meta-data fields of this search

include: -
Fields already covered in this training:

TR Ty zie;
Fofarer;

HostE
* Forveardad For;

LIFL Fzth:
. i

AL Arns:

SroEy Hash (HHFR )

Sozrzh Terms:

LangL=ae: En T EA [N

Armus =ar: % Browser,

DI Tyoe: J attackment Filename:

TOI sarvar TYpa:

Charatmer Encoding: Gan Info [fullast]:

anbanl Sk=rk: : .
Mizc [nfo [fullbest):
Cohtant Stop:
_inks of Interest:
Contenk Tomal:




XKS HTTP Activity Search

“ In addition to all of the common fields like:

Application Type:

[P Address | |From i Application Info

[P Address | [Ta et

Lpalicaton:

Port From "-"|

Apnlh
[+Fingeronnts) [fullte-t]:

Fort

Country

Conn b
Counbry Data Length: |

ity (12) :
Session Length: |

City (17

Lr/B5 MAC:

SIEaD ~
Cr/es FID

Casenokation

SMALC

Session (D {LLTD):
] P




XKS HTTP Activity Search

* Most commonly HT TP Activity query
searches in XKS will be to enable
‘persona analysis’

« Based on MARINA, TRAFFICTHIEF or
PINWALE, we'll want to query XKS to
discover all of the HTTP Activity that
occurred around the targets session of
iInterest




Simple HT TP Searches

« |In order to do a “persona analysis” type
search, all we'll need to fill in is the IP of
the target (assuming it's USSID18
compliant) and a short time range “around”
the time of the activity:

Datetime: |.|:Zl_|!5:1|:|r'r| -*'-: Start, 009-10-25 |4 LISl




XKS HTTP Activity Search

Another common query is analysts who
want to see all traffic from a given |P
address (or |IP addresses) to a specific
website.




XKS HTTP Activity Search

* For example let's say we want to see all
traffic from |P Address 1.2.3.4 to the
website www. website.com

« While we can just put the |P address and
the "host” into the search form, remember
what we saw before about the various host
names for a given website




Host Field

It's important to note, that in many cases users think
they're at websites like www.yahoo.com, but behind
the scenes data is coming from a number of
different servers without the user knowing it:

iSET foomaduleaimfab Contacts tmcrmemb=E10ba%m & jerand=%8037807 & rand=2127/02245%9 ETTE/ 0

-Lemguage. [a
hnpodfios ene 575 mal yaboo e omlmedshowEoldes, yle="{3oDMTRucmheb GEOBFSTA S0 D T
AeTlwRhYwhkZWxITcAdztmd=1_ 21857 ARRkxELA AT = Si0w Tl a5 &hd=Tnbax& s ort=dat= &0
reier=u Setart) 04 =26 SflerBe—

w-requested-with:  INLITHpEequest
Aooept-Encoding  gap. deflats

SlGIE 6.0, Wndews BT 5.1, 5V 1, .IIET CLR 2.0, 30727

kwa Fne Lmon s 30B OV VR e 2 TTE ZLawmeryo B Srped GOV T alhF 2 Sdls 250 0n 1 e TS v

A1 wed LTI
MO |ad¥ivBlem5Er]

=1

=1
p=tEk hahEas ST
= 1 0cel 3 0 lsggzte { Yahoo loznid: |GG
. |p=m2a26 5015000000 { Gender: male, Birth vea: 1930, Postal i--:nnln!-:-'r
r—=hy

e =g TT5 T anemagefcontent: Foghishd



XKS HTTP Activity Search

¢ |n order to account for all of the possible
host names. we must front-wildcard the
host name.

¢« Be careful when front-wildcarding
because beyond being resource intensive
for XKS, it can be dangerous from a
USSID18 perspective




Hints for wildcarding a host name

« |f you're trying to query for traffic to the
website www.website.com the best way to
wildcard it is:

¢ *website.com

* Notice that the . before the hostname
website Is still there, that way we will
properly hit on ads.website.com
images.website.com but avoid the false
hits on www.anotherwebsite.com




Hints for wildcarding a host name

IP Address:

Why are we only interested in traffic
coming from our |IP. of interest going to
our website of interest?




Helpful GUI Shortcuts

« Earlier we talked about how XKS broke a
GET request into the URL Path and URL
Argument (separated by a ?)

# EX: http:/forum. showthread.php2t=131485

# (Get’s broken out to:

Hiost LIRL Path LRL Arg=s

ferum G ishowthread.php t=131485




Helpful GUI Shortcuts

« So if we were to query for this URL we
would need to enter those fields In

separately:

Host LRL Fath URL Args

f-:-nlm_ showthread.php t=131485

post:torum [

URL Fath:  |/showthresd.php

URL &rgs:  1=131485




Helpful GUI Shortcuts

« Or we could use the "URL Field Builder” to
simply copy and paste the full URL and let
XKS break it into its appropriate parts:

Host:
LIRL Path:

LIEL &rgs:

URL Field Euilder

Enter a URL that will be automatically parsed to populate the host,
path, and argument fields:

=ri=r Lancel




Helpful GUI Shortcuts

URL Field Bulder

Enter a URL that will be automatically parsed to populate the host,
path, and argument fields:

kit o | <o thread . php?t=131485

Erter Cancel

Host:  [forum _

URL Pathk: |/showthread php

LIEL Args:






