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The need for Counter-CNE...

* Foreign and friendly actors often encountered

* CNE operators do not pursue them beyond their targets
* Reporting groups need to be made aware

* OPSEC evaluation is needed

* Active pursuit of CNE actors: a different ballgame
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Outline

* Introduction CCNE at CSEC
 CCNE tools and methods
SNOWGLOBE

* De-confliction
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CCNE Group at CSEC

» Part of CSEC CNE operations (KO)
e Recently formed matrix team

» Analysts and operators from CNE Operations, 10 Reporting
Lines and Global Network Detection

 Mandate:
— Provide situational awareness to CNE operators
— Discover unknown actors on existing CNE targets
— Detect known actors on covert infrastructure
— Pursue known actors through CNE
— Review OPSEC of CNE operations
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CCNE team

Reverse engineering

Target develgppment \nderstand

reign CNE actors

Active collection Foreign CNE

persona

Passive collection Develop
tion signatures
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CNE Toolkit: WARRIORPRIDE

« WARRIORPRIDE (WP):

— Scalable, Flexible, Portable CNE platform
— Unified framework within CSEC and across the 5 eyes

— Do more with less effort
* Common framework for sharing code/plugins across the 5 eyes
* WARRIORPRIDE is an implementation of the “WZOWSKI" 5-eyes API

— WARRIORPRIDE@CSE/etc. == DAREDEVIL@GCHQ

* WARRIORPRIDE

— xml command output to operators
— Several plugins used for machine recon / OPSEC assessment
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I 2 j_:_f 2
WARRIORPRIDE

Transaction Id: 133548
Core storage files for implant lz7.0.0.1

Plugin Store: c:ZWTewp'~DF3BEY. tmp
Config Store: cohTenphconfigFilelys. syws
Note that thl = command does not list plugi

+ Command Prompt - U_Base &

LP Implant

real work

comms
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WARRIORPRIDE plug-ins and output

* Several WP plugins are useful for CCNE:
— Slipstream : machine reconnaissance
— ImplantDetector : implant detection
— RootkitDetector : rootkit detection
— Chordflier/U_ftp : file identification / retrieval
— NameDropper : DNS
— WormWood : network sniffing and characterization

* Already used for CNE OPSEC

* Used for precise identification and heuristics
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WP xml output (raw)

<?xml version="1.0" encoding="UTF-8"?>

<response xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="U_FileCollectorLp/U_FileCollectorLp_2.15.xsd"><implantl
d>51.1.2.160</implantld><transaction><transactionSource>50.0.0.101</transactionSource><tr
ansactionld>320453</transactionld></transaction><timestamp><TLT>2010-02-
23T15:53:06.366</TLT><UTC>2010-02-
23T15:47:43.448</UTC></timestamp><errors><errorPlugin>0</errorPlugin><errorOs>0</error
Os></errors><commandInfo>fcstart</commandinfo><responseDetails><fcstart><status>Succe
ss</status><standbyMode>FALSE</standbyMode></fcstart></responseDetails></response>

Safeguarding Canada’s security through information superiority C dl*l
Préserver la sécurité du Canada par la supériorité de I'information ana 8.




TOP SECRET /] COMINT

I * Communications Security ~ Centre de la sécurité
Establishment Canada des télécommunications Canada

I __I —_ - =
WP SLIPSTREAM output (parsed)

[2010/05/18 - 16:28:05 (UTC)] Transaction Id: 582966
U_SLIPSTREAM - <ssservices>

Implantld: <51.8.1.13>

Timestamp (UTC): 2010/02/09 06:42:42

PAGE:1of1

------- Y B B L

PID |Service Name | |Status |Startup Type |Service Process Type|Display Name |Binary Path

------- e

924 |AeLookupSvc |[RUNNING |JAUTOMATIC  |[SHARED Application Experience Lookup Service |
C:\WINDOWS\system32\svchost.exe -k netsvcs

0 |Alerter |STOPPED |DISABLED |SHARED |Alerter |CAWINDOWS\system32\svchost.exe -k
LocalService |

3184 |ALG |[RUNNING IMANUAL |OWN PROCESS |Application Layer Gateway Service |
C\WINDOWS\System32\alg.exe |

0 |AppMgmt |STOPPED IMANUAL |SHARED |Application Management |CAWINDOWS\system32\svchost.exe
-k netsvcs |

924 |AudioSrv |[RUNNING |JAUTOMATIC  |SHARED |Windows Audio |CAWINDOWS\System32\svchost.exe
-k netsvcs |

0 |BITS |STOPPED IMANUAL |SHARED |Background Intelligent Transfer Service |
C\WINDOWS\system32\svchost.exe -k netsvcs |

0 |Browser |STOPPED |JAUTOMATIC  |SHARED |Computer Browser |CAWINDOWS\system32\svchost.exe
-k netsvcs |

1028 |ccEvtMgr |[RUNNING |AUTOMATIC  |SHARED |Symantec Event Manager |"C:\Program Files\Common
Files\Symantec Shared\ccSvcHst.exe" /h ccCommon |

1028 |ccSetMgr |RUNNING |[AUTOMATIC  |SHARED |Symantec Settings Manager |"C:\Program Files\Common
Files\Symantec Shared\ccSvcHst.exe" /h ccCommon |

1708 |Cissesrv |[RUNNING |[AUTOMATIC  |OWN PROCESS |[HP Smart Array SAS/SATA Event Notification Service |"C:\Program

iles\HP\Cissesrv\cissesrv.exe" |
0 |CiSvc |[STOPPED |DISABLED |SHARED |Indexing Service |C:\WINDOWS\system32\cisvc.exe
|
0 |ClipSrv |STOPPED |[DISABLED |OWN PROCESS |[ClipBook
Safeguarding Canada’s security through information superiority C dl*l
Préserver la sécurité du Canada par la supériorité de I'information ana 8.




TOP SECRET /] COMINT

I * Communications Security ~ Centre de la sécurité
Establishment Canada des télécommunications Canada

—_
WP SLIPSTREAM output... drivers
e e = (parsed)

Implantld: <51.8.1.13>
Timestamp (UTC): 2010/02/09 06:42:43

PAGE:1o0f1
] I I : I I I
SCM)|Driver Name |Status |Startup Type |Driver Type |Display Name |Binary Path
I
~ I I : I I I
|ntoskrnl.exe |RUNNING | | | |C:\WINDOWS\system32\ntoskrnl.exe |
|hal.dll |[RUNNING | | | |C:AWINDOWS\system32\hal.dll |
|[KDCOM.DLL [RUNNING | | | |CAWINDOWS\system32\KDCOM.DLL
I
|BOOTVID.AII |RUNNING | | | |C:\WINDOWS\system32\BOOTVID.dII
I
|ACPI.sys |[RUNNING | | | |ACPl.sys |
[WMILIB.SYS |[RUNNING | | | |C:AWINDOWS\system32\DRIVERS\WMILIB.SYS
I
|pci.sys |RUNNING | | | |pci.sys |
lisapnp.sys |RUNNING | | | lisapnp.sys |
|pciide.sys |RUNNING | | | |pciide.sys |
|[PCIIDEX.SYS [RUNNING | | | |C:\WINDOWS\system32\DRIVERS\PCIIDEX.SYS
I
|MountMgr.sys |RUNNING | | | |MountMgr.sys |
|fidisk.sys |[RUNNING | | | [ftdisk.sys |
|dmload.sys |RUNNING | | | |dmload.sys |
|dmio.sys |RUNNING | | | |dmio.sys |
|volsnap.sys |[RUNNING | | | [volsnap.sys |
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* Extend WP output to a signature based system:
REPLICANTFARM

* Module based parser/alert system running on real-time
CNE operational data

* Custom/module based analysis:
— Actors
— Implant technology
— Host based signatures
— Network based signatures
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File Edit View History Bookmarks Tools Help

&% -cC oy | vr -k
£, Most Visited _| Getting Started Latest Headlines «d LTT < Operations < TW... 2 Opsec - klsvn - Trac || CCNE/Opsec Systems || http://obelix/systeminfo/
_| CCNE/Opsec WPID Alerts x| ) Exploits % | _| hitp:ffobelix/ % | _| CCNE/Opsec WPID Alerts % | _| CCNEfOpsec WPID Alerts x

CCNE/Opsec WPID Alerts REPLICANTFARM

Note that the seavch is done with the fields as perl vegular expressions...

[Examples: =
® Dots () are
singla-
character
: Current Modules:
® Diot-Star (.*) e Eﬂ WIT ﬂl 5 fant ol bmod: 1100 VO Tmplant gl mot 15 procParentspl  mod 200 8D MI20 pl mod 24 expectedArzuments.pl mod 304 UNE WINPACE pl mod: 310 UNE WIDOWKEY pl |ma
maans any R ud_l'D‘ﬂ' ETM EI'[EPHERD a imod_11_cloaled.pl mod._16_recyclersxecpl  |mod _201_SD MIDSFTP.pl |mod_23_privileges.pl mod_305_UNK_TASEX pl mod 311_UNE_CIVETCAT pl |mo
mmberof [ CARBONgl o4 1200_AF_ALOOFNESS pl (mod_17_tmpexee pl mod 20 pebmodification ol jmod_300 UNE. TCPSRVIZpl mod_5306_UNE_WINUPDATE pl T R e
characters mod 102 MM RECE ACCE.[UP g miod 12 system32varpl mod_18_passwordfilters.pl mod 21 _schedulaat pl mad_301_UNE_BLAZINGAMNGEL pl [mod_307_UNE_QUIVERINGSQUAB.pl mod_400_88 WINEEE pl ma
* Singla WPID: I aﬁ_l ﬂi_lu[[\-i_[)OGHOUEE. '1 bmod. 13 rarpassword.pl mod 19 Lernzleloaking pl i mod 22 ntvninstallaxee pl |[mod 302 TINVWEB ol mod 308 UNK. WINDO.pl mod: 401 88 SSLINST pl ma
SRR b B od 104 MM WALEFR . lnod 14 strangedilextensions.pl |mod_1_paclked.pl mod 23 _hidden pl mod_303_UNE_CYDLL.pl mod_30% UNE_DIESELRATTLEp! |mod 402 88 SharpRpl mo
* ClasC Bt A
WEID:
S1LBv1L
® Infrastructurs:
250
Type: )
WPID Regexp: Module Regexp: MM Histosie: '@
Live: '
| Submit Query |
ALERTS
g 2 Module: Date: Tag: File name: __/datastore/archive/2010/01/21/15
mod_103_ MM DOGHOUSE pl 2010-01-21T1536:39 968 MM TXID0O000272485 18_Y2010M01D21_HI15MI8559 MS642MUIS00NS0_RXIDOS0_000_0
Details:

Possible MM DOGHQUSE driver file: C:'WINNT \SNtUninstall 2445985,

Possible MM DOGHOUSE duver file: C\WINNT\ SNiUnmstall 244598 5\afd sys.
Possible MM DOGHQUSE driver file: C:\WINNT\SNtUninstall 2445985 netbt.sys.
Possible MM DOGHOUSE driver file: C:'WINNT \SNtUninstall()244 598 S\tepip sys.
Possible MM DOGHQOUSE driver file: C:\WINNT\SNtUninstall Q244598 Sthotfix inf.

--—=—=PULLEDPORK=—--
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&) CCNE/QOpsec Mondumpprtracker viewer - Mozilla Firefox
Fie Hks Tools Help

P C X o (U
£, Most Visited | Getting Started &) Latest Headlines wd LTT < Operations < TW... 2 Opsec - klsvn - Trac | | CCNE/Opsec Systems || hitp://obelix/systemInfo/

] CCNE/Opsec WPID Alerts x| CCMNE/Opsec WPID

lerts ol I, CCNE/Opsec WPID Alerts * | _ CCNE/Opsec Mondumppr... x
CCNE/Opsec Mondumpprtracker viewer

Notr that the rearch is done on the wpids with a simpie wildoard and a per] regexp for the command lines.
Examples:
A value of * in & wpld indicatss thar "class” is & wildcard,
Single WPID: 51.8.1.13
=B WPID: 51.1.%*
Class C WEID: 51.2.1.%
The +Ragexp is 2 perl regular sxpression applisd to the command line. Only command lines sstisfing the expression will be displayed
The -Regaxp is 2 perl regular axpression applisd to the command line. Only commend tines NOT sstisfving the expression will be disptayed

0
.
*C
.
.
.

WRID Repesg: 518113

[Dax fam: - 2 mods

‘ Proc | cmdLine ‘ parei wpid ‘ lastSeen
‘ntsé—x‘.;a}ﬂﬂre |C: WINDOWS aystem’ VimeBedrayne exs syne ‘& Itenknomn_ownerkat: ‘ 2010-05-24 12:13

‘c';tﬂz'i.;tdaa |5=qwc‘ C:'Progrem Files' Symenter. Symanter Endpoint Protaction' DWHW ized, sxafrquot; ‘& It;undmown_ownardot; 2010-05-24 04:03
lecallbachprony | |&queot, C:Progrem Filag' Symentec LiveUpdet LuCallbackProxy axadequot, {812CD2SE-1042-902¢- 0DDD-A4FAES4OFEDF} &t unknown_ownendat; 2010-05-24 04:05
lpcallbarkprony  |&quot C: Prozrem Files\Symantst LiveUpdats LuCallbackProny sxafequot, {ESASEBEE-D580-4212-86DF-54C0B3 7393522 & It enknown_ownersat; 2010-05-24 04:05
ralpdate LuCallbedDoony anafiquet;, {DITE0026-05E T4ad-PDCF-13031EEETIES } &It unknown_ownaet; ‘ 2010-03-24 {4,

‘ Ieallbariproxy |&q|'.ac C:'Program Filss'Symantac\LiveUpdste\LuCallbackProxy exafequat, {CH0DC234-65F04874-24AE-621 58EFCA433} \s Itsniknown_ownerseat: ‘ 2010-05-

‘ luooms-1 ax2 |5:qw:£-:‘ BROGRA-1'Symantad LIVEUP- 1 LU COMS-~ L. EXE&quot; ‘& It;endmown_ownardot; 2010-05-24 04:03

{ucallbackpromy | &quot;C: Progrem Files' Symentac)

lnsatl exs iveUpdetsiluall sxafquot; -5 & It unknown_ownersat; 2010-05-24 04:05

Squot, G\ Program Files\Symantac\Symanter Endpoint Protaction' SescLU exafquot, -Embadding & It unknown_ownersat; 2010-05-24 04:04

wmiprves sme |G WINDIOWS systam3 T mibem memniprvse ams -sseured -Embadding ltpanitnown_ownerdest; [2010-05-24 02:10

[Er—— [#quor,Co WINDOWS PCHsatth HelpCtr Binariss HelpSue ansfequot, Embedding [Etmnicnomn_swmarg et [2010-0524 02:10
| ACCOTNPIIR. 3 |5=qwcl CohDazmen’ APD AccountProns . exalquot; (=1 /=Equot;C.\ M Dasmon Logs OldLogs Logs-2010-05-22-521-00-00-20 Zip&que; Jp=&quer,C ' MDaxmon Logs&quot; /s ‘&h;w}a’—.ﬂw._wtaﬁ at; 2010-05-23 19:32
sa-leam ame Squot, G MDa=mon| Spam A ssassin'se-leam exafequot; —hem —confirpath=8quot, C: ' MDemon' APP Spam.Assassin'd=fulr_mslesfquot; —sitaconfgpath=>Squor; C ' MDa=mon' Spam A ssassin'sules®quot; —dir Squot; G\ MDemon PUBLIC-1'BAYESI~1 WA NON-5P~1 IMA' = msz&quot; | &t unknown_ownarfat; 2010-05-23 19:30
accountprens 2x | |Ssquot, G MDsemon' APE  AccountDrune sxafquot; /3 & It enknown_ownersat; 2010-05-23 19:30

listpruns exe Squat, C MDs=mon' APPListProne sxafequot; /s &t mnkmonn_ownersat; 3 19:30
[p—— [#equorCr MDaemen Spam A ssassiniss-laam axsdequor: —spam —zonfizpsth=frquot:C MIisemon' AP’ Spam A ssassin' deilt_nslasdauot, —sitsconf spsth=dequot:C Mssmon SpamAsssssin mlesfequot; —dir &quotCr MDsemon PUBLICAT BAYEST. 1 IMA SPAM-1 IMA'® msglquot | &1 unknown_owherdst: € 312130
‘mupaaw e |&q|'.otj CMDa=mon' APPMDUpdatsr. sxa&quot; p=fquot;MDa=mon Sserverfquot; /s ‘&h;w}u’m&:_w‘ta& o i

oo eme Squot, G WINDOW S'systems Domd. exadguot; J¢ Squot; Gl MDeasmon' ADPLaam barSquot; St unknown_ owneret;

o axa Soquot, COWINDOW S'eystams X iomd. axafequot: S Squot; Co MDeemon' ADBWC lesnun betdquot; Eltonknown ownerSat

aspdats sne Equat, O MDs=mon' SacunityPlus.svepdats sxadqnuot; q /n &t mnkmonn_ownersat;

[ronci32 me [ComINDOWS systm3 T rundl132 axe G\ DOCUME-1"ALLUSE~1 WIN\APPLIC~T'Symantsr SyEnAppS SyKnAppS 411, UpdsteSyKnappS [tmnicnomn_swmarg s
‘a::wr.mr.a.ax |&q|'.atj CMDasmon' APP AccountProns sxafguot; /=1 /=&quot; G\ MW Da=mon Logs OlMLoz2s Logs-201 0-05-21-Fri-00-00-03 zipSequot; /p=&quot, G MDa=mon Logsfquet; 1 ‘&h;w}u’m&:_w‘ta&; :

CHWINDOWS systam3 ¥meBadssyne oxe sync St unknown_ownerset;

fucallbertproxy | fquot,C: Broarsm Files\Symentec Livelpdsts LiCallbackProxy exafquot, {812CD25E-1(404085-0DDD-A4FAES4OFEDF} Slt:nknown_ownerfat;
lseallbariprony  |&quot, C:'Program Files\Symantar\LiveUpdsts LuCallbackProny sxafequot, {ESASEBEE-DSB0-4212-86DF-54C0B3 739522 &t mnkmonn_ownersat:

[icaltbackprony  [fquot O Brosram Filss Symantar Livalpdats LuCallbackBroxy sxsfquot. {03 768925058 T4ad |-80CF-2305 [ EEE T1E3 } [T —— 2010-05-22 04:05
‘ lpeallbariprony |&q|'.otj G Program Files\Symentac\LiveUpdste\ LuCallbackDroxy axafequot; {CH0DCI34-65F944T4-04AE-S11 SBEFCA433) ‘& It;endnown_ownars: 2010-05-22 04:05

lozomms.] axs |£q'.:ot‘c: PROGRA-~1"Symentat LTVEUP- 1 LUCOMS~ 1 EXES&quot; ‘El(:u}mﬂw’.ﬁw‘ta& 2010-05-12 04:0x

= [quot.C- Prosram Files' Symentec Livelpdate fuat! exeleguot; -3 [ ——
bk R Sl i
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REPLICANTFARM generic modules
* Cloaked * Kernel cloaking
* Recycler * Schedule at
* Rar password * Ntuninstall execution
 Tmp executable * hidden

* Packed

* Peb modification
* Privileges

* MS pretender

« System32 “variables” Other ideas....
e Strange DLL

extensions
Safeguarding Canada’s security through information superiority C dl*l
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Generic modules : example

my @runningProcs = xml_isProcessRunning( $xml, 'svchost.{1,3}\\.exe’,
‘winlogon.{1,3}\\.exe’,

'services.{1,3}\\.exe’,
‘Isass.{1,3\\.exe’,
'spoolsv.{1,3\\.exe’,
‘autochk.{1,3}\\.exe’,
'logon.{1,3\.scr,
'rundli32.{1,3\\.exe’,
'chkdsk.{1,3}\\.exe’,
‘chkntfs.{1,3}\\.exe" ,
‘logonui{1,3\\.exe’,
‘ntoskrnl.{1,3\\.exe’,
‘ntvdm.{1,3}\\.exe’,
rdpclip.{1,3\\.exe’,
‘taskmgr.{1,3}\\.exe’,
'userinit.{1,3}\\.exe’,
‘wscntfy.{1,3}\\.exe’,
'tcpmon.{1,3\\.dIl');

foreach my $runningProc (@runningProcs)

{
$alertText .= "Suspicious process detected, legitimate exe named appended with string: " . $runningProc . ".\n";
}
Safeguarding Canada’s security through information superiority C a dlé:
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RF specific signatures

« KNOWN actor filenames, processes, covert stores:
— MAKERSMARK / FANNER
— SEEDSPHERE / BYZANTINE
— ALOOFNESS
— SNOWGLOBE
— VOYEUR
— SUPERDRAKE
— GOSSIPGIRL

e |nfrastructure
— Known IP addresses
— Known DNS queries

e QOther tools

Safeguarding Canada’s security through information superiority C dl*l
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——
Specific sighatures : example

# Check a known drivers present

my @driversPresent = xml_isDriverPresent( $xml, 'usbdev\\.sys', 'acpimem32\\.sys',
'usblink32i\\.exe’, \\$NtUninstallQ722833\\$' );

foreach my $driver (@driversPresent)

$alertText .= "Possible MM CARBON driver detected: " . $driver . ".\n";
Safeguarding Canada’s security through information superiority C dl*l
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Operations

* Routine operations for CCNE investigations on current
targets
— Execution of OPSEC related plugins
— Collection of files
— Examination of network activity

« Blanket approvals for addition of selectors to level 4 OPs
against known actors: example WATERMARK operations
against MAKERSMARK

e Standard operating procedures for level 2 — level 4
operataions against foreign CCNE actor infrastructures

Safeguarding Canada’s security through information superiority C adﬁ
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CCNE | OPSEC page on 5-Eyes K1SVN %

Wiki

—SE—)
S oy
ey
L-C(
?

* Contains reverse engineering reports for CNE / IO
consumption

* Even logs and notes for several actors

Safeguarding Canada’s security through information superiority C dl“'l
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CCNE operations — Covert Infrastructure

e Some fusion of the WP and CCNE infrastructures
— Dedicated ORB for CCNE
— Unattributed dialups to the ORB

* Philosophy: use low hanging fruits against the actors
(public exploits and tools if available)

* Discussions regarding repurpose of foreign toolkits

 De-confliction

Safeguarding Canada’s security through information superiority C dl*l
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* Provide the historical account of the activity on
DOURMAGNUM (Imam Hussein University)

* Implant identified while investigating another
unattributed actor

* rar archiving of emails on target

* Beaconing using HTTP to php-based listening post

Safeguarding Canada’s security through information superiority C dl*l
Préserver la sécurité du Canada par la supériorité de I'information aIla 8.
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) CCNE/Opsec WPID Alerts - Mozilla Firefox
File Edit View History Bookmarks Tools Help

€ - c < < I ¢y -] [G-[ Goog

£ Most Visited || Getting Started Latest Headlines «d LTT < Operations < TW... = Opsec - klsun - Trac || CCNE/Opsec Systems | | hitp://obelix/systemInfo/

| | hitp:/fabelix/ =% | | | CCNE/Opsec WPID Alerts % | || CCNE/Opsec WPID Alerts x| © Opsec— klsvn % | 2 Opsec—klsvn x
CCNE/Opsec WPID Alerts
Note that the search is done with the fields as perl regular expressions...
Examples:
_ (Current Modules: . - -
% Diots () ere single-character med 1000 WH Imslant.pl jreed_E100_WO_Implent.pl mod_ 15 procDamnts pl mod_200_SD_ NI pl mod_24 expectedArmuments pl | 304 _UNE_WINPACP.pl | 310_UNK_WIDOWEEY .pl [med_3500_S5J_DDNT.pl meod_T_ont
wildeards mod 100 2OV _SHEPI-IERD " jmod_ 11 closked pl imod 16 _recpclerenecpl  [mod 201 ST MIXSFTP.pl |mod 25 privileres pl | 305 TNE_IASEX pl | 5311 UNK_CIVETCAT gl |mad 5 _inownips pl mod BOO
® DorSur(mamany [0 S T [med 1200 AR ALOOFNESS.pl (mod 17 tmpezac pl mod_20_pebmedification. pl |mod_300_UNK_TCPSRVIZpl 306 UNK_WINUPDATE.pl mod_3_mspestendar. ol mod_600_GR_IMPLANT.pL  |mod 900
sumber of characters i m_mma?ulp  [med_13_systemd dvar gl mod_18_passwordfilirs.pl [mod_21_schadulast pl mod_301_UNK_ELAZINGANGEL.pl imed_307_UNK_QUIVERINGSQUAR pl \mod_100_55_WINEEE.gl med_601_GR_FLAMEpl  |mod RFI_
= Sl WOIDC SRR [ e - |mod 13 _rarpasswond ol mod 19 kemalcicaking gl [mod 23 nesninstaliensc pl [mod 302 TINYWEE gl | 308 UNK_WINDO ol mod_401_55 SSLINST gt | med_8_tmowndns pl mod RTT
® Clas CHRID:SILBLLL, (25 e e 1”1 mod_14_strangedllextengions.pl  [mod_|_parked.pl mod_23_higden.pl lmod_303_UNK_CYDLL.pl | 309 UNK_DIESELRATTLEpl  |mod_s02_S5_ShapR.pl mod_700_SG_CHOCOPOP.pl |mod_RFI_
® InFastroctore: #5300, = P!
Type:
WEID Regexp: Module Reeexp: 700 SG_ Hingie: @
Live. '
Submit Query |
ALERTS
WPID: Module: med 700_SG_CHOCOQPOP pl Date: 2009-09-30T10:18:41.906 Tag: SG  |File name: _/datastore/archive/2009/09/30/10/TXID0000074573_18_Y2009M09D30_H10ML
Details:

Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C "¢ RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar. exe" a -r -inul -hplockless -aprfechhi -tnld temp' 168 rar ¢! MDAEMON Users'ihn.a
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C "¢ RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar. exe" a -r -inul -hplockless -aprfechhi -tnld temp! 168 rar ¢! MDAEMON Users'ihn.a
Possible SNOWGLOBE CHOCOPOP process detected: "c'RECYCLER'S-1-5-21-101796669-4102346875-220983236-300'rar.exe” a -+ -mul -hplockless -apSNazarian -inld CWINDOWS\ TEMP'166.rar ¢ MDAEMONUsi
Possible SNOWGLOBE CHOCOPOP process detected: "c.'RECYCLER'S-1-5-21-101796669-4102346875-220983236-500'rar.exe”" a + -mul -hplockless -apSNazarian -tnld CWINDOWSITEMP'166.rar ¢ MDAEMONUsi
Possible SNOWGLOBE CHOCOPOP process detected: cmnd.exe /C ""c!RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar. exe" a -1 -inul -hpleckless -apSNazarian -tnld temp\166.rar ¢! MDAEMONUsers'dh
Possible SNOWGLOBE CHOCOPOP process detected: cmnd.exe /C ""c)RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar. exe" a -1 -inul -hplockless -apSNazarian -tnld temp'166.rar ¢! MDAEMON Users'dh
Possible SNOWGLOEBE CHOCOPOP process detected: "c'RECYCLER'S-1-5-21-101726669-4102346875-220983236-500'rar.exe” a -+ -mul -hplockless -apkpnazari -inld C'WINDOWS\TEMP' 166 rar ¢! MDAEMON User:
Possible SNOWGLOBE CHOCOPOP process detected: "c'RECYCLER'S-1-5-21-101796662-4102346875-220983236-500'rar.exe" a + -mul -hplockless -apkpnazari -inld C'WINDOWS\TEMP' 166 rar . MDAEMON User:
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C "¢ RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar. exe" a -r -inul -hplockless -apkpnazean -tnld temp' 166 rar ¢ MDAEMON \Users'ihn.
Possible SNOWGLOBE CHOCOPOP process detected: cmnd.exe /C ""c)RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar. exe" a -r -inul -hplockless -apkpnazan -tnld temp'166.rar ¢! MDAEMON \Users'ihu.
Possible SNOWGLOEBE CHOCOPOP process detected: "c'RECYCLER'S-1-5-21-101726669-4102346875-220983236-500'rar.exe” a -+ -mul -hplockless -apmsaadati -tnld C:\WINDOWS'TEMP' 166 rar ¢/ MDAEMON User
Possible SNOWGLOEBE CHOCOPOP process detected: "c.'RECYCLERS-1-5-21-101796669-4102346875-220983236-500'rar.exe" a -t -mul -hplockless -apmsaadati -tnld C'WINDOW S\ TEMP' 166 rar o/ MDAEMON User
Possible SNOWGLOEBE CHOCOPOP process detected: cmd.exe /C "¢ RECYCLER!S-1-5-21-1017966623-4102346875-220983236-500'rar. exe" a -1 -inul -hplockless -apmsaadati -inld temp'166.1ar ¢/ MDAEMON Users'dhu
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C ""c!RECYCLER!S-1-5-21-101796663-4102346875-220983236-500'rar. exe" a -1 -inul -hplockless -apmsaadati -inld temp' 166 1ar ¢ MDAEMON Users'ihu
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SNOWGLOBE on target

Possible SNOWGLOBE CHOCOPOP process
detected:

cmd.exe /C ""c:\RECYCLER\S-1-5-21-101796669-
4102346875-220983236-500\rar.exe" a -r -inul
-hplockless -aprfeghhi -tnld temp\168.rar
c:\MDAEMON\Users\ihu.ac.irn\rfeghhi\md5*.msg">nul.
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SNOWGLOBE implant

* Injects itself in svchost.exe
* No cloaking / no hooking

* Bootstraps in service called MSDTC64 (distributed
transaction coordinator 64b

e Service entry is permanent

* Executable kept on disk in system32
* Crypto: 16 byte string XOR

* http beacons and tasking

* Actor observed upgrading on target
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SNOWGLOBE activity and attribution

* Targeting is scarce but resembles CT / CP priorities
* French localisation seen in exploit PDFs (GCHQ)

* French commentary in the binary

* French binary name / developer path

* Observed in Iran, Norway, Greece, Belgium, Algeria,
France, US targets

* Listening posts worldwide — several French legit sites

* Now seen in passive collection, several reports
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De-confliction : on CCNE operations @

e State-sponsored landscape Is very busy
* CCNE Targets are de-conflicted
e Actors on CCNE targets are not

* Covert nature of foreign (and friendly actors) make de-
confliction challenging

e Often need to refer to precise technology for identification

* CNE/CCNE from SIGINT + HUMINT need to get
together on this issue
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e  —
De-confliction FAIL

« Actor discovered
» 5 eyes effort S0 st ) D&Y
e Several cohabitations el 7 | -
. AtCSEC: 400 man-hours: .. A
— Over 20 CNE Operations ~ _____ g ________________ : ________ o
— Passive Collection T Jff 52
— 4 Reports [[viniogon | W‘ﬁ
— Reverse engineering _550_(;:_3%?"
— Planning of active operations \/_, se( ______
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Conclusion

* CCNE effort essential to the national cyber mandate:
— CNE situational awareness
— New actor discovery
— Tracking known actors

* Several new actors discovered using this process

* De-confliction needs to be improved
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