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Cyber sceurity has been an area of particular intercst at Los Alamos due, in part, to well-
publicized prior security incidents. In 1999, the then Secretary ol Energy accepted a new
plan for cyber security at Los Alamos — commonly referred to as the Nine-Point Plan ~ as
a result of a high profile compromise of classified data. This plan specifically directed
that safeguards be implemented to prevent the migration of classified information to
unclassificd systems. In a subsequent Secretarial initiative, called the Six Furthér
Enhancements to DOE Cyber Security, both contractor and Federal officials were
directed to take action to reduce the cyber security threat posed by insidets. In 2004, to
address additional weaknesses in this arean, the Director of the Laboratory ordered a
fengthy, sccurity stand-down to address and resolve such concems. That shutdown,
according to the U.S. Government Accountability Office, delayed important national
security work at a significant monetary cost to the taxpayers. Bascd on the problems we
observed, clearly these efforts were not entirely successful and additional improvements
are needed. . !

i

The physical and intellectual data that resides at the Los Alanos National Laboratory
reflects its preeminent national security mission, Yet, our review of matters-related to the
most recent incident identified a eyber security envirpnment that was inadequate given
the sensitivity of opcrations at the Laboratory. This was especially troubling since the
Department and the National Nuclear Security Administration have expended tens of

. millions of dollars upgrading various components of the Laboratory’s security apparatus,
including vast expenditutes on cyber security. In fact, the eyber security events described
previously were among the factors that caused the Department to recompete the contract
to operate Los Alamos, While significant procedural weaknesses were evident, human
failure, whether willful or not, was the key component in this matter. In our report, we
identified a numher of specific actions associated with the latest series of events that were
in contravention of recognized sccurity policies and procedures.

Our detailed report also includes specific recommendations to strengthen security policy
aud procedures at both the Department and the Laboratary. On Junc 1, 2006, Los
Alamos National Security LI.C assumcd respansibility as the operator of the Los Alamos
National Laboratory. Many of these recommendations require specific contractor actions
to address the weaknesses noted in our special inquiry. In this context, the Department
needs to hold the new contractor accountable for the reforms necded to ensure i secure
cyber security envitonment at Los Alamos. Further, we concluded that the lessons
learned from this incident should be applied throughout the Depattment of Energy

complex,
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made a conscious decision to disregard the security training to which|__jwas exposed, override (b)(8),(b)(7)
existing imternal sccurity controls, and inappropriately remove classified material from the (C)
Laboratory. While the contral problems we identified werc serious and created i

in which the diversion could occur, the clear violations of security procedures I:-}l I(g}u.‘ﬁ} (bNT)
appear (o have been the root cavse of the unauthorized removal of the classificd material. These ]
eveuts are the subject of an on-going investigation by the Federal Burcau of fuvestigation, the
results of which may ultimately provide additional information that should be considered in
determining corrective actions. Not withstanding the investigative effort, our review found that a
namber of safeguards designed to protect classificd information at LANL were not working as
mtended.

Clessiflicd Network and Computer Security Controls

The Los Alamos National Laboratory had devcloped policies designed to proteet classified
information, However, in many instanccs these policies and procedures were ineffective. For
cxample:

e Poris that could have been used to inappropriately migrate infonmation from classified
computers to unclassified devices and computers had not been disabled, T.ANL
B ~“knowledged that this vulnerability was not limited to the area in which
as working but also existed in a number of other classificd computing
LHGI LSS,
. as provided with direct physical access to classified computers and
s granted computer privileges that were not requircd for the performance
dﬁ
o Program and security officials permitted the introduction of compufers and peripherals
(scanners and a printer) inlo a classified compufing environment even though they were
not approved. Such devices could have been used (o compromise network securily,

‘These cyber sccurity weaknesscs resulted from control and management failures at multiple
levels. In particular, wc noted that policies designed to protect classified information were non-
cxistent, not enforced or were madequate. For cxample, the Los Alamos National Laboratory
failed to:

« Enforce, in all cases, controls designed to prevent the nigration ol classified data (o
unclassified systems;

s Devclop policies requiring system administrators to takc advantage of rcadily availabic
nteans 1o physically secure clagsified computcrs; and,

» Ensurc that incorapatible functions werc segregated and that related compensating
controls were in place and operating as intended.

We also found other weaknesses that limited the eflectiveness of the Laboratory’s clussified
information systci: protection propram and tay have contributed fo the diversion of the
classified information in this case. For example, Federal review of the Laboratory’s classificd
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information systems was not as aggressive as it should have been. Also, we found that some of
the Laboratory’s policies for procuring classified information support services and for
developing and administering system security plans were conflicting and inconsistent, Further,
Federal policy design and implementation 1ssues regarding mixed media viinerabilities
(mingling classified and unclassified computers and/or storage devices) were not adequately
addressed and could have implications for the entire Department of Energy complex,

Security Clearance Process

On-Going and Needed Corrective Actiotis

Alter discovery of the incident, management officials al various levels of the Department and at
1.ANL launchcd an effort to identify and correct conirol deficiencies that caused or contributed
to the unauthorized removal of classified information. The Dcputy Secretary issued a
memorandum dirceting that each laboratory and Federal facility operating a classified computer
system conduct an imimediate and thorough examination of the adequacy of ils practices and
procedures to ensurc that classified information is properly protected, LANL officials also
reported that they had taken actions designed to increase the security over classificd information,
including securing open ports. Based on our preliminary review, we belicve these steps could, if
properly implemented, help resolve many of the problems we found, However, additional action
is niecessary. Consequently, we made a number of specific recomimendations designed to: (i)
increase the protection of classified information at LANI. and other Departmental facilities; and,
(i) improve the integrity of the securitly clcarance investigation and evalualion pracess,
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2006, found that hardware inventaries included in security plans werc imadequate [or various
programs and sitcs. As noted in guidance published by the National Instilutc of Standards and
Technology (NIST), accurate inventorics are a key initial step in determining what system
elcments arc exposed ta secunity risks.

Structural Control and Implementation Weaknesses

Thesc cyber security weaknesses resulted from control and management failures at multiple
levels. In paiticular, we noted that policies designed to protect classified information were not
enforced or were inadcquate, For example, the Los Alamos National Laboratory had not:

e Taken adequate action, in all cascs, to enforce controls designed to prevent the migration
of classificd data to unclassified systems;

¢ Devcioped policy rcquiring system administrators to take advantage of readily available
means to physically securc classified computers; and,

¢ Ensurcd that incompatible functions were segregaled and related compensating controls
were in place and operational.

Mipration Vulnerabilities

Although LANL had developed policies designed to prevent the unauthorized transfer of

classificd information 1o unclassified media or devices, the policies and procedures wore not

praperly implemented and were not always eflective. t:jl_ 1 (b)B).(b)T)
|

Jand various members of]  [staff recognized that open ports in - (BX6),(b)(7)
mixed media environments posed a risk and that they “should have paid better attention” C)

ensuring that policies designed to prevent migration of classified systems were enforeed. ?gﬁ}{ﬁ:.:h;:?y
explained that in many situations — such as iugl:lawn office — action had been laken to secure
ports by covering them with tamper-indicating tape and, in gome other environments, ports had (b)TNE)

been disabled through software controls, In response to our inguiry,

While network engineering officials and others within the LANL Chief Information Officer’s
organization expressed concerns with open ports and problems with managing tamper-indicating
devices, a Laboratory-wide solution was ncver developed or deployed. As cvidenced by a series
of e-mail exchanges between members of a “diskless computer discussion group” during the
March-April 2006 timetrame (with copies provided to the NNSA’s Los Alamos Site Office),
group members responsible for configuring computers were concemed that a conimon technical
solution ta “address the control of USB/Firewire ports™ in mixed media environments had not
been devcioped. In discussing the security challenges associated with modern, multi-port
compuiers, one member of the group recognized that it “would be a simple matter to plug somc
recording device into one of these open ports and swrite to it.”

LANL managcment officials acknowledged, during securily briefings related to the discovery of
the divcrsion of classified information, that the aclions to disable USB portts in mixed media
environments had pot been conpletely effective in the past. They noted that after the recent
diversion of classified information they had identified a number of environments where ports
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reimaincd accessible. As part of its remediation cffort initiated after the curvent problem was
discovered, Laboratory management rcported that if had required each user lo re-review
classified irformation security requirements, had sccured virtually all vulnerable USB ports, and
had directed that all (lash drives be collected and controlied, We were unable (o verify in the
available timeframe that the actions described by management had actually been complefed.

Security of Rack-Mounted Camputers

LANTL also failed to take advantage of readily available sccurity measures thai, in this case,
would most likely have prevented the unauthorized removal of the elcetronic classified material
found on the seized flash drive, A senior laboratory management official told us that as part of
its inifiative to secure CREM following a major security event in 2002, they had acquired
locking vacks that were to be used to secure most rack-mounted classified compuler systems,
Although uncertain of the timing, that official explained that at some point the decision was
midc that these rack mounted systems did not contain CREM and that there was no niced to
secure them if thoy were located in vaults or VTRs. Both computer security and management
officials that we consulted at the Laboratory informed us that securing these racks would have
dcnied access o the cnabled 1JSB ports in the VTR in question and that such action could have
prevented the download of the diverted classified information (See Appendix 2). Afier
discussing this issue with Laboratory management officials, thesc officials indicatcd that they
have now dirccted that all classificd conmputer racks be locked regardless of their location,

Segrepation of Incompatible Functions

The assignment of incompatible functions by LANL to a single individual might have
contributed to the unauthorized removal of classificd information in this case, As specificd by
NNSA poiicy, “...mcasures must be implemented to ensure the management, control, and (B)(6),(b)(T)
separation of security critical functions.” Tn this casc, however, LANL did not always provide ()

for such separation, and provided a single individual with unfettered authority to override

safeguards designed to proteci classified systems. For cxample, the original |
[ Joranted physical acec  ~ “assified compuiters to unauthorized

individuals, including] and several o workers. The succcssm'[:: {b)(B),(b)T)
[ [was also provided wi... ... .ame authority and averrode controls  (€)

designed 1o prevent peripherals that werc not owned by the government and/or had not been
evaluated for security impacts from being infroduced into the classified computing environment,
Esscatially, these individuals were given the anthority ¥o supervise and approve their own

] (B)Eb)T)
{C)

(b)(6).(b)(T)

_actions. Thel ] actions 1 T " Taportant in this
casc because these actions may have desensitized co-workers | irescnce in and (B)(E),(b)(7)
around the classificd computer racks — a situation that could hi ycomplete the (€)
alleged insertion and removal of the flash drive from the classi . out detection.

Because of the extent to which [SSOs are assigned as system administrators in other
organizations, the same or similar problems way exist ai a number of other LANL facilities.
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determine how many individuals were serving in dual-role capacilies. cxplained that line (BNE).(b)7)
managers selected and appointed the ISSOs, that ISSOs were authorized [0 appoint alternates it
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safcguards be developed and implemented to prevent the migration of classified data to
unclassified systenmis and decrease (he potential for insiders {o exploit security vulerabilities,
This direction specifically rcquired that organizations “estahlish requiremcnts that place stringent
controls on computers and work stations, including controls on .., ports that could be used to
download files.” While ordered and impiemented for the three laboratories under the cognizance
of the then Atbuquerquc Operations Office, the requirement was ncver included in the
Department’s or the NNSA’s cyber security policy, Despite efforts by the Department’s Chief
Information Officer and various working groups chartered by that organization, this and other
policies relaled to national security systenis, including many of those required by the Federal
Information Systems Security Management Acl (FISMA), have yei (o be incorporated in
Department policy.

A senior official with the Office of Independent Oversight indicated th, rganization had
reported on the Department’s failure to update its classified computer soe.w.., policy. Asnolec.
in its Report on the Status of the Department of Energy’s Information Security Progrant for
National Security Systems (September 2006), issued to satisfy FISMA evaluation requiremens,
the Office of Independent Oversight reported that policies for protecting national securily
systems had not been updated since 1999 and were seriously out of date. The inspcetors

LYDEN OCVUTNNY MUURNI HUPITINEWIA UV 13YUCY

[.ahoratory officials, including the Dircctor and his senior staft, informed us that they were
comunitted to providing a multilayered defense against both internal and cxternal parties that may
wish to damage computer systems or compromise information. While these officials indicated
that they have recently strengthened their resolve to achicve this goal in response to the recent
diversion of classified information, they idcntified what they believed to be significant structurai
issues that have fiustrated their efforts in this regard. Specifically, during the transition of the
apcrating contract from the University of California in nid-2006, LANS identified cyber
securitv a¢ a nreevicting condition, one that they lacked (hic resources to address in the short run,

The procawung vouation related to cyber security, one of scveral identified during the ¢
transition phase, was based primarily on the fact that the University of California had not

‘the NNSA cyber sceurity implementing guidance. The Laboralory

wdicated that funding was insufficicnt to implement the majority of

; :ments as specified in the NAPS, and provided information that indicated

that only a small fraction of those lcqunements had been implemented to date. In add:ition Lo the
prcexisting condifion identified prior fo contract transition, LANL also told us that planned
funding reductions could further impact their ahility to safcguard classified information. On
September 27, 2006, the Laboratory Director, in a joint letler with the Dircctors of the Lawrence
Tivermore and Sandia National Laborafories, reiterated his concern that a forthcoming 30
percent reduction in ¢yber sceurity funding would ecndanger hoth unclassificd and classified
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information systotns. NNSA’ s that efforts were underway to
identify additional funding fo- | ey oo __._ o2nsc laboratories.

Ongoing Reviews and Corrective Actions

Management officials at various levcls of the Department and at LANL prompily launched an
effort to identify and correct contral deficiencies that caused or contributed to the unauthorized
removal of classificd information. The Dcputy Secretary also issued a memoranduin directing
that each laboratory and Federal facility operating a classified computer system conduct an
inunediate and thorough examination of the adequacy of its practices and procedures o cnsure
that classificd information is properly protected. LANL ofTicials also reporied that they had
taken actions designed to secure open ports and increase security over classified information, To
facilitate (his work and provide technical assistance, the Department’s Chief Information Officer
told us that his office had conunissioned a study to identify and evaluatc the relative strengths
and weaknesses of the various hardwarc and software methods of securing computer ports and is
working to update classified cyber security policy,

National Securify Impacts

The seriousncss of the theft or diversion of classified material conld have a significant impact on
1.8, national security, Ifexploited, such information could he used to damage critical facilitics
and disrupt Government operations. For this event in particular, the full extent of damage or (ON7NE)
diEﬂﬂJ'Sil‘E}ﬂMﬁiﬂﬂd maltcrial removed by the allcged perpetrator may never be fully (b)(T)E)
koown, |

RECOMMENDATIONS

Although a number of cyber security initiatives are underway, we concluded that the Department
nccds to reemphasize its commitment to cyber sceurity, In addition, to address the weaknesscs
described i our report, we reconuncnd that the Under Secretary for Nuclear
Security/Administrator of National Nuclear Security Administration, working with the Chief
Information Officer and the Chief Health, Safety and Security Officer, complete the [oliowing
detailed actions, all of which may have applicability across the complex:

1. Ensure that classified cyber secunty policies and implementing instmicttons are updated
to address noted deficiencies;

2. Disable unnecded active USB and other system pouts that could permit the
unanthorized diversion or theft of classified information;

3. Securc classified computer racks;
13

































