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SUBJECT: PAKISTAN'S NUCLEAR PROGRAM

l. (S) FOR BONN: OEPARTMENT MAS COMPLETEO A REVIEm UF

TECHNICAL AND INTELLIGENCE INFORMATION ON THE STATUS OF

PAKISTAN'S NUCLEAR PROGRAM, A SUMMARY OF THE RESULTS OF

THIS STuQY #ERE PRESENTED TO THE UK, FRANCE, NETHERLANODS,
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CANADA ANQ AUSTRALIA OQOURING BILATERAL DISCUSSIONS, EMBASSY
IS REQUESTED TO PROVIDE THE INFORMATION CONTAINEO IN PARA 3
AS A SECRET NON=PAPER TD APPROPRIATE SENIOR MFA AND BMFT
OFFICIALS, '

(/) me

2, (S) IN AOOQITION, EMBASSY IS REQUESTED TO PROVIDE

APPROPRIATE FRG OFFICIALS #ITH INFORMATION IN PARA 4,

WHICH DETAILS OUR UNUERSTANDING OF RECENT COMMERCIAL

. COOPERATION BY PRIVATE GERMAN FIRMS WITH PAKISTAN'S UNSAFE=

———GUARDED ENRICHMENT AND REPROCESSING PROGRAMS, OURING THIS
LATTER PRESENTATION, EMBASSY SHOULD THANK THE FRG FOR ITS~
PAST COOPERATION IN THIS TYPE OF EXCHANGE OF INFORMATLON
ON EXPORT CONTROL ACTIVITIES AND SHOULD STRESS THAT Wk ARE
PROVIOING THIS INFORMATION AS PART OF OUR ON=GOING EFFORTS
TO CONTROL THE EXPORT OF SIGNIFICANT ITEMS TO PAKISTAN'S
UNSAFEGUAROED SENSITIVE ACTIVITIES, EMHASSYSHOULD STRESS
THE EXTREME SENSITIVITY OF THIS INFURMATION,

3, (8) CURRENT ASSESSMENT OF PAKISTAN'S NUCLEAR PROGRAMN,
WE HAVE RECENTLY COMPLETED A REVIEW OF QUR INFORMATION ON
THE NATURE ANQO STATUS OF PAKISTAN'S NUCLEAR PROGRAM AND
HAVE CONCLUOED THAT ADDITIONAL ATTENTION SHOULO BE GIVEN
TO PAKISTAN'S EFFORTS TO CONSTRUCT AN UNSAFEGUARDED REPRO=
CESSING FACILITY, THE "NEW LABORATORIES," NEAR PINSTECH,

N—00 &=

IN ADODITION, THE EVIDENCE INOICATES THAT PAKISTAN IS CON=
TINUING TO PURSUE A NUCLEAR WEAPONS DEVELOPMENT PROGRAM,
RECENTLY, AVAILABLE INFORMATION HAS HEIGHTENEO QUR CONCERNS
ABOUT PAKISTANI EFFORTS TO ACGUIRE FISSILE MATERIAL FUR

HIS PROGRAM FROM REPROCESSING, ALTHOUGH URANIUM ENRICh=
MENT OFFERS PAKISTAN A ROUTE TO FISSILE MATERIAL THAT IS
UNOBSTRUCTED 8Y IAEA SAFEGUARDS,

- SECRET
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THE GOP'S URANIUM ENRICHMENT- EFFORT PRESENTLY CONSISTS OF
A SMALL PILOT PLANT, WHICH HAS BEEN ASSEMBLED AT SIHALA,
AND A LARGER, PROOUCTION=SCALE FACILITY WHICH IS UNUER
CONSTRUCTION AT KAHUTA, WE BELIEVE THE SIMALA FACILITY 1S
NOT LARGE ENOUGH TO PROQUCE WEAPONS QUANTITIES OF HIGHLY
ENRICHEQO URANIUM, THE MOST SIGNIFICANT RECENT DEVELOPMENT
AT THE TEST CASCADE AT SIHALA HAS BEEN THE ADOITION OF )
PERIMETER SECURITY AROUND wHAT WE BELIEVE ARE THE BUILOINGS
ASSOCIATED AITH THE TEST CASCADE., THE KAHUTA PLANT IS
DESIGNED TO HOUSE SEVERAL THOUSAND CENTRIFUGES. AN INITIAL
SECTION OF THE PLANT (E,G, 1000 CENTRIFUGES) COULD dE
OPERATIONAL IN 1981 ANO COULD PROODUCE SUFFICIENT FISSILE
MATERIAL FOR A SINGLE NUCLEAR EXPLOSIVE OEVICE wlTHIN ONE
TO THREE YEARS AFTER START=UP, WnEN COMPLETELY OPERAw
TIONAL, PROJABLY HY THE MIDO=198@'S, THE PLANT COULD PRO=
QUCE ENOUGH HIGHLY ENRICHED URANIUM FOR SEVERAL NUCLEAR
DEVICES PER YEAR, wORK AT THE KAMUTA SITE IS CONTINUING,
ALTHOUGH ELECTRICITY HAS BEEN BROUGHT INTO THE COMPLEX,
JUDGING FROM THE GENERAL LEVEL OF PROGRESS FOR THE OVERALL
SITE, WE HAVE NO REASON TO BELIEYE THAT QPERATION OF
CENTRIFUGE CASCAQES HAS BEGUN, SIGNIFICANT PHYSICAL
CHANGES AT THE SITE INCLUDE A SECURITY PERIMETER WHICH HAS
BEEN CONSTRUCTED AROUND THE PRODUCTION AREA, CAMOUFLAGE
MARKINGS PAINTED ON THE ROOFS OF THE PROCESS BUILDINGS,
ANO A GENERAL UPGRADE OF THE AIR UEFENSE SYSTEMS ARQUND
THE SITE,

THE PAKISTANIS MAVE HEEN ACTIVELY PURCHASING PARTS AND
EJUIPMENT FUR THEIR ENRICHMENT PROGRAM FRQM A NuUMBER OF
COUNTRIES THROUGH OUMMY COMPANIES USING FALSE ENDeUSE
STATEMENTS, ALTHOUGH IT NOw APPEARS THAT CONCERTED EFFORTS
BY WESTERN SUPPLIERS MAY HAVE SIGNIFICANTLY SLOWED PAKI=
STAN'S CLANDESTINE SHOPPING ACTIVITIES, THESE EFFORTS HAVE
BY NO MEANS OETERRED THE PAKISTANIS FROM FURTHEKR SHOPPING,

IT NOW APPEARS THAT PAKISTAN IS OBTAINING MATERIALS, COM=
SECRET i
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PONENTS ANO EQUIPMENT FOR ITS URANIUM ENRICHMENT PROGRAM -
FROM A NUMBER OF EUROPEAN FIRMS THROUGH INTERMEDIARIES -
IN OUBAI ANO KUWAIT WORKING WITH PAKISTANI FIRMS FRONTING 5
FOR THE GOVERNMENT OF PAKISTAN, NEVERTHELESS, IN LIGHT OF =
INOICATIONS OF CONTINUING DIFFICULTIES THE PAKISTANIS ANE -
ENCOUNTERING IN THEIR ENRICHMENT ENQEAVORS, #E HAVE FAIRLY -
MIGH.CONFIOENCE THAT SUFFICIENT HEU FOR AN INITIAL PAK -
NUCLEAR DEVICE COULO NOT BE AVAILABLE FROM THE KAMUTA -
FACILITY FOR TWO OR MORE YEARS, : N

WE HAVE MUCH GREATER UNCERTAINTY ABOUT PLUTONIUM AVAILA=
BILITY, IT NOW APPEARS POSSIBLE THAT THE PAKISTANIS mAVE
MAUE MORE PROGRESS IN THE AREA OF REPROCESSING THAN Wk FRE=
VIDUSLY BELIEVEDU, ®REPROCESSING OF SPENT FUEL MAY WELL GIVE
THE GOP SUFFICIENT FISSILE MATERIAL FOR A NUCLEAR DETONA=
TION BEFORE ITS ENRICHMENT PROGRAM DOES S0,

WE BELIEVE THERE ARE FOUR FACILITIES CAPASBLE OF REPROCES=

SING SPENT FUEL CURRENTLY OPERATIONAL OR UNDER CONSTRUCTION
IN PAKISTAN, TwWO ARE REPORTEOLY LOCATED INSIDE PRINSTECH, 5
OWNE IS AOJACENT TO PINSTECH AND KNOWN AS THE "NEW LABURAe
TORIES", ANQ THE LAST IS THE CHASMA FACILITY, .

INSIOE PINSTECH THERE IS A LABORATORY=SCALE REPROCESSING
FACILITY LOCATED IN THE BASEMENT AND A SECUND SOPHISTICATED
ANALYTICAL LABORATORY LUCATED ON AN INTERMEOQIARY FLOOR ALSO
REPORTEDLY CAPABLE OF REPROCESSINu, WE BELIEVE TAAT ThE
BASEMENT FACILITY HAS AT LEAST ONE SMALL SHAIELOEO CELL
WHICH HAS BEEN IN EXISTENCE FOR A NUMBER QF YEARS, AN
ARTICLE PUBLISHED IN 1971 BY PAKISTAN DESCRIBED THIS
FACILITY AND SUGGESTEQ THAT IT COULO BE EXPANDED, nE
BELIEVE THAT PAKISTAN MAQE A OECISION NOT TO EXPAND IT AND
INSTEAD OECIOEDC TO BUILD ANOTHER, LARGER FACILITY NEXT TO
SECRET E
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5
'« l 7 PINSTECH CALLED THE "NEW LABORATORIES," THE US HAS
: v RECEIVED A FEw REQUESTS FROM PAKISTAN FOR REPROCESSING=
s;' RELATEQ MATERIAL OR EGUIPMENT (E,G, URANIUM=235 ANO PLU=
TONIUM STANOAROS) OESIGNATED SPECIFICALLY FOR THE NEW
LABORATORIES., THE PAKISTANIS HAVE NOT, TO OUR &KNOWLEOGE,
e ~  OPENLY REFERREQ TO THE NEW LABORATORIES BEFORE THESE
“  REQUESTS WERE RECEIVED. OUR INFURMATION INDICATES THAT ThE
NEw LABORATORIES HAS AT LEAST ONE SHIELUED CELL (4 M LONG
N~ BY 2,5 M wIOE BY 3 M HIGH) WHICH COULO BE USEQ TOREPRU=

; " CESS IRRADIATED FUEL FROUM THE KANUPP REACTOR. -
o % i WE 00 NOT YET HAVE SUFFICIENT INFURMATION TO MAKE A FINAL
o ESTIMATE OF THE NEW LABS!' CAPACITY OR COMPLETION OATE,

RELS HOWEVER, THE FOLLOWING PRELIMINARY UBSERVATIONS HAVE BEEN
s £y MADE, WAICH OIFFER SIGNIFICANTLY FROM OUR EARLIER ASSESS~
Fd D MENT, WORK ON THE NEW LABS HAS CONTINUED THROUGH THE FIRST

ok =  PART OF THIS YEAR, ALTHOUGH THE BUILOING APPEARS TO BE
> BY |¥  EXTERNALLY COMPLETE, IT IS NOT POSSIBLE TO OETERMINE PREw
2 CISELY WHEN IT wILL BEGIN OPERATIUN, THE FACILITY MAY HE

e COMPLETEQO AS EARLY AS THE SECONO HALF OF 1980 OR oY THE
S' BEGINNING OF 1981, #E ESTIMATE THAT THE FACILITY wJUuLD BE

CAPABLE OF SEPARATING BETWEEN 14 ANO 20 KILOGRAMS OF PLu=

TONIUM PER YEAR IF PAKISTAN ACUUIRES THE NECESSARY KEPRQ=

CESSING EQUIPMENT, OUR INFORMATION INDICATES THAT Thk

DESIGN OF THE NEW LABS ANTICIPATED THE CONSTRUCTION OF HOT

CELLS FOR REPROCESSING, ROOMS FOR GLOVEBOXES, A ROOM FOR

- PLUTONIUM STORAGE, ANDA SPECIAL VENTILATION SYSTEM, MOST
SIGNIFICANTLY, THt PLAN INVOLVED THE USE OF MIXER=SETTLERS,
A OISASSEMELY MACHINE, OISSOLVER TANKS AND INTERCELL
TRANSPORTATION CASKS., THuS, SHOULO THE NEW LABS dECOME
FULLY OPERATIONAL BY MID=198@, PAKISTAN CONCEIVABLY COULD
SEPARATE SUFFICIENT PLUTONIUM FROM SPENT KANUPP REACTOR
FUEL FOR ITS FIRST NUCLEAR DEVICE BY EARLY 1981, TRIS
ESTIMATE IS BASED ON THE VOLUME OF THE ONE KNQAN HMOT CELL
AND ON THE ASSUMPTION THAT PAKISTAN ACTUALLY ACQUIRES THOSE
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l * ITEMS WMICH WERE PLANNED FOR- THE FACILITY, WHILE WE ARE
| REASONABLY CERTAIN ABQUT THE VOLUME OF THE CELL, wE HAVE NO
s CONCLUSIVE EVIOENCE TO CORROBORATE PAK ACGUISITION OF THE
EQUIPMENT REQUIRED TO MAKE THE FACILITY FuLLY OPERATIONAL,

R

WE 00 NOT BELIEVE THE CHASMA FACILITY IS LIKELY TO dE COM=
PLETEQ SEFORE THE MIOw198@'S,

&

WE ALSO BELIEVE THAT THE PAKISTAN ORONANCE FACTORY AT THE
WAH ARSENAL IS ATTEMPTING TU PURCHASE RADIATION MONITORING
EQUIPMENT, THIS TYPE OF ACTIVITY REINFORCES QUR HELIEF
THAT PAKISTAN IS USING THE WAH ARSENAL TO CUNQUCT ITS
RESEARCH ANO DEVELOPMENT ON A NUCLEAR EXPLOSIVE DEVICE.

l_'; "f

B

3 Y » 4, (S) EXPORT CONTROL INFORMATION

SEIFERT RICH AND CO, MAY PROVIOE PAXKISTAN ORONANCE FACTORY
WITH RAQIATION MONITORING EQUIPMENT, SINCE TmIS TYPE OF
PURCHASE #0ULD dE UNUSUAL FOR A CUNVENTIONAL ORONANCE

W

-
o D e= WE MAVE REASON TO BELIEVE THAT THE GERMAN COMPANY

FACTORY, WE WOULO BE INTERESTEQO IN ANY INFURMATION YOUR
GOVERNMENT MAY HAVE CONCERNING THE POSSIBLE EXPORT QF THIS
- TYPE OF EQUIPMENT TO THIS FACILITY,

i m Y

‘I
. '-i‘ i
Tafel a Re e
i !?f‘“ T S
93

== WE HAVE REASON TO BELIEVE THMAT THE GERMAN FIRM LUNA

SMS, WHICH IS ASSOCIATEQ WITH THE SWISS FIRM LUwA AG, nAS
w BEEN ACTIVELY WORKING WITH THE FAKISTAN ATOMIC ENERGY

COMMISSION, LUWA SMS AND THE FIRM KLEIN, SCHANZLIN AND

BECKER HAVE PROVIDED A RAQIOACTIVE wWASTE SYSTEM FOR THE

NEW LADS REPROCESSING FACILITY wnlCH IS BEING CONSTRUCTED

NEAR TrE MAIN PINSTECH BUILOING, WE BELIEVE THAT TAIS
SECRET :
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REPROCESSING FACILITY WILL NOT BE PLACEQ UNDER [AEA
SAFEGUAROS,

== WE MAVE REASON TO BELIEVE THAT THE FIRM INOUSTRIE=
ANGLAGEN VERTRIEB GmMBM (IAVG) HAS SHIPPED SIGNIFICANT
AMOUNTS OF EGUIPMENT WHICH PAXKISTAN IS USING TO BUILD ITS
UNSAFEGUAROEQ CENTRIFUGE FACILITY. wE BELIEVE THAT THESE
SHIPMENTS INVOLVE MILLIONS OF OOLLAKS WORTH OF EQUIPMENT
ANO ARE BEING SENT TO KUWAIT AND OUBAI TQ HIOE THE INTENDED
ENDO USE OF THE EQUIPMENT, ’

== WE MHAVE REASON TO BELIEVE THAT TWU GERMAN COMPANIES
HAVE BEEN WUORKING FOR A FEw YEARS TO BUILD A UFS FACILITY
IN PAKISTAN, WE BELIEVE THAT THE FACILITY IS IN THE DERA
GHAZI KHAN AREA AND THAT THE EQUIPMENT WHICH MAS HEEN PHOw
VIDEOD IS BEING USED TO DISSOLVE YELLOW=CAKE, GENERATE HZ
FOR REQUCING U348 TO uB2, PRODUCE F2 AND THEN PRODUCE AND
TRAP UF6, WE ALSO BELIEVE THAT PAKISTAN MAY REQUEST THe
FIRM LEYBOLO=HERAEUS TO START UP THE FACILITY,. i

<~ AE HAVE REASON TO BELIEVE THAT THE FIRM LEYBOLD=HERAEUS
IS5 CONTINUING TO SHIP CENTRIFUGE-HELATED EQUIPMENT TO
PAKISTAN VIA AUWAIT, :

== WE MAVE REASON TO BELIEVE THAT THE FIRM HANS WAELISCH=
MILLER, WHICH WE PREVIOUSLY MENTIONED TO YOU, HAS PROVIDEOD
PAKISTAN'S NEW LABS AEPROCESSING PLANT wITH A SIGNIFICANT

AMOUNT OF ASSISTANCE wHICH MAS INCLUDEO INSTALLATION OF A

PNEUMATIC TRANSFER SYSTEM ANO REPROCESSING~RELATED EQUIP=

MENT FOR A HIGH LEVEL WASTE CONDITIUNING CELL, )

<= WE ALSO HAVE REASON TO BELIEVE THAT THE FOLLOAING

TYPES OF OUAL=USE EQUIPMENT HAVE BEEN PROVIOEQ TO PAKISTAN'S

ENRICHMENT, REPROCESSING OR EXPLOSIVES PROGRAMS BY GEWMAN

COMPANIES, THIS TYPE OF EQUIPMENT REWUIRES AN EXPORT

LICENSE IN THE u,S, IF THE COMPANY KNUWS OR HAS REASON TO
SECRET
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KNOW THAT IT wILL BE USED IN A SENSITIVE NUCLEAR FACILITY
OR ACTIVITY. WE wOULO HE PARTICULARLYINTERESTED INANY
INFORMATION THESE COMPANIES MAY HAVE CONCERNING THEPRO=
GRESS WHICH HAS BEEN MAQE By PAKISTAN IN ITS CONSTRUCTION

= INDUCTION AND MELTING
FURNACE LEYBOLD=HERAEUS

v o OF THESE UNSAFEGUARDED FACILITIES,
= MANDRELS QDEHIN ANO KOEHLE GMBM AND C@
) ¥ = COMPUTERIZED NUMERICAL
CONTROL EQUIPMENT FRESTAL AG
o I ' = NUMERICAL CONTROL JIGS CARLOWITZ ANO CO,
sp W - SPECTROMETERS AOVANCEQ TECHNICAL SERVICES
":‘.'- ‘:\-*‘E Rea
S%

8, (S) FOR LONDON: EMBASSY IS REQUESTED TO PROVIODE APPRO=
P PRIATE uK DEFICIALS WITH THE TEXT OF THE NUN=PAPER ANU
EXPORT CONTROL INFORMATION (PARAS 3 AND 4) wWHICH HAS oEEN
; GIVEN TU THE FRG, THE EMBASSY SHOULO NOTE THE SENSITIVITY
o - OF THIS INFURMATION ANO MENTION THAT mE AILL SHARE THIS

TYPE OF INFORMATION WITH THE UK AYS PART OF OUR MUTUAL

EFFORTS TO STUDY POSSIHLE MECHANISMS TO CONTROL GHREY AREA
- AND QUAL=USE NUCLEAR EXPORTS. CHRISTOPHER

D == 5
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