/‘,“4
Declassified in Part - Sanitized Copy Approved for Release 2014/01/15 :
CIA-RDP89G00643R000300030005-6

Y W R I W F Tims Tu haeil

TO:

ROOM NO. BUILDING

REMARKS:

EXA QF}“ 14 SEP 1987
M {087
ADDA ‘§ i St

DDA J& {5 SEP 1987
DDA/Registry 5 SEP 195’ o, st.

.
\5\?“

FROM:

ROOM NO. BUILDING EXTENSION

FORM NO. RFEPI ACFS FORM 36-8 (47}
Declassified in Part - Sanitized Copy Approved for Release 2014/01/15 :

CIA-RDP89G00643R000300030005-6



e

Declassified in Part - Sanitized Copy Approved for Release 2014/01/15:
CIA-RDP89G00643R000300030005-6

OFFICE OF THE DIRECTOR LIS
11 SEP 187

- Office of Security

TO: Deputy Director for Administration

SUBJECT: ppy Briefing on Computer Crime
Bill:
As you can see from the attached, I have
arranged for FBI Agent Lane to brief us on computer
crime. I have invited D/OIT, C/CI Staff and C/IMS.

You are of course also welcomed.

STAT

Atts

Declassified in Part - Sanitized Copy Approved for Release 2014/01/15
CIA-RDP89G00643R000300030005-6



ADMINISTRALLIVE = LNLLRN
- Declassified in Part - Sanitized Copy Approved for Release 2014/01/15 : CIA-RDP89G00643R000300030005-6

11 SEP 1987

MEMORANDUM FOR: Director of Information Technology, DA
Chief, Information Management Staff, DO
Chief, Counterintelligence Staff, DO

STAT FROM: | |
Director of Security

SUBJECT: FBI Briefing on Computer Crime

1. I have made arrangements for Mr. George Lane, who is
an FBI agent, to brief us on gathering evidence in computer
crime. Bill Donnelly heard Mr. Lane's briefing at a recent
National Telecommunications Information Systems Security
Committee (NTISSC) meeting and suggested the message was one
that should be shared. Mr. Lane will be speaking to us on

STAT 22 September at 1000 hours in| | You
and two or three members of your staff are invited to join me.

2. Attached are two documents relevant to this topic.

STAT

Attachments

cc: DDA

0S 7 8036

ADMINISTRAT NAL USE ONLY
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'EVIDENTIARY ASPECTS CF COI'PUTER CRIME
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Computers and information systems have permeated today's society'to such

an extent that there is virtually no sector which does not rely heavily

their use, g/ As might be expected,/computer crim so expended, with

resultlng annual losses incurred, by an » enormous., In fact, respond-
énts to an American Bar Association survey of private organizations and pub-
1lic égencies disclosed estimated total annual losses between $145 million

and $730 million, highlighting the need for more and bettem computer crime
investigative efforts. 2/ As is true in any investigation or preparation
for court trial, the use of evidence is a significant element, In fact, the
most likely of the principle defense strategies that will arise in a com-
puter-related crime case will be an attack on the admissibility of computer
generated.physical evidence. This paper will discuss corjuter evidence issues
based on general law principles and sound investigative procedures, including

preventive measures to be considered during all investiggtive and prosecutive
stages. 3/

Initially, the discussion will focus on computer evidence considerations trom
an investigative perspective, Search and seizure issues will be discussed, as
well as procedures used in obtaining computer evidence, computer records ard
reports as evidence, proper handling and storaée of computer evidence, and
computer evidence privacy and secrecy corsideraticns. KNext, we will address
foundational problems encountered in computer crime cases, problems assoclated
with admitting computer records into evidence, and, finally, some practical

recommendations for the successful prosecution of computer crime cases.

It is not surprising to see attention focusing on computer crime, con-
sldering the power and leverage of computers, the dependence upon them, and

their increasing role in society., 4/ Suceeding in combatting the growing
threat imposed by bomputer-related crime will depend upon the knowledge and
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computer crime evidence will be crucial to this fight.

II. COKITUTER EVIDENCE CONGILEHATIONS

A, SEARCH AND SEIZURE

'As computer technology becomes more accessable, so does the 1iklihood of
computer crime; the computer is quickly becoming "abuser friendly", s/ Investigators
seeking and executing search warrants authorizing the seizure of computers and
related computerized information are generally on untested ground since complete
Jjudicial guidance 15 still limited in this area. Q/ They must comply with an
18th century prohibition against "unreasonable searches and seizures" while
contending with 20th century electronic technology; an often formidatle tash,
They may sometimes find themselves searching for intangible rather than the
ordinary and nore tamiliar types of evidence, such ag ctolen guns and stock cert-
ificates. 7/ Very 1ittle has been done to overcome obvious problems in discovery,
search warrants, and subpoenas, 8/ Thus, a randora's box of legal issues becomes
available to the defense regarding computer evidence, requiring alert pro-
secutors to be ever mindful of this potential, Fortunately, those routine
issues cdhéérning search and seizure, such as consent, informers, entry, and
searches incident to arrest generally will arise and apply much as they would
in noncomputer-related cases. 2/ But, what are the necessary steps to take in
conducting a successful search and in gatherihg computer evidence in the non-
routine situations?

In general, search warrants should be obtained and used in computer-related
crime cases, 19/ Regardless of technological advances, search and seizure by
law enforcement officers continues to be governed by the fourth amendment to
the U.S. Constitution, protecting the right of the people to be secure against
unreasonable Government intrusion, Thié'protection extends to éomputers and
to computer processed information and requires that proper search warrants be

-2 -
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strictness where businesses or residences, the places where computers are most
likely to be located, must be entered to perform the search, There must be a-
showing of proﬁable cause and the warrant must particularly ﬁescribe the rlace
1o be searched and the personé or things to be seized. Unique problems can
sometimes arice concerning probable cause and particularity where computers
aré the search target and will comprise the evidence to be seized. 11/

It is necessary to excercise great care in preparing a search warrant in a
computer crime case, due in large part to this being a technical area often new
and unfamilier to judges and muaglstrales. 7The lnvestlgetor should have a
detailed affidavit which covers all the technical bases, yet is understandable
to someone who knows very little or nothing at all about computers. ;g/ The
difficulties involved in such a task become apparent when one considers the
enormity and complexity of tﬁe "scene of the crime”in some of the larger business
computer centers, For instance, in the litigation involving Equity Funding
Sorporation of America, thousnads of fictitlous insurance policies had been
created and existed somewhere within a computer memory. At the same time, that
particular computer was processing hundreds of thousands of valild insurance
policies. 13/

It becomes apparent that one of the first obstacles to Le overcome is
explaining in an affidavit that certain records being sought may be contained in
sophisticated technological equipment. Fortunately, this obetacleis normally
easily overcome since the investigator seeking the search warrant can simply
state that ’;,he 11‘;formu.tion sought miy be in electronic or written form, thereby
circumventing a non-meaningful description of the computerized information
in its encoded form, It is more critical that the informatlon ltself be de-

scribed with particularity, rather than in the form in which it may be found.

Also, the storage media which contuins the informition chould be described as
concisely as the facts known will allow. 14/
Another hurdle to overcome ij establishing probable cuuse to search is to

..3..
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arllCulale Ule necessaly 1dCLS LO SOOW al & Crime nas actually been committed,
In doing so, it 1s helpful to cxamine the role played by the computer in the crims

inal activity and then detailing to the magiétrate that such a crime has been

- committed. The mechanics of the crime should be clear and easily understood.

In instances where the crime is unusual or unfamiliar, the investigator
nh;u1d eoncider using the services of o computer expert.,

At this point the investigator must set forth enough facts to convince a
magistrate of the probability that evidence of the crime exists at the place
to be searched. The legal requiiement for recent informstion is sztisfied where
the investigator can set forth reliable information that the objects sought
were recently observed at the proposed search site. 15/

Although search warrants are preferable ir computer-related crime cases,
special mention and consideration should also be given to situations providing
application of exigent circumstance exceptions to preserve evidence because
of the high degree of ease with which tvoth thg inctrumente and fiuite of the
crime can rapidly destroy or alter the computer evidence, 16/  Because any
power interruptlion will result in the lozs of information stored in the computer's
internal memory, valuable evidentiary data can be destroyed in the instant it
takes to flip a power interruption switch. ~lco, a magnetic device known agc a
degausser can instantly erase millions of datus characters from a computer
tape or disc., Therefore, a "no-l'nock" entry is reasonable where the investigator
reasonably believes that making a pre-entry announcement will result in de-
struction of the evidence. 17/

The "plain view" doctrine is another possibility, however, this should be used
cautiously since there is a strong liklihood lict defense &ttornies will attempt
to show the.lack of sophistication of most investigators in computer technolog&.

Also, avoid reliance on "expert" informants to point out at the scene what items

should be seized., They will generally be inciders and will likely be lepally

- Lo
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Overall, investigators should be open to using imagination and ingenuity,

aii well as Lthoelr Loaludng, Lo optimlae thebr renul L in compuler related naireh

and seizuré sltuations.,

'B. OBTAINING COMPUTER EVIDENCE

Evidence in a compﬁter is much more "dense" than in any other information
system, in that a single computer tape can contain as much information as a
shelf full of books. As an example, in the Equity Funding case alone, ap-
proximately 3,000 reels of computer tapes werc potential evidence ! 19/

Ensuring that the best evidence for prosecution available at the crime scene is
obtained can be both challenging and rewarding for the careful investigatér..

When a se#rch is directed towards obtaining doquments, they can normally be
visually identified and expert knowledge of computer technology is unneccessary.
gg/ Documentation practices vary from phenoménally obsessive and complete -
to non-existent. Idealiy, they will thoroughly describe every aspect of the
computer system and list each type of output that it produces. g;/ Locuments
such as systems manuals, computer run books, interpreted punch cards, program
documentation logs, data and program input forms, and computer printed forms
are usually labeled as to their contents and should be relatively easy to
recognize., The completeness and originality of these documents can be determined
by careful and complete questioning of those who are most familiar with them, 22/

Recognizing and requesting program documentation is somewhat more difficult
and may require knowledge of computer program concepts to understand the types
and extent of documentation requiped, such as source and object listings, flow-
charts, test data, and storage dumps. It muct also be realized that program

documentation is frequently obsolete relative tocurrently used versions and,

- 5-
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thus, muiy necessitate new computer printouts, If the investipator is un:ure ‘
about what may be obtalned or identified, an expert should accompany him on the
search., 23/

Taking possession of other computer éedia miterials may be more technically
cgmplex. Magnetic tapes and disks will normally have external labels, however,
logs énd program documentation will normilly be necessary to obtain full titles
and descriptions of their mntents. A trusted technologist may be necessary
to check a tapé or disk's contepts by using & compatable computer and computer
program, 24/

Also, where appropriate, consideration should be given to shutting down the
operation of the business being searched for a reasonable time to protect the
evidence covered by the warrant and to properly sort through the computer
documentation. 25/ This sorting process, performed ut the scene, can serve
to prevent the seizure, and thus the denial of access and'use by the owner, of
innocent records. The mere fact that the sorting process is time consuming

will not necessarily render a wholesale seizucre of records reasonaible, 26/

C. COFPUTER RECORIS AND REPORTS AS EVIDLLCE

Computer records may be divided into two types: (1) computer-cstcred, rvhere
the printout produced from computer storage is a restatement of information or
data previously supplied to the computer; and (2) computer-generated, where
the computer makes a computation, perforus a logical operation, or analyzes
the inputvand other stored data, In Judicial proceedings, a distinction appears
to be drawq between the two types. It is more difficult to get computer reports
containing computer-generated records into evidence. This is probabl& becaucse
computer-sﬁored records are more easily equated with ordinary businecs
records, while computer-generated data involves the complexity of examining
the creation of the generated information and the deceptively neat package in
which it is displayed. 27/

-6 -
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There is no clear-cut answer as to which kind of computer output can or cannot

be admissable as evidence, whether from a printer, cathode ray tube, zudio

response, microfilm, or speech mail, In the case of "Cotton v. John W, Eshelman

& Sopns, Inc, the court held that computer generated output was admissable, since
“"our statute was intended to bring the reulities of business und professional
practice into the courtroom and should not bte iﬁterpreted so as to destroy its
obvious usefulness”. Generally, the court will apply the follewing rules

( Eusiness Records Exceptior to the Fearszy Rule ) to cvaluate the adiissitility
of computer output as evidences (1) that the records were made in the usual
course of business, and not merely for the purpoce of litigation; (2) it was
normal business procedure for an employee with knowledge of the act to make

the record; and (3) the rocord was made at or near the‘ time of the act. 28/

Another possible basis for admission of ccmputer digital-image printouts
into evidence is the "Eest Evidence KEule"., This rule requires that original -
writing or recording 1s necessury to yrové its ovin contents; however, if the -
original is unavailable, then other relevant evidence of its contents is
admissable unless the original was lost or destroyed in bad faith, 292/

During the procedure of obtaining ard using computer reports as evidence,
errors and omissions or malicious intentional acts are possible at each ctage
+of the repoit—producing rrocess or through nonreal-time program or data rod-
ification. It is oftén not practical to detect or prevent these sufficlently .
sophisticated irtentional acts to alter the reports, Thus, it becomes necessary
to take varying degrees of precautlons and to invoke the trust of the data pro-
cesalng personnel. aAdditional confidence in the irteprity of the report can be
gained by tﬁking the storage medium ( tape or disk ) to a separate computer
center to have 1ts contents printed. Further "independenceJ can be ensured
by verifying that personnel in the new center have no special interest in
the work they would be required to do, Throughout the process, independant,

trustworthy observers with the skills and knowledge to derermine correct op-

-7 -
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erations should observe and supervise all the production steps., 30/

D. STORING AND CARING FOR EVIDENCE

A hasic requirément for the admission of evidence is proof that the physical
condition of the oﬁject is substantially unchanged from its state at the
time of seizure, 31/ On the surface, this would not appear to pose any
additional problem for computer related evidence than would normally be ex-
pected in the handling and storage of regular investigative evidence.‘ However,
sone types of computer evidence require special care and their storage en-
vironments must be controlled, with steps taken to minimize the chance of
physical damage from manual handling. Even though most criminal justice
agencies normally have acceptable storage facilities for regular types of
evidence, these environments méy not be suited to computer-related evidence,
plus experience in correctly handling computer products may be lacking in
their personnel. 32/

Separate types of computer evidence have special needs in their handling
and storage. For instance, magnetic tapes and disks should be stored, hand-
led, and transported in hard cover containers. Care should be taken to
avoid dropping or squeezing, and no parts of the recording surfaces should be
either touched, bent, or creased. The tape reels chould be stored vertically
in tape stornyge riceks, where room temperndure: are betweon 10 degrcen and 00
degrees fahrenheit. Storage life for data retention and recovery is three
years, Storage requirements for punch cards and paper tape is similar to that
of magnetic tape, ex?ept the storage life is indefinite. Special care should
be taken to avoid folding, spinning, or kmicking edges and tape that might
remove paper surfaces should not be used. Computer listings should be stored

between binder covers and should not be subjected tc strong light. They should

-8 -
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be broken into separate pages, unless having them in a continous sheet is

imﬁortant to the case. When storing electronic and mechanical components,
1t is always wise to consult the manufacturer or owner for special instructions.
2/ . |

Some additional points on the nroper handling of computer evidence are also
worth mentioning., It is often crucial to a case to specifically identify
the location where the physical evidence was acquired. Floor plans, line
drawings of the system, and photographs may help in the preparation of the
case for court. Lisﬁs of the computer evidence and what form it is in - tages,
printouts, cassettes, etc. - are good idezs, Also, the investigator should
inscrite computer tapes, disk drives, and print-outs with his persomal ID
markings., It is appropriute to mark the tupes by writing on the dull side
since the first fifteen to twenty feet of tape is "leader" tape and has nothing
on it. Identification markings can also be etched on the bottom metal part
of a disk pack. Care must be taken in handling these items due io their
sensitivity to dust and physical damage, 34/

Finally, to establish that the evidence is substantially unchanged, a complete

chain of custody must be readily available. From the initial stages of the
search until its completion, careful indexing must be maintained of all the

evidence that is seized. 35/

E. PRIVACY AKD SECRECY OF EVIDEICE

Issues of personal privacy, trade secrets, or government secrets ray some-
times arise since evideﬁce seized in the form of computer media may have data
stored that is immaterial to the investigation but that may be confidential to
the rightfui ovner. An obviou: concideration would bhe to ensure that all re-
trieving and copying on another computer medium contains only that data per-
taining to the investigation. 1In those instances uhere this is not possitle,

the investigator should make assurances thaf any extraneous data will not

-9 -
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In those situatlons where concent to release the information is denied by ,
the owner, sufficient safeguzrds are available in most jurisdictions to
minimize the problem. If necessary, a hearing can be held outside the pre-

.sence of the jury or even " in camera", to allow the court to either overrule

the objection or excise the specific objectionable portions. 36/

IIT, PROSECUTION AND COMI'UTER EVIDEHCE

As computer iechno}ogies and the means for abusing them have rapidly
emerged, they have confronted a criminal justice system which is largely
uninformed concerning the technical aspects of computerization., Additionally,
this system 1s bound by traditional legal machinery that is often ineffective
against unconventional criminal operations. Difficulties in coping with
computer abuse arise because a great deal of the property involved does
not neally 1t luto the calegorles of propertly nottually consldered oo subject
to abuse or theft. 37/ It becomes obvious that prosecutors face new and
demanding challenges in dealing with their firht ugainst conputer crime.
Their use of computer evidence is clearly a significant element in the pre-
pafation of those difficult cases for prosecution and will be addressed as
such in this section of the paper., Certain considerations have been mentioned

previously, but merit reconsideration from the prosecutor's viewpoint,

A, FOUNDATIONAL PROBLENS

Before proffered physical evidence can he admitted into trial evidence,
certain foundational facts must be proved by the party seeking admission,
When these facts are contrasted with the facts sought to be proved by the
evidence, a.principal defense avenue of attack 1s opened to which the prosecutor

is particularly vulnerable,

- 10 -
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of “authentication" which means, in éeneral terms, being able to introduce
evidence sufficlent enough to sustain a finding that-the written statement
or documenf is, in fact, the writing the prosecutor claims it to be. Thus,
it becomes necessary to have testimony from someone who can verify that the
pufported maker of the document (‘the computer system that generated the
item )-1is the actual maker. Sufficient evidence should te introduced to
convince the judge that the proffered item is authentic; however, it is
critical at this stage to not claim more than simply the output process, for
insfance, that the item was generated by such-and-such computer at such-
and-such place and time ,...nothing more. The prosecutor siFnificontly com-
pounds the authentication problem if an attempt is made to claim that the
item reflects a particular configuration or some intermal process within the
computer. To do so would allow defense to raise valid objections based on
the authentication of the specific computer configurations and processes -
previously mentioned by prosecution. 38/

As stated earlier in the report, for computer media to be admitted as
evidence, they must also qualify as business records which are excepted from
the application of the Hearsay Rule. 39/ 1n a 1977 Lew Jersey case, l'onarch

Federal Savings and Loan Association v. Genser, the court delineated the re-

quirements necessary in laying the foundation for business records. In

-

.Genser, the court held that personal knowledge testimony regarding the in-
formation received into the computer is not required, nor is the preparer re-
quired to testify. However, testimony is required of a qualified witness

who can testify that the computer records were made in the ordinary course

of business; were made contemporaneously, what the sources of the information

were, and what was the method of preparation., 40/ Although the Genser decision

represented a careful and extensive treatment of the problem of admission of

- 11 -
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decision of the court in onc jurisdiction; »I'ound;xtioml requirements will vary
fron state to state. 41/

B, EVIDEKTIARY PROBLEMS WITH COMPUTER RECORLS

Computer-generated printed evidence produéed to show proof in the courtroom
must satisfy the Business Record Exception requirements tefore teing admissatle
as a hearsay exception. Again, the rrosecutor is faced with the turden of
showing compuler rellablllty, ou arca of u“...,.x:.-. technolugleal Liouen, i
best strategy'will hinge upon leading a presumably non-technicul court to
focus upon the legal issues rather than getting lost in technical matterss. Q/
Although some look upon the computer as no more than a big adding machine,
it 1s impossible to look at the phenomernom of computer crime without con-
sidering the varied effects of computérs on our legal consciousress., 43/ It
is impoftant that the prosecutor be prepared to aesist the ccurt vith rrior and
understandable casé law dealing with the issue at hand. The best reéponse to
defense objections on Business Kecord Excéption iscues is 1o fecus on the law,
particularly the underlying purpoves for the low. Uh/

The majority cf issues within the past few years regarding comruter re-
cords and the law of evidence have fallen irnto three basic categoriess (1) ad-
missabllity of computer printouts; (2) computer printouts as the tasis cf

+ expert testimony; and (3) diccovery matters with regerd tc computer systems.

0f the above categories, admissitility rcuéives the most attention from the
courts. The admissability of computer printouts as evidence depends pri-
marily on whether the data from which ihe report was generated were entered
into the system during the normal course of business. If so, the date record
and report; produced subsequently in the regular course of business, or even for
trial purposes, may be admissatle,

hany of the recent court decisions regarding admissibility of computer

- 12 -
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printouts have addressed toundational requirements and most allowed the adm1°31on

into evidence of a computer printout, Lynically, in United States v, rarris, the

the defendant, convicted of failure to file income tax returns, claimed the
'court had erred by admitting into evidence the qutput of a computerized data
system. The 7th Circuit Court urheld tie adimizsion of the records under 2€ U...C.
#1733(b), which allows admission of authcrized copies of documents of United
States.departments as if they were originals.
A 1976 decision bears on issues raised by computer records teing used as

the basis for expert testimony. In I'erma fieseaxrch and Development v. Singer

Co, a breach of contracts civil suit, the defendant objected to the use of the
results of computer simulations as a basis for the plaintiffs expert testimony.
Although the court admitted that it would have been better for the plaintiff’'s
counsel to have delivered to defense, prior to trial, the details of the un-
derlying data and theorems so as to #void discussion of their technical nature
during trial, it did not charge the trial judge, however, with abuse of dis-
cretion for allowing the expert's testimony regarding the results of the

computer simulation.

In United States v. Liebert, a discovery issue was raised as to whether pre-~

trial discovery may be used by defense to secure extrinsic evidence to impeach
the reliability of a computer printout. Again, the defendant in this case

was charged for failure to file tax returns, The IRS computers had no record of
the defendant's filing and the defendant recuested that his computer ex-

pert have access to the IRS Service Center to test the reliability of the IRS
data process system; the request was granted. The defendant then requested,

for discovery purposes, records of any notices.sent to persons stating that

the IRS had failed to receive their returns. Yhen the court granted the de-
.fendant's request as to a portion of the list of non-filers, the government ref-

used to comply with the court order and the defendant's case was dismissed. On
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' the 1list requesled by the delendant would b unseasonable bocaune o Lhe
infringement of the right of privacy of those persons on the list., The IRS's
willingness to make avallable all documents regarding their procedures, operat-
‘ ions, and electronic data processing system to.discover nonfilers, and their
willingness to allow their expert witness to te deposed, was held sufficient
to provide the defendéht with an opportunity to question the accuracy of

the system. 45/

C. PRACTICAL RECOMMENDATICLS

Computer crimes are difficult cases to develop and solve und sometimes
require many more resources than most orgunizations have at their disposal. 46/
Often, legal problems are unavoidable, lowever, adherence to good invest-
gative methodology, and thorough planning for trial will help the case work
flow smoothly, QZ/ The practical recommendations that follow, while cer-
tainly no panacea, are proven good advice and will enhance the prosecﬁtor's -
chances of success,

Expert witnessesbare often the keys to the admiczion of evidence in computer
criminal trials, Sinee computer tochnologistc huve little or no cxperience

as expert witnesses, they must be carefully "coached" prior to their test-
imony. It is crucial to keep the computer expert in control and force him

, to answer questions in courp in as few words as possiltle. C(ne means of achiev-
ing thisis to ensure the questions themselves are well formulated so as to
elicit brief responses, Remember that good witnesses are those who know what
they are talking about and can show that the method of generating the evidence
is valid, 48/

Prosecutérs should remember that the most likely image that the judge

and jury have of computer technology is what they last read on the front page

- 14 -
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, of events. It is therefore important to make the case as basic, simple,and
free'from computer technology and terminology ar possible, explaining only

those circumstances necessary to present the case. If possible, rely on

paper recoxrds if tpeg exist rathef than introducing computer-generated re-

cords. Do not personify or anthromorphize computers in presentations; rather,
treat them strictly aé inanimate objects, machines, subject to use and man-
ipulation by people. The bottom line, Keep It Simple! 49/

FProsecutors should also attempt to determine the trial judges degree of
knowledge and attitude towards computer technology. «nd gear their presentat-
ion accordingly. For exampie, Judge Van Graafeiland of the United States
Second Circuit Court of Appeals has said, "as one of the many who have re;
ceived computerized bills and duhning letters for uccounts long since paid,

I am not prepared to accept the product of a computer as the equivalent of
Holy Writ," 30/ It is, therefore, Important to present, and make comron
knowledge, a convincing argument depicting computerized record keeping

as rapidly becoming a normal procedurc in the business world.
Iv. COKCLUSION

- In this paper we have examined several different aspects of evidence in

computer crime cases, and the criticality of evidentiary issues to the suc-
cessful prosecutlion of computer criminals, Computer crime continues to grov
by leaps d4nd bounds, making it imperative that investigutors and prosecutors
beéome ever more rellant upon improving their training and skills in this
area, In 1980, experts at the Federal TDureau of Investigation estimated that
only one of 22,000 computer criminals goes to jail., Further, they estima£ed
that only 1% of all computer crimes is detected, only 147 of that is report-

ed, and only 3% of those cases ever result in Jj21) sentences; clearly leaving
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. In addressing.the different invegtigatlve evidentiury consideruiions,

as well as the role of éomputer evidence in criminal prosecution, we have seen

the value of being properly prepared for the investigation, from the initial

sgarch to the final court trial, and for careful adherence to established

legal principles. We have also observed the apparent need for better treining

for béth investigators and prosecutors in the area of computer crime evidence,

as well as the need to better utilize the services and advice of those who

are moct knowlédgeablc of computer technolopy ind opuexitions,

In response to a survey by the Americuan Dur Association Task Force on
Computer Crime, an executive for a consumer reporting agency appropriately
stated;s * The most difficult task at present is to educ:zte government so as
to make them aware of the computer problem. Law enforcement agencies are not
familiar enough with computers and the losscs that can occur to promerly
conduct an investigation and prosecute the perpetrators.” 52/ a stép in -
the right direction is the FEI Academy's development of ; computer crime
course to assist investigators and prosecutors in gaining a better'under-
standing of the technical and legal aspects of computer crime. 53/ Combining
the expeétation of hard work, friendly patience, iccess to the FEI computer,
and a variety of motivational tecchniques, the Academy stuff has procecded with

¢+ efficlency to create a core of law enforcement personnel with a expanded
knowledges of compu£er crime, With thls knowledge comes the ability to com-
municate more directly and meanirsfully with the computer experts necessary at
the various stages of the investigation and subsequent trinl, S4/

Throughput the investigutive process, the investirator should Le willing
to actively seek out the persons who are most knowledgeable of the particular

computer regimen in question, to assist in identifying and explaining what
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organization has a security specia}ist, he cun be of great assistanée invcon-

ducting the investigation., He will likely be very };nowledgeable of the com-

puter system and his records could provide significant amounts of evidence that

might be used in criminal trinl, particularly'since they mcy be exceptions

to hea_trsay evidence rules due to their bteing produced in the normal course of

business. 55/

hg Sen, Taul Tridile (R - Va), the leading eponcor of the Computer Freud

and Abuse Act, stated: "It is time to dispel the notion that computer crime

is a game or a challenge to be overcome. The fact is, the computer criminal

is a law breaker just like any other and deserves to te treated as such,” %/
- Understanding and adhering to the proper evidentiary principles in computer

crime investigations will undoubtedly assis® in that effort.
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