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(U//[FOUO) SPINALTAP:
Making Passive Sexy for
Generation Cyber
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SPINALTAP

+ Extracts selectors from TAO/SFC/GCHQ
boxes that should also appear in passive
collection

- Translates selectors from active context to

passive context

- Creates fingerprints to label passive
collection related to endpoint-derived
selectors

- Automated
- Scalable
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SPIN

Serial numbers usernames
Hostmacs

et DD
Compuier System & A
== =1
blﬂanufa:hl.t\er Gatewray == Dy =32%
Model M-6554] NE
Domain WORKSS & E
Domain Role Standalo: — g ﬁ

ALTAP

endpoint/related/ WICKEDAMP11/user*

endpoint/related/WICKEDAMP11/network*
endpointirelated/ WICKEDAMP11l/machinelD*
SPINAEI-A_:_.P—, endpoint/related/WICKEDAMP11l/icypher_key*
- 1 endpoint/related/ WICKEDAMP11/attached_device*

Browser tags
usernames

Key MName I

Key Name
hkey_local_machinelcatalogsis
hkey_local_machinelcstalogsis
hkey_local_machinelzofwarela
hkey_local_machinelsofwarela
hkey_local_machinelsofwareia

hkey_local_machinelsotwarela

|

machinelDs

Y8 oz
10{ygl
4010
30(40
93[sn
30{g3

30

B
cspdlmdSipSnlch
yahoo. com/

10z4

4099542045
30195537
934331712
30040403
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Machine IDs
Cookies
Hotmail GUIDs
Google preflDs
 YahooBcookies
mailruMRCU
* yandexUid
- twitterHash
ramblerRUID
- facebookMachine
- doubleclickID
Serial numbers
Browser tags
Simbar
ShopperReports
SILLYBUNNY
Windows Error IDs
Windows Update IDs
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% Selector Types

Attached Devices
IMEIls for Phones
Apple IMEIs
Nokia IMEIs
UDIDs
Apple UDIDs
Bluetooth?
Device Name
Device Address

Cipher Keys

Cipher Keys uniquely
identified to a user

- ejKeylD

Network
Wireless MACs
VSAT MACs and IPs
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User Leads
User selectors from
Cookies, Registry, and
Profile Folders
msnpassport
google
- yahoo
Youtube
Skype
Paltalk
Fetion
QQ
hotmailCID

STARPROC-identified
active users
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Network Level Selectors

putty

winscp

Windows | |
terminal
services
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Active/Passive Map

XKS Fingerprints parse files collected from endpoint accesses and feed
active_passive _map microplugin

Micro-plugin feeds SPINALTAP Database / GUI

SPINALTAP Database generates fingerprints

=i CNE
M Active Passive Map  Input Source: |ACRIDMINP*
Analysts can
q ue ry Fitter  relationship_type relationship_wvalue
microplugin to [] serial_number_dell
windovysupdateGUID

see What |:| windovesupdateGUID
selectors have [] windowsupdateGUD
been extracted [] yshooUser
for their target yahaolser
prOjeCtS ] yahoollzer

|:| yahoollser

1 yahoollzer

|:| yvahoollzer

|:| realm_mid_GooglePREF

1 reslm_mid_GooglePREF
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¥Sample Lifecycle: DARKSCREWA46

relationship_type relationship_value Input Source
serial_number_lenovo  L3PW2SE DARKSCREMAE
DARKSCREW!DARKSCREW% hotmail GUID 057440736 A9CEAD 3ICCDA2IFEEICEALED DARKSCREVWAE
. .. . hotmail GLUID 10F30900305A6C AL FIFODBEATHSABCCS DARKSCREWWAG
Last CD”ECtIDﬁ[lImIt 3 IIStEd]: hotmailGUID 2770434801 ADE45503DE41 9705 AQE4ED DARKSCREVWAE
ED}-E_M doubleclicklD 22bcdE191501003 DARKSCREWWAG
mﬁﬂ doubleclickiD 22151 6a5401001k0 DARKSCREWWAE
L % facebookMachine elyyTZCEWh Bt TzemghlliZ DARKSCRENAE
,_!_St A N _(,:O EEtLOﬁ e GooglePREFID 3064562 fddcfod 52 DARKSCREY4G
Cateqorized Collection GooglePREFID 59035ab896c931e1 DARKSCREVWAE
GooglePREFID Sf234ciacT 381 ezt DA RKSCRENE
hotmail GLUIC ESCTO060SF1 F4SDES3EBFS0SFE1 SFE1T DARKSCREVWAE
yahooBoookie Zamrdt7h2hes DaARKSCREMWAE

endlpoint 1 elated:DABKSCREW 6 user nsacne vahoolser

1 55 DARKSCREWAE
P .

FmIP - To IP Sigad Application Type ‘—ymachinelD

DS-F0i0x mail 45 nsa

- n
DS-700¥ chat {Zucne
=] GooglePREFID
DS-F00x chat hotmalGLID

serial_number

.......................... veFoiicaokiE " Fi

A iy user
Aty nsa
iy cne
=2] skypeHaszh

Lo 1oy
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Improving CNE Collection

* Pushed for routine, standardized collection of
artifacts containing useful selectors to support
SPINALTAP

* Registry: additions to SIGDEV survey to collect new
registry keys and values

- Files: broad, repeated cookie collection via additions to
SIGDEV survey

- Directories: dirwalks already standardized, no changes
necessary
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SPINALTAP Fingerprints

‘31168 active fingerprints attached_device fingerprints 1102

‘Fingerprints for 722 projects user fingerprints 23173
488 TAO CNE projects machinelD fingerprints 5599
7 GCHQ CNE projects cipher_key fingerprints 1293
‘227 SFC Forensics projects

. : . NSA TAO fingerprints 29361
‘Fingerprints for 6188 unique : JeTp .
machines NSA SFC fingerprints 1745
GCHQ CNE fingerprints 61

endpoint/related/<BOXNAME>/<id_class>/<agency_owner>/<source>/<id_type>
endpoint/related/STONEHENGE18/user/nsa/cne/skypeHash
endpoint/related/ DEADDRUMMER10/machine|D/gchg/cne/simbar
endpoint/related/FREEFLOWERPEOPLE1/attached device/nsa/forensic/appleUDID

TOP SECRET//COMINT//REL TO USA, FVEY *Last updated 11
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¢ SPINALTAP Fingerprint Hits

Since activUJuly 2011:

Hits from 2087 unique fingerprint hits

Hits from 1619 unique boxes (26%)

8395 box/id type/sigad cos>—

Sigad

IJK.J-260D
sJ-7594
Lk.J-2600
LKC-3024
Lk.J-2600
Lk)-2605
Lk.J-2600
Lk.J-2600
DZ-300
L'5-300
D=-300
D5-300
LKC-302A
DZ-300

ApplD (+Fingerprints)

endpoirtirelateciSIL of TAO Machine
endpointirelatedSIL] H :
endpoint.l‘related.l’SlL'-.f'ERJLl—[ are Se e n I n PaS S Ive
endpointielated S RINIAT

endpointirelated/SL Y WIZ ARDT Bilusernsalcne,

endpuinti elated/SLYWIE ARDA Bluser nsaicnedahoullzer
endpointirelatedSLYYIZ ARD2 lusernsaicnelskypeusear

endpointi elatedSPARTAMFURY Biuserinsalcnelskvipeuser
endpuintt elateciSTRAITL ACEDSS4 user Meafcneyvahuollser
endpointirelgtedSITCHDOWH IR BR1 S2usernsafcnedrahoollser
endpointirelated/SAWITEHDOWN IR BR245user isalcnelyahaallser

endpointirelatedSWITCHDOWN IR BR2 46userinsafcnedrahoollser
endpointrelated THEYES QUARTER25 M zernzalcnefahool s er

endpointirelatedhVATERCASKET 1 03 machinelD/nsaicnessimbar

Selectors from 26
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Hits by Project/Site

——

O FOXACID
B ATOMICMONKEY

O DRINKMINT

O DARKFIRE

B ANCIENTBRE

O SILVERYUMP

B MUSHROOMKINGDOM
O FIRESWAMP

B SHAKEWEIGHT

B OPTIMUSPRIME

O ATOMICFIREBALL

0 WOLFACID_ZINC

B SWITCHDOWN_IR BR
B TOXICSNOW

B DARKTHUNDER

Unigue Boxes Seen by Project

Unique Machines
Seen by Project

(Top 15 projects)

Unique Machines
seen by SIGAD

1619 unique machines seen

At 68 different sigads

Using 31 different ID types
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“*

REE \ 8

" Application: Exfil Opportunities

f
f\
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¥ Application: Bearer Prioritization

Home | All Guestions | All CASNs || Survey CASNs || ASPHALT CASMs || Snap CASNs |

o casn total score
topic weidqht run interval valid lenqth description casn siquaid -~
”Spinal;r - - - J \
ESDCJO0000MO000  USJ-7584 84634
ESDHLO000OMO000  USJ-7554 76044
SBBAKOOOOOMIDO4 USJ-753 18723
BOBAJO000OMO000 | UISJ-7534 35243
casn fingerprint | E3DFTOO00OMDO0D USJ-7534 115091
! 1 GBEBADOOOOOMO00 USJ-759A 27832
2CBABDOOODMO2EE ~cne_relatedfﬂul‘dCIEI*&ITEERE‘-J&-W15,‘usen‘nseu"jfahoDUser SBEAKDINNOMODND USJ-7594 26019
2CBABOODODNMOZ2EE cne_related/CHOCOLATESHIP2Z/usernsalemail NFH11E400250000  USJ-753 150
2CBABOOOOD MO25E cne_related/CUDDLYBADGER 1B/usernsalfyahoollser NFDJGO0000MA147 US)-7504 27580
2CBABDOODD MDZ5E che_related/DARKTHUNDERSA/user/nsalyahoolser NEH111717504144  USJ-750A 10674
2CBABOOOOOMO2EE che_related/DISTORTAFFECT 1/user/nsafyahoollser ZO0T2-02-12
2CBABOODOOMO2EG cne related/DRINKMINT158/user/nsalyahoollser 2012-02-04
2CBABOODOOMOZEE cne re]atedeRINKMlNﬂ95fuserfnsafyahuuUser 2011-12-20
2CBABDOOOOMOZEE cne re]atedIDRINKMINTSZZ;‘userfnsafyahuuUser 2012-02-03
2CBABOODOOMO2EE che re]atedIDRINKMINTBSD;‘userfnsafyahuuUser 201201247
2CBABOODOOMOZ2EE cne reiatedIDRINKMINTBBMuserfnsafyahuuUser 2012-02-01
2CBABOODOOMOZ2EE cne re]atedeRINKMINTMDfuserfnsafyahuuUaer 2012-02-03
2CBABODODOMO235 che reiatedIDRINKMINT&EDfuserfnsafyahuuUser 2012-02-12
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¥ Application: Target Relationships

Histogram Gril

-iter

Page 1 of1

Input Source
WL ACID_PRECICUSS

DOUBLETAP2S
DIOUBLETAPY 4

WOLF ACID_URAMILIR
WIOLFACID_IODIMET
WOLF ACID _PRECIOUSS
WOLF ACID _ARGOMNS
WIOLF ACID IR0
ATOMICFOG40
OFFICELINEEACKERT 02
OFFICELINEBACKERSO
DOUBLETAP
WOLF ACID _BARIINMAS

ejkeyid

i Help

-]

State 1D Datetime

@ Clear Zelection Export | Interactive Mode

Count
a2

45
33
24
16
13
12
12

Actions = Reports = Wiew =

I Map Wiew

Highlights

I 255 2011-12-14 235300

JO0O000OonO

214 20M11-05-20 18:41:00
I 215 2011-05-20 2020800
I 418 2011-11-03 18:31:00 £
&5 2011-11-20 24200
243 2011-10-25 19:59:00
244 2011-10-25 20:00:00
05T 2011-10-25 2020700

FILTERS:

ApplD (+Fingerprings)

{ut

pavload file enedechnigueunitedrake evhereylierinest-ene activity dnt_pavloatlheader parsed eneryption:

{int

pavicailfile cnetechnigneuniteidrake eybercylierinestene _activity {int_paylcatlbheader parsed encryption:

{int

pavicailfile cnetechnifueunitedrake evbercyberouestene activity dnt_pavicailheader parsed encryption:

{nt

pavicail file cneXechniue unitedrake cyhercylberauasticns activity (nt_payvicad header parsed eneryption:

{int

pavioaill file YPI:Site to Site VPILMore Setup titles suljects or filenames tone Discovery Mobile Terms ¢

{int

pavicail file cnetechnignedanderspritz eybrercyberignest.cne activity {int pavicaidlheader parsed encryistio

{int

pavicail file cnetechnifuedanderspritz eylel cyberiuest.cne_ activity {int_pavicailheaider parsed encryptio

{int

pavicail file enetechnifguedanderspritz eylbrercyberquest:ene activity {int_pavicailheader parsed encryptio
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Application: Selector Discovery

4% Home

Mavigatic

2 MyEKS Adrmin

=" %
KARACH

IP Address:
HHFP;

|Country:

13c8eead City:

Users - Search ‘TN Workflow Centrd Fl Results

2012-04-27 14:46:46
2012-04-27 14:49:21

Start:

Stop: Sigad(s):

r[_‘"; Fingerprints  *— Tagging Statistics  * — Tasking @ Map

Duration: 3 min(s)
LKC-20248

i Help =

Mote: Icons on this page represent categories of services (e.q. web searches, YoIP, browsers) provided by established commercial firms. They do NOT identify targeted firms.

Casenotation(s) F<CSEOIELO0 .
PKCEEQZ0KO0 H';.;?lh
Active User{s): —

=3 Corr

- MM m Mm Mm m [

Fingerprint
defestiatroulerivahooinsidericiert ad et

defestiataksfvahooinsidericlient ad oet

endpoirt/relateddatomicmonkoy 37 2dnachineidinsa/cnessinbar

mailhvwebmailtyshoo

Page 1 of1 v~ 2 Displaying 1 - 4 of <

A Active Accounts a)l+)
o ———

Page 1 lof 1 VoA |%' Displaying 1 -1 af 1

All Accounts

Uszer Rl State

EyahooBooo...  unknown  sctive

Type Page TitleHost Count
host ingider msg.yahoo com 1
host us.adser ver.yahoo.com 1
t_ file:iCDocuments%20an. ..
g4 4 Page 1 ofl -~ - 32 Displaying1-20ofZ

|C|web Searches

Targets: Content Hits

Client IP Client GEO Leaker IP

PK, KARACHI (2487, 67

) Topic Hits

| Browsers

User Agent
Mozilsd .0 (compstible; MSIE 6.0; Windows MT 5.1; S

lae

Images
¢ VoI INESIS
SsH

lad 551 =i
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lication: Mitigate Coast Collect
Application: Mitigate ollec
W
active user id_type machine_name d_technigue  =igad opportunity_type  unigue_cou

vahoollser  TOMICSNOWT2 GDIRK USJ-7598  COMNFIRMED 76

yahoollser A TOMICMONKEY 380 GDIRK USJ-7534  POTENTIAL 5
Sigad
e : vahoollser  SLYNINJA150 GDIRK USJ-7598  POTENTIAL 4
LIK.J-2600

yahooUser  SLYNINJA150 GIDIRK USJ-7598  COMFIRMED 27
LIKJ-26008 i 2012/01/11
K.J-26000 YahDDUSEI’ SLYNINJAT 51 CDIRK LISJ-759.8 COMNFIRMED 3 02:00
Uk.J-260C0 yahoollser  MUSHROOMKINGDOM143  QDIRK USJ-7598  COMNFIRMED 2

L2

Lk.J-26000 yahoollzer A TOMICRWONKE Y 200 QDIRK LSJ-7504  LINKNCWN 1 0o 90152; 01704
HtJ-26008 tacebook OFFICELMEBACKER2  QBISCUIT DS-300 COMFIRMED 2
=280t hoolJ SYWTCHDOWWN R BR1S4  QEISCUT  DS-300 UNKNCYWN 1 + 2011/12/02
LIK.J-260T yanooliser = ; 13:47
LK 980 yahoollser  SPARTANFURY3S GBISCUIT DS-300 CONFIRMED 2
LIk.J-260C yahoollser  OPTIMUSPRIMEZ22 QRISCUIT DS-300  LINKNOWH v 3250514131199
UK.J-260C8 yahoollser SPARTAMFLRY G4 QBISCUT 0S-300 LIMKM AR 33 '
Lk.J-260C0

tacehook STRAITLACEDA3S QBISCUIT DS-300 LIMKM N 3 3 2011711728
IJK.J-260C0 20:27
uresasncl yahoollser  WWATERCASKETSS QEISCUIT [¥5-300 LIMKM 11
Uk.J-260C 0 yahoollser  SPARTANFLRY3S GEISCUIT DS-300 LIMIM VAR 2 3 2011/11/13
UKJ-EBDE‘ facebonk LOUBLET AP27 QEISCUIT [¥5-300 POTEMTIAL 2 07:56
LKJ-260C yahoollser  WATERCASKET103 QBISCUIT DS-300  UNKNOWN B ) 2011/11/12
Uk.J-260C0 .
P yahoolssr  WWATERCASKETZ27 QBRISCUIT DS-300 LINKNCOWN 15 10:12
L2600 yahoollser  OPTIMUSPRIME3SS QEISCUIT DS -300 CONFIRMED 11 7 2011,/11/03
UK.J-260C1 yahoollser  SPARTANFURY3S GEISCUIT 0S-300 POTENTIAL 1 11:40
UKJ-EEUEI yahoolser  OPTIMUSPRIME3S3 QEISCUIT DE-300 LINHMCHAR 7 1 20114011
UkJ-2800 vahooUser  OPTIMUSPRIME3S3 QBISCUIT DS-300  POTENTIAL a 12:18
Uk.J-260C0

yahoollser  SPARTANFURY3S GEISCUIT [S- 300 CONFIRMED 1

yahoollser  SPARTANFURY45 GEISCUIT [¥5-300 CONFIRMED 14
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REENABLE

¥ Application: Miagate Cost Collect

Combine XKEYSCORE Map/Reduce Results
(QTM Opportunities) with GMPLACE Callback

Analytics (Lost Implants)

[DUANTUM_Database : urduaitumBecnable - | Last updated: Thu May 31 09:57:24 +0000 2012

Show | 25 "iemries Refresh
Rl
active_user_idl from_prot to_poit il _type machine_pame PO TNy _type {_technique sigail
last_callback

anan 3134 yvahoolUser  ATOMICMORNKEY108  UNKRMOWE QBISCUIT US-3171  2012-04-08T10:42:30.000+00:00
a0 45527 yvahoolJser DARKFIRE1086 POTEMTIAL QBISCUIT US-3171  2012-04-04T03:16:14.000+00:00
20 4687 yahooUser  ATOMICMOMNKEY496  POTEMTIAL QBISCUIT US-3171  2012-04-08T10:37:00.000+00:00
G080 20 facebook DARKFIRE1DE2 CONFIRMED QDIRK US-3171  2012-04-13T06:32:17.000+00:00
33966 a0 yahooUser  ATOMICMOMKEY496  COMFIRMED QDIRK UsS-97210  2012-04-08T10:37:00.000+00:00
15577 a0 yahoolJzer  COBALTGUPPY36 CONFIRMED QBISCUIT US-3171  2012-04-168T10:31:47.000+00:00
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Future Work

- Further automate extraction, fingerprint

creation (currently weekly)
Provide access to SPINALTAP DB via GUI

Support for new ID types

* MAC addresses

* Expansion of SFC related fingerprints

* Expansion of 2nd Party CNE related fingerprints

Deprecation/Expiration of fingerprints
Improve private network identification
Provide as enrichment source to other tools

TOP SE RET//ICOMINT//IREL TOUSA,FV Y



YELLOWFAN
WOLFACID_ZINC
WOLFACID_TIN
WOLFACID_LEAD
WOLFACID_JUPITER
WOLFACID_IRON
WOLFACID_CHILI
WOLFACID_BARIUM
WOLFACID_ARGON
WOLFACID_ANISE
WITHEREDFRUIT
WILDCHOCOBO
WAXCHIP
WATERWINGS
WATERCASKET
VEILEDMAGIC
UPPERMUTANT
UMBRAGESPIDER
TROPICALSTORM
TOXICSNOW
TOTALDAGGER
TOADYTEAL
THIEVESQUARTER
SWITCHDOWN_IR_CD
SWITCHDOWN_IR_BR
SWITCHDOWN_IR_AW
STRAITLACED
STEELSKY_GOLF
STEELSKY_FOXTROT
STEELSKY ECHO
STEELSKY_DELTA
SPIKEYFARM
SPARTANFURY
SNAPKEY
SLYWIZARD
SLYSNOW
SLYNINJA
SKYJACKBRAD
SILVERJUMP
SILENT_TONGUES
SHATTEREDSHIELD
SHAKEWEIGHT
SHADYNINJA
SCARFSLOOP
SANDPALACE
ROLLEDHAT
PRETZELDOG
PLUMREVOLVER
PHANTOMSTARFISH
PARLAYBUFFET
OPTIMUSPRIME

OFFICEQUARTERBACK
OFFICELINEBACKER
OBSCUREBLAZE
NATIVEFLORA
NAPALAN
MUSHROOMKINGDOM
MIRACLEMAX
MILKSTEAK
MIDNIGHTSCORPION
MICEFUR
MAXRANKLE
MAGNUMOPUS_CC
MAGNUMOPUS
LUTEUSASTRO
KUKRISTEEL
KOOPATROOPA
KIDSHIP_AA
JEEPFLEA_MARKET
JEEPFLEA
JEALOUSJOKER
JAVAFRESCO
INDEPENDEN CEPIE
IMPUREHOLSTER
ICEBLOCK
HORSEWRAP
HASTYCOBRA
HAMMERBROTHERS
GOODMONKEY
FURRYEWOK
FREEWOODENSTICK
FREEWINDSHEAR
FREEWINDCLOUD
FREEWHEELNUT
FREEWHEELCOVER
FREEWAYPOINT
FREEWAVECREST
FREEWATERTOWER
FREEWATERTANK
FREEWATERGLASS
FREEWATERBED
FREEWARRIOR PAINT
FREEVINYLMESH
FREETWINBEE
FREETRUEPINBALL
FREETROUTSTREAM
FREETRICKYKICK
FREETINYTANK
FREETIMESHARE
FREETIMELEGEND
FREETICKETBOOTH

FREETHUNDERCLOUD
FREETESTSHEET
FREETANKSTAND

FREESTORAGEROOM
FREESTONESHIP
FREESTATEWARD
FREESPEEDTRAP
FREESPACEFLIGHT
FREESNOWSHOVEL
FREESNOWCLOUD
FREESMOKESCREEN
FREESMALLSPACE
FREESLOWFAST
FREESINEWAVE
FREESHORTPASS
FREESHORTCARD
FREESEADADDY
FREESCREENDOOR
FREESCHOOLLOCKER
FREESASHCORD
FREESALTTRUCK
FREESAFEKEY
FREEROCKSONG
FREERIPPINGBLADE
FREERIGHTWHALE
FREERIDEAROUND
FREEREDSTAIN
FREEREDSHIRT
FREEREDMARKER
FREEREDERASER
FREEREDBEER
FREERAVENTICKET
FREERAINCLOUD
FREEPULLCHAIN
FREEPUFFYCLOUD
FREEPOWERFAILURE
FREEFPOSTMARK
FREEPONGPLAYER
FREEPLASTICCASE
FREEPINEPLANK
FREEPICKLEBRINE
FREEPAINTBALL
FREEOUTRUN
FREEOLDBIKE
FREEOILPAINT
FREEOILLEAK
FREEOBLIQUECASE
FREENIGHTTRAIN
FREENAVYBLUE

TOP SECRET/ICOMINT//REL TO USA, FVEY

Hits — All Projects

FREEMINTJELLY
FREEMINETUNNEL
FREEMETALSHARD
FREEMETALFILE
FREEMETALCRATE
FREEMARBLEBASIN
FREELOLLYPOP
FREELINEDOWN
FREELIKESAME
FREELIFERAFT
FREELEADSINGER
FREELEADSHOT
FREELANDLINE
FREEKNOCKOUT
FREEKINGSPAWN
FREEKIDPOOL
FREEJETFUEL
FREEHOOPDREAM
FREEHOOKHANDLE
FREEHOMEBASE
FREEHAVEFUN
FREEGLUESTRIP
FREEGLASSTUBE
FREEGEMSTONE
FREEFRIEZEFRESCO
FREEFLOWCHART
FREEFLATFIBER
FREEFILEDELETE
FREEFIBERBOARD
FREEFASTCAR
FREEFAMILYTIE
FREEENERGYTAX
FREEEMUFARM
FREEDOVETAIL
FREEDOMECUPOLA
FREEDOGCRATE
FREEDISKBRAKE
FREEDISCOVERY
FREEDIRTYTRICK
FREEDETOURSIGN
FREEDEADBATTERY
FREEDATALOSS
FREEDARKSUIT
FREECRUSHEDDISK
FREECREEKMOOR
FREECORNMAZE
FREECORNHUSK
FREECOLDTEA
FREECLEARTAPE
FREECHESSBOARD
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FREECHERRYCOLA
FREECEMENTBLOCK
FREECATBOX
FREECANESUGAR
FREECANALLOCK
FREEBUTTERCLOUD
FREEBRASSBRUSH
FREEBLUEMAT
FREEBLOWNTURBO
FREEBLOODYWOLF
FREEBLACKCLOUD
FREEBITTERCLOUD
FREEBIGBOSS
FREEBEACHTREE
FREEBATTLEZONE
FREEBALLROOM
FREEBADRENT
FREEBADFIBER
FREEBACKGAMMON
FREEARCADEZONE
FREEAIRFARE
FREEACIDRAIN
FRANTICDANCER
FOXBASE
FOXACID
FIRESWAMP
FIREEATER
FIREBRUSH
EMPTYMOCHA
ELECTRONSWORD
EFFABLELAMBDA
EDITIONHAZE
DRUMBEAT
DRINKMINT_AA
DRINKMINT
DOUBLETAP
DISTORTAFFECT
DIRTDIVER
DETASSELJANICE
DEPUTYSHIP
DARKTHUNDER
DARKSCREW
DARKRAZOR
DARKRAVEN
DARKINTENT
DARKHELMET
DARKFIRE
CYGNUSOLOR
CUDDLYBADGER
CRYPTICSENTINEL

CRISPWARE
COCOAMELTDOWN
COBALTGUPPY
CHOCOLATESHIP
CAFFEINECRASH
BULLETTOOTH
BROKENTHOUGHT
BLOODDIAMOND
BLACKMESA
BLACKAMETHYST
BEEFCAKE
BEDOUINSTRIKE
BACKSNARF
AZTECTOMB
ATOMICSTRIKE
ATOMICPUNCH
ATOMICMONKEY
ATOMICFOG
ATOMICFIREBALL
ATOMICCANNON
ARMOREDCONDOR
APACHERIVER
ANCIENTBREW
AFTERYARDARM
AFTERWINDBLOWN
AFTERWAYBACK
AFTERTREEFORM
AFTERTANKERTRUCK
AFTERSHORTRUN
AFTERRICHGEAR
AFTERLASTTEAM
AFTERGASSTATION
AFTERDOGHOUSE
AFTERCLIFFDIVE
AFTERBOOTSOLE
ACRIDMINI
ABSOLINEDELTA
AARDVARKSTAKE
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¥ Contributions

S32361

S31322
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R ¥ Windows Error Reports

Windows crash reports In passive:

- |dentify application crashes on TAO targets
 Another data point to correlate active/passive

collection
- |dentify applications of interest on TAO machines

- Track 4th Party tools
- Crashes from attributed .dlls identify targets of
foreign CNE
- Analytics may be able to highlight suspicious
processes
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Windows Error Reports

TOP SECRET//COMINT//IREL TO USA, FVEY

Ewvent Type Exception Code Exception Offzet Fault Module Timestarmp Count
APPCRASH c0000005 1 ch3aat 411095h4 8
D et ai I ed error an d APPCRASH 0000005 01903226 411096h4 B
APPCRASH 0000005 0357 3aa6 411096h4 B
t arg et Sy Ste m i nfo fo r APPCRASH c0000005 047h3aas 411096h4 B
APPCRASH 0000005 0bi3aab 411096k 4
tro u b I es h o Oti n g : APPCRASH c0000005 03993356 4110954 2
BEX 00653226 c0000005 411096h4 2
t rac ki n g : an d BEX 01e13a88 0000005 411096k 2
BEX 01163586 c0000005 411096k 2
m ai nte nance BEX 03063556 c0000005 411096h4 2
BEX 03hd3aat 0000005 411096504 2
BEX Ocal 3aab c0000005 411096h4 2
Systermn Manufacturer  System Procuct Marme BIOS YWersion Count Application Version  OF Yersion Count
FLUJITSU SIEMENS AMILO Pro w2040 RO1-A1B 30 8.0.7600.18800 1.7600.200010100.004 18385 30
Hewvlatt-Packard Presario CQSE Naotebaok PC - F.OS 14 8.0.7600.16369 £.1.7600.200010300.0011 16385 14
TOSHIB, SATELLITE U500 1.50 B £.0.7600.16385 §1.7600.200010100.0041 18385 &
TOSHIBA, Satelite CE40 150 3 £.0.7600.16639 §1.7600.2000M10300.00316385 &
PRGA110H.864 006520 2 8.0.7600.16869 §1.7600.200010300003 18385 3
Hevwvlett-Packard HP Mini 110-3700 F23 2 5.0.7600.16669 §1.7600.200010100.004 16385 2
TOSHIBA, Satelite L300 1.40 2 80760117514 1.7601 2000101001 04817514 2
TOSHIB, Satelite LE3S 1.40 2 —_— —
TOSHIBA, Satelite P10S V330 2
Dl Inc. OptiPlex 755 209 1 IES Windows 7
System manuftacturer  System Product Matme o7 1
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¥ Crashes on TAO Targets

SLYMIRIAT 5
Yalue Mame Walue Type
errorport REG_SZ
machineid REG_S57

Dizplay Conternt
YWindowsErrorREeportingSemicePort

Registry keys from

maxgueuesizepercentage BREG_DWORD 00000001
purgethreshholdvalueinkh REG_DWORD 00000004 CNE
senvicetimeout REG DWORD QO00EARD
Error reportin passwé
SLYMIMIAT S

GET /StageOne/Genenc/BEX iexplore_exe/8_0_7601_17514/4ce79912EBHO_dll unloaddH0_0_0_0/4e417860/603F1430/c0000005
f00000008 htm?LCID=3081 &05=6.1.7601.2.00010100.1.0.1.17514 &SM=Hewlett-Pacljgrd &SPN=HP Pavhon dm3 Notebook PC
&BV=F 03 &MID-E [T T/ 1 1

Connechon:
ser-Agent:
Host:

Keep-Alwve
DWW

watson. microsoft. com

Application Mame Sigad

PaSSive acceSS to iexplore exe USJ-7594

CNE target

TOP SEJ:RETHCOMINTHREL TO USA, FVEY

AcroRd32 exe US)-75928,
Flash Games.exe  USJ-7594

SLYMIMJAT ST
Casenotation Frm IP
ESQCZ 00000 o000

EQCZ 000000000

EQCC 000000000
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* Windows Error Reports

Similar work completed for Windows Update

- April 2012:
2827 Windows Update and Windows Error IDs from endpoints

17 CNE Machines found in Passive (8 for the first time, for other
9 it's the first time with MachinelD)

Crashes from 4th party Tools
- At least one crash report from a likely 4th party found

* Ingesting into The Cloud for Whizbang! analytics
- Crashes from target networks
- Crashes of uncommon .dlls
- Crashes of known 4th party .dlls

TOP SE RET/COMINT/RELTOUSA,FV Y
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%ﬁ% But Also..

Windows crash reports in passive:

- Reveal crashes of TAO tool} on targets
Troubleshoot problems with [JAO tools
Identify OPSEC issues from tepeated crashes

Datetitne Application Matme Fault Madule Mame

2012-01 19 11:57:45
2012-01 19 11:57:46
2012-01 19 11:57:45
2012-01-1907:34:28
2012-01-19 11:57:45
2012-01 19 18:57:11
2012-01 19 18:57:47
2012-01-19 18:58:39
2012-01-19 18:59:48
2012-01 19 20:03:23

isxplore.exe
iexplore.exe
iexplore.exe
iexplore.exe
iexplore.exe
iexplore.exe
iexplore.exe
iexplore.exe
iexplore.exe

iexplore.exe

TOP SE RET//COMINT//REI

Wl _unloaded
A _unloaded
A _unloaded
L _unloadedd
Al_unleaded
Lall_unloaded
Al _unloadedd
All_unloaded
All_unloadedd

Al_unloaded

dIl unique to TAO
VALIDATOR first-stage
Implant

TO USA,FV Y
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Aftermath

Setup automated workflow for TAO VALIDATOR
team to receive daily updates

10-30 crashes per day
In a month ~30 machines

Pinpointed to:

- VALIDATOR 8.2.5.1
* VALIDATOR 12

- Win 7 32bit

TAO/ROC Mission Directors deciding way
forward
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QUESTIONS?
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