TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

Network Shaping 101

oy

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

This presentation is classified:

TOP SECRET//COMINT//REL TO
USA, AUS, CAN, GBR, NZL

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108


















6453 TATA 39386 STC
35819 Mobily

12486 Yemennet



6453 TATA

35819 Mobily

The rest of the Internet

3491 PCCW

12486 Yemennet

39386 STC

1239 SPRINT






The rest of the Internet

6453 TATA ! 39386 STC

35819 Moblly s 5

1239 SPRINT

12486 Yemennet




The rest of the Internet

6453 TATA

39386 STC

\ 4

35819 Mobily

1239 SPRINT

12486 Yemennet




TOP SECRET//COMINT/RELTO USA, FVEYS

Yemen Connectlons to the World

FLAG London
lf\AQ' ’ 3 JGN»ISTA‘

Sprint NY

JORDAN

FLAG NY

EAGEYP-T:

OMAN

S UDAN

HODDLE EAST GRAPHIC

FLAG/FALCON 7 PCCW HK
—— SMw3 | .
— SMW4 ETHIORIA Y
——— SAUDI (2x STM-1's, , —

2x STM-4's Saatin

TOP SECRET//COMINT/REL TO USA, FVEYS









6453 TATA

35819 Moblly

The rest of the Internet

12486 Yemennet

39386 STC

\ 4

1239 SPRINT

EE]

O..'

.| Router on Sprint’s end of the

Router on Yemen’s end of the
connection: 144.232.234.150

connection: 144.232.234.149




6453 TATA

The rest of the Internet

39386 STC

35819 Mobily

12486 Yemennet Router on Sprint’s end of the

connection: 144.232.234.149

Router on Yemen’s end of the

connection: 144.232.234.150




> The rest of the Interne
- =

Yemen side: 62.216.145.130 Yemen side: 63.218.252.186

FLAG side: 62.216.145.129 u PCCW side: 63.218.252.185

15412 FLAG
6453 TATA —E=
TATA side: 66.198.126.9 . = = _=.‘_?::=?_386 STC
Yemen side: 66.198.126.10 1 STC side: 84.235.108.17
\ / Yemen side: 84.235.108.18
35819 Mobily=&= =

= 1239 SPRINT

| Sprint side: 144.232.234.149
12486 Yemennet Yemen side: 144.232.234.150

Mobily side: 86.51.2.109
Yemen side: 86.51.2.110













SIGAD: US-9999
CASN: YM234500000

19412 FL@ 3491 PCCW
6453 TATA ==} —=
= " 39386 STC

12486 Yemennet

SIGAD: US-8888
CASN: YM567800000




The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

)/

35819 Mobily—==

39386 STC

12486 Yemennet

\4

1239 SPRINT



)/

35819 Mobily—

rest of the |

15412 FLAG 3491 PCCW

6453 TATA

12486 Yemennet

39386 STC

\4

1239 SPRINT



15412 FLAG 3491 PCCW
6453 TATA ~= —

3/

(Camomonir —e— Fr—m@_

12486 Yemennet

39386 STC

= 1239 SPRINT




SIGAD: US-9999
CASN: YM234500000

19412 FL@ 3491 PCCW
6453 TATA ==/ —=

; 39386 STC

12486 Yemennet

SIGAD: US-8888
CASN: YM567800000










The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

12486 Yemennet

39386 STC




The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

)/

35819 Mobily—==

=

39386 STC

12486 Yemennet

\ 4

1239 SPRINT



The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

R/

35819 Mobilyf—= ——" _“ﬂ ——1/23;;%;

9386 STC

12486 Yemennet










»

The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

)/

35819 Mobily—==

=

39386 STC

12486 Yemennet

\ 4

1239 SPRINT



n > The rest of the Interne

15412 FLAG 3491 PCCW

$ (39386 STC

6453 TATA

.‘\Q /
—=| 1239 SPRINT

12486 Yemennet




The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

39386 STC

12486 Yemennet




/(/Exﬁl traf\ﬁc

The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

39386 STC

12486 Yemennet




The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

)/

35819 Mobily—==

=

39386 STC

12486 Yemennet

\ 4

1239 SPRINT



)/

35819 Mobily—

6453 TATA

The rest of the Interne

15412 FLAG 3491 PCCW

39386 STC

y

)

—=| 1239 SPRINT

12486 Yemennet




The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

)/

35819 Mobily—==

=

39386 STC

12486 Yemennet

\ 4

1239 SPRINT



The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

)/

35819 Mobily—==

=

39386 STC

12486 Yemennet

\ 4

1239 SPRINT



The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

9386 STC
Y - ==

@'——f — L= 0 serm7

12486 Yemennet




The rest of the Interne

15412 FLAG 3491 PCCW

6453 TATA

)/

35819 Mobily—==

=

39386 STC

12486 Yemennet

\ 4

1239 SPRINT



> The rest of the Interne
- =

Yemen side: 62.216.145.130 Yemen side: 63.218.252.186

FLAG side: 62.216.145.129 u PCCW side: 63.218.252.185

15412 FLAG
6453 TATA —E=
TATA side: 66.198.126.9 . = = __‘_?::=?_386 STC
Yemen side: 66.198.126.10 1 STC side: 84.235.108.17
\ / Yemen side: 84.235.108.18
35819 Mobily=&= =

= 1239 SPRINT

| Sprint side: 144.232.234.149
12486 Yemennet Yemen side: 144.232.234.150

Mobily side: 86.51.2.109
Yemen side: 86.51.2.110




FLAG side: 62.216.145.129

15412 FLAG

PCCW side: 63.218.252.185

le wa L™
39386 STC

K z y X | ISTC side: 84.235.108.17

62.216.145.130|62.218.252.186
A} =

V‘x 66.198.126.10 :72484.235.108.18
35819 Mobily=E= — = P .
&_/y = e 86.51.2.110 _144.232.234.150@_- =| 1239 SPRINT

TATA side: 66.198.126.9

4

. 1 H -
Mobily side: 86.51.2.109 Sprint side: 144.232.234.149

12486 Yemennet




FLAG side: 62.216.145.129

PCCW side: 63.218.252.185

6453 TATA

TATA side: 66.198.126.9

)/

15412 FLAG ng‘l pcy N

39386 STC

| STC side: 84.235.108.17

62.216.145.130|62.218.252.186
A Y -

66.198.126.10 :E# 84.235.108.18

4

35819 Mobily—==

Mobily side: 86.51.2.109

T =
—X 86.51.2.110 144.232.234.150-@_—

\4

1239 SPRINT

' Sprint side: 144.232.234.149

12486 Yemennet




FLAG side: 62.216.145.129

15412 FLAG

PCCW side: 63.218.252.185

le P(w L™
39386 STC

K z y X | ISTC side: 84.235.108.17

62.216.145.130|62.218.252.186
A} =

%‘\ 66.198.126.10 :72484.235.108.18
35819 Mobily=5= — il
p =1 86.51.2.110 _144.232.234.150@_— =| 1239 SPRINT

TATA side: 66.198.126.9

4

. 1 H -
Mobily side: 86.51.2.109 Sprint side: 144.232.234.149

12486 Yemennet




ya

trace

The rest of the Interne

FLAG side: 62.216.145.129

PCCW side: 63.218.252.185

6453 TATA

TATA side: 66.198.126.9

)/

15412 FLAG Q;gal p(w N

39386 STC

| STC side: 84.235.108.17

62.216.145.130|62.218.252.186
S X =

66.198.126.10 :E# 84.235.108.18

35819 Mobily—==

Mobily side: 86.51.2.109

—X 86.51.2.110 144.232.234.150-@_—

\4

1239 SPRINT

' Sprint side: 144.232.234.149

12486 Yemennet




ya

trace

The rest of the Interne

FLAG side: 62.216.145.129

PCCW side: 63.218.252.185

6453 TATA

TATA side: 66.198.126.9

)/

15412 FLAG Q;gal p(w N

39386 STC

| STC side: 84.235.108.17

62.216.145.130|62.218.252.186
S X =

66.198.126.10 :E# 84.235.108.18

35819 Mobily—==

Mobily side: 86.51.2.109

—X 86.51.2.110 144.232.234.150-@_—

\4

1239 SPRINT

' Sprint side: 144.232.234.149

12486 Yemennet




ya

The rest of the Interne

FLAG side: 62.216.145.129

6453 TATA

TATA side: 66.198.126.9

)/

15412 FLAG

9y JF

trace

PCCW side: 63.218.252.185

Q&M P(w N

39386 STC

| STC side: 84.235.108.17

62.216.145.130

62.218.252.186

. WS

66.198.126.10

™

4 84.235.108.18

35819 Mobily—==

Mobily side: 86.51.2.109

; E 86.51.2.110

144.232.234.150 -m_ =

12486 Yemennet

\4

1239 SPRINT

' Sprint side: 144.232.234.149




FLAG side: 62.216.145.129

15412 FLAG

PCCW side: 63.218.252.185

le wa L™
39386 STC

K z y X | ISTC side: 84.235.108.17

62.216.145.130|62.218.252.186
A} =

V‘x 66.198.126.10 :72484.235.108.18
35819 Mobily=E= — = P .
&_/y = e 86.51.2.110 _144.232.234.150@_- =| 1239 SPRINT

TATA side: 66.198.126.9

4

. 1 H -
Mobily side: 86.51.2.109 Sprint side: 144.232.234.149

12486 Yemennet




trace

v

The rest of the Interne

vl

FLAG side: 62.216.145.129

PCCW side: 63.218.252.185
15412 FLAG Ql91 p(w N

39386 STC

K z y X | ISTC side: 84.235.108.17

62.216.145.130|62.218.252.186
NS A} =

V‘x 66.198.126.10 :72484.235.108.18
35819 Mobily=E= — = P .
&_/y = e 86.51.2.110 _144.232.234.150@_- =| 1239 SPRINT

6453 TATA

TATA side: 66.198.126.9

. 1 H -
Mobily side: 86.51.2.109 Sprint side: 144.232.234.149

12486 Yemennet




ya

trace

The rest of the Interne

FLAG side: 62.216.145.129

PCCW side: 63.218.252.185

6453 TATA

TATA side: 66.198.126.9

)/

15412 FLAG ng‘l pcy N

39386 STC

| STC side: 84.235.108.17

62.216.145.130|62.218.252.186
S A Y -

66.198.126.10 :E# 84.235.108.18

35819 Mobily—==

Mobily side: 86.51.2.109

T =
—X 86.51.2.110 144.232.234.150-@_—

\4

1239 SPRINT

' Sprint side: 144.232.234.149

12486 Yemennet










Level 3 l Geekistan ASN

SIGAD - US-9999
CASN — GE010100000




Level 3 l Geekistan ASN

SIGAD - US-9999
CASN — GE010100000




.
“a
u
.....
‘.
e
e
-

Tae

Geekistan ASN

SIGAD - US-9999
CASN — GE010100000




.
“a
u
.....
‘.
e
e
-

Tae

Geekistan ASN

SIGAD - US-9999
CASN — GE010100000




.
“a
u
.....
‘.
e
e
-

Tae

Geekistan ASN

SIGAD - US-9999
CASN — GE010100000




.
“a
u
.....
‘.
e
e
-

Tae

Geekistan ASN

SIGAD - US-9999
CASN — GE010100000




.
“a
u
.....
‘.
e
e
-

Tae

Geekistan ASN

SIGAD - US-9999
CASN — GE010100000




)
¥,
) ‘.... .'.nu,
m ..... —_ "
ey
Geekistan ASN
SIGAD - US-9999

CASN — GE010100000




exfil

Internet

}
‘..
) ‘..... ..'QQ..
o frea,, ...'A
....*
= — eekistan ASN
]
SIGAD - US-9999

CASN — GE010100000




Level 3 l Geekistan ASN

SIGAD - US-9999
CASN — GE010100000




=} kistan ASN
Internet Level 3 % eekisian
L]

SIGAD - US-9999
CASN — GE010100000







— eekistan ASN

SIGAD - US-9999
CASN — GE010100000




— eekistan ASN

SIGAD - US-9999
CASN — GE010100000




— eekistan ASN

SIGAD - US-9999
CASN — GE010100000




— eekistan ASN

SIGAD - US-9999
CASN — GE010100000




Internet

CASN — GE010100000

)
‘...
) ‘.... ..'.oou,
......... ...... .".'A
ey
= — eekistan ASN
[]
SIGAD - US-9999




Internet

CASN — GE010100000

‘...
) ‘.... ..'.oou,
.......... ,..... .%0,‘
ey
= — eekistan ASN
[]
SIGAD - US-9999




Internet

.
“a
u
.....
‘.
e
e
-

ay
LIS

— eekistan ASN
[]

SIGAD - US-9999
CASN — GE010100000




exfil

Internet

}
‘..
) ‘..... ..'QQ..
o frea,, ...'A
....*
= — eekistan ASN
]
SIGAD - US-9999

CASN — GE010100000




,//“ N
. Cogent )
‘...
l’/’-. ) - .‘.0.0000
. Sprint | ...,
Internet Level 3
SIGAD — US-9999

CASN — GE010100000




Internet

*,,
) "-... ..'N,.
....... ...... ...'A
....‘
el — eekistan ASN
L] ]
SIGAD - US-9999

CASN — GE010100000




Internet

.
“a
u
.....
‘.
e
e
-

ay
LIS

— eekistan ASN
[]

SIGAD - US-9999
CASN — GE010100000




Internet

.
“a
u
.....
‘.
e
e
-

ay
LIS

— eekistan ASN
[]

SIGAD - US-9999
CASN — GE010100000




Internet

CASN — GE010100000

*,,
) "-... ..'N..
....... ...... ...'A
....‘
= — eekistan ASN
]
SIGAD - US-9999







NATIONAL
SECURITY

ARCHIVE

National Security Archive,
Suite 701, Gelman Library, The George Washington University,
2130 H Street, NW, Washington, D.C., 20037,
Phone: 202/994-7000, Fax: 202/994-7005, nsarchiv@gwu.edu



