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Russia as a Threat
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Hacking: Russian Perspective

Excellent technical education
Understanding of networks, programming

1980’s: hacked American software in
order to make programs work in USSR

Now: many skilled people, too few jobs
Russian police have higher priorities!




Hacking: Russian Perspective 2

* Desire for Internet access, but it is expensive
— Cheaper to steal access and services!

* Legit MS Office = 2 months’ salary
* CD burner = two weeks’ salary

* Russian outdoor markets:
— MS Operating System a few dollars

» Hacking: more social approval?

- b
— Communal sharing culture l L
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Russia and Cybercrime

Russian hackers love financial crimes: banks,
investment companies, fraud, piracy

Russian citizen Igor Kovalyev: "Here hacking
IS a good job, one of the few good jobs left.”

Viadimir Levin: in 1994-95 illegally transferred
$10 million from Citibank

— FBI NYC and Russian Telecoms traced activity to
Levin's St Petersburg employer

October 2000: Microsoft traced attack to IP
address in St. Petersburg, Russia |

T il




Russia and Cybercrime 2

High profits bring more investment
— New techniques, new revenue
FBI: in 2001, millions of credit card numbers

stolen by organized hacking groups in Russia
and the Ukraine

Novarg/MyDoom worm: whole world impact

Russian MVD: cyber crime doubled in 2003:
11,000 reported cases

Arrests in 2004:

— International gambling extortion ring
— Russian student fined for spamming

;
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The International warez movement
DoD: SW piracy group founded in Russia 1€
Expanded internationally<gthe 1990's

1998-2001, gver $50 mill n.in warez
20 “bandy s’e FTP sites ("Godcomplex’
Isticated security includes encryption

Operatlon Buccaneer
“Bandido” and “thesaint” arrested

!
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Dmitry Sklyarov

Black Hat / DefCon connection

First Indictment under Digital Millennium
Copyright Act

Advanced eBook Processor "AEBPR”
Five Adobe copyright violations
Dmitry: computer programmer and cryptanalyst
Long confession on FBI site
Cooperated in prosecuting Elcomsoft
Company acquitted

Victory for the EFF!
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neme s [ SOCIAI ENgineering.

For Men Seeking A Russian Wife

Russian Style

Black List: Alphabetical Archive
Distance

Relatiunshi ps « NEW! Scam-free search - GUARANTEED! -
B do the job for you.

» NEW!

Last month updates to the Black List

+ Mustread! ANTI.SCAM GUIDE - Read how to r

« Mustread! A\RRESTS! - Scammers arrested in

+ Mustread! Soviet Unions - How su sful ar

. Confirme
ID: 017097 4
Name: Maria prof.!ey_

Want
her
email address?

-

=M= Age
Height
Weight
Eye Color Grey
Hair Color Light brown
Hair Length Long
Marital status Widow
Children no kids

It's only

$10

Personality ious, romantic, tidy,

Looking for a partner Y ' =nse of humor, c3
economical

Age to 100 _ g Interests

to music,




Russkii Virii

Internet access in Russia growing

As Is Russian malicious code!

Bagel, Mydoom, Netsky

Motive: money, which...

Fuels other crime: smuggling, prostitution
Keyloggers and Ebay

Coreflood and Joe Lopez




IS Annihilation

Sophisticated HangUP Web attack
Compromises Microsoft IIS, Internet Explorer

Appends malicious JavaScript onto each
webpage on the infected site

Web surfers who viewed infected pages were
Invisibly redirected to a Russian hacker site

The Russian server (217.107.218.147)
loaded backdoor and key logger onto victim

Snatched authentication info:
— eBay, PayPal, EarthLink, Juno, and Yahoo
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Russian Hacktivism

« CHC (Chaos Hackers Crew)

— Hit NATO in response to bombings in
Yugoslavia with virus-infected email

— “Protest actions" against White House and
Department of Defense servers

* RAF (Russian Antifascist Frontier)

» Hacking your political adversary’s sites:
morally justifiable?

;
]

|
I m
N |

{

|



Info War and Espionage

« State-sponsored computer network operations

* Robert Hanssen
— veteran FBI Cl agent, C programmer
— Created a FBI field office teletype system
— Hacked FBI superior’'s account
— Mid-1980’s: encrypted BBS messages for handler
— Offered Russians wireless encryption via Palm VI
— Highly classified info for $ and diamonds
— Internal searches: “hanssen dead drop washington”

» National critical infrastructure protection

I : m
N | |



Russia as a Resource
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Russian Hacker Sites

Menro:
£ B3nom nporpaMmb
¥ Haww pennss
& Haww nporpammil
$ [oKymeHTaLmsA
B: | HCTpyMeHTh
¥ Popym KOMaHOLI
3 [ocTeBan kaura
& NapTHepam
& Haww opy3bs
@ Ob6patHasa cBA3sb
€ O komaHge




Cantbl Xakepa: Hacker Sites

http://thm.h1.ru/ http://www.hacker.dax.ru/
http://ahteam.org/ http://hscool.net/
http://cracklab.narod.ru/ http://www.xakepy.ru/
http://www.geekru.narod.ru/ http://www.cyberhack.ru/
http://hangup.da.ru/ http://www.mazafaka.ru/
http://www.xakep.ru/ http://madalf.ru/
http://www.xakepxp.by.ru/ http://tehnofil.ru/
http://www.kibus1.narod.ru/ http://forum.web-hack.ru/




http://hscool.net/

Civil Hackers' School
I paxxnanckas [lIkona Xokepos

news Jn about school E enfrance exams
HOBOCTH 0 MEOIe BCTVIIMTENLHEIE JE3AMEHE]
levels E students ry hacker groups

YDOEHH VEIEHHEH XIKEpCEHE TPVIINE
online education % links @ E}%‘J classes
obvaenne online CCELTEI Lt KIIACCHI

about Founder | about webmaster | good stuff | journal | conference | ob OcHoeartene | o BebMacTepe | XOpOmIe ESMM | MVPHAT |
site map | sprvg extra | hacking run | attestation | entrance exam | KoHGMEPEHIIE | KapTa cafiTa | COpPEIT extra | X3KIHT paH |
actions | ideas about site | how to donate money | sponsors | banners ATTEeCTallA | ECTVIIHNTENEHBIN JE3aAMEH | AKITHH |
OT3BIEEL O CAIITE | KAK IOMEPTEOEATE JeHeT | CHOHCOPEI |

DaHHepsl

School Founder QOcrosatens [Mkoaw:

Iiva Vladimirovich aka Arvi the Hacker - Hnea Boanmmpposug aka Apen Xsuep - oCHOBATENE
founder of our school. The date of our Ikoner. Jara ocHoBaHia mMEONE] - 9 gexabpa 1996
school foundation is - 9 dec 1996. Since roga. Haumnan ¢ Toro panéxoro epemenu Hnwa

this moment Ilva Vladimirovich rules the BragnMupoEnd pYKOEOIHT MKQIOI, TOCTOAHHO
school, constantly update methodics of COEEpmMEeHCTE VA MEeTOOMEM 00YIeHNA, KDHTEPHH
teaching and criterea of levels etc. g TIPOXOIEHHA Ha CIeIVIOMIET VDOEEHE etc.




http://www.cyberhack.ru/

Our strength In our mind

-
H Cuber-Hack paortal —J BT P, __‘

[ ]

‘ Tnaeunan

\- Tnaewxan cTpasiua
= B usbpantoe
L 0fyuetue

'Hnmm

D npoekTe
A NofiasnTs CTaTHID
= ApxWE CTaTE

ﬁ AKKaYHT
I ¥npaanenue axkayHTOM
1= Nuytsle coofweqns
|3 CoofwernA © nedmxepa

—[]|| Hasurauws .}||Z|—

=[ Aobpo noxanoeaTs Ha CyberHack - nopran! |=

Bul HaxoaWTeck B kKMbep-xakepckol 30He pyHeaTa. Ha sToMm pecypoe
MPWCYTCTEYKT SSKPLITEIE METEPWENLEN 1 CEKPeTHLIE CBeAeHKMA. JocTyn Ha cepesp
CTPOro orpaHWYeH.

* MonyuyeHwe goctyna: EPEATH B 30HY DETUCTRELMN
*  LlenTpansHulii Bxog B akkayHT: [IPOATH ayTEHTUHNKALIND
* Bxopn B agMuHMCTpaTUBHYR 2oHY: [TaHEND A0MUHUCTPETODE

TeMaTWKS CIATE: BINOM, 3FWWTE, XKIKEPLTED, NPOrpEMMHUPOBIHWE,
EMPYCONGrKA.

Ha caiTe Bac xasT: codiT, KOMNOHEHTE ANA NPOrpaMMUPOEIHWA, CTETEM,
xanfea (ICQ - WeCTHIHEYKK, CEMMIHEYKN W T.4.), POpyM No X3KepCTeY,
KHWIH, MaTepuane ans eebavzaiva, eebMacTepos W MHOroe apyroe.

TyT Bul MOXSTE NOZHEKOMWTECA C XEKEPEMK, KEK 4YNSHEMW HEWeH KOMaHALL,
TEK W € OrPOMHBEIM YHCNOM 33PErvucTPUPOBaHHEIX Nons3oEaTENel,. NopTan
NONHOCTER NErankHEIR, TEK 4T 38eck Bel MoXeTe gaxe HalTk paBoTy waw,
HzoBopoT, OCTEEWTE ESKEHCWID HE paboTy ANA HEWWX CNEeUWSNKCTOE.

- HoeocTw nopTana J |
- Pecypco |
1= 3oua Download Nocnenume coobuennn ia dhopyne T | | -—
= CTaTbu | I |Assembler
Tema Nomecran M . Ora. Mecn " 1 |
I Cucrema noucka inta i v— — L ;
H iMarazuH MNousmMy B 3aronNoEKax OOWH W TOT Xe TekcT ? Romero 25 (] 28}%2?1;005 | |PHP |
i AYHKUMOH RGN . Java |
ondo | |
7 | | |
_,l Kak cTarTh xakepom? Rondo 144 321 28/02/2005 =" __l |
ﬂIII:KvI:I:III
L @opym YTD MOMHO PEENBHD COENETH wEERY 23 W Rondo __'j”
4 X in? I
& JOHeBHIH XAKEPKY-HOBUYKY No ip? 28fo2/2005 IHTML
I oGpathan caass K - i Rondo =
! oMYy HaGOo-NONbL3YATECh yurik 184 35
| PekomenposaTs nopran 28/02/2005 Eie
OfmeH cohlnkamm Romero 47 13 il -
(o) 28/02/2005 e
HakepoHwe yTWIHTE Rond s 2
[= CraxHep nopTos Heneso Rondo 68 16 28;0';32”005 PesynLTaThl
= AHOHWMHARA NOYTa ] OTeeToB 1299
= DNS-Wndiopmep Bonpocsl Mo Kypcam holod 788 41 28!012}“120!]5 CnWcok BCex ONpocoE

—ﬂ|| Haw onpoc ,!”j]-—

Tekywuit onpoc:
Kogwuur

*Nyywee crpencreo
pazpabonm aro:

L] Delphi

@ couilder

® yvizual C

® yizual studio

® pssembler

L ] KDevelop

. Apyroe




“Xaxepwl, Banoy, 3amuza, [IporpaMMHupOBaHy

www.cyberhack.ru motto

Xakepbl: Hackers
Banowm: Attack
3awuTa: Defense
[lporpammupoBaHue: Programming
NcxoaHUKN: Beginners
XansaBa Warez

Codr: Software

Mporu: Programs m /
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Main

' HoBocm

i~ 0 npoexTe

ADXNg cTaTeH

ﬁ AKKIYHT

= ¥nNpaBneHwe aKKayHT oM
= JlvuHwe coofuwedwA
_ CooBuwexna c nedmsepa
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Pecypcm
- 3ona Download

HCTaTen <

= Training

_News
= Archive

Resources
= Download

MarasuH
AYELROH

’ Ancrycomm
< Popym
i~ J-AHeBHERN
 OfpaTHan ceAsb
PexoMeHOOBSTE NOPTAN

= Articles
= Search

— Discussions
= Forum

Site Map

F Xaweprxwe yTANWTI
i— CkaHREp NopToe
{— AHOHWMHERA NOoYTa

DNS-l11Hdopmen

~ CaMDe NomynApHoe

L Onpocel noprana

.

i~ Wareznik.net
— ICQ HOMEPA,
; MporpamMupoBaHue
- XanABHoE NOpHO
I Trojanec.pp.ru
i— XocTwdr gna BCEX
i— DarkSecurity .tk
: Helper
= Web-Zona. R
O CTanbHLIE CoBIMKH

-mn{&:l:ﬁﬂm Rl FTM

Hacker Tools

= Port Scanner

= Anonymous
Email

= DNS [Informer

Statistics
= Most Popular

—~ Friends

= Resources...
= Free Stuff...




Articles by Topic

Xawepcreo MporpamMmupoBanne Zawmra

system 2 irus 4

)r(lauepr:TEn: Eackmg | oy
orpammMmuposaHue; Programmin

e - - : Bupyconorus: Virology
3awura: Defense

BHegpeHue: Intrusion

Cuctemsi: Systems




ApxuB CtaTen: Archive of Articles

Apxwe cTaTed |
1
CyberHack.RU - xakepbl, BE2A0M, Z31ATa, NPOrpaMMAPOEaIHRS, ROCOAHUKE, XanAea, codT, nporm: Boe craton |
CraTon KoMmenTapam npnp-:j'eun Bannoi HOata Oedcrann
= 3aXBaTa naMMmepcknx kaHanos Ha IRC 0 10 ) 2005-02-17 i B
- Hosocmu: Xarep - Gau! 1 20 5 2005-03-16 I 0
- XanABHLIH WHET 1 59 4.5 2005-03-1z e
= TOP 10 cambix pashiCKMBAEMbIX XaKEPOB B UCTODMK. 2 30 4.66 2005-03-13 I B
= COBETHI HAYWHAOWUM XaKepam. b 43 ] 2005-02-12 i @
= MmaBHoe B Qene - KOHCNWpaLUWA 1 21 5 2005-02-10 e B
= Camble 3HaAMEHHTHIE KOMNLITEPHLIE BUPYCh 0 19 1] 2005-03-10 | 0
= ¥YTOHAEM KPECHELIE 8CH. 9 g9 5 2005-03-09 e =
= ¥yumM nonb3oeaTeCcA Brutus AETZ 0 56 4 2005-03-07 e
= BecnnaTHul IHTEpHET 0 53 0 2005-02-05 I B
- Banom nposaigepa 0 51 S  2005-03-04 I B
= Widows XP cneuywansHo 0 200 3.5 2005-02-27 = B
- Kak sanwcaTb Ha Goneaqky Gonoie 7TO0mME 0 85 4.22 2005-02-27 e
= HoBulit GE30MECHLIH WHTEPHET-NPOTOKON 0 30 5 2005-02-22 | T [
= Cembg Canfuun coenana B ugrendere B0 Moy 0on0anoe, 0 20 J 2003-02-21




3arpy3ku: Downloads

- JawmuTa

- BE30NAacHOCTL ura . | |
B ASHHOW KSTEropWKM HEXoOAATCA fanel, | |

WndpoBwMEN ASHHBIX & |

and etc He0LXOdMMBl2e 4NA F3lWKMTe AaHHBIX OT |
HaHKepCEHX aTak. |
= luTeparypa Mowce

= E-miail B ASHHOW KETEMOpWKM HEXOAATCA KHAMKM Mo

BomBepel, cnaMMeps! 1 MNPorpEMMHUPOEEHMKD WM X3 Y. [ OoGasute | Hoewe | NonynApHoie | Nyywwe ]

MHOMD MONeIHOM. MporpamMuposadne, Xakepckan

NUTEPETYpE, XyOLHECTEEHHAA HaHTacTHES

iy —— Be3onacHocTb: Security

Paznu4Hele NporpaMMel - HamapexHwe
ANA FEHEpaUMK W B ASHHOW KaropMi HaxXoARTCA MpOrpaMMbl, napﬂnm PESSWDrdS
noaBopa naponei ot HeobxoaWMele XaKepy ANA HanagsHUA.

PasHOrD coga [Tpoyee: Miscellaneous
;l-IESHHEH:i KETEropHH = MporpamMupoEaHne TpUHHbI Trﬂjans

HaxoaATCA akn.l, B asHHOM pazaens HaxXOAATCA pacy okl AnA 3 2 D f
HeobxoguMele anA NPorpaMMUPoOEEHKA PRIAMYHOrD codTa. ﬂl.U.HTﬂ . E E'n SE
ZIWMTEI, YroHa ACEKN. KomnunaTopel, KoMOOHEHTH, FcxXogHWER

E S S llutepartypa: Literature
- Mposee HanapeHue: Attack

B AaHHOW HaTeropuM = CKaHepbl
HaxogaTcA dakine, B A3HHOW KaTEropuKM HaXOATCA CCLIAKW HA I_Ip p p <
KOTODLIE HE BOWAW B pE2AMYHBIE CKaHeps [ceTeroi orpaMMnpoBaHHuE.

E?Z?the pazasnsi BezonacHocTy, P, noproe 1 np.) Prﬂgrﬂmming
CKaHepbl:

= TpoAHLI 1

BackDoor s ;I:;?-?;H HO ANA HOHUMHOrD NPUCYTCTEMA
CaMule NonynApHLIS & MheTe. st s SEEH HETS

TPORAHEI




Top Ten Downloads

10 cambie Farpyx»aeMoie ann o

= 1: Retina The Network Security Scanner 5.0.15 (Kateropwa: Hanaaenwe) - (294 paz ckavaHo)
= 2: NetBus (Kateropua: Tpoadw v BackDoor ' w) - (189 paz ckavano)

= 3: Anonymity 4 Proxy (Kateropua: Proxy) - (159 paz ckavaHo)

= 4: 007 Spy Software (Kateropua: TposadHe 1 BackDoor wl) - (144 paz ckavaHo)

= 5: 5TC 4.0 (Kateropua: HanageHne) - (140 paz ckavyaHo)

» Advanced ICQ IP Sniffer (Kateropua: ICQ) - (106 paz ckavyaHo)

» Cp-finall (Kateropua: ICQ) - (100 paz ckavyaHo)

» OTomcTu Nlamepy ¥.1.3 (Kateropua: E-mail) - (89 paz ckavaHo)

» ICQ PAGER (Kateropwa: ICQ) - (88 paz ckavaHo)

= 10: CrazyPostman (Kateropua: Hanaaenwe) - (78 paz ckavaHo)

[ ]
W 0O = M

The only tool above (same name) currently on the
www.insecure.orqg Top 75 Network Security Tools
IS the Retina Scanner, at #21 on 3/20/2005.




Discussion Forums

PopymM

How to hack?

Banom CeTeBLIX pECYPCOB
@l fropyM HE TEMY BINOME CETEBLIX pecypCoB &0
MnananaTnna hnind. =im. Bondn. MonenaTnnel. ANMEHUCTIETINH

How to defend?

3awwTa CETEBLIX PECYPCOE
MM HA TR 2ANIATR CETER R MRS Frrme ke

i Social Engineering

m Mnuradus NrRSmne Fn IM-_-II'IIH.HI"I-J HHWAHAMAA 43T NAUHAN ANRITA MOWaTs

hreaking

A naHHnm thonwvme nnennarastea obovnume nabomy oo cnencTRAMIA
L]

Programming

TemMbl

Kak Bsnomats?

Kak sammTATh?
CouymanbHan HHEEHEDWA
DpHEMHT

MporpaMmMHpoBEaHNE

Delphi

A =T l'hl'ln'\l'MFI- nrEnnArAaATTa I'I-H.I"\J'IM'FIFI-HMFI- AAAnGEnR CROTAHHRMNY T

-
OnepaunoHHbIE CHCTEMEI O pe rati ng Syste mS

*mix
B nadHom thonwvMe nnennarasTea ooy nume Fniv cuermeMa A
L
ovaronss Off Topic
He B Temy

Bce neseble coobuweHua {EE‘J’IH NOYEeETCH OCTaBWThL, HO HE 3HaelWb F.EI.E'.j MOMHOD

.« Contact Info

Mpegno:eHUA No PacuMpeHND

B naHHoM d}upvne Bebnacrepa nopTana BeICAYWAKT BAWK NPEONOXEHWA NO
pacilMpEHWK caidTa, Nubo No W3MEHEHWHD Bro Da3Aenos W CTOVETYDbI.

People: White/Black Llsts

White list
m MrnRArREHH RS ELI KT MO HA nnRsnaTkl i

Trinkets: Buy and Sell

DBpaTHan CBA3b

People

OdennuEn

o Msnnazs
i

Coobuwenna MocnegHee coobujenne

477

0

40

B3

Mu Map 21, 2005 5:49 am
Cherviak &

Bc Map 20, 2005 10:20 pm

Mu Man 21. 2005 2:11 am

Bc Map 20. 2005 2:04 am

Ar Man 20. 2005 1:329 am

My Map 21, 2005 1:326 am

Mu Map 21, 2005 6:23 am
wvirik

Mu Map 07, 2005 6:328 pm
vurik W

HaT renfiiauai




Xakepckue YTUnuThbl

CraHep TCP-nopToe
*Xocr (bez http://wwaw.) nan IP: cyberhack ru |*Or: 8D *No: 80
CrasnpoEaTE

PeroMeHAYSTCA CKEHWPOESTE TONEKD 04WH Kakoh-nvbo nopr (21,25,80,110 v np.). MHa4e ckaHuposaHKe

: _ Port: 80 Open
Results for St S a Service: HTTP

PesyneTatel ckaduposadwa: kremlin.ru ¢ 80 ao 80 nopra.

krem | i n . ru : Mopt: 80 oTkpeiT. | Cepewc | HTTP.

Crapwwia 6paT Bcerga cmoTpuT 2a toboil, He 2abueait 37o ;)

CraHnpoBaTh EWe

AHoHWMHEA oTnpaexa E-Mail

DNS - wHdopmep

Aomen (Gez 30Hh|):| cyberhack

ELTEH | .

. ZaHAT A1 goMaeH?

IP-aapec: | 62 85 252 68 |

. Komy npuHaanexuT IP-aapec?
B = CrpaHa: | Poccun |
® awoi 1P v noMeHa? |,JJ,GMEH (c zonoR): | cyberhack.ru |
. Kakol aomen y IP? | IP-agpec: | 68285 252 68 |

OmnpaewsTe DNS zanpoc

Mony4arens | |

OTnpa BHTEﬂb| |

Tema nucema | |

CoobuweaHne

Hacker Tools:
TCP Port Scanner
Anonymous E-mail
DNS Informer

“Big brother is always watching over you, don'’t forget ;) ﬁ E gL
_



Administrators and Contact

O npoexre Cyberhack.RU

[aHHLIA NpoeKkT CO3AaH C USnLD COAaHMA SAMHOND XaKepoKoro noprana, cbopa wHdopMaumMK No BznoMam,
MporpaMMUMpoEaHWIG, HOBOCTAM Xaka, 3 Takke and obweanHeHuna xakepoe MHTepHeTa - ofecneyeHna vx ezanMHoro
zHakoMcTEa, obweHwnA, obmena codTom, pazpaboTkamn v wHpopmauren. Ecnk Bal obnagaerte sHaHWAMK B 43HHON
oBnacTi, NpUCoeAMHARTECE K Haweny npoekTy. Ana 3Toro Bam HeobxoguMo zaperncTpUpoBESTECA M NOANWCAETECA HE

PACCRINKY HAWKX HOBOCTER. B 3ToM cny4ae Bel Bceraa ByaeTe MMETe AOCTYN K CAMON CEEMEN WHEODMaLKWK K
MPorpaMMaM No X3 KepcTeyY.

OpraHMzarTopsl NopTana:

AgMHUHWCTRaETOR AnMUHWUCTRETOR

noptana HolLoD: ? noptana Dark: ?

E-Mail ; E-Mail :

holodi@cyberhack.ru e darki@cyberhack.ru e
MWYHOCTE NMAYHOCTE

T S Administrators:

4 3AMHUHWCTRaTORS

) i i S i s holod@cyberhack.ru

| 3a nocnegHwe CYTEWM TEPErucCTPUpPOEaHO 9 NnonszoBaTEnel

e dark@cyberhack.ru

101 craten

101 dafnos

27 cChinoK

219 coobweHnit Ha dopyme

2 onpocoe

80 KOMMESHTIPHWEE K CTATEAM, CChINKaM, OnpocaM, dannam




« [locTaenTb aamaﬂmz » « ChenaTb CTapTOBOW »
'REA CE0BDING. N ET
FRAMMUPOEA EX.

« MopyMbl » « CTaTen » « HoBocTu » « Cceinku » « Maiinbl » « Realcoding IRC » « Mouck » « Bonpockl oTBETHI
» <« Kapta caiita »
[ naBHOE MeH

[naBHasa CTpaHuua Paznensbi

* [naeHas

E-Knurw

* 0O630pbl KHUAT
MNpoekTol

* NMNapTHepol
[ocTeBaa KHura

* KOHTaKThI
Hactpoiku

* O Hac NuWyT
Pexnama Ha cafliTe

.NET

- ADO NET

* Co3faHue oTYETOE

" MoHuMmaHMe SOAP

* Beb cepBUCh

b e Asp.NET

" Visual Basic 7.NET

* .NETFramewark

* Visual C# .NET

" DNS B .NET

* COM KoMNOHEHTHI

" COM+ KOMNOHEHTHI
* Assemblies (cbopku)
" Remoting B .NET

* ASP.NET B npumepax
" Windows Forms

* XML B .NET

* Visual Studio.NET

© XAML

E kY

MocnegHee Ha dopyMe

2 B kakom dopMaTe nydlle CKaHHPOBaTh? > > JNEKTPOHHbIE KHWUMA.
EBooks CkavaTe

o MoacKamKUTE KaK KOHBEPTHYTD ... = Kypunka

a Udp, Buffer Size n noTokH... >> Bonpocel no cetam

o ¥YcranoBka Trial koMnoHeHnTa >> O6wuMe BONpockl

U TMNBLI NepeMedHbIX > > Borland C++ Builder

& Tmemorystream, Timage n Jpeg... >> MyneTuMenua

u Momorute >> PHP

u Mpocwba ko Becem! »> BasapHasa NnNowaib

4 ¥cranoBka Asp.net >> ASP.NET

o Ter Tvna <p></p> yMewLUWA lenaTb OTCTynneHne >> [Ina eeh
MacTepa

MocnegHuWe cTaTeM

& QopMbl NONb30BATENLCKOTO
wHTEpdeica

@ SQL Server 2005: eepcuu,
MWLEH3HW M CTOMMOCTb

& [MporpaMmMHan COpTMPOBKA
DataGrid

& PHP. Mcnons3oBaHue
yoanénHeix/remote dainos

@ XpaHenue XML naHHbix (Storing
XML Data)

MocnenHune dainb

& VBto Converter 1.0

a Instrumentation Model Kit 1.0

@ Oracle9i. MNporpaMMUPOBEHKWE Ha
asbike PL/SQL

& \NET Framework 2.0 SDK Beta 1
x86

a Wrox - Professional C++

MocneaHue HOBOCTH

lNMporpaMMucT 0OBUHAET pAJ KOMMEDPYECKWX KOMIMAHWIA B HapyLIEHWH
GPL

Xapanbg BenbTe, nporpaMMucT, 3aHMMarolMiics paspaboTkoi nporpamm c
OTKPbITEIM KoAoM, 0bBrHAST Motorola u ewlé 12 apyrux KoMnaHWii B
HEAEranbHOM MCNONb30BaHMM Linux. TOYyHes, B TOM, 4TO T€ MCMONB3YIOT
oTKpbiTyo OC c HapyweHuer nuueH3Mu GPL, no KkoTopoil oHa u
pacnpocTpaHaeTcs. MNogpobHee.,

dhopyma

* Delphi,Pascal

* C/C++, cpensl

* WEB dev * Java
* VB, VBscript

* DirectX, OpenGL
* Assembler

* .NET Framework
* ANropUTMBI

* OC (Win, Unix)

* MHTEepHeT, cen

* NuzaiH U rpaduka
* Pazroeopbl

* CepTudurauma

* PowerBuilder

* Microsoft Office
* Meneso

Codr
* PacnpocrpaHeHue
* KomnunaTtopel
* YNakoBLMKH
- profilers & testers
* PepakTopsl Kofa
* Peectp
* JekomMnunaTopsbl
* addons, experts
* Co3paHue cnpaBKuM
* Ousaccembnepsl
* OTnaguymnKK




Free Translation Services

www.word2word.com

www.google.com/language tools
— non-Euro: Japanese, Korean, Chinese

www.babelfish.altavista.com
— up to 150 words or a webpage

www.translate.ru (Russian site)
www.freetranslation.com
www.translation2.paralink.com

www.foreignword.com/Tools/transnow.htm
— 1600 language pairs




Commercial Translation Software

« www.lingvo.ru (Russian site)
 www.worldlingo.com
e www.lranexp.com

« www.babylon.com
— free trial version download

« www.allvirtualware.com
e WWW.Systransoft.com

 www.languageweaver.com
— several prestigious awards




Software and Translation

* Natural Language Processing (NLP): the subfield of
artificial intelligence and linguistics that studies the
processing of NL (English, Dutch, Russian, etc)

— Devoted to making computers "understand” human languages

* Machine translation (MT): computer translation of texts
from one natural language to another
— Considers grammatical structure
— Renders up to 80% accuracy
— Draft-quality, not for literature or legal texts
— Humans still need to pre- and post-edit (proof-read)
— Goal is no human intervention

Cm
B | |




Translation Software at Work 1

Smashing The Stack For Fun And Profit
by Aleph One
aleph1@underground.org

“'smash the stack [C programming] n. On many C
Implementations it is possible to corrupt the execution stack by
writing past the end of an array declared auto in a routine. Code
that does this is said to smash the stack, and can cause return
from the routine to jump to a random address. This can produce
some of the most insidious data-dependent bugs known to
mankind. Variants include trash the stack, scribble the stack,
mangle the stack; the term mung the stack is not used, as this is
never done intentionally. See spam; see also alias bug, fandango
on core, memory leak, precedence lossage, overrun screw. ’-

I m
N |




Translation Software at Work 2

Jomare Cror Jlng Llorexu U [podmra:
AJCTIO ONHEM,
smash "~ aleph1@underground.org. stack’

[ o pporpammupyd | H. Ha MHOLO BCTABK Y 110 BO3MOKHOCTH
KODDYMIIMPOBATE CTOL HCHIONHEHUS IIVIEM [HCAHUE 32 KOHIIOM
ABTOMOOHIE QORIBICHHOLO ONOKOM B DEXUME. JaKQIHPYHTE ISTasT T0
CKa3aHRBl, YTQ TOMAST CTOL, H MOXKET IDUUMHUTE BO3BRAIISHUE OT
DEEUMA K CKaUKS K CIVYAHHO aanecy. 210 MOXKET UIDOUIBECTH
3HaHHEX K mankind. BapuadTr! BRIAKT TOTAHE ¢TOT, scribble cror,
MAHLIER CTOL, TCPMEHA MUNG CTOT HE HCIOTRINBAHA, KaK 270 HUKQLAA
HE CASTAHO MRCAHANEDEHHQ. (M. spam; cM. mallasm
fandango Ha CEPICYHMES, VICUKS TAMATH, |0SSA0€E INCIECTROBAHNA,
BHHTE 33CK0K3. '

Babel Fish Translation




Translation Software at Work 3

To one,
smash ~ aleph1@underground.org. stack

[ ] n. h possible to

the stack of the performance by after
the end of the of that declared by
Code makes this they are said, which breaks stack, and it can
cause return from the regime to the the
address. This can produce some of the most insidious it is given

to mankind. Versions

trash stack, scribble stack, mangle stack; term mung stack it is not
used, as this is never done . See spam; see also
alias bug, fandango on the core, the leakage of memory, loss €
precedence, the

W
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Russified Software
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Crossing International Borders
1in Cyberspace




Four T Plan

Tribes
— Anthropological: history, culture, law

Terrain

— Infrastructure: publications, traceroutes
Techniques

— Hacker sites, groups, news, malware

Translation
— Leveling the playing field
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Rostelecom

¥porens passHTHA HurepHeTa

O =rpeszsrsafiog HepazesT

VPV TIELS FITUEDS LTS P HE T- e HTP R Poccrot

= MATHCTPATGHED: JTEHEE CEAH Pocremayona




Russian Telecommunications

Internet country codes: .ru, .su
Internet hosts: 600,000, Users: 6 million

Telephones: 35.5 mil, Cell: 17.5 mil

— digital trunk lines: Saint Petersburg to Khabarovsk,
Moscow to Novorossiysk

International connections:
— three undersea fiber-optic cables
— 50,000 digital call switches

— satellite: Intelsat, Intersputnik, Eutelsat, Inmarsat,
Orbita

— International Country Code: 7 éﬁ?



PYHET

RUNET, or Russian Net
Russian cyberspace
Everything Russian AND Internet

All online content generated in Russian inside
Russia

Aimed at Russian community worldwide

Includes not just the hackers, but the ‘stupid
users’ as well: yanHuk and oneHb (donkey)

¢
B i



Internet Usage In Russia

Distribution of the total number of Internet users by the regions




Internet Usage by Country

Percentage of Internet users in the following countries, Number of Internet users in the following countries, millions
% of population




Rostelecom
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Golden Telecom

GOLDEN TELECOM NETWORK TOPOLOGY CIS
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Learning to Fish: Traceroutes

* Maps the routes data travels across networks

» Gives physical locations of Web servers and routers
* Possible to plot these on a map

« Determines connectivity and efficiency of data flow
* Possible to determine who owns the network

* Possible to trace unwanted activity like spam

« Can help in finding contact information

« Can report type of remote computer running



racerouting Russia

Report for www.kremlin.ru [194.226.82.50]

Lithuania

Belarus

*Lublin

Ukraine




TraceReport.bat

tracert 303.shkola.spb.ru >tracerpt.txt
tracert acorn-sb.narod.ru >>tracerpt.txt
tracert adcom.net.ru >>tracerpt.txt
tracert admin.smolensk.ru >>tracerpt.txt
tracert agentvolk.narod.ru >>tracerpt.txt
tracert alfatelex.tver.ru >>tracerpt.txt
tracert anarchy1.narod.ru >>tracerpt.txt



Traceroute Map of Russia
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12.123.3.x att.net New York > 193.10.68.x nordu.net Stockholm, Sweden > 193.10.252.x
RUN.net Moscow, Russia > 193.232.80.x spb-gw.runnet.ru Federal Center for University
Network > 194.106.194.x univ.kern.ru Kaliningrad, Russia (Kaliningrad State University)
62.84.193.x Sweden SE-COLT-PROVIDER > 217.150.40.x transtelecom.net Russia >
213.24.60.x artelecom.ru Russia > 80.82.177.x dvinaland.atnet.ru Arkhangelsk, Russia >
80.82.178.x www.dvinaland.ru Arkhangelsk, Russia

213.248.101.x telia.net Telia International Carrier > 217.106.5.x RTComm.RU Russia >
195.72.224 .x sakhalin.ru Sakhalin, Russia, UBTS, Yuzhno-Sakhalinsk > 195.72.226.x
www.adm.sakhalin.ru Sakhalin, Russia (Regional Admin of Sakhalin Island and Kuril's)



Major Russian |IP ranges

193 .124 .0 .0 —193 .124 .0 .255 EUnet/RELCOM; Moscow

193 .125.0.0 — 193 .125 .0 .255 Novosibirsk State Tecnical University

193 .233 .0.0 — 193 .233 .0 .255 FREEnNnet NetworkOperations Center

194 .67 .0.0 —-194 .67 .0.255 Sovam Teleport; Moscow, Russia
195.161.0.0 —195.161 .0 .255 Rostelecom/Internet Center

195 .209 .0 .0 — 195 .209 .15 .255 Russian Backbone Net

195.54.0.0 —195.54.0.255 Chelyabinsk Ctr Scientific and Tech Info
212 122 .0.0 —-212 .122 1 .255 Vladivostok Long Dist and Int’| Telephone
212 16 .0.0 -212.16.1.255 Moscow State University

212 .41 .0 48 —212 .41 .0 .63 Siberian Institute of Information Tech
212.6.0.0 - 212 .6 .0 .255 WAN and Dial Up interfaces

213 .158 .0 .0 —213 .158 .0 .255 Saint Petersburg Telegraph

213 .221 .0 .80 — 213 .221 .0 .83 SOVINTEL SHH NET, Moscow B
217 114 0.0 —-217 114 1 .255 RU SKYNET é’?‘?



Offensive Russian |IP Ranges

* Bob’s Block List (BBL):

— Spammers: mail.ru, ufanet.ru, hotmail.ru,
nsc.ru, id.ru, all banner.relcom.ru

 WWW.Spamcop.net
— no Russian IPs listed!

 The Spamhaus Project




Russian Government Portal

ODPULIMATIbHASA
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www.kremlin.ru

) Npeangent Poccum - Mozilla Firefox

File Edit View

‘Ceronsa weTeepr, 3 thespanm | Nonck | KapTa caitta | English version

President of Russia - Mozilla Firefox
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Russian Cyber Crime Office

L (BERNETIC FPOLicE

HabGepute Homep TenecoHa !

Understanding C. Crime nu.umcmmus  Information Protecti JREIE
ANnthol oJe ) M P ‘ /T npopaamtsas e wecbopmaL

Information SecurityililsUEHE]

Beé 0 KOMMNLWOTEPHLIX NPaABOHAPYIWMTENAX Y . - CHoTema 3aWKTEI HHgOpMaLwM B Pocouu
(ofe]33] o]0 -1y Criminals

Noppazaenedua no Gopube ¢ HOMNLK-
TEPHLIMM NPECTYNNeHUAMKH B Poccuu

C. CrimeldilI&S

OHATME M HA3HAYEHHE ™

DDDDDDDD

Li b rary Bubnuotaka nyGnm A

(L) CyberCop, 200

“Cybernetic Police”: http://www.cyberpol.ru/
cybercop@cyberpol.ru

ﬂ;’ﬁ@




Knbepnonuuun: Cybernetic Police

CHCTEMA 3AINIATHI HH@OPMAIIHH B POCCHH

3To OpraHN30BaHKaA COBOKYMHOCTb CNELNanbHbIX 3aKOHOAATENbHbIX U MHBIX HOPMaTHBHbIX
aKTOB, OPraHoB, cnyx6, MeToA0B, MEPONPHATHI W cpeacTs, o6ecneynBaoWnX 6e3o0nacHOCTb
MHhOPMAaLNKN OT BHYTPEHHHUX W BHELHMX YTpo3

Principles
Objectives e

SALLUNTHI

MPUHLMMbI
3ALMTBI

MATEPVANbHBIE|  / CYBLEKTBI
HOCUTENN / AT

WA  Subjects

CPEACTBA
SALNTDI

Directions



Official Russian Designations

CEEFBAHR
OCCHH

$DPIKEPEI KP3KEPHI
AKaprossslii c1oBaps AKaprosserii c1oBaps “Kaprosnslii c10Baph

Kapaepsbl (0T aHrnunckoro crioea "card") - nuMua, cneunanmsnpyrowmecs Ha
HEe3aKOHHOM OeATEeNbHOCTN B cdpepe obopoTa NacTUKOBbLIX KapT - OOKYMEHTOB
Ha MalMHHOM HOCUTENE U UX SNEKTPOHHbIX PEKBU3UTOB.

dpakepbl (0T aHrnuinckoro cnoea "phreacker”) - nuua, cneunanusnpyroLuecs
Ha COBepLUEHUN NPECTYNNeHnin B 0bnacTtn anekTpocBs3n C UCNONb30BaHMEM
KOH(PMAEHUMaNbHON KOMNbIOTEPHON HGOPMaLNK U cneyuanbHbIX TEXHUYECKMX
cpencTB paspaboTaHHbIX (NpUcnocobneHHbIX, 3anporpaMMmMpoOBaHHbIX) ANS
HEernacHoro noslydeHns nHopmMaunm ¢ TEXHUYECKUX KaHanos

Kp3kKepbl (OT aHrnuickoro crnosa "cracker") - nuua, saHUMarLLUecs
"BanomomM" (Mogudcukaumen, 6NokKMpoBaHUEM, YHUHTOXEHUEM)
NPorpaMMHO - annapaTHbIX CPeacTB 3alMTbl KOMMNbOTEPHOWN
MHOPMaLUK, OXPaHAEMbIX 3aKOHOM




C. Crime: Statistics to 1982!

AJTBHAS CTATHCTHRA KOMIBIOTEPHBIX NPECTVILIEHHI,
COBEPHIEHHBLIX B POCCHHCKOM DEIEP:

(o mamsema THIT ME T Poccion)

AHTOJIOTHA KOMIBIOTEPHBIX IPECTVILTEHHIT,
COBEPIIEHHLIX B POCCHICKON ®EIEPAITNA




Russian Cyber Crime Fighter

©.1.0.: Bexors Buxaamii bopuconng
YHcHAT CICTCHE U 3BAHNS. KAaHINIAT IPUINECCKIX HAYK, JOUCHT,
TOMIONKOBHIK MUJTHILIY.

Meeto pabozer: Bonrorpanckas Axanemud MBJI Poccnu, hakyneIeT
HOBRIIEHUA KBanubukammy, kadenpa QpraHu3aliy CIeACTBEHHOR Da0QTEI

IPEMERHELX METQIMUCCKIX NPOrpaMM Iad By208 MB/IL, tnaps B yUcOHHUKAX
(cnHcOK QUV.ONHMKQOBAHHELS RA0OT).

E-mail: Vehov@avtle ru
Web: www.cyberpol.ru - aBTop npogkTa




Dialogue with Top Cyber Cop

3npapcTRYHATE, YRaxacme Kenneth Geers!
MoxkeM DaTh CRSOVIOMEE QTRETH Ha Bamy BOIROGEH.
Bonpog: Tlonygany I8 BE B TROINAOM 3aupackl o0 uadopManuy u3-3a pydexa?

Qaper: Ha. Kawaeli nenk 89 noapaznencuil HanuoHampHOro USHIpAIREQLO Qope Uuzepnona Poccun (89
divisions of a National central bureau of Interpol of Russia) oo E-mail nonyuaror u 0padaTeiBaT MHOLQ
TORYUSHEH H 3aTROSOE OT TDARQOXDAHMTISIRHE ODIAHUZALNE CIPAH - YWIeHOB MeEkIyHADOAHON QDTaEMAIHY
YEouorHQ# nommmy Interpol.

Bonpog: YTo MeITasT VAVUINSHME) MSKIVHAROMHOLO COTRYANISCTRA?

Bonpos: Bl ayMacte ORIQ-0B1 TRYAHN HAUTH QOY TOUBY STO0K NQASTHTRCS HHbDOPMAIHEH?

Qrrer: 110 MEKAYVHADOIHEIM COLTANSHMAM MBI 063 0c00RX TPoOTeM QOMEHUBASMECA DAZBSIRIBA

uEOH uEdopMaIHSH O TPSCIVIICHEAR U IDAROHADYIISHUAX CO CUSHHANREBIMY CHYEOAMU Eaaz;txﬁm
TOCYIAARCTER. Bmwmwm@m CEMUHAPE 1 KOHMSDSHIMY Hallus
COTDYAHBKOE ¢ corpyarukamy FBI (USA).

Bomnoc: Ber nymacte 910 00A3HE YISDH HATHOHATRHOLO CYBSDSHUTOTA —HONRLQNOUIMOS HDSHATCTBIS?

Qreer: QOMen uadopManueil Ha OCHOBS TRYXCTODOHHELO WK MHOLOCTOROHHELO JIorosopa (IODHINYECKOLO
aKkTa) He QUACSH Id HAINQHATRHOLO CYBESDEHUTSTA.

CIacuDo 3a BOMROCH. heE pamer BaM moMO9E.
Kenm (1o kaxoi cnelmankHocTH) Br padoTasre?
C yBAKSHUEM,
Buramui Bexop




Heckonbko Bonpocos

K KoMy 4 Mory obpatuTteca no nosoay rapaHtum nHdopmauumn?
To whom should | direct questions on information assurance?
Kakum obpasom s OmKeH A0N0XUTb 0 NoA03pUTENbHbIX AEUCTBUAX B CETU?
How should | send you suspicious network information?
3T10 npeacrtasngetT yrpody Windows/Linux/Solaris?
Does this pose a threat to Windows/Linux/Solaris?
Korga nocnegHun pas Bbl caenanu aynnukaTtbl CBOMX OAHHbIX?
When is the last time you backed up your data?
Bbl cMOXeTe HapucoBaTbh MHe AuarpammMy/KapTy Ballen ceTu?
Can you draw me a diagram of your network?
Bbl gymaeTe uTo aTa yrpo3a Obinia HanpaeneHa fIMYHO NPOTUB MEHA?

Do you think this threat was directed at me personally?




Knbepnonuuunu: Regional Offices
http://ndki.narod.ru/links/MVD onlit

Pecnybnuku:
Otoen "P" MBI Pecnybnukun NopHeiid AnTtani: Allay Otgen "P" YB[ Kuposckoun obnactu: Koy
Otmen "K" MB[J Pecnybnuku Mopgoeusa: Mordoviva  Otaen "K" YB]] Koctpomckoii obnactu: Kosiroma

MBL Pecny6nuku TatapcTaH: Jatarsian Otagen "K" YB[ Nluneukont obnacTu: Lipgisk

Otoen "K" MB[ Pecnybnukn YyBawwua: Chuvashiva Otgen "K" I'YB[ Huxkeropoackoi obnactu: Nizhniy
Kpas: OTtgen "P" YB Hosropogckon obnactu: Novaorad
OTtpen "K" YCTM I'YB[ AnTaiickoro kpas: Alfay Otaen "K" YB/[] OpeHbyprckoin obnactu: Qrenhirg
Otoen "K" I'YB[ KpacHogapckoro kpas: Krasnovarsk OTgen "K" I'YB[l Camapckon obnactn: Samara
Otpen "K" YB[ MNpumopckoro kpasa: Primorskiy Otpen "P" YB][] Tambosckon obnactu: Jamboy
Otnen "K" YB][l Ctaspononbckoro kpas: Stavropol’ OTtpen "P" YB[l Tyneckow obnactu: J1la

ObnacTu: Otgen "P" YB[ YneaHoeckon obnactu: Ul vanovsk
OTpen "K" YB]l ApxaHrensckoit obnactu: Arkhangelsk Otaen "K" YB[ YuTtuHckoi obnactu: C:hifa

Otpen "P" YB[ Bnagumupckon obnactu: Viadimir ABTOHOMHbIE OKpyra:

Y®CB Poccuun no BopoHesxkckoi obnactu: Voranezh  Otaen "K" YB[ XaHnThl-MaHcuickoro AO: Khanty-Mansi



International Law Enforcement

Links at Cyber Criminals Most Wanted
Website (www.ccmostwanted.com) for 67
countries (* = cybercrime laws in place):

Andorra, Argentina*, Australia®, Austria®,
Belgium*, Brazil*, Brunei, Canada*, Chile*,
China*, Czech Republic*, Denmark®, Fiji,
Finland*, France*, Georgia, Germany*,
Greece*, Guam, Hong Kong, Hungary*,
Iceland®, India*, Indonesia, Iran, Ireland?,
Israel®, Italy*, Jamaica, Japan®*, Jordan, Korea
- North*, Korea - South*, Latvia*, Lebanon,
Liechtenstein, Luxembourg®, Malaysia*,
Malta*, Mexico*, Netherlands®, Nigeria, New
Zealand*, Norway*, Pakistan, Peru,
Philippines®, Poland*, Portugal*, Puerto Rico,
Russia*, Singapore*, Scotland, Slovenia,
South Africa*, Spain*, Sweden*, Switzerland®,
Taiwan, Thailand, Trinidad, Turkey*, Uganda,
Ukraine, United Kingdom*, United States”,
Uruguay, Yugoslavia

Links to UK websites include:

Child Pornography
Consumer Protection
Cramming

Cyber Rights & Civil Liberties
Financial Services Authority
Harmful or illegal website content
Internet Police

Internet Watch Foundation

Missing Kids

National Crime Squad

Specialist Crime OCU Fraud Squad
National Criminal Intelligence Service
National High-Tech Crime Unit
Nigerian Scams

Pedophile Activity - Newsgroup
Pedophile Activity - Website
Pyramid Schemes

Serious Fraud Office

Victim Support

@ﬁ@
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rojan.PSW.HackPass, A-311 Death, Backdoor. Hackdoor b, Backdoor.Haxdoor for pdx32.sys,

3ackdoor.Haxdoor.e, BackI et == S "‘['ln32 .Fidar.10, BackDoor-
Jownloader-CF trojan, Tro 2ssenger, BolsheVIK's Se
/1, Secret Messager, Antil RUSSIan Malwa re por.Antilam, Dialer.DQ [P«
[rojan.PSW.AILight.10.a, Trojan.PSW.AILight.10.b), Trojan.PSW.AILight.11.d, Trojan.PSW.AILi¢
rojan.PSW.AILight.21, AntiLamer Backdoor, Backdoor.Antilam.11, Backdoor.Antilam.12.a, Bacl
\ntilam.12.b, Backdoor.Antilam.14.a, Backdoor.Antilam.14.c, Backdoor.Antilam.20.a, Backdoor..
3ackdoor.Antilam.20.k, Backdoor.Antilam.20.m, Backdoor.Antilam.g1, BackDoor-AED trojan, PV
rojan, Barrio, Barrio Trojan, Trojan.PSW.Barrio.305, Trojan.PSW.Barrio.306, Trojan.PSW.Barria
[rojan.PSW.Barrio.50, EPS E-Mail Password Sender, Trojan.PSW.Eps.109, Trojan.PSW.Eps.1¢
[rojan.PSW.Eps.161, Trojan.PSW.Eps.165, Trojan.PSW.Eps.166, M2 Trojan, jan.Win32.M2.14
°SW.Hooker.g, Trojan.PSW.M2.14, Trojan.PSW.M2.145, Trojan.PSW.M2.148, Trojan.PSW.M2.
[rojan.PSW.M2.16, Zalivator, Backdoor.Zalivator.12, Backdoor.Zalivator.13, Backdoor.Zalivator.
3ackdoor.Zalivator.142, Naebi, AntiLamer Toolkit Pro 2.36, Trojan.PSW.Coced.236, Trojan.PSWV
[rojan.PSW.Coced.236.d, Trojan.PSW.Coced.238, Trojan.PSW.Coced.240, Trojan.PSW.Coced
system 2.3, Backdoor.SpySystem.23, Backdoor.SpySystem.23 [Kaspersky], Win32.Lom, [Kaspe
Nin32.Lom for server, Backdoor.Agobot, Backdoor.Agobot [Kaspersky], Backdoor.Agobot.cr [Ka
3ackdoor.Agobot.gen [Kaspersky], Backdoor.Agobot.ik [Kaspersky], MS03-026 Exploit.Trojan [C
\ssociates], W32.HLLW.Gaobot.gen [Symantec], W32/Gaobot.worm.gen [McAfee], Win32.Agok
Computer Associates], Win32.Agobot.NO [Computer Associates], Win32/Agobot.3.GG trojan [E
Nin32/Agobot.3.LO trojan [Eset], Win32/Agobot.IK trojan [Eset], Win32/Agobot.NO.Worm [Comy
\ssociates], Digital Hand, Backdoor.DigitalHand.10, DigitA1 hAnd, Lamers Death, Backdoor.De:
Death.22, Backdoor.Death.23, Backdoor.Death.24, Backdoor.Death.25.a, Backdoor. REgjk
3ackdoor.Death.25.e, Backdoor.Death.25.f, Backdoor.Death.25.g, Backdoor.Death.25%B8
Death.25.k, Backdoor.Death.26, Backdoor.Death.26.c, Backdoor.Death.26.d, Backdoor B&ath.2
3ackdoor.Death.26.f, Backdoor.Death.27.a. Backdoor.Death.27.b, Backdoor.Death.27.c, Backdc




Kaspersky Labs

Highly respected anti-virus lab
15+ years anti-virus and spyware R&D

Accuracy and frequency of updates (hourly!) well-
regarded

Former Soviet military researcher

Say “criminal elements” now responsible for 90%
of malicious code

Says more cyber crime from Brazil than Russia...
The most hated man by Russian hackers...
Connections to law enforcement? i\&&



www.antispam.ru

ANTISPAM.RU

"Reading Email Headers" |
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www.samspade.org WMHTepeCHaA cid

0 oHTCnom A

cyberpolice.ru
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Y CEpEEpA BC

3TON TEMATHKE
www.nospam.spb.ru Cnam e Pocouu
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www.jmls.edu/cyber/cases/spam.html CyoefHble OeNa NPOTHE C
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www.ezhe.comfses/index. html




English-Russian Hacker Lexicon

English Pycckuy Pronunciation
account AKKAYHT, aKK account

banner OaHHED banner

blog Oxor blog

browser Opay3ep browser

cash, cache Kell cash

chat gaT chat

domain IIOMEH domain

e-mail : elektronaya pochta
flame flame

host, hosting X0CT, XOCTHHL host, hosting

java, javascript Kala, xxadackpuur  zhaba, zhabascript
hacker XaKeP, XIKEP hacker

Internet UHIEPHET internet




English-Russian Hacker Lexicon

English Pronunciation
login logeen
nick neek
patch patch
programme programa, proga
screenshot screenshot
server server
site site
spam spam
tools toolza
user user
WwWarcz Yaarcz

veb

web
Z1p




Local Cyber News

 Reading the local newspapers
— http://www.gazeta.ru
— http://www.lenta.ru
— http://www.kommersant.ru
— http://www.itogi.ru
— http://www.izvestia.ru
— http://www.mn.ru
— http://www.mK.ru

— “...Putin keen to set up IT park...efforts underway
to identify site...potential for much cooperation
with India...”

@ﬁ@



One Word

English, German, Italian, Portuguese,
and Norwegian: Hacker

Russian: xakep

Dutch: De computerkrake

Arabic: El Qursan (‘Pirate’)

Hebrew: WZpxn

Chinese: HHp2E2¢

Spanish: pirata informatico

Korean: 3l 7|

Japanese: /> 71—

Greek: ydxep
French: Fouineur, bidouilleur




The International Political Scene




International Law

Currently ill-suited for cybercrime

Internet a borderless medium

— Cannot apply nation-state style borders
Definitions of cybercrime vary

— Likewise the punishments

Extradition of criminals

— Difficult on many levels

Bounty hunting: Microsoft

Tapping fan-base: Half-Life 2



Extra-Territoriality and Cybercrime

* Impossible to examine all foreign packets

* High level of anonymity on the Web

« Scarcity of good log data (and expertise)
 Digital information can be destroyed quickly
» Evidence should be secured ASAP
 Cultural, linguistic, and political barriers

* Traceback involves time lags



The FBI Sting

2000: FBI learns hackers cracking banks, ISPs,
and other firms in U.S.

Activity traced to Russia

Failed to acquire Russian assistance

Took unilateral action with U.S. search warrant
Invited two Russians to Seattle for interviews
Sniffed keystrokes for usernames/passwords
FBI officials never left their offices in U.S.

First FBI extra-territorial seizure



European Cybercrime Convention

* Global cybercrime task force like Interpol?

* Opposition concerns:
— Civil liberties (abuse of data sharing)
— Poor relations between certain countries
— Big obligations on ISPs
— No cross-border searches, even in hot pursuit
— Need to consult with local officials
— Universal consent (safe havens)



Remote Search and Seizure

Inconsistent with international law?
Reconnaissance often uses universal
media for observation in other countries

— Binoculars, telescopes, surveillance aircraft,
commercial satellites

— personal interviews, mass media

Network recon any different?

— No physical entry

Invasion or picture taking? %ﬁ?



International Law: The Future

Voluntary participants need three things:

* Technological capability

* Legal authority
— Territorial Sovereignty

* Willingness to Cooperate

— Including ability: language, cultural
political barriers

* PRC CERT: One person, and !
he only speaks Chinese?!? éﬁ?



Cracu0o
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