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FOREWORD

The Capstone Concept for Joint Operations predicts
that space and cyberspace will become increasingly
important to joint operations and “will become both a
precursor to and integral part of armed combat in the
land, maritime and air domains.”? How are U.S. mil-
itary operations in the newest domains of space and
cyberspace being integrated with operations in the
traditional domain of land? In this monograph, Mr.
Jetfrey Caton explores various aspects of this question
by examining existing doctrine, operations in multiple
domains, and future operations. His work was com-
pleted before the April 2017 release of the U.S. Army
Field Manual (FM) 3-12, Cyberspace and Electronic War-
fare Operations. He argues that the current state of mil-
itary doctrine in the relatively new domains of space
and cyberspace includes adequate means to support
land-based joint operations. Further, he contends that
knowledge of the nature of these new domains is not
intuitive and understanding their unique characteris-
tics and capabilities is still a challenge for the military
force writ large. To address some of the challenges
facing cross-domain operations, Mr. Caton provides
recommendations in the areas of domain definitions,
command relationships, and military theory. This
monograph should inform the current work of the
Army and Marine Corps in their exploration of the
multi-domain battle concept.

DOUGLAS C. LOVELACE, JR.

Director

Strategic Studies Institute and
U.S. Army War College Press

vii



ENDNOTES - FOREWORD

1. Joint Chiefs of Staff, Capstone Concept for Joint Opera-
tions: Joint Force 2020, Washington, DC: Department of Defense,
September 10, 2012, p. 2.

viii



ABOUT THE AUTHOR

JEFFREY L. CATON is President of Kepler Strate-
gies LLC, Carlisle, Pennsylvania, a veteran-owned
small business specializing in national security, cyber-
space theory, and aerospace technology. He is also
an Intermittent Professor of Program Management
with Defense Acquisition University. From 2007 to
2012, Mr. Caton served on the U.S. Army War College
(USAWCQ) faculty, including Associate Professor of
Cyberspace Operations and Defense Transformation
Chair. Over the past 7 years, he has presented lectures
on cyberspace and space issues related to international
security in the United States, Sweden, the United
Kingdom, Estonia, Kazakhstan, and the Czech Repub-
lic, supporting programs such as the Partnership
for Peace Consortium and the North Atlantic Treaty
Organization Cooperative Cyber Defence Center of
Excellence. His current work includes research on the
nexus of cyberspace, space, and landpower doctrine
issues as part of the External Research Associates Pro-
gram of the Strategic Studies Institute (SSI). Mr. Caton
is also a member of the Editorial Board for Parameters
magazine. He served 28 years in the U.S. Air Force
working in engineering, space operations, joint oper-
ations, and foreign military sales including command
at the squadron and group level. Mr. Caton holds a
bachelor’s degree in chemical engineering from the
University of Virginia, a master’s degree in aeronau-
tical engineering from the Air Force Institute of Tech-
nology, and a master’s degree in strategic studies from
the Air War College.

ix






SUMMARY

Over the last century, the domains of air, space,
and cyberspace have joined the traditional warfighting
domains of land and sea. While the doctrine for land
operations is relatively mature, the doctrine for space
and cyberspace continue to evolve, often in an unstruc-
tured manner. This monograph examines the relation-
ships among these domains and how they apply to
U.S. Army and joint warfighting. It concentrates on
the central question: How are U.S. military operations
in the newest domains of space and cyberspace being
integrated with operations in the traditional domain of
land? This inquiry is divided into three major sections:

* Existing Doctrine: This section explores the
current state of joint and U.S. Army doctrinal
development for each of the domains of land,
space, and cyberspace. The discussion assumes
the reader is familiar with the doctrine of land
operations, and thus it focuses more on the
newer and lesser-known domains of space and
cyberspace.

* Operations in Multiple Domains: This section
explores the concept of cross-domain synergy
and its ability to enhance globally integrated
operations. It also examines the existing pro-
cesses and entities defined in doctrine that
provide expertise and support to joint force
commanders.

* Future Operations: This section explores prob-
able future operating environments as well as
the resulting implications for U.S. Army and
joint force development. It also identifies oper-
ational challenges that cut across all domains.
It includes recommendations for policymakers
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and senior leaders regarding the future devel-
opment and integration of space and cyber-
space doctrine.

The scope of this monograph extends from cur-
rent doctrine toward the anticipated operational envi-
ronment over the next 20 years. Material considered
and presented here is limited to unclassified and open
source information; therefore, any classified discus-
sion must occur via another venue. This monograph
provides cursory summaries and observations of over
a thousand pages of official joint and service docu-
mentation. Thus, it serves as a synopsis with analysis
of the important issues related to joint operations in
land, space, and cyberspace. This information should
allow senior policymakers, decision makers, military
leaders, and their respective staffs to gain common
understanding and professional appreciation for the
wide array of frameworks and concepts as well as their
interconnections. Of course, the reader should always
defer to the full text for details and context.
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THE LAND, SPACE, AND CYBERSPACE NEXUS:
EVOLUTION OF THE OLDEST MILITARY
OPERATIONS IN THE NEWEST MILITARY
DOMAINS

Over the last century, the domains of air, space,
and cyberspace have joined the traditional warfighting
domains of land and sea. While the doctrine for land
operations is relatively mature, the doctrine for space
and cyberspace continue to evolve, often in an unstruc-
tured manner. This monograph examines the relation-
ships among these domains and how they apply to
U.S. Army and joint warfighting. It concentrates on
the central question: How are U.S. military operations
in the newest domains of space and cyberspace being
integrated with operations in the traditional domain of
land? This inquiry is divided into three major sections:
examination of existing doctrine in the three domains;
analysis of operations in multiple domains; and anal-
ysis of the anticipated future joint operating environ-
ment (JOE) and the resulting implications for Army
and joint operations and force development.

EXISTING DOCTRINE

joint doctrine —Fundamental principles that guide
the employment of United States military forces in
coordinated action toward a common objective and
may include terms, tactics, techniques, and procedures
[emphasis added].!

In January 2012, President Barack Obama and Sec-
retary of Defense Leon Panetta endorsed new stra-
tegic guidance for 21st-century defense priorities.
Operations in cyberspace and space were among the
10 mission areas explicitly identified for additional



investment as the guidance asserted: “Modern armed
forces cannot conduct high-tempo, effective operations
without reliable information and communication net-
works and assured access to cyberspace and space.”?

Put simply, doctrine documents the best way to
conduct military operations based on experience of
the past, capabilities of the present, and expectations
of the future. This section explores the current state of
doctrinal development for each of the domains of land,
space, and cyberspace. First, it identifies the founda-
tions for current joint operational doctrine. Next, it
focuses on the domain-specific joint doctrine publica-
tions, and finally, it considers U.S. Army doctrine for
the domains. The discussion assumes the reader is
familiar with the doctrine of land operations, and thus
it focuses more content and details on the newer and
lesser-known domains of space and cyberspace. Let
us begin with a look at the overarching tenets of joint
doctrine.

Joint Doctrine for Operations in Traditional
Domains

Joint operations are military actions conducted by joint
forces and those Service forces employed in specified
command relationships with each other, which of
themselves do not establish joint forces [emphasis in
original].®

Military doctrine has been evolving for centuries.
During most of this time military forces consisted of
armies and navies, but within the last century U.S.
military forces have formally adopted a construct that
added three new domains—air, space, and cyber-
space—to those of land and sea. With the establish-
ment of the Joint Chiefs of Staff following World War II,



doctrine has become increasingly complex to address
coordinated operations in multiple domains that may
include actions from other U.S. Government entities as
well as those of other nations.*

At the top of the current doctrine hierarchy is the
capstone document Joint Publication (JP) 1, Doctrine for
the Armed Forces of the United States, which provides the
theory and foundation for subsequent doctrine publi-
cation.’ Inspired by scholars such as Carl von Clause-
witz and Sun Tzu, JP 1 places joint operations within
the larger context of the nature of war that involves
many potential instruments of national power as well
as introduces the enduring principles of war and joint
functions that are covered in greater detail in capstone
publications.® It also introduces the joint force structure
with dedicated components for land, air, maritime, and
special operations components as well as outlines com-
mand and control (C2) structures and authorities.” As
its title implies, the final chapter of JP 1 addresses joint
force development, which includes the fundamentals
of joint concepts, doctrine, education, and training. It is
interesting to note that in JP 1 cyberspace is not listed
as a domain, but rather as part of the information envi-
ronment. In fact, JP 1 refers to “physical domain(s)”
only three times, and it fails to explicitly identify these
domains in the document.?

The next level in the joint doctrine hierarchy is the
keystone publications that include JP 3-0, Joint Opera-
tions. In addition to describing the fundamentals and
art of joint operations, it devotes a chapter to the six
functions:

grouped together to help JFCs [joint force commanders]
integrate, synchronize, and direct joint operations.
. . . C2, intelligence, fires, movement and maneuver,
protection, and sustainment [emphasis in original].’



JP 3-0 also discusses the nine enduring principles of
war identified in JP 1—objective, offensive, mass,
maneuver, economy of force, unity of command, secu-
rity, surprise, and simplicity — plus the three additional
ones of restraint, perseverance, and legitimacy. Like
JP 1, JP 3-0 lists cyberspace as part of the information
environment rather than in the list of domains, which
it specifies as “air, land, maritime, and space.”* Poten-
tially adding to the confusion in discussing joint oper-
ations is the fact that “domain” is not defined in joint
doctrine.

Doctrine publications comprise the final level of
the joint hierarchy and these include documents that
address the C2 for the joint operations of land, mar-
itime, and air forces.’? These are the most mature
doctrine in terms of compiled experience, and they
each have firm foundations in military theory, such
as those of Clausewitz and Antoine-Henri Jomini for
land; Alfred Thayer Mahan and Julian Stafford Cor-
bett for maritime; and Hugh Trenchard and William
Mitchell for air. Space and cyberspace operations (CO)
each have joint publications as well, but generally lack
the benefit of developed military theory as their foun-
dation and often devolve to technical descriptions of
their operation. Let us now examine how well space
and cyberspace are incorporated into the current doc-
trine for land operations.

Joint Doctrine for Operations in the Land Domain

land domain. The area of the Earth’s surface ending at
the high water mark and overlapping with the maritime
domain in the landward segment of the littorals [emphasis
in original]."®



JP 3-31, Command and Control for Joint Land Opera-
tions is centered on the concept of the joint force land
component commander (JFLCC) as key link between
the JFC and the C2 of joint land operations. Assigning
a JFLCC provides the JFC with “the ability to enhance
synchronization of operations not only between US
ground and component forces, but also with multi-
national land forces [emphasis in original].”** The cur-
rent JP 3-31 (February 2014) identifies five major forms
of land operations that the JFLCC may accomplish:
offensive, defensive, stability, homeland defense, and
defense support to civil authorities. It also discusses
how the six joint functions apply to land operations.
JP 3-31 finishes with three appendices that provide
additional details on the organization and planning of
a JFLCC.»

To tackle complex operational and threat envi-
ronments, JP 3-31 states up front “commanders at
all levels should consider how space, cyberspace,
and EMS [electromagnetic spectrum] capabilities
enhance the effectiveness and execution of joint land
operations.”'* Appendix I of this monograph pro-
vides verbatim excerpts of space- and cyberspace-re-
lated material contained in JP 3-31, but several items
merit discussion here. Space operations can provide
the JFLCC with “ISR [intelligence, surveillance, and
reconnaissance]; missile tracking; launch detection;
environmental monitoring; satellite communications
[SATCOM]; position, navigation, and timing; and nav-
igation warfare.”"” JP 3-31 emphasizes the benefits of
global positioning system (GPS) and satellite imagery
that provide valuable terrain information and person-
nel situational awareness for land-based operations
as well as the communications that “may provide a
critical link in the C2 architecture.”’® It is interesting
to note that the JFLCC may also serve as the space
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coordinating authority (SCA), but would most likely
delegate this responsibility to the senior space officer
on their staff.’ The SCA will be covered in more detail
under space doctrine discussions.

With regard to CO, JP 3-31 asserts that many
advances in joint land operations “have been realized
through the use of cyberspace and the electromagnetic
spectrum (EMS), which has enabled the US military
and allies to communicate and reach across geographic
and geopolitical boundaries.”® The JP advises the
JFLCC to fully integrate CO capabilities into their plans
with the purpose to “conduct CO to retain freedom of
maneuver in cyberspace, accomplish objectives, deny
freedom of action to adversaries, and enable other
operational activities.”* The C2 for such CO is accom-
plished via the JFC’s Joint Cyberspace Center (JCC),
which should include a JFLCC representative. In its
chapter on operations, JP 3-31 explicitly distinguishes
between CO, information operations (IO), and com-
munications synchronization.

The inclusion of space and CO into JFLCC doctrine
thus far appears to be appropriate, especially consid-
ering how recent the joint doctrine was introduced for
cyberspace (12 months prior) and updated for space
(8 months prior). The JFLCC notional headquarters
includes both space and cyberspace sections aligned
under the J-33 current operations. Also, the notional
jointland operation plan explicitly includes these capa-
bilities in its annexes —appendix 16 to annex C (Oper-
ations) covers CO; annex K (Communication Systems)
includes cyberspace defense; and annex N focuses
on space operations. Finally, a cursory review of the
current doctrine for the joint force air and maritime
component commanders (joint force air component
commander via JP 3-30 and joint force maritime com-
ponent commander via 3-32) reveals that they contain
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much less detail when compared to JFLCC doctrine
with regard to how space and CO are integrated in the
other traditional domains. The joint doctrine for spe-
cial operations (JP 3-05), which includes details on the
C2 accomplished by the joint force special operations
component commander’s incorporation of space and
CO, is on par with that of JP 3-31.

Joint Doctrine for Operations in the Space Domain

Space is a domain enabling many joint force-essential
capabilities. These capabilities derive from exploitation of
the unique characteristics of space, among which include
a global perspective and lack of overflight restrictions, as
well as the speed and persistence afforded by satellites.?

JP 3-14, Space Operations was first released in August
2002, and it addressed space operations focused on
the combatant command (CCMD) of U.S. Space Com-
mand (USSPACECOM) that was established in 1985.
Ironically, after 17 years of waiting for joint space
doctrine, large portions of JP 3-14 were obsolete only
months later when USSPACECOM was disestablished
and its missions moved under the new U.S. Strategic
Command (USSTRATCOM) under changes mandated
by the 2002 Unified Command Plan (UCP).? JP 3-14
was updated in 2009 to reflect the new organization of
space forces under USSTRATCOM and updated to its
current version in May 2013.

Fromthestart, the JP 3-14 portrays space asa domain
to support operations in the terrestrial domains, noting,
“space capabilities have proven to be significant force
multipliers when integrated into military operations
[emphasis added].”* It emphasizes that space capabil-
ities are sought by friendly nations and adversaries as
well as commercial entities, making the space domain
a “congested, contested, and competitive environ-
ment.”% JP 3-14 asserts four unique characteristics of
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the space domain: no geographical boundaries; orbital
mechanics; environmental considerations of space
weather and orbital debris; and EMS dependency.
While it claims “international law does not extend a
nation’s territorial sovereignty up to Earth orbit,” JP
3-14 also includes a section on critical legal consider-
ations regarding obligations to international law for
U.S. space operations.? However, the publication does
not mention the crucial role of the United Nation’s
(UN) International Telecommunication Union (ITU) in
allocating SATCOM orbits and radio spectrum.?”

The current JP 3-14 identifies five joint space mis-
sion areas: space situational awareness (added in this
revision); space force enhancement; space support;
space control; and space force application. The mis-
sion of space force enhancement provides the most
direct benefits to forces in other domains by providing
intelligence, surveillance, and reconnaissance; missile
tracking; launch detection; environmental monitoring;
SATCOM; positioning, navigation, and timing; and
navigation warfare.?® Since the 2002 UCP change, joint
space operations are conducted by USSTRATCOM,
with the bulk of daily activities managed by the Joint
Functional Component Commander for Space (JECC
SPACE), who provides “unity of command and unity
of effort in the unimpeded delivery of joint space capa-
bilities to supported commanders and, when directed,
to deny the benefits of space to adversaries.”” Two
other authorities of interest in JP 3-14 are the designa-
tion of U.S. Cyber Command (USCYBERCOM) as the
supported command for SATCOM and Defense Infor-
mation Systems Agency (DISA) as the only authorized
provider of SATCOM for the Department of Defense
(DoD).*



For joint operations, the space coordinating
authority (SCA) has the responsibility for planning
and integrating space capabilities. The SCA may be
delegated to the JFC for a specific operation who in
turn may designate a component command or other
individual to serve as the SCA.* For land operations,
JP 3-14 states that the U.S. Army integrates space capa-
bilities into their units using space support elements
(SSEs), which coordinate with the SCA.3 All space
operations integration into joint planning includes
the use of Annex N of a standard operational plan to
describe space forces and capabilities relevant to the
specific nature of the plan. JP 3-14 emphasizes that
planners need to grasp the high-demand /low-density
nature of some space capabilities as well as the chal-
lenges of space force augmentation or reconstitution.®

To provide overt connections to the joint tenets,
JP 3-14 includes an overview of the 12 principles of
joint operations from the perspectives of employing
and enabling operations in the space domain, offer-
ing examples but no in-depth discussion.* Finally, to
improve awareness of these limited resources, almost
one-third of JP 3-14 is in the form of appendices that
provide further detail into certain space capabilities as
well as the technical “rocket science” nature of space
operations.®

Although it got off to a slow start, the publication
of joint space doctrine has evolved steadily since its
introduction in 2002. However, there is still no widely
accepted theory for military space operations and no
definition for the space domain codified in joint doc-
trine. Both of these situations will be addressed in
more detail later in this monograph.



Joint Doctrine for Operations in the Cyberspace
Domain

cyberspace. A global domain within the information
environment consisting of the interdependent networks
of information technology infrastructures and resident
data, including the Internet, telecommunications
networks, computer systems, and embedded processors
and controllers [emphasis in original].?

Although military operations in cyberspace have
been occurring for decades, it was not until 2010 that
the DoD publicly codified cyberspace “as relevant a
[man-made] domain for DoD activities as the natu-
rally occurring domains of land, sea, air, and space.”’
In July 2011, this pronouncement was further clari-
fied as the inaugural DoD cyberspace strategy made
its first of five strategic initiatives to “treat cyberspace
as an operational domain to organize, train, and equip
so that DoD can take full advantage of cyberspace’s
potential.”*® This strategy followed 6 months after the
establishment of the initial operational capability of
USCYBERCOM.

Initially released in February 2013 as a secret doc-
ument, JP 3-12, Cyberspace Operations was published in
its current unclassified format as JP 3-12 (R) in October
2014.% The publication establishes a conceptual frame-
work of cyberspace as three layers: a physical network
layer that enables a logical network layer upon which
operations are initiated by entities in the cyber-persona
layer.* The intent of CO is to:

enhance operational effectiveness and leverage various
capabilities from physical domains to create effects, which
may span multiple geographic combatant commanders’
(GCCs') AOR [area of responsibility].*!
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As with space operations, the Commander, U.S. Stra-
tegic Command (CDRUSSTRATCOM), has overall
responsibility for CO, most of which are carried out
by the sub-unified USCYBERCOM. The JP identi-
fies three types of CO missions: offensive CO (OCO),
defensive CO (DCO), and DoD Information Network
(DODIN) operations; it also defines related cyberspace
actions that may be employed to accomplish the CO
missions.* To help clarify these missions and actions,
JP 3-14 (R) discusses in considerable detail how the six
joint functions apply to CO.#

With regard to authorities, roles, and responsibil-
ities, JP 3-12 (R) includes not only the U.S. Code Title
10 duties for joint cyberspace forces, but also poten-
tial support to other U.S. Government departments
for national responses to cyberspace incidents as well
as the protection of critical infrastructure and key
resources (CIKR).** The publication identifies cyber-
space support elements (CSEs) as the deployed units
that integrate USCYBERCOM capabilities to CCMDs.
CSEs help to achieve situational awareness in cyber-
space as well as to develop target lists and synchronize
joint fires in part through their coordination with the
CCMD JCC (see Appendix II of this monograph for
depiction of cyberspace C2 structure).*

Finally, JP 3-12 (R) considers how joint operations
in cyberspace should mesh with joint, interorganiza-
tional, and international planning and coordination.
It makes a crucial caveat regarding the complexity of
cyberspace, noting, “second and higher order effects
in and through cyberspace can be more difficult to
predict, necessitating more branches and sequels in
plans.”* For the integration and synchronization of
joint fires, use of cyberspace capabilities will follow
an existing coordination apparatus, such as working
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groups and prioritized target lists. Importantly, the JP
clarifies that cyberspace capabilities may be not only a
viable option for engaging joint targets, but also may
be the best choice.

Compared to joint space doctrine, the publication
of the first joint cyberspace doctrine came soon after its
designation as a warfighting domain. As with space,
there is no widely accepted theory for military CO
yet, and there remain significant uncertainties regard-
ing how CO relates (or should relate) to IO and EMS
constructs.®

Table 1 summarizes the major missions areas iden-
tified in joint publications for land, space, and CO. It
also indicates whether a joint publication addressed
the joint functions and principle of joint operations.
Given this basic understanding of the key elements of
the joint doctrine for these domains, let us now exam-
ine how U.S. Army doctrine treats them.
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Joint Doctrine and
Missions Specified
Therein

Operational
Principles of War/

Joint Operations

Joint Functions
Addressed?

Domain
Addressed?

[¢]
7]
Z
o

Land JP 3-31 (February 2014) Y
o Offensive operations

e Defensive operations

¢ Stability operations

¢ Homeland defense

o Defense support of civil authorities

Space JP 3-14 (May 2013) No Yes
e Space situational awareness
Space force enhancement
Space support

Space control

Space force application

Cyberspace | JP 3-12 (February 2013) Yes No
¢ 0OCO
¢ DCO
e DODIN operations

Table 1. Comparison of Land, Space, and
Cyberspace Joint Operations Doctrine.”

Army Land Operations Doctrine

Following the establishment of the Army Train-
ing and Doctrine Command (TRADOC), doctrine
for Landpower has evolved from the venerable Field
Manual (FM) 100-5, Operations (1976, 1982, 1986, 1993
versions), to the new designation of FM 3-0, Opera-
tions (2001, 2008 versions), and finally to the current
Army Doctrine Publication (ADP) No. 3-0, Unified
Land Operations.®® Published in October 2011 as part
of the Doctrine 2015 initiative, ADP 3-0 is the latest
evolution of the capstone document that provides a
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common operational concept for U.S. Army forces that
must “operate across the range of military operations,
integrating their actions with joint, interagency, and
multinational partners as part of a larger effort.”>' The
main focus of U.S. Army units in this team effort is
to “seize, retain, and exploit the initiative to gain and
maintain a position of relative advantage in sustained
land operations to create conditions for favorable con-
flict resolution.”*?

ADP 3-0 recognizes that the dynamic operational
environment includes interactions with other domains.
It identifies the foundations of unified land operations
as initiative, decisive action, U.S. Army core compe-
tencies (combined arms maneuver and wide area secu-
rity), and mission command. It also presents the tenets
of unified land operations as flexibility, integration,
lethality, adaptability, depth, and synchronization.
ADP 3-0 discusses six warfighting functions consistent
with those of joint doctrine, except that the U.S. Army
replaces C2 with mission command. A concise doc-
ument by design, ADP 3-0 refers to space and cyber-
space as domains in the operational environment, but
does not include any other specific details with regard
to how the domains affect land operations.*

Army Space Operations Doctrine

In 2006, TRADOC published Pamphlet 525-7-
4, Space Operations Concept Capability Plan (CCP), in
part to “Systematically and deliberately evolve Army
space support operations over time to provide dedi-
cated, responsive theater focused support to opera-
tional and tactical commanders.”>* The CCP stresses
the joint interdependency of military operations, and
asserts that “space operations are inherently joint, and
joint interdependence is essential for the conduct of
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all space operations.”* Pamphlet 525-7-4 identifies the
Army Space and Missile Defense Command/Army
Forces Strategic Command as the Army Service com-
ponent to joint space operations that provides sup-
port for SATCOM, theater missile warning, blue force
tracking, and situational awareness.®® The CCP uses
a detailed operational vignette to demonstrate how
space capabilities would support the Army Modular
Force construct and concludes, “space power must
be viewed in the larger construct of joint operations.
Army space operations depend on the successful Army
and joint transformation and exploitation of the space
domain.”*

The U.S. Army published the first FM 3-14, Space
Support to Army Operations in 2005, which superseded
FM 100-18 (1995) under the older doctrine system.
FM 3-14 was updated in 2010 and again updated in
August 2014 to its current version, Army Space Opera-
tions.”® This latest version added a distribution restric-
tion, therefore its content cannot be discussed in detail
herein.” In general terms, FM 3-14 remains very con-
sistent with the content of JP 3-14, echoing the five joint
mission areas for space. FM 3-14 also discusses how the
foundations and tenets of unified land operations from
ADP 3-0 apply to space operations. It then provides
details regarding how the U.S. Army organizes space
units as well as how SSEs support different U.S. Army
echelons. For practical application, FM 3-14 includes an
appendix that provides a detailed template for Annex
N to joint plans and orders.

U.S. Army Cyberspace Operations (CO) Doctrine

In February 2010, TRADOC released the Cyberspace
Operations Concept Capabilities Plan (Pamphlet 525-7-8),
with its central idea of:
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prevailing in the cyber-electromagnetic contest means
making progress at the same time along three lines of
effort: gaining advantage, protecting that advantage, and
placing adversaries at a disadvantage.®

Pamphlet 525-7-8 emphasizes the interrelated nature
of cyberspace operations (CyberOps or CO), electronic
warfare (EW), and IO, and proposes that the U.S.
Army address these complex notions at three levels: a
psychological contest of wills, a strategic engagement,
and a cyber-electromagnetic contest.”” The Cyber-
space Operations CCP offers a CyberOps framework
comprised of four components: cyber situational
awareness (CyberSA), cyber network operations
(CyNetOps), cyber warfare (CyWar), and cyber sup-
port (CySpt).*? The pamphlet appendices use three
operational vignettes to help identify and propose
many required capabilities for CyberOps. As
intended, the CCP provides the conceptual foun-
dation wupon which subsequent U.S. Army
cyberspace doctrine —FM 3-38 and FM 3-12 —is built.

Published in February 2014, FM 3-38, Cyber Elec-
tromagnetic Activities, is the first attempt by the U.S.
Army to produce an FM focused on integration and
synchronizing of the new concept of cyber electromag-
netic activities (CEMA).® FM 3-38 provides an over-
view of the CEMA concept and the commander’s role
in CEMA operations (see Appendix III of this mono-
graph for a graphic depiction of the CEMA concept). It
then dedicates a chapter to the tactics and procedures
for three areas: CO, EW, and spectrum management
operations. The FM closes with discussion on how
CEMA is planned, integrated, and executed in unified
land operations.

FM 3-38 was released a year after the release of the
classified JP 3-12, and its description of CO are con-
sistent with details of the releasable version of JP 3-12
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(R) that followed 8 months later. The FM echoes the
three-layer depiction of cyberspace (physical, logical,
cyber-persona) as well as the three missions of cyber-
space forces (OCO, DCO, and DODIN) and Cyber-
space Operational Preparation of the Environment
(C-OPE). It also provides details on the interfaces
between CEMA and LandWarNet (the U.S. Army’s
portion of the DODIN) in CO and DODIN planning
and operations.

There are many favorable aspects of the content
in FM 3-38. First, the FM embraces the cross-domain
nature of cyberspace. Next, it explicitly spells out the
soldier’s role in CEMA to help them better “understand
the relationship between cyberspace and the EMS and
maintain the necessary protection measures when
using devices that leverage this relationship between
capabilities.”® The FM presents the CEMA element as
the part of a commander’s staff that “integrates CEMA
into the operations process from theater Army through
brigade”® as well as a CEMA working group to coor-
dinate with internal and external units and centers.*
Finally, FM 3-38 provides a practical and detailed tem-
plate for documenting CEMA as appendix 12 to annex
C (Operations) in a standard joint operations plan or
order.

Attempts to develop U.S. Army cyberspace doctrine
have been in work for years, but the proposed FM 3-12,
Cyberspace and Electronic Warfare Operations had not yet
been published at the conclusion of the research for
this monograph.®” Despite the delay in the completion
of this FM, the U.S. Army is doing well with incorpo-
rating space and cyberspace into traditional land oper-
ations. To apply this information to the education of
its senior leaders, the U.S. Army War College’s Center
for Strategic Leadership released a Strategic Cyber-
space Operations Guide in June 2016.* However, there
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remains much to do as land-based operations adapt to
space and cyberspace domains that continue to evolve
and grow in their significance to operations across
multiple domains.

OPERATIONS IN MULTIPLE DOMAINS

Having reviewed the basic joint and U.S. Army
doctrine for land, space, and cyberspace, let us now
explore how operations in the domains interact. This
section explores the concept of cross-domain synergy
and its ability to enhance globally integrated opera-
tions. It also examines the existing processes and enti-
ties defined in doctrine that provide expertise and
support to JECs. Do joint forces in these three domains
have existing means available to facilitate cross-do-
main synergy?

Capstone Concept for Joint Operations (CCJO)

To support the President’s and Secretary of
Defense’s 21st-century defense priorities, the Joint
Chiefs of Staff published the new Capstone Concept
for Joint Operations for Joint Force 2020 (CCJO) in Sep-
tember 2014. Its central concept is globally integrated
operations that embody eight key elements.® The
CCJO predicts that space and cyberspace will become
increasingly important to joint operations and “will
become both a precursor to and integral part of armed
combat in the land, maritime and air domains.”” Space
and cyberspace forces also present “flexible, low-sig-
nature or small-footprint capabilities” that are:

rapidly deployable, largely able to operate independently

from logistically intensive forces, have operational reach,
and can be persistent. Perhaps most significantly, their
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use does not always constitute an irreversible policy
commitment.”

The CCJO also asserts that cyberspace capabilities
enable global agility necessary to support “swift and
adaptable military responses.”’?> Further, it consid-
ers that adversaries may also find such operational
advantages attractive and opt to attack exclusively in
cyberspace.”

In its prognosis of future threat environments, the
CCJO expects adversaries to obtain advanced capa-
bilities that can be applied across multiple domains.
To help posture joint forces for success, the globally
integrated operations concept includes the key ele-
ment of cross-domain synergy that will allow an inte-
grated joint force “to exploit even small advantages in
one domain to create or increase advantages in others,
compounding those mutually reinforcing advantages
until they overwhelm an enemy.””*

Cross-Domain Operations

In January 2016, the Joint Staff J-7 published the
Cross-Domain Synergy in Joint Operations Planner’s
Guide in part to address this element of the CCJO’s goal
of globally integrated operations. The guide defines
cross-domain synergy as “the complementary vice
merely additive employment of capabilities in differ-
ent domains such that each enhances the effectiveness
and compensates for the vulnerabilities of others.””
The Planner’s Guide stresses that cross-domain synergy
“is not an end in itself, but a by-product of effective
joint planning.””® It avers that the major challenge of
achieving such synergy is for the JFC to access and
utilize diverse domain expertise; hence, the guide
provides a brief primer of how existing support and
liaison elements can provide support within the joint
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operation planning process (JOPP).” In turn, effective
joint planning is dependent in part upon the planners’
knowledge of each domain’s strengths and vulnera-
bilities. While cross-domain operations have been an
integral part of U.S. military operations for decades,
the incorporation by planners of capabilities from the
new domains of space and cyberspace is in its infancy.

Unique Domain Characteristics and Capabilities

The Planner’s Guide provides an overview of capa-
bilities, characteristics, and operations for each of the
traditional domains, plus space and cyberspace. It is
useful to explore how the guide views the individual
domains before looking at how it discusses cross-do-
main operations. Much of the guide’s material appears
in joint doctrine, but it includes some new commen-
tary as well. Let us examine how the guide portrays
the domains for land, space, and cyberspace.

Land Domain. Table 2 presents an analysis of
aspects of the land domain presented as unique by the
Planner’s Guide. Although the proposed traits may be
consistent with joint doctrine, collectively they are mis-
leading. Certainly, land is not the only domain to have
significant operational environment variations—all
domains have such factors that help define the domain
itself. Also, noncombatants are present in all physical
domains, and their safety must be a consideration in
joint operations. The two most distinctive character-
istics of the land domain are: the ability to assemble
large supply stores for sustained operations, and the
slower movement of forces across land when com-
pared to movement in other domains.
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Land Domain

Proposed Unique Characteristic
or Capability*

Critical Assessment

(a) Extreme variations in climate and
terrain—urban, forest, desert, jungle,
mountain, and arctic—present dramat-
ically different operational environ-
ments.

(a) Not unique. Climate and to-
pography also have significant
implications for the design and op-
eration of maritime, air, and space
forces.

(b) Presence of people, especially
non-combatants, effects options for use
of military force.

(b) Not unique. Although the vast
majority of Earth’s population lives
on land, people are present in the
sea domain for extended periods
of time as well. Also, the presence
of non-combatants must be consid-
ered in all domains.

(c) The ability to sustain operations over
long periods of time.

(c) Unique. One can argue that
extended sea and air operations
ultimately depend wupon land-
based assets through ports and
airfields for long-duration sustain-
ment.

(d) The speed and duration of move-
ment on land is slower and more ardu-
ous than movement by air and sea.

(d) Unique (on average). Move-
ment of large land forces over un-
familiar terrain may be a limiting
factor of a given operation.

(e) With respect to non-lethal effects,
only land forces have directly useful
capability that can be precisely applied
in complex, human terrain. Non-lethal
effects work through example and the
potential threat of violence rather than
the execution of that threat. Although
all services have the ability to affect
their counterparts through security as-
sistance activities, only land forces can
achieve the position (close to the pop-
ulation dispersed in complex land clut-
ter) and duration (persistence) that per-
mits sustained non-lethal effect.

(e) Inmaccurate. The topic of this
paragraph is unclear, but it con-
tains several elements that are not
necessarily tied to land. One can
argue that cyberspace can also have
long-term and persistent contact with
dispersed populations to achieve
non-lethal effects using means such
as social media.

Note: *The text from this column is from the Cross-Domain
Synergy in Joint Operations: Planner’s Guide.”

Table 2. Assessment of Land Characteristics and
Capabilities.
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Space Domain. Table 3 shows the assessment of
how the space domain is depicted in the Planner’s
Guide. Upon examination, none of the characteristics
or capabilities listed is truly unique. Indeed, operations
in all domains must consider the environment, utilize
EMS, and obey the laws of physics. The Planner’s Guide
defines space as “a medium like the land, sea, and air
within which military activities shall be conducted to
achieve US national security objectives,”” however,
this definition in not included in official joint doctrine.
Despite the lack of a clear demarcation for space by
the United States and many other countries, there are
still many international treaties and conventions that
attempt to govern its use.®

Space Domain

Proposed Unique Characteristic or
Capability*

Critical Assessment

(@ There are no geographical
boundaries in space. As a Global
Commons, space overcomes the in-
ternational law aspect of a nation’s
territorial sovereignty [emphasis in
original].

(a) Not unique. One can argue that
geosynchronous orbit spots have
some equivalence to sovereignty
based on the location and frequen-
cy use of the satellite.**

(b) Satellites are subject to the laws
of orbital mechanics. Adjustments to
orbits expend fuel and reduce asset
life span.

(b) Not unique. All physical do-
mains are subject to the laws of
physics.

() Environmental considerations
place demands on satellites” charac-
teristics to include size, weight, and
power, further hindering the space-
craft’s performance and life span.

(c) Not unique. Recall that the land
domain section also tried to claim
the environment as its unique trait
(see Table 2). Again, each domain
must consider environmental fac-
tors in operational planning.

(d) Though space is infinite in ex-
panse, certain altitudes and orbital
patterns are advantageous. These
portions of space are becoming
crowded.

(d) Not a characteristic or capabili-
ty. The statement is an observation
about the current construct and
population of space objects.

Table 3. Assessment of Space Characteristics and
Capabilities.
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(e) Electromagnetic spectrum access
is vital to space operations because it
is the sole medium for space-based
assets to transmit and receive infor-
mation and/or signals [emphasis in
original]. Therefore, JFCs must suf-
ficiently control the EMS to interact
with space systems.

(e) Not unique. Certainly use of the
EMS enables space operations, but
the EMS supports operations in all
domains (this will be discussed in
more detail in the implications sec-
tion of this monograph).

(f) Space is no longer a domain exclu-
sively transited by state actors. Many
non-state actors maintain assets in
orbit and often military capabilities
(Iridium satellite phones, Virgin
space tourism, etc.) employ these

(f) Not unique. Space has been
used by nonstate actors since 1961,
4 years after Sputnik 1. The evolu-
tion and proliferation of commer-
cial and other nonstate space assets
has evolved with military use.

non-state assets.

Notes: *The text from this column is from the Cross-Domain
Synergy in Joint Operations: Planner’s Guide.®

**For more on this topic, see Iulia-Diana Galeriu’s “’Paper
satellites” and the free use of outer space.”®

Table 3. Assessment of Space Characteristics and
Capabilities. (cont.)

Cyberspace Domain. Table 4 summarizes the anal-
ysis of how the cyberspace domain is described in
the Planner’s Guide. Like the descriptions of land and
space, the portrayal of cyberspace is fraught with inac-
curacies, the most egregious of which are those that
infer that activities in cyberspace are almost magic in
that they are not subject to the limitations of time and
space. In fact, the transmission of information must
comply with the laws of physics, albeit on a much
smaller scale than those of the traditional domains.
The Planner’s Guide includes a table taken from a schol-
arly work that compares “Cyberspace vs. Traditional
Warfare Domain Characteristic,” but the table contents
do not match those in the guide’s text.*® Curiously,
the guide omits the one unique aspect of cyberspace
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explicitly noted in the 2010 Quadrennial Defense Review
Report:

The man-made nature of cyberspace distinguishes it from
other domains in which the U.S. armed forces operate. The
Administration will continue to explore the implications
of cyberspace’s unique attributes for policies regarding
operations within it.%

FM 3-38 provides a much better rendering of
cyberspace for those unfamiliar with the domain.
The manual’s discussion on the characteristics of the
cyberspace domain includes many concepts that merit
attention, such as cyberspace as a system of systems;
its dynamic and evolving nature; its lack of confine-
ment to a physical site; and the continued maintenance
required for its existence.®® FM 3-38 also includes an
alternative definition that may provide better insight
to planners: “Cyberspace is an environment created
and maintained for the purpose of facilitating the use
and exploitation of information, human interaction,
and intercommunication.”®
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Cyberspace Domain

Proposed Unique Characteristic or

Capability*

Critical Assessment

(a) Cyberspace is a global enabler for
expedient, dynamic information ex-
change impacting all aspects of life
[emphasis in original]. It allows in-
stantaneous information flow across
the globe for financial transactions as
well as the movement and tracking of
products and goods. However, it also
allows adversaries to access this infor-
mation and disrupt vital operations
from any location. Cyberspace is dif-
ficult to regulate due to ease of acces-
sibility. From a military perspective,
cyberspace activities rarely require
movement of forces, allowing engage-
ment from extended stand-off ranges.
It also enables the influence of popula-
tions that are inaccessible through the
other domains.

(a) Inaccurate. These characteristics
appear to be more appropriate for
describing a commons rather than
a domain. Also, the use of “instan-
taneous information flow” is mis-
leading since transmission of data
through cyberspace takes a finite
amount of time that has great rele-
vance on the scale of timing for CO.**

(b) Can be reverse engineered: Unlike
munitions, which are normally de-
stroyed upon use, cyberspace activ-
ities include code that can be saved,
analyzed, and recoded for use against
allies or friendly nations [emphasis in
original]. Planners must account for
the possibility of a “boomerang effect”
in which cyber activities are turned
against the originator through reverse
engineering.

(b) Inaccurate. This proposed trait
confuses the domain of cyberspace
with the potential weapons used
therein. It may not be possible to rec-
reate all aspects of cyberspace for fo-
rensics or reserve engineering due to
the nature of complex adaptive sys-
tems. Also, physical weapons may
not detonate as intended and may be
used in an improvised manner by an
adversary or may leave behind rem-
nants that are subject to forensics.

(c) No Single National/International
Ownership: While someone owns each
physical component of cyberspace, the
whole of cyberspace is not under any
single nations’ or entities’ complete
control [emphasis in original]. The in-
frastructure is a disparate combination
of public and private networks with-
out standardized security or access
controls. This arrangement enables
free information flow, but the lack of
controls hinders global accountability,
standardization, and security.

(c) Not unique. No single nation or
entity owns all of the land, maritime,
air, or space domains either.

Table 4. Assessment of Cyberspace Characteristics
and Capabilities.
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Cyberspace Domain

(d) Lack of Cooperation/Collabora-
tion: The lack of international laws and
regulations governing the environ-
ment complicates responses to actions
in this domain [emphasis in original].
The difficulty in tracing the source of
a cyberattack makes them easily deni-
able, especially if conducted by indi-
vidual “hackers.” Further hindering
collaboration is the tendency to deny
that a cyberspace attack has occurred
to prevent loss of trust in an organiza-
tion’s cyber security measures.

(d) Inaccurate. While the processes
are far from perfect, there is signifi-
cant cooperation and collaboration
in cyberspace through such organi-
zations as the UN, European Union,
International Criminal Police Or-
ganization, and the North Atlantic
Treaty Organization (NATO).***
In fact, one could argue that the In-
ternet would not exist and function
without ongoing cooperation and
collaboration in cyberspace.

(e) Low Cost: Cyberspace is the most
affordable domain through which to
attack the United States [emphasis in
original]. Viruses, malicious code, and
training are readily available over the
Internet at no cost. Adversaries can
develop, edit, and reuse current tools
for network attacks. Inexpensive tools
and training allow an adversary to
compete without costly ships, aircraft,
or missiles. Furthermore, an adver-
sary can impose significant financial
burdens on nations that rely heavily
on cyberspace by forcing them to in-
vest in cyberspace defense. Currently,
“military-grade” cyberspace capabili-
ties remain too expensive for most ma-
lign actors, but they can buy relatively
inexpensive services of professional
hackers.

(e) Inaccurate. This characteristic
would benefit from a more com-
plete context. As stated, it reflects
popular beliefs that readily available
computer code can rival the power
of sophisticated weapons systems.
The concept of affordability here is
misleading in that low-cost access
to cyberspace does not equal capa-
bilities of a nation state. One could
argue that, given the same analogy,
perhaps an assassin’s rifle is equal to
the power of an army.

(f) Volatile: Successful cyberspace at-
tacks depend on vulnerabilities within
the adversary’s network [emphasis in
original]. Identifying these vulnerabil-
ities and creating cyberspace capabili-
ties sometimes require great expense.
If an adversary discovers the targeted
network’s vulnerability and closes it,
the cyberspace attack technique is ren-
dered immediately and unexpectedly
useless despite the development ex-
pense. For this reason, great care must
be taken to prevent alerting adversar-
ies to vulnerabilities in their networks.

(f) Inaccurate. The term “volatile”
may apply to activities in cyberspace,
but one can argue that such volatility
also exists in land operations (e.g.,
the fog and friction of war). Per-
haps a more useful characterization
would be to model cyberspace as a
complex adaptive system. It is inter-
esting to note that there seems to be
conflicting perspectives promulgat-
ed within this entry “(f)”and previ-
ous entry “(e)” regarding the cost of
cyberspace attacks.

Table 4. Assessment of Cyberspace Characteristics
and Capabilities. (cont.)
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Cyberspace Domain

(g) Speed: Cyberspace operations [CO]
occur quickly [emphasis in original].
However, preparation for those oper-
ations is often extensive. An intense
study of the adversary’s network may
be required to learn system specifica-
tions and understand patterns of life.
Therefore, a cyberspace unit operating
on one adversary’s networks may not
be able to shift focus to another target
without substantial preparation.

(g) Inaccurate and not unique. This
entry mingles speed of operations,
operations tempo, and C-OPE. Op-
erations in other domains may also
occur quickly after extended ISR and
planning. As with characteristic en-
try “(a),” use of the word “quickly”
is vague and of little use without a
time scale for CO.

(h) Unintentional cascading effects:
Another unique characteristic of cy-
berspace is the potential for unintend-
ed cascading effects [emphasis in orig-
inal]. Capabilities and munitions in the
natural domains lose momentum the
greater distance from impact. How-
ever, physical distance means very
little in cyberspace. While cyberspace
capabilities are developed and evalu-
ated in computer labs and cyberspace
ranges, there can never be complete
assurances as to how a capability will
behave or where it might spread when
introduced to the great expanse of cy-
berspace.

(h) Not unique and inaccurate.
Physical weapons may also experi-
ence “unintended cascading effects.”
Also, the assertion that “physical
distance in cyberspace means very
little” propagates an ignorance of the
timescales of cyberspace activity. In-
formation traveling through cyber-
space is still subject to finite speeds
that may affect their integration and
synchronization with other opera-
tions.

(i) Layers: Cyberspace consists of three
layers: Physical Network, Logical Net-
work, and Cyber-Persona [emphasis
in original] . ****

Adversaries might attack any of these
layers to disrupt, degrade, or destroy
cyberspace capability. Conversely,
each of these layers presents a means
to attack adversaries’ use of cyber-
space [emphasis in original].

(i) Inaccurate. While this is useful
information, it is one of many ar-
tificial constructs used to analyze
cyberspace rather than an intrinsic
characteristic.

Notes: *The text from this column is from the Cross-Domain Syner-
gy in Joint Operations: Planner’s Guide.%’

**For more on this topic, see the Internet Traffic Report.®

***For more on this topic, see the U.S. Government Account-

ability Office (GAO) Report 10-606.%

****For more on this topic, see the Planner’s Guide.”

Table 4. Assessment of Cyberspace Characteristics
and Capabilities. (cont.)

27




Some readers may find the assessments in Tables
2 to 4 to be a bit pedantic; however, accuracy matters
in the quest to equip joint planners with a full and
common understanding of what a domain of military
operations comprises. As an inaugural document to
encourage cross-domain synergy, the Planner’s Guide
has considerable merit. It is reasonable to assume that
the sections for specific domains were written or influ-
enced by practitioners who may unwittingly advocate
their domain vice merely describe it. Perhaps such bias
may be addressed in future versions by comparing an
impartial set of characteristics amongst the domains
vice trying to argue for “unique” attributes. Surely,
the development and acknowledgment of basic theory
for military operations in space and cyberspace could
provide the necessary foundation upon which to build
better doctrine.

Support Relationships Among Domains

Having assessed the individual domain interpre-
tations for land, space, and cyberspace, let us now
consider how doctrine incorporates the means advo-
cated in the Planner’s Guide to achieve cross-domain
synergy. Table 5 is a composite of excerpts from doc-
trine covered in the first section of this monograph that
are organized to illustrate how these three domains
support each other’s missions. Note that this is not to
be confused with a discussion of roles for supported
versus supporting commanders. Clearly, there are
ample examples in existing doctrine to demonstrate
how the domains enable or enhance joint operations.
Most of these examples would remain the same if sea
or air substituted for land.
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0w Domain with Supported Capabilities
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3 d

Plan for and provide force pro- | Operations in cyberspace rely
tection for space infrastructure |on the links and nodes that ex-
and forces assigned, deployed, |ist in the natural domains. . . .
and operating in their [CCMD] | Operations in the other do-
AOR™ mains create effects in and
through cyberspace by affect-
ing the EMS, the data, or the
physical infrastructure.”

pue]

Space provides a key global

GPS plays a key role in military
connectivity option for CO.”

operations by enabling precise
location and navigation in all four
physical domains (land, maritime,
air, and space).”

The inherent precision of GPS
allows precise site surveys,
emplacement of artillery, target
acquisition, and navigation. GPS
establishes a “common reference
grid” within the operational area,
enables a “common time,” helps
establish “common direction,”
and facilitates synchronized op-
erations.”

[TThe linkages between space
and cyberspace are of par-
ticular importance as space
provides a global connectivity
option for CO.”

Space capabilities provide cy-

The space support element [SSE]
berspace with a global reach.”

... Supports the G-2 (S-2) during
intelligence preparation of the
battlefield.”

aoedg

GPS plays a key role in military
operations . . . by providing
precise timing

in cyberspace.”

The space support element
[SSE] . . . Provides space-based
expertise and services that
enhance CEMA. . . . Integrates
space-related capabilities into
CEMA planning. . . . Analyzes
and recommends the potential
employment of additional
space-related capabilities to
support CEMA.'®

Table 5. Mutual Support Relationships Among Land,
Space, and Cyberspace.
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The physical domains (air, land,
maritime, and space) and in-
formation environment rely on
cyberspace for instant communi-
cations.'

CO provide a means by which
space support is executed.!”

[O]perations in cyberspace enable
freedom of action for operations
in the four natural domains and

[Clyberspace provides the
means by which space control
and transmission of space sen-

the EMS.'® sor data are conducted.'™

aoedsiaqh)

Operations in the space do-
main depend on cyberspace
and the EMS to execute space
support.'®

Using OCO, commanders can
mass effects through the em-
ployment of lethal and nonlethal
actions leveraging all capabilities
available to gain advantages in
cyberspace that support objec-
tives on land."*

The relationship between space and cyberspace is unique in that
virtually all space operations depend on cyberspace, and a criti-
cal portion of cyberspace can only be provided via space opera-
tions. . . . These interrelationships are important considerations
across the spectrum of CO, and particularly when conducting
targeting in cyberspace.'”

These interrelationships are critical, and the linkages must be
addressed during all phases of joint operation planning.'®

The cyberspace and space domains are uniquely interrelated
primarily because of their current role in telecommunications
and networks. . . .These interrelationships are important consid-
erations when planning for CEMA.'%®

aoedsiaqh) pue adedg remnyA

CO produces NAVWAR [navigation warfare] effects by assur-
ing friendly access and/or denying enemy access to position-
ing, navigation, and timing information transmitted by global
navigation satellite system (GNSS) or other radio navigation
aid signals. Creation of global and theater NAVWAR effects is
attained through the coordinated employment of CO, EW, and
space operations.'”

Table 5. Mutual Support Relationships Among
Land, Space, and Cyberspace. (cont.)

The bottom portion of Table 5 focuses on areas
of operational interdependence between space and
cyberspace, most of which deal with signal transmis-
sion. Further, JP 3-12 (R) provides insight into the com-
plex interactions between space, cyberspace, and the
EMS, as well as the effects they can collectively realize:
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Domain Overlap. CO enhance operational effectiveness
and leverage various capabilities from physical domains
to create effects, which may span multiple GCCs
AOR. Some of the capabilities the JFC may employ in
conjunction with, or to enable CO, include significant
portions of electronic warfare (EW), EMS management,
C2, intelligence, surveillance, and reconnaissance (ISR),
navigation warfare (NAVWAR), and some space mission
areas. Advancements in technology have created an
increasingly complex OE [operational environment]. CO,
space operations, and EW operations can be conducted
against targets using portions of the EMS. They can be
integrated with other information related capabilities
as part of 10. CO, space operations, and EW operations
are often conducted under specific authorities. Likewise,
some information-related capabilities supported by CO,
such as MISO [military information support operations],
MILDEC [military deception], and special technical
operations (STO), have their own execution approval
process [emphasis in original].'"!

The evolving interplay of space, cyberspace, informa-
tion, and EMS operations at times resembles a doctrinal
Gordian Knot that can frustrate planners and warfight-
ers pursuing mission command necessary to conduct
unified land operations.'? What support elements are
available to help the JFLCC cope with this situation?

Domain Support to JFLCC

Table 6 recaps the key elements of space and cyber-
space forces from joint doctrine and organizes them by
the type of integration they may provide for the JELCC
to achieve cross-domain synergy. If properly imple-
mented, the existing arrangements appear to provide
an acceptable framework for integrating and synchro-
nizing space and CO into the JFLCC. As per the rou-
tine development of doctrine, the tactical details from
actual experience should be captured and documented
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in media such as joint and service lessons learned and

tactics, techniques, and procedures.

Integration Means Space Cyberspace
Depiction of notional Yes
organizational No (JP 3-12 (R) Figure
structure? IV-1)
Link to JOPP plans Annex C (Appendix
and orders? Annex N 16) and Annex K
Enduring support SSE CSE
element?

Operational support
elements?

¢ Space Opera-
tions Section
in J-33 Current
Operations

e Space Tasking

¢ Cyberspace Oper-
ations Section
in J-33 Current
Operations

e Cyberspace Cell

Order in J-5
¢ Missile Warning e Joint Cyberspace
Support Request* Center (JCC)
¢ Cyberspace
Effects Request
Form™**

Notes: *The Missile Warning Support Request.!
**Cyberspace Effects Request Form.'*

Table 6. Space and Cyberspace Cross-Domain
Elements in JFLCC Doctrine.

Joint force development and the refinement of doc-
trine also require the consideration of new concepts
driven by strategic insights from DoD and the joint
staff."> Having now explored the cross-domain tenets
and nominal applications of land, space, and cyber-
space means to achieve synergy in JFLCC operations,
let us now investigate two derivative documents of
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the CCJO that further address the future challenges of
operational access to domains.

Operational Access

In January 2012, the DoD released the Joint Oper-
ational Access Concept (JOAC) to describe “how joint
forces will operate in response to emerging antiaccess
and area-denial security challenges.”*'¢ It focuses on a
central theme of cross-domain synergy and it “envi-
sions a greater degree and more flexible integration of
space and cyberspace operations [CO] into traditional
air-sea-land battlespace than ever before.”''” The con-
cept argues that one of the three key trends affecting
future joint force projection is “the emergence of space
and cyberspace as increasingly important and con-
tested domains.”*® The JOAC supposes that operations
in these new domains will precede those in the tradi-
tional domains, perhaps even to the degree that “even
in the absence of open conflict, operations to gain and
maintain cyberspace superiority and space control will
be continuous requirements.”

To guide the planning of joint access operations,
the JOAC proposes 11 Operational Access Precepts,
the last of which is to “protect friendly space and cyber
assets while attacking the enemy’s space and cyber
capabilities” since these domains “are now essential to
all joint force projection.”'® Further, the JOAC infers
that the success of space and CO may leverage the
combat power from the traditional domains.'” In gen-
eral, this shift to focus on space and cyberspace is a
theme throughout the JOAC. Several of the precepts
favor reduced use of land forces that is offset in many
cases by increased space and CO. One precept spe-
cifically cautions against over-committing forces into
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hostile territory, especially major land forces.'”? The
precept to “seize the initiative by deploying and oper-
ating on multiple, independent lines of operations,”
predicts a reduced presence in the land domain, as it
“suggests smaller units and platforms that are rapidly
deployable yet lethal.”'* Also, the precept aimed at dis-
rupting enemy anti-access/area denial (A2/AD) capa-
bilities notes that “large land forces generally will be
the last to penetrate within range of an enemy’s antiac-
cess and area-denial weapons because of the potential
for catastrophic loss.”** Finally, with regard to basing
options, the JOAC suggests a minimized dependence
on forward bases with more dependence on capabili-
ties such as long-range strike, cyberspace, space, and
EW.'» The JOAC avers that space and cyberspace
capabilities may be used in advance of other forces to
facilitate operational access.'” In addition, the JOAC
alleges that cyberspace capabilities may help to max-
imize operational surprise and complicate enemy tar-
geting processes.'”

Entry Operations

In April 2014, Chairman of the Joint Chiefs of
Staff Martin Dempsey released the Joint Concept for
Entry Operations (JCEO) as his “vision for how joint
forces will enter onto foreign territory and immedi-
ately employ capabilities to accomplish assigned mis-
sions.”'® The JCEO was written to support the JOAC
with a central idea of “full integration of force capabil-
ities across domains.”'” The concept calls for the use
of “mission-tailored joint forces that are organized,
trained, and equipped with unique capabilities.”'*
The JCEO lists seven operational characteristics that
are mostly enduring considerations with the exception
of the relatively new characteristic of “social media,
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cultural factors, and commercial capabilities” which
has ties to CO and 10"

Consistent with JOAC, the JCEO calls for earlier
use of cyberspace capabilities, and explicitly calls for
pre-crisis activities to include C-OPE that is “clearly
integrated and synchronized with operations in other
domains.”*** Cyberspace may also be used to enable
operational deception efforts to gain surprise, compli-
cate the enemy’s targeting process, and reduce collat-
eral damage."® Also, space and cyberspace can enable
joint fires as well as enhance joint and allied C2 interop-
erability for cyberspace.’ Finally, the JCEO contends
that properly integrated cyberspace and space capabil-
ities may enhance land maneuver.'®

It appears that the inculcation of cross-domain syn-
ergy into the joint force remains a work in progress.
Fortunately, existing concepts and doctrine provide
the necessary foundation upon which to build and
hone joint capabilities that span domains as required
by circumstance. Joint concepts such as the CCJO,
JOAC, and JCEO anticipate increased contributions
from capabilities in the space and cyberspace domain
to enable the success of future military operations,
especially those faced with A2/AD challenges. How
will this future unfold for the joint force?

FUTURE OPERATIONS

Armed with knowledge of how activities in the
individual domains of land, space, and cyberspace
may intersect and integrate to enhance joint force oper-
ations, let us now explore how such operations may
change in the future. This section explores probable
future operating environments as well as the result-
ing implications for the U.S. Army and joint force
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development. It also identifies operational challenges
that cut across all domains and makes recommenda-
tions to help prepare for the envisioned future.

Future Environment

Joint Operating Environment (JOE)

In July 2016, the joint staff released Joint Oper-
ating Environment, JOE 2035: The Joint Force in a Con-
tested and Disordered World, to convey future security
contexts and implications to aid the joint force devel-
opment. In its view of the evolving world order,
JOE 2035 contends that regional powers will pursue
competitive space and cyberspace capabilities that
enable their global reach.”® These capabilities may be
enhanced by the proliferation of technologies, such as
high-powered radio frequency (HPRF) weapons and
non-nuclear electromagnetic pulse (EMP) weapons
that may counter U.S. strengths in space and cyber-
space.’” JOE 2035 weaves this trend into two of its six
Contexts of Future Conflict. The context of “Disrupted
Global Commons” centers on the “denial or compul-
sion in spaces and places available to all but owned by
none.”® The context assumes an enduring land-cen-
tric nature of conflict, noting that much of the conflict
in commons is intended to influence events on land.™*
Also, this context predicts very intense rivalry for EMS
usage as well as increasingly fierce military activities
in the space domain that may include intentional inter-
ference from other satellites or ground-based systems
as well as anti-satellite weapons (ASAT).*

The JOE 2035 purposefully excludes cyberspace
from the global commons context, instead giving it
an exclusive context on “A Conflict for Cyberspace,”
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where it suggests, “conflict and war are likely to occur
as states struggle to define and credibly protect sov-
ereignty in cyberspace.”™*! In addition to direct mil-
itary conflict at the tactical and operational levels as
well as attacks on homeland critical infrastructure, JOE
2035 foresees the conflict expanding to all elements
of national power, noting that “the competition may
involve disrupting data, networks, and the physical
systems of competitors to gain economic, military,
and political advantages.”'*? Finally, this context infers
that cyberspace capabilities are paradoxical in that the
strengths provided by the vast and complex connec-
tivity of the domain may also introduce substantial
weaknesses:

Where land and naval power intersect in two dimensions,
air and space in three, cyberspace intersects with other
domains in thousands, or even millions of ways. This
presents many new vulnerable points through which
weapons systems, and the circuitry and software upon
which they rely, will be directly engaged.'®

To address such threats and challenges, JOE 2035
proposes a series of 24 evolving joint missions orga-
nized by 4 groups of enduring military tasks. While all
of these missions may utilize support from space and
cyberspace capabilities, the missions connected with
the two contexts described above have explicit and sig-
nificant expectations for space and cyberspace forces.
Table 7 provides some excerpts from JOE 2035 in each
of these mission areas to provide the reader with an
appreciation for the depth and diversity of capabilities
required for the joint force should these projections
come to fruition.
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Enduring Military Tasks

Space and Cyberspace-Related Missions

Shape or contain to assist the
United States with coping and
adapting to changed interna-
tional security conditions [em-
phasis in original].

Freedom of Navigation and Querflight. . . . Spe-
cifically, the Joint Force may conduct ambig-
uous actions and deception operations with
low-signature assets to avoid direct confron-
tation with a competitor, while still demon-
strating U.S. resolve to use and keep open the
commons for military and civilian purposes
[emphasis in original].

Military Support to Cyber Resiliency. This mis-
sion will require cyber support to U.S. Gov-
ernment and civilian organizations, allied
nations, and other international partners that
credibly reinforces the resilience of cyber-de-
pendent systems and infrastructure. This
includes a capacity to reliably communicate,
compute, store, and retrieve critical data that
outpaces adversary efforts to deny these ca-
pabilities [emphasis in original].

Deter or deny to manage the an-
tagonistic behavior of competi-
tors or to impose costs on com-
petitors or adversaries taking
aggressive action [emphasis in
original].

Global Commons Stabilization. . . . Joint Force
must be capable of protecting national objec-
tives in the global commons despite the use of
asymmetric, unconventional, and hybrid ap-
proaches by competitors to assert new claims
and exercise more control in the commons.
This will require operations that impose costs
on adversaries who impede free use of the
commons, such as targeted electromagnetic
and space denial measures, the enforcement
of sanctions, or the establishment of electro-
magnetic exclusion zones [emphasis in orig-
inal].

Network Defense. These missions will require
steady-state information operations [IO] in
support of national cyber deterrence strate-
gies that communicate the resiliency of critical
U.S. systems and infrastructure, while pro-
tecting their vulnerabilities. Key actions may
include the development of a Department of
Defense [DoD] cyber umbrella; the creation
of a national ‘cyber border patrol;” more com-
prehensive intelligence sharing efforts; con-
tributions to national level cyber exercises;
the development of hardened networks; and
reinforced coordination with domestic law
enforcement [emphasis in original].

Table 7. Evolving Joint Missions for Space and
Cyberspace from JOE 2035.'*
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Enduring Military Tasks

Space and Cyberspace-Related Missions

Disrupt or degrade to punish ag-
gressive action by an adversary

or to force an adversary to re-
treat from previous gains [em-
phasis in original].

Global Commons Defense. . . . the Joint Force
must maintain the ability to conduct targeted
command and control [C2] warfare, counter
ISR operations, and discriminate sensor inter-
diction and spoofing in all commons. Further-
more, the Joint Force should be capable of re-
sponding to the threat of adversaries creating
debris fields in important orbits [emphasis in
original].

Cyberspace Disruption. Additionally,
the Joint Force may conduct proportional
cross-domain operations to physically dam-
age an adversary’s cyber infrastructure, using
weapons operating in other domains to sup-
press enemy cyber defenses and specifically
strike their critical cyber infrastructure. Fur-
thermore, these operations should be coupled
with defensive cyber efforts to block adver-
sary responses, and might include the use
of autonomous or semi-autonomous cyber
defense systems or the activation of war re-
serve networks when peacetime networks are
unavailable [emphasis in original].

Compel or destroy to impose
desired changes to the interna-
tional security environment and
subsequently enforce those out-
comes [emphasis in original].

Global Commons Exclusion. . . . This will likely
include multi-domain offensive operations
using coordinated and simultaneous electron-
ic, cyber, space, and kinetic actions to eradi-
cate adversary capabilities that can influence
or affect the commons [emphasis in original].

Cyberspace Control. . . . Cyberspace control op-
erations will frequently integrate cyber and

non-cyber capabilities. In coordination with
law enforcement agencies, offensive opera-
tions may be required to identify, target, and
capture or kill adversary cyber operatives. Of-
fensive operations will also be used to eradi-
cate an adversary’s cyber infrastructure and
capabilities, which might include an array of
kinetic strikes combined with simultaneous
electronic, cyber, and space warfare actions
[emphasis in original].

Table 7. Evolving Joint Missions for Space and
Cyberspace from JOE 2035. (cont.)
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A complete evaluation of JOE 2035 is beyond the
scope of this monograph, but clearly in it the joint staff
foresees military roles and cross-domain operations
for the space and cyberspace domains that far exceed
those of the present day. But is this view shared by
other similar examinations of the future?'*

Global Risks 2035

The Atlantic Council report Global Risks 2035: The
Search for a New Normal echoes many of the themes of
the JOE 2035, also through the perspective of changing
demographics, international governance, and technol-
ogy advancement.'* For the global commons of space,
the commentary envisions increased dependence and
competition for space systems that may tempt state
and nonstate actors to disrupt space operations. Esca-
lation of conflict may occur and:

if an arms race in space does get under way among the
United States, China, Russia, India, Brazil, Japan, and
other countries, these countries are likely to employ
symmetric and asymmetric measures to counter the
threats in space and coming from space.'*’

The study treats cyberspace issues with more
imminent concern. The author lists the task to “Stop
the slide towards a segmented internet. There is [sic]
needs to be rules governing offensive cyber” as part
of 11 items in a recommended “100-Day Checklist for
the New Administration.”’*® From a global commons
framework, the report projects that cybersecurity costs
may eventually outweigh the benefits for advanced
economic countries like the United States.* From
a domain framework, the author asserts, “Cyber is
now transforming the nature of conflict and war.”**
Expanding on this theme, the study warns against
possible disruption by cyberattacks without warning
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from a variety of state and nonstate actors. However,
the discussion focuses on critical infrastructure attacks
and crime in cyberspace; the report does not address
any roles of cyberspace in warfare.

Implications for the Army and the Joint Force

Anticipated future trends favor the decreased
emphasis on traditional large-scale land operations
and increased frequency and intensity of conflict in
space and cyberspace. What are the implications and
challenges that may result from these trends?

LandCyber

The U.S. Army’s concept for achieving its cross-do-
main synergy is LandCyber, a transformational con-
vergence of land and CO similar to the U.S. Army’s
AirLand Battle concepts to address challenges in the
European theater in the 1980s. The central idea of
LandCyber is for the U.S. Army to:

think globally and act locally in the cyberspace domain
in conjunction with land forces to shape the physical and
virtual security-related behavior of humans and their
machines to gain opportunity and advantage.™

The path toachieve LandCyber is described in a Sep-
tember 2013 white paper from the Army Cyber Propo-
nent of U.S. Army Cyber Command (ARCY)/2nd U.S.
Army. It identifies eight aspects of convergence and
nine guiding principles as the foundation for Land-
Cyber." The white paper provides an overview of the
U.S. Army roles and responsibilities in cyberspace that
include C-OPE, critical infrastructure protection, inte-
gration into exercises, and CCMD support. It also gives
near, mid, and long-term projections of cyberspace
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evolution.™ Although it discusses emerging CO sim-
ilar to joint cyberspace doctrine, the LandCyber white
paper lists U.S. Army mission areas as cyberspace
control; cyberspace forces enhancement; cyberspace
support; and cyberspace force application —a mission
set similar to that in joint space doctrine.’ The white
paper includes an insightful discussion of how the
LandCyber capabilities are related to the traditional
warfighting functions.” Overall, the LandCyber con-
cept adopts an approach that is holistic and forward
leaning in scope.

FM 3-38 appears to embody many of the tenets of
LandCyber, although there the FM contains no refer-
ence to the concept. At the conclusion of the research
for this monograph, the highly anticipated U.S. Army
document FM 3-12, Cyberspace and EW Operations, was
not complete.” Recent status briefings indicate that
FM 3-12 will include fundamentals of cyberspace and
EW operations as well as CEMA considerations. It may
also tackle the issue of addressing the relationships that
cyberspace operations have on space operations, 10,
intelligence, and targeting. Finally, it should include
appendices that cover organization for CO, cyberspace
information required for operations orders, and stan-
dard formats for cyber effects or EA requests.’’

Joint Force Development

When considering the type of cross-domain opera-
tions that the United States may encounter in the near
future, it is important to note that potential adversaries
may be working along similar lines of effort. Although
a detailed exploration of potential adversaries is
beyond the scope of this monograph, the vignette from
the cross-domain Planner’s Guide on Russian actions
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in Georgia (August 2008) captures the realm of the
possible:

The war between Georgia, Russia, and the Russian-
backed self-proclaimed republics of South Ossetia and
Abkhazia saw some 35,000-40,000 Russian and allied
forces, augmented by significant air and naval forces,
confront some 12,000-15,000 Georgian forces with little
air and minimal naval capability. Although a short and
limited conflict, it was historic and precedent setting.
This appears to be the first coordinated cyberspace
attacks synchronized with major combat actions in the
other warfighting domains, primarily land and air. . . .
In summary, Russian planners tightly integrated CO
with their kinetic, diplomatic, and strategic messaging
operations. The Russo-Georgian war provides a case
study for joint planners preparing for a future conflict,
involving the new domain of cyberspace.’®

The CCJO identifies 23 explicit force development
implications to enable globally integrated operations.
Five of these implications directly address force devel-
opment required for space and cyberspace forces in
the joint functional areas of C2, fires, movement and
maneuver, and protection (see Table 8). The JOAC
and JCEO provide more detailed force development
goals focused on capabilities to enhance entry opera-
tions; these include significant requirements for space
and cyberspace capabilities (see Appendix IV of this
monograph).
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Command and Control:

Enhance our ability to operate effectively in a
degraded environment. Given dramatic increases
in the ability of adversaries to disrupt, degrade or
destroy cyberspace and space systems, it is essen-
tial that Joint Forces be able to operate effectively
despite degradation to those systems. Greater resil-
ience must be built in to technical architectures, and
the force must regularly train to operate in “worst
case” degraded environments [emphasis in origi-
nal].

Fires:

Provide a fire support coordination capability that
integrates all fires, including cyber. Key to maximiz-
ing cross-domain synergy will be fielding a system
for planning, requesting and directing all available
fires so any element of a Joint Force can access the
most appropriate supporting arm. In particular,
realizing the global potential of Joint Forces will re-
quire that previously niche capabilities, such as of-
fensive cyber weapons, are available to Joint Force
commanders [emphasis in original].

Movement and
Maneuver:

Rapidly employable on a global scale. As a nation
with global responsibilities, the forces of the United
States must be able to operate effectively anywhere
in the world on short notice. This can be achieved
through multiple means. Massed force, deployed to
the scene, is certainly one way. Low-signature and
low-footprint capabilities, such as cyber and global
strike, can also project force quickly. Versatility, too,
plays a role. Forces suitable for a variety of missions,
if smartly positioned, maximize the chance of being
prepared for a crisis [emphasis in original].

Protection:

Improve cyber defense capabilities. Given the heavy
reliance of Joint Forces on military computer net-
works and civilian critical infrastructure, it is essen-
tial that Joint Forces be able to defend key systems
and ensure the continuity of critical network func-
tions in the face of disruption [emphasis in original].
Continue to improve defensive space capabilities.
Given the heavy reliance of Joint Forces on space
systems and the rapidly increasing proliferation of
counterspace systems, it is essential that Joint Forces
be able to protect friendly space capabilities, includ-
ing defensive space control and space situational
awareness capabilities [emphasis in original].

Table 8. Force Development Priorities for Space
and Cyberspace from CCJO.>*
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The efforts described in Table 8 reflect the prem-
ise that space and cyberspace will be hotly contested
domains, and thus their defenses must be improved.
Also, the CCJO makes it clear that other force devel-
opment efforts should carefully deliberate over their
dependence on space and cyberspace capabilities as
well as ponder how to compensate for disruption of
activities in these domains. Finally, some of these force
development efforts may push beyond the limits of
technical feasibility and affordability.'®

Other Operational Challenges

There are several themes of operational challenges
common to many of the documents examined in this
monograph. While beyond the scope herein to explore
these themes, they merit serious study and incorpora-
tion into the general dialogue of future joint forces.

Dealing with Disruption. The CCJO and JOE 2035
stress that commanders should be prepared to deal with
disrupted and degraded space and cyberspace capa-
bilities that may be attacked using advanced weapons
(HPRF and EMP). Such disruptions should be stud-
ied not only for tactical and operational impacts, but
also for strategic implications. For example, interfering
with certain on-orbit assets, such as GPS and missile
warning satellites, may evoke greater consequences
than the local SATCOM jamming.

Cross-domain Deterrence. The refinement of
cross-domain synergy can help to clarify the intentions
of deterrence measures as well as enhance their effec-
tiveness. The traditional strategic deterrence anchored
with nuclear weapons may evolve to incorporate space
and cyberspace means due to their growing utility and
value.'®

45



The Leadership Dimension. Concepts such as
LandCyber that are enabled by space and cyber-
space means hope to provide unprecedented sit-
uational awareness and connectivity at the lowest
echelons. While such a construct offers great promise
for enhancing unified land operations, it also creates
challenges for effective mission command such as the
increased potential for commanders to micromanage
their troops.'¢?

Autonomous Systems. The JOE 2035 addresses
the evolution of autonomous and robotic technologies
and weapon systems. Such capabilities have the poten-
tial to enhance joint operations, but they will likely be
used by adversaries as well for applications in the bat-
tlespace and against the U.S. homeland.'®® For current
operations, the legality and ethics surrounding remote-
ly-operated weapon systems are contentious issues in
international venues such as the UN.'*

Electromagnetic Spectrum. Within U.S. military
doctrine, EMS is generally viewed as a critical enabler
to operations in all domains.’® Current U.S. Army
doctrine provides useful codification of EMS within its
CEMA construct. However, the status of EMS within
the body of doctrine remains muddled as do related
terms such as EW and EA.'* Many practitioners and
scholars argue that EMS is worthy of being named as
the sixth warfighting domain; this remains an open
dialogue.'®’

Recommendations

Physical Limitations in Cyberspace

Time and Distance in Cyberspace. Recommend
that the parameters of time and distance be considered
as significant parameters for CO, and that the transfer
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of information never be characterized as being instan-
taneous. Rather, they are governed by the laws of phys-
ics and, therefore, cyberspace capabilities are affected
by the distance that they traverse (despite to JOAC's
assertion to the contrary).'®® Many large U.S. brokerage
firms have applied this fact to their economic advan-
tage by locating their servers as close as possible to the
Wall Street servers to reduce the transmission times
of their high-speed trading. In addition to the dis-
tance traveled, planners should note the existence and
potential effects of “cyberspace weather/traffic” in
the commons that may impede the delivery of “cyber
payloads.” Like terrestrial weather, these phenomena
may be difficult to predict in such cases as the flood
of social media surrounding unforeseen events such as
the death of Michael Jackson or Prince.

Limits of Human Cognition in Cyberspace. Cur-
rent concepts and doctrine infer that human operations
can exercise effective C2 in the cyberspace domain.
However, much of the activity in cyberspace occurs
at speeds well beyond the human ability to compre-
hend. Recommend that the joint community add the
realm of “ultra-tactical operations” to the traditional
tactical-operational-strategic spectrum.'® This concept
could also be of great utility for applications of artifi-
cial intelligence and autonomous weapon systems.

Command Relationships

USCYBERCOM as CCMD. Recommend that
USCYBERCOM remain as a sub-unified command.
The vision of future operations articulated in the
JOAC and JOE 2035 support the wisdom of consolidat-
ing the global-reaching capabilities, such as strategic

nuclear strike, missile defense forces, and cyberspace
forces, under the unified command of USSTRATCOM.
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Historians will recall the push in the late 20th century
for the unified command of space to be elevated to its
own service. Its reduction from CCMD to the JECC
under USSTRATCOM did not significantly hamper
joint space operations.

Space C2 Structure. Recommend that the next ver-
sion of JP 3-14, Space Operations, clarify the notional C2
relationships between USSTRATCOM, CCMD and its
service components, and combat support agencies by
adding a diagram and supporting text. Figure IV-1 of
JP 3-12 (R) should serve as the model, thus enhancing
cohesion between the two JPs.

Domain Definitions

Define Domain. Recommend that the DoD and
the joint staff develop an official definition of military
domain. Common usage in joint doctrine may infer the
ability to apply sovereignty or the ability to achieve
dominance or local superiority; or it may merely refer
to physical characteristics. Regardless, theory and
doctrine should include the establishment of precise
language that can eliminate pedantic arguments and
facilitate intellectual dialogue on such topics. The defi-
nition could include a set of parameters common in
concept but not in application. For example, domain
parameters such as boundaries, seams with other
domains, and environmental disruptors may be useful
for comparison and enhancing cross-domain opera-
tions. Also, representation of land, space, and cyber-
space domains should be refined in future versions
of the Cross-Domain Planner’s Guide to address issues
identified in Tables 2 through 4 of this monograph.

Domain versus Commons. In many joint docu-
ments the term “commons” (or “global commons”) is
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used interchangeably with certain domains. In addi-
tion to codifying a definition for domain, recommend
that the DoD and the joint staff not only provide a defi-
nition for commons (or global commons) but also pro-
vide discussion for when it is appropriate to use the
term. A starting point may be the JOAC description
of a global commons as “areas of air, sea, space, and
cyberspace that belong to no one state.”*”

A suggested distinction to consider and refine is for
“domain” to be used for applications focused on mili-
tary activities (e.g., organize, train, equip, and operate)
and for “commons” to be used for applications that
explicitly include other instruments of national power
(e.g., diplomatic and economic).

Define the Space Domain. Recommend that the
DoD and the joint staff develop an official definition
for the space domain. Granted, the seam between air
and space domains may not be significant to current
cross-domain operations. However, future space oper-
ations may include more routine traversing of vehicles
to and from space as well as more airborne systems
operating at extremely high altitudes.

Discuss Domain-Specific Terrain. Recommend
future versions of domain-specific joint doctrine pub-
lications include a discussion on the notion of “key
terrain” in the domain. Such discussion could address
whether the terrain is transient, enduring, or a mix-
ture; how it can be influenced by blue or red forces;
what lines of communication and choke points exist;
and what factors influence movement in and through
the given domain.
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Supported and Supporting Roles

Space and Cyberspace in the Lead. Current joint
doctrine makes mention of the possibility that space or
CO may be designated as the supported activities, but
does not address how this might occur. Recommend
future joint doctrine include examples of how the sup-
porting efforts in traditional domains may support
main efforts in the space or cyberspace domains.

Priorities for Cyberspace Resources. The CCJO
and JOE 2035 set high expectations for future U.S. mil-
itary cyberspace forces with little regard of the feasi-
bility of these forces to be able to cover all the tasks. In
turn, this may foster unrealistic expectations for U.S.
Government, commercial, and international entities
with regard to the support they may receive for “cyber
resiliency” efforts.””* Recommend that future DoD and
joint staff publications strive to emphasize the high-de-
mand/low-density aspects of cyberspace capabilities
as well as a realistic evaluation of military cyberspace
support outside of military operations during periods
of intense and widespread conflict.

Enduring Military Theory

Discussion of Joint Functions and Principles. Rec-
ommend that future versions of joint doctrine publica-
tions for domain operations include a brief discussion
on the 12 principles of joint operations as well as the
8 joint functions. This will enhance understanding of
how common theories and principles of military oper-
ations apply to specific domains as well as provide a
common lexicon and topics for comparison amongst
domains. The use of vignettes in these discussions may
enhance understanding for the joint community.

Military Theory for Space and Cyberspace.
One can argue that military activities in space and
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cyberspace are the least intuitive to comprehend and
the least understood by military planners and oper-
ators. Recommend that the DoD and the joint staff
actively support the development of military theory
to help provide a foundation for increased knowledge
in the joint force. Such efforts should be promulgated
throughout the spectrum of military professional
education.

Summary

By their very nature, military doctrine and oper-
ations are works in progress. In general, the current
state of military doctrine in the relatively new domains
of space and cyberspace include adequate means to
support land-based joint operations. However, knowl-
edge of the nature of these new domains is not intu-
itive, and understanding their unique characteristics
and capabilities is still a challenge for the military
force writ large. Anticipated future trends favor the
decreased emphasis on traditional large-scale land
operations and increased frequency and intensity of
conflict in space and cyberspace, perhaps even where
these newer domains may become preeminent for
a given operation. The joint staff’s pursuit of achiev-
ing cross-domain synergy in planning and operations
offers a credible method to face some of the challenges
of the future joint force, but this will likely remain an
evolutionary vice revolutionary endeavor.
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cyberspace operations [CO] to gain cyberspace superiority
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One other option is to emphasize capabilities with minimal
dependence on forward bases, such as amphibious, long-
range strike, cyber, electronic, or space capabilities, either in
primary or supporting roles.
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the space and cyberspace domains:

Operations in space, cyberspace, and across the
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[C2], targeting, sustainment, and intelligence are in place
when needed. Moreover, computer network operations
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joint operations. Moreover, those operations rarely require
the additional risks incurred in deploying forces to the
operational area. In fact, information, space, and cyberspace
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imize surprise through deception, stealth, and ambiguity to
complicate enemy targeting [emphasis in original],” includes:

In the context of future opposed access, forms of deception
that could prove especially useful include electromagnetic
deception and cyber deception, which could provide
intentionally erroneous information on the location and
activities of deploying joint forces to enemy intelligence
networks.
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ations (JCEO) is summarized in this passage as:
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Geographic and infrastructure challenges

Capacity for entry operations

Evolving threats

Whole-of-government approach

Multinational and coalition interface and interoperability

132 Ibid., pp. 11-12.

133 Ibid., pp. 12-13. Regarding the use of cyberspace and
space to support military deception (MILDEC) operations against
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One method the Joint Force may use to confound the enemy
is to create either a dearth or overabundance of targets for
the enemy to process. Social media and other cyber-enabled
deception methods may be valuable contributors to gaining
surprise. Where surprise is not possible due to the nature
of the operating area or the duration of the operation, the
Joint Force will seek to overwhelm the enemy’s targeting
capability. This could be done, for example, through a
combination of cyberspace efforts and the use of numerous
autonomous decoys employed in one or more of the other
domains.

Regarding the use of cyberspace and space support of MILDEC
operation to reduce collateral damage, the JCEO states:
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Additionally, information operations, [IO] including those
enabled by cyberspace employed in either a clandestine or
overt manner, may be able to move populations away from
potential points of entry in order to minimize collateral
damage concerns.

134 Ibid., pp. 13, 15. With regard to joint fires, the JCEO
suggests:
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example, information operations [IO], cyberspace, and
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area denial assets that would otherwise impede the entry
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135 Ibid., p. 20. The JCEO notes how maneuver is enhanced
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jes.mil/Portals/36/Documents/Doctrine/concepts/joe_2035_july16.
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Joint Operating Environment (JOE) suggests regional power trends
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sensing, space-based Internet, and communications services.
A range of anti-satellite weapons (ASAT) able to disrupt or
destroy the space, electromagnetic, and ground segments of
these constellations will also become more common.

Growth of state-sponsored cyber forces and capabilities.
The next decades will see the further emergence of state-
sponsored actors and associated organizations with more
advanced cyber warfare capabilities. Like strategic airpower
before it, state-based cyber advocates will develop strategies
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and directly influence the decision calculations of political
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space debris leading to a runaway chain reaction which
destroys other satellites and threatens the integrity of many
important orbits.

141 Ibid., p. 34.
142 Ibid., p. 35. The context of conflict in cyberspace includes:

A growing number of states will have extensive offensive
cyber forces at their disposal to disrupt the smooth and
efficient functioning of cyber-connected systems. In the
future, state military and security organizations will
increasingly use cross-border network and web-site

74



disruptions to cause social unrest. Attacks will work to
undermine the trust and data integrity that are central to
advanced societies, particularly financial, legal, and technical
infrastructure. This competition may also feature strategic
surveillance as well as industrial and scientific espionage.

143 Tbid., p. 36.
144 Tbid., pp. 40-50.

145 For additional reports on future security environments,
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tive Worlds, Report NIC 2012-001, Washington, DC: Office of the
Director of National Intelligence, available from https:;/www.dni.
gov/files/documents/GlobalTrends_2030.pdf, accessed November 18,
2016. For additional views on the need for space and cyberspace
capabilities to address increasing anti-access/area denial (A2/
AD) challenges, see Jason D. Ellis, Seizing the Initiative: Competitive
Strategies and Modern U.S. Defense Policy, Report LLNL-TR-680128,
Livermore CA: Center for Global Security Research, Lawrence Liv-
ermore National Laboratory, January 2016, available from https.//
cgsr.llnl.gov/content/assets/docs/|_Ellis_Seizing_the_Initiative_1_16.
pdf, accessed November 18, 2016. To explore challenges presented
by China’s increased military forces, see Peter Dombrowski,
America’s Third Offset Strategy: New Military Technologies and Impli-
cations for the Asia Pacific, Policy Report, Singapore: S. Rajaratnam
School of International Studies, Nanyang Technological Univer-
sity, June 2015, available from https;//www.rsis.edu.sg/wp-content/
uploads/2015/06/PR150608_Americas-Third-Offset-Strategy.pdf,
accessed November 18, 2016.

146 Mathew J. Burrrows, Global Risks 2035: The Search for a
New Normal, Washington, DC: Atlantic Council, September 2016,
available from http;//www.atlanticcouncil.org/publications/reports/
global-risks-2035, accessed October 6, 2016. The report is organized
into nine chapters that address changing demographics, interna-
tional governance, and technology advancement: Ch. 1. Individ-
ual Empowerment with More Unintended Consequences; Ch. 2.
Growing Demographic Crunch for Everybody Except Sub-Saha-
ran Africa; Ch. 3. A Malthusian World of Scarcities Increasingly
Likely for the Poorest; Ch. 4. Technology with Downsides; Ch.
5. Conflict Risk Increasing; Ch. 6. Middles East: High Risk of
Continuing Conflict; Ch. 7. China’s linchpin in the Global Order;

75



Ch. 8. The Difficult Transition to a Post-Western Order; and,
Ch. 9. The Big Picture.

147 Ibid., p. 40. Regarding a future contested space environ-
ment, the report projects that:

The space powers will continue to develop quantitative and
qualitative space-based missile attack early warning systems,
intelligence, navigation, communications and broadcasting,
and military command-and-control systems.

The likelihood of space incidents (such as the collision
of Russian and US satellites in 2009) might increase. Such
incidents also include the possibility that authoritarian and
irresponsible regimes will attempt to disrupt the operation
of space systems, with unpredictable socioeconomic and
military consequences.

The only way to prevent an arms race in space would be to
improve the legal basis for activity in outer space, particularly
by expanding restrictions and bans on weapons deployment
in orbit and development of land-, air-, and sea-based means
of destroying objects in space.

148 Ibid., p. ii.

149 Ibid., p. 8. The original source of this information was
cited as Atlantic Council, Frederick S. Pardee Center for Interna-
tional Futures, and Zurich, Risk Nexus: Overcome by Cyber Risks?
Economic Benefits and Costs of Alternate Cyber Futures, Washing-
ton, DC: Atlantic Council, September 2015, available from http;//
publications.atlanticcouncil.org/cyberrisks//risk-nexus-september-
2015-overcome-by-cyber-risks.pdf, accessed November 4, 2016. The
original reports consider this cost-benefit inflection to be an ongo-
ing global phenomena:

A future where the annual costs of being connected
outweigh the benefits is not only possible, it is happening
now. According to our project models, annual cybersecurity
costs in high-income economies like the U.S. have already
begun to outweigh the annual economic benefits arising
from global connectivity.
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For all economies, the inversion of costs and benefits
is expected to occur within the next five years. In Latin
Anmerica, it is expected before the year 2030, as the region
bridges the digital divide. In the Asia-Pacific region, the
inversion is expected sometime after that. (p. 2)

150 Burrrows, p. 29.

151 Army Cyber Proponent, The U.S. Army LandCyber White
Paper 2018-2030, Fort George G. Meade, MD: U.S. Army Cyber
Command/2nd U.S. Army, September 9, 2013, p. 9, available
from httpy//dtic.mil/dtic/tr/fulltext/u2/a592724.pdf, accessed Novem-

ber 6, 2013.

152 Ibid., p. viii. The foundation of the LandCyber concept

includes:

Eight Aspects of Convergence:

1. Time and space

2. Threat and technology

3. Land and cyber domains

4. Cyberspace and electromag-
netic spectrum [EMS]

5. Defensive and offensive cyber
operations

6. Information environment and
cyberspace domain

7. Information management and
knowledge management

8. Operational and institutional

Nine Guiding Principles:

1. Unified cyberspace operations
[CO]

2. Integration

3. Localized cyberspace effects
to the tactical edge

4. Enhanced understanding

5. All networks are operational
warfighting platforms and
functions

6. Combined arms approach

7. Achieve cyberspace domain
superiority

8. Ensure mission command

9. Empowered LandCyber units
and Soldiers

153 Ibid., p. 4-6. Per the white paper, the following are the
Army’s roles and responsibilities in cyberspace as an operating

force:

(1) Support prevent, shape, and win roles with cyberspace
capabilities. This requires supporting intelligence operations
and conducting cyberspace operational preparation of the
environment (OPE) [sic] to plan and prepare for military
operations. Building, operating and defending all Army
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networks as an end-to-end enterprise ensures its availability
to the Army.

(2) Provide critical infrastructure protection for the Army
and U.S. Northern Command national systems, and provide
Army-wide indications and warning against threats and
attacks.

(3) Integrate cyberspace operations [CO] capabilities into
joint and Army planning and exercises, facilitate security
cooperation to create defense in depth (under the direction
of COCOMs [combatant command-command authority]
and subject to the limitations of National Foreign Disclosure
Policy), develop shared indications and warning, and
leverage combined cyberspace operations [CO] strengths.
Plan and integrate world-class cyber opposing forces
(WCCO) in concert with USCYBERCOM and provide
representative adversary command, control, and networked
systems into training, testing, experiments, and exercises.
This integration develops Army forces that can detect
and respond to adversary cyber attacks and operate in a
degraded cyberspace environment.

(4) Integrate cyberspace operations [CO] into combatant
command [CCMD] planning and targeting processes
to broaden the range of options. Deliver offensive and
defensive cyber effects, if approved and directed, planned
and integrated through cyber electromagnetic activit