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DEPARTMENT OF THE ARMY
MILITARY INTELLIGENCE BATTALION
{COUNTERINTELLIGENCE) TECHNICAL
FORT GEORGE G. MEADE, MARYLAND 20735-3958

REPLY 7O
ATTENTION OF:

IAGPA-A-OP-0 (381-45c) 6 May 1993

MEMORANDUM FOR Record

SUBJECT: Missing Original Signature Investigative Memorandum
For Record (IMFR).

1. Original signature IMFRs numbered 1, 13, 1%, 18, 19, 2¢, 22,
23, and 29 are missing from the Report of Investigation for ACCO
CCN: b2 due to inadvertent destruction.,

2. The POC for this memorandum is SA b6 J

- b6

G5-13, DAC
Chief, SCO CONUS




o SECRET 4

DEPARTMENT OF THE ARMY
MILITARY INTELLIGENCE BATTALION
(COUNTERINTELLIGENCE) TECHNICAL
FORT GEORGE G, MEADE, MARYLAND 20755-5935

REPFLY TO
ATTENTION OF:

IAGPA-A-OP (381-45c) 6 May 1993

L)

1. ,(ge—)’ ADMINISTRATIVE DATA:

TITLE: Redstone Arsenal, AL ACCO CCN: b2
SAEDA (AUTO)

13 July 1990

INVESTIGATING UNIT: 9023 MI Group CONTROL OFFICE: SCO CONUS
DATE INITIATED: 20 July 1990 - DATE CLOSED: /5 Jone /773

REASON FOR INVESTIGATION: :
To determine if a Foreign Intelligence Service was
involved in an attempted penetration of a Department of
Army computer system.

CASE STATUS: Terminated.

2. (U) SYNOPSIS:

INFORMATION CONTAINED IN THIS REPORT WAS OBTAINED FROM ANOTHER
FEDERAL AGENRCY, WHO RESERVES THE RIGHT TO RESTRICT ITS
RELEASE, AND WILL ROT BE RELEASED OUTSIDE OF ARMY INTELLIGENCE

[__CHAN_SELS WITHOUT THEIR APPROVAL.

-

Referred

CLASSIFIED BY: Appendix E, INSCOM GUIDE 90-01

 SECRET
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IAGPA-A or

TITLE:  ACCO CCN: L__~_____~;](U7

Referred

c. (U) On 21 and 23 August 1990, b6 "|ADP Security
Specialist, Headquarters, Army Material Command, Rock Island, IL
provided information that examination of the Rock Island

computer system revealed no compromise of the system. However,
it was discovered that computer files from the Picatinny
Arsenal, Dover, NJ were accessed and transferred to the

University of Chicago computer system. (3-4)

d. (U) On 21 August 1990,i::;g%_s__HTI_taryjAutomated Data
Processing Systems Security Office, U.S. I Academy, NY
provided information that an analysis of the logon files f£rom 25
June to 13 July 1990 indicated no apparent penetration of the
computer system or transfer of files from the system to the
computer at the University of Chicago. However, the audit trail
only listed unsuccessful logons and did not keep a record of
successful logons and work processed on the system.

(5, Exhibit III).

e. (U) On 23 August 1990, DB _|MIcom, Redstone
Arsenal, provided a copy of the “"Cracker Program" {(a computer
program used to break encrypted pesswords) used to penetrate the
MICOM computer system. He 8lso revealed that he could not
determine the specific systems penetrated at Redstone Arsenal.
{6, Exhibit IV)

S —
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Referred

CONFIDENTIAL

4



® (ONFIDENTAL @

TITLE: ACCO CCN: | b2 I

' Referred

g. (U) On 17 August and 5 September 1990.L_j§2__p____4
Assistant Security Manager and Automated Data Processing
Bpecial Security Officer, Letterkenny Army Depot, Chambersburg,
PA, provided the following information. On 19 June 1990, she
was informed of the penetration of the computer system at
Letterkenny Army Depot. The system was accessed by an
unauthorized user through the computer system at the University
of Chicago. Of the seven systems accessed, one contained
sensitive information on supply transactions and transportation
of ammunition and weapons from depot to depot. Her analysis of
the system records did not prove or refute the penetration and

loss of data. L_QQQM*_H_E::FS involved in the PATRIOT missile
project and processes data on the shipment of the missiles. (8)

(U) On 7 September 1990, neither b6

h.
MHOI b6 memmi,——}
over, P 4 any réIéVEﬁf“Inrurﬁ;;lon concerning the

unauthorized accessing and transfer of data from the system at
Picatinny Arsenal. (9 -~ 12)

i. (C) On 8 November 1990, analysis of the computer tape
from the University of Chicago revealed the presence of a
classified message, dated March 1990, marked confidential, and
concerned with the results of a Patriot missile counterlaunch
experiment. The analysis slso revealed that SUSPECT(s)
transferred files from accessed computers to the University of
Chicago and created a repository file on the University's
computer system. These files contained PATRIOT weapons system
data; information on key personnel; and project status, costs
and vulnerabilities. (13, Exhibits VI-XCi)

Referred

CONFIDENTIRL
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IAGPA-A-OP
TITLE:  ACCO CCN: (U)

k. (U) On 26 November 1990,%!&1(@!&,
Redstone Arsenal, AL alleged that it was determin that the
penetration of MICOM's computer system and subsequent loss of
data did not involve any classified information. He provided

two messages sent to headquarters, U.S. Army INSCOM. One of the

messages provided a cursory analysis of the University of
Chicago computer tape, which revealed a listing of computer
gateways (main entry points from a network to a computer
system), computer network and system computer addresses,
password files from MICOM, Rock Island Arsenal and Letterkenny
Army Depot, data files from the US Army Military Academy and the
MICOM PATRIOT Project Office. (15, Exhibits XCE-XCIO)

1. (U) On 27 November 1990, bei________::]Chief, Program
Evaluation Branch, Patriot Project Office, Space Defense
Command, Huntsville, AL, revealed the document “"Results of
Patriot Counterlaunch Experiment," was two years old and
detarmined to be unclassified but sensitive. The document was
processed on a system accredited for unclassified only. (16)

m. (U) On 27 November 1990, further analysis of the
University of Chicago computer tape found no additional
classified information. (17)

b1

b1

Referred
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IAGPA-A-OP
TITLE: ACCO CCN: b (U)
b6 Computer Systems Analyst and
b6 Computer System Analyst, Letterkenny Army

Depot, Chambersburg, PA, reported on 16 August 1991 an
unauthorized user (SUSPECT) attempted to access the A2 computer
system at Letterkenny Army Depot. SUSPECT attempted to logon
the system by using a User ID and password that was compromised
a year ago, They were notified by | b6 Systems
Administrator, Columbia University, New York, that on 16
August 1991, a computer file identified as belonging to
Letterkenny Army Depot was discovered on the Columbia University
computer system. {20, Exhibits xcv:-xcvn‘._)

q. (U) A determination was made th iscovered
in ACCO CCN: b2 nd ACCO CCN: b2 as part of
the data transferred by SUSPECT in this investigation. SUSPECT
indicated in a computer talk session that HE used multiple
satorage sites when HE transferred data. Based on this
information, the above mentioned investigations were terminated
?nd)transferred to this investigation ACCO CCN: b2

21

r. (U) On 23 August 1991, | b6 Computer
Security Manager, US Army Information Command, Redstone Arsenal,
Al, opined that the Test Measurement and Dianostic Equipment
(TMDE) Support Group computer files discovered on the Columbia
University computer system were penetrated and transferred
during the same time frame as the data found on the University
of Chicago computer system (July 1990). The password file used
by SUSPECT to access the TMDE files was created prior to July
1990 and the passwords were changed during a shut down of
Redstone's computer system in July 1990. (22)

s. (U) On 28 August 1991, | bB Security
Specialist, MICOM, Redstone Arsenal, AL revealed the computer
files discovered on the Columbia University computer system were
from the TMDE computers at Redstone. The data is unclassified
and nonsensitive. [ b6  determined that the password file
discovered at Columbia University contained user IDs of
personnel who had departed Redstone prior to 1 November 1990.

It was determined that there was no recent penetration of the
TMDE system and the penetration probably occurred in July 1990.
(23)

[NCLASSIFIED
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rTE: Acco con:| D2 «n

t. (U) On 18 September 1991, | b6 _ Juetterkenny
Army Depot revealed that the computer file discovered on the
Columbia University system was a decrypted version of an
encrypted login password file from the A2 computer system at
Letterkenny Army Depot and was probably electronically removed
as early as August 1990.pined that SUSPECT could have
accessed the file and system a etterkenny from anywhere and

only the results of the decryption of the file were found at
Columbia University. (24, Exhibit Xcvor)

u. (U) On 21 October lQBl,MSystems
Programer, Columbia University, New York, provided

information concerning the unauthorized accessing and use of
computers by SUSPECT and the subsequent discovery of computer
files belonging to the U.S5. Army. hwas initially made
aware of the incident by b6 Director of Molecular
Modeling Facility, Columbia University. It was determined the
files placed in the university's computer system had been there

for over one year, SUSPECT exploited a security hole in the
system and gained root privileges (the ability to control the
computer with access to all files), created a file storage area
on the system and installed a "Cracker" program (a computer
program that can decrypt encrypted passwords and user IDs).
SUSPECT normally came into the system via a telenet connection
from a computer located at Delf University, Netherlands. The
files belonging to the U.S. Army were from Letterkenny Army
Depot, PA; Redstone Arsenal, AL; and SIMA, Army Material Command
Systems, ST Louis, MO. (25, Exhibits IC-Cl)

v. (U) on 21 October 1991.[ b6 irector of
Molecular Modeling Facility for Molecular Biology, Columbia
University, New York, NY, revealed his computer system was
penetrated approximately one year ago. At that time he
installed an audit tresil and the unauthorized penetrations
stopped. On 13 August 1991, he noticed the unauthorize user was
back and his audit trail program was tampered with The SUSPECT
was active from 13 through 15 August 1991, m onfirmed
L_Qg::::]descrlption of the penetration. (26)

w. (U) On 18 November 1991, b6 Systems
Programer, Columbia University, revealed the communications
pathway for the penetration of Columbia University's computers
was traced through a computer system in Finland a
from a computer at Delf University, Netherlands. b6

Finnish citizen, computer system administrator, Finland, traced
the connection from his computer system in Finland to the system
at Delf University. (27)

UNCLASSIFIER
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TITLE: ACCO CCN: | b2 (o

x. (U) On 17 December 1991, L@_cm_v_sjan
b6 computer security experts, ; U.S. Ar
allistic Research Laboratory, Aberdeen Proving Ground, MD
provided an analysis of the data found on the University of
Chicago system. They discovered a subdirectory that was
encryped and the key to the encryption appears to be the Unit
Identification Code (UIC) for MICOM HQ. Also, they discovered
that on 12 May, SUSPECT attempted to create an account named
*rgb" (rgb is one of the hacker aliases used by the SUSPECT

| b6 7] (28, Exhibit CI)

3. (U) Case Terminated. Investigation revealed that U.S. Army
computer systems were penetrated and computer files were
transferred to computer systems at the University of Chicago and
Columbia University to include one document marked

confidential. The origin of the penetrations are from the
Netherlands. Poreign Intelligence Service activity or collusion
was neither proved nor refuted.

4. (U) ROI prepared by Special Agent 4 b6 ]MI BN
(CI)(T), 9024 MI Group, Fort Meade, MD 2 - .
b6

28 IMFRS GS-13, DAC
1032 Exhibits Chief, SCO CONUS

UNCLASSIFIED
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DEPARTMENT OF THE ARMY
MILITARY INTELLIGENCE BATTALION
{COUNTERINTELLIGENCE) TECHNICAL

FORT GEORGE G. MEADE, MARYLAND 20755-59538

REPLY TO
ATTENTION OF:

IAGPA-A-OP 6 May 1993

MEMORANDUM FOR RECORD
SUBJECT: Unlisted Attachment to Report of Investigation:

b2 |

1. The following item is appended to the Report of
Investigation as unlisted attachment:

U.8. Department of Justice Letter
0C for this action is Mr.{ b6
b6 or (com) [ pg "]

~ G8-13, DAC
Chief, SCO CONUS

]DSN

1 Encl

10



@ orrariment oF THE ARME

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FORY BELVOIR, VIRGINIA 22060-5370

Eny 10
ATTENTION OF

03 fra 1992
IAOPS-CI-OI (381-45c)

MEMORANDUM FOR COMMANDER, 902D MILITARY INTELLIGENCE GROUP, FORT
GEORGE G. MEADE, MD 20755-5910

SUBJECT: Dutch Hacker Related Cases

1. The enclosed Department of Justice letter is forwarded for your
action. DOJ is regquesting that the 902da keep their investigative
files open on any Netherland related incidents until further

notice. HQ INSCOM should be kept informed of the status of these
investigations.

2. Ho INscoM POC is Ms.| DB |AV b6

b6

—
C::77”——__CE16531, G5
DCSOPS

Encl

11



Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

[ ] Information has been withheld in its entirety in accordance with the
following exemption(s):

It is not reasonable to segregate meaningful portions of the record for
release.

[ ] Information pertains solely to another individual with no reference
to you and/or the subject of your request.

lﬁnformaﬁon originated with another government agency. It has been
referred to them for review and direct response to you.

[ ] Information originated with one or more government agencies. We
are coordinating to determine the releasability of the information under
their purview. Upon completion of our coordination, we will advise you
of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.

Page(s) /o -/3

IAGPA-CSF Form 6-R
1 Sep 93
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- ,..,4;156 PAGE 02

b2

VU)W SUITECTT oM
SDJIRTE HAl YO OBJIECTIONM T HIS TGEVTITY BEING RELEASED

R MY O 17 JULY 1921, pB CNYTHCTEY PEPIFSENTATIVES OF
THE PFDSTOME %I LOTALRYENT TD REPDRI THe PENETReTION NE A COMPUTER
SYSTE® 20LRNSING [0 MENONM, O 13 gl vy 1990y b6 WAS
SNUTACTE Y 4y Ma )0 b6 LMTT) 02 THF DEFENSE CONMUNICATIDNMS AGEMUY
(AUTOVOR b6 D TYEORMED HIA TRAT A COMPUTSR FOLDS Ry

IDENTIFIED as BrLOMGING TO THE PRIRIOT PLOJECT FFICEr whS LOCATED
DY 9 JULY 1960 X L CAMTUT-9 SYSTEM o L0ugTMG TO THE UNTYERSITY OF
THICARO.  THE FOLITD wi& FIUIMN pY @ P3NPFLSSE 3T THE MMIVERSITY
(MEIY WHO 4480 948310 nls FILES 00 25 Jud- 1997 PP70P TO GOINE ON
LEAVE,. TH: FOLOLR® WAS MOT IN HIZ FILTS N 2% JUNE 1we0. 4UT 428
FOUND THER: AN & JULY T990 LPAN wIS RUTUFN FIOM LY AVE. THE FOLDER
WAS TITLED b6 aNMD CONVAINED THIP REPGRTSe MEETING NOTES.
INTRA=QFF [2F MeMNS ANU HEHZ2 "OuTIMY rORILSIONDENCEL  SOMEONS
APTENMATCG T0 BITDTTVE THE {MFORI%ATION FR°M TAE UNTIYCRSITY OF
CRICAGRD COMBDYFY NAn 13 JUT Y Y990s ny TuEEL™ \.‘}Up awd) 1600 HOUIRS 2uT
JAS UMARLE (NFT). THESY paS MO CLASSIFIEN INFQIMATINN STORED TN
THF PATRINT PEAGETT DFEL{E SYST: N, THIS SYSTEM 1s LINKED TO THE
2561
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1) SELTTOM 02 oF 02

UNITEDN STATES ARvY INFORMaTION SYSTEMS COMMAND~MICOMI{ISAISC~MICOM)
CAMPUS ARE A/WID- 2REA NETWORK THROUGH TH. USE OF MODEmMS,. THE
JSAISC-MICOH® ARIAS/UIDE ARTA NETWORY [ INnS MOST OF THE MICOM
IDJECT OF-ICESYy PROGRAM EXECUTIVE NFFICESy WUDGET OFFICESe FINANCE
AND ACCOUNTING CFTTCERe MICOM SECURITY A D CLEARANCE FILESs AS WELL
AS DTHER R°A SUPPNRT AGENMCIES. THE NETWORK ALSO ACCESSES THE
NEFENSE DATA NETWORK (DDV)e THE USAISC~MICOM CAMPUS AREA/WIDE AREA
VETWORK J07S WOT ZONTAIN CLASSIFIFY 0P S ECTAL ACCESS INFORMATTON.
SJISENUENT TN T4t INITIAL INTERVIEW OF THE SOUCEs HE WAS
FECONTACTED Wy »*, b PE THE CEPT WHD INFORMED HIM THAT FURTHER
FOLDEFS BELONGING ' miuu= WERE FOUND IN OTHL® CCMPUTF® SYSTE®S AT
THE UNIVERSITY OF CHEICAG0. APPINXIMATELY 15 MFGAHITES OF
TNFORPMATI N Havs ~IEN FOUN I THAT IMHOICAYLS S8 PASSWORNS ON THE
USAISC-MICA™ CAMPLUS AREA/WIDE AREA NeTuwheK WERE COMPPOMISED. »LL
INFORMATION BELCNGIMG TO ™ICOM THAT IS rOUND IN THE UNIVERSITY OF
CHICAGO CO%PJTE™ XYSTE™S WILL 87 RETUOVE.S Tn MICOM FOR PRINTING

AND ANMLYSIS bY #]COM AUP SECURITY PERSONNEL. THIS ANALYSIS JILL
DEYER™INE TRE E€xTr¥T OF THe PENETRATINN AS WELL AS LF ANY
INFORRATINN BECR¥TY CLASSIFIEN THROUGH COMPTLATION.

e (U) ACTIONS TJakiN:

A, (Y A SCHEVATIC BIAGR M TO THE USAISNC-MICOM UAMPUS AREA/WIVE
AFN MET 400K 485 OATALNED SROM THE SOURC. ANU May BE FNRWARDED
UNDE® SEPAFATE COveR IF MECERSAHV.

be lgiéiff“P}“It'

e : HIS PENETPATION WwILL CLCSY THE USAISC-HICOM CAMPUS
AREAZVINE AT A NETL4ORY DONY FNY A MONTH IN TRDER TO REESTABLISH
SECURTITY TI™ THE N TWOPK.

Re (1) RICOMEINaTINNG T

11 (DY ©OSMI0 MONTTODP THE ANALYSIS OF THE INFORMATION HY MICOM
IOP SFCUQITY \D CYHLISTS T) DtTLP“INE IF THEVE IS ANY
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EXHIBIT COVER SHEET

SUBJECT: w4
DACCO CCN:. (v)
SCO CONUS CCN: ()
PREPARING UNIT:

REPORT DATED:
DESCRIPTION:

()
{g)

REDSTONE ARSENAL, AL
SAEDA (AUTO)
13 July 1990

b2

Redstone M1 Det, 9024 MI Group

18 July 1990

Confidential Electronic Message
From Commander MICOM
Dated 171620Z JUL 90

Subj: Penetration of MICOM Minicomputer (I}
: EXHIBIT i Regraded UNCLASSIFIED on

oy OLANSE S rora

Auth para 4-102, DOD 5200-1
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2CLLOPLSYPTIPER4GL LG LN U777 19BRESD IRML CaRE o
PCYCZYUW RUCDSRARSLL 1989 38-CCLC— R;,mmnn. , L
- ZWNY GCLeo : . . , 7/ ( ~.

T ZKZK PP GHI DE

“BO171680Z UL 90 O

FM COR MICOM REDSTONE ARSENAL//QHSﬁI 5!//

'TO RUDHAPA/CIOR INSCON FT BRELVOIR VA//IADFS- -CI- 10//
INFQ RUKL.DAR/CDFR . AMC ALEX VA//AMCMI-CS//

RUKGNEA/CDIE USAISS FT BELVOIR VA//ASBI-SDS//
RUEAOWDHADA WASH DCA/7DAMI-CIC-RG/SALS-R0S/ /7 '
RUCDGON/CIR MICOM RELSTONE ARSENAL AL/, ANMBMI-SI//

RUCDbDﬁ/PEU AIR DEFENSE RLDbTONE ARSENAL AL//S FRE -AL/3 IQE-GDMPQ{/ )
Bl .
CoNFIDENTIAL

G YT SENETSATTAM A MICOKM MTNTOAMIITER (1])
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JO'NT MESSAGEFOQM SICURITY CLASSIFICATION

E SECRET.
raGe pra/rLLEasd Tt PRECEDENCE cLass specar Y [ 0R1G:ME0 IDEN
baTE TimE mowin | va AT | im0
Jﬂlu Oy 12019002 [AUG [0 PP | PP | S88%| 23219007

0008 MISBAGE MANOLING INSTRUCTIONS

FROM:' SATC RO 902D MIGP #T SHERIDAN IL//TIAGPA-C-SH//
YO: CDRADZDMIGP FT GEORGE G MEADE HD//IAGPA-OP-1//
"INFO:  CDR MID 502D HIGP FT SAM HOUSTON TX//IAGPA-C-SA//
CDR MIBNLCI{CE} 502D MIGP PSF SFRAN CA//TAGPA-C-OP//
2EN/CDR MIBNLCI}{S} 902D MIGP FT GEORGE G MEADE MD
/IIAGPA-B-0P// _ |
" ZEN/CDR DSD 802D MIGP FT GEORGE 6 MEADE MD

//TAGPA-B-DS// o L .i'
ZEN/CDR MIBNCCI}{T} 902D WIGP FT GEORGE G MEADE MD
I/TAGPA-A=O0P// P o
ZEN/DIR DACCO 7T GEORGE G MEADE MD//DANI-CIC-CCO//
“CDRINSCOM FT BELVOIR VA//IAOPS-CI-0I/IAOPS-CI-T0//

'LS-E'f-R—E—% au

SUBJECT: INVESTIGATIVE MEMORANDUM FOR RECORD {U}
1.0\ TITLE: REDSTONE ARSENAL. AL
- © . SAEDA {AUTO}

1300 ERe) - . o
2. {U} DATE OF REPORT: .17 AUGUST 1940 Reg”aJc}:;Tleg(IZfASSIFIED on
| 1

3. 4y cen osco b2 . by USAINSCOM FOI/PA

. ' . ' Auth para 4-102, DOD 5200-1
DISTR:

&
b6 TRATE, “CUASSIFIED BY: INSCOM PAN 3a0-&
LAGPA=C=3H N o . | DECLASSIFY ONt OADR
AV:  ysq-2275 o
3 t:)(is SAIC IAGPA-C-SH_ -CRET
. | SLCURITY CLASS _f' » oy DATF TIME GAOUP

° 131 SECRET ™ ’ '

DD (&3 17372_i(C'R) . « 7 eREVIOUS IDITION 1§ ONSOLETE . +U,.S, GOVERNMEWT PRINTING OPFICE: 1aas-abn-iic



Regraded UNCLASSIFIED on

12 JAN 2011 . . |
by.CsalNscomrorra @ -, MT P
Auth para 4-102, DOD 5200-1R 4 €«

O tu W £ o

DO, 17302 (0CR)S

SECUMITY CLASBIFICATION

JOINT MESSAGEFORM
1

. “SECRET—
— oaTE Tt wowth | va | act | wro = bl
=02 0y [FOI9007 [ AUG [0 PP JPP - fesera00z

Y. {U)} FANMESTIGATIVE RESULTS:

[P —— —_—

AGENCY WHO RESERVES THE RIGHT TO RESTRICT ITS RELEASE, AND WILL NOT
BE BE RELEASED OUTSIDE OF ARMY INTELLIGENCE CHANNELS WITHOUT THEIR
APPROVAL— . - — .

A-o)gR ON 15 AUGUST 1990+ SPECIAL AGENT Referred SQUAD 5B,

CHICAGO+ IL+ MET UWITH MEMBERS 0F THE CHICAGO RESIDENT OFFICE {CROD.

902D MILITARY INTELLIGENCE {MI} GROUP+ FORT SHERDIANs IL.+ AND
PROVIDED THE FOLLOUWING ]fNFORHA'_I’ION= .

e.(U)-m-— oN 9 JuLY 1990, DO DEPARTHENT OF ASTRONOMY AND
ASTROPHYSICS {AEA}~" UNIVERSITY 0F CHICAGO fU 07 C}. CHICAGO TLn

DISCOVERED COMPUTER FILES ON THE U 0F C'S.”COHPUTER' SYSTEM BELONGING

To COLONEL DO REDSTONE ARSENAL~ HUNTSVILLE. AL. THESE
FILES WERE PLACED ON DO TILES UHILE bB WAS ON A Tuo
WEEK VACATION. b6 VACATION WAS POSTED ON THE COMPUTER

THEY HAD SIGNED ON TO THE SYSTEM.
(V) .
¢ #r DO OUND APPROXIMATELY TEN MILLION BYTES OF

ADDITIONAL INFORMATION IN HIS COMPUTER FILES WHICH HE DID NOT PLACE
THERE. REALIZING THIS INFORI‘IA'I;ION WAS NATIONAL DEFENSE INFORMATION.

BULLETIN BOARD AND ANYONE COULD HAVE OBTAINED THIS INFORMATION ONCE |

DISTA:

DRAFTER TYPED NAME TITLE. OFFICE CYMSOL. PHONE i SPECIAL INSTRUCTIONS

TYPED MAME. TIVLE. OFFICE SYMBOL AND PHONE . ﬁ ’

raABER

.. AL - $uJATY SLALNEIEA DN daa) LiMe CAYYr

| b6  lsegmer

PRIVIOUS §01 110N o6 DEIOLR (L U2, G RRNKAND PMLET L LrFica s e eee o

INFORMATION CONTAINED IN THISREPORT WAS-*. OBTAINED FROM ANOTHER PFEDERAL



Ornwws=2nno.
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SECUMTY CLASSHICATION
JOINT MES?AGEFORM SECRET
(471 oraMIsasIN Tt PRECEDENGE CLASS sricat ({1 [1 0RO 480 DN
OATS Tmat MONTH L) acy L1 ]
03, 04 [201900Z A 0 [PP [PPF |SSS% 232319002
sOOR MESSAGE NANDLING INSTRUCTIONE

b6 FKBEED THE INFORMATION To THE . CONPUTER EMERGENCY RESPONSE
TEAR (CERTYTO:CARNEGIE-MELLON: PITTSBURGH: PA+ AND THEN ERASED THE
INFORMATION FROM WIS FILES AS PER STANDARD OPERATING PROCEDURE.

D. QTHE U OF C TRACED AN ILLEGAL ACCESS ATTEMPT THROUGH A
REQUESTED TELEPHONE TRACE BACK TO GTE TELENET~ 303 E. WACKER DRIVE-.
CHICAGO, IL-AWISED THAT GTE TELENET IS A "HUB." AND IT.
WILL BE VIRTUALLY INPOSSIBLE TO TRACE THE CALL BACK ANY FURTHER.

E- .£¥i> U 07 C'S ON"CAMPUS COMPUTER SYSTEM IS CONNECTED TO A
REGIONAL SYSTEM WHICH IS CONNECTED TO THE NATIONAL SCIENCE
FOUNDATION {NSF} SYSTEM. THROUGH THE NS? A "CRACKER™ {NEW TERM FOR.
HACKER} WOULD HAVE ACCESS TO OTHER SYSTENS THROUGHOUT THE U.S. AND
OVERSEAS. ADPITIONALLY. I7 AN UNAUTHORIZED USER ENTERED THE U OF ¢

COMPUTER THROUGH A TELEPﬂONE NETUORK. IT IS VERY DIFFICULT TO TRACE
OR TRACK THE USER. THIS APPEARS TO BE THE CASE IN THIS INCIDENT IN
THAT THE ENTRY WAS THROUGH GTE TELENET. ‘
Fe 2 IT IS BELIEVED THIS CRACKER MAY BE ON A "LEARNING CURVE."
MEANING - ONE CQULQ.SEE THE PROGRESS AND LEVEL OF COMPETENCE THAT WAS
GAINED THE LONGER THE CRACKER WAS ON THE SYSTEM. DUE TO THE GRAMMER

AND PUNCTUATUION USED+ IT IS BELIEVED THE CRACKER MAY BE EUROPEAN

DISTR:

DRAFTER TYPED MAME, TITLE. OFFICE SYMBOL, PHONE SPECIAL INETRUCTIONS

TYPED NAME, TITLE. OFFICE SVMPOL AND PHONE
.4
= SECURITY on OATE TinkE GAOUP

22| SECRET

DD (iaae 17

PRAEVIOUE EDITION 1B OBSOAETE U.8. GOVEBMURNT POTNTINA ARPIAT. toubaoht o
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SECUNITY CLASEIFIGATION
JOINT MESS’GEFORM SECRET
ragt BUG/ACLIASIA 'l‘( razCiInenceE clARS SPECATY (1 4 cic O/ ML0 105N
BATETiMAE mMowTH | va acy | wro
0% 041201900 AUG |90 |PP |PP |SSSS 232119002

00K

MESBAGE MANDLING WETAUCTHIONS

AND WORKIMOMLONE. THE CRACKER SIGNED ON AT ABOUT 0300 to 040D
HOURS AND REMAINED ON FOR TUELVE TO SIXTEEN HOURS EACH DAY+ WITH AN -
0CCASIONAL BREAK BETWEEN DAOD0 AND 1000 HOURS-. THIS PATTERN LASTED
FOR ABOUT TWO WEEKS+ DATES NOT PROVIDED. MZ'[TH‘ONLY ONE DAY OFF.

6. 18F ‘oM 28 duLy 1940, b6 Juoucsi A CRACKER ON THE U 07

C COMPUTER SYSTEM WHEN HE THOUGHT A FRIEND OF HIS. | D6 Kot
FURTHER IDENTIFIED. WAS ON THE SYSTEM. | DB | ASKED| B  WHEN HE

HAD RETURNED FROM HIS TRIP. THE CRACKER RESPONDED BY ASKING ABOUT
GAINING ACCESS TO .ANOTHER COMPUTER SYSTEM. THE CRACKER THEN
IDENTfFIED HIMSELF AS A HACKER AND SIGNED OF7.

e R

|

eferred

DECLASS 0ADR

DISTR.

DRAFTER YYPED NAME, VITLE, OFFICE SYMBDL, PHONE SPECIAL INSTRUCTIONS

!

D D 1 a‘l‘n 11:’2 (OfRJ , SASVISNE TIITING I8 MM ETE - -

b6

L} ! - . ,
TYPEO MAME, TITLE, DFFICK SYMBOL ARD PHONE M
SECURITY CLA! () DATE TIME GROUP
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Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

[ ] Information has been withheld in its entirety in accordance with the
following exemption(s):

——

It is not reasonable to segregate meaningful portions of the record for
release.

[ ] Information pertains solely to another individual with no reference
to you and/or the subject of your request.

[Z/Information originated with another government agency. It has been
referred to them for review and direct response to you.

[ ] Information originated with one or more government agencies. We
are coordinating to determine the releasability of the information under
their purview. Upon completion of our coordination, we will advise you
of their decision.

NO DUPLICATION FE
FOR THIS PAGE.

DELETED PAGE(S) W
E

Page(s) QQ ’0‘27
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SECURITY CLASSIFICATION

T
JOINT MESSAGEFORM - ONF EDENT EAL

PAGE OTGm‘llA“‘ TIME PRECEOENCE CLASS SPECAY (§°13 [41+4 OfG ‘MEG IDEN
01, 03 [FT91007 T AUG (50 PP 1PP lccec. - 33331002

eQ0n

MESSAGE HANOLING INSTRUCTIONS

FROM: SAIC RO 902D MIGP T SHERIDAN IL//IAGPA-C-SH//
¥0: CDRAO2DMIGP 7T GEORGE 6 MEADE MD//IAGPA-OP-I//

INFO: CDR MID 902D MIGP FT SAM HOUSTON TX//IAGPA-C-SA//

SUBJECT:
1.0) R TITLE: REDSTONE ARSENAL. AL

CDR MWIBN{CI}{CE} 902D MIGP PSF SFRAN CA//IAGPA-C-0P//
ZEN/CDR MIBNLCI}S} 902D MIGP 7T GEORGE 6 MEADE MD
//IAGPA-B-0P//

CDR MID 902D MI GP FT MEADE MD//IAGPA-C-FM//

ZEN/CDR DSD 902D MIGP FT GEORGE G MEADE MD
//TIAGPA-B-DS//

ZEN/CDR MIBN{CI}{T} ®02DP MIGP FT GEORGE G MEADE ND
//IAGPA-A-O0P//

ZEN/DIR DACCO FT GEORGE G MEADE MD//DAMI-CIC-CCO//
CDRINSCOM FT BELVOIR VA//IAOPS-CI-0I/IAOPS-CI-T0//

<o+ - N1 + &L [

INVESTIGATIVE MEMORANDUM FOR RECORD {U}

SAEDA {AUTOY}

13 Jut 0 Sy

‘ WEAavin: SYMEOL AND PHONE E-g N-F-I-D-EN’I' AL
b6 SAIC, IAGPA=C-S Ty HAL —

§ umdfuns 7
d— b6 o CONFIDENTIAL— -
DD_VI :u".i;‘;o_ 173/2/@0”) PREVIOUS EDITH

2. {U} DATE OF REPORT: 21 AUGUST 19490
Regraded UNCLASSIFIED on
oIsTAR: .
by OsKNE Y rovpa
Auth para 4-102, DOD 5200-1R
QRAFTIR TYPED NAME. TITLE. OFFICE BYMBOL PHONE cltc:é?i??l&'p’ BY: INSCOH PAﬂ B&D—h
LAGPA-{~XH DECLASSIFY ON: OQADR
AV: b6

SECURIY CLASBIFICATION DATE TimE GRQUP

OPBOLETE * V.9, COVERNMENT PRIUTING OFYICE: 1989-445-
&M 03D2AF-000-17T6 -
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SECURITY CLASSHICATION

JOINT MESSAGEFORM

CONFIDENTIAL
PAGE OTG/RELEASEN TiMad "1 easceswce [RVENS BPECAT (e cic ORIG:M$G 106N
DATE Time MONTH 1 acY INFO
Oce 03| 2220002 | AUG |90 PP (PP leCCCT 23321002
9008 MESSAGE MANDLING INSTRUCTIONS )

3. {Ur WO sC0 b2

4. {U} INVESTIGATIVE RESULTS:

Au/gB oN 21 AUGUST 1970 b6 ADP SECURITY SPECIALIST,
INSTALLATION SECURITY 0FFICE+ HEADQUARTERS. AMCCOM+ ROCK ISLAND
ARSENAL~ ROCK ISLAND+ ILLINOIS+ WAS TELEPHONICALLY CONTACTED BY THE
CHICAGO RESIDENT OFFICE {CRO¥. 902D MILITARY INTELLIGENCE GROUP. FT.
SHERIDAN, IL+ AND PROVIDED THE FOLLOWING INFORMATION:

B.Y &3~ AFTER LEARNING OF THE FILES BEING DISCOVERED ON THE
UNIVERSITY 07 CHICAGO'S COMPUTER SYSTEM. DG CHIEF OF
SECURITY AND INTELLIGENCE+ H@+ AMCCOM. ROCK ISLAND ARSENAL~ CHECKED
ALL THE COMPUTER LOGS FOR THE MONTH 0F JULY 1990. AFTER CAREFUL
EXAMINATION BY b6 AND THE INFORMATION SYSTEMS COMMAND. IT
WAS DETERMINED THAT NONE OF THE FILES AT ROCK ISLAND ARESENAL HAD
BEEN COMPROMISED. IT WAS LEARNED HOUWEVER. FILES FROM ONE OF THE
SUBORDINATE UNITS AT DOVER. OFFICE SYMBOL AMSMC-MGM~ WERE STOLEN-
HEADQUARTERS AMCCOM IS THE HEADQUARTERS FOR THE UNIT AT DOVER. WHICH
MAY INDICATE WHY IT WAS BELIEVED THE FILES CAME FROM ROCK ISLAND
ARSENAL. DO DID NOT HAVE ANY INFORMATION ON THE TYPE 0F

INFORMATION WHICH WAS STOLEN FROM DOVER.
Regraded UNCLASSIFIED on

DISTR: by %m&gﬁ FOL'PA

Auth para 4-102, DOD 5200-1R

DRAPTER TYPED NAME, 1ITIE. OFFICT SYMPOL, PHONE SPECIAL INSTRUCTIONE

PR st T S s o e _C_BNF m EN',HAt :

RELEASER

P sant]
r;l—l STCURITY CLASSIFICATION OATE TINE GROUP
I:)es CONEIDENTIAL

A4

DD VMAR /9 VI D& IWwiYNy reereww$ EDITION IS DBSOLETE »tl.8, GOVERNMERY PRINTIHA OFTICE: 1745-d85- ) 32
/M 0102-4F-000-1718 .
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SECUNITY CLASSINICATION

JOINT MESSAGEFORM CONFIDENTIAL.
vaae OTGMTIASEA Trut PRECEDENCE cuass SPLCaT ™) cic OMGMSG 1DEN
OATL-TIME MONTN Yh acy INFD .
030 03] 2121002 | AUG| 90| PP | PP |-€CE€ 1 23321002
100K MESSAGE HANDLING INSTRUCTIONS

C.lo E&F b6 EXPLAINED THERE IS A PASSWORD PROTECTION SYSTEM IN

PLACE AT ROT® ISLAND ARSENAL. THIS SYSTEM LIMITS THE AMOUNT OF LOG
ONS ALLOWED+ MAKES USE OF A SIX CHARACTER PASSWORD+ AND HAS
NEUTRALIZED ANY "BACKDOORS"™ WHICH MAY HAVE BEEN IN PLACE.

5. {U} REPORT SUBMITTED 8Y: S/A  p@ CRO. 902D MI
GROUP. AV: DB

DECLASS 0ADR

Regraded UNCLASSIFIED on
12 JAN 2011

by USAINSCOM FOLPA

Auth para 4-102, DOD 5200-1R
OISTR:
DRAFTER TYPED NAME. TITLE. OFFICE BYMBOL. PHONE SPECIAL INSTRUCTIONS
"  CONFIDENT
: [vomanwe® 7 = SECURITY CLASSIFICATION DATE TIME GROUP
00D . N, 173/2 (OCR) PRAEVIOUS EQITION 18 O {1 +U.5. GOVERNMENT PRINTING OFFICE: 198%-485-115

SiN 0102-1F Q001716
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SECUAITY CLasSSIFICATION

JOINT MESSAGEFORM _

PAGE OYG/RELEASEN Mt PRECEDENCE CLASS SPECar (L 14 (414 ORIG'MEG (OENY

DATE HiME

MONTH AL ACY INFQ

Dlo 02 | 2315002

AUG (90 PP (PP 16€66—t c351500Z°

00K

MESSAGE NANOLING (NSTAUCTIONS

FROM:
TO:

INFO:

SAIC RO 902D MIGP FT SHERIDAN IL//IAGPA-C-3H//
CDRA0EDMIGP 7T GEORGE G MEADE MD//IAGPA-OP-I//

CDR MID 902D MIGP #T SAM HOUSTON TX//IAGPA~C-SA//
CDR MIBN{CI}{CE} 902D MIGP PS¢ SFRAN CA//IAGPA-C-0P//
ZEN/CDR MIBN{CI}{S} 902D MIGP FT GEORGE G MEADE MD
//1AGPA-B-0P//

CDR NID 902D MI GP 7T MEADE MD//IAGPA-C-FM//
ZEN/CDR- DSD 902D HIGP £T GEORGE G MEADE MP
//IAGP-B-DS//

ZEN/CDR MIBN{CI}{T} 902D MIGP fT GEORGE G MEADE MD
//TAGPA-A-OP//

ZEN/DIR DACCO FT GEORGE G MEADE MD//DAMI-CIC-CCO//
CDRINSCOM #T BELVOIR VA//IAOPS-CI-0T/IAOPS-CI-TO//

SUBJECT: INVESTIGATIVE MEMORANDUM FOR RECORD {UY
A. EIMNFR~ IAGPA-C-SH. DTG 2121007 AUG 90. SAS

1-U)g TITLE: REDSTONE ARSENAL. AL

SAEDA {AUTO} Rpgraded UNCLASSIFIED on

12 JAN 2011
U
13 a0 @) S ANSCOM ForPA
Auth para 4-102, DOD 5200-1R

OISTR:
N R V¢ 1 "CLASSIFIED BY: INSCOM PAM 380-k
TAGPA-C-SH DECLASSIFY ON: OADR
AV: b2

b6

k%/f
VGe 1731208CR)

e
'v‘ A Mraas VTS DEEIES SYMEOL ANC PHONE R

oot '3
SAIC. 1AGPA-C-SH  CGUNT UL AL,

SECURITY CLASSIFICATION OATE JIME GAOUP
— 5/ ~EON™TTERTIAL
PREVIOUS EDITION nri]souﬁ 4U.2. QOVERNMENT PRINTING OFPICE: lvn'-1Mb- 5%

$/6 DIO2.LF-000 178
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SECURITY CLABSIPICATION

JOINT MESSAGEFORM N ENTEh
PaGE eI PRECEDINCE CLAss SPECAT "] cic ORIGMSQ 1DENT
DATE TIME MONTH YA AT iNtO
02 o 02 | 2315007 | AUG | 90 { PP | PP |=6€Ef~ 23515002

3008 MESSAGE MANOLING WSTRUCTIONS

2. {U} @RORC OF REPORT: 23 AUGUST 1990

3. {Uy e sC0 b2

4. {UY INVESTIGATIVE RESULTS:

A- {UY ON 23 AUGUST 19490. DbB ADP SECURITY SPECIALIST
INSTALLATION SECURITY 0FFICE+ HEADQUARTERS+ AMCCOM. ROCK ISLAND
ARSENAL+ ROCK ISLAND. ILLINOIS. WAS TELEPHONICALLY CONTACTED BY THE
CHICAGO RESIDENT OFFICE {CROY. 902D MILITARY INTELLIGENCE GROUP. FT.
SHERIDAN. IL. AND PROVIDED THE FOLLOWING INFORMATION:

BY £~ AFTER LEARNING .0F THE FILES BEING DISCOVERED ON THE
UNIVERSITY 0F CHICAGO'S COMPUTER SYSTEM. A CHECK OF ALL COMPUTER
LOGS AT ROCK ISLAND ARSENAL. ROCK ISLAND. ILLINOIS. SHOUWED THAT
FILES FROM ONE OF THEIR SUBORDINATE UNITS. PICATINNY ARSENAL. DOVER.
NEW JERSEY. OFFICE SYMBOL AMSMC-MGM. HAD BEEN STOLEN. THE POINT 0F

CONTACT AT PICATENNY ARESENAL IS b6
5. {U} REPORT SUBMITTED 8Y: S/A b6 CRO. 902D MI
GROUP+ AV: b6
DECLASS 0ADR Regraded UNCLASSIFIED on
12 JAN 2011

by USAINSCOM FOI/PA

Auth para 4-102, DOD 5200-1R.
DISTR:

TYPED WAME SITLL OF FICE SYMBOL AND FHONE W
s
a o’
] L SECUAITY CLASSIFICATION OATE T.ME GROUP
-
*l b6 CORT TN

0D \%s 173/2 {OCR) PREVIOUS EOITION 18 oniife +U.5. OOVERNMENT PRINTING GFFICE: 19@3-485-11%

W AIAY L C AW I TIR
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SAIC NYRO 902D MI GP FT HAMILTON NY//IAGPA-C-NY//
CDR 902D MI GP FT MEADE MD//IAGPA-0P-I//
INFO CDR FMOMID 902D MI GP FT MONMOUTH NJ//IAGPA-C-MO//
CDR MI BN {CI} {CE} PSF SFRAN CA//IAGPA-C-0P//
DIR DA CCO FT MEADE MD//DANI-CIC-CCO//
CDR INSCOM FT BELVOIR VA//IAOPS-CI-0I//
CDR INSCOM FT BELVOIR VA//IAOPS-CI-TO//
ADP DET FT MEADE MD//IAGPA-A-DP//
T w1+ I NO NIGHT ACTION REQUIRED-DELIVER
'DURING FIRST DUTY HOURS
SUBJECT: INVESTIGATIVE MEMORANDUM FOR RECORD {U}
A-[oY@} TORF nsG. CDR. 9020 NI GP. IAGPA-OP-I. 082022Z AUG 90- SUB:
REDSTONE ARSENAL. AL SAEDA {AUTOX3 13 JuL 90

1.0/ TITLE: REDSTONE ARSENAL. AL Regraded UNCLASSIFIED
z on

SAEDA CAUTO} 12 JAN 2011
by USAINSCOM F QI'PA

13 JUL 80
Auth para 4-102, DOD 5200-1R

2. {Ur DATE OF REPORT: 21 AUG 90

3. {UY CASE CONTROL NumBER: 9D2D CCN: b2

4. {U} INVESTIGATIVE RESULTS

‘77 -------- ~-SOURCE HAD NO OBJECTION TO HER IDENTITY--=-=-==----ao-

b6 SA~ TAGPA-C-NY+ CLASSIFIED BY: AR 381-12
s02b MI GROUP. AV DO DECLASSIFY ON: OADR |
b6/m o S\f‘:\___‘. TAGPA-C~NY bL30-4388
b6 —CONHBENHAL i

5

33




o —GQW@

0% 05 221500Z AUG 10 PP PP €3414302

- — T O Ty T S P " Y D e e AS T Y W G 4 I T T e i G T WS U G S S e e W e W D W W S D O e W

" A.w $6F ON 21 AUG 90+ THE REPORTING AGENT MET UITH Hf

b6 AUTOMATED DATA PROCESSING SYSYTEM SECURITY OFFICER
 {ADPSSO}, DIRECTORATE OF INFORMATION MANAGEMENT {DOIM}. UNITED
STATES MILITARY ACADEMY {USMAY}. HIGHLAND FALLS. NY- DB ]
PROVIDED THE FOLLOWING DOCUMENTS AND INFORMATION CONCERNING THE
PENETRATION OF USMA'S STAFF COMPUTER SYSTEM (SCS} BETWEEN 25 JUN 90
AND 13 JUL 90. AS WELL AS THE FOLLOWING SUGGESTIONS ON DEVELOPING AN

" AUDIT TRAIL:
e.()@l b6 PROVIDED A COPY OF THE LOGON FILES FOR THIS TINE

PERIOD.

:C-“n(C} BASED ON SOURCE'S ANALYSIS OF THE APPROXIMATELY 7500 LOGON
ATTEMPTS LI§TED IN THE ABOVE FILES BETUWEEN 22 JUN 90 AND 21 JubL 90
PENETRATION OF USMA'S SCS WAS NOT APPARENT. THESE LOGON FILES
LISTED ONLY UNSUCCESSFUL LOGON ATTEMPTS. AS USMA'S UNISYS 5000740
COMPUTER {A UNIX-BASED OPERATING SYSTEM} UAS NOT PROGRAMMED TO
RETAIN SUCCESSFUL LOGONS. "PER USMA DOIM'S PROCEDURES+ THE SCS
RETAINED ONLY THE PREVIOUS TEN DAYS OF THE SYSTEM FILES NEEDED TO
TBACK THE TRANSFER Of FIFES FROM THE SCS TO THE UC HOST.

/ \
- ﬂ'. b 6 Regraded UNCLASSIFIED on

b6 SA. .902D MI GROUP '
N o BN rovpa

b 6 Auth para 4-102, DOD 5200-1R

34
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03 05 221500Z AUG ‘iﬂ PP PP CCCC 23414302

“¢cy ANALYSIS REVEALED NONE OF THE FOLLOWING PASSWORDS LISTED IN

D.
REFERENCE A<~ PARA 3.B: "ANONYMOUS". "GUEST". "LISTEN". "SETUP".
PFILE™~ "TRANSFER PROTOCOL™. AND "ECT". "FTP"™ APPEARED FREQUENTLY
IN THE LOGON FILES. BUT WAS NOT USED AS A PASSWORD. SOQURCE
EXPLAINED THAT "FTP™ IS A PROCESS THAT FACILITATES FILE TRANSFERS
AND IS A STANDARD ENTRY ON MANY LOGON FILES.

£ £y ANALYSIS REVEALED THE FOLLOWING COMMAND LISTED IN REFERENCE
Aen PARA 3.C: "ROOT™. BUT NONE OF THE OTHERS LISTED: "LIST".
."COPY"s AND T"PASSUWD"™.

F.) Y@ ANALYSIS REVEALED NO INDICATIONS THAT THE INTRUDER USED A
LEGITIMATE ACCOUNT HOLDER'S LOGON IDENTIFICATION- OR ATTEMPTED TO
iBECOME A "SUPER USER."

6. {C} ANALYSIS OF ALL DIRECTORIES REVEALED NONE OF TRHE FOLLOUING
SIGNS OF ENTRY LISTED IN REFERENCE A.. PARA 3.C: "ROOT™. ™USR"-
"USR2"~ "MAIL™. "BIN". AND "DOT{.}."

V) {c+ IN ORDER TO DEVELOP AN AUDIT TRAIL. SOURCE WOULD NEED THE
FILE NAMES AND CONTENTS TAKEN FROM THE SCS3 ANY KNOWN PAST SECURITY
DEFICIENCIES IN THE UNISYS'SUUU/BD QPERATING SYSTEN: AND THE
INTRUDER'S FULL OR PARTIAL USER IDENTIFICATION AND/OR NETWORK
ADDRESS IN ORDER TO MONITOR ANY FUTURE SCS PENETRATION ATTEMPTS.

Regraded UNCLASSIFIED on
12 JAN 2011
by USAINSCOM FOL'PA
b SA+ 903D MI GROUP Auth para 4-102, DOD 5200-1R

b6 ~ CONFIDENTIAL s
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‘5. {U} AGENT NOTES:

A-U)GR REPORTING AGENT UAS ASSISITED BY b6 TG
DIRECTOR~ COMPUTER SYSTEMS DIVISION. DOIN. USMA: b6

6S12+ SECURITY MANAGER. COMPUTER SYSTENMS DIVISION. DOIM. USMA3 AND

b6 6512+ COMPUTER SYSTEMS MANAGER. COMPUTER SYSTEMS
‘DIVISION. DOIN. USHA.
8.7 s DB APPRECIATED BEING ALERTED TO THIS SCS PENETRATION AND
WILL MONITOR THE SCS DAILY FOR THE ABOVE MENTIONED INDICATORS AFTER
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