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DIRECTOR DEFENSE INTELLIGENCE AGENCY
4 July 1999

This is the fourth edition of the Primer on the Future Threat and my final as
the Director of DIA. My intent remains to provide a thought provoking docu-
ment that highlights for decisionmakers and long range planners those
threats and challenges that may emerge in the period 1999-2020 and
beyond. Over the past five years, the Department of Defense has grown
increasingly concerned with the future global security environment, in part
because of the ambiguity and uncertainty that we expect will continue to
characterize the global condition. Lacking the central threat focus of the
Cold War, we must anticipate a much broader set of challenging circum-
stances and conditions. This primer endeavors 1o help decisionmakers and
planners by illuminating key trends that will impact the world of the 21st cen-
tury, identifying critical uncertainties, and addressing potential implications
for the nature of conflict and warfare.

The primer is organized into five main sections: global issues, regional
assessments, forces and science trends, the nature of future warfare, and
an outlook section. Each individual section is designed to ‘stand atone;’ col-
lectively, these ‘chapters’ provide a comprehensive depiction of the spec-
trum of diverse threats and challenges confronting our nation over the next
two decades. While the message is sobering, my intent in preparing this
primer is nol to instill fear or forboding. Rather, | hope that by identifying and
discussing in realisfic terms the emerging threat environment, such knowl-
edge will heip leadership better understand and prepare for it.

Finally, a word about my approach 1o analyzing the future. For the purposes
of organization and ‘readability, this primer is presented in a linear fashion.
Accordingly, the projections and assessments depicted here generally rep-
resent a ‘best estimate’ in light of current trends. However, | understand that
the process of global change is essentially non-linear, that evenis will likely
unfold in unanticipated ways, and that the complex interaction of muitiple
trends will yield startling results. | deal with this dynamic by sponsorin?
numerous ‘alternative futures’ analyses, examining various ‘wildcard’ {low
probability but high impact) scenarios, and by ensuring that the process

of developing these annual primers remains dynamic in content and
character.

Knowledge is power e K
Insight is greater power /2 %rf /f S
e

PATRICK M. HUGHES
Lieutenant General, USA
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............ 1. Executve Summgcry

Preview of the Future Threat

(L) The past ten years have been marked by dynamic change and great uncertainty.
The next decade is likely to be equally so because the basic engines of turmoil remain
largely in place. The volatile mix of glohal political, economic, social, technological,
and military conditions will continue to bring great stress to the international order.
No condition, circumstance, or power is likely to emerge over the next 10-20 years
that will somehow transcend these ‘sources of instability® and lead to a more stable
global order,

{L) This dynamic change has spurred a dramatic increase in the operafions tempo of
U.S. and allied forces. Qur increased daily global engagement posture, consequently,
limits the forces and rescurces available to respond immediately to other, potentially
more demanding, regional warfare contingencies. The same is true for defense intel-
ligence resources. The analytic chaltenge of assessing the future threat bas never
been greater, as a multitude of emerging trends irreversibly impact the global secu-
rity environment. One of the most challenging trends is the increasing criticafity of
information. its rapid dissemination and integration, as well as its subsequent man-
agement. Proper use of information can aid in the creation of a more benign and sta-
ble security environment, while improper use can exacerbate the current stressful
conditions.

{U) During the next two decades & new security paradigm will evolve — one in which
the United States faces a generalized global set of competitors and potential adver-
saries, the troubling proliferation of ‘negative’ technologies, and the existence and —
at times rapid — emergence of numerous persistent small-conflict conditions and sit-
nations. The new global condition will affect every aspect of military action, includ-
ing the planning and execution of current uperations, and the development of the
strategy, organization, and equipment that will shape and define our fufure forces.

{U) Though there is little chance the U.S. will confront a Soviet-like global military
challenger during the first ten vears of ¢he new century, threats and threatening con-
ditions remain, and others will emrerge over time, Collectively, the combined impact
of numerous local, regional, and fransnational challenges presents a formidable
obstacle to our strategic vision. The most important of these are discussed in the five
main sections of the primer.

Proview of the future Threat

;’l’skote qu where
@ puck is going
fo be, not where
it has been.”

—Wayne Grefzky
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| Executive Summary

freview of e Future Threat

GLOBAL ISSUES AND
ASSESSMENTS

() Critical global issues surrounding
weapons and technology proliferation
are potentially the most dangerons and
at times the hardest to assess. The direct
threat to U.S. forces and interests world-
wide is increasing in consonance with the
proliteration of nuclear, chemical. and bio-
logical weapons. misstles, and other key
technologies. lndeed, this represents 1he
greatest poicntial threat to U.S. national
security extant.

(L Other critical global issues concern-
ing demographics, vesources, health, and
climate often have an indirect and less
apparent impact on our security. The
global  dvnamic will continue 10 spur
aumerous regional and tocal “erises.” Pro-
longed tensions i the Middle East, the Bal-
kans, and the Acgean: significant tensions
on the Korean peninsaia; ethnic, tribal. and
religious disputes throughout muny pans of
Africa: continued hostility between India
and Pukistan: ongoing border disputes
between severst nations: and ethnic and
political conflict ia resource-rich Central
Asia—all have the potential to erupt
abruptly into furger conflicts. Meanwhile. a
host of other issues—e.g. humanitarian
cmergencivs, migration. health isspes, and
environmental degradation — will became
increasingly problematic. Internationaf ter-
rorism, drug tralficking. illicit arms trans-
fers, and other criminal activity pose direct
daily threats 0 U.S. cilizens, propeny.
resources. and interests, The sophistication
and significance of these threats wilf likely
increse over the next (Wwenty veds.

REGIONAL ASSESSMENTS

{LY Major powers and their relationship
to each other will remain complex and
intertwined. Russia and China— both
undergaing  lengthy and  difficult
transitions — will retain important strate-
gic and operational military  capabilities
and likely represent our most importam
long-term  nation-state  concerns.  Other
MAjor powers may compete more openly -
among themselves and wath the U.S.—in
attempuing to shape the future according to
their interests.

(L) Large regional powers possess aggre-
gate capabilities and are integral to our
regional  inferests.  Selecl  regional
powers —e.g. North Korea, Trag. lran—
will retain the military  capabifity w
directly attack our allies and our interests
with litthe warning. Nonth Korea’s contin-
ued belfigerence poses somw serivus con-
verns as well. Theugh analytical opinion is
dividad on if and when the Korean penin-
sula will be reunified. the eventuyl oatcome
will weigh heavily on U8, nterests in the
region.

DEFENSE SYSTEMS,
SCIENCE AND TECHNOLOGY

(L Trends in armed forces and the
impact of scientific and technological
innovation on those forces will remain a
critical componrent of our analysis. Non-
western armed forces will continue to show
i declining trend in conventional weapon
platform inventories, although many will
mcorporate add-on systems and upgrades
w improve those thit remain. Selected
technological advances in some equipment

“Today’'s military leaders cannot have scientific knowledg’g alone.

They must be students of warfare with an imc'rglnaﬂon capa
jecting forward the principles of the past fo

of the future.”

of pro-
@ specific requirements

General Maxwell D, Tayior

FUTURE THREAT 1999-2020
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will improve cuapabiliies and  increase
fethality. Upconventional and asymmetric
approaches will be pursued as a cost effec-
tive and indirect method of apposing or
defending against the TS, and its allies,
Chiel among these methods will be the
incorporation of aissiles and WMD into
preater number of military arsenals. The
use of space will anerease exponentially
both for connnerciat and sectsrity purposes.
Impending changes and developments in
science and lechnology wall affect not only
the way we Bive and work but also the way
we conduct wartare.

FUTURE WARFARE

(U3 The art and science of futere cunflict
have come under increasing scrutiny in
tandem with an uncertain future, The rapid
pace of mifitarily signtheant wehaologicad

advancenient — particularly in the dreas of

information and communications — will con-
fnue. Major welmological breakthroughs in
nuhitary capability are likely in the aext (wo
devades. Somwe aspects of vur technological
dominanee —-especadly those with commes-
cial and dustrial applications — will be -
ficult W maintin. We can o expect our
adversaries 1o develop and upphy new or
imnovative forms ol asynunetric and asyn-
chronous warfure as they seeh o advance
their interests while aveidhng direct military
engagement with the Umited States on owr
lerms,

(U} The idea that single events happen in
isolation and can be dealt with in a singu-
lar manner is more unlikely 1o be true
than ever. The global smpact of technology,
the integration of global systems., the hlend-
ing of some cultures, the effect ol long
cange weapons., and the emergence of a host
of transnational threats have contributed to
the “netwarked™ world now evolving before
vur eves. The future condition of ouy saciul
wrder is Hkels to be challenged und threw-
cned. not by a single eveat or apponeat,
but rather by the net effect of several (or
cven  mumy)  condittons and  circum-
stinces which. when combined. have
much Larger and more signiftcant conse-
(quences than may be expected,

The net effect of the threats and chal-
lenges we face is the underlving thenwe
of this prumer.

OUTLOOK

(U1 Taken together the informalion in
this primer is indeed imposing and com-
plex. Thin section provides an overview,
and it briet Jook a key chalenges, alieenit-
tive forces, Tutare concerns, and & soippet
of history 10 contomplate. in the end.
despite vur many conceras, we live in the
greatest nation on the tace of the carth and
our responsibifities are plobal, We have the
apportinity 1 do much good.

U AN

“Change means the unknown... it means too many people cry
insecurity. Nonsense! No ane from the beginning of time has had

securify.”

Eleanor Roosevelt
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The systemic
‘net effect’ of
numerous smail
conflicts and
contingencies

may be equal to
the stress and
strain of a major
war ...
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Overview

(U) The pace and complexity of change in the global environment is staggering. Con-
sequently. the U.S, Intelligence Community is faced with an extremely daunting chal-
lenge in assessing the most likely outcome of this dynamie environment. But the
stakes of the Intelligence Community’s efforts are no less than ensuring the safety
and security of our nation and its citizens, as well as, more directly, the military per-
sonnel charged with their protection. The forecasts in this primer are dependent on
several assumptions that are identified on page seven. The most significant of these
are the assumptions that the U.S. will remain a global power and will exert its leader-
ship globally. Consequently, accurately assessing the future threat is of critical
importance to U.S, forces deployed around the globe.

(U) While many diverse challenges loom on the horizon, no global competitor on the
scale of the former Soviet Union is expected to emerge in the near term. Additionally,
many foreign militaries are in the process of scaling down their military services
while enhancing the technological sophistication of their weapons. One result of this
will be increased competition over innovative strategic technologies, While foreign
militaries are in the process of completing this transition, a hiatus in the threat of
major conflict is expected during the next ten years. For this reason, it is critical that
U.S. military strategists and planners seize this strategic oppoctunity to posture the
.S, military against the future threat emvironment and potential adversaries that
will exist in ten to twenty years.

“The purpose of forecasting Is not 1o be right, but fo avoid being
surprised.”

— Pegter Bishop

Il iIntroguction

Overview

UNCLASSIFIED FUTURE THREAT 1999-2020
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fhe Responsibility of infelligence

The Responsibility

(U) The primary responsibility of
intelligenve is to assist in pro-
tecting the nation from sur-
prisc.  whether by
military.  terror  and
crime, technological or
ecopomic means. The
intelligence  comu-
nity accomplishes this
by remaining alert to
the changing world
environment and evolv-
ing crises and by wamn-
ing decision-makers  of
conditions and events that
have national security implica-
tions. Intelligence and policy must evolve

to accommodate the changes in this post-
Cold War-techno-info era. Today’s environ-
ment is pot conducive to a static and set-
piece waming process: we find ourselves

of intelligence

simultaneously engaged in inultiple
states of peace, crinis, and war. The
warming process must adapt to
the uncertain and floid, non-
linear mature of the real
workl. It st become
more contrarian and com-
petitive 1© be most effec-
tive. Mosl important, it
must  become  an  inte-
grated and agile system
that discards the 0ld para-
digms and embraces many
sources and ideas, Inelligence
mast look for the subte hints and
indicators that may be the orly warn-
ing in an increasingly uncertain and unclear
security environment. As the United States
and its allies draw dowa their anped forces,
infelligence must continue 10 ke point.” as
we tread cautiously into the tuture.

“Surprise is the greatest factor
in war. There ore two kinds,
factical and strategic. Tactical
surprise is an operational art.
A skilled unit commander can
generally achieve it. Strofe-
gic surprise is aftained on the
poiitical level.”

— Jom Clancy
() The Nationat Military Joint intefigence Center is the hub of the DoD
indications and Warning system.
6 FUTURE THREAT 1999-2020 UNCLASSIFIED
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Assumplions

Assumptions

(L) The trends and projections presented  segtulicantly. then gt is - reasonahle o
in this primer are based i parton the fol- assume that a0 rnge of uncertain condi-
lowmg assumptions. {F these are alered  vons could resplt.

UNCLASSIFIED

politically, economically, and
freémarket country, comprising its

wm contlnue to al leadership and remain the
preferred security partner for the community of states that
share American interests.

Through its leadership, will deter aggre’salon, foster
resolution of conflicts, and tackle global problems

Will remain engaged worldwide, even in peaeetime,
American armed forces will maintain an overseas presence.

Source: Excerpts from the Nationat Security Stratezy, 1998 Nanonal Military Sirategy.
1997 and the Joo Straregy Keview, 1996,

“Throughout history it has been the inaction of those who could have acled, the
indifference of those who should have known beltter, the silence of the voice of
justice when it matiered most, that has made it possible for evil to triumph.”

— Emperor Haile Selassie

UNCLASSIFIED FUTURE THREAT 1999-2020 7
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force Protection imperafives

Force Protection Imperatives

(Uy Assessing the nature and level of the
threat is critical to the safety and etfec-
tiveness of LS. military forces deployed

around the globe. Determination of the

securily  environment  for
L.S. access abroad, includ-
ing short-term deployments
and long-term basing, will
be paramount.

(Uy The CUnited States has
between  230.000-240.000
troops stationed or deployed
in over 15U countries. Over
15000 of these forces are
deployed in peacemaking and
peacckeeping missions.
These numbers wall decline
somewbut over the next L)
years: however. the National
Security  Strategy  requires

need for greater force protection efforts.

engagement usity all appropriate nstro-
ments of national power. Thus. the level uf
contact will likely increase,

(U) The 1996 bombing at Khobar Towers demonstrated the

FUTURE THREATY 1999-2020
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—__ il Introduction

Hialus — A Stategic Gpportunity

Hiatus — A Strategic Opportunity

{1 Amoog other onplications. the uni-

UNCLASSIFIED

tary nature of the threat from weapons
and related techonologies presenied by
the tormer Soviet Umon has now trans-
tormed into a distnbuted set of poteatial
threats, ol which Russia 1 simply one.
This new condition greatly complicates
U.S. policies for technological control
and containment. making the continued
proliferation of advanced conventional
weapons and weapons of mass destruc-
(o0 J certainty.

(L1 Cosmpared 1o the relatively stable bi-
polar conditon of the Cold War, the
diversity of multi-polar challenges in
this transition period has created an
extremely complex threat eavironment.
Simulanecasly, politicad and economic
conditions have produced a hatus in
mediumlarge scade contlict over the

“Cald ariva

TS ———— o
fransition Perviod

fi-FPolir Fiiecn o rgrorresd und §oagenvatis Lhecai

Vavicts of € halienges

Boyond

next fen vears. Many countries are
downsizing their milituy forees as they strug-
gle with mereasingly difticult donmestic issues
such as population growth. resource scarcity.
and economic slagnation. Ax countries reduce
the size of their anned furces. they will seek to
axinwin overall combat capability by obtain-
ing innovative strategic {cchnologies. thas
improving the capability and lethality of their
smafler forces. Military planners will have
make judicious choices, as reduced domestic
prucwiement. declining foreipn consimption.
and other speading imperafives will himit
many countries in their pursuit of advanced
chnology.

(Lh These mwin dJevelopmenls—increasing
technofogical  potential - and  constrained
detense spending worldwide—make competi-
tion for certain advanced miluary technology.

and for other limited and scarce capability, that
much more imense. The global uend 10 have
more sophisticated weaponry compensate for
dechning torce srength iy expected o con-
tinue tur the acxt decade, thereby providing o
srategic oppornity for LS. planners and
weapons developers 1o posture the U.S. mili-
tary lor the threat environment beyond 2010,
By that tme. the LS. can expect passible
regional advenaries, as well as coahitions and
abliances of several counuries. 10 challenge or
threaten our interests. Vanous supranational
groups could alvo pose a direct threat 1o ULS.
nantonat interests. in the near term. the one
“wildcard”™ in this scenarie ¥ North Korea.
which. given the right combination of cinum-
stances, could produce a major theuter war
that would involve an enormous comniitment
of L.S. forves.

The hiatus
over the next
10-15 years
in large
scole threagis
provides

today’s
leaders an
opportunity
to posture the
U.S. mititary
foe the threat
beyond 2810.

“I feel the responsibility of the occasion. Responsibility is proportionate fo opportunity.”

— Woodrow Wilson

UNCLASSIFIED
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tlobai Change

Global Change
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(U) While many new challenges are occur-
ring today in the wake of the Cold War.
these challenges are expected 10 become
even more diverse and complex heyond the
hiatus (2010-2020) addressed on the previ-
ous page. These chullenges are not only
represented by potential  transpational

“The beginnlng threats., which wiil be addeessed in more

of wisdom is detail in the next chapter, but also by new
the definition econontic. societal, and cultural pasadigms
of terms.” whose impact are of a global scale. Several

— Socrates of the most prominent “global changes™ are
addressed below.

{1y Terrorism And Rising Crime: Moti-
vations for terrorism will remain extreme
nationalism. ethaic tensions. religion, and

econpic and political disenfranchisement.
State sponsorship of terrorisin is expected
to continue. Criminal cartels and their
activities are fikely to become more sophis.
tcated and complex. They will further
imvolve themselves in extensive legiimate
covers for tlicit business and will seck to
influence directly. through infiltration and
manipulation. all levels of government,
transpationad organizations. and businesses.

(L} Global Yillage Phenomena: As postu-
lated by Marshall Mcl_uhan, the global wl-
lage has emerged from the post-industrial
period. It is evolving into an information-
technolugy-based sociul order with broad
universal effect. reducing some points of

FUTURE THREAT 1999-2020
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frictiun and contlict, white a1 the same time
exacerbating others,

(L) Economic Determinism And Demo-
graphic Tension: Rising population and
changing expectations combine with real
resource shortlalls to impede progress and
construn productive growth. Conversely,
N somie  cuses.  exceptional  economiv
progress oceurs, There is a growing divi-
sion between the “haves™ and “have nots.”
which is exaverbated in specilic ways by
technology.

(LN Critical Uncertainties: There are criti-
cal condilions extant, including the poen-
tigl for large-scale environmental or nararal
disasters. pandemic disease, and revols-
tiopary technological innovations. such as
the advent of personad wearable communi-
cations and automation systems. that have
changed and will change the sovial ordes
and culture in fundamentad ways. Tterations
or waves of these changes and conditions
wilt recur 1o the Tuture.

(U1 Advanced Technology/Weapons Pro-
liferation: The acquisition of older wech-
nology by potential adversaries and thelr
increased ability to adapt advanced echnol-
ogy and to use more advanced military sys-
tems is eading o an increased threan
through technology proliferation. The pro-
lileration ol advanced conventional weap-
ons and  weapons ol mass  destruction
(WMD) will lead o enhanced warfighting
capabilitics that further complicate U.S.
contingency planning.

(11 Cultural Societal Conceras: A variety
of cuttural changes have had widespread
etfect on regional and global securiry condi-
tions. Competing colwres and other societal
phenomena combine 1o cause change in the

social order. The nse of international person-
alities and the narrowing of popular culture
are two of the many phenomena that are pro-
ducing such change. English has become the
lingua tranca of the era. Commeon computer
languages are also facilitating the blending
of inter-societal relationships.

(L) Multi-Polar Regional Power Cen-
ters: in the vears ahead. no state i
expected to be able to match the worldwide
strength and influence of the U.S. in terms
ol collective political. economic. techno-
logical, military. and celtural power. How-
ever. select nations will routinely cxernt
influence within their own regions  and
retain unigue capabilities ta both assist and
frustrate LS. policies and interests.

()  Military-Civilian  Estrangement;
Falling recruitment and retention. aversion
o comcription.  reductions i delense
spending and attendant high cost of mili-
wry modernization, the fack of personal
recollection or experiesce with a major war
or conflict. and the use ol military forces
contrel domestic cireumstances are foster-
ing and shaping u generation that will come
of age in the neal ten vears. Future feaders
will have a significastly reduced defonse
establishment.

(U) Diminished Effects of Time and
Space: Otber trends inchude changes in the
values of time and space brought about by
improved communications and teansporta-
tien. the rise of new regional power centers
and alliances, and pressures from and tor
change on social and culural circum-
stances. as well as on individuul people.

(U7 Ethno-Linguistic  Pan-Nationalisin:
Groups with resurgent political identities are
emerging aleng cthnocentric. theocrane, and

R
“The problems of the world cannof possibly be solved by skepfics or

cynics whose horizons are limited by the obvious redlities. We need
men who can dream of things that never were.”

— John F. Kennedy

Giobe! Change

"We cannot
become what
we need o be
by remaining
what we are.”

—Max DePree

UNCLASSIFIED
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Giohat Change

linguistic lines that. in some cases, paralle]
teibal or ethnic divisions dating from antiquity.
Often. these groups are in rebetlion or oppost-
tion L artificially constructed political borders
that divide cultures and peoples.

{U) Political Deconfliction: Global ubiqui-
ous communications. rapid global trans-
portation. and transnational mass media are
facilitating  diplomatic  etforts w0 suive
potential contlicts before they Nare into sig-
nificant violence. Conversely, in addition 1o
shartening the decision cycle. when decon-
Riction fails in this environment. the result-
ing conflict is likely o be more ditficult to
solve than in the past.

(U} Alliances And Supra-National
Groups: Future alliances and coalitions
will be more exibie in their membership
and less durable than they were during
the Cold War ¢ra. Globally, an adversar-
ial or competitive coalition, challenging
or frustrating our own security interesis
and efforts over the next twenty years. is
possibie.

(L)) Sub-National Groups: Coalitions may
not necessarily be himited o states. Non-
slate groups could cooperate for common
goals or objectives as well. The reemwr-
gence of citv-states is ulso conceivable. The
rise of sub-regions and districts as autonu-
mows economic-political bodies witl cun-
tinoe over the same period. The world will
have increasingly transparent borders.

(U} Renegade States: A group of mations
and transnational entities have engaged in
activity that places them outside the com-
monly accepted infernational norms  of
behavior. Extreme violence. terror. and
military or para-military force are fre-
quently involved. In some cases, this phe-
nomenon is associated  with  organized
criminal groups that engage in acts that
undermine governance.

(U7} Technology/Information Age: Though
power is not a finite resource, it is showing
signs of a dynamisim that is shifting focus to
economics and technology as the chief ven-
ues for 1ls exercise. Underscoring bath will
be the ability to quickly gather. exploit. and
use information.

“Sclence and fechnology multiply around us. To an increasing extent they dictate
the languages in which we speak and think. Either we use those languages, or we

remain mutfe.”

— J. G. Baliard

12
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Overview

Overview

(U} In the post-Cold War era, the former Soviet Union and the bipuvlar nature of
superpower competition have been replaced by a more diverse and multi-polar set of
generalized entities and conflict conditions. Many of the trends influencing the future
security environment can also be expected to extend beyond those of a strictly mili-
tary nature. Some of these trends can have far greater influence than force capabili-
tics and in many cases can take vears to reveal their full impact on security. These
global issues are evident throughout the world but often are largely manifested in
developing regions such as Sub-Saharan Africa and Central Asia — regions where
people and governments typically experience greater vulnerability to external furces.

(Uy We should, therefore, anticipate an environment in which issues such as’ eco-
nomic and politica) viability; demographic and resource stress: health and climate
problems: and assorted challenges stemming from the proliferation of drugs, weap-
ons, and technologies coexist. intertwine, and change seemingly at random. What is
evident for the future is that all of these factors demonstrate a greater level of com-
plexity. Some impacts appear to be instantaneous while others languish for genera-
tions. The threat of terrorism will remain a persistent problem, given the open natare
of the United States as well as our presence throughout the world. The U.S.. despite
its prominence and leadership will witness an increasing challenge from various
transnational groups, beth legal and illegal. adding to the diplomatic and economic
fray currently extant among nations over hundreds of seemingly insurmountable
issues. The spread of diseases such as AIDS, the distribution of water. and the migra-
tion of pevple are but a few of the additional complex issves we face globaily.

{L) The stress is already cvident on the current security environment and quite possi-
bty will worsen vver the near terim. During the foreseeable future, these broad and
complex dangers will continue to represent a formidable barrier to the emergence of
a stable, secure, and prosperous international order and will pose significant implica-
tions for U.S, military planning and force deployment. Thus. we must maintain focus
across the spectrum of global issues,

“Stupendous Issues are unfolding before our eyes, and we are only
specks of dust thal have setiled in the night on the map of the world.”
— Winston Churchif}

UNCLASSIFIED FUTURE THREAT 1999-2020 13
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the Eoonomic Enveorynent

The Economic Environment

(Uv  Free-market econamics  will  be
embraced in various forms — not necessat-
ilv in congruence with the U.S. model —
across much of the globe.

(L Business and industey will continue @
marked dynamism that will lead muluna-
tional corporations to become global — or
(rue transnational — corpovations. A mobile.
atobal workforce, which ix developing. wild
be the Toundation. Regionat economic blocs,
or cconomtic leagues. witl emerge us a result
of increased competition,

{13 Advancements in 1elecommunications
and computing. which ashered in the infor-
mation-technology  cra. will contimee  to
change und evolve at a fast puce. Electronie
commierce will become the standard {or

trade. Governments will see their spap of

control over the general populavon chal-
lenged. Individuals may see greater indepen-
dence if governments fall behind.

(L) Information will be readily uvailuble —
instantancously — to most of the globe. By
200x), there will be approximately 200 million

internet users worldwide, with the number of

web sites doubling every 50 days. Difticulties
will amse from “information overfoad” of
untiliered data. New conditions will compel
us 10 guestion our concepts and beliefs. We
will not be sure ahout what we see, hear, reud,
or sense in the tuture because information
and 1echnology will modify circumstances in
radica! ways. We will become a hyperculiure
acting in “lechootime™ and cvberspuace more
than real Bme and actual space. That is w way.
time will become more relative to the speed
and puee of echnology.

“The most incomprehensible thing about the universe is that it is at all

comprehensible.”

— Albert Einsfein

FUTURE THREAY 1999-2020
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The Economic Envirorenarit

" Glotal ‘ssu

25 ona Assessments

[— China !

(exchange rate) §
~~~~~ China PPP ;
— US

~e. Japan
(exchange rate)
---- Japan PPP ;

(U) Shawn are forecasts of total GNP using exchange rates and GNP based
on purchasing power parity (PPP) for selected countries. Obviously, no econ-
omy will enjoy smooth uninterrupted growth — these forecasts are averaged
over 20 years, rather than attempting to predict year-to-year performance.
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(U) A major difficulty in comparing GNP
between couatries is how to convert curren-
cies. Converting by currency exchange
rates tends to underestimate economies that
are nol fully open and market-based. such
as China's, while exaggerating an economy
like Japan's with a strong currency and high
doroestic prices, They also depend heavily
on the exchange rale chosen, and may not
reflect underiying economic trends, Con-
version based on purchasing power parity.
on the other hand, may overstate the real
strength of developing economies and is
very problematic as a basis for long-range
forecasts.

(U) China. for example. appears to be the
world's largest economy in 2020 by PPP.
but small by exchange rate conversion.
Each conversion shows purt of the picture,
but the truth is somewhere in between. In
addition, China's huge population ensures
its per capita wealth will remain low. no
matter how it is measured.

(U) Japan’s prospects depend on how it
deals with the structural roots of 115 current
crisis and with demographic shifts as its
population ages over the next 20 years,

UNCLASSIFIED
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(Source of data Word Bank Worid Teveicpmenrt inchoafors 1998; UN wWorld Population Praspects: The 199¢
Revison, Assumphions: US 3% GNP growth, Jopar 1% irrcugh 2007, 3% thereatter China 8% declining 6 5%

This forecast assames full success i both
efforts. failure will produce a much lower
GNP for Japan by 2020,

(L) GNP forecasts for other key countries
are sommarized below. hased on exchange
rate conversion. i constant 1996 dolars.
projected from World Bank 1996 figures

UNCLASSIFIED

and UN population forecasts.

«&+Recent global financial crises have had
i negative impact on global growth rate
projections. For the near werm, the rate of
rrowth should average 2.15% and beyvond
2000. growth in real terms should average
around 2.7%.

1966 Par
Copita GNP ($)

2020 P | 7.0 52,2600 34,000

Cog:ra GNP (5) |
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The Security Environment

NATION-STATE TRENDS

{U) Sunes will continue to be the pri- |

mary political entity, however. suprana- &
tional groups will make their presence §
known and will play an increasing role
in international decisionmaking. The
reemergence of city-states is conceiv-
able. The rise of sub regions and districts
as dutonomous cconomic-political bod-
ies will continue over the same period.
The wortd will have increasingly trans-
parent borders.

Dissolution,
Fragmentation, & Failure

(U) The nation-state will remain the pri-
mary institution of political identity. How-
ever, authority and allegiance increasingly
are being challenged and eroded. resulting
in more frequent instances of political dis-
solution and failed states.

W A Jailed state is one where the gov-
ernment is upable to function, and no
effective state is left. as in the case of
Somakia,

B Political  dissolation or revolution
may come about through a regime
change. a change in the system of
governiment, or political fragmenta-
tion, as with the Soviet Union. Yugo-
slavia, and Czechoslovakia.

(Ui Pressure on the socictal and govern-
mental fabric of nation-states will grow
over the next two decades. This pressure
will come from above (through globaliza-
ton of the world economy and wansna-
tonal and multinational stitutions) and
from below (as reflected in the growing
power and influence of regions. cities. sub-
national groups, amd individuals).

1U) In the developed world. this changing
condition raises the possibility that one or
more advanced, modern staes will weaken

) Kosovar Albanians prepare fo vole... part of
the preiude fo the conflict in 1999.

to lhe point where dissolution or secession
may be the preferred political and eco-
nomic solution. Though unfikely. some
stales may deleriorale to a point where they
are unable 1o function. bringing on failure.
Such an event could be profoundly destabi-
lizing for a region and quite possibly the
world.

= State failure will
be more common in the
developing world. In the
future. demographic and
resource  infrastructure
pressures—in  concert
with poor governance —
will increase the likeli-
hod of fragmentation. i
The economic interde-
pendence  that  already
exists  worldwide  has
proven to be both a bene-
fit and hindrance to stae
viability. Though not a
given. economic tailure

Ili. Globul Issuss and Assessments

The Secuniy Envirenment

Perhaps the
greatest
challenge
the U.S. faces
is that in tha
exercise of
great power
the U.5. does

not come fo
be viewed as

arrogant and
imperialistic
and does not
come to be
the focus of
the collective
ire of the
competing
ncifions of the
world.

could become a precur-
sor to state failure. The
collapse of some key
“risk ™ states.,

Iwould have pro-
found implications for
the United Sates.

. '(bX1).1.4 ()
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The Secunity Environment
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Alliances And

Coalitions
UNCLASSIFIED
New Allionces May Arise
— Sino-Russian — Pan-African
— Sing-Asian - Latin Amedcan
— Pan-siamic — North American
— Europeon groups 1 — Transnationad
group cooperation

() Future alliances and coalitions witl be
more flexible in their memberships and
even less durable than they were during
the Cold War ¢ra.

=63=0One can imagine several possible alli-

ances or coalitions that, if formed. would
pose significant challenges 10 UL.S. security

interests. |

| Globally, a imited adversar-
ial or competitive coalition, challenging or

frustrating our own security interests and
efforts, is possible during next 20 years.
Such a coalition would not necessarily be
limited to states; non-state groups coukl
cooperate for common goals or objectives.

Supranational Institutions

(U) Of the emerging supranational institu-
tions, (he United Nations. International
Monetary Fund (IMF), and World Bank
exert the most influence on the United
States. Correspondingly, the U.S. still has
significant influence in all three institu-
tions, although it is experiencing increased
challenges to its position. Panticularly in
the UN. selected member states have
become antagonistic over the perceived
singularity of U.S. machinations on global
and regional issues. [n the IMF, European

(U) Boris Yeltsin and Jiang Zemin search for
common ground fo improve economic ond
political relations.

Union members have begun acting as a
bloc with alternative solutions to U.S. sup-
ported plans to stem the wave of cconomic
crises. These motions against or in von-
trast to U.S. policy in the various world
institutions present no security threat in
themselves. but do hamper U.S. influence
in resolutions, treaties, conventions, and
other decisions. One of the greatest detri-
ments that can arise is from a UN Security
Council decision — or indecision — that
is out of step with U.S. security goals and
objectives. The lack of overalt IMF suc-
cess in slemming the Russian economic
crisis and the arrearage of UL.S. UN duoes
have emboldened both friend and toe w
buck U.S. leadership. Prolonged degrada-
tion of U.S. influence could damage lonyg
term perceptions of U.S. leadership.

L e s,

(U) Some UN operations such as UNSCOM
can become circumsiantially infegraf io
U.S. foreign policy.

18
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Top 7 Designated Contributors to the UN

United States: 25%%
Japan: 17.98%
Germany: 9.63%:
France: 6.49%
ltaly: 5.39%

UK: 5.07%

Russia: 2.875%

1998 UN Operating Budget

$18 billion

Top 5 Contributors to IMF

United States: 18.25%
Japun: S5.67%
Germany: 5.67%
France: 5.10%

UK: 5.104%

1998 Total IMF Resvurces
$219 billion

“The U.S. Congress is the process of
reducing this contributivn to 200 s 4
contingent on redeasing back pavments 1
the UN,

{U}) IMF Director Michel Camdessus of France has been direcily
involved in internationat econamics since 1966. From the Andes fo
Zambio, Camdessus has wielded the financiat clout and savvy ot
the IMF. As a globalist, he confinues o stress the need for a united
international effort to make the global economy funclion befter

while at the same lime frustrabing national agendas — such as in
Russia — with perceived "heavy-hondedness.”

Non-state Groups

(L Nonsstte groups —— particularly non-
govermmental organizations (NGOs) —hase
increased  in namber, are eaerting meose
interpational influence, and are exhibiting
areater  wansnational  cooperation. The
United Natioos is increasingfy relying on
NGOs 10 assist i fts ceonomie, social, and
seeurity missions. As of 1998, more than
1,500 NGOs have UN consultarive status.
and at least anolher 26 (X0 are registered
with the UN. The growing inflaence of non-
sate groups has baith benefits and draw -
hacks. Many of these eroups can fill needs
where govermments fall short. but their pres-
enee I QL given area or circumstance has
<ometines inercased the complexity of the
geopolitical covicomnent. In future secusity
eovironments, they will be useful in provid-
g hwnanitadan infrastrecluse and infor-
mation to facilitate peacemnaking operations.
thus allowing mititary personnel o focus vn
security and peace enforcenient,

() international organizations such as the
Red Crescent have incraasing influence
on U.S. decisions conceming Operafions
Other than War (OOTW)/Peacekeeping
operations.

(U The changing cconomic enviromment.
the evalving role of the pation-state. and the
erowiny influence of suprapational insi-
tionsy and von-state proups are all tacwors
contnbuting 1o the development ol 4 oew
security paradizm,

— il. Globaoi lssues and Assessments

The Security Environmaen?

“If everyone con-
templates the infi-
nite instead of
fixing the drains,
many of us will
die of cholera.”

— John Rich

UNCLASSIFIED
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Non-
Compliant
Competitors

THE NEW SECURITY PARADIGM

(L) The past ten vears have been marked by
dynamiv change and great uncertainty. The
next decade is likely to be cgually o
because the basic engines of tarmoil remain
essentially snchanged. The volatile mix of
global. politcal. economic. social. techno-
logical. and military conditions will con-
tinue to biing stress (o the interpational
order. No condition. circumstance,  or
power is likely to emerge over the next -
20 years that will somchow transcend these

“sowrces of instability”™ and lead 10 a more
stable global vrder.

Categories of the
New Paradigm

{U) During the next two decades, these new
challenges will bring about the evolution ol
& new security paradigm——one in which the
United Stawes faces a generalized set of part-
ners. compelitors, and potential adversaries.

FUTURE THREAT 199%-2020
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Couvperative partners: These are states that
senerilly share LES. values and interests
and can be viewed as svilinaey allies,
Non-compliant Competitors: States that
senerally do net contorm o ULS, values
and interests but are not military adversar-
ies. They do nol engage i direet violence
against LS. interests. but may engage in
policies or acts that compromise or endan-
ger ULS. goals and objectives.

Repegades; Siaies that conform fo values
and iaterests that are contrary 10 those of
the LLS., but fack the cconomic or swlitary
wherewithil (o actively oppose the U8,

Adversaries: States that engage v unag-
ceplable  hebavior,  frequendy  involving
military torce and violence, These slates
conshtule  cusrent oF  polential - encinies
agamst whom the LS. nmst consider the
use of miliary toree.

(L*) The system generated by this new para-
dig s dywamic, and the states within it are
g1 constant isteraction. The categories of the
pacadigm themsebves are flusd amd in some
cases not miually exclusive. At any partic-
ular moment a stite may be a compliant
partner and & non-comphiam competitor cir-
crmstantially. Alihough it is not possibde for

(U) Mew recruits conduc! dritf of an
unidentified Hamas fraining comp.

UNCLASSIFIED

() The U.S. is working closely with former Soviel sateliiles and

IH. Globat issues ond Assessments

the Sectsdy Fvironmant

republics such as Lithuania, incorporating them more into an

evolving Ewropean securnity architecture.

A state to be oo renegade or adversary and
simultancotsly ko be anvthing else, iCis pos-
sible e move 1rony rencgade/adversiny sti-
lus to something less controntational over
time. Simitarly, the eovicomment 1w whuch
these states interaet Tociuates constantly.
The evolving community of nations will
influence the actions of individual states and
also be inllueawced by them, and at any e
aergency  conditions could have a pro-
found mmpact oo (he interactive dynamic of
the system.

FUTURE THREAT 1999-2020

“‘tet us never
negotiate out of
fear. But let us
never fear fo
negotiate.”

— John E Kennedy
Inaugural Address
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The cumulative
effect of severd
small cenflicts
and crisis
conditions could
approximate a

SIMULTANEITY

{Uy The dynanne and uncertain niduge of
the cmerging security paridizim makes the
ilea that single events wil happen in isola-
ton and can be deall with in a singular
manner more unlikely than ever. Wiy likely
that several separate events or eritical von-
ditions wilt ocoy simultaneousty, and the
clfect of their simulianecous oceurrence will
be compostnded and nignitied.

(Ui Anucipating & thicat environment in
which there will be multiple  situiations
requinng a tirect ankitary response is criti-
cal w codingency and operational plan-
ning. The glohat engagenent posture of the
LLS. miditary on any given day already lim-
it the forces wvailable o respond immedi-
lely 1o any new crisis. Folding  these

UNCLASSIFIED

large war effect...

limitations into crisiy and operationad plan-
ning will he crucial 10 ensure that (bose
plans are both readistic and acheevable, and
could lave an impact on our overall foree
situcture in the futsre,

(L Further exacerbating this probleimn. the
global impact of technology, the integration
of ceonomic systems. the blending of some
cultures. the eftect of Jong range weapons.
and i host of teanseedeonal issues hive cou-
ribuied o s Unetworked” world we see
evolving belore our eyes. The networked
elfeet of several (or even many y conditions
and circomstanees will compound the prob-
lent ol simultaneity, producing far greater
and moge signilicam conseguences.

Globa! mobility and force structure adaptability are key facets of
the U.S./Allied response mechanism,

FUTURE THREAT 1999-2020
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Transnational Issues
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Fransnothonal Issues

UNCLASSIFIED Techno
Techno Terronsm .
) Techno  Warlare Who's in
Re\gloncl Surprise \ Charge?
ars  arger Domestic
Contlicts Advanced Jurisdichion
Technology
Lmited ‘Convenﬂ%'lal 10/1W Absence of
Conflict Cimate |- Conflic Lleverage
Naturat
Disasters m Multingtional
| Environment | OPs
Subngtionatl
fom T l Umbrella
o Resource Energy, Land,
Rich/Poor esping Scarcity [ water. Food
Disparities ! :
Population I”_ ;
Ultro- A — — Urbanization
Nationalism Migrants s wih
New States or AlDS
Fragmentation Missites '°°"°”‘
TSI roweraton D
itical, T i Influencin
o Organized | Govt. Mitares
Chemical , Risi
Drug Trade Cime ™~ 1onghetfonal
i $9$ Crime
Biological Nuclear Multinational
Use B / Collaboration
se By enti I
Subnationals Cﬁ?;‘,’h.'}.":’,‘," Criminals
New Arecs
Insurgents

(L) There is Tittle chanee the United States
will contront & Soviet-like global nulitary
challenge during the next 20 vears. Never-
theless. threats and threatening conditions
exist today. and others will emerge over
e, Many of these threats will ranseend
national boundaries: thus their occurrence
will hase transnational. and often globul.
implications. A representative sample of

such threats and condinons thy no means
an all-melusive Disth, s depicted in the
ahove graphic. Most of these issues will be
addressed m detal i the following section.
Those issues that more directy relate to
futine contict, such as informanon warture
and comventionad conflict, will be addressed
n Chapler VI

Toward An
Uncertain
Frture

“There is no independent variable upon which all other variables depend. There are
only interrelaled variables, boundiess in complexity. Faced with this maze of causal
influences, unable even fo trace all their interactions, the most we can do is focus on

those that seem most revealing for our purposes and recognize the distortion implicit
in that choice.”

— Alvin Toffler
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POPULATION GROWTH

UNCLASSIFIED

Europe

North
America

Latin
America

Alrica
Asie

2.5 biflion

Cceania

2000
6.1 bilfion

Population by Region

Latin America

Arica

2050
$.3 biflion

tLh By ahe sear 20000 the global populi-
ton will just exceed 6 hillion. The popula-
tion is eapected to nse o abaut 7.6 billion
by 20207, Abhaul 2% of the increuse will
ovewr i ndia and Ching, which wpeiber
will account for about 354 of the world's
population, Rith contral practices will
hegin 1o shons ther pact in China. India,
with an apparenthy incftective program m
place. will continge to see its populistion
spiral upward. Some 957 ot the Lanh's
populithion growth is expected o tahe
phace in the poorer mations. Only 5% will

2000
1) China: 1.3 billion
2) India: 1 billion
3) United States: 278 million
4) Indonesia: 213 million
5) Brazil: 169 million
. 6) Pakistan: 156 million
i 7 Russia: 146 mittion
. 8) Nigeria: 129 million
! 9) Bangladesh: 128 million
10) Japan: 126 million

uccur in the developed world, wlule nega-
tve growth is expected for Eurape. Russia
and Japass, Rapid population growth will
eaerbate already didirenlt conditions in
many parls of the developing world. lew!-
ing o more imtability, Longeviny in the
developed workd will Jead to yet another
set of social problems {rom inadequate
muadical care to aging warkforces. The
need for replacement worhers will play wi
mereasing pat m Jotwe  decisions on
imanigration pobicies in North Americi
and Furope.
UNCLASSIFIED

‘Most Populated Countries

2020

1) China: 1.4 billion
2} india: 1.2 billion
J) United States: 322 mitlion
4) Indonesia: 264 million
5) Pakistan: 248 million
6) Nigeria: 215 million
7) Brazil: 208 miltion
8) Bangladesh: 171 million
9) Russia: 135 million
10) Mexico: 125 million

Tl s poptdanio freare does aor wabe o fidl aceonnt e anticipaied deatls broughy
about e AINS see HEALTH ISSUES Y on the potential iinpact of the qreverng teemnd in
infectility i sone seons. These fuctors conled redice the 20200 global popartasion fore-
cast by abosit 14¢

FUTURE THREAT 1999-2020
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Tronsaonong Issues
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Urbanization in the Developing Regions

[ Letin America & Caribbeen | [ Middle East ¥ [ North Africe i

832 267 Percent Ucban 2038)  81.5 247 [1950]  PercemtUrben{3030] 7.2

41.4 1950] Percent Urba@

W Rral S Aura) . Ryral
R urban @ Urban Wl Urban
L Asia ] [ Sub Saharan Africa
17.4 Percent Urban 55.2 169 Percent Urban 546

BN Rurs! SR Rural
WA urban R urban

Megacity = 30 million or more people in a contiguous urban
areaq.

(L5 By 20200 over half of the world's popu-
Jation will live ur urban arcas. This growing
wrhamzation will have a signilicant impact
in the developing world, where infrastrue.
ire s easily stressed. More and more. the
fate of cities will dewrmine the fute of
nutioss and regions. Each vear sonwe 20-34)
mitlion o the world's poorest people atove
from rwral o wrban sones. incloding the
Third World's “megacities.” These  high
rates of urhanization mean that {uture war-
fare is more likely than i the past to oceur
in urban arcas. It also means that health and
samanon nlrastructures  may be mer-
whelmed. leading 1o increased mfectious  gedoce productivity and retard  naional
and  chronic  dhsease. These  conditions  development.
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"It wasn’t rain-
ing when Noah
built the ark.”
— Howard Ruff

RESOURCE SCARCITY

There is no clear indication of long-term crisis in the supply of
any critical resouice, but femporary and tocalized shortages

and distribution problems may cause instability and conflict.

(L) Moves by individual aations to control
fresh water sopplies already contribute (o
regional  teasions. Future conflicts are
increasingly likely as population growth
and mmproving living standards increase the
demand for fresh water.

(U The worldwide demand tor fish has been
rising steadily, with seeurity implications for
nations that depend on dus finite but renew-
able resource. Worldwide. 13 of the 17 prin-
vipal lishing zones are depleted or in steep
decline, Unless properly managed. problems
over fisheries are eapected (0 worsen in the
future because of infense competition among
fishing flects and  fishing  nations. The
demand Yor meats and cereals widl also rise
and strain production and distribution sys-
ems. partivelarly in the developing world.
The leveling ofl of grain vields, water deple-
tion and population growth will exacerbate
the problem. By 2020, the developiog world
wiH be consuming royghly 605 of 1he
world's mieal supplies. The challenge will be
in maiataining umely distieibution withow
sgoificant fong term disruption,

{U) Strategic minerals and energy resources
present yet another problem with nationl
security  overtones, The concentration of
key resources in unstable regions. such as
the Persian Gulf. the Caucasus. and Centreal
and West Africa. will be of great econonue
and political concern. High dependence on
o region such ax the Gulf will make the
workl ceconomy vulnerable 1o temporaey
politicat-militury shocks,

(L) 1t s reasonable w assome that some
deficiencies in global cesources will be
overcome by new or advanced technologies

FUTURE THREAT 1999-2020

(U) Relief opeialions in the failed stafe of
Somalia have been underway for the befter
part of a decade. The underlying probiems
in infraskructure and resource distribution ore
certain io remain problematic wef! info the
next decade. Meanwhife, the confiict con-
tinues,

as well as refinements in agriculiural prac-
tices, Industry and cience are constangly
exploring more cfficicot wayy 1o eatraet
and utifize existing resourves. But resourcy
solutions are ofien expensive. teehnologi-
cally challenging. dilficult. and tme-con-
suming to snplement. Thas, Joval and
regional resource scarcities wall remain
problein welf into the folure,

HEALTH ISSUES

(U Globally, health care avaitubility and
accessibility are unevenly distributed and will
rerain so. Industeialized conntries enjoy the
highest standards of heulth care ever. while
many developing countiies are unible (0
meet cven the most hasie health needs of
their citizenry. Headth care delivery in devel:
oping coustries will not improve apprecisbly
and. in many cases. will deteriorate {urther
because of at least one of the following:

UNCLASSIFIED
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B Poor ceonumiios

B Extenwely Jow per capita health care
cypenditures

B Inadeguate health care intrastructure
including low -quathity persenael. and
poor organization ind health care
Favilities

B Lack of pohtical will 1o mahe signih-
cant change

B Orverwheliming morhidity and mortal-
iy from endemic and epidemic nlec-
tious diseases

Infectious Diseases

it Complaceney towand infections dis-
cines fras emerged trom s lulse assump-
fions: that micrabes were biotogicidly
stationary Girgets and that diseases would
remgio geographically  sequestersl. The
current and Tihety totuge epideminlogical

- fll. Global Issues and Assessments

deaths in 1997 infectious dis-
cases ed all categenes of
duath. Rilling at feast 17 mil-
lien people. At least 29 previ-
ously unknown discases have
appeared globally since 1973,
and 20 well-known ones hine
te-cmereed, otlen with oew
drug resistance or i deadlier Lo,

iy These emergmy pathogens generaliy
are not newly evolved. bur became oewly
recogtizcd o spread into populations
hecause ol changes i conumeree, culuare.
enviconment. religion, technology, and the
glubalizavon ol BununsZanimalsfproducis.

(U5 Emeremng and ce-emerging infectious
diseyses are more unnersally recognized as
a deast vanables ol nor owright threats
to global and nativnal securiis, Hunoiae-
Ul situations regairing ULS, and coadition
mditary mtervention will escaliste, placing
deplosed Torces at mercased risk of mfec-
lous discines when supporting complex

situtions show  the  fallacy  of  those  conumgensy  operations i developing
assuniptions, OF the estinned 32 nullion nations,

UNCLASSIFIED

1997 Global Deaths by Infectious Disease and Method of Transmission

Food, Water,
Soil Borne

Qfecticu's’a h

seace Deaths

All Other (17 million) Insect
Deaths Bome

Transnatonal 1ssues

Infectious
diseases will
continue to
be the

number one
cause of
death
worldwide.
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AIDS in the 21st Century

(U At least 30 million people wre now
imntected  with Huais bumunadelicieney
Virus (HIV) worldwide: unfess o cure s
found. most witl die within the nest S-10
yeans.

MW Most 21 anllon ol the infected are
in Sub-Sahaen Afnica.

B Since the st of the Acguired Imimu-
nodeficieney Syndeome (AIDSY pan-
demic in 1981 over |2 million people
have dicd.

W Tuberculosts co-tdectiom will con-
tinntte to accowmnt for at least one- third
of the deaths,

B Lffectne natiosdl pubhic heahh edu-
vatint - prageanns o Thatland  and
Ueanda have demanstrated  that by
chapging hman behavior, HIV mwi-
denee can he slowed and  perhaps
reverseed.

tl) Worldwide. the number of people
with  HIV/AIDS  will continue o
increase Tor at least another decade. 1o
upwards of 60 anllion. HHV/AIDS will
be vontrolled i industrialized countries
because of altordable therapy amd etiee-
tive  public education programs. I
derveloping countrivs, lowever. the prob-
e pused by ATDS will be far worse,
South and Southeist Asia will experi-
ence an eeplosion in T aintections (20-
30 miflon) an the next 10 years with
most dying in the Tollowing 10 vears.
Chritine and Belarus are headed Tor
severe AFDS epidemics. and Russia
may soon follow. FIIV anfection
Sub Saharan Africa will sabilize w
20-30 miHion but will remam an eco-
nomic and socictal millstone, Sub:
Sahuran Alrica could fose moere than
o) million people by 2015 Sounth
Afnica. having umder reported HIV/
AIDS in 1t~ hlack population. i now
contrapted with a problem as scevere
as thur of mest of Sub-Saharan Alrica.

FUTURE THREAT 1999-2020

tL) Zumbabwe provides o disturbing
vsample:

B Oher 30% of the general population 1«
HIV infected.

W igh-risk urban and rural pupukations
are 86 and 2% HIV positive.
respectively,

B AIDS has reduced life expectaey from
) 1o 40 vears - abuot the same as it
was Tor Adrica in the oid- [958,

WLt eypectaney iy be Burther
reduced in the next 5 years.

(L) The cvele of inadequate health care and
acnte discase. combmed  with inereising
population and  high  population  density
walbotrion and  under-mtntion,
ciecrging and re-cimerging infectious dis-
cizes. will conlinue o help generate socictal
instahility with consequent hunnmnitarian sit-
aations, pessibly resulting in LS. or cauli-
lon - military inkervention. Widespread
wnlectious discase in the deselkoping warkd
will alvo place LS. aund coalition forees i
inereased nisk when participatng i contia-
eeney operiations in underdeveloped coun-
tries, Thed World mlicary participation and
medical  readiness will have  significan
implicaions jor coalition eperations,

Non-Infectious Diseases

Uy Urbamization, clmatic change. por
food and waer quality. poor 10 nonexist
ent sanitation aystems, and fow by giene
stmdards widl contribute 1 an invreised
worldwide incidence of infectious diseise,
Poorly  controlled  jodustnalization
desveloping countries will result in acute
and chronic non-infections discases resuft-
mg trom exposuse 1o chemicals, including
heavy metals that polhute aire water, soil
and/or food. Such diseuses mity nat unly
aflect the indigenons and  transiational
popalace. but abso voops deploying to
swvh arcas. and the poprlamiton of countries
thaat import contimurated fouds as aresult
ot the globdization of food supplies. Con-
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Climate Changes

Global swrtace wmperatures coyld
rise £.8 10 .V degrees Fahrenhett
by 2100

Extveme weather events, {rom hur-
aeanes to droughts, could become
more frequent and niore severe,

Profonged temperature anomalies
could foster crop production in
sOMEe regtons but dry vut or chill
FNPOMANE QIOWING LeLIONS
particularly in the United States.

Tropical diseases and pests may
transit into formerly cooler
CIVITONS.

tSo EPA)

preenhouse  gases, the elfects of  global
warming must not be discounted. The poten-
tal for impact on global temperatures, pie-
cipitation, storm patterns. amd sea levels
could alter agriculture. wider supplics, phys-
wlogical and mentad health, related infra-
structures. ad the seearnity enviromment.

(U The rate of sca level rise his increased
steachily since 1650, with strong aeeeleration
at the end of the 19th century. This increased
rate of rise may or may not correlate with gl
bal warming. Sufl. there are implications for

the developing world where large portions of

the population reside in wban centers in
coastal and delta regions. The challenge will
be for povemments w these regions o
respond effectively with limited resources 10
natural wnd humanitarjan disasters,

Weather Patterns and Natural
Disasters

(U} Cyclical changes in climate have direct
and mdireet imphications  for states and
regions. Floods and pratonged  droughis
pose serions threars (0 public health and
security andd can kad o significam eco-

() Chinese lroop support during ffoods.

nomic losses. In unstuble regions, such
coaditions can further stress governments
and infrastructurcs, The 1997 forest fires in
indonesia contnduted o the snrest brought
on by the 1998 ccomomic erisis, which has
continied into 1999, Severe weather alse
can have significant short und fong-tenn
securily imphcations and. therefore. merit
furecasung and incorporaling into intelli-
gence  estimates. The major agricultaral
arcas of castern Ukraine and southern Rus-
siit were unlavarably dry inmid- 1998, and
fate wet weather hampered the harvesting
of the Jimiwed crops. Giveo the Russian eco-
nomic crisis and the Jimited food stores.
harsh weather in subsequent vears could
prove disastrous. Long-terme meteorotogi-
it forecasting remains somewhit unde-
pendable but sl prudent for militury and
political plunning. Projected advinces in
instrwnentation,  methodology. and pro-
cessing of whinospheric and related daa will
unprove these forecasts and nake them
more relevanl @ the anaiytical process.

{U) In the next 20 years, a number of cli-
mute-related ratural disasters will oceue
that will result in (he need for miliary sup-
port vperatioas. Examples ase the 1997 for-
est fires in Indonesia and the devastation
wrought on Central America by Hurricane
Mitch in 1998, Because of the hreadth and
depth of its logistics and support capabili-
ties, the V.S, military will continue 10 be
used as a primary response mechanisia. It is
also conceivable thut. in the next 20 years,
LS. armed forces will have 10 respoad to
one of these disasters vnder non-permissive
conditions.

FUTURE THREAT 1999-2020
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MIGRANTS — REFUGEES —
DISPLACED PERSONS

(LY Over the past three yeurs, the number of
persons of concern 1o the UNHCR (UN
High Commissioner for Refugees) has
dropped worldwide to just over 22 million.
This is down trom a record high of 27 mil-
lion in 1993 Including the UNHCR persons
of concern, there are currently an estimated
50 million people who have been forced
tfrom their homes around the waorld. There
have been sotable increuses in portions of
Africa, Europe, and North America. During
the next 20 years. the continuing disparity
between rich and poor coustries: rising
nationalism: the fragmentation of existing
states; ethnic. religious, political. and tribal
strife; natural disasters: and the fonnation of
competing entities will generute aew Hows
of migrants. refugees. und inteenally dis-
placed persons. Humanitarion emergencies
will remain a common feature of the interna-
tional security environment.

(Ui During the next 20 years, imgration
from developing countries 1o industrial-
ized countries will increase. Developing
countries have seen recovd increases in
the working-age population, while al the
sarme time western industrialized  states
have shown a decline i the same age
eroup. This incongruity, coupled with the
widening economic gap hetween the feast
developed and the ndesirialized coun-
tries. has fueled the s 0 migeation--
both legal and illegal. This migration will
challenge decisionmakers and stress eco-
nomic aad political infrastructures.

(L) For at least the next two decades, Europe
will face migration problems from the south
and southeast. By the end of 1997 the Neth-
erfands — with a population uader 16 nillion
— experienced mure thae a S0% increase in
reflugees applving tor asylum over the previ-
ous year. Over 64,000 refugees sought sanc-
tuary, including 34000 asylum  seekers.
forcing the Dwch governiment (o enact greater
immigraton coatrols. During the same year,
the ensis in Albania resulred in F74¢K) refu-
gees fleeing to lalv. Pandy as u result, haly
took a feading role In peace operutions in
Albania. Gennany has by fur the largest num-

(U} Makeshift homes such as these have
become Infegral o the landscape in many

parts of Africa ond ore indicative of the persis-
tence of dermographic strains on the contineni.

ber of refugees in Europe with over 277.4000.
The majority of these have tound their way
notth from the Balkans. Conseguently. Ger-
many has Liken an active sole tn the monitor-
ing and management of the Balkun refugee
(NN

(L) New and rekindled conflicts in Africa

during 1998 kept the numbers of persons of

concern high. At least a million people are
displaced in Angola. with over 150.000
additions since mid-1997. The border dis-
pute and associated conflict between Ethie-
pin wnd Eritrea hove left an estimated
256,000 people displaced. Ethiopia slready
has o large refugee population of abowt
306.000. consisting mostly of Somalis and
Sudanese. The big problem area on the con-
unem  remains  Swdan.  Approximately
365.000 refugees make their interim home

B Hi. Global Issues and Assessments

fransnaiional fssues

Persons of
concern
include
refugees,
returnaes,
asylum
seekers,
internally
displaced
persons, war-
affected
populations,
and persons
unable to
obtain
naticnality
(affects
individuals
from some of
the newly
formed states
of the former
Soviet Union).

UNCLASSIFIED

FUTURE THREAT 1999-2020

31



i Global lssues and Assessments

TOnERCGIONGQE 1$sues

By the spring
of 1999 the
conflict

in Kosovo
displaced
over a million
inhabitants.

and nearly
600.000 of
these fied
into
neighboring
countries.

there, while almost 4 million Sudanese are
imicrnally displaced. Even il the tide of cri-
sis-induced migration is stopped. at best it
will take at least the neat decade to settle or
repatriate the multitudes.

(L) Adding to its mounting problems. Rus-
st too must cope with a sizeable refugee
population of about 324.000. of which
Moscow is host 0 the largest number—
about 100.000. This has increased ension
m the ciy. as most Muscovites remain
highly aenophobic. When combined with
deteriorating economic conditions, the ref-
ugee siwation provides fodder for civil
urtrest.

(LY In the Middle East. population growth.
cconomiv disparity. and water distribution
shortfutls will further accelerate migration
and compound socio-political problems.
The issue of (he Palestinians refugees poses
a significant challenge to the Middle East
with 2 million currenty living in Lebanon,
Syna. and Jordan.* This populatien could
approach 6 milfion by 2020, The prablem is
most acule 10 Lebanon, where there is litle
chance of assimilation and  government
control is nearly abscnt in the refsgee
camps, A single Palestiniun stae would not
be able to accept consafidation of all Pales-
tinians.  However.  significant  numbers
woutd attemplt 1o return, creating a potential
destabilizing tactor for the region.

FFyzme based o Avizbes of refagees wyisteted with Unired
Notos Robiet aizsd Warks Agencv i UNRWA

(U1 In Latin America, there wre several areas
where persons of concern tepreseat an
increasing source of intrastate and interstate
distress.  Colombia, Peru. und Guatemata
aceount for ahowt 1.6 million internally dis-
placed persons. while Mexico and Costa Rica
combined play host to vver SO0 refugees.
Nutural disasters such as Hurricane Mitch of
Jate 1998 will eusily dnive this number bigher.

(L) The lure of prosperity wilt continue to
inspire mifhons to migrate to the United
States from around the world well into the
next century. Additionally. those who have
fted their native lands because of war. civil
conflict. or persecution are drawn by the per-
veived upponunity alforded by the United
States where approximately  SOG,000 retu-
gees have sought sanctuary.

e The unique capabilities of the LS, mil-
ary — stralegic bft. globat deployment
and asstainment. C31. elc. — will remain in
high demand s the intemational commu-
nity secks to cope with these uends. Sud-
den waves ol human movement wee likely
in the coming vyeuars because of the
socto-culiural.  paolitical.  and  economic
dynamics currently in play across much of
the globe. Candidates lor new. lurge-scale
refugee waves in the approaching years
include Mexicy, Colombia, Cuba. most of
Cepral America. Algerta. Central and West
Africa. the Caucasus, and Central Asia,

1998 Wortd Retugee Tolgls

Middie East. 5.7 million
Alrica: 2.9 mislion
South/Cenfral Asia: 1.7 rniilion
Europe: 1.2 million
FSU: 0.9 mitlion
The Americas/Coaribbean: 0.6 mitlian
fast Asia/Pacific: 8.5 million
1998 Top Ten Internally od Person {IDP) Po
Sudon: 4.0 miilion
Angola. 1.2 mitlion”
Alghanistan: 1.2 milllon
Cotombia: 1.0 mitlion
Turkey: 1.0 mition®
Iraq: 0.9 miltion
Bosnio: 0.8 miton
S1i Lanka: 0.8 million
Burme: 0.7 milion*
Azetbaijan: 0.5 millon
*Median estimate (Source: UN)
e, UNCLASSIFIED
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Five Largest Refugee Groups in 1998
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Refu rces Refugee Recipients
Afghanistan — 2.6 milfion ece————p ran, Pakistan, india, Westem Europe
Iraq — 0.6 million » lran, Syria, Saudi Arabia, Western

Europe

Germany, Yugoslavia, Croatia, Austria,
Sweden, Switzerland

Ethiopia, Kenya, Yemen, Djibouti,

Westein Europe

Tanzania, D.R.O.C., Rwanda, Zombia
{Source: UN)
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TronsnGlongf (s8Ues

ORGANIZED CRIME

=+-The global threat from organized crime

The threat
from
organized
crime after
the turn of
the century
will grow in

size and
sophistication
as the
perceived
frutts of crime
grow. ..

UNCLASSIFIED

continues (o increase. Criminal cartels and
their activities are likely 10 become more
sophisticated and complex. They will fur-
ther involve thenelves in extensive legiti-
mate covers for illicit business and wil
seek to directly influence. through infilira-
tion and manipulation, all levels of govern-
ment.  tamsnational — organizatons,  and
businesses. There is limited but intriguing
evidence of collaboration among indepen-
dent groups. This cooperation could extend
to terrorist groups ax well. In economically
and  politically  unstable  countrivs,  vrea-
nized crimingls gain geeater access by cir-
cumventisg  or subverting weakened
security mfrastructures amd infilraing gov-
ernmients. This incrcased presence and cor-

responding corruption and debilitation of

legitimate governance van casily affect the
fragile nature of the state. Russian orga-
nized crime groups bave an esmablisbed
peesence i Burastie Easern Eorope. and
the ULS.. olien using former Soviet coanec-
tans to conduct business ventures. These
proups - and similar groups globally -
are inclined to “heep the host abive.”” Thev

also fend 0 resist imternal and exiernal
efforts at cconomic and poditical reform,
Military operations could be undenmined
when carried out in arcas uader the influ-
ence of organized crime. Duoring the UN
Somalia mission of 1993, Somali groups
made use of UN temporary employment
and infrustructure to conduct illicit busi-
ness. The sipugpling of aems into the Bal-
kans by Eoropean groups has added el
another  secunty  concern for  ongaoing
peacekeeping operations, The challenge of
organized crime will increasingly require
cooperation among  US. military,  law
enforcement. and intelligence services.

ILLEGAL DRUG TRADE

(Lir New drugs and drug peodusets. expand-
ing markets. and new methads of produe-
ton will contnually alter illkegal drug
raftickiog patterns,

11y Powerful international drag traflicking
arganizations will continoe (o pose @ serj-
ous threat o LS. nattonal security. Drug
iraftiching and consmmption will continue
10 thrcaten ver sodiad order and the demo-
cric institutions and soviad well-being of

PRIMARY NARCO-TRAFFICKING MOVEMENTS
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our global pwtners. The illegal drug trade
kifls and sickens. drams cvonomies. threat-
ens the enviromment, and andermines dem-
ocratic institutions and intermational order.

{L)) The national security threat posed by
traffickers is becoming moce complex and
diverse as the intcrnational drug  trade
becomes increasingly fluid and sophisti-
cated. International criminal syndicates witl
lake advantage of rapid advancements in
global communications, transpontation. and
finance 10 more efficiently conduct their
business.

{U) Throughout the world. powerful drug
trafficking cartels act with acar impunity,
many seizing and maintaining their power
through bribery, coercion. threats. intimida-
vion. and murder directed against elected
ollice-holders. members of the judicial sys-
tem. law enforcement officials, military
personnel and journalists.

(LN Narco-trafficking is a significant fund-
ing source for criminal and insurgent
groups,

= Drug-related cocruption will reach epi-

demic fevels in cenain countries; this may
require a4 more direct response from the
United States to protect our national secu-
rity. The hemispheric commitment  to
respect the rule of law. human rights. and
the principles of sovereignty and demo-
cratic rufe will be under atiack from the
drug kingpins.

TERRORISM
Regional Outiook

=53 [ntermational terrorism 15 expected to
remain a problem through 2020. Motiva-
tions for terroristn wifl remain extreme
nationalism, ethnic teasions. religious dif-
ferences. and economic and potitical disen-
franchisement: imited state sponsorship is
expected to continue. The prominent LS.
role in international counter-terrorism will

e e ll. Global lssues and Assessments
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(U) Hezbolloh home page.

ensure that our interests will remain a pri-
miay target for tecrorism.

=S-=Middle Eastern terrorism will remain
the primary terrorist threat w the United
States through 2020. Swate sponsors of ter-
rorism will continue o use it as an element
of toreign policy but generally in a coverl
manner., to escape political or military retal-
jation. Terrorist groups are expected to tend
toward independence from state sponsors
and seek support from non-state sponsors
such as Usamu Bin Ladin in Afghanistan.
Middie Eastern terrorists will continue to
exporl lerrorism worldwide. particularly to
Europe and Africa.

5= Furepean terrorisin will  remain
focused on flash poeints generated by politi-
cal, religious or culiural differences in
Europe. We expect ethniv dilferences to be
a primary motivating factor as eastern
Europe tespecially the former Soviet
Union) resolves its borders. Vestiges ol lefl-
ist organizations may survive uati) 2024 but
only it the governments they oppose are
unable to provide for thetr population.

48=Latin America will continae 10 host
two sources of terrorism — that generated
by those who oppose lalin American

“Terrorism has
become the sys-
temic weapon of
a war that knows
no borders or sel-
dom has ¢ face.”

— Jacques Chirac

FUTURE THREAT 1999-2020
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(U} U.S. Embaossy bombing in Nairobi.
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governments — insurgents and 1o a lesser
extent narcotics trafficking organizations
— und that generated by external ele-
ments. most potably Islamic extremists.
Although these clements are expected to
focus on Israch or other Middle Eastern
targets, the Americas alse provide a
potential avenue to the U.S. homeland
and an extersal »ouece of iIncome.

=t Asian terrorism witl be rooted in reli-

gious extremisi and ethnic differences. In

Long Term Outiook

&+ New developments in technidogy will
be used primarily to improve methods of
delivery or conceulnient of terrorist weap-
ons. The emphasis will be o simplicity.
etfectiveness and limited risk 10 the terror-
ist. his orgamzation or sponsor. Termorists
increasingly witl use informauon opera-
tons to coltect intelligence and potentially
to attack infrastructure.

some cines, governments will use termorists =1t is probable that wrrorist orgagizations

or insurgents to {urther torritorial goals tn
neighbonng countnies. Unstable countries
like Atghanistan will provide safe havens
tor extremist and 1egronist groups.

—5p African terrorism in general will be
gencrated by ethnic Jdiffesences and will be
a subset of msurgencies or separatism.
Transnational terrosist organizations will

lavorahle environment in
which (0 operate. as poor security  and
unstable Fovernments persist.

find Afca a
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(U} UNSCOM inspectors arrive in raq.

or mdividuals will employ a weapon of
mass destruction against U.S. inerests by
2020. Heightened publicity about the vul-
nerability ol civilian targets, an increased
interest in inflicting mass casualtivs, cmer
gence ol less predictuble wroups and greater
availabiluy  of WMD-related  production
knowledge and technology have already
drasvr the attention of sone (@rmorist orga-
nizations., Additonally, the houax or hlack-
muit value of WMD i u potenually
powerlul psychological weapon in tiself.
and its use can be expected w increase in
the Tuture.

WMD PROLIFERATION

(L) Proliferation by adversames and non-
compliant partners will Jead 10 ephanced
wartighting capabilities that will complicate
LLS. contingency plasning. ULS. forces may
have fu engage i warlue i which advanced

i
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conventional weapons and WMD are used
directly against U.S. forces, and on access
and embarkation points. Conflict between
other nations or groups in which such weap-
ons are nsed may adso aftect subsequent U.S.
mvofvement.

Chemical/Biological Weapons
(CBW)

(L The 1972 Biological and Toxin Weap-
ons Convention (BWC) remains in place,
and the Chemical Weapons Convention
(CWC). which entered into force in April
1997. is gaining wide acceptance. Never-
theless. somte countries will maintain covent
chemical and biological warfare capabiti-
ties. Many countries possess (he infrastruc-
ture to develop chemical aad biological
weapons. and those facking an indigenons
capability can purchase . Furthermore,
chemicul and biological warfure programs
can be concealed within legitimate dual-use
R&D and industrial operations.

{U3 Agents such as sarin and mustard. now
the mainstay of chemical warfare arsenals.
will continue 1o be u threat in the near term.
and the persistent aerve agent VX will enter
the operational nventories of more countrics
as their programs mature. An increasing
number of countries with biologicul warture
programs will be able to develop infectious
agents such as anthrax and plague. as well as
oxins such as botulinum and ricin, for
weaponization. US. lorces, deploved in
either military or peacckeeping roles. could
be exposed to these agents.

wteiibd=Many of the components needed for
chemical or biojogical agent weaponization
ate used in other types of weapon systems.
many of which are available in the interna-
uonal arms market. Chemical and biologi-
cal agents can be disseminated by ube and
rocket artillery, ground and naval mines,
acrial bombs. submunition dispensers tor
aircratt. and a wide variety of spray
devives. An increasing number of countries
are alse capable of employing unmanned
aerial vehicles. cruise missiles. and ballistic
missiles for chemical and biological atack.
Terrorist use should also be anticipated, pa-
marily in improvised devices. probably i
association with an explosive.

(L) Chemical and hiological
agent threats also can derive
Irom sources other than con-
ventional armed forees of hos-
tile stutes. The nature of agent
dissemination devices is such
that spectal operations forces
and lemorist groups can use

il Global Issues and Assessments

ronsnafionos fssues

“(BK1).1.4 {c)

(U) The proliferation of WMD
increases the probablility that armed

“herical : olowical : - confiict or a terrorist altack will have
chemical and biological agents 4 cw/ew component.

FUTURE THREAT 1999-2020
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in ways that could have a major impact on
national security and wartighting capabili-
ties. The techoology required 1o dissemi-
nale agents using aircrafl. trucks. small
boats, or man-portuble devices is readily
obtainable in the form of agricuttural spray-
ers and simitar forms of equipment. Impro-
vised devices are also likely to be used for
agent dissernination.

Nuclear

=t§r The proliteration of nuclear weapons

and nuclear technolugy poses a particularly
grave threat. A related problem involves
unsafe nuclear techaology of all types,
including that used for peaceful purposes,
as well as the taproper security and han-
dling ol nuclear materials that are danger-
ous in their natural or processed form. The
threat will grow as more nuclear technol-
ogy is used. Several tactors. including inter-
national counter-proliferation  agreements.
generat public/political opposition, and the
fact that nuclear weapons technology is

(U) indian Shokhi-3 nuclear test site.

Biggest praoblem: Chemical and biolegical
capabilities used by subnationot groups that
aie not easily deterred or idenlified

Growing Threat: Taclicaol Opergtions and
Terrorism

expensive and ditficult o obtain, will pre-
clude the widespread proliferation  of
nuclear weapons, Nevertheless, the number
of countries acquiring nuclear weapon tech-
nology and materials will slowly increase
into the next century.

38
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Advanced Conventional
Weapons

«€¢Through the next two decades the lim-
ited capability of most states 1o develop
and produce high-tech systems will toree
them o purchase their advanced weaponry
abroad. The high price of these items will
limit quantities, but in most cases it is the
lethality or perceived advantage the
advanced weapon cun provide for the end
users that will promote sales. Countries
that cannot aftord complete systems will
tend to porsue niche capabilities or
selected improvements. This hybridization
often will make use of Western electronics
and subsystems on older piatforms. Ulu-
mately, however, acquiring and incorpo-
rating advanced conventional weapons
systems and sub-systems will be of less
importance than possessing the skill and
knowledge to effectively employ and sus-
Lain them in operational settings.

ADVANCED
TECHNOLOGY
(U) As the speed of technological innova-

tion and umplementation increases, the
availability of older generation technology

(L) Taclical High-Energy Laser.

(U) israeli enhanced Romanian MiG-21MF fighters

—— HI. Global Issues and Assessments

Transnafiono; issues

(U) South African 20mm NTW 20 AMR (onl-materie! rifte)

to  developing countries  will increase.
Countries with advanced technology will
not be able to maintain export controls on
older technology in the face of
ecoponic and busigess pres-
sures. Older technology will
be very useful to developing
countries for both traditional
and novel developments in
military systems and weap-
ons. Additionally, technology
will continue 1o fose the dis-
tinction of being either exclo-
sively for  military  or
exclusively for civibian use.
Therefore. even the prolifera-
tion of older “dual-use™ tech-
nology  will lead to an
increased threat. given the
ability to adapt that echnol-
ogy into military  systems,
This threat is further com-
pounded i commercially

FUTURE THREAT 1999-2020
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Fronsnational issues

available advanced technology can be
incorporated into the system as well.

(U) In part. because of technology protifer-
alion, we may become more vulnerable
considering our dependence on astomation
and telecommunications. The key to main-
taining our technological dominance is 10
pursue systemic technological advance-
ments that are integrated and employed
more effectively than those of our adversar-
ies. Seversl countries will develop the
infrastructure to use new technologies for
military systems. Industrially funded R&D
will play a larger role in the development of
new technologies for military applications.
The U.S. will face competitors and adver-
saries with selected high tech capabilities,
with Japan and Germany leading in
selected miche technologies. However, the
U.S. is not likely to face a high technology
peer through 2020.

Technology Proliferation

(U) Technological development and innova-
tion continues at a phenomenal rate, in many
cases in areas that have direct military appli-
cation. The proliferation of this technology
has significant national security implications

kP

) i

() Exploratory French Transport

for the U.S. Some of the more troubling
areas are listed below:

M Computer speed, secure operations.
and very advanced system configu-
rations

B Communication speed — very high
data rate communications

M Advanced electronics. photonics and
neurdl networking

M@ Transportation advancements

B Remote and autonomous control
systems {(robotics)

W Smart materials

B Wartare modeling and simulation and
synthetic environments

M Ulora short pulse (Gme frequency)
sensors al RF applications

M Integrated microsystems. micro-
clectromechanical systems (MEMS),
micro-enginecring. aanoicchnologi

M Biotechnologies

FUTURE THREAT 1999-2020
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Critical Uncertainties

(L) Critical uncertainties abound. Uncer-
tainty about the future is even greater than
it was a decade or more ago. when the Cold
War and the bipolar international environ-
ment s¢emed to provide a set of purameters
by which to gauge future developments. A
small sample of the more notable uncer-
tainties for the 1999-2020 time trame are
listed in the table below. However. the pos-
sibilities implicit in past events and future
predictions are enough to keep any strategic
thinker and planner busy for years,

(U) One critical uncertainty is of special
interest. Munaging regional power shifts
will be an enduring challenge throughout
the period. How this process will affect
global security remains to be scen. This
will be particularly true as China and
problems in Asia loom ever larger on the
international hoeizon.

{Li} One of the more problematic aspects of

monitoring and predicting regional power
shifts s the question of leadership. The
problem of succession s fess contentious in
democratic states, but in the next twenty
years. Algera, China, Cuba, Egypt. Indone-
sia. Iran, Irag. the Koreas. Libya. Nigeria.
Pakistan. Russia, Saudi  Arabia, South
Africa, Sudan, Syria and several others
likety will experience changes in feader-
ship. Muny of these states have no formal

() Natural disasters represent one form of
“wild card.”

mechanisms  for  Jeadership  succession.
making the process more susceplible o
violence and uncertainty. and possibly
resulting in radical changes in political {und
attendant mihitary) direction.

1) Transnational groups. especially multi-
national corporations and criminal syndi-
cates, frequently change leadership. The
question 15 who will emerge at a critical
titne and become a threat to ULS. interesis.

(L) There will be several other elements of
concern in managing power shifis, such as
regional or focalized changes in the batance
of power. economic peaks and valleys with
strategic conseyuences. and confiicts that
destabilize nations and regions.

B Evolution on the Korean Peninsula
8 Unimpeded access to key resources
8 Middle East disputes

& Impact of a more powerful China
B Future of Russia

B Evolution of Europe and Eurasia

B Democracy in Latin America

B Africa in transition

M Shilts in regional power balunces
@ Weapons proliferation

Critical Uncertainties in The Decades Ahead

B Viability of nation-states
B Advanced technology
W Warfare trends
— Terrorism
— Information operations
— Biological/chemical war
— Subnational/supra-
national entities
B Wild card: large-scale natural/
man-made disasters with securily
implications

1. Global tssues and Assessments

Critical Uncertainiies
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i) Globai Issues and Assessments

Key Foints

Key Points

No Global Peer Competitor

=4==0ver the next two decades, no state will

be able to match the combined politicat,
econonuc. military, cultural, and. w0 a large
degree. echnological power possessed by
the U.S. The key “peer” candidates all have
long term, larger prob-
jems. and nome has the
capahility or the will to
usurp the U.S. over this
timeframe.

Extended transi-
tion period marked
by uncertainty and
power dispersion

=&+ Tuking into account the emerging post-

Cold War global security environment and
the pofitical-military  evolution of North
Korea, China. Ruxsia and elsewhere. the
United States shoutd expect a long period
of transition and uncertainty i the 1999-
2020 time frame. During this period. spe-
cific militury contingenacies will be uopre-
dictable. but the general trend will be
toward a dispersal of power.

Explosive mix of social, demo-
graphic and military trends

=He-Along with this transition, we will see
changing social. cultural. and demographic

conditions. We have already noted increas-
ing numbers of regional refugees and a ris-
ing tide of ethnic violence. We will pass
through these phenomena to some more
seltled condition; however, adverse social
conditions in some regions, notably in
Africu. will persist.

Increasing strains
on the
international
security system

=t==1n a period charae-
terized by instability, weapons prolilera-
tion and technology trunsfers will increase
the potential for limited conflict, further
siraining national and international capa-
bilities.

Technology “leaps"” possible

e A destabilizing condition that may
occur during this period. paciculacly
when achieved by rencgade states. will
be the acquisition or development of
some  advanced technology that could
change the local or regional balance of
power. Conversely. some new technoio-
gies will contribute 10 stability and
peaceful evolution.

BOTTOM LINE

Greater chance of conflict between infernecine rivals,

nation-states and alliances in the future .. based on an
enhanced ability to conduct wartare and increased
competition over resources. markets, and technology. .
as well as other complex factors.
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Overview

Overview

(L) Major powers and their relationship to each other will remain complex and
intertwined. Russia and China—both underguving lengthy and difficult
transitions —will retain important strategic and operational military capabilities
and likely represent our most important long-term nation-state concerns. Other
major powers may compete more openly —among themselves and with the U.S. —in
attempting to shape the future according to their interests.

{L) Large regional powers possess substantial aggregate capabilities and are integral
to our regional interests, Select regional pawers will retain the military capability to
directly attack our allies and our interests with little warning. North Korea's
continued belligerence poses some serious concerns. Though analytical opinion is
divided on if and when the Korean peninsula will see reunification. the eventual
outcome will weigh heavily on U.S. interests in the region.

AAteratics

“The only fence
against the world
is a thorough
knowledge of it.”

— John Locke

UNCLASSIFIED FUTURE THREAT 1999-2020
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United States

(b)(1).1.4 (2)
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i

fU) Anii-u.si Dsménsiraﬂon in Ecuador.

United States

CHALLENGING THE BASIC
ASSUMPTION

{U) The Linited Srates wiil remain the sole
superpower through its economic, political.
military. cultural. and technological superi-
ority for at least the first quarter of the next
century. The United States therefore must
remain engaged around the world (o main-
tain this status. If this engagement is con-
stricted. the geostrategic environment will
rapidly change over the next two decades
and beyond. Other powers will move in to
fill regional or local vacuums, either by
force or political/cconomic design. From
the perspective of other nations, U.S.
“interference” in selected regional affairs is
easy o point out: what is nm often realized
is the stabilizing tactor that comes with
LS. presence. Current economiv crises
have affected views of globalization and the
global cconomy. Nevertheless, the inter-
weaving of city. regional. national and

international muarkets will continue tor the

but will have linited power and few oppor-
tunities to change the status guo. To a large
extent, the United States holds the keys to
the future of the global secority environ-
ment.

PERCEPTIONS FROM
ABROAD

{U) The United States is clearly recognized
abroad as the leading world force. This fact
is treated with an obvious mix of emoticns
and actions. Most of the world secs no end
to American dominance at least through the
next 2() to 25 years. Perceptions are roughly
divided into three groups.

sl Members of the first group continue (o
clearly express their displeasure  over
America’s superpower staius. They grudg-
mgly concede this role but continue to
employ diplomatic and economic means to
achieve their own asendas and friostrate

LLS. etfforts.

In almost every case.

foreseeable future. Any American isolation-
ism will have a negative impact on the glo-
bai econumic network. Some states and
non-state  groups  will
assumption of American hegemony and
reject the nution of Pax Americana outright,

These countnies olten deery ULS. interfer-
ence in regional or internal affairs. In part
they teel their own authority — and indeed

challenge the _integrily — is challenced. |

“They (the French) resent the
global reach of America’s power
and Washington’s presumpfion to
speak in the name of the
international community.”
— Dominique Moisi,
French Schoior 1998

44
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United Stares

“We... do believe that the involvement of the United
States in the security archifecture of East Asia is
fundamental io the stability of the region.”

— Alexander Downer,

+&4~The second group can be labeled as
“frustrated friends of the U.8.7 They have
no problem recognizing the totality of
LIS, dominance {or the next few decades,
but are agitated by the tutility of atempts
1o conduct pelitical. economic. and mili-
tary aflairs withom the presence ol the
LS., and their lack of abternatives. They
tend 1o appreciate the overall benefits of
the relationship but remain concerned by
perceived ULS. indecisiveness, tack of
vision, and overhearing atitude. Ger-
wmany. Japun, Turkey, Pakistan, and most
of Latin America count themsehes in this
aroup. One ol the chief concerns for Tur-
key and Pakistan is the lack of fuly U8,
cuoperation and a perceived shallow ness
of commivment, To some extent, Ger-
many g the rest of Burope raise simalur
concerns.

- ]
“We don’t need you (America)
..what we need is your military!”

— Warren Gill,
Canadian Schoiar 1998

<€ Some Turkish Jeaders cite problems
with arms deliveries as a ULS. atterapt
vondovt a “shadow embarge™ on Torkey.
Latin America has learned (o hive and theive
in the shadow of the United States; how-
ever,  tensions  and  disagreements  over
issues such as counter-narcotios operations.,
human rights. and the environment will
perindically complicate relations.

{U) The Jast group chiefly consists of ¢lose
allies and relatively new states. Members of
this group sce the United States as an amia-

Australian Foreign Minister
February 1999

ble giant and benign leader despite s
impertections. Like trustrated friends. they
see Pan Americana extending welt into the
next century. Thoough Canada, the United
Kingdom. und Australin will at times min-
gle wiathy the seeond group. they st for loy-
akty in their relationship bevond  mere
cultural ties and thus are chief maembers of
this camp. They recognize and promote
their  own  nternational  responsibilities
aften in andem with the ULS. Henee they
tear the occasional isolationist mentality
and fickleness of Amcerica’s international
outlook. The new and “renewed”™ states of
the world - mostbs of the fonner Sovict
and Warsaw Pact ik - view their relatios-
ship with the United States as @ bit ol “fresh
air” alter what they term as their oppressed
existence under Moscow.

tU) The preatest strategic fear expressed
abroad is not the dominant presence of
the United States in the next century but

() U.S. corpotate presence and U.S. style uniforms in Honduras.
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Unstadt S1ctes

“Power, hubris, and greed are the sins of Wesfern hegemony led by

the Unifed States.”

— Kanfi Bajpadi, india Schoiar 1998

the Jack of it. Even Russta and China
recognize the inherent economic advan-
tages of glohal stability, The second fear

question hy Asta and Europe. The fear is
that these “recovery plans™ are more
problem than solution. 1L.S.-Cuban rela-

is a pereeived American shortsightedness
in its approaches —— or lack of options -
1o critical  intermational  events and
issues, Current decisions by the INF and

livns present another case in point. Can-
ada and  the
cconomic  amd

European Umion  have

diplomatic  differences

World Bank — “American-dominated  with. Washington over tghtening  the
mstitunoas” - have  been called into LS. embargo on Cuba,

“The American Cenlury is not
over ... it has just begun.”

— Jasef Joffe,
German Scholar 1998

(U) The U.S. presence in many parts of the world is not only
dictated by our own national strategy bul the aspirotfions of
hose abroad to pursue whal we have managed fo achieve
ourselves and feel secure in the process. Recognition of these
desires will rernain one of our many challenges in the 21sf
cenlury both as a leader and a civilization.

(U) The United States will remain the sole superpower through its economic,
pohtical, military, cultural. and technological superiority for at least the first quarter
of the next century. Some states and non-state groups will challenge the

assumptions of American hegemony and reject the notion of Pax Americana
outnght, but wilt have limited power and few opportunities to change the status
quo. To a large extent. the United States holds the keys to the future of the global
security environment.

a6 FUTURE THREAT 1999-2020
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Mojor Powers

Major Powers

Several states, or groups of states, are expected to be the major powers in 2020.
Three of the five major powers are Asian, reflecling the region’s exponding

importance.

(9 Between now and
RUSSIA 2020, no state will be able
to match the worldwide
EUROPE steength and influence of
the Uinited States in ternws
CHINA af  cullective  political.
economic,  technological,
JAPAN military,  and  cultural
power. However, there
INDIA will exist a select group of
nations — including  Rus-
sia. China, and India ~—
with ca}mhililics 1_h:u are an echelon u!mve () The Chinese multipurpose combatant JANGWE! FFG
those of otber regional powers and nations.  and s follow-on the JANGWE! ! are in measure part of
These major powers witl routinely ¢xert  China's projeched influence within the Eost China Sea.
influence within their own regions and. in

some cases or dimensions. will exert influ-— or shuping 1he uture interaational security

ence on a global scale. They will retain  opvirorment.

unicpre capabilities (o both assist or {rus-

trate ULS. policies and interests. Relations (U [ this enviropment. differences of pes-

between and among these major POWSrS  spective among the major powers could

and the United States will be a primary fac- pecome  more pronostnced  bevause of

nationitl positions on Key

issues.  These  countrics

will compete  economi-

cally and politically over

regional asd global intlu-

ence.  markels,  imvest-

3 ments.  and  access to
technology. Thongh less

likely, compettion  for

. strategic  advantage  and

resawtrees could  be

expressed through mili-

tary power. Among the

mujor powers. China and

{U) Joint endeavors such as the Fronco-German Eurocopter  Russia are likelv to be the

Tiger atkack helicopler tepresent part of the colfective efforls iyt challenging for the

of Europe fo compete with the U.S. in the defense industry. United States.
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RussiQ

Russia
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Russia
() Russian People’s National Parly. anger
Gkn1ae onddiscontenton the polifical fringe.
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Russic

(b¥1).1.4 ()

(U) Russian Ceniral Bank froubles foster fear among the
citizenry and provide a permissive environment for a
shadow sconomy.
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Russic

UNCLASSIFIED

Russian Federation Demographics
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Russia

=t~ Given the magnitude of the amed
forces” problems and the paucity  of
resources available to deal with them. the
condition of Russta’s military  will net
improve substantially over the next decade
and in some areas could get worse.

57 Al the extreme. Russia’s miliary could
even face instiuational collapse. punctuated
by military unrest. mutinies, and violent
political intervention.

() Russian troops working for food. ~83- Limited defense funds have forced a
Russian emphasis on suclear weaporns,
which in wurn hax accelerated the deerio-
ration in conventional force capabilities.
This downward spiral leaves Russia with
extremely unauractive options for deal-
E)N.14) 18g with the regional conflicts, erritorial
disputes, peacekeeping operations. and
rerrorist threats that it will most likely
tace over the next decade.

UNCLASSIFIED
Russia Defense Spending Scenarios 1997-2005
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Longer-Term Potential

Mchund the next decade. prolonged

politicyl and econumic ditficully probahly
will yietd o chronically weak military tha
could do little beyond defend Russia’s bor-
ders. Such 2 force would pase ess of an
external threat than an internal danger due
Lo ity instabihily and questionable relicbility.
particularly if called on for imernal disor-
ders and threats. However, a chronically
weak Russia might also have a greater pro-
pensity to compensate by resorting (o other
means, such as covert operations or diplo-
matic grandstunding.

M’I‘hc posaibility dlsvo exists that onder the
right conditions - effective political kead-
ership. sustained economic progress, and
successtd military ceform - Russia could
emerge L0 years Trom now as o strength-
caed regional power with 2 significantly
reduced  but  modemized  mility. A
strengthened Russia could plry u greater
role in intermational military eflorts sach as
preacckeeping operations. Whether it would
cruploy s new strength in cooperative or
Jess helpful ways, however. would depend
on the will of its leaders.

TS\Ru.ssm’.s tong-term military  direction
should hecome clearer by arousd 2008,
when the lasting impact of keadership tran-
sition and the elfectiveness of eftorts sl
economic recovery, miliary reform. and
defense industey restructuring. prioritizing
and modemizing will be more apparest,

Strategic Forces

l\\Rulilicmiun of START I in its current
tovar probably will not occur. Acceptance
with signiticant modifications and condi-
tions is mere likely. These conditions widl
complicate the implementation of START
I and smpede progress on a START 1
rreaty.  Ulimately,  continued  economic
instability will push START 1T further down
on the  Russian  goversmwent’s  overall
agenda. B will abso continbe to be held hos-
tige w the machiations of Russo- Ameri-
can retations involving multiple issues such
as Trag and Kosovo,

Ni’mhlcms with START 11 ratification
and. more important. fusding  shortfalls
have delayed the conversion of SS-1% and
SS-19 systems 1o the SS-27. This is a shor
term problem. Age and life extension oper-
ations will foree resolution ol the issue
sometine in the  next
decade. Deployment of the
road-mobite  58-27 i\
expected between 2082 and
2005 thus supplunting the
aging $8-23 systems.

}!Uho prospects for Russia’s
submarine force look bleak for
the next decade.

B)114(€)
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IV Regionol Assessments —

Russia

(B)(1}.1.4 {c)

N’I'hc Long-Range Aviation (LRA) aima of
the Russian strategic triad remains viable,
The hulk of the fleet is cumently composed
of the BEAR H strategic homber. A signiti-
cant number of BLACKIACK and BEAR H
strategic bombers were o have eventually
been acquired from the Ukraine but these
plans appear Lo have been abandoned. The
aireratl, poorly mmaintained and a0 longer
operational. are_instead being dismantled

and destrnvcd.l
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\{S.ki’ussian Blackjack pians cancelied.

Though the financial crunch has been felt in
these forces, intrastructure consolidation and
continued efficient training will allow the
LRA to maintain readiness for the foresce-
able future,

Other Security Concerns

(8) Environmental Degradation. For at
Jeast the next decade., Russia will be unable
1o deal effectively with its formidahle envi-
ronmental challenges — mainly severe air
and water pollution, and inadequate tacili-
ties for solid and hazardous waste disposal.
These problems will undermine the health
of Russia’s citizens by increasing infanl
and adult mortality rates and incidents of
disease, Furthermore. these issues will pose
substantial threats to other regions {(Russia
pollutes adjacent seas by dumping indus-
trial and municipal wastes and chemical
munitions, and is likely © continue to be a
major generator of ozone-depleting sub-
stances and carbon dioxide).

NExpanding Criminal Activity, Taking
advanlage of the chaos afflicting the whole

. IV. Regional Assessments

of Russian suciety, Russian criminal
groups have entrenched themselves
in the couatry’s political, economic.
military and  social labric. They
undermine democrucy at home and
are  an  increasing  internalional
threat by virtue of their involvement
in alien smuggling. narcotics and
weapons trafficking. and their pene-
wation of the economic and financial
sectors of sovereign states. There is
increasing  evidence that Russian
criminal - activity is  expanding rapidly
throughout Europe. Thailand, Isract. South
Africa. and the Caribbean as well as in
North. Central, and South America.

(\;.lWeapuns Proliferation. Poor security
at various weapons and materiel-related
facilities: unsettled political, economic. and
social condiuons, the need for hard cur-
rency; inadequate law enforcement capabil-
ities; and the growing power of organized
crime combing 10 increase the proliferation
threat posed by Russia. Russian strategic
forees have adeguate security at operational
bases and nissile storage facilities w pre-
vent the theft of complete missile systems.
However, facilities formerly dedicated to
chemical and biological warfare programs
are less casily controlled.

ALTERNATIVE FUTURES

3 Several potentiul tutures remain possi-
ble." Although their  probability  may
appear Jow, their impact waould be of saf-
ficient magnitude that they warrant men-
tion, Russian policy could regress. and
resuft in the rofling back of politicat and
economic refurms. Russia could become
polidcally and militarily  aggressive
toward states in and adjacent to its near
shroad. As central coatrol disialegrates. a
civil war could erupt within the Russian
Federation. A large-scale environmentat/
humanitarian disaster could bring on a
nuclear accident, testing the zovernment's
ubility to respond.

Russia

~SEEREF
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Russia

(B)(1}).1.44c)
(U) Russian miilitary personnel ponder their fulures.
STRATEGIC
IMPLICATIONS
(BX1).1.4 (6)

(1) Protests against the Russian government.

... ]
“l cannot forecast to you the action of Russia. It is a riddie wrapped in
a mystery inside an enigma; but perhaps there is a key. That key is
Russian notional interest.”

— Winston Churchili
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Europe

(U) Eurape will continge o focus internally
for at least the next two decudes. Economic
and pohtical integration within the Euro-
pean Usion (EL will proceed at a graduad
pace with periodic surges. Germany will
remain the primary engine lor European
integration. Military integration will follow
a slower wack. primarily through NATQ,
under the auspices of the Furopean Secu-
rity and Defense Identity (ESDD. The
United States wilt cematin a de lacto Gurg-
pean power by virdue of its politeal and
economic Interests and  coveled military
capabilitics.

NN{) overwhelniing conventional threat
wilt challenge Europe through 2020. Still,
Europe will retain concerns over residual
Russian military capabilities. Of more
pressing concern will be the continued
instability in southeastern Europe and Eur-
asia, as well as contingencies in North
Africa, the Middie Easi. and the Persian
Gulf. Lesser conflicts. nationalist move-
ments. and ethuic strife in Europe will per-
sist in southeastern regions. The fractious
and low-level conflict in these regions will
not allow easy integration into the rest of
Europe. as the fragile natsre of the politi-
cal. economic, and social environment will
leave the region susceptible to tegrorism
and organized crime. Europe will remain
inclined to leok to the United States for a
continued military commiunent as the sur-
est coualerweight against such instability,
particularly from Russia. It is remotely pos-
sible that the spread of instability or the
spillover of conflict in Russia. Eurasia, or
southeastern Europe could precipitate a
regionul war in Europe.

}S\Because of the overall low threat per-
ception, European defense spending has
decreased significantly over the past decade
and is not projecled to increase signifi-
cantly over the next {0 years. An increase
of I to 2% is possible beginning after 2002.

but these funds will be marked prinnarily
for necessary modernization  projects.
Future defense ministers and military plan-
ners face compention with social programs
and a growing number of politicians who
have no military experience or memory of
conflict. The current sockalist tift in Euro-
pean governments will guarantee this trend
continues for the next four o Gve vears.
The end of the Cold War and decreased
spending is the underlying factor in the cur-
rent altempts to integrate European defense
and technology companies.

Nﬁumpean conselidation will progress
depending on the overall economic climaie
and the dynamics of corporate politics. The
primary goal of consolidation is the cre-
ation of robust European sectors to com-
pete with the sizable U.S. defensc-related
firms. 1t is also hoped that this consohda-
tion will fucilitate technical innovation and
thus narrow the technology gap with the
United States. Success in the laiter will
enhance NATO interoperability for the
short terin, but will likely foster continued
industrial and technological espionage as
well. The open nature of the U1.S. R&D

Eurape

-SECRE—
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(Y) French Rafale fighter.

conutunily i its greatest advantage and its
greatest vidnerability.

(\"\Thc Franco-German relationship will
remain a fundamental part of continued
Furopean ceonomic and political integra-
tion. It wifl change. perhaps significimtly.
but not decline. The original French moti-
vation for emphasizing  the  relationship
with Germany was o cnsure that the Ger-
mans were fully anchored in the West and
to prevent their reemergence as 3 hege-
monic power. Now and for the Juture, the
Freneh wamt (o essure a similar German
aachor in the European Union. The Ger-

% oo M-

(V) Norwegian and Polish soldiers working together in the

NORDPOL brigade.

mans want te guarantee that the French are
patched into NATO cven though they are
not fully integrated into its military struc-
ture. Germany. under a Social Democrat/
Greens coulition, will still pledge fidelity to
the relationship with France. but can be
expected o continue pursuing other Furo-
pean ties, particularly with the Labour gov-
ernment in the UK., with which it has
more in common. This is not 1o say that the
relationship will be cast off. but rather that
its importance to Germany will be such thae
the Germans will nat reflexively consult
with Paris if they feel their nadonal inter-
ests are at stuke. The issue of suburdinuion
w the agendas of other European states and
of the United States will contimie 1o be a
driving factor in France’s occasional antag-
onistiv attitude as it pushes its own agenda.
This lactor will continae to inhibil the pace
of Furopean integration and add complex-
iy 10 the transatlantic link.

}\Thc Germans will continue o need

the Trench in some measure to conduct
actions and make decisions in the Buro-
pean confext that they cannol make alone
for at least the next 5 to H) years. Beyond
that, the next gencration of Germans
could cither see themselves as o larger
part of the ssm of Europe or the sum
itself. given a successful European Union
und NATQ expansion to the Eust. Thiy
generution will not feel the weight of his-
tory uand will be more inclined (0
approach issues directly as a leader of
Evurope with the beaefits of Germans in
mind. Depending in purt on the presence
the U.S. maintains v Germany. German-
American refations shoudd casily rematin
solid, though defense cooperation will be
feustrated periodicaliy by differing opin-
ions on prioritjcs.

{Uy The enwrance of Poland. the Crech
Republic. and Hungary into NATO during
1999 has ushered in a period of “growing
pains” that will fast for the better piut of the
next  decade.  Interoperability  in the
expanded alliance will he challenged for at

FUTURE THREAT 1999-2020
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least the next 5 vears. as the new membwers.
now in the alliance, are likely 1o feel free o
devole less attention and monies to defense
smprovements and more o qualifying (or
Eurupeun Union membership.

(L) Old Sovict thought processes will have
to be purged along with stocks of Soviet/
Warsaw  Pact eguipment. The latter will
come with cefined defense planning. while
the Jormer will take several years. Okd
thought processes will remain prevalent w
the working level for sonke time as new
leaders force changes from the wp down,
but the experience of NATO and Partner-
ship for Peace (PEP) excrcises should facili-
tute  thin  process. The  process  of
restructuring and building new civit and
military infrastructures will ke the better
part of the next two decades. However,
increased  economic  ties with Western
Eurepe and the 1S, have already belped
this process. The new members alse change
the geopolitical enviropment for Germany
by moving the alliunce’s front line consid-
erably to the cast. Germany in the next cen-
ury will be more at case and a stabilizing
force in Central Furope. Conversely, the
Poles. Crechs. and Hungarians and NATO
hopefuls like Romasia. Slovenis. Bulgaria

and Slovakia will be cognizast of their
positien on the fringes. Poland, in particu-
lar. wilf feel sccure in future attempts to
expaand s influcnce in nartheast Burope
with the goal of broademing ity comimercia
INWrFests,

N Atter the vear 2000, Europe conid face o
slowly declining population. This drop in birth
rate will begin to tahe its toll on the workforee
atter 2010 with o steadily aging  European
populace. By 2020, the impact will he fel(
mostly 1 existing sovial and political policies
thaat hine not already been reexanuned. Eady

(V) immigranis moke their way fo iaty.
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NATO will
seek to
redefine its
role and

missions in
{he aftermath
of the Balkan
experience.
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retirenient and the growing immigration from
North Afaca and the Middie East will have w0
he halanced effectively 1o stem workforee
shonages and domestic discontent.

N'I'hc challenye brought on by pon-citi-
zens will grow sigaificantly. potentially
creating civid strife and overstressing Luro-
pean weltage systems. Burope will have 1o
take a unified upproach or face the prospect
of inadvertently  creating  triction  over
diverging  immigration policies. Already.
lalian and Spanish law enforcement orga-
nizations are facing pressure {0 control the
increasing migration. In the next 10 years,
use of military support assets — such as
logistical services and miliury police - 10
aid these civil efforts could increase. In the
long run, continued use of such limited
defense resources could hinder their aviii-
ability and effectiveness tor use in primary
national security missions,

Alternative Futures

T\Funhcr diminishing security concerns
will Tikely lead to further withdrawal of U.S.
troops. The continued absence of a unifving
Russian threat could crcaurage an imcreas-
ingly independent and seli-assertive Europe

in the European Union and Western Euro-
pean Union (WEU), probably under some
combenation of German, French, and British

teadership. Despite operaiing  ukder  the

ruise of a union, this arcangenxent could
times prove 1o be shallow. This could lead w
protracted decision eyeles resulting (rom the
conflicting agendas of leaders and groups.

(\N\,‘\ resurgend and recidivist Russia,
over time, could promole increases in
defense  apending  and  reinvigorate
NATO. Pressure to acconunodate those
countries that wish 1o be affiliated with
the alliance would be considerable. As a
result, NATO would use greater political
leverage. military streagth, and interna-
tional influence 1o prevent such  aa
aggressor [rom movisg apainst a country
not in the alliance but nonetheless con-
stdered sensitive enough o defend. Such
a scenario could casify muddy relations
with Russia and further complicate the
mternal aperations of NATO and the EU,

THE BALKANS

(Ui} Pervasive ethnic tensions will persist
for at least the next 1310 15 vears, periodi-
cally erupiing into violence. Matalenance

60 FUTURE THREAT 1999-2020
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of credible peacckeeping torces will be
necessary to contain Lthese violent ontbugsts
and deter larger conflicts. International
peacekeeping torees continue (o operate in
a camplex enviropment that poses signifi-
cant challenges 1o the establishment of a
stable und enduring  peave. Compliance
with existing and fulure peace agreements
will generally continve as fong as peace
operations remain credible and the various
countries. factions, and groups recognize
potential advantuges. However, the contin-
wed presence of NATO or other interna-
vomal  peavekeepers for some  extended
period is necessary for the maintenance and
sustainment of peuce,

(\.N\Overuli political and economic reform

for the region will proceed stowly. Several
impedinents, such as the fack of effective
and democratic feadership. rampant corrup-
tien. and the ingrained divisiveness ol the
various cthnic groups. will turther dampen
prospects for reform. Between 2010 and
2015, a generation wili have veached adude-
hood after living thiough the vartous crises
in Yugoslavia, Bosnis. Alhania. Kosove and
Serbiz. Unless ceonomic and political con-
ditions improve markedly. the cyele of vio-
levee could repeat tself through bittermess
over past events, Serbid’s once Jominant
malitary and political position in the region
will likely continue to erode. Other groups
in s region such as e Bosniuks or Koso-

Albariany will likely seeh ways to
axploit this wend and achieve retribution.
Although its overall territorial goals have
been generally satistied. Croatia also will
view this trend as an opportunity e doami-
aate the northern Balkans region. The issue
of cthnic Albanian nationatism will remain
the single most complicating factor in
achieving stability in the southern Balkans.
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Look for the emergence of a larger Albanian cultural-political amalgam in the

region.
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THE AEGEAN
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e=Adhens and Ankara will continue 10 he
umible to resolve the prictical and political
issues i the Acgean thit underlie the ten-
sions between the (wo countries. Both pre-
ler o avoid war. Nowetheless, a crisis
involving  Acgeun sovereignty issues on
Cyprus could erupt and escalate into an
upwanted  conflict because of  perceived
provevitive wlions or miscalcubitions,

=57 In the event of hostilities, Turkey and
Greece cxpeet and plan for a short conllicl
(3-4 days) and assume that the interna-

tonal commuitity would intercede by then
to stop the fighting, Such a contlict. which
probably would start in the Acgean, would
be primarily an air and naval fight with a
Turkish attack on some of the smaller
Greek islands in the Aegean and possibly a
linsted ground operanion in Thrace. A con-
flict that begins in the Aegean would not
necessarily spread to Cyprus, but such
expansion should not be culed out, Turkey
15 expected to hold a quantitative and geal-
iative cdge on force capabilities, though
Greece wifl make modest improvement to
ity air and aic defease capabitities. Greek
military cquipment  acquisitions  in the
coming yeuars will fessen the prospects of 2
catastrophic defeat ar the hands of Turkey.

=N Turkey sees s position as an epi-
center of thice unstable regions: the Bal-
kans, the Caucasus, and the Middle East,
This “tough neighburhood™ will continne to
be plagued with problems of cthnic strile.
regional - conflicts,  religious  fanaticism.
international  (errorism, and  weapons of
mass  destroction. Tarkish selations with
Syria will increasingly be strained over dis-
tribution of water from the Euphrates River,
Syna’s support for the PKK, Turkey's mili-
wry cooperation with fsrael. and Syrian
claiths 10 Hatay Province, Both hrag and
[ran wilt complicate Twkish interests in the
region. As wilh Syria. the Kurdish issue
further strains relations with e

=+EAE-These issues are in addition w Tur-
Key’s cluse relations with the United States
and budding relations with Isracl. bran has
the putential of becoming the more impor-
tant Turkish adversary in the Middle East.
“ompeting interests in Cemral Asia and the
Caucasus and the fact that Tuekey is a secu-
lar Muslim state will place Ankara at oclds
with lran. Turkey's forcefub solutions to
cegional problems with Iraq and lran also
huve the potential for bringing Ankari
quickly into conthicl with LS. interests.

<& Although Turkey appears milianly
positioned o <urvive any of these external
challenges and remain o regionat power. the
Turkish ruling elites will tace a fundamen-

FUTURE THREAT 1999-2020
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tal problem that will bhkely determine if in
fact it can do »o. It is almost inconceivable
that within the next ten years there will not
be a point at which the ongoing ideslogical
clash between secularism and an increas-
ingly Tervent Lslamist political movement
will reach a climax. Secular forces, led by
the military, are currently in charge and will
almost cenainly remain so tor at least the
next tive years. 1t is questionable, however.
whether this dominance can last. especially
if the religions fervor continues o grow,
Just as the military’s suppression of the
Kurds fed the Kurdish insurgency, contin-
ved efforts o quash  lslamist  political
movenents in the midst of a religious
revival could fead o deeper divisions in
society and serious urban violence. The key
question, then. woubd be how Jong the
military — scemingly becoming more amd
more estranged  (rom civilian socicty -
could mgintain conlrol.

BELARUS — UKRAINE —
MOLDOVA
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abl These three states will pose opportuni-
tes Tor both cooperation  amd  friction
between Ewrope. Russit. and the United
States. Of these. Belarus identifies monst
closely with Moscow. {t already has close
military  cooperation  with  Russta.  with
political integration by 2005 not being
ruled out. Though these military ties pose
1o near-lerm conventzonal threat, it is worth
noting that the new NATO arca of responsi-
bility will be in direct contact with Belarus.,

(U) Belarusian President Lukashenko sees the
8elarus-Russia Union as a natural merget of
fwo fraternal states.

Given the dismal sine of the Belarusiun
ceononty, @ polemially  unstable  state
alrcady exists on that border. Ukraine will
continue @ bakmeed  relationship  with
Russia — i amything as o dewerrent, since
Russia iy considered s only  external
threat. In addition, Kiev will continge o
pursue closer political. ccomomic, and mili-
try cooperation with Earope and NATO.
cventually establisbing bath as #s primary
security refationship. The cconvmic crisis
in the Ukraine will Tunit military capabili-
ties tor the next S w10 vears. Moldova's
problems with its breahaway Teansdneister
region will comtinue vsver the next decade
but withowt significant escalition of the
conflict or resolution.

EUROPEAN SECURITY
ARCHITECTURE

e Furope will have moved closer w build-
ing 4 credible, perhaps much Jifterent seeu-
rity structure in NATO, bul these cltorts
tuce many impediments from the Europe-
ans  themselves.  Poditical  cohesion  of
Europe will become equally fmportant (o
the actual advantages of collective security.
The development of ESDI wili proceed
haltingly For at lcast the next decade. Its
suceessful implementation will depend on
contiaued support from NATO — but espe-

- W Regional Assgssmenis
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Europe

“The world has not become a safer place. We still
must invest in our security.”

Duich Defense
Minister Frank de Grave
Summer, 1998

cially the ULS. — both in leadership and
resources. In return. Europe will have
greater securiey autonomy and the Western
European Union (WEL) or EU will have
the ability to conduct some Jimited. but
ponctheless independent. missions, EST
clforts will be un important element of the
Combined Joint Task Force Plan, From
2000 1w 2020, colluhoration  pnimarily
between France. Germany. the UK and
laly will eshance military capabilities in
selected arcas such as special Toree and
civil-military  operations, advanced avion-
ics. and missile devetopment, The Europe-
ans will seill fack any significant power
projection capahility and will comtinue to
rely on ULS. Hift capabilities tor extended or
out-ol-areit operations  and  space-based
C4H. They recognise their lack ol burden
sharing. but ¢contend that they equally share
the risks. Most Eurogean nations suppart
greater independence in security matters in
principle. but do not want to create circum-
stinces where the Uniwed States is no
fonger inclined 1o commit to the security of

b4

Furope. They sul} see the alliance as {un-
damental to their security concerns und
will not make any etfort w0 change this
relationship for the foresecuble future,
Frunce continues to believe that the ULS.
has (w0 much influence in Buropean secu-
rity. Any intentions or efforts by the French
(o marginalize or circumvent U.S. involve-
ment will continue 10 be checked by Ger-
many and the UK, among others,

== 1n addition. the evolution of the Buro-
pean security architecture conld complicate
UL.S.-Russian relations. Independent Earo-
pean approaches to relations with Russia
could conflict with LS. goals and objec-
tives. Russia, for its part in Curopean secu-
rity. would prefer 1o see a greater role for
the Organization Tor Sceurity and Coopera-
tion in Europe (OSCE) with Germany and/
or France at ity epicenter and  largely
divorced from the Untted States,

=== By 2020, virtually all Loropean
nations, including the Baltic States and
sclected Balkuns states, will be altibided in
some way with NATO, With the aceession
of Poland. the Crech Republic, and tHun-
gary, further NATO cnlargement is likely,
but probably not for anather 3-5 years, Fur-
ther ealargement could casily have the dis-
advantage of creating an alliance that is
increasingly difticult to manage due o the
increased multiplicity of views and con-
cerns. fssues surrounding security require-
ments, particularly defense speading and
burden sharing, modemization, and delfense
industrial concerns, will be the most ¢on-
tentious. Although northem Europe will
champion  membership Jor the Baltic
states — individually or as a4 group-— aml
southern Europe will push for Romania.
Bulgaria. and Skovenia, NATO is unlikely
to extend invitations to any of these states
before 2004, However. the alliance will
continue efforts 1o assist these states in
restructuring their defensive torces and
intrastriscture. The PP will continue as a
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viable vehicle for security cooperation
between NATO, non-NATO  Eurvpean
nations. and the former republics of the
Soviet Union. P[P success depends largely
on how LS. engagement is viewed by Rus-
sia in the process. If Americans are per-
ceived as being overbearing or overly
intrusive, then the delicate —and often
skeptical — nature of Russian perceptions
will be swaved 0 a pessimistic or noa-
cooperative attitude. Such an attitude could
also develop if Moscow is looking for a
pretext for non-cooperation as a means o
further its own agenda.

STRATEGIC
IMPLICATIONS

(U) Russia's evolution is key o Europe’s
stability. What will be particularly trou-
bling is Moscow’s inubility to control cnm-
inal activity, especially the illicit trafficking
in peoliferation items if Russian social tur-
moif undermines security.

(U) Europe is an extremely strong eco-
nomic bloc on the world stage and will
remain the first or second largest trading
partaer of the United States. The European
allies will remain Washington's foremost
pastners ia a variety of security forums and
military operations.

=t/ The continuation of regional finan-
cial cnises could limit internal force modern-
ization and other military improvements,
thus having imphcations for the capabilities
of our Extropean friends and sllies to partici-
pate in joint military engagements.

4o Growth, real or perceived. in the tech-
nology gap between the U.S. and Europe
will hinder interoperubility and increase
frictions in the alliance over defense indus-
trial developments and the alliance’s mali-
tary acquisition strategies. The U.S. will be
seen as pushing too hard for acquisition of
high-tech equipment uvailable only from

(U) Exercise COOPERATIVE ASSEMBLY 98.

U.S. vendors. NATO peacetime decision-
making and planning could easily be ham-
pered under such circumstances.

(L The enlargement of NATO to the east
has expanded the range of responsibility
and interest for the alliance and has
brought the organization closer to areas
that will remain unstable for the next 10 o
20 years. Poland, the Czech Republic, and
Hungary will continue to have a high
degree of concern for issves such as orga-
nized cnme and extremism. As members
of the alliance. they coold be compelled o0
call for indirect assistance from NATO
member nations to quell such threats.

=&-A concerted international involvement
in the Baitkans will probably be necessary
for at least the next 15 vears. Such opera-
tions will also highlight the degree to
which Europe can effectively respond col-
lectively with military force and sustain
that level of involvement. Russian reac-
tions to American and Evropean efforts to
stabilize the Balkans will have broader
implications for the continent as & whole.
Russian misperceptions and NATO mis-
calculations could easily fead 10 tense
relations in the future.

IV Regiona! Assessments

Europe

The Russian
experience
in deahng
with NATO
and the
Uus in
mediating
the conflict
with Serbia
over Kosovo
1s likely to
have lashng
effect on
Russian
perceptions
of the west.
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=8If Greece and Turkey enter into conflict. one  partly  because of outside istervention. The
of the greatest miscalculations by both parties  potential exists that any hesitancy by the rest of
could he on the speed of entry of the interna-  NATO to intercede could increase and lengthen
tonal community. Greek and Turkish percep-  hostilities.

tions hold that any conflict would be short.

The United States will remain a de facto European power by virtue of its

political ond economic interests and coveted military capabilifies.

(W) U.S. Apache helicopters supporting NATO

Even the deliv-
operations in Kosovo. (P

ary of humaniiar-
ion aid is nof
without chal-
lenges o NATQ

. : SRR ~f€>The British Royal Navy ang Royal Ait Force
HARRIER aircraft have been combined under a
singie joint command In order o achieve more
efficiency in UK and NATO operafions.
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Central Asiaand
the Caucasus

ENERGY RESOURCES:
PROSPECTS, PROBLEMS

(U) The Caspian Macro region will be
attractive as a rehautively new global source
and mrarket for eneray resources and intri-
structure projects. International werest and
investment in the oil and gas ficlds of this
region will continee o grow in concert with
the global demand lor energy. The region is
estimated 1o contaitt between 15 billion and
29 hillion barrels i proven oil feserves,
compitrable to those hetd by the United
Stiles.

(LY By the first part of the next century.
intensive eaploration could result in much
larger proven reserves, approaching fevels
speculated at up to 160 bilhion barrels. This
would cqual roughly 25% of the proven
reserves of the Middle East. Accordingly.
between 2018 and 2020, the Caspian Macro
could be responsible for 444 to 5% of the
world’s 1otal production. However. duoring
the next decade. investors will still have to
contend  with numerous  ohstacles  und
isstes. including legal ownenship. regional
instability, routing of export infrastructures,
and the role of Irun.

(L") Russia will acyuiesce o both Western
and Asian investments as long as Russiin
entrepreneurs are included in the conces-
sions.  Existing intrastructures.  {ncilities,
and  networks —despite  their  poor
vondition — will support such investment.

(\&'\Both frun and China will pursue greater
ccopomic  and  political  involvement —
particularly i Central Asia — resufting in the
enkteence of a new “Silk Road.”™ Uzbekistan
and Azerbuijan will resist lranian, Chinese.

- V. Regional Assessments

Centrai Asiqt ond the Caucasus
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The natural resources and territory of the
Cential Asia region have the potential to

become the focus of violent competition
tor control and access over the iong term.

amd Russian influence by secking Westem
tics. Kazakhstan will confime to porsue ceo-
vomic relavons with the West: howewer,
because of proximity and Soviet-era central-
ization. close ties with Rossi will continue
tor the foreseeable fulure.,

(\‘\T\lrkc_\f will also contend tor mtfluence,
{urther complicating the dyvnamics of this
region. Ankara sces Russia as a oseful
counterbalance w braniun efforts 1o expand
influence in the region.

(U} Oit workers repair derricks in drilling fields near
the village of Shikhol, near Baku, Azerbaljon.

FUTURE THREAT 1999-2020
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(U) Georgian refugees from the Goll tegion rest al a pos!
of Russlan peace-keepers in Napagevi.

T&\Thc region will continue 10 experience
ethnic. tribal, and other forms of inwerne-
cine conllict. Central Asian problems and
Central Asian imvolvement in ethnic issues
are lihely to spill over into both China and
Russia.  Relations  batween  the  United
States and the various states of the region
should remain “fair-do-good™ as many of
these states explore econamic ties to the
West. Contnued political. social. and mili-

tary  volatility — particutarly  in the
Caucasus - will hamper economic devel-
opment and tvestment. The unique geo-
graphic featuees of the region — its remote

location and  general  lack of

infrastructure — would  complicate  any
external efforts at force projection or
humanitarian operations,

STRATEGIC IMPLICATIONS

Ml’-‘or the next two decades. NATQO, at o
mimmum, will have to devote political —
and possibly military — resources to moni-
tor and prevent the potential for instability
along its castern border,

(L Central Asia could casily prove o he a
friction zone between nations competing
for influence ind access, depending on the
region’s lone  term  cconomic  viability.
Soime measure of broad cooperation is not
impossible as kg as individual equities
receive consideration and play ia decision-
making.

25

CONHDENHALNOFORN- .
Caspian Oil Production

Mislion: b/d
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S

(L) Asig’s coonomic crisis has severely
undermiined national and collective selt-
conlidence. but most Astan nations will
reture 1o reasonably strong growth over the
nest decade. Recovery will be uneven, with
some countries adopting successful retorm
while others resist nevessary measures or
fail to find the right combination of poli-
cies. If growth resumes as expected. the
totut output of Asia witl rise 1o a third uf the
warld total, though per capita income will
remain low in most cooniries.,

(U1 Shifts in refations amosyg aations will
affect the regional balimce. The Noith
Korean military threat will dintinish with
is failing economy, although it retains sig-
nificant capabibities in missiles, antillery,
and SOEF. As the North Korcan  thrcat
wanes, Japan and South Korea will reexam-
ine their own posittons in (the region. China

will not vatch up with per-capita wealth of

the leading cconomics for another hal-cen-
wry. i then, but the sheer size of its grow-
ing ceonomy will cllect a shift o the
regional bafunce of power.

(LY Some countries will continee 1o lag
behind in ecconomic development - North
Korea. Vietum, Lavs, Cambodia, Burma.
Indonesia. and possibly Mafaysia, Thailund
and the Philippines. Stability over the neat
decade will depend on economic progress
and on the regional roles of Jupan. China
amd the United States.

(L) The “Asian Flu™ bas led many states to
cut back on mititary spending. This decline
may - persist  alter  ceopomic  fecovery,
though unresolved security conceras will
compel some o contigue militwy modera-
ication. Throughout the region, defense
spending remains subordinate to the top
priority ot cconomic progress and growth.

(L) The corrent problems may reinforee

refationships within  the  Association of

Southeast Asian Natioas (ASEAN) and the
ASEAN Regional Forum (ARF). The teon-
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dencies toward regional seeurily coupera-
ton will continue to grow, but also may
feed the desire to blune neighbors aad
Westerners for cconomic woes. and could
crade (LS. bilateral and defensive ties in
the region, Evonomic reforms alse may fuel
domestic political challenges amnd condrib-
ute o internil instability 10 the short term.

Possible Flash Points

() Despite the trends toward  regional
cooperation. several looming issues could
threalen stability in Asia through 2020).

U} Taiwan. China’s goal is peacetul reuni-
Hication on terms accepiable © Beijing. but
missteps in Taiwan or a policy change
China could precipitate a major conflict.

Ut Korea Between the Giants, I the
North Korean threat recedes. the fong-term
geopolitival struggle between Japan and
China for influence over Korea could resug-
tace. A unihed Korca could Jead tu new
regional  ensions and  concerns. War

UNCLASSIFIED
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(U) For China, bottienecks in distribution,
rather than o lack of resources, are responsi-
ble for some scarcities.

between North Korea and the South and s
allies. notably the LS. continues to e
possible,

(UN) Territorial Disputes. Russia-Japan, the
Spratly Ilands and numerous South China
Sex clamants. China-india. India-Pakistan.
Japan-Korei. Japaon-China.  China-Taiwan,
North-South Korea and  possibly - Korea-
China-Japan (it Korea iy reanited) counld
result in myrciaxd confrontations.

{Uy Ethnic and  Cultural  Schisms.
Domestic condlicts coutd spill over into
adjoining wreas; sepagalist movements exist
and continue to ourish in several Asian
cosntries. Inlernal conflict in the Philip-
pines and religivus - economic conflict in
Indonesta are especially worrisomne,

(U) Leadership Changes. Such changes
may lead o pulitical or economic change
with military consequences.

(U) Energy. Asia’s oil impone will rise
significantly. but dependence on imports
will vary. China’s primary seurce of
cncrgy will remain domesuc coal, though

its import requircments wilt grow expo-
nentiafly over the next two decades. Japan
and Korea will remaia heavily dependent
on impoarted oil. Despite concerns over
energy supplies, no Asian nation is likely
to develop the miliary capability to protece
sources . or sea lines of communication
from, the Middic East in the next two
decades.

CHINA

Economic Qutiook

(U Over the next two decades, China is
likely o enjoy moderaie growth but sot as
high as rutes seen during the carly (9804,
Pust growth has been based on market
lorces  using  undercmploved  labor and
resources, rather than increasing productiv-
ity tor those already cemployed. There is
room for more such efficicacies. but other
factors will slow futuee erowth:

(U Infrastructure  Bottlenecks -— Even
under Beijing’s amibitions plans, wdequate
energy.  lnnsportation,  conumunicition,
sinitation, water  distribution, and  other
physical infrastructures will requice inany
decades 1o build.

(U Worker Skill Levels. Sccondary and
tertiary education levels are very low, and
industry has not developed the work prac.
tices, management expertise. and qualily
control needed in the modern world.

(Uy Environment. Economic development
hias come at great cost 1o the gualily off
China’s  awr.  water,  and  natural
environment — perhaps s high as 8% of
GDP per year. In the long run, the eco-
namic cost of this poliution must bhe paid,
cither in cleanup cosis or in declining
health and productivity.

{l') Weak Financial Svstem, Beijing could
face a financial ¢risis much larger than the
one that crippled other Asian countries dur-
ing the past two years. Bankrupt state-

70
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{ Chinese Grain Supply

{milion of tons})
: 1996 2020 (projected) B
High Base Case Low

Production 416 667 636 606
Consumption 437 695 ! 695 695
imports 21 28 59 89
Source: World Bank, China 2020

owned enterprises (SOEs), enormous bad
bank toans (304 ol GDP). and the inubility
to sepurate urban infrastructure from SOE

ownership creale an intnctable web of

problems, If the cconomy declines. or
bunks lose control of privade savings. the
whole structure could collapse witht enor-
MOUS CONSCYUCTICTS.

(Uiy IF China avoids this collapse, 11 will
grow around 5% per year and approach the
lower ranks of developed countries by
2020. 1f not. it could lace protracted crisis
that would feave most of the population in
Third World paventy, provoking widespread
frustration and political instability.

Resources

(Uy Foergy. China’s energy chatlenges
center  on  infrastructure rather than
resources. Demand will increase with eco-
nomic growth. but domestic coal supplies
are cnormous and the world oil supply s
forecast to meet all needs including Chinu's
for the foresecable future. China's chal-
lenge is to build power plants, distribution
grids. railroads, ports, and pipelines tast
envugh (o sustain economic growth.

(Lh Water. Pollution, lack of treatment
facilities, inctticient irrigation systems, and
wasteful practices threaten a severe short-

age of clean water in China's cilies over the
next two decades.

(U Food. Cluna can meet the bulk of its
food needs domestically it it implements
the right agriculiral policies and addresses
it~ water problems, und the rest of (he world
can cover China’s import needs for the
foresecable Jwure. Dependence on - food
imports highlights the nuportance to China
of a favorable inlemational environment
and access 10 world markets.

Population

(L) Even if birth rates remain low, China's
population will grow over the next )
years. driven by the demographic momen-
wm of high birth rutes hefore 1976, and
will stabilize at around 1.5 billion by 2050,
[t birth rates increase again. the mid-cen-
tury total will exceed £.8 hillion and con-
tinue growing tust.

(U As birth rates have dropped. China's
population has begun 10 age. The “baby
boom™ gencration of 1936-76 i in its prak
child-bearing veass now. 20 years behind
its .S, counterpunts, and wifl be in their
period of greatest economic productivity
over the next twe decades. By 2020, China
will face the same challenge the United
States and Japan face today. as boomers

— V. Regionct Assessments
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China betieves
LIS policy
encourages the
indepen-
dence move-

ment in

Taivan both
deliberately
andinadvertently.
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approach retieement and leave a shanking  25%% 10 migrate to the cities in the next two
pooi ol working-age adults. The armed  decades. Besides the challenge of building
forces could face manpower shortages, but - cities tast enough for 300 million new
more  from ceonomiic competition than  urban dwellers. the shift will mack a cul-
demographics, since China's military is o Wwral wansformation tor China, which has
sonall proportion of its population. always been an overwheimingly rural coun-
wry. I China’s ceonomy succeeds. it will be
(U} Some 75 of Chinese live in rural 0 pirt due to anwar-endless supply of fabor
areas today. but Beijing eapects another  for usban enterprises: if it Gails, the frustra-
ton of hundreds of miflions of economic
migrants cosld create @ serious politicat
and sovial crisis.
National Priorities
tth China’s lop priorities will remain cco-
nomic development and political stubility,
(L'} The regime is likely to become more
responsive o the desires and needs of s
people. but nat significantly mmore demo-
cratic or pro-Western.
(L) Mihitary maedernizaton will continue at
a measured pace. with emphasis on selected
missions:
B Maintaining a credible aoclear deter-
rent.
(V) Jiang Zemin and his fellow lead- B Developing a more credible military
ers must manage the transition threat against Taiwan.
toward a market economy while ) ) ‘
responding lo various long-ferm B Protecting claims in the South China
polificat and social pressures. Sca against Southeast Asian rivals,
72 FUTURE THREAT 1999-2020 UNCLASSIFIED
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(L) China is not likely to huild the capabil-
ity 0 project large conventional forces
beyond its immediate borders or aearby
seas. China is likely to continue to build a
strategic missile/WMD capability.

(1) China's foreign policy will seeh 10
avoid conflict and sustain the trade, invest-
ment, and access o technology essential o
ceonomic development,

N\Within this cooperative  Iramework.
however, several points of friction will per-
sist, China helieves the United States s
bent on comtaining. dividing. and western-
izing China, and perceives Japan as its prin-
cipal rival in the region. Chinese leadership
views ULS.-Japanese defense cooperation
as inereasing the long-term Japanese threat.
Taiwan remains the inajor stumbling block
to a coherent and unitary China. and will
continue t be a tocus Tor the Beijing gov-
cramient. China  believes US. policy
enconrages the independence movement i
Tuiwan both deliberately and inadvenieady.
Territoral disputes may ure
perisdically — though  Beijing prefers 10
defer these disputes until it s strong
enough 10 impose peacelul resolution on its
own fermis. Furthermore, China remains
concerned  over cthiic separatism, espe-

SR A TAG A

{U) Chinese Type 85liM Tank.

ciatly i Tibet and the northwest. and the
potential threat such movements pose to the
country ‘s stability and umty.

Military Trends

N‘hc Chinese military will decrease i
size during the next two decades o con-
serve funds for militery . wmadeenization,
although s forces will remais large i
comparison with its neighbors, Now pum-
bering about 2.5 million. the People’s Lib-
cration Army  (PLA) mont likely  will
decline by 105 10 20%.

. IV. Regional Assessments
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The Chinese
clock keeps
the same time
as clocks in
the west but

the Chinese
perception is
of decades
passing — not
hours or days.
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China’'s effort
to gather
technology
from open
interaction
and from
industrial and
governmental
espiondage
will continue.
China’s
involvement
with selected
countries i
proliferation
will also
continue.

(L)) Absent a major resungence of Russian
pawer, Beijing sces the air and naval threa
from the east as much greater than the
ground threat from the north. China’s top
military priorities will theretore reemain its
air. air defense, missile. and naval forces, in
order 1o protect Chinese claims in the South
China Sca. pose a credible threat to Taiwan,
and repel any possible attack from advanced
rivals such as the United States or Japan.

?B\With the growth of LS. long-range
strike  capabilives.  homeland  defense
reguires the PELA Navy o expand its oper-
ating arca further out w sea. The PLA
Navy's main strength is its oftensive punch
apainst surface ships. especially ity an-
ship cruise nuissites lasnched rom ships.
submarines, grcralt. and land-based pln-
forms, China's ability 10 project a naval
task force for missions other thin coastal
delense will remain Jintited.

Y}}\Chin:l is welb aware it would be at o
technological  disadvantage  against  any
advanced opponent, and would sech to
overeonte this threugh force multipliers or
uaconventional countermicasures and k-
tics. China believes that information opera-
tions wifl become & anajor tactor in future
conflicts and s actively researching otten-
sive informtation warfare capabilitics.

74

(\\(‘ hina has recently abandoned all con-
sideration of developing an aircraft carrier
und related fighter aireraft for its navy. It is
possible that this program will be revived
some time in the futare, but equaily likely
that Beijing will decide to rely on anti-ship
cruise missiles and Beer air defense, and
forepo a carrier altogether.

N(‘hinu‘s auclear stratepy will continue
t emphasize o survivable retaliatory
capability to deter use of nuclear weapons
by the United States. Russia. or India.
China feels this deterrent is at risk over
the next decade because of U.S. targeting
capabilities, missile accuracy. and poten-
tial ballistic missile defenses. Beijing is,
therefore, moderizing and expanding it
missile force o restore its deterrent value.
Mobile. solid-tfuel missiles and a new bal-
listic missile submarine will improve the
force’s ability (o survive a tirst strike,
while more Jaunchers. on-board penctra-
tion aids, andt possibly mudtiple warheads
will improve its ahility to peactrate mis-
sile detenses. Nothing indicates  Ching
will Lield the much Lurger number ol mis-
siles necessary o shift from a limited,
retabiatory strategy to o first-strike, war-
fighting sirategy.

UNCLASSIFIED

Force Multipliers: i
B Electronic countermeasures

B Deniol and deception

8 superior knowledge of local conditions
8 Doep strike — baiiisfic and cruise missiles
i M Atiacks on staging bases and logistics
B Advanced SAMs

8 Information Wartare
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JAPAN

(L) Despite its prolonged economic slusap.
Japan remains among the world’s largest
und richest cconomies, and will continue to
be for the foreseenble future. In the past two
years. Tokyo has cut its defense budget tor
the first time since the 1950s and still runks
between second and fourth in the workd.
depending on the estimaltes of Chinese and
Russian military spending. Ching may sur-
pass Japan in totat GNP sometime in the
next wo decades - - again depending on
very imprecise estimates of the Chinese
ecanomy - but Japan's per cupita GNP
will remain many times higher, and fapao
enjoys a mature akl well developed intra-
structure that China will aeed three to four
devades or longer ta build.

W Regional Assessments

Asig

major  structaral  change,  and  aeither
burcaucrats  nor  puliticians have  yf
addressed the pecessary financial, regula-
tory, and structural issues. I Tokyo does
implement necded changes. the cconomy
will begin u slow recovery. I not, Jupan’'s
ceonomy will remain near zero growth for
severil more years. Nonetheless, cven with
a stagnant economy. Japan wifl remain the
world's second-riches farge country, with

Economic Qutlook

(1) The greatest challenges tacing Tokyo
are economic and demographic. fapan has
the oldest population of any lacge country,
and the average age conlinues 10 iNCrease
due to low birth rates over the past 20 years.
By 2020, 25%: of Japuncse will be over 65.
with only 2.4 workers per retiree, conmparcd
to 10 per retiree in 1970, The population
has already stopped  prowiag, and  wil
decline sharply after 2040 uyaless birth rates
or imaigration increuse. This would require
mgjor social change in Japan. The aging of
the population will exacerbate the Self
Defense Force's recrunment problems. gs
the pool of military-age men and women
conlracts sharply.

(1) Economically. Jupan shows no sign yet
of ending 8 years of stagnant growih, Most
economists agree that the economy requires

A simple
measure of
the potentiai
for power in
Japan and in

China can be
achieved by
looking at the
maop. . .
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Japan Demographics

Japan’s
growing
propensity to
contribute
military
resources to
U.N.

peacekeeping

missions and
its willingness
tO support

muiti-national
miltary efforts

indicate an

evolving post-

WWIH poiitical
— miiifary
change.

excellent pbysical infrastructure. high lov-
els of technology and management exper-
tise. and « highiv educated workloree.

(U) Osumf LST.
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NORTH KOREA

NNunh Korea's fate hinges, in large mea-

sure, o its ability 10 cope with a failing
economy and with decisions taken by ity
leaders. With its industry in a shambles and
its agricullural sector incapable of meeting
minimul  domestic  requirements,  North
Korea remains dependent upon continued
donations of {ood and China’s willingness
10 forgive much of Pyongyang's annual
trade deficit. North Korea's leaders persist
in rejecting ceonome whorm and openness
thut are necessary sleps to case the crisis,
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Instead. North Korea huas prioritized select
industrial capabilities. especially a few of
its defense indastries, relaxed some intermal
controfs to allow its hard-pressed populace
nore flexibility in acquiring food and other
necessities. and boosted the nulitary’s intes-
nal security role (inchiding enhanced pro-
tection for the regime ). Ulimately. renewed
econoimic development is likely to hinge on
a relaxation of tension und economic
accommodation with Seoul.

YSKanking ccopomic power and alhies
a#pon whora it can depend tor military sup-
port. North Korea clearly believes it must
maintain a credible military capability at all
costs. This provides not only deterrence
and, if necessary. defense. but Pyongvang
also uses it indirectly as leverage in interna-
tional negotiations and in the policy formu-
lations of concerned governments. In the
short term, the North will rewain the ability
to inflict enormous destruction on South
Koreu. [is ability to conduct large-scale
maneuver warfare against the South is
eroding, but it is sttempting to balance this
erosion with improvements in long-range
artitlery.  ballistic  missiles, weapons of
mass destruction, and special operations
torces and associated delivery platforms.
Were conflict to erupt, these elements could
wreak heavy damage on the nerthern part
of South Korea.

}SKS()cial ptoblems. including widespread
hunger. increased crime, and corruption
among civilian and military officials, have
accompanied economic failure. Though the
possibility of leadership change cannot be
entirely dismissed, the regime. with its
enhanced security apparatus, appears hnnly
in control. The fikelihvod that North Korea
will initiate 2 war to reunify the peninsula
is diminishing. but the possibility of con-
flict spurred by internal instability. miscal-
culation, or provocation is increasing.

In the longer term. North Korea is not
likely to maintain s capacity for conven-
tivnal military operations without reversing
its economic decliae, and it cannot reverse
that decline without major reform. without
opening itself to the outside world., and

(U) North Korean SA
without relaxing tensions with the South. I
it refuses to lollow that path, as is likely, 1t
might be able to muddle through indefi-
nitely. maintaining its missile. nuclear. and
special operations capabilities but losing its
capacity for conventional maneuver war-
fare. If it does reconcile or reunty with the
South, economic rehabilitation of the Notth
will be an enormous task for many years to
come and will influence Seoul’s relation-
ships with China, Japan. and the United
States.

Military Trends

Nt‘ North Korea remains hodile, it will
maintain its large forward deployed infan-
try and artillery force. deploving additional
long-range systems and emphasizing arol-
lery training. Pyongyang will try to main-
tain the capabilities of 1s lurge special
operations forces. including plattorms for
clandestine insertion of forces into the
South. North Korea has thouvsands of sig-
nificant underground facilities dispersed
widely throughout the country, ipaking pre-
cision destruction of warfighting capability
very difficult,

N\Norlh Korean air und air defense capa-
bilities are modest and will remain so in the
future. Economic constraints will preclude
buying new aircraft 1o replace its obsoles-
cent inventory, and pilot training  will
remain inadequoate.

&Pyongy;mg will maintain large surface-
to-aic missife and air defense artillery
forces but will have difficuity in investing
in newer. more capable sysiems. The urmy
will continue to harden air and air detense
facilities and may upgrade its non-auto-

NGO-ciass mini submarine.
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North Korea is
not likely to
maintain its
capacity for
conventional
military
operations
without
revessing its
economic
decline, and
it cannot
reveise that
decline
without major
reform,
without
opening itself
to the outside

world, and
without

relaxing
tensions with
the South.

maled air defease command and control

system.

(U} SA-2 SAM on parode.
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(V) Singapore ond Brunei joint operations
training.

(bK1),1.4 (¢}

(U) Differing threat
perceptions  compli-
cate the prospects for

security  cooperabon.

Singapore's  defense
modemization is
driven largely by con-
cern over a potentially
hostile  Maluysia  or
spillover effects from turmoil in [ndonesia.
Most states are wary of Chinese intentions,
but the degree of concern varies, with Thui-
land and Burma maintaining special military
livs with Beijing, and Vietaam and Iadonesia
pereeiving  a serious  Jong-term  Chinese
threat.

INDONESIA

(U This year's financial and political tur-
maoil is typical of the domestic conflict
Indonesia may face over the rext 20 vears.
[ndonesia is plagued by chronic communal
violence, ranging from ethnic separatists on
East Timor, Sumatra, and numercus smaller
movements. to periodic pogroms against
ethntc Chinese  businesses, tw  conflicts
among other political and ethaic groups.

(L}) Besides the domestic implications, any
major violence in Indonesia has the poten-
tial to spill aver into other countries --
especially  Malaysia and  Singapore —
which share Indonesia’s diverse mix of eth-
DIC 2roups.

(U) Indonesian sfudents conlinue io resort to
violent protests in light of systernic political
corruption in ihe government and chronic

financiof furmoil,
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India and The Subcontinent

(U) The security eavironment in the sub-
continent is dominated by the confrontation
between India and Pakistan, highlighted in
1998 by nuciear tests in both countries and
in 1999 by a flare-up in conflict. Their
underlying differences. mainly over the dis-
puted temritory of Kashmir. are not likely to
be resolved soon.

{U) The region will see modest economic
expansion over the next decade, limited by
the time required to build infrastructure and
the need for social improvements. Jodia is
likely 10 achieve significantly higher
growth rates than any of its South Asian
neighbors. Economic structures are less sta-
ble in the smaller countries. such as Bang-
ladesh and Sri Lanka. and will remain
vainerable to market forces and aberram
weather conditians.

(L) Drugs will remain a serious regional
threal, with many production and wafhck-
ing areas owside government control,
Afghanistan wil] remain the second fargest
producer of opium in the world. with Paki-

i

stan close behind. In addition, Pakistan will
remain a key drug transit node. Ahhough
the drug trade could destabilize both coun-
tries. it is also a significamt source of
national income. especially in Afghanistan.
and high levels of government corruption
atso foster continned drug production and
trafficking.

POLITICAL OUTLOOK

(U) Political violence and terrorism will
remain endemic 1o the region. Isiamic mili-
tants will contipue training in Afghanistan

I/ 2egionat Assessments

Incla ond The Subconfinent

Further nuclear
testing by both
countries is
likely.

V) indian Rajput rifles.
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and Pakistan. while Pakistan's oppressed
Shia community will continue to receive
Iranian lunding and support [raman goals.
A spectrum of well-established and loosely
organized extremist groups will benefit
from this suppaort,

(U) Politically and socially, South Asia in
2020 will new bhe radically ditferent from
today. Most governments will remain
socio-democratic despite periods of ultre-
mationalist and ethnic tensions. Post-con-
flict Alghanistan most likely will revert to
its pre-conflict pattern of a weak central
government with most of the country con-
trolled by tribal and etbnic leaders.

SECURITY OUTLOOK

UNCLASSIFIED
POPULATION
1999 2020
India 990 millon 1.2 bifion
Pakistan 1585 millon 248 millon
Afghaniston 25 milion 41 million

(b1 14(c) -

(U) The entire South Asian region remains
susceptible to high population growth, fow
literacy rates, inefficient govemiment, sec-
tarian  violence. skewed lund ownership.
natural disasters, and inadequate physical
infrastructure. Even if India moderates its
high birth rate, it will overtake China as the
most populous country in the world by
about 2030. If not, its population by 2050
will be nearly two billion and climbing.
AIDS and tuberculosis will be major prob-
lems in the region, particularly India; in
Pakistan and Bangladesh, the prevalence of
HIV/AIDS may be constrained by religious

and cultural norms.
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) Afler two wars ond numerous borde! clashes, Pakistani
roops stand ready even in the face of o qualifative disodvan-
tage fo india's armed forces.
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Middle East — North Africa
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N'I‘hc principal torces driving Middle

Easl— North - Africa (MENA)Y  develop-
ments through 2020 will be rapid popula-
tion growth and urbanization, outstripping
the cconontic resuurces of many states and
fueling internal and regional instability.
Many regional states do aot appear cogni-
zant of the sriaus socia-cconomic chal-
lenges posed by these trends. Others will be
unable to meet public expectatons. Prob-
lems will persist with degrading national
mirastructuee and public expectations of
medical care. education, and employment.

(Uy The United States will be the major
extra-regional factor influeacing Middle
East  developments. However. lack  of

progress in the Middle East peace process
during the Netunyahu government's rule in
Israel, Arab public perception of U.S. bias
toward Israef. and Saddam Hussein's con-

L

(U) Palestinian protestors have and wili
remain a persistent reminder of the region’s
instability.

tinued hold on pawer in lrag have advensely
atfected U S, influence. This perception has
become generational and will continee o
weigh on judgments lor it Jeast the next
decade.

(L) No specitic radicul event with the
potential to alter the strategic landscape
drastically -— along the lines of an Egyptian
alignment with the ULS. (1970%) or a mas-
sive LS, military intervention (1990-91) —
is likely. However. the chances are better
than ever that a major event will occur —
for example. the fall of the Tslamic regime
in Iran or the replacement of 2 secular
regime by an Islamic republic in another
regional state. Government resistance
reform. hecause ot the threat it poses to
entrenched interests. will be high. Success-
ful  reform— highly  unlikely  region-
wide —-would carry its own pernils for the
political stafus quo. At the same lime, some
stides will expenence wrenching leadership
successions, creating  both  danger  and
opportuaity for improvement. During this
period we can expect shills in policy away
froan and oward the United States. The
most politicatly volatile economic  chal-
leage tucing the region through 2020 and
bevond will be job creation. Competition in
the labor market will ereate discontented
populations susceptible to exploitation by
vrganizations opposed to the political and
CCONOMIC STl quo.

(L) Regional historical constants, such as
xenophobia.  state  vivalries, amnd  ethnic,
ribul. and sectarian animosities will defy
permanent change and often will be exacer-
bated by the tension between population and
resources. The demand for water, already
scarce in the region. will increase dramati-
cally as the population grows. By 2020, the
region will face a significant youth bulge.
Between 25% and 35% of the population
will be under the age of 15. The stress on
national infrastructures will be further com-
pounded by the fact tha 60% to 80% of the
population will reside in urban arcas.
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Middie East-North Africa Demographics
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(L) The rise of radical, politicized IsJam
will remain a chatlenge for the future. 16 s
the only force on rhe borizon capable of
chanpeling  discontent asd  Tear  inte
altempts 1o change the political stiatus guo
1 particular states. Indeed. the manipuba-
tion of Iskun o promote vanoeus agendas
the most signilicant threat.
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Alternative Futures
Potential Proven Global Oil Reserves 2020 \(SJ\A more rpid increase in the acyuisi-

Nom-OPEC tion of advanced weapons and WMD
vould create a more volatile cavitonment,
MENA states will obain sew  systems
without fully understanding their capabil-
itics or the implications of their use. Mis-
caleulation will become casier. making
hostilities harder 1o predict.

Central

Other
OPEC
Saudi
Arsbia
Kuwalt

iraq UAE

1b¥11.1.4 (c}

UNCLASSIFIED

(U Thiough the ist quarter of the new
century. increasing demand Jor oil and
gas -— paticukarly  trom Asja — will con-
tintie to highlight the strategic importance
of the Persian/Arabian Gult. Even by 2020,
the region will hold 6094 to 6540 of the
proven global oif feserves. The percentage
ol oif expuorts from the Guif destined tor the
LLS. will renuain below 1044 Europe will
account for sbout 23¥% and the Far East
inchuding Jupan. for over 6405 . Depletion of
European reserves in the North Sea may
contribute to a higher Furopean demand for
Middle Fast crude. Egrope’s share of
imports {rom the region will rise and fai)
within the $0th percentife tor the toresce-
able future with France and aly account-
ing for the majoritv. Though the Asian
weonoemic crisis has dampened the rae of
increase in cwvent demand. the fong-term
demand from Asia will continue upward as
further industrializution takes place. (W) Isrqeli Arrow I} ATBM.
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N\chcml MENA states could funther their

ceonomic  and  political  development,
becoming more benign. These states might
become more responsive 1o intemativaal
noms of conduct. Likewise, they could
vicw their Meategic military assels as provid-
ing stability for their position in the region,

IRAN
Political Outiook

Nlran's ceonomie difficulnes will influ-

enee its domestic and  foreign  policies
through most of the next two decades,
Internal demopraphic-resousee teasion wifl
drive attempts at mternal veform. [ran will
evolve 1o a consensus govermnent with
moie powcer-sharing amonyg clerics, techgo-
craty, and secularists. Tebran will reduce
cmphasis on exporting the revolution. but
radical Muslims will probably continue iso-
lated acts ol terrarism, some of which will
be traceable to lran. Tehran will continue 1o
seek 1o undermine regional betiel in US.
secunty assurances  and  subvert  other
regiom stites 1l remain pro-Western.,
Jean will also steadily increase its influence
in the Middle East and Central Asia over
the next decade as a means of projecting
ilselt as a regional power.

(U) President Khotam!

{(S) Tran’s economy has potential, but eco-
nomic growth during the eest of the decade
is likelv 1o remain sluggish and could sutfer
signiticant problems. Oil prices fikely will
remann weak through 2005, and Inn will
have ditficulties maintaining the currens
tevel of ol exports. Trapian domestic con-
swmpuion of oil continies o ncrease. fur-
ther complicating the cconomic picture.
Natweal gas resources will be  further
exploited, vventually leading to sigaificant
amounts of natural gas exports by 2010,
fran s working hard 10 diversity its econ-
omy, develop its  industrial  base.  and
increase nop-uil exports, Tehran will be
moderately successtul in these endeavors,
particularly in the heavy industrial sectors
of mining, metals, and petrochemicals. This
should rexult in i moderite increase in non-
oil exports and  improvements in the
detense indusinal sector.

Defense Resources

\f\l)cu]ining orl revenues will foree lran b

privritize defense spending and delay or
cancel at [east some procurement and con-
struction projects. However, brin will con-
tnue O assign priotiy  to pesources
dedicated 10 s missife and WMD pro-
grams. Temporary delays in these prograns
are possible it the oil revenue decline Tasts
bevoud 2005, Tran can survive temporary
reductions in resources allocated w conven-
tional forces and support entities without
having a long-term impact o {oree strue-
ture, fran is dikely to protect personnel, but
would cut personnel  costs around  the
cdues. Special units. such as the Quds
force. could avoid cuts entirely.

Military Outlook

\(\lnm i expected fo present @ continuing
regional threat  unless  major  political

change occurs. Tt will remain suspicious of

Iraqi fong-term ohjectives and is increas-
ingly concerned with its eustern border
where the extreme orthodoxy of the Sunni
Tadiban challenges the Shiism of Jran's

IV Regionai Assessments
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Islamic Republic. Iran is developing new
military capabilities 10 deter a post-sanc-
tions Iraq and a hostile Islamic Afghani-
stan. Enhancements 10 its conventional
forces will be gradual, with a focus on
homeland defeose. However. underlying
difficulties with combut eftectiveness and
overal] readiness will remain in place for at
least the next several years. The Islamic
iran seeks to Revolutionary Guard Command (IRGC)
estabilish will co!ninu_c to coixlpctc with the lslami}‘
oolitical- Republic of Iran Groumd Forces (IRIGF)

for resources as well as interpal responsi-
s . U) franian female roops. bX1).1.4
mitary bilities, adding another challeage to overall ® ®x14 ()
hegemony Iranian capabilities.

over the Gulf
Region.

(V) lranian soldiers and Cobra helicopfter; resourcefuiness with
aging platforms.
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(X114 (c)

Q) Iran will continue to place importance on improved
baliistic missile capabilifies in part lo achieve strategic strike
capabilifies usetil within the region. The Shahab-3 pictured
above will increase fran’s missile capabifity to 1300km as
early as 2000.

lran is slowly,
but steadily
building an
offensive

capability farin
excess of its
mere defensive
needs.
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(b)(1}.1.4 {¢)

WS Jran’s military capubilities by 2020 will

be commensurate with those of a formidable
regional power. It will rely on its abitity 1o
provide an independent and sobstantial
defense of its national interests domestically
and within the region. Chiet among these
will be i~ ability to project power in the
Gulf and the establisbment of an adequate
WMD deterrence to Western intervention,

IRAQ
Political Outlook

(U) Depuly Prime Minister Aziz.

Political wansition in Traq
is key to the fulure of the

in the Arab world and will have achieved
this to a significant degree by 2020. lragi
ambitions will be checked by its uneusy
refationship with its Persian neighbor. Once
sanctions are lifted. historical animositics
will have a chance to flourish, lran’s contin-
ued support for Shiite rebels in Irag’s
southern marshes will continue to exucer-
bate tensions between the wo regional
powers.

}S([’hc Kurdish stmation in northern Irag

will remain a coptentious issue through the
next two decades. The fact thac Kurds
inhabit areas ol Iraq. Iran, Turkey. Syna.
and the former Soviet Union will add 1o the
dynamic geopolitical mix. The Kurds them-
selves also suffer from internal tesds and
rivalries. Irag’s two major Kurdish parties.
the Kurdish Demacratic Pasty (KDP) and
the Patriotic Union of Kurdinan (PUK),
will not be able to overcome their differ-
ences in the foresecable future despite the
advanlages of working together.

\(‘S;kln addition to the Kurdish issue, control

of the water sources for the Tigris and
Euphrates could have the potential to facili-

UNCLASSIFIED

Arab state. A post-Saddam
leadership is likely to be less
confroniational and will prab-
ably arise from the existing
Ba’ath Party. Reconstruction

. . 353
of lrag’s autivnal economic

Total Urban and Rural Population

rag

(Mediurm Variant)

Percent Urban

020

infrastructure . will  also be
critical over the next decade.
As with Iran. demographic
and  resource  problems
increasingly will creae ten-
sion and witl provide u hurdle

for any significunt econonuc
reform. Externatly, Irug will
push for increased leadership

Aimost 25% of
W flutal | this urban popuiation
EEB yrban | will tive in Baghdad.
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tate fuwre conflict with Turkey. Demand
for water will increase in lraq’s cities and
towns over the next two decades as more
than 80% of lraqis are expected to make
their homes in urban centers by 2020. Any
inhibiting action by the Turks on water flow
into rag will further stress civil infrastrue-
tures as well as the Traqi leadership.

Military Outlook

}S\lmq will remain capable of incursions

agamst its Gulf Cooperation Council (GCC)
neighbors. Baghdad retains the goal of dom-
inating Kuwait; however. its inability to hold
against a determined Western counterattack
will limit its options. Refaxed or suspended
UN sanctions wiil allow the Iragis to mod-
ernize their armed forees and will enhance
Irag’s ability 1o pursue this objective. traq's
conventional priorities wall be improved
missile. air defense. and ground torces. If
sanctions are lifted in the next 10 years, Traq
will focus on acquicing new capabilities spe-
cifically intended to provide an asymmetric
means to counter U.S. dominance and deter
U.S. involvement in the region.

(b} 1).Sec. 1.4{c).Sec. 1.4(d)

y{

SAUDI ARABIA
Political — Military Outlook

v

Mmen Prince Abdullah on left, expeciled
successol fo King Fahd, is commifted o a
close US-Saudi bilaterol retafionship.

I8 Over the nexi § to 10 years, the Kingdom
of Saudi Arabia will expenience a rapid suc-
cession of changes, but U.S.-Saudi relations
will remain viable. The Suudi regime will
increasingly feel the threat of prolonged eco-
nomic constraints and intemal demoegraphic-
resouree  tensions. Weakened government
finances and dectining living standards wiil
pose a challenge to the Saudi government.
Under oppasition pressare. the regime will
likely v 10 distance isell from the Uniled
States o0 a varety of policy and mifitary
issues. However. renewed theeats from lrag

V. Regional Ass

) Iraqi soidier manning air defense gun.
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{B)(1}.14 {c).1.4 (d)

end [ran counterbalance this circumsiance.
The Saudi leadership will also try 1o restrain
the wrowth of government spending while
wnplementing fiscal reforms. but this will be
an aphill effort.

Missile Programs

STRATEGIC (©)(1).1.4 (¢)
islam is the IMPLICATIONS '

only force on

the horizon
capable of
channeling
discontent

and fear into
attempils fo
change the
polificatstatus
quUOo N
particuior
states.

{Uy The balance of power between GCC
states and Tran and lragy — crucial to the
United States — will remain  profoundly
unfavorable to the GCC states without
external influence.

M’l'hc Arab-Israeli mvalry wifl persist in
some {orm throughout this period. remain-
ing highly significant (o the interests of the
United Sustes.

NBOlh Iran and Iraq will continue to pose

an enduring unconventional threat (o LS,
intesests and a conventional threat to vur
cegional allies.

(Ur The importance of MENA energy
resources to the economies of LS., Asian,
and European allies and partners will guar-
antee the reyion’s strategic importance to
the United States for at least the first part of
the new century.

!

) Kuwaili preparations for the possibility of chem/bio
attack.
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Possible Status of MENA WMD Programs in 2020
Country Nuclear Blologicol Chermicol Ballisiic Misshes
Operational Operationat Operational Operationat
Program/Status  Program/Stalus Program/Siatus Program/Status
Iran yas/rmodetnizing yesfactive yes/active vas/active IR/JICBM
Iraq yes/modermizing yes/active yes/active yes/IR/ICBM development

Soudi Arabia no/possible ro/possibie desire  no/possible development yes/active MRBM

acquisiion
UAE no/moneg no/rone no/possible development yes/possible SRBM
Yemen no/none no/none nofpossidie development yes/possible SRBM

“This is an lustrative scenario based on an extension of curent and projected MENA NBC/missie copabitifies
and intentions described in this primer.

U) Hamas milifants torch U.S. flog in Lebanon.
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FUTURE THREAT 1999-2020 Q3




V. Reg:onal Assessmenis -

Sut-Saharan Aoy

Sub-Saharan Africa

| WAURITARA
2

...\f e

NI
amuv‘ M

ety \mmu

s by 5 samARA g,

P
/ )
4‘ CTHIORA ey,

M"i‘:an ( -icnu mu uru \
7ov oo A Y
\ P " S “'"s ..m‘"t s ]" u
o L W oy ? i
. ;’1 Qm} -4 KENYA , )
LGARON ,
N i LETYSTY (PY{ )I
. ¥
A / R LLEETIZY S
AN MOCRATIC REPURLS '-.-,, 4
RLree] ey OF “\il Ol D "5.‘ "“NI‘NlA?
oo™y N ;
b § " )
YT { oy Civmtancry
,/ MGOLA TN )-lm i ]
] € zaMBIA } s
L" W /g"‘-x_, W - F
—neerene,, S
Y w&il Lo Gravwe) NOZskaKKT i an
aansc N """.‘, N, PRI £ l’ it o
Weron oo!sw;uy ..( A /
/

f\ ot
)

et - /7
T SOUTH -
L, AFRKA 4 K

S

B lage rop R ek AN S01 NeRoad Ty by ldya

“The turmoil internafionally and on this continent
is now on our doorstep.”

Former South African Deputy Minister for Defense
Ronnie Kasrlls

G4

(L) For at least the next two decades. Sub-
Subaran Africa will remain a region of
extremc wrmoil and socictal upheaval. pri-
marily due to persisieal resource con-
strivints, rising populatton and increasing
expecttions. Contributing (o Africa’s secu-
rity problems will be poor goveraunce, eth-
nic  rivalries.  cconomic  shortfudls,  and
environmental  disasters.  Despite  these
severe problems. more democratic govern-
ments are likely o emerge. The (ragility of
these states cannot he overstated. Many
destabilizing factors and the Lich of ade-
quate resources could cause them 1o rapidly
backslide and cven collapse. In short, (he

future overall sitwation in Sub-Sitharan
Afnica will probably  worsen  hefore it
INProves,

Challenges

?N\Thc greatest chatlenge for the fuwire is
the need for the rele of iw and respeet for
human nights. Poverty, exacerbated in some
countries by |.1pld poputation growth. lead-
ing 1o cconomic discontent and contribut-
g 1o cthaoie tension and rivalry, in tweo wiil
fead 10 worsening bumanitarian conditions
across the continent. ln addition to these
longstanding  problems,  al least  seven
developments are contributing w the chal-
lenges Sub-Sakarin African states face: the
commumcations  revolutdon,  political
reform,  ransaationad  issues.  privatized
pata-military  services.  enmicrging  power
blucs, population growth, and diseise.

An unprecedented explosion in com-
munications technology is well underway.
as shown by the proliferation of ccll
phones, faxn services, the Internet, televi-
sion, satellite-provided services, and so
forth. As o result. people across the conti-
nent now have ready access to information
never previously imagined. With this vew
access. ma - Africuns have improved their
understanding of the world. At the same
time, they have become painfully sware of

FUTURE THREAT 199%-2020
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the much higher living standards around the
workd and realize how poor they are by com-
parison,

Ni\s a cunsequence, their political and
economic cxpectations will continue to
rise. They will demand more from their
leaders, Current and futuee gucrrilla fight-
ers will be motivated maore by spoils than
ideology. Although iadigenous sentiment
tor more open government and hwnan
rights is genuine. and several states in Sub-
Saharan Africa no doubt will pursue politi-
cal plordism, true political reform wil he
mixed. Some stutes will be successtul —
Benin, Botswanie Ghana, and  probably
Soutk Alrica— white other countries will
face failure or frogmentaion and threalen
regional  swbility.  Central  and  East
Africu— particilarly  the  Great  Lakes
repion — will present the greatest chal-
{enyes 10 regional sability.

Nﬁrime, terrorism, illegal narcotics
trafficking, and weapons prdiiferation
will continue to increase. Black and gray
arms markets wilf Aourish and widl tend w0
overshadow stale attempts at control. Gov-
ernment cornpiion is already widespread.
and linkages between criminal clements
and politicians will contiove 10 be strong in
countries such as Nigeria and South Atlrica.
Besides  Sudan,  additional Sub-Sabaran
countries could provide sale-haven to ter-
ronsts for financial gain o ideological
unity despite being subject to ong-term
imernational pohtical and cconomic isolu-
fion. Militant Islam will facibitate wrrorist
activity and regiona) instability. The coun-
trics in and around the Horn of Africa will
be the primary sourve and trgel of this
Istamic extremism. as will several states in
West Africa

i\&\f\frican states are discovering that
contractors selling military services can
be force multipliers. Contractors provide
seemingly cheaper and guicker, but more
controversial, solutions. since the practice
carrics the stigma of hiring “mercenasies”

-CONHDENTALE-
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Wy Executive Outcomes (EO)
troversial soluflons to internal instability.

(rom the outside to deal with internal prob-
leaws. African militaries will continue to
display disparate competence, bat by 2020
more forces will tenid to be professional —
smaller. with potentially improved capabii-
ities. Other African forces will constituie
nothing more than o rabble of individuals
who started out their military carcer as
child soldiers and grew up in the chaos of
the post-Cold War period. For them, basic
survival instincis will yemain paramount.
This kind of fosce will be most ¢vident in
thuse countries where the social infrastrue-
ture hus been disrupted for long perinds of
time. as in Central and Wedt Africa.

}(‘\At least three regional groupings are

emerging as power blocs in Africa, The
South Africa Development  Community
(SADCY. Economic Compwmnity of West
African States (ECOWAS). and Inter-Gov-
crnmental  Aathority  on - Development
UGAD) have tried to provide internal solu-
tions for Sub-Sahuran Africa. The SADC
and ECOWAS are tocused on the secunity
enviranment without the official blessings
of the UN. A few countries. such a5 Senegal
and Nigeria, have made concerted eifonts 1o
facililate regional contlict resolution, while
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others. such as Angola. Zimbabwe, and
Rwanda, have contributed (0 the melee by
providing forces to  ongoing  contlicts.
These groups could evolve into formal
power bloes pitiinyg region against region.

iU) By 2020, approximately 1.3 billion
peoptle will live in Africa, Nearly 50% of
the population will five in urban or built-up
areas concentrated in the western and cen-
teal parts of the continent. The majority of
the population witl be under the age of 25,
and nearly 40% will be under 15. Already.
these regions refain the largest numbers of
migrants and retupecs. a sitaation expected
to continue beyond 2020

(U} Disease will continue to overwhelm
the health management capabilities of
many Africap governments. The lack of
health care infrastructore will retard eco-
aomic produclivity in some regions. In
some vountries. basic bealth care will not
nmoprove  substamially  for some  time.
Africa’s HIV infection rates and deaths
from AIDS are umoeng the highest in the
world. As much as 20 to 25% of some pop-
vlations could be lost in southern Africa

FUTURE THREAT 1999-2020

alone. This trend will probably persist for at
least 1€} years.

Alternative Futures

h\A new sense of order, responsibility.
and democracy appears to be emerging in
certain countries, and potentiat higher lfev-
els of education — brought ahout in part by
the communications  cevolution —could
provide Sub-Sabaran Africa with @ more
stable future.

Nutions  such  as  South  Africa,
Botswani. and Sencgal could eclipse thew
regional neighborns, becoming  influential
weeionully and globally 1o pursue their
interests and e more adequately participate
in the world cconomy. Both Keoya and
Ghana continue w hiold the line against the
instability rippling though their respective
regions, Ghana in particular has bucked the
tremd and has 4 growing middle class —a
cohesive tactor for 2 more stable environ-
meal. I African countrics continue 0
increase efforts © infervene in internal con-
ficts, regional self-confidence could lead to
a greater sense of order. This will take both
tme and dynamic leadership.
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NIGERIA

(U) Nigeria has one of the greatest poten-
tials in Afvica for both economic success
and socio-political disaster. The economy’s
oil sector potential has not yet been fully
realized nor have the citizens received any
large-scale benefit from this primary
resource. A new civilian government can
provide movement in the right direction;
however. corruption is systemic in both the
public and private sectors. This will take
years to overcome and will requice political
reform at all echelons,

() Despite the election of President
Obasanjo. the first civilian elected v 15
vears, the Nigerian military wil continue to
exert influence on the government. possibly
hampering efforts at reforn. The mititary
regards itself as the guarantor of Nigeria's
tntegrity and stability as a notion and has
not hesitated to assume political power dur-
ing times of national erisis. However, its
leaders do realize the institution has suf-
fered by interceding in government affairs.

(\S‘U“he military has supported the transi-
tion to civilian rule under Abubakar’'s per-
sonal commitment. Yet there is a large
element of military institutional seif-inter-
est in this outiook. The military still does
not fully trust civilian politicians to run the
couniry, and some officers undoubtedly
will work behind the seenes to exercise
some influence on the political partics and
the candidates they select. However. the
military realizes that in order to regain
aceess to Western support, they must focus
on democratic progress and military profes-
stonalism vice promoting a specific politi-
cal agenda. Long deployments in Liberia
and Sierra Leone have underscored the
need, in particelar, for logistics training,
COMMUNICAIONS equipment, {(ranspor air-
craft. and basic infantry equipment.

(U) Nigeria will remain open io peacekeep-
Ing/enforcement operalions to underscore
its role as a regional power whether under
civillan or mitifary rute.

& By 2020, the Nigerian military will be
leanier and inore mobile. af least in its struc-
ture, and will remain a key political focus.
The quality of Nigeria’s armed forces’
facilities and equipment and irs military
readiness remain difticult to assess. As mil-
itary and civilian governments allemate
control over Nigerian politics. the condition
of the military changes, sometimes faring
better under civilian than military regimes.
Thus. if civilian rule wkes root in Nigena
and endures to 2020, the Nigerian military
could significantly improve in professional-
ism and capability. If the historical pattern
of alternating civilian and military regimes
continues. however. the Nigenan armed

IV, Reg.cnal Assessments
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Across the
continent,
military

interventions
in collapsed
states will
continue, but
they are apt to
take the form
of police
acfions to
ward off
insurgents of
develop into
multinationol
struggles for

resources,
Peacekeeping
per se may
become a iosf
art in Africa

in the next
century.
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Nigeria
accounts on
average for

7-8% of US
oil imports.

NSLAN infegrated SANDF will still have o

forces are likely to mark titme and look
much as they do today.

NOvcr the next two decades, Nigeria will
continue to play an important role in West
Africa and perhaps the entire continent,
Nigeria's forces will remain the corner-
stone for ECOMOG (ECOWAS Cease-Fire
Menitoring Group). which appears 1o be
evolving into a permanent feature of West
African security.

SOUTH AFRICA

For the near term, the country’s transi-
tion to a multirucial democracy probably
will remais on srack. The black majority
wil continue to dominate domestic politics,
while the white minority will retain its hotd
over key sectors of the economy. The ruling
African National Congress. fresh from its
electoral victory n 1999, will continue 10
dominate the political stage for the next five
years under President Thabo Mbeki. How-
ever, the next elections. scheduled for 2004,
will set the stage for South Africa’s politi-
cal development in the 2kst century, Once
again, the ANC probably will win at the
polls. but its adherents are likely 10 split
into moederate and radical wings because of
their ditferences over economic and sociat
issues, Popular pressures to effectively
address these issues will intensify. but Pre-
toria will be hard-pressed to respond ade-
quately. A resurgence of political violence

- 2.

cope with sociol pressures and fimited
financing.

(U) G6 SF Howifzer.

cannot be suled out. particularly if radical
ANC leaders capitalize on  government
shortcomings, rival Inkatha Freedom Pany
members remain at odds with the ANC. and
whites perceive that they will become eco-
nomically disenfranchised to placate bluck
populist demands. The potential also exists
under this resurgence for accelerated white
flight and attrempts by the white community
to paralyze the economy.

NThe South African National Defense
Force (SANDF) will continuae its transtor-
mation welf into the next cenwry. By 2020,
the SANDF will be a smatler. black-led and
-staffed force. with a greatly reduced role
for whites who currently dominate large
clements of the Air Force amd Navy officer
corps. Constant political pressure on Preto-
ria to deliver on social welfare programs
will force the SANDF to cope with austere
budgets for several years. Some defense
modernization efforts will be cuntailed or
left unfulfitied, forcing the military to rely
on equipment Lhat has already exceeded its
lifespan, such as the Cheetah fighter aireraf(
and Olifant main battle tank.

PQThe Navy probubly will receive much-
needed corveties. and the Air Force could
pick up some light fighter/trainer aircraft,
but most other aceds will remain outstand-
ing, barring generous “offset” arrange-
ments with foreign defense equipment
manufacturers, Although the SANDFE will

98
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have to make do with less, it will find itsell
under growing pressure to become more
active in regional peacekeeping operations.
Its involvement in external military ven-
tures. however, will be tenuous at firse. At
the same time. its involvement in internal
security matiers is expected to increase,
especially if the crime rate continaes o spi-
ral upward, The SANDF is likely o be
called on frequently to support police activ-
ities aimed at curbing political violence,
illegal cross-border activity, and organized
crime,

STRATEGIC IMPLICATIONS

N[n 2020, Sub-Saharan Africa could pro-
vide basic industrial output—both in
resources and light manufacturing — for
the developed world. parnticularly Europe,
where the indigenouws workforce will be
shrinking. Petroleum reserves in West
Africa will continue 1o provide Europe with
a viable emergy supplement and periodic
alernative to Middle East reserves, Ongo-
ing instability. and the continuing move-
ments of large numbers of displaced
persons and refugees. will stress this poten-
tial economic relationship.  Thus, the
demand for intemational hwnanitarian
assistance to avoid famine, pestilence,
genocide, and overall instability could
carry even greater importance. The U.S.,
LN, and possibly NATO torces will deploy

{54 The Sudanese People’s Liberation Army
(SPLA) has been engaged in a conflict for
fen years with the ruling Nafional isiamic
Front (NiIF) regime that starled as o southern
rebetlion and now includes support from
Ethlopia, Uganda, and Eritreq. The situciion
promises fo continue fo be a cotalyst for
ongoing and future humanifarian disasters.

to the African continest for limited peace
operations. France can be expected to play
a diminished role and pursue s own
agenda, Although the threat of a major con-
flict with these deployed forces will be
minimal, the level of insecurity and dismal
economic conditions will put thein at risk.
Relativns between  Sub-Saharan  African
countries and the United Stawes will be gen-
erally friendly and posilive as African
countries seek increased U.S. wvade and
€CONOmIC investient.

Ongoing instability. and the continuing movements of large
numbers of displaced persons and refugees. wili stress the

potential economic relationship with Europe.

iV, Regunal Assessments
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Latin America
15 responsible
for Qpproxi-

mately 0% of
US oil imports.

with Venezuela
accounting for
aver halt of this
percentage

45 The still-shallow roots of democracy in
Latin America will be tested through 2020,
as the regiom continues—and in some
countries, struggles—1o complete the tran-
sition to market-oriented economies and
open democracy in the face of corruption,
social tnequalities. rampant crime, and a
legacy of authoritarian rule. Increasing
teansparency in political, economic. and
military affairs ensuing from growing
regional integration is favorable for consol-
idation of democracy in Latin America.
Nonetheless. the region's vulnerability to
severe economie shocks, and the failure of
traditional party politics — based largely on
personatism and seff-interest —to address
the region’s toughest social problems will
continue to generate threats to stability and

the potential for democratic reversals,
Some countries may retain the trappings
of democracy but fall back w0 de facio
authoritarian rule, thereby creating subtlc
challenges for United States.

54 The pace of continued democratic

progress in Latin America hinges in part
on the outcome of the current trend evi-
denced in some countries of eroding pop-
ular confidence in the ability of traditional
political forces to solve the problems of
crime, corruption, and social and eco-
nomic ineguality. Peru and Venezuela are
the best current examples ot the abandon-
ment of traditional politica) parties for
“new ideas.” The process may be under-
way in Mexico.

=(5AUR-The trend could resuit in the rise of
Fujimori- or Chavez-like strong-men—
“caudillos” —willing to dispense with
constitutional restraints and risk intema-
tional scrutiny in their efforts 10 roll back
the erosion in the quality of life for many
Latin Americans. Also worth watching is
the trend for some Latia leaders to try to
extend their rule beyond legal limits by
subversion or constitutional manipula-
Gion. At this juncture, Peru, Venczuela,
Paraguay. Haiti. and possibly Suriname
risk falling. at least temporarily, into non-
democratic rule in the next 10 years. This
rend, however, may not lead to autoceacy:
the process may actually muke traditional
parties and politicians more accountable
and in wuch with key issues, or generate
more responsive panties, in the provess
strengthening democracy.

+&3- Subordinating ilitary and security
forces (o civilian awhority and gaining their
acceptance of civilian defense professionals
probably will be widely accepted by 2020
as armed forces adjust 10 their changing
role and position in society. However, mili-
tary institotions will rewtin significant influ-
ence and high levels of avlonomy in many

FUTURE THREAT 1999-2020
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countries, &l feast tor the next decade. and
some resistance 10 more civilian hwvolve-
ment in armed forces policy and opera-
tional activity will remain. Most regional
militaries view themselves as guarantors of
their constitutions. Should politcians opt
for extraconstituional measures 10 govern
or extend themselves in office, militaries
couid once again be tempied to intercede in
political matters.

=] atin American leaders are for the most

part likely to continue promoting market-
oriented economic policies and reforms,
but international economic conditions and
an array ol domestic ceonomic  factors
could affect regional ccopomic growth and
stabifity. Public wlerance of  refors,
reduction in social services, und erosion of
quality of life increasingly will be chal-
lenged in the out-years if results are nof
tangible. Multilinersl rade agreements will
reinain popular. and many Latin American
governments will pursue subregional or
other groupings. such as the Common Mar-
ket of the South (MERCOSUR) in the
Southem Cone, 0 achieve a multilateral
approuach to trude in the region. Trade inte-
gration and tes o international financial
institutions such as the IMF also should
check most impolses o abundon iwarket-
oriented policies. Defense budgets in gen-
eral will remain stagnant with military
funding cominning to average just over 25
uf GDP regionally.

5 Over the npext two decades, rela-
tions hetweea Latin American counéries
and the United Siates — except Cuba. and
that too could change —will remain
friendly und positive. The threat of armed
confromation betweenr a regional military
and the United States s small to nonexist-
ent. However, tension and disagreements
over some issues, such as mandated reports
on drug cestification and human rights
observance and practives and perceived
interference in domestic affairs, will peri-
odically complicate Washington's relations
with hemispheric governments and affect

(U) High performance croft used for smuggiing.

military-to-mifitary tes. U.S. intesventian
to stabilize a chaotic siuation remains a
distinct posaibility.

= Intra-regional relations will remain
generally  good throughout the peried.
Sirides in democratization. regional cco-
nomic integration. and developing conéi-
dence- and  securitv-building  meusures
among hemispheric nations and  amned
[orcex will enhance imerstate relations and
cooperation and facilitate the peaceful reso-
luton of yuarrels. However. regional armed
forces will remain sensitive to militayy
developments in peighboring  coontries.
Numerous unresolved tand. border. and
nateral resource disputes. as well as tradi-
tional animosities and rivalries. will remoin
and could periodically cause abrupt armed
clashes between aesghbors that will not
lend themsedves o quick or easy resolution.

e Drug trafficking will remain a serious
threst and major source of coruption and
violence in the Western  Henmsphere
through 2020 and will continue to generate
problems in .S, bilateral relations with
many governments in the region. Tremen-
dous wealth will comiinue to aflow drug
traffickers to use political mffuence. brib-
ery. and tactical and strategic alliances with
nsurgents and paramilitary groups w chal-
fenge local and nasonal secarity {orces,
intimidate the populace. and undermine

Latin Amenca
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governments. The violence and cortuption  support, growth of democrucy. and counter-
" associated with drug trafficking will chal- terrorism have lowered the activities and
The region not  lenge several govermments” abilities to  profiles of the region’s terrorist groups.
only supplies assert controb over national territories and  These groups will ity o0 reinvent them-
and processes perform nation-building functions. In coun-  selves, moderating their Marxist rhetoric
tering the drug threat. some nations’ viola-  while seeking lo generate popular support

the raw ching g . ; ng O B pop PP
. tion of human rights will become by embracing the causes of anti-neoliberal-

materials, it also . & e g he causes of 2 \

y increasingly problemaiic und at odds with  ism, land redistribution. indigenous rights,
ha:‘:m :?ten’we U.S. goals and objectives. aationalism. and possibly even ecological
network Iof preservation. External terrorist groups, such
laundering a (U) Insurgency in Latin America. while sig- 45 radical Middle East organizations, prob-
large porfion of nificantly decreased, will remain a threat in  ably will continue to see Latin America as a
the $600 billion  some countries. particularly Colombia, Yenue for infiltrating overseas communi-

: Peru. Papama and Mexico through the lies. primarily (o raise funds and (0 under-
annuolly derived . S o calectiv o peatt TG
from drug sales ~ "°2iem. Given current trends. the threat take selective operations against U.S. or
all of instability to the security of Colombia’s [sraeli interests. The region’s terrorist

over the political and economic institations cowld 2roups and insurgencies are likely to
world. _NOf become substantial in the next 5 years, and  remain anti-U.S.. at least in rhetoric.
surprisingly, its spillover effects will exacerbate an array  because of U.S. identification with market-
prliover e ) - P
drugs are the of destabilizing problems in neighboring ¢riented ccononiic policies.
main source of countries, While insurgencies elsewhere
corrupfion in will not (scnofj.sl)j threaten ‘Stabllll}’. the?f (C) Latin America’s population growth-—
Latin American yvlll demand scarce resources. :u?d COUMET- 45 ectimated 122 million. or about 25%, in
nations.” insurgency operations will inevitably lead e next decade alone— will create fabor
’ o accusations of human rights abuses. pools that will outpace even the most opti-
Raul Burzaco TMistic economic projections. As a resull.
Former Argentine Latin  America—particularly ~ Central
Minister of == Terrorism will persist in Latin America  America. Mexico. and the Caribbean —-
It through 2020. Several factors—loss of  will remain a major source of illegal immi-
UNCLASSIFIED
Latin American and Caribbean Demographics
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gration into the United States. Migrant
remittances from the U.S. probably will
remain a critical ingredient of many Latin
economies. and migration will remain a key
social safety valve for muany countries. A
major unraveling of the political or eco-
nomic situation in Cuba. Mexico, Haiti. or
the Dominican Republic could produce
major mass migrations toward the United
States.

(U) The region also will remain highly vui-
nerable (o nawral disasters. Regional gov-
emments and mulidateral  organizations
will Iook to Washington to provide the bulk
of any needed humanitarian aid. However.
Latin mulitaries will continue to play a lead-
ing role in disaster relief in their respective
countries.

5 Most regional militaries will focus
throughout the period on force moderniza-
tion. restructuring, and redefining roles
and missions: only a few countries. such
as Chite and Brazil will acquire major
advanced weapon  systems.  Argentina,
Pern. Ecuador, and probably Venezuela
also would like 10 modernize their fighter
inventory, but budget shortfalls are likely
to present obstacles. No ballistic missile
development programs are aclive in the
region, and none are projected to be
started or renewed during the period. The
threat of regional nations acguiring WMD
is considered small. Colombia and other
nations, probably including Mexico, will
focus their modernization and sustainment
programs on improving capabilities to
fight both drug tralficking and mnsurgency.
The United States will be looked upon as a
primary source for training and equipment
and. by many, as a model to emulate.

423 Downsizing, restructyring, and redefi-
nition of roles and missions are likely to
{ead to increased interest and participation
in multinational peacekeeping operations
by the region's governments and armed
forces in order (o retain at least minimal
defense capabilities. Most countries, how-

(1) Colombian counterinsurgency brigode.

ever. will restrict such participation (o
activities outside the hemisphere and will
require  or seek odtside  support-—
particularly funding, transportation, logis-
tics. and possibly equipment.

£« Central American ectforts to foster
enhanced regional military cooperation and
integration. such as the Conterence of Cen-
tral American Armed Forces. as a means of
focusing increasingly scarce resources on
common military requirements are fikely to
grow. By 2020, such efforts may expand w
include several Caribbean nations. How-
ever, lingering border disputes and historic
distrust will continue t0 impede these
andertakings.

e+ The Panama Canal will revert 10 full
control of the Panamanian government by
the end of 1999. The Panamanian National
Police (PNP), the country’s nominal ground
security force. will assume tofal responsi-
bility for protecting the canal operating
arca along with its other national security
missions. Although the current threat 10 the
canal is low, the increase in responsibility
will strain the already limited resowrces and
capabilities of the PNP. which will face
continued and possibly even larger chal-
lenges from parcotrafticking and border
SeCurily issues.
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) Gatun Locks, Panama Canal,

Alternative Futures

€€+ Though currently unlikely, a prolonged
globul financial crisis would take its toll on
the economies of Brazil and Mexico. An
economic collapse would create major
ingtability in these states, compounded by
widespread social disorder. This could
generate o migration surge and endanger
U.S. citizens and interests in the region. In
addition, such an environment would dis-
rupt counterdrug efforts in Latin America.

CUBA

=t&Fide! Castro remains in firm control of
the Cuban government and is likely to be its
chief of state for as long as he desires. His
departure from power. however, is virtually
certain before 2020. probably from natural
death or voluntary resignation. Political
calculations will influence heavily any
decision by Castro to voluntarily leave
office, and he no doubt would name his
successor and assume the role of clder
statesman with velo power over important
policies,

& The Cuban Communist Party —even
without Castro “at the hefm — likely will
remain in power, However, a post-Castro
governmeat -~ pacticularly after  Castro’s
death— probably would  liberalize the
economy more rapidly, and any concomi-
tant relaxation of LL.S. foreign policy would

be likely to spark debate over the extent of
political liberalization mside and outside
the Communist Party. Fundamental politi-
cal change would probubly resubt.

=) Cuba’s division-riddled and personal-
ity-dependent domestic opposition groups
are unlikely to gain much fuure leverage,
even in a post-Castro Cuba. The Catholic
Church will support democratic reforms.
bul not regime-destabilizing activities.
Cuban exiles luck the military capability or
political support in Cuba 10 destabilize the
istand, but their activities could provoke a
U.S.-Cuban military confrontation.

=+ Maintaining economic stability and
growth will be the chief challenge to Castro
and the Party over the upcoming 5-10 year
period. Poor or declining economic growth
would be far more likely (han Castro’s
departure to provoke domestic instability
and disagreerent over appropriate actions
to be taken. State control of the economy
and Havana's inability to borrow money
from inteenational lenders will continue to
hinder economic growth. As a result,
Havana will have to choose between con-
tinued state control of the economy with
accompunying popular frustration, and gen-
uine economie liberalization that may pro-

~SEGRE—

L b a0 . u o
£5-The Cuban MIG-29; an acquisifion
after ifs ime.
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97N} Scuttled Cubon Koni Class frigate.

duce  autonomous  power  baswes  and
demands for potitical reforms.

<€ Cominued state contro ol the economy
and/or  sfow  economic  recovery  wall
encourage Caban amigrstion w the United
States. The Cuban governiment currently
seems intent on honoring  the imigration
acrecment with the United Stares, but sev-
cral hundred thovsand Cubany would like
1o leave the istand. A change in Cuba’s pol-
icy or signidicant cconomic or political tr-
wail on the island could lead to a major
oulllow of relugees.

=& The Revelstionary Armed  Forces
(FAR) will remain loyal to Castro, The high
command has demonstrated concern uver
the speed  of ecomomic  reforms - they
favored more rapid change prior 10 1994 —
but probubly will continue to agree with
Castro on the need to maintain the Commu-
nisl Party™s monopoly on political power.

b Coptinuing budgetary cooastraints will
prevent the SO.-man FAR from deploy-
ing substantizf numbees of commbat troops
abroad or substantially improving fighting
ability tor at least the next decade. A smal
number deployed in the Congo and Ghana
wre providing a funded secvice. However,
Cuhan sceurity torees are likelv to remiain
[ully capabic of maintaining intermat stabil-
ity in the fuce of any spontancous or orga-
nized domestic unrest.

{U) Mexican Army on patrol in the froubled
southern state of Chiapas.

=St Monico will continue its histonic
democratic ransition. Political power will
hecome more diffused ax the Tastitutional
Revolutionary Purty (PRD loses ity tradi-
tional donunance and o multi-party swstem
emerges. Opposition parties will continue
to gain a more ative role in governing the
country. contesting efections at the federal.
state. and local fevels. The presidential
clection in July 2000 will shope Mesica's
political Tuture. and at this point. any ol
Menico's three major parties could win this
election,

=5 Mexico™s military will  hecome
responsive to o more diverse paoditical elite
as opposition parties grow more involved in
goverming the nation. Future eivil-military
relations nuy be redehned. and civibian

. tV. Regional Assessments
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leaders may opt 10 remove the military from
some ¢ivil police and control functions,

=& Narcotics trafficking and its ability to
intimidate and corrupt officials at all levels
will pose a formidable challenge ©w Mex-
ico’s povernment and society in general.
Mexican criminal groups will become even
more involved in both the movement and
distribution of cocaine serving the ULS. mar-
kel. Mexico also will remain a heroin sup-
plicr and the main source for most of the
foreign-derived methamphetamine and mar-
ijeana in the United States through 2020,

(LY Mexico's purticipation in the North
American  Free  Trade
Agreement  (NAFTA)

Population Growih
In Latin America
(in millions)
2000 2020
'gzg 12258;(5] Sliﬁ;‘(l with the US.
389 502
37.0 45.3 ment,  substinitial infra-
25.7 338 . re iw .
24.2 329 and  slowly  expunding
52 188
29 3¢

will make the twansition
W a market cconomy
jmeversible. Northemn
Mexican states increas-
ingly wilt become inte-

economy ——reflecting
new direct foreign invest-

structure  improvements.
free trude amangemenis

with the rest of the
world —while  southemn

states will confinue o fag
in job and income growth.

=t~ Economic restructusing,  underdevel-
oped salety nets and government services,
marginalization of impoverished states, and
continued deficiencies in public education
will hamper Mexico in resolving pressing
social issues, increasing its vulnerability 10
continued  insurgeat  activity  and  occa-
sional, localized, violest upheavals,

=5 | ong-stunding, deeply-rooted Mex-
ican  sensitivites  over  perceived U8,
cncroachment on Mexican sovereignty and
undue U.S. influence over Mexican atfairs
will continue Lo affect and linut the nature
of bilateral relativns with the United States,
Mexico periodically will show its disap-
proval of perceived U.S. meddling in s
inernal affairs but will avoid jeopardizing
econmnic tes.

W“t*ﬁﬁuui

m-aranus aﬂemphng fo pursue one of the

most extensive force modernization programs
in Latin America to teplace ifs anliquated
military equipment. However, President
Cardoso will have o focus on avoiding
economic catasirophe, consequently
hampering growih in the defense budgel and
curiaiting modermization efforts.

BRAZIL
+& Brazil should make considerable

progress toward asserting itself ax the prin-

cipal pelitical, cconomic  and  military

power in South America by 2020. Politi-

calty, Brazil is solidly demociatic. Despite

a senes of political and public security cri-

ses that could have alforded the military the

pretext for antervention in politics, the
armed forces have shown no interest in
involving themselves in the political pro-

cess except lor lobbying on delense mat-

ters. The influence of the military scevice

chiefs will diminiish even further with the
establishment of a unified Defense Ministry

within the next year, though the complete
subordination of the independemt services

to the ministry will be gradual.

- There are few signiticant threats that

would jeopardize the democratic order in
Brazil. Lefuist labor parties have won elec-
tions at local and state levels as well as in
the national legisfature, but their agenda

has little public support at the national

level. Protests and property confiscations
by vrganized landless groups have gener-
ated Yocalized conftict and national public-
ity but have not generated effective political

FUTURE THREAT 1999-2020
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support: police and military security lorces
have contained them. No domestic terrorist
groups are active. Brazils public security
tforces, augmented by the military as
direcied by the president. will be able to
contain the feeble and sporadic challenges
to public order.

“&-Brazil will follow an active foreign pol-
icy agenda aimed at increasing its influence
as a regional power and furthering its histor-
ical aspirations to be recognized as a world
power. Brazilian foreign policy will be
strictly independent, based on Brazil's per-
ceptions of its interests. Brazil's foreign pol-
icy will remain aimed at enhancing its global
political prestige and integrating it into the
world economy on the most [avorable terms
possible. Brazil and the United States will
enjoy good cooperative inttistives when their
foreign policy objectives coincide, but Brazil
ocvasionally will distance itself from U.S.
positions. Brazil will continue to press its
interest in becoming a permanent member of
the UN Secarity Council.

= Brazil will maintain the largest armed
forces. mearly 300,000, in Latin America
while taking ineasures (o improve its opera-
tional capabilities. Strategic security priori-
ties over the next two devades wilt be on
force modernization, including the acquisi-
tion of advanced fighter aircraft in the next
decade. the Amy’s Rapid Reaction Forces,
effective integration of computerized C'[ at
the national level. and deployment of the
Amazon Surveillance System (STVAM).

STRATEGIC IMPLICATIONS

£€¥ By virtue of its proximity to the U.S..
Latin America will continue as a strategic

WV Regional Assessments

Latin Amedca

(U) Brazil’s Avibras ASTROS It MRL.

interest well beyond 2020. Economic coop-
eration and integration will further the
importance of this relationship.

=¢&> The threat of drug trafficking and asso- '

ciated organized crime and the implica-
tions of countering it will remain a
complex and at times contested issue in
the region. The United States will peri-
adically be challenged to deal with Latin
American politicians tainted by allega-
rions of ties to traffickers,

(U) Migration brought on by economic
deterministn and political dissatisfaction
as well as future humanitarian disasters
will have a direct political and econromic
impact on the United States throughout
the next two decades.

& Though it faces no conventional
threat, the Panama Canal could functiop in
a less than secure environment under lack-
luster Panamanian stewardship. The safe
transport of U.S. economic and military
tesources through the canal and region will
remain of great concern.

Some countries
may retain the
trappings of
demaocracy
but fali back

to de facto

authoritarian rule.
thereby creating
sublle challenges
for the United
States.

UNCLASSIFIED
Brazillon Economics At A Glance (n $)
1999 2020
Total GNP (PPP): 1.1 blition 2.6 billion
Per Capita Income: 6.7 thousand 12.8 thousand
WBrarzilian economy is the 8th largest in the world
(measured by GNP at cument exchange rafes)
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Regional Powers

Ambitions of regional powers will lead to conflict somewhere in the

world each decade.

REGIONAL POWERS
ISRAEL SOUTH AFRICA
IRAN TURKEY
SYRIA BRAZIL
IRAQ NORTH KOREA

SAUDI ARABIA INDONESIA

NIGERIA EGYPT

(Uj Repional powers possess aggregate
capabilities less than those ol the major
powers. but greater than those of fesser
states. Today's regional powers include
Brazil. Egypt. Synia, Israel. South Africa.
Nigeria. Turkey, and Indonesia. Also in this
category are a number of so- called rogue
states, incloding fran and [rag, and less

V) Sesian tonk.

{U) Kim Chong-il ond frusted milltary
advisors.

comprehensively, North Korea. Serbia. and
Libya. Regional powers in general will gain
in infleence and power by 2020. They will
do so because of projected fong term posi-
tive economic growth rates in the develop-
ing world and more accessible information,
technology, and transportation systems.

(L) Some regional powers will be ambi-
tious in their areas becawse they will want
10 attain control of regional wealth or key
resources, or because their leaders will
want to divert altestion from domestic
problems through exwernal aggression, In
addition, some of these states will see
themselves as ideologically pitted against
the West. Some. for example. will be influ-
enced by political or religious extremism.
Historically. few decades have not had mili-
tary conflict among powers of this size, and
we are unlikely o tansition through the
next 20 years without more of the same,

108
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Glebal Delense Iendls

“New infaniryman
fo commanding
officer: “Sir, where
is my fox-hole?”
The officer's quick
reply: “You are
sianding on it
Just throw the dirt
ouft”

— Author
Unknown

1ic

Global Defense Trends

€ Defense spending has leveled off glo-
bally since the precipitous fall from 1988
1995, Slow ccomomic growth (n the near
term will provide litde capital for any sig-
nilicamt upward trend in defense spending
and indecd. with low conventional threat
perceptions.  combined  with  significant
domestic spending imperatives,  defense
planners will be hard pressed to justify sig-
nilicant wcreases. States wild seek to recap-
italize  inventuries  and  restore some
capabtlities tair defense) shat have gener-
ally languished since the tate 1980s, but
such  recapitalization  generally  wilt be
modest, There will be notuble exceptions.
especially in counwies it seck weapons ol
mass destruction and miissife systems for
the delivery of weupons inter-regionalty.

= Incregsed  ecomomie constraints  and
redelined miifary requirements have led 1o

a mijor reduction in global defense man-
power during the last decade, This vend is
likely w0 continue, alheit at a stower pace,
fow most of the major powers. In contrast,
many regional powers will maintain relative
Stability i theic sumber of active Torees,
and in regions of tension or conflict (here
actually may be increases in the size of miti-
tary forces. Such increases are fikely 1o be
circumstuntial,  however, with  countries
expandiag their active manpower only when
compelled by specitic eveats, The progress
of force reductions and adjusiments will
continue to be frustrated by vacillating polil-
ical support and leadership. Ac the saxe
time. such measures will bave to account for
improveniems in housing. retivement, and
other guality-of-dife issues. The following
geaphic depicts the world's Tavgest active
armed {orees adong with their geperal trend
11 MANPOWLT,

UNCLASSIFIED
Personnel Trends for Selected Armed Forces ]
Decreasing | Steady® Increasing |
China o A
Greglerthan | Unfted 8fafes ™ | 1T " )
1,000,000 Russica incka” 1T T
NATO Europe™ | North Korea B T
500,000~ to fran T orkey
sizo of 1,000,000 ’ Pokisian South Korea |
Ammed Great Britoin ltaly _ Burma
Forces Garmany Romanio
France Egypt
| Polond raq
200,00 ic -
500,000 Ukraine Indonesio
Vietnam
Taiwan 7
- Japon
Brozil
*  Fuctuating or nearly stable
** Al European NATO countries aggregated
(Scances: Internmanonal insthite for Sttatagic Stuckss)
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Giobal Defense frends

= Although 1he global teend is a steady or
deciing in anved forees. the overall numbers
ol active armed Torces can be misleading,
For instance, they do not take mioe account
reserve cleatents and their sole in national
security. Nonh Korea's reserves 1otal about
4.7 million and will be included in available
frest line persounel in any major contlict.
This represents  almost 689 of North
Korea's male population between the ages
ol 15 and 50. Brazil has a relatively low
nener of active forces at abouwt 3 3.000
compared to the nearly 1.3 miflion in i
reserves. The actsal wend in manpower also
can be misteading. When Chitsa reduced the
Peoples  Liberation  Army  (PLA} by
SO0L000, it anereased the Peoples Armed
Police by the samie amount. thas represent-
ing u shift in forces that remain a poteatial
resouree for e PLAC T s important to note
thatr amy long-range lorecasts on nlanpower
isstes will fiave 1o po beyond the sumbers
asl fook at evolving strategios and doctrines
as well as trainmng and readiness,

=€ The world arms market is expected to
deching unnil 2002 because of the ongoing
worklwide financial crisis, In 1990-97, new
arms agreemients sdecreased by 154, The
drop in world ofl prices was or hus been

TErRussian Kito bound for Ching.

particularly punishing for Middle Fastern
states, severely  Thniting  their ability 10
finance large arms purchases, Delivery vad-
ues, which fune  inercased  recently s
coutpmeit purchased in the Yate 19%0s and
carly  1990°% is fimally  recened. will
decrease sigmificantly in the comimg yers,
Compeution Tor Tuture arms contracts will
continue to grow. naking offset deads and
creative bnancing ¢ruciad m susaining the
market for aew armaments. Secondhand
mivkets will flourish by atiracting coston-
ers are unable to xtford new weapons,

Major Arms Recipients

Saudi Arabia Turkey

Egypt

UA.E . Kuwait

Toiwan i China

India

South Xorea israel

=&)- Defense industries will continue restructuring. Global defense pro-
ducers will refocus their industrial efforts in two ways. Producess in
industrial nations will stive for consolidation and modernization, and
those in developing nations will aim for selective expansion. Industrial-
ized nations, which account for the overwhelming share of weapons

'{ production, will continue to consolidate their defense industrial efforts.

PPN RSP
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Giobai Defense Tranas

(B)(1).1.4 (c)

! Projected Most Capable Regionat Arms Producers
(excluding the U.S.)

(U) This table of leading reglonal defense producers is based on a subjec-
tive comparative measure of the overall breadth and depth of industrial
. capabiiities projected over the next 10 years. Aclual output of weapons
will depend on economies, force requirements, and export orders. The
countries are listed in order of imporiance from left to right by region;
cross-regional comparisons are not impiled.

EUROPE

France

UK ! Germany

| naly

ASIA

Japan

China South Korea

| SOUTHEAST ASIA

Australia

MENA

(srael

Iran Egypt

EURASIA

Russia

Ukraine

SUB SAHARAN AFRICA

South Africa

| SUBCONTINENT

India

Pakistan

LI.AT!N AMERICA

{ Braizil

Argentina
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Ground Force Trends

(L'y Most ground forcen are undergoing
downsizing. Many developing countries
have ontdated equipment that is either non-
operational or in serious disrepair. while
their modernization efforts focus on acqui-
siion of updated “Cold War™ systema.
Developed nations are in vasions stages of
moderpization but most ure conlending
with resource  competition  with  other
defense programs as well as domestic
issues. Doctrine is evolving slowly world-
wide; however. most nations continue 1o
adhere 10 antiquated tactics and practices
mirroring old Western or Soviet modes.
Levels of training and logistics are in tan-
dem with levels of modemizarion and doc-
trinal advancement. Doctrinal nigidity can
serve as a brake on making use of new or
enhanced systems. Battulion-level exercises
are the norm for most developing nations,
and most will fack any proficiency at con-
ducting joint exercises and combined s
operalions.

(U To balance the demands of responding
rapidly 1©0 local or regional contingencies

V. Defenss Systems. Science und Technology

Ground Force Irends

(V) German infaniryman participates in NATO field
exercise.

a tiered readiness structuse. They  are
maintainiog a relatively soall but well-
trained and cquipped portion of the force
at high readiness. while keeping the bulk
of the force a1 cadre or pre-mobilization
sLas.

(Ut In the less developed world. ground
torces will remain the primary means ol

“The emperor sent
his troops to the
field with immense
enthusiasm; he will
lead them in per-
son when fthey
relurn.”

while maintaining 2 capability to mobilice wmed combal. and many of these forees - Mark Iwain
for large-scale war. many states are adopting Wil be equipped with more sophisucated

. > .'9 v“z"\ > 2 22 ¥ ¥ ;

(V) Egypftian armor units, although reasonably well equipped, receive lilfle large-scale

unit fraining.
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Ground Byce Toads

weapons platforms against more modern
counterparts.

(L) The main armament of ground fight-
ing platforms will be characierized by
greater range, accuracy and lethality of
munitions. Globally. grouad force devel-
opment and composition will begin w take
into account the growing frequency of
armed encounters in urbun arcas by titor-
ing forces to meet the demands of these
contingencies. So potentially useful are
cities 10 asymmetricully oricnted military
forces, that oppasition forces will with-
draw into urhan eovirons and cede the sur-
rounding territory when taced with U8,
military interveniion.

~g,

% Y
(U) Czech A

rmy I-72 CZ proftolype.

and capable weaponry. The actual bat-
tletield etfectiveness of newer systems
will be reduced by persistent shortfalls
in raaning, maintenance, support, and
low morale: however a unique opera-
tional environment can provide a com-
pensating advantage.

(U) Although somewhat dependent on
SCONOMIL  CUNSITAINIS, MAjor  arnies
will selectively improve their tanks and
fighting vehicles with:

B Western fire control systems

W night vision devices

B Russian add-on passive or
reaclive armor

8 threat warmning and obscurant
Systems

W active protection systems
coupled with defensive aid suites

(L) With such improvements, devel-

oping natioas can extend the battie- () South Korean T-80U fanks.
ficld wtility of aging and obsolescent

114 FUTURE THREAT 1999-2020 UNCLASSIFIED
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V Deferse Systemns, Science and Tecrhnology

Naval Force Trends

(U The forcign naval theeat in the next 20
years will range from gencral warlare
threats in Lhe dittorsl cavironnient o unigue
threqts found in operations other than war
Naval warfare will continue to be diverse
and complex hecause of the variety of
adversaries, siuations. and force capabili-
ties that will challenge {1.5. naval forces
during the execution of their overseas pres-
ence aod wartighting missions. The foreign
naval {hreat will consist largely of older
platforms and weapons systems: however, a
growing sumber of modern. more capuble
svstems will be availibe for backtit or new
construction. No state will develop the
capability 1o presemt a global maritisac
thicat on the scale of the tormer Soviet
Union.

(U Most ol the world’s Bects will consist ol
ships not Larger than desteayers and frigates.
although a select few will retain or build
small o medium-sized aircrall carmiers. New
ship designs will emphiasize wnproved mul-
mission capability. endurance. reduced sig-
aatures, and increased system autonation.

st The threit rom submarines will be con-
siderably  dimimished;  bowever, it will
remain importan in coastal waers to which
many smialfer mavies are confined, Ahhough
their capabilities continue W decline, Rus-
sian submarines and weapons will continuc
to be the pacing undersea technological
challenge 10 U.S. maritime capabiliues,

% The threat from orpedoes is expected to
crease as older ohsolescent weapons are
replaced with higher guality. advanced tor-
pedoes. Wake-homing  omedoes  are
expecied 1o remain the primary thecat 1o
surface ships throughout the next 20 years.
Highly ~ophisticated.  connter-nicasure-
resistaimt,  acoustic-ioming 1orpedoes will
pose the predominant threat to submarines.

FUTURE THREAT 1999-2020

+5+ The mine threat will increase as mai-
time forces conlinue 10 see mines a8
cheap und eficctive  weapons  apainst
ships and submarines. Most countries
wil continue (o use ships as theie primary
naval deployment plattorm, although by
2020 a greater number will use subma-
riney and aiceratt in the aine-laying role.
There also will be increasing numbers of
more expenasive, sophisticated. propelled-
warhcad mines. such as encapsulaed tor-
pedoes. Mine tields using such mines will
cover signilicantly grcater arca than in the
st

5 A number of factors are making

AntiShip  Cruise  Missiles (ASCMy)
increasingly attractive to naval lorees.
including the variety ol systems availahle
for purchase, rtheir relatvely low cost,
and the improving capability to preciscly
strike targets at fong range, while at the
sime time countering defensive systems.

Naovol Force Trends

“it is not the busi-
ness of a naval
officer fo wrife
books.”

— RADM FH. Ramsay
endorsing an unfa-
vorable fitness report
on Alfred Thayer
Mahan

in 1893

£G)-The French La Fayefte Class Frigafe is one of the lalest in
generation of stealth ships. it is also ovailobie for export and has
already been purchased by Soudi Arabia and Taiwan,
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Nova! Force Trends

{U) Future Indian Shishumar Class Submarine (German type 209/1500).

“SECREF

Seiected Major Countries with

~SF@REF-
Selected Future Submarines
Operational by 2020
Type Country
Dolgorukiy SSBN Russia
Severodvinsk SSN Russla
SSBN-P-1 China
SSN-P-1 China
ATV SSN/SSBN India

Submarine Forces in 2020

Russia China

Iran Korea

UK Germany

Israel South Africa

Ausiralia Sweden

india Pakiston

Algerta France

Japan Egypt

Chile Brazil

Yugoslavia indonesia

(bX1).1.4 ()
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Air Force Trends

(L) Over the next 20 vears, glohal aireratt
inventories will continue W dectine in num-
bers, but residual aircraft will tend to be
more technofogically capable and fethal. The
mercased capability will result in pant from
their extended range, mulu-role mission
capabilily, und multiple engagement capabil-
ity. The proliferation of advanced agr-to-air
missiles, precision-guided munitions. cruise
missiles, and “smart weapons” abo  will
increase the defense and strike capabifity of
air forces globaily. Most countries will focus
on modified and upgraded vensions of

resouree shorttalls, training dehiciencies, and
inadequate C*1. EW, support and maiute-
nance capabifitics will lumit the combat
effectiveness of most air forces.

<& Liinanned aerial vehicles (UAVN) will
be used increasingly for surveitlance. recon-
natssance, and ultimatety stnke missions.
Low-cost systerns. with a flexible payloud
amd fong time-on-station capability. will be
catled on for missions in high-threat sitva-
tions. or where sustaimed coverage is neces-
sarv,  Today's  uadvanced  technologies
probably will be oft-the-shell techuology n

V. Defense Systems, Science and Tachnotogy

Alr Force rancss

“Airplanes are inter-
esting toys but of no

mititary value.”

— Marechal Ferdi-

nond

Foch, Professor of

Str
Superieure

» Ecole
Guerre

proven  airframes.  Overall,  however, 2020 and readily available worldwide.
SeeRer
| Projected 4th Generation Upgraded
and 5th Generation Aircraft
Aircraft Producer

Typhoon (Eurofighter) Europe (italy, Spain, Germany, UK)

Rafale France

Mirage-2000 . France

Su-37 Berkut Russia

Su-30MK1 Russia

Chinese new fighter China

Gripen Sweden

(U) JAS-39 Gripen Fighter. (U SU-37 Berkut Fighter.
SESRER
Selected UAV Producer Countries
Iran India Russia China North Korea
Argenting Ausfralia Canada France United Kingdom
Germany ttaly Japan | Israel South Africa
SECRER FUTURE THREAT 1999-2020 17
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B Most effective
non-Western
integrated air
Jefenses
through 2020:

Russia
China

Tran

North Korea
india

B Growing air
defense threat to
low/slow
unprotected
aircraft

B More sophis-
ticated
MANPADS

threat on the
horizon

(U Russian 5-300 (SA-10) Air Defense Missiie System.

Air Defense Force Trends

(Uy Many  nations, cognizam of the
advantages afforded thase potential oppo-
penls  possessing  saperior air warfare
capabilities and taced with the high cost
of acquiring airborne defenses, will place
a high premium  on  improving their
ground based air defenses. However,
while across-the-bouard upgrades in ous-
siles and sensor capability will occur.
most states wifl be unable to acquire and
fietd integrated wir defense networks and
systems. which  will limit  operational
effectiveness of the new technologies.

59 Tactical SAM technologies will con-
tinue to improve. including more sophisti-
cated  seckers.  sensurs.  propulsion,
guidance and control. warhead/fusing, sig-
nal processing, and acyeisition and tracking
devices. These changes will place signifi-
cant demands on the countermeasitres
development comeunity.

&% Air Jelense artillery (ADA) will con-
tioue o augment point defense of high
value targets. Advanced all-weather. night.
and fused-data capabilities will make tradi-
tional ADA weapous a durable threat 10 air
apcrations throughesit the forecast period.
Increased numbers of combined pun and
missile air defense systems will appear.
many through inwegrating existing ADA
guns and mas-portable aic defense sysiems
(MANPADS) or short-range SAM svstems.

ADA  will increasingly be expected to
effectively counter precision guided muni-
Lions and cruise missiles.

5+ Short-range ai defense coverage will
be acvomplished by MANPADS. short-
range SAM systems. and AAA systens.
Detense forces will operate these weupons
in highly mobile units, fired by an individ-
sal soldier or from specialized vehicles.
Their association with advanced surveil-
lance equipment and €41 systems will
enable these previously limited systems o
become increasingly lethal at providing
point defense.

5+ Air defense laser weapons. capable of
blinding pilots and airerafl optical sensors,
and inflicting structural damage 0 weapons
plattorms. are likely 0 be deployved by 2021)
by Russia und pussibly China. Some pilot-
blinding weapons may be deployed earlier.

(L) Swedish RBS-23 Bamse Air
Defense Missile System

118
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Missile Trends

iy By 2020, North Korea. bran. and
depending on sanctions perthaps brag
will likely have joined the "ICBM Club.”
with a vanety ol pavload options. Pakistan
and India will be constrained from joining
prmacity by a decision to do so. India
could convert a SLY into an ICBM in 2-5
vears given such a decision. Ching will
have deployed at feast two new [CBM sys-
tems by 2010, Prohferation of ICBM sys-
tews should also be considered piven the
current witlingoess of such countries as
North Kaorca 1o expoit missile echnology.
It scems more likely now that Iran. Paki-
stan, and evenmually Iraq and other coun-
trics o concern niay he able to purchase or
indigenousty develop and produce compao-
nends for an 1CBM in abe next decade,
based in part on the North Korean success
with the Tacpo Dung [in 1995,

v Delense Systems Science and Technology

Missite Trands

“Since the beginning of
the 20ih Century the
'v:fgsole idea of 7::gi.sfance

changed. This aiter-
afion in spafial volues
came about in lite
more than a -
of the Germans in the
conduct of this wor
(WWil) was speed. We
(The French) on the
other hand, did our
thinking in terms of yes-
terday or the day
before.”

- Marc Bloch,
Strange Defeat

(V) Pokistani Ghauri MRBM Missile.

{U) Indian Prithvi SRBM.

“{b)(1),1.4 {c).1.4 (d)
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V. Defense Systems, Science and Technology ——

Missite frends

Missites with ranges 3,000km and under are also considered Theater

Ballistic Missiles (TBM).

120 FUTURE THREAT 1999-2020
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V. Defense Sysiems. Science and Technotogy

Missile Trends

ICBM — Intercontinental
Balltic
Missile

IRBM — [ntermediace
Runge
Ballistic
Missie

MRBM — Medium
Ringe
Batlntic

: Misstle

i SLBM — Sea/Submuriac

i Launched
Baflistic
Missile

TBM -— Theater i
Ballisiic !
Missile

[LACM — Land
Attack
Cruise
Miysile

ALCM — Arr
Launched
Cruise
Missile

: SLCM — Sea

i Luunched

Cruise

Missile

“India has reached ¢« stage
where nobody from anywhere

would pose a threat.”
— George Fernandes
indian Defense Minister

(After spring 1999 Agni missile tests)

Hraq's Al Samoud SRBM will
have a maximum rangé of
140km with o projected
payioad capabitity of 300kg.
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Misssle Trenos

(6X1).1.4 ()

122

5+ Regional and cross-regional coalitions
will share ballistic missile lechnologies and
production capabilities. Fulure deployed or
developing systems will have increased
range because of fighter und stronger mate-
riads and advanced propellants. Enhanced
aceuracy of future missile systems wiil be
possible by the use of improved goidance
instruments  and  navigational  aids  that
already ure available or in development, A
few countries may prove inpovative in their
launch capabilities. Future conflicts proba-
bly will involve the use of these weapon
systems with WMD), including  nuclear
wepouns,

{U) The KH-35 represenis Russia's
most advanced cruise misstle lech-
nology, and will have boih air and
surface launched voriants.

FUTURE THREAT 1999-2020
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V Detense Systems. Science ond Technology

Space-Based Systems ltonds

Space-Based Systems Trends

() The space systems of 2020 will be
much more capable and more widely used
than the curtenl space svstems. Almost 20
years ago. fewer than a dozen countries had
national satellite systems. Today. 24 coun-
tries have them. and by 2015, nearly 40
countrics will have their own satellites.
International consortia will have un increas-
ing role in space exploitation and develop-
ing space systems. By 2020. more than a
dozen commercial entities could provide
both launch and «<atetlite services. Such
activity will dramatically increase the guan-
uty and quality of space services —
especially for global mohile sateliite com-
munications and space-based imagery —
available o any country on a commercial
basis. The application of these services has
the potential o vastly enhance the military
capabilitics of many nations,

69 Already under development are private
launch capabilities such as the Sea Launch
Project that will use a modified mobile oid
rg to conduct lasnches trom the South
Pacitic Qcean. Consortia wilf pluce imag-
ery und geospatial daty plattorms in space
as wedl as a wide assorument of communi-
cations platforms. While the timeliness and
resolution of commercial sateflite imagery
may not be as militarily useful as national
progeasas, the number of satellites in orbit,
and the quahty and quantity of imagery
provided. will increase dramaticalty. Cus-
rently there are about 200 conunercial vom-
munications satellites in orhit. By 2008,
thix number could easily be well over
LODO. This rapid access of information
through space will change not only how we
live but also will change how we conduct
war. The large mcrease in satetlites is
result of the advent ol maltple commerciat
ventores for small vensatile communicy-
tions satellites. The proliferation of such
salellite communications services will have
dramatic fmpact on the conmunications
architectures of many developing nutions

(U) The Sec Launch Program is one of severol private

launch enterprises under deveiopment. Norwegian,
Russion, Ukraipion, and U.S. firms pulled togelther to

form this consorfia, which has enfered the lesting

phase of the progrom.

and may sigmificantly enhance the tacucal
command and control capabilities of for-
cign mihtary units using them.

&= Increased foreign militan space capabil-

ities will erode the yelative military advan-
tages the Ulnited Stnes enjoys i ~aellite
FECONMMSSANCE.  Communicitions,  naviga-
ton. and other space-based  capubilives.
However. the U.S. will remain the dominant
spave power throughout the forecas! pernad.
Russia almost certainly wall remain the sec-
ond most capable space power Jduring 1his
time. Europe. China. and possibly India and
Japan. will alf vie [or the pext position,

& Polential futare adyersaries

[will e able to disrupt.
deteat. or deprade the missions of some .S,
satellites  through  jamming  equipment.

(bK1).1.4 (c).1.4 (d)
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V Defense Systermns. Science and Technology

Space-8ased Systems Trands

{U) Russian Proton Lift-off With 185 Controf

Module.

ground station attack. concealment and
deception. information operations (10),
direct-ascent anti-satelfite weupons, and
directed-energy weapons. By 2020. the
number ol countries with some capabil-
ity to interlere with sateflite operations
almost certainly will increase,

“Don’t tell me man doesn’t belong out
there. Man belongs wherever he wanis to
go — and he’ll do plenty well when he
gefs there.”

(L) With increasing homan presence in
space over the decades to come, “space
weather™ will be of greater concern for
operations in space. Platforms will be suxs-
ceptible 10 degradation and limited damage
from cosmiv sand-size particles and solar
wind. The level of dependency by national
defenses on these space based systems will
dictate the level of concern. The issue of
space debris, especially with the huge
increase of satellites in orbit at risk of ¢colli-
sion. will also be of greater concern.

{U) Between 2003 and 2003, the Interna-
tonul Space Siation (1SS) should achieve
tufl operational readiness — 100 years alter
the Wright brothers” first  flight.  This
expanded human presesce will  further
broaden our security inlerests in space.
Foregoing ISS participation, China probably
will be operating both a small space station
and a supporting spuce plane by 2015. In
light of the trends projected through to
2120, consideration will have to be given
the declaration of securnity responsibilities in
this eventual arca of responsibility for our
armed forces.

— Werner von Braun (U) Concepiual drawing of the intemational Space
Station.
124 FUTURE THREAT 19$9-2020 UNCLASSIFIED
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V Deafense Systems Science erd Technasiogy

Science And Technolagy Trends

Science And Technology Trends

() The dominant tread in both military
and civilian technology in the next two
decades will be the application of automa-
tion and information processing technology
10 every aspect of professional and personal
life. in the military arena. this will increase
the speed. precision, range. and efficiency
of every action, from targeting to maneuver
10 logistics. Even mid-ranked militaries
will be able to use commercial ofi-the-shelf
technology to operate more sophisticated
command and control networks, while
advanced militaries will connect informa-
tion networks to every weapon and plat-
fom w0 achieve  highly-imegrated
“network-centric warfare.”

(U) At the cutting edge. weapons based op
new physical principles may be available
by the second decade of the new century.
These include electrodynamic weapons,
thermoburic  explosives, radio frequency
weapons, and effective ballistic missile
detense systems.

(U} Tmplementation of very advanced
weapons systems and weapons platforms
will proceed at u slower pace. primarily
due to the fact thau globally, defense
speading and military R&D  remain
below their 1980s levels. However, tech-
nologically advanced conventional sys-
tems  developed in the 1990s  will
proliferate graduslly. These systems will
comsist  primarily of fith generation
fighter aircralt. space-based reconnais-
sunce systems. stealthy cruise pussiles.,
armored vehicles with active defensive

systems, and  artitlecy/radar  systems
capable of rapid  counter-battery
TESPONSES.

(U) Barring a resumption of hostile rela-
tions among major econoinic powen, it is

unlikely that any nation will invest in the
rapid modernization and fielding of large
numbers of these very advanced systems,
but selected, limited upgrades will occur,

(U) Key techmological innovations with
potential military application include new
bio-mechanical manufacturing processes,
using the tools of bioenginecring to mass
produce molecular scale mechanical sys-
tems at Jow cost. By the second decade of
the next century, radically different tools
for military conflict will begin to develop
from the merger ol applied biotechnoelogy.
miniaturization of electro-cherical and
electro-mechanical  systems, and the
ubiquitous  application of information
technology. Possible applications
include:

W Tailored biological agents. dissemi-
nated widely hut activated only in
very specific  circumstances 10
achieve desired non-lethal (limited)
effects on personnel or matericl.

The greatest
surprise we may
encounter is the
fielding of a very
limited high
technology
capability by an
opponent .. that
we did not
anticipate.

(U) Micro chermicoi analysis “Jab in a peo pod” (acoustic sensoy,
vapor concenfrafor, and compact disc analyzer).

UNCLASSIFIED
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Science And Technology Trends

B Mimature sobotic devices — senson.
weapons, or buth—with enough com-
puting power on board v sense and
respond to thedr environment. comau-
nicate and receive instructions, and
react o uneapected develupments.

“Future Advances in Military
Technology that May Result in
Enhanced Threat Conditions:

B Nuclearization and chemical/
biological weaponization
‘ M Precision munifions

: I Conventional weapons of mass
. destruction
3l Nonlethal weapons
A information technology and
cybemetic warlare

| @ Camoufiage, cover, conceaiment,
:  control denial, and deception
(C4D2)

" @ Brilliant sensors

i 8 Technoterrorism/technology-
qided espionage

(U) Robotic Surrogale.

176 FUTURE THREAT 1999-2020

W Svstems that wse or mimue bological
processes to generate power {photo-
synthesis. adenosine  (riphosphate
eyele to move and commudicate, and
(o sense the environment.

(L) The availabshity of advasced systems
on the commercial market consitutes a
vast shift from the Cold War era. At thal
ume we believed our opponent to be
operationally comnpetent, as were we, so
the advantage went to the sude with supe-
rior technology and toree structure, In the
conting decades. opponents mily be able
to o almost any cutting edge tech-
noJogy ur service in the open market, The
advantage. therefore, will go w the side
that i more competent in applying that
technology- i feris of - vrganization,
doctrine. tactics, traming, and logistical
support- 1o generate superior force on
the battlelicld,

These developments
signal the rise of a
military technoculiure
in which time, space,

speed, and other
fundamental
conditions are
radically changed.
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I V. Defense Systems Science and Technology

Gilobat Technglogy Comporisons

Global Technology Comparisons

Il H-M Space Boosters
Ml High-Speed MAGLEV

B Fly-By -WiraConfrols [ | Hydrogeq ‘Vehucle b

B Low-Speed MAGLEV
il Ceramic Matrix

con Packoging

y Magnetic Disks

‘é’ycal Storoge
tMBisplcys

Technology &~

W Ceramic Matrix Composites Composites
UNCLASSIFIED | “Let me assure you,
- ey o Fhe TS, atnd its allies are in a very 3 peopi
Nine Citical Technology Areas | fuvorable  position  in  terus  of 53‘;’, will not see e
. . advanced technology devetopment. a T ) )
B Semiconductors factor that will continue to impact mil-  — Minister Milton Wright
8 Computers itary developments. The graphic 1o the (father fo O’V”{:ﬂgzg
. i lett depicts 9 critical technology arcas,
@ Aircraft Pnlcm{zd adversacies recogaize their Seplember 1903
B Space general technological disadvantage in
- . most of these areas and will seek 10
B Telecommunications vvercome this deficiency by actively
B Advanced Manufacturing pursting opportuaities for technolugy
transfer. developing asymmetric and
® Advanced Ground Transport asynchronous means to coynter tech-
W Advanced Materials nologically superior forces, and devel-
. oping niche cupabilities designed 10
i 8 Biotcchnology counter specitic echnological compo-
T nents of U8, and allied forces.
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advance...

for in every war they

kill YOou M A4 BEW way."
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Overview

(U) Although the fundamental purpose of warfare is valikely to change in the
decades ahead. the conduct of war will be far more complex than it is today. Many
armed forces will operate predominately with late 20th century armaments, but with
a smattering of technologically advanced weapons and platforms. This condition will
present significant challenges for the US. military, which will operate apgainst a wide
variety of weapons across the entire spectrum of conflict. Limited conventional
warfare remains likely at the regional level, but even there the rapid urbanization of
much of the developing world will create a new dyvnamic with which U.S. forces must
contend. The dvnamics of future warfare will include the decisions and actions of
technical managers as well as warriors and political leaders who use the technology.
FFuture war will involve individuals, groups. and states with vnique capabilities to
pursue their strategic goals and inferests.

(1) New applications of warfare will complicate this turbid situation. The lessons of
Opcration DESERT STORM and subsequent operations in Southeast Europe have
not heen lost on our adversaries, who in the future will be lar less likely to array
conventional forces or fixed unprotected targets against the United States. Insteasd,
these adversaries will choose to employ asymmetric and asynchronens forms of
warfare against the U.S. and our allies. Terrorism, weapons of mass destruction,
information operations, and infrastructure warfare are just some of the more
prominent examples of asymmetric forms of attack, The potential Tor anonymity in
asymmetric warfare further complicates the problem, for in most instances a degree
of time is required to establish a perpetrator’s identity, forcing the L.S. into an
increasingly asynchronous condition in terms of a response, The more asynchronous
the response, the harder it becomes for the U.S. to make a strong case in the eves of
world opinion, thus jeopardizing victory in the battile for the observing public’s
perception.

(L") The combination of new and traditional applications of warfare. as well as the
technological redefinition of the notions of speed and tempo, space. time (technotime
— where things happen much faster than in the past), and distance, are forcing a
radical change in our doctrinal cuncept of “battlespace.” The result will be a non-
linear and highly interactive environment in which our adversaries. although
nominally weaker than the U.S.. will attempt to gain circumstantial advantages.
Understanding this new dynamic of war is thus critical to understanding the futare
threat.

Vi Future Wartare

Ovesview

“There is only one
principle of war,
and that is this.
Hit your enemy
as hard as you
can, as fast as
you can, where it
hurls him the
most, while he’s
not looking.”

- Sandhurst RSM
Jo Cadet Wavell
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Batflespoce

Battlespace

UNCLASSIFIED

Non-linear and

Forces

Curtrent
Batile

it
B

(U The doctrinal concept and the reality
of battlespace has and is changing. Space
larea), Lime and distance have taken op
different values because of the nature of
weapons and the teropo of medern mib-
tary operations. The pervasive nature of
the electromagaetic environment, the use
of exvatmospheric space and the undersea
inner environs in operational wartfare, and
the evolution of cyberspace as an element
of the enviromment and as a dimension in

which o engage in conflict, have all con-
tributed to this change.

(U) U.S. capabilitics, when juxiaposed
against poteatial eoemics, seem powertul,
indeed. dominanl. However, circumslan-
tiully owr adversaries can (and  will)
achieve somwe  technical o procedural
capability about which we must know and
be able to counteract in advance of its use
1o preciude unnecessary casuidties, threat-
ening conditions, and surprise.

Understanding the new dynamic of war is critical to understanding the future

threat.
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S VI Future Wartare

The A:l and Dynarmics of Wor

The Art and Dynamics of War

{1 The foundations of war imay not funda-
mentally change, but the functional con-
cepts and the nsture of war constantly take
on new dumensions, incfeasing in com-
plexity as technology and geopolitical cir-
cumstances  evolve.  Each  passing
gencration coniributes 1o the evolution of
warfare with advancements in technotogy.
weapons, tactes. and  doctrine. These
changes are integeal to the evolation of
battlespace. From shing shots in the Gaza.
to advanced infantry weapons firing bath
high explosive and kinctic encrgy rounds.
to war in cyberspace. all must be consid-
ered and understood in order o effectively
fuaction in the current and future conflict
environment. The dysamies of future war-
tare will include the decisions and actions
of technical managers as well as the war-
riors and political leaders who use technol-
ogy. Futurc war will involve individuals
and groups who seek simple survival. as
well as individuals. groups.

that combine the muss and firepower of a
lute-20th century force with some more-
advanced systems and concepis.

(L Future opposiag forces will be hard
pressed o match our dominant mancuver.
power projection. and precision engage-
ment capabilities. Most would prefer not
to engage in traditional conventional war-
fare with the UL.S. But in actual combat -
nations. the degree to which these torces
pose a threat will depend on a nwober of
[actors. Such tuctors include the abihity to
absorb and apply kev 21st century tech-
nologies. which wifl be crucial 10 combat
performance. as well as to overcome defi-
ciencies in traliing. lcadership, doctrine,
and logistics. As with any combat sce-
nario. the specific operational-tuctical situ-
ation and the geo-political and natural
covironment will also bhe significant lac-
1ors in overall performance.
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and states with unique Capi- e —— ————————————————————
bilities to pursue their strate- “Waris a bfaln-spah‘e"‘ng w[ndpipe-sm‘ﬂng on.”

2ic goals and inlerests,
— Llord Byron

( Over the next wen
wenly  yeurs, some  nalions
will sinve 10 augment their
mass-and-mancuver force
staucture with sclected high-
end  capabilities, mcluding
WMD and nussiles. satellite
FCCONNIISSENCE, precision
stibe systems, global posi-
livning, advanced wir attack
and air defense systems. and
advanced  anti-surfuce  ship §
and underseu wartare capabil-
iies. Tt s likely that in any
large regional conflict hevond §e oz D S X
2010. US. forees will face il L R R L, &, .
“hybnd™ military  opponests ) french soldiers test the prolotype PAPOP (Future Individuai Armament)
muli-weapon/multi-ommunifion sysiem.

UNCLASSIFIED
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The Ast and Dynamics of War

“The leader must not permit himseilf 1o be paralyzed
by this chronic obscurity. He must be prepared to
take prompt and decisive action in spite of the
scarcity or fotal absence of reliable information. He
must learn that in war, the abnormal is normal and
that uncerifainty is certain.”

— General George C. Marshall

We can expect
future warfare
fo be a subtie
mix of forces
and
ambiguous
conditions and
circumstances,
where complex
strands of
activity weave
through the
fabric of the
place and the
time and the
people. and
where nothing
is simple or
clear.. clanly
of purpose for
military activity
may often be
lost in the
whole cloth of
current events.
and tuture
plans may only
be dreams. ..

(U) Oae of the kev issues we must work to
overcome and to guard against is technology
surprise, where an opponest is able to
develop. acquire and use a technology that
may give them a circamstantiaj (lethal)
advantage, which we did not anticipate.
Under the nght conditions. their quantitative
capability. combined with  situational
advantages —e.g. initiative, limited objec-
tives, short lines of communication, familiar
tervain. time to deploy and prepare combat
positions. and the skillful use of asymmetsic
and  asynchronous  approaches — will

present significant challenges o U.S. mis-
SHM SUCCOSS.

(1) The dynamic and diverse global condi-
tion. the near-universal recognition of U.S.
conventional military superiority, and the
age-old interplay between war and peace.
threat and response. offense and defense,
and military art, science, and technology
are fundamentally changing the nature of
the threats we face. and the natore of war-
fare itself. It ts nearly himpossible w predict
precisely how these factors will play out—
in wrms of the motives. vulnerabilities,
capabilities, timing, locale. and technojogi-
cal sophisticalion of specific threats. Never-
theless, by recognizing vital LS. mterests.
understanding why people. leaders. aml
states engage in wartare, and acknowledg-
ing the ineraction between a potentiul
enemy’s goals. capability. inteat, and will,
it ix possible to discern the outlines of a
new threat paradigm and 1o assess emerg-
ing warfare trends and methods.

(U) Palestinian youths use sling-shofs against isroeli soidiers in the Gaza Ship.
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We have

lost the

relative

stability of

the Sovietl-era
bi-poilar world,
and we have
inherited a muiti-
polar disorder of
Byzantine
proportion.

NEXUS

(U The future conflict environment is
moli-dimensional  and non-linear  and
exquisitely ambiguous. There have atways
been a host of factors influencing the spe-
cific nature of conflict. Throughout history,
national will. geo-political and socio-cul-
tura) factors, political direction, technology,
clements of military power. military force,
and economic strength have all worked
simultancously and interactively to atfect
how and when groups of people have

Vi Fuhure Warfcre

The Art and Dynamics of Wos

engaged in warfare, These interwoven fac-
tors. taken as a whole. are in trn affected by
the external environment, and the specific
context in which they are operating. to pro-
duce the fabric of a potential conflict envi-
ronment. In the decades shead, space. time,
distance and other elements of the dynamic
of war will continue to be altered through
technological innovation, thus changing the
relative importance of individual factors and
intensifying the overall natore of the conflict
dynainic, and ultimately driving us toward
an uncertain future.

UNCLASSIFIED
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Cotagones of Conllict

Categories of Conflict

“He who tries to
be sfrong
everywhere is
strong nowhere.”

— Sunlzu

UNCLASSIFIED

RANGE OF POTENTIAL CONTINGENCIES

Asynchronous
Wartare

CONFLICT SPECTRUM

(Lh The range of contingencies on the chart
above covers the generally accepted spectrum
of conflict in which the LLS. could become
involved. The niems on the left of the chart are
oot only mest fikely o oceur, but are activities

in which we are engaged toduy in & variety of

places and ways. Those items on the far nght
of the spevtrum. hmited and global nuclear
watt, are not only unlikely o occur. burt if they
did occur they would so radically alter the
globat condition that the traditional constructs
would no Jonger apply. In the middle of the

chart is a break that separates the kinds of

conflict that are more Bhely and those that are
less Jikedy. International enorsm can be
expected thiroughout the spectrum of conflict.
and will remain a major ransnational political
and societad prablem. bet primarnily will influ-
ence conflict at the lower end of the spectrum,
Similarly. infrastructure/intormation warfare
and chemicalbinlogical warfare trunscend all
the categories of voaflict shown. In luture

Asymyaetric
Wariare

vonflicts, some form of chemival or biological
warfase is probable. generally within the con-
ext of very limited use and very restricted
kinds of conflict. Asvhchionous and wsyin-
melric warfare are ancient in origin; however,
recentty we have developed a much better
doctrinal undertanding of their impact. Pue
o our military superiority. advenaries are
likely to engage in asvinmetric fonus of wir-
fare, and the nature ol asymmetre warfare
often dictates an asvachronous response. For
the foreseeable fune. these conditions will
influence the way in which the U.S. is chal-
lenged and the wav in which the US.
responds. Finally. the activities listed in the
fower-left hand comer of the chart represent
non-traditional employment of U.S. military
forces. Whether or not one agrees philosophi-
cally with their inclusion among military mis-
sions, they are a reality wnd potentially impact
our ability to Hield combut-ready forces at any
particular moment in tinw.
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INDUSTRIAL-AGE
WARFARE

(L) Well into the next cemtury, industrial-
age warfare will survive as ene of the main
elements of conflict. Indeed. industriat-age
militaries will abound. although some witl
have advanced niche capabilitics and com-
ponents.  The massing  of  conveational
forces will occur on the bantleficlds of
future regional conflicts. but aot 1o the
degree that bas occurred over the past 2(0)
seitrs, Less developed nations may seck
asynunetric —although  not  necessarily
high-tech— means o counter the domi-
nagce of their opponents and will gely on
more affordable means provided by non-
raditional ineans o deter, defend or attack
or defend against adversaries. This correla-
tion exisds e potential futare  hosdititios
between Iraty iand {rag or Iadia and Pakistan
over the next S 1o 10 yvears, Bevond 2003,
nuclear deterrence probably witk play an
increasing role for these and other adves-
sarial relationships. Limited employmem of
small conmventional forees will oceur with
much greater frequency  than will nss
engagements, Fhese lintited cmplovments
will be more iadicative of kwa! confbct
mvolving states and groups that are deb-
clent in sustainnen! and power projeciion
capabilitics. They will eagage in shorder
duration contlicts with intermitient clashes
involving sinafl numbers of grouad and air
assets. Battles on the water will contioue to
he primariy limed to coastal and riverine
environments. For the foresecable future.
guerrilly tactics and terrorism will phay a
myjor role i fimited engagements or low

R —— VI. Future Warfare

Categories of Conflict

“Don’t ignore the yesterdays of war in your study

of today and tomorrow.”

— Douglas Southall Freemaon

itensily contlicts. and 1n some situations,
“hit and run” uperations will be the only

stite of play between warring factions. Air

power and missiles will constitute critical
strike capabilities in nearly every imagin-
ahle conflict.

(U Industrinb-age warfure will remain prob-
lematie tor the ULS. and s panners as dip-
jomats or miliey leaders are required 1o
mtervene  through  peace  brokering  and
enforcement. Some fow-level contlicts will
be Jand have beenf overlooked becanse they
nuy pot be casiby addressed or lack sulti-
vient magnitide o warrant international
attention. This phenomenon carries with it
the ik of show build-up to conflict escala-
Gion, expansion (o neighboriay states. refu-
gec flows, and intemal genocide. Bevause
these types of unstable enviranments will
Rourish in the next 10-20 vears, U8 forces
will continue 10 be involved o some degree
m this often Jocal wd low feved - yel
dangeraus - form of conflict.

URBAN WARFARE

(L9 By 2020, slightly miore than halt ot the
world’s population will live in urban or
built-up regions. The challenge to saciety
from large-scale urban 7ones comes oot
nerely from the concentration of people
but rather 1he inability of infrastruc-
teres to handle the Farge nambers, In
less developed  regions in Africa.
F Laun America and Asia. new urhan
£ dwellers arrive with few <kitls, litle
education and without the basic ¢co-
nemic wherewithal o survive and
thus contribute to the dvslunctional
nature of the urban center. This sity-
ation provides tor o very complex
environment  for military  opera-

tuens.  Future  operatioms!  Forees

UNCLASSIFIED
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Categoties ¢l Confiict

Q: “Can you tell
me how batile
works?

A: “Well, in my
opinion battle
never works, it
never works
according to
plan... The plan is
only a common
base for
changes. It's
very important
for everyone to
know the plan so
you can change
easily. But the
modern
battiefield is very
fiuid, and you
have o make

deployed o such areas will need 10 be
trained and experienced and o undersiand
the dynamics of the urban construct. These
forces will have to function not only in and
around hwrge structures but in the more dit-
ficult surrousdings of shachs and shanty
towns. These slums can beconme epicenters
ol instabitity discase. bunger and at times
discontent and conflict.

- In the future, forces deployed to prban
or built-up arcas will have to cope with a
potential spectree ol players that includes
insurgents, refugeds, criminals, governmen-
Gl authorities and the core citizenry itself,
The nature of the enviromibient, and the citi-
sen’s knowledge of that eavironment. will
complicate or assist LIS, actions, especially
intelfigence. logintics. and  peacekeeping
aperations. Potentiad targets wall be ffuid
and hard to single out. increasing the sisk of
target misidentification and collateral dam-
age. Arcane nformation sach as the loca-
tion aned capacity of wutey mams, clectrical
conduits, lelecosnsmunication cables ote, -
will be vital to cngaging torces. giving

(V) Mumbai suburbs.

velictes were trequently defeated by the
etfecnve use of small arms and improvised
weapons, In urban warfare. low-tech prob-
lems will not easily e solved with high-
tech solutions. The majority of the support-
ing infrastructure for midikgy operations
will have 1o be transported o the area ot
operations because ot the high probability
that the indigenous inlrastroctuse will be
insuificient or non-existent or ciught up in
the conflict. In short, urban warlare will
complivate tactical procedures and logistic
considerations and tax personnel resources,
and will present diticult poligcal and
human problems for us to sohe, Fhere is a
high prubability  that US. forces will
increasingly be deploved to wrban envigon-
ments over the nexd several deciules.

ASYMMETRIC AND
ASYNCHRONOUS WARFARE

(U Asymmetric wartuse is the current fabel
for a practice as ofd as warfure — attack the
enemy’s weaknesses, perhaps with unex-
pected or innovative means. while avoiding
his suremgths. 1t dune well, asvametric
avacks are unexpected and difficult for con-

your decisions them a tactical and perhaps strategic advan-
very fast — and " During 1993 operations i Mogixl-
y ishu,  Somalia, hostibe wargets  included
mosﬂydr;or o garages. ofd factories, and former hotes,
accoraing
plan.” +-The uselalness of conventional mitlitary
Q- “But at least cquipment wiatl be lunited and in some
y cases a tiability. The Russians (ound this to
:‘g}; o:gulfgows be the case w Chechova, where anmored
coming from?”  UNCLASSFIED
A: "And where
you're going
more of less.”
— Gen Dan Laner,
Israel Defense
Forces
Commander
Golan Heights,
973
(U) South African infantrymen deployed in
Lesofho’s capital city of Maseru.
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Catfegories of Conflict

. ]
“Hence that general is skiliful in atack whose opponent does nof know what
to defend; and he is skillful in defense whose opponent does not know what

fo attack.”

- Sun Tzu

ventional  nultary lorees 10 conter.
Because ol our dominant military position.
the LS. and our allies are likely 16 encoun-
ler asymmetric siralegies as weaker adver-
saries attempt to advance their interests and
avoid a direct miliary engagement on our
terms. Al the same time, the United States
CNJUYS ARy asynunetric advantiages over a
potential opponent. notably rapid decision
and execution cycles, high operational and
sisitegic inobility, precision deep strike.
and superior baltlespice awarcness.

(L Asynchronous warfare involves a pre-
selecied or delayed attiack on an adversaes,
twhing advantaze of the passage of tme @
develop @ strategic vpportunily or 1o exploit
a future vatacrability, Tunwan or technical
assers are strategically placed well belore
the actual confrontation. sometimes years
before, In a delayed atlack. often an act of
reprisal. the aperation is carried out after an
offender has lowered bis guard. months or
even yvears laer. (bX1).1.4 [c)

=Sk One classic case ol assnumetric/
asynchronous warfare occorred in 1993
Cpyvptaan terrogists wiempted 10 assassinate
Egyptian Presidemt Hosni Mubarak in Addis

Ababa.  Ethiopia. |

Their mission was clear from

the start: o dentify the beat docation from
which to Lwach a terrorist ambush aguinst
President Mubaruk'™s entourage dunng the
1995 Organization of Alncan Unity |OAU|
meeting, which wus to tuke place in Addis
Ababa. Sunilar asynchronous activities sur-
round the bombing of the U.S. barracks in
Daharin. Saudi Arabia in 1997 and the 1998
emrhassy bombings in Tanzama and Kenva,

(L Selecied defensive asymmetric strate-
gies include demal und deception. the use

ot underground favilities. und the threat of

NBC weapons.
Denial and Deception

(bX1)1.1.4 {c)

(U Althought toreign capi-

The warfare
against
Serbia in
the batile

over
Kosovo will
be the
perfect

reason for
the Serbs ta
seek
revenge in
the future. ..
that is their
heritage.

bilities e oxpected to con-
tinue o paprove over  the
neal 200 vears, the scope.
pace. and yualitavve level of
these improvements will vary
ANODE COUNEICS,

hidetep= This improvement
will depend on foreign coun-
tries” understanding of LLS.
strategy. doctrine. communi-

FUTURE THREAT 1999-2020
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Caregones c! Conflict

BY1),1.4 {¢)

(B)(1).1.4 ()

(bX1).1.4 (c).1.4 (e)

138

cattons, and  capabilitics: availability  of
financtal resources and weehinical expertise:
access 1o foreign assistance or cor

D&D tec

AT

[These countries will

mereasinghy integrate avtonsted inJorma-
tion systemis and the Internet into their
D&D plans. The expanding availabitity and
tumctiness of the Internet alse will provide
states with an etlicient inechiamism 1o
directly target the perceptions of key LLS,
and allicd civilian and military decision-
makers and o hypass the conventional
intetlizence cycle.

(BX1).1.4 {c).1.4 (a)

b Russia will contime to emphasize
protection of i strategic nuclear fotees,
WMED progeams. prolilecation activities. and
advinced military projects. Russia also will
continue o Bnprove #s post-Soviet inforni-
tion security and related  countermeasure
controly s it becomes used © & more open

suviety ,l

fO&D ucuvittes in

support of Trugi, Tranian. Libvan, Pakistni,
and Indian WMD progriuns will costinue w

(BK1).1.4 (5)
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he national proritics. Jn partcular. North
Korea will continue to develop D&D imea-
sures in support of its WMD program, and to
complicate and degrade U8, and South
Korcan indicidions and warning capabilities.
Other countries will increasingty represeat
D&D challepges over the neat 20 veans. as
will non-state aCtoes. [EITORSH Lrgunzatons.
organized crime, and narco-trattickers.

Underground Facilities ©X"!4©

UNCLASSIFIED
BAGHDAD BUNKER
Sheb " d.'.‘“ by Swiss or
GerTran comaries reportadly
were bull undier several officit
buitdings in Baghcad. Hors 1.

_ [Increasingly. rogue states

und other nations of cntical interest w the
U.S. are digging deep into yountains and
below the surfwee of the carth 1 coneeal
and protect key progrinns o partiv-
ularly WMD und ninssile delivery

Vi Future Wartare

Categorigs of Confict

{B)(1).14 (c)

wwatents - an o owell as Jeadership.
comumund. control, amd conunonica-
tons, Many countries alsa house
strategic miitry production apera-
tons in tunneled facilives. In addi-
tion, countries  such s Russia,
China, North Korea amd Cubg srake
eatensive use of underground com-
plexes Tor storage and operational
Jaunch sites [or ground. naval. and
F dAssels,

FUTURE THREAT 1599-2020
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Categoties of Confict

(bX1).1.4 (C}

(U) Conflicfs in the
future ore more
likely to involve a
chemical or biologi-
cof component.

5N Russia, China, and North Korea and
some other states (Cuba. Libva). already
have well-established  deep  underground
infrastruciures. Over the aext two decades,
they  will  slowly  carry oot new
construction — probably  in support ol
upgrading or replacing current underground
fucility infrastructure considered  vulnera-
ble or outmaded. und also to support new
follow-on  high-value  military  programs
such ay WMD and ballistic missiles.

e The continging growth of deep
underground Lacilities in Tran, Syria. Libya,
India and Pakistan and the initiation of
deep  underground  facilities i lrag
currently only known to possess shallow
underground  Facilities - is expected over
the next two decades. AR these countries
have burgeoning WMD and ballistic mis-
site progrims, and they continue o incor-
porate  deep underground  facilities  into
these inlrastructures. As more  countrics
commence ar ¢xpand NBC weapon pro-
grams and missibe capabilities, the number
of underground facilities to conceal and 1o
protect strategic assets is likely to grow.

Nuclear, Biological, and
Chemical Warfare

{U) The likelihowd of a chemical or binlog-
ical attack —~and 10 a lesser extent. a
nuclear threat — increises with the chang-
ing nature of warlure and the recognition

140

raqi Asymmetric Planning

FaNLI NS ]

vt drag has modified it 129
Teainer  aiteradt o uantanaed
remotely prloted vehickes (RPV Y sait-
able tor “swicade  tone-way) sorties.
Some of Trao's {29 wainer aircrall
have heen cquipped with spray tanks
that could ke fitted for biological
warfare (BWY delvenn, A jow-ali-
tude RPV detecte the outer lime
of radir vould selease o BW agent
within range of the turget before
being mercepted  Alternatively. the
RPV could Jay down an effective
BW agent tnom beyond the radar
horizon. 1yen it an RPY were sier-
cepted and dostzoved afew Kilome-
tees outl. i -uil could produce a lethal
clowd of 3% agenat that could dnifi
over operationad forces,

thitt isymmeleic responses o conventional
military doninance can achieve nwaserable
results. Actual or threatened use of NBC
warlare places significant stress on both
troop morale and national decisionmaking
confidence.  Protection  measures  agains
NBC wartare attacks make it difficult o
carry out military missions because they
restrict vision. add weight und tme. and
increase stress, Further logistic burdens are
added by the npeed for decontamination
equipment. detection gear. and specialized
reconnaissance devices and vehicles. Train-
ing is a precursor (o effective counter -
NBC actvity. and few nations have effec-
live training programs.

INFORMATION OPERATIONS

(L7} As information techrology  becomes
ubiquitous in military  and commercial
applications, efforts to attack or manipu-
late the oppunent’s information systems,
and defend one’s own systems  against
attack. witl become an increasingly impor-
tant pant of warfare. Astacks will occur on
the snformation in the systems as well as

FUTURE THREAT 1999-2020
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on the macro-system and the human users
of the systems. Idormation will be subject
to destruction and manipulation in arder 10
achieve political. ceononiic, and militucy
objectives. The ultimawe target will be the
decisionmakers and plunners who use the
information and information systems,

(L The global formauon infrastructure
(GID will become a central factor in the
future security environment. As more and
more aspects of political. economic, and
military lile around the world are embed-
ded in the GII. concerns about the reliabil-
wy. privacy, and salely of  compuier
nelworks will continue 10 grow. In the
United States, the GI is subsuming the
national information infrastructure {(N10D.
According to a recent study, the basic func-
tioning of the United States as a suvereign
nation in ferms of its ability o protect the
hves and livelihoods of its citizens is ut risk
hecause of our increased dependence on the
elecgonic  information  techoologies  that
make up the NI

(LD Over the next two decades, nations will
mcreasiogly emphasize 10 ollensive and
defomsive stritegies, doctane. and support-
g measures. resuling 0 g significamly
increased 1O threat to ULS. interests from
other states. Managing  risks - asseciated
with protecting the GI yom KO attacks will
increasingly  become a long-lerm  global
Issuc,

UG LLS, information systems age con-
onually being attached in the [om of
probes and intrusions for information and
vidnerabilities by usknown  sources: in

(U} information Operations Environment

hacker conferences and on cosnpuler bulle-
un boards on the Internet. These hacker
tools  have  become  ncreasingly  user-
triendly 10 the past § years, New means for
surreptiiously inserting  malicions  soft-
ware inm compulers are beconling moere
widely hknown among hackens and others
interested iy attacking  mlormytion sys-
tems, o addison, eacryption technology
needed o mask these compurler neiwork
attacks and malicious programs is readily
avaitable os the Internet. Morcover, creat-
ing computer chips embedded with mali-
cious code no longer requires billion-dollar
microelectronics factories.

Vi Future Warfare

Categories of Confiict

“Invisible does
not mean unreal.”

— David . Chizum

(bX1).1.4 (c)

[ The nature of the

severad (RITOFisls groups

and nations we known (0 be developing
compoter intrusion  capabilities.  Hacker
touls, including computer virus and pass-
word vracking programs, and the knowl-
vdge 1o apply them, are widely available

attack may vary. depending on whether the
aftacker is hostile or merely attempting (o
steal U.S. techanologies {or economic gain.
Numerous  advanced  nahon-states  are
capable of mounting some leved of 10
attack. and their capabititics will continue

FUTURE THREAT 1999-2020
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Catagotios of Confoct

(U) Compulers are increasingly important fo managing
complex syslems and processes ... and will be
incraasingly subject to alfack.

“640K ought to
be enough for
anybody.”

— Bilt Gates,
1981

(bX1).1.4 (&)

(b}1).1.4 (¢)

o improve. The technology biase corrently
prevalent i the techao-inlo world  will
provide the mlormunion (ools for sophisti-
cated 10 atacks on the GH. In the luture,
China, Indis. Singapore. South Karea,
Indonesea. and Malaysia will more than
fikely add to the prochection ol these intor-
mation  wobs. Viduafly  cvery  nation
srvolved i expronage is accking o explait
COMpUer aciworks.

53 The techaology requtred  for 10
attucks against and on the digital super
highways continues w beeoe increasingly
capuble. available. aad affordable. More-
over, sonte strdegie aspects ol 10, such as
psvebological operations and D&D. do not
depend on advanced  techaclogy directly.
Small high powered  microwave  devices
and clectronic warfare jamimers are com-

where physical aceess is possible. Others
could rely on international pring and ragio/
TV broadeast inedia o manipulate public
opinion v support of a political viciory
when a military victory is not possible, The
Vietnam war period. Somalia and othey
recent conflicts have provided some goad
cxamples  of uwsing  media inlluence 1o
manipulate public opinion.

S I the reatm ol 1O, milnery facili-
ties will not be the only 1argets attacked by
the adversary, much of the nationad intra-
siructure that divectly  supports_militar
operalivns muy be vulnerable.

|.~\nu|l‘|c1 ared 1o he tar

mercinlly available |

explosives may dlvo Woused 10 destroy
communications  facthtics  in Jocalions

FUTURE THREAT 1999-2020

seted pight be the rehance ol liumcial
mitehets and nstitutions o information
technofogy,  Economic  wrgeis  currentdy
attract o preat dead of wadent and resources,
aud  cconontic insbieiions  spend - corre-
spondingly  farge  amounts o delense
against such attacks,

(L5 The most dangerous avenues of ifor-
mution attack are from those with physicad
aceess to friendly information systemms. The
Linited  States™  groitest vadnerabilities
renain:

B lrasicd msiders, able o atlack rom
within and  gin expanded  aecess
without authonzation

8 Equipment meditication during wans -
port or sforage

W Physical atack againg key compo-
NCRIS OF mdes

B Newwsrh penetration, including thett
of data. mserntion of drsabling wit-
wire, ot covert modilication of data
to deceive v misdirect

M Electirome  altack  agiinst  sensors,
communications inks, or hey nodes
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W Sophisticated  cyber-attacks,  includ-
ing auvtonomous  software  agents,
togie bombs, e,

B Perception management of decisionmak-
ers, policy makers, and the populace

Cybernetic Warfare

tU) A new threat is growing m imporance
and incidence. In some ways 11 bears the traits
of what night be called a torm of “techno-les-
rotism.” Cyher-termorism invalves ynproper
and threatening use of information svstems of
albivpes o canse offensive and defensive con-
disions that preclude the effective, eflicient,
and apphicd use of those systems. Impuortam
aspects of 10 are carmied out in a dimension of
the battkespace called cybesspace, in which
the “weapons™ are adversarial svsiems or
applications. amd ammuaition s usually elec-
trons that are directed i a hostife manner,

tLH This form of warfave wil) grow in inpor-
tance ay niew inethods beeome possible. [Qs
evolution is multiuceted and diverse. Fun-
dumentad to vinually all offensive or defen-
sive 10 as the idea tha informaton can he
altected 10 ways that can be advantageous 1o
an advocate and damaging to an adversary.
This type of warlare defies traditionat rules
of unge and distance. speed and tempo, and
size of seope ol opposing elements.

iU Advensary information operalions i
peacenme “no-conflict”™ circumstances tay
be more civil-criminal than nulitary-adver-
sary. This brings un added degree of com-
plexity 1o the ULS. national sesponse {o
sach an event. Idenutying the perpefrator of
an JO attack can be Wificult and usually
wilt carry with it numerous legal and proce.
dural converns. The Ireedom from legal
responsihilities is one factor that makes 10
ideal tor fransnational avtors.

UNCLASSIFIED

. VI Future Wartare

Cofegories of Conflict

- i W
{U) The ubiguitous computer; A Biazilian soidier works
terming! with off-the-shelf software,

INFRASTRUCTURE
WARFARE

(U) A mation’s or subnational entity s critical
infrastructure generally comprises a few sig-
nilcant  components:  telecomnunications,
banking and tinance, industry, water. trans-
portation, energy (distnbution as well as stor-
aged. emergency services, and continuity of
government. Linkages and interdependencies
among many of these components could sig-
sulicantly increase the impact of an ack on
a single component, Threats o entcal mfra-
steecture could include thove from states.
independent or state-sponsored groups. inter-
national and domestic terrorists., criminal ele-
ments. computer hackers. and insiders.

UNCLASSIFIED

Threat fo crifical infrastructures.

FUTURE THREAT 1999-2020 143



oreunpredictfablc a
r Armed Forces wzth




et e et e e o smeemm e st mtrit . Srmne - 318300 es e tte Vi Qutlook

Overview

Overview

(U) The U.S, will remain the dominant global power for at least the next two decades,
bt individual nations will pose circumstantial and conditional challenges to ULS.
national interests. Despite an enduring strategic nuclear weapons threat pased by
Russia and China through at least 2010, the conventional threats facing the LLS. will
be of a decreased order of magnitude, This near-term strategic hiatus provides a
breathing space in which the U.S. gains time at a reduced risk.

+EANFF Russia and China contain vast resources and challenge the U.S. for oppo-
site reasons: China because of its military and economic ascent, and Russia

v i wcline in the same two areas. ] BX1),14 (¢}
(bxi'“" © ran, Iraqg, and North Korea are also potential threats to the ULS.,

Ny

primarily due to their inimical stance towards the 1).S., and their pursuit of weap-
ons of mass destruction and systems to deliver them at great distances. 1n addition
to the threat posed by individual nations, a host of transnational threats, some of
the more prominent of which were outlined in Chapter Three, will exacerbate the
global securily environment.
This primer has focused on the
main line of thought, essen-
tially providing our best esfi-
mate. There are, however,
afternative outcomes possible
for any region or circum-
stance, and some of (hose with
significant global or regional
ramifications are outlined in
this section. The one constant
in this sea of change is that the
underlying turmoil and uncer-
tainty in the security environ-
ment will  continue  to
necessitate the worldwide
employvment of U.S. forces in
low-intensity conflict environ-
ments and nontraditional roles
including peacekeeping opera-
tions, humanitarian assis-
tance. and the evacuation of
US, and foreign citizens in
rapidly deteriorating internal ) U.5. Marine guards humanitarian ald supplies destined for victims of
situations. Hurricane Georges.

~CONHDENRALA
-NOFORN- FUTURE THREAT 1999-2020 145



VH. Qutiook

Koy Chaffenges fo tha lLs.

(bX1).1.4 (c}

Key Challenges to the U.S.

NATIONAL THREATS

454 China: Ching will continue to prioritize

economic rform and  development, but
military modernization will proceed ot 2
steady but gradual pace, resulting in across
the board improverents from a very low
baseline. However. China is still 20 years
away Trom developing darge-scale egional
threat caprabilities.

= North Korca: Worseaing economic
and internal secority sitwations will steadily
crode Pyomgyang’s conventional military
capithiltties, but WMD, nissiles. artillery,
and SOF surike aptions will remain viable

FUTURE THREAT 1999-2020

so long as the current political teadership
survives. Stgaiticant change is kkely within
the next five years, with the worst case
being major theater war.

45 lrag: Despite being constrained by
sanctions and other domestic  security
issaes for the next few years. Iray will
remain miditacily capable relative to the
GCC. So long as eftective  sanctions
rewain e place. brag will continoe w
downsize and comsolidate its uibitary, test
UN/coalition reselve and capahilities, and
have only Iimited ability 1o procure WMD.

7 Iran: FEconostic, political. and social-
demographic problems will consteain lran's
conventional military development over the
next two decades, but expanding WMD),
missde. anti-ship and werorist capabilities
will - cremte  asymaneiric/inconventional
thecars. bran is @ long-teem regional problem,
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TRANSNATIONAL THREATS

<t The United Stwes will Tace a variety of
ransnationad  dangers: nontvaditiona
threats 10 LLS. fnterests stemming fram a
varicty of maioly e<rrgovernmeot! enti-
tires and conditions that transcend interna-
tional borders. The 1sost important of these
will be terrorisim. migration and retugees,
resource scarcities. drug waltickmg. and
tcanshational crime,

(U Terroriam, locabized conllict and asyme-
metricasynchropos wantire will consti-
wie  our biggest  ongoing  problems,
Asvmetrwcfasyachtonous warlare will oot
be himied 1o sgion siates, a8 non-state
actors will take advantage ot such measuies
to attuck and counter the United States.

Hy Over the nest 200 years. imporkum
aduances m technalogy will provide 1he
potential Tor gany codntries 10 Jegquire or
develop signtficund niche capabilities that
will pose a circunastantiatly increased
threat 1o LS orces, The rechnolagies maosi
hkely 1o present suct chatlenges will he
nuclear. rsdiotogical. brokogical, and chem-
wal weapons: ballistic and cririse inissies:
defeonive syslems, especially wir defenses:
stindolt weapons: spice-hased  systenis:
and sutononios velicles and muninons.

(U) Nepdalese communisis protesting the ruiing

regime.

(U4} Bolivion coca eradication efforls.

(L) Through contmued advaneements in
infurmation techssslogy and telecomnimi-
cations, Jeveloping nations. groups. and
iy iduals will have an improved under
stinding ol the globad condition. They will
become muwe vognizant of their elative
standird of fiving and sl denand more
(rom thetr Jeaders, This inlueekion-driven
ccanomic determinism ceuld hinve o posi-
tive nlloence on poblical and veonomie
refariy eltors or a neganve influence on
countervailing aspects of the gegion,

)

Key Choitanges o the U

(U} A seif-empiloyed Bangiadeshi woman conducts
business vig her ceill phone.
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VIl Cutlook

Atfternctive Futvres 20002020

(UJy The future secucity environ-
memt deseribed  in this  Primer
encompasses  the  outcomes  that
seem most likely. given our current
knowledye  of  econonic  condi-
tions. technology trends, and the
national priorities und threat per-
ceptions of the major and regional
powers, Forecasting is a notoriousty
inaccurate  business.  however, and some
trends could produce significantdy different
outcones thun those already depicted.

(B)(1)1.4 (c)

(L Strong, hostile China: After great
ecanomic success and increasing regional
influence, China remains disithusioned by
perceived LS. opposition and  contiin-
ment and holds a collective “chip on their

Alternative Futures 2000-2020

shoulder™ view. However. such economic
streagth is possible only affer a long
period of international  cooperation and
oulside investnent. Thus a strong. hostile
China is only possible in the fatter part of
the forecast period,

() Russian economic/political col-
lopse: Russia’s failure to cope with the
ongoing  economic  and  political  crisis
results in o steady decrease of central con-
trof over the regions, particularly the hinter-
lands. Most of the regional rulers e
anthoritarian as well as extremely nationul-
istic. They are xenophobic and hostile to the
West. The remaining vestiges of o central
covernment continue futile efforts to control
resources. Most wortisome is the total foss
of controd of the military/seeurity forces and
defense industrics. and  proliferation of
WMD and critical technologies.

(L) Strong, hostile Russia: Toward the
middie of the forecast period. successtul eco-
nomic retorm prontotes the resurgenue of
national power. Russia finances the regenera-
tion of #s military capabifities and pusbes
new R&D. Although it will not rewien 10
superpower status in this time frame, Russia
is quite capabie of regional power projection.

At the U.S. Embassy in Beifing, Chinese protest the
accidentol bombing of the Chinese embassy In
Belgrade.

(bX1).1.4 (e}
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(bX1).1.4 (c)

- Vil Outlook

Afterative Futures 2000- 2020

Uy Strong, coherent Eusope:
European economic integration linally suc-
ceeds in fostering greater political cohesion.
A central Evropean poverament is able to
develop and implement a robust Evropean
Secority and Defense Identity. Europe is
Jess dependent on ULS, leadership —- though
not hostile w© the .S, - and is more inde-
pendent in its actions thiroughout the world.

=t=a=Intra-European copflict: The
S0 o 70 years of peace emds between major
European  powers. Major  disagreements
over laled economic integration. the Bul-
kans, the Acgean. or other (riction points
result in major political/military  1ensions.
Theee ts a breakdown ol consensus on secu-
rity objectives. nationalist agendas surge,
and open cconeglic competition  wmong
Ewopean powers increases weeondingly.

() Increased power of hostile non-
state actors: Craminal or lenorist organi-
sations undesgo 4 major e in size
throstgh the acquisition of resourees and con-
gruence/merger of political. conunercial, and
criminal inovenients. These  groups have
preater access 0 high  techoology  and
udvimved weapons axd strategic mtormation
technology. They are centrally motivated by
hosbiity 1o the LS, ar West, It hevomes
increasingly dithiculi W trace their connee-
tions or distinguish them from legitiate and
non-fegitimade activitics and organizations,

-+l Collapse of international
structures: The IMFE, World Bank, and UN
are brought down by a combination ol [ail-
ures and inadequate financial suppost. Skep-
ticisin increases due 10 their imeptness, and
the collective approach e economic/polit-
cabfsocial problems falls our of fashion.

(11} Global recession leading to sig-
nificant economic transformation:
Several hey ststes fail w implement neces-
sary structural reforms resudting in 4 chaig

~GONHBENTF
“NOFORN-

.
RSO

Army troops.

reaction of competitive currency devalug-
tions. The G7 is unable to cope. and protee-
tionism rises around the globe. Enthusiasm
declines for market reforms and V.S, lead-
ership faces greater pressure. New and
shifting alliances develop, and there is &
global shilt away froms the Bretton Woods-
era cconotic and financial arrangements.

(i1 Strategic anti-U.S. alliance: Two
o more major powers  thEvrope. China,
Japan, Russia. ndia ..) poin logether o
oppuse. undermine, and counter US. Jeader-
ship, power. and policies around the globy,

(L) Emergence of anti-U.S. leader or
ideology: The perceived dominance of
LES/Western ideas. institutions,  culture,
presence. ele. gives rise o an “anti- Aieri-
van” iderdogy that eventushly enjoys wide-
spread support as an effective counterpoint
10 LS. dunmiinance and provides a strategic
comncidence of interest” among  disparaic
individuals, groups, and <tates,

(t}) Removal of key U.S. dllies: Onc ar
several key pro-LLS. Jeaders or vegimes fail
cithier through natural death. political suc-
cessions, vonps. or economic colfapse, LS,
docess o resources, markets. bases, and
other strategiv facilities in the allected
region s severely curtailed or climinated.
Diplomatic cfforts are hampered — buth
regionally and globally — in the absence of
the comphiam pactier.

FUTURE THREAT 1999-2020

(U} Serb policeman aims af Kosovo Liberation

“Genttemen, |
notice that there
are always three
courses [of action)
open to an enemy
and that he
usuolly takes the
fou ] ”

— von Molkte
the Eider
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Over The Honzon

®BX114() -

Over The Horizon

(U) Just over the horizon are numerous cir-
cumstances and situations that could alter
our projections for the long-term. One of
the most important issues is the dismal out-
ook for solutions 1o the underlying causes
of smaller scale contingencies ~~ which
provides plenty of challenges to forecasting
the fulure. Yet another is the millennial
eftect, which carries a low probability but
with a polentially collective high impact.
The evolution and outcome of these events
require close scrutiny.

(U) Sierre Leone NEC.

OPERATIONS IN THE LOW
INTENSITY ENVIRONMENT

(LN For the next § 1o 10 years. thete will be
no relief for U.S. forces from the current

high 1empo of operational activity, A wide
variety of operations, such as peacekeep-
ing. peace enforcement. counternarcotics,
noncombatant evacuations. humanitarian
operations. and routine training and pres-
ence operations. will place LS. and allied
forces at risk. Operational environments
wilt range from relatively beniga (0 non-
permissive to overtly hostile.

(UY Although there has been an increased
effort by many nations to train und equip
dedicated forces for nontraditional opera-
tions. the burden tor projection and sustain-
ability will {all on the Western countries.
Declining defense budgets in many coun-
tries will further narrow realistic involve-
ment to a select few. led by the U.S.

FUTURE THREAT 1999-2020



THE NON-LINEAR DYNAMIC OF THE MILLENNIUM

UNCLASSIFIED

YH Oullook

Over The Hoszon

——

MILLENIAL
NET
EFFECT

| 9 WEATHER AND

(U The upcoming armval of the new mil-
lennium {Duec 1999 —- Jan 2001) is likely
(0 be more than just another year passing,
instead  providing a catalyst for distur-
bances 1 econonmie, social and political
veaues, the extent of which i diflicuft to
anticipate. The Y2K computer probfem is
perhaps the most ismediate manifestuhon

of thix period. The networked effect of

widespread computer failuses could have
tremendous consequences [or the delivery
of buasic services. especially in developing
countries that have purchased advanced
systems, but do not maintain the expertise
w correet or manage such problems. The
Y2K wssue is abso asclul in iHustrating the
multi-dimensional character of the millen-
num dilemma, for there are those who
perceive what are essentially computer

chip design limitations as having geeatec
societal or even religious signifivance.
Addiwionally, there s o “millennial
expectation” and a fear of the unknown
linked (0 some vefigious hetiels  that
attribute  deeper weaning W0 otherwise
natural or random cvents. For example,
destructive weather phenomena and nat-
ural disasters that would be seen simply
as tragic events at any other time witl be
invested by some with apovalyptic impli-
cations. These factors, in conjunction
with incidental events and snimended
consequences, may combine to produce
a net effect that could result in localized
viodence. This millennium angst could
Jast up 1o two years given the discrepan-
vies oves the definition of when the pew
nrillennium actualty begins.

UNCLASSIFIED

“There is absoilutely
no substantive
reason 10 withdraw
large amounts

of cosh. But we

olt know thot
someiimes human
aclions are not
based on logic.”

— Norman D’Amours
National Credit Union
Administrafion
Chairman

FUTURE THREAT 1999-2020
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vioueo B
Time Line: 1999 -2020

(BX1).1.4 (&)

Panama
(anal Furopean -

Return J7atinn sTWRTH

Svhednhed
Implementainn

Flevtions:

Oecurs sl Aty

Macao
Return to

China Elections:

Russia,
Ukraine,
Mexico

EU

Accession

" Revolution
20 Year Y2K
Anniversary

fhieman

Grenctic
Hlueprint
Completed

Competitinn for Resources
teroas . CanfFice e

Invasion
of Kuwait
10 Year
Anniversary

World
Population:
6 Billion

Intermational
Space Station
104
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{bX1),1.4 (c)

Time Line- 1999 -2020

Glohal
{ ondition

Potopta! Politcal- D thmie socjad Ix Changed

Insiabnlits Spiha by a

Variery of
Changed
Circumstances
Witdeard
?

Unknowns
World Radival Global
Population: Coftnral Chanpe
T Billinn WWI Bogine

Centennial

Chinese

Space
Statton

Russian
Revolution
Centennial

Iatiat Major

Nanotechnology Deselopnient

This fime line
highlights selected
even's projected over
the next two decades.
It is not
meant . Military
fo be ail Events

inclusive. Political
. Events

B ote
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Vil. Oulionk

fanderables

Ponderables:

Those possibilities that one can imagine, but about
which there is no clear evidence or supporting data that
would prove their existence. However, historical data often
“prove” the possibility.

154 FUTURE THREAT 1999-2020 UNCLASSIFIED



Vil. Qutlook

Flosh Back

Flashback

One hundred yaars ago, the United States reveled in the previous year's easy viclory
over Spain in @ mere 113 days. For the next 17 years the War Department devotec a
iarge portion of its limited resources 1o managing new responsibilities in the Philippines,
Cubo, and Puerto Rico. Mexico received top billing in the 1916 Repart of the Secretary
ol War with “Black Jack” Pershing's pursuit of francisco “Pancho™ Villa into Maeaxico
while the war in Europe received only shott mention. In less than a yecr after this report
was handed to the President, the United Stales had declared war on imperial Germany.
Secretary of War Baker larnented in his November 1217 teport, "The peaceiul ambitions
of our people had long postponed our enfronce in the confiict; and adherence to strict
neutrality through long months of delicate situations delayed the beginning of active
military preparation.” Many of the members of the Expeditionary Force, targely trained
in doctrine and tactics based on the Civil War, faced the new horros of chemical war-
fare in the frenches while under the decdly shadow of the Spanish influenza. Even affer
the “Gteat War,” it was still difficull o pondet our eveniual permanence on the world
stage and the threats and challenges we would face in the coming years.

“What experience and history teach is this —
that nafions and governments have never
learned anything from history, or acted upon

any lessons they might have drawn from it.”
— Georg W. F. Hegel

UNCLASSIFIED FUTURE THREAT 1999-2020 155




VII. Quflegk

The futine

“There is nothing worse than a sharp image of a fuzzy concept.”

Ansel Adams

There are no facts
about the future

“Men's courses will foreshadow certain ends, to which if
perseveredin. they must iead. But if the courses be departed from.
the ends will change. Say it is thus with what you show me’”

— Charfes Dickens
A Christmas Carol
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W\ Politicians may ... pretend that the soldier is in no different position than
i any other professional. He is, he serves under an unlimited liability and it
L is the unlimited liability that lends dignity to the military profession ...
' there's also the fact that military action is group action, particularly in
f armies ... the success of armies depends to a very high degree on the
coherence of the group, and the coherence of the group depends on the

degree of trust and confidence of its members in each other.”’
— General Sir John Hackett

W It is simple enough to tell fortunes if a man dedicates himself

to the idea that the future will inevitably be worse than the
past and that time is a path leading nowhere but a
place of deep and persistent threat. ”’

— Charles Frazier,
Cold Mountain
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