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(U) The Office of the Secretary of Defense is pleased to provide to the Congress
this report pursuant to Section 804 of the Implementing Recommendations of the 9/11
Commission Act of 2007, entitled The Federal Agency Dara Mining Reporting Act of
2007 (“the Act™).

i : p et This report rcsponds toa
congressmnal request for the Depa;rtrnent of Defense to provide information on its data
mining activities as directed by the Implementing Recommendations of the 9/11
Comumission Act of 2007. Section 804 of that legislation, the Data Mining chortmg
Act, requires the head of each department or agency of the Federal Government that iz
engaged in any activity to use or develop data mining, as defined by the act, to subrmit a
report on all such activities to Congress. :

Backe nd Seope: On August 3, 2007, President Bush signed into law the
lmplemennng Recomendatmns of the 9/11 Commission Act of 2007. Section 804 of
that legislation, the Federal Agency Data Miniing Reporting, Act, reguires annual reports
on government data mining programs beginning 180 days from the Data Mining
Reporting Act’s enactiment. This 2012-2013 report was prepared by the Office of the
Under Secretary of Defense for Intelligence and responds to the above requirement,

¢ (U) Each of the Department of Defense Components that uses or develops data
mining was tasked to submit a report. That report. was required to contain the
following information in accordance with Section 804;
o (U) A thorough description of the data mining activity, its goals and, where
appropriate, the target dates for the deployment of the data mining activity.

o (U) A thorough description of the data mining technology that is being used
or will be used, including the basis for determining whether a particular
pattern or anomaly is indicative of terrorist or criminal activity.

o {(U) A thorough description of the data sources that are being or will be used.

(U) An assessment of the efficacy or likely ctﬁcacy' of the data mining
activity in providing accurate information consistent with and valuable to the
stated goals and plans for the vse or development of the data mining activity.

o (U) Anassessment of the impact or likely impact of the implementation of
the data mining activity on the privacy and civil Hberties of individuals,
including a thorough description of the actions that are being taken or will be
taken with regard to the property, privacy, or other rights or privileges of any
individual or individuals as a resuit of the implementation of the data mining
activity. _

o {(U) A list and analysis of the laws and regulations that govern the
information being or to be collected, reviewed, gathered, analyzed, or used in
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conjunction with the data mining activity, to the extent applicable in the
context of the data mining activity.

o (U) A thorough discussion of the policies, procedures, and guidelines that are
in place or that are to be developed and applied in the use of such data mining
activity in order to;

* () Protect the privacy and dug process nghts of individuals, such as
redress procedures; and

» (U) Ensure that only accurate and complete information is collected,
reviewed, gathered, analyzed, or used, and guard against any harmful
consequences of potential inaccuracies.

(U) Department of Defense Response: This year’s report covers both the FY 2012 and
FY 2013 reporting periods. The report was developed from inputs from all relevant DoD

Components, in coordination with the Defense Privacy Officer, and shall be made
available to the public as required by the Act. The combined report is split into the two
reporting periods and separated into UNCLASSIFIED and CLASSIFIED responses.

(U} For the FY 2012 reporting period:

* (U) Military Services: The U.S. Navy reported they engage in data mining
activities as defined under the Federal Data Mining Activity Reporting Act of 2007,
The Navy’s report is classified and is contained in Annex D. The U.S. Army, Air
Force, and Marine Corps report they do not engage in data mining activities as
defined by the Act,

s (U) Combatant Commands: Two Combatant Comrpands (USEUCOM and
USSOUTHCOM) reported they engage in data mining activities as defined under the
Federal Data Mining Activity Reporting Act of 2007. These reports are unclassified,
and are contained in Annex A and B respectively. The Joint Staff, USCENTCOM,
USPACOM, USNORTHCOM, USAFRICOM, USTRANSCOM, USSTRATCOM,
USSOCOM, and U.S. Forces Korea reported they do not engage in data mining
activities as defined by the Act.

e (U) Joint Improvised Explosive Device Defeat Organization (JIEDDO):
HEDDO performs searches on data that has been compiled from a variety of
databases used by the U.S. and coalition military forces. Annex C.is the unclassified
report and Annex E contains the classified report. :

+ (U) National Security Agency (NSA); NSA engages in data mining activities it
believes fall under definition contained in the Federal Data Mining Activity
Reporting Act of 2007, Annex F contains the classified report.

¢ (U) National Geospatial-Intelligence Agency (NGA): NGA’s engages in data
mining activities it believes fall under definition contained in the Federal Data Mining
Activity Reporting Act of 2007, Annex G contains the classified report.
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(U) Defense Intelllgence Agency (DIA) and Natumal Reconnaissance Office
(NRO): Both DIA and the NRO reported they do not engage in data mmmg activities
a8 defined by the Act.

(U) For the FY 2013 reporting perigd:

»

(U) Military Services: The U.S. Navy reported they engage in data mining
activities as defined under the Federal Data Mining Activity Reporting Act of 2007.
The Navy’s report is classified and is contained in Annex D. The 1.8, Army, Air
Force, and Marine Corps mport they do not engage in data mining activities as
defined by the Act.

(U) Combatant Commands: Two Combatant Commands (USEUCOM and
LISSOUTHCOM) reported they engage in data mining activities as defined under the
Federal Data Mining Activity Reporting Act of 2007, These reports are unclassified,
and are contained in Annex A-and B respectively. The Joint Staff, USCENTCOM,
USPACOM, USNORTHCOM, UISAFRICOM, USTRANSCOM, USSTRATCOM,
USSOCOM, and U.S. Forces Korea reported they do not engage in data mining
activities as defined by the Act.

() Joint Improvised Explosive Device Defeat Organization (JIEDDO):
JIEDDQ performs searches on data that has been compiled from a variety of
databases used by the 1.8, and coalition military forces. Annex C is the unclassified
report and Annex E contains the classified report.

(U) National Security Agency (NSA): NSA engages in data mining activities it
believes fall under definition contained in the Federal Daia Mining Activity
Reporting Act of 2007. Annex F contains the classified report.

(U) National Geospatial-Intelligence Agency (NGA): NGA’s engages in data
mining activities it believes fall under definition contained in the Federal Data Mining
Activity Reporting Act of 2007, Annex G contains the classified report.

(U) Defense Intelligence Agency (DIA) and National Reconnaissance Office
(NRO): Both DIA and the NRO reported they do not engage in data mining activities
as defined by the Act.

(U) Conclusion: The Department of Defense has compiled this report to Congress on
its data mining activities as required by the Data Mining Reporting Act. The Department
contitines to ensure the effectiveness of data mining programs, while protecting all
applicable privacy and due process rights of individuals.
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