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IN THE UNITED SIPEIHESSIDSTRRCCTOORRT
FOR THE DISTRICT OF ALASKA

UNITHED SIITHSSCFFAAERRTAA )
)

Plainitfifyf, ) Case No. 3:17-cv-00
)

V. ) FILED EX PARTE

) AND UNDIER SEAIL
PETER YURYEVICH LEVASHOW, )
a/kla “Petr Levashwox,” “Petenr Sevens,” )
“Petr Severn.” and “Sergey Asttidkhot)))
)
Defemdtantt. )
COMPLAINT

Plaiinitfifff, the Uniteetl Stattess of Ameriica, By and thoough its undiassggedd
counszl], adlégges the following:

1. This is a civil zatiton brougltt under Title I8, Unitedl Statas Code,
Sectionss 13345 and 2521, and Fedenzl Rule of Civil Puesedirees65, to enjoim the
Defendanit from confiimiing to engage in wire framdl and unauthboiiedd intavegpioan of
electnmicceonmuaitiativions in violatimm of Titlle 18, Unitedl Stakss Code, Secfiions
1343 and 2511, by meams of maliciows computesstiftuare finhalnayendnown as
Keliifhss.

9. Kelilhwsiis malware that enlists infectedl compugesninte bostet” — a
netwankk of other compromisseoconppdersauntiielled by the Defendant. [ddididehial
inffectiestl ceonypites;s, or “bots,” are contuwllletireenocdbly thremgh a decemtuiibedd
ecommaiitt and eontiell (“C&L”)) systeim in which inffiatteldcconpptetsys, or “peers,”

remain in contactt with each othen:.

U.S. v. Lewesbloov
3: 1 7-ex-010)
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3. Once inffattedblyyKi€tlihesc compmamisedocopuparsers withim the botmett
are used by the Defemdiznt to genenzite hmge walluness of unsollicittel Ssparh” emailks
that adventtieeccoountetdefeiirdgsigsympmpdadubnpusinelstatle sule mosk wohkmat-home
scams, and other fraudds. KEthhss is also used to genenzte phistingg emailks, hanwestt
user credenitadds, and to dowmllortlaaldditioalal malware onto icimosonpeodeys,
includiingz ranssomwaace and bamilingg Trojams.

Pantiess

4. Plaintifff is the Unitedl Stattss of Amenitca.

5. Defendlant Peter YuryevicthIlevaakbov is citizem of Russita who nesittbgs
in St. Petendbuigg. Defendamit uses the alizssas Petr Levashow, Peter Seveia, Petr
Severs, and Sergey Asttdckhoy.

Junridddtiion and Venue

6. Subjeeit mattesr juniistittdorlibies purswanit to Titlle 18, Unitedl Stades
Code, Seetiionss 18345¢)(1) and 2521 and Titlle 28, Unitedl Stakes Code, Seetions 1331
and 1345.

7. Defendanit is sulbjeett to the persemd] junisattoorodf this Court, havimg
inffeciadlcampitess, used inflectedticamdess in furthenaocee of his sehame to
defizud, and engagastl in unauthhoiviedd wiretaping, all within the Distatiet of
Alasia. The Defendinit has also sent numermss frandhitent and maliidiauseddectannic
messagesstoppessans withim the Distoiiat of Alasika.

8. Venuw is proper in this Distniitt pursweantt to 28 U.S.C. § 1391@N®).

I

U.S. v. Levasttow
3:17-¢v-00
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The Defendbon't’'s Schemse to Defrand] and

9. The Defendanit is one of the world% most notontionss crimind] spammers
who was first indictbel in the Eastenm Distivi¢t of Michigam for emaill and wire frandl
more tham a decaddeaggo. The changess arowe out of the Defemtlamt’s use of illegall
spam to promuite pump-amdddmpp penmy stock schemras.

10. In 2009, the Defendanit was agaim the sulbjsuit of crimimd] charges, this
time in the Distniuit of Columbiza. The D.C.crimimal complaint charges the
Defendant with compuitar fraudl violatiions arising from his operatiton of the “Stonrnd”
botnst, a pueethecsseor to Keliliws that was also used to distthude illegsl spam.

11. The Defemdtntt has long been a fixtmree on the list of the World's Ten
Worst Spammeess, which is maimtanedd by the anti-spam orgarivzaiian Spamiheuss.
Cumentily, the Defendantt occupies the sixth spot on the list.

The Defendanis Use of Kelihos

12.  Simee about 2010, theDefendznit has beem the operattor of the Kelifhos
botgit, a netwaenkk of computtess infectae with malware distithi¢dd by the Defendiant.

13. Kelifhws is a sophisttcastéd malware variantt that is used by the
Defendanit to hanwesit user credienttadds from wittimcooppieters, propagate huge
quantiitess of spam emaiiks,aand to distirbumate other formss of malware.

14. The Keliflwss malware hanwestts user credentials firomvvictim computtass
thoength a numbber of metthatls. First, Kelifhws seandless text-based files stoxed on
vietinn computirss for email addivssses. Secomd], B&dlihes seancdirss locations on victim

computtess for files knowm to contaim usenmaness and passvordds, inclodinggfiiles

U.S. w.Lesvzabhuov
3:17-cv-00
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associztteld with Intemstt browsens(@hoomeFFifefox, and Intemett Explomer. Ay
email adtfirasses amd passwarids located in these seantlvss are hanwassteld by Kelihos
and subseqpeently tramsmittdd back tto the Defendianit.

15. To capture addittionahl user credenttadd sKiKkhdws insttdlls a software
progizm called WinB€Z¥PPoon i fefeletd diachehines. WinPCAP is a powenfiil] packett
capturee utillity that inferceppts, in reall time, dbattooncoommunitations travessnzg
the victimcampu¢es's netwonkk cardl. Usemmaness and passwarkisféomdd withim this
netwankk traffiic are tramsmiittdd back t the Defemdanit.

16. The credenttah]l hanwesstipg operativon descrithedlabooee is used by the
Defendanit to furtiioer his illkgd] spammingg operattion. The Defendantt promotessthiss
spammiirgg operattionbyypideairing adventissemarnts in vasiousoninse crimimdl forums in
which the Defendznit promottess his abillityttoddélveer spam emaill. In his adls, the
Defendanit statiess that he lannuiess spam from “severdl thomsantl cleam P addresses
and accountts.” at¢ebhigjgrie that incremssss the chamees that the Defendant's spam
emailkswilllesudde the filtenss put in place by emaill providessssekiipgoto profeat their
customess.

17. The “cleam” IP addiesssss and accountss that power the Defendant's
spammiiigg operaitionasre, in fact, the coopted IP adduessssaaddor emaiil accoundsaif
Kelifhoss wiittinss. THhssse IP addinssses and emaiil accountss are levenagelblyy the
Defendanit in two ways. In some cases, the Defendant instixacts the bots in his
Kelilhess botmett to semd spamn directlly, in essemue tunniingg victim computess inte mail

seivenss that distnifhiite spam to the recipientt emaill adduessesgprviddédpy the

U.S. v. Levasiow
3: W7-cxx-000)
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Defendznit. In other cases, the Defemdtmit leveragpss the credenttaids hanvwasseed by
Kelilhos to gaim unantbboviedd access to commenaird] emaill serwess,whikibh are them
used to tramsmiit the spam messagpss. In theseiimstnozes, the spam messappss sent
by the Defendinit appeanr to originatteddivedylirfrom the victimi%s email acooumtt.

18. The spam camypaipnss initictteld by the Defendanit vary in contemt based
on custommsrddéemndd, and the Defendanit differentiandes his pricing based on the
natunee of the spam messages. [hrhisi§dommdaydmestisemsents, the Defendaait offers to
deliverantenmillibon spamm messzgasppoomttigg|Elegifpdudtcts such as “aduilt,
mortgzeee |taddspipid]sepdiskics [i.e., countmféiitgoddh]ettd. Tdo$3A00. The
Defendanits price imeeeases to $300 per milliom mrsssggeddot' bl sparh hesesgages
seelkinztto recruiit job seelkens intw framduitent posititonss,inotididipg imviés” — persomns
recmuiiedd to laumdtEnr money and goods stollem by crimiindds. The Defendlant also
proffessass his willimgnesss to propagree' Ssearpphishingtatiacks/histhich the
Defendantt promissss to deliver far$$H00 per milliommssagees.

19. In conversatttongpssaesskby the FBI, the Defendant providiad
addiitivrah] insightt into his pricingg stmottuee. In teesecoomeessadions, the Defendant
offers to send messagass that would infkxit usenss with a type of malware knowm as
ranssumwaie — maliionssssdftware that encryptss the contentts of victinn eommuées's
and them demaniis a ramsam to retunm the encrymited files twa readidide state. The
Defendimt’spprize: $500 per milliomemzilds. [in the same conversaioon, the

Defendinit offers to semd emaiiks promotinggasppmpiaatidudupnp penmy stock sdhanee,
designed] to drive up the price of a thinllyttaddéd secuniity. For these messagss, the

U.S. v. Levashow
3:17-ev-00
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Defendianit demamttetl a commisssoon based on the movemenit in the stodkispidce that
occunxet] as a resullt of the spam camypeggm.

20. In addititon to usimg Kelilhos to distnini¢e spam, the Defemdtzmt allso
profittsstyy usimg Keliflhos ttoddicedsly instdll malware on victim comppitesrs. Dumingg
FBI testingg Kitbhdwos was obsenweztl instdlimgg ramsommaaze onto a test madhinee, as
well as “VawtiedKk” bamkinge Trojan (used to stezll login credenttadds used at finanuoeah]
instiittitios)s), and a malicomssWoodd docummenit designeedtdanfefetct the computter with
the Kromos bamkings Trojamn.

21. The Defendanit and those acting at his directiton hawe infisctbe
humdheelds of thoussadds of computtess aroumdl the world with Kelihos, includ ngg
computtess withim the District of Alagka.

22.  Persunss in this Distniitt hawe also been the tanget of framdhitemnt and
malicious spam emaiils that the Defendiamnt has sent via the Kelibhos botmstt. These
tangsetss includiecenpplyyeesbf Alaska's pullilicsetivod] distrocss, thomsands of custwmeexs
of Alaskan internet servikepoovider Genend] Commuomidasition Ine. (GCI),cenppdoyees
of the citiesaff Amtlorgge and Jumean, and employess of the Alaska Division of
Occupations] Licemsigg.

COUNTT
(InjunutiveeRRElief under 18 U.S.C. § 1345)

23. The Unitietl Statbss of Ameniicaaiieges and incomparatedbpyefefenence the
pregatiingg panzgyegpbhks of this Complaiinit as if fully set forthh hensin.
24. The Defendanit is engagel in wire fieardd, in violatiton of Title 18, Unmnitiedl

Stattss Code, Sextivon 1343, in that the Defendinnt, hawing devissdlaasshheme or

U.S. w. Lemashbuv
3:17-cv-00
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artiffoee to defraull and for obtammggnuoaebpy meams of false or framdribent
preftanses, is transmititing and causiing to be tramsmitttéd, by means of wire
commumizditon in intenstate and foreigm commzeree wyiti higrgsigigns, amd sigmeaksfor
the punpwse of executingg such scheme or antiffoee.

25. PuiFsuantt to Titlk 118, Unitedl Statkss Code, Secttion 1345(a) and (b), the
Unitieel Statess of Ameniivm requassss the issaanece of a temporary restizammng order;,
preliininaayy injunetioon, and permansat imjunutioon againstt the Defendantt and his
agenits in order tto preventt a contimuigg and substaniih] injuny to the owners and
legitimeate users of the infectsflccaomputers in the Kelihos hutiret.

COUNT 11
(InjunuttiveeRRELEf under 18 U.S.C. § 2521)

26. The Unitetl Stattess of America allbegss and incorponates by refexance
the preceding parzzepbhs of this Complanit as if fully set fortth hemsin.

27. The Defendanit is engagztl in the umanthboriedd intaregpisan of
electiniicossmmmidatoivns, in violatimadf Thitdel 88, Unitetl Statkes Code, Seefion
2511, in that the Defendanit is imttexithonHily infevegpiipg electnmmiicommmivgasions,
and is intemteondilysising and endemvormgdaisse the contemts of electwsiic
communiidtdonkkowining that the informmtoonids obtaimetl thaough the
unauthboviedd intecegpiaan of electnmmicosymmmitgadions.

28,  Pursuant to Titlle 18, Unitedl Stattess Code, Sectiom 251, the Uniteadl
Statess of America requessss the isswenvecodfaa temyporayy restivanipg order,

prediininaayy injunuttion, and permament injunstiton agaimst the Defendant and his

U.S. v. Levasdhow
3: 17-ex-00)
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agemntss in order to preventt a contimimgg and substantahl injuny to the owners and
legitimzat¢e usens of the inflectetlcompites's in the Kelilhos botmett.
PRAYER FOR RELIEF

WHEREFORH, the Unitedl Stattss of America prays that the Court:

A. Entenr judgmenit in favor of the Govermmenit and agaimsit the
Defemdbaniy;

B.  Pursuanit to Tiflle I8, Unitedl Stattess Code, Secttions 1345(b) and 2521,
enter a piediminaayy injunctioon and permaneet injunutioon agaimsit the Defendart
and his agenmiis, serwansseomiplpseses, and all penssorss and entitiess in active comzart
or paiticipatition with them from engmiingg in any of the activitycompilinéd of hereim
or fiom causing any of the injuny complaiset] of hereim and from assistipgaiaiding or
abeftiingg anmy other peisem or busingsss entiity from engreging in or perfionmingg any of
the aetivitycconplainédbf herein or from casingg any of the injuny complaimet of
hensim;

C.  Pursuanit to Titlke 18, Unitietl Statiess Code, Sectioms 1B345th) and 2521,
enter a preliininaayy injunuticon and permaernt injuntttonaatithoriaing the
Goverminentt to contiimuwe the malwaree dismpitoon plam specified in the Governmants
Memotgnddnm of Law in Suppautt of Motiom flor TRenpoozayy Restrzdmngg Order and
Order to Show Causee Re Prellininaayy Injunutioon féomnppeoibd of six momttlss, and
requiitigg the entititss specified in the Temponayy Restrzrmmag Order to contimuetoo
talle the actionsspeecifidd in the Temporayy Restozdimmmgg Order for a parooHodfssix

monmttiss;

U.S. v. Levastiow
3:MPawam__

9
Case 3:17-cv-00074-TMB *SEALED* Document 1 Filed 04/04/17 Page 9 of 10



D. Order sutdh othenr relieff that the Court deems just and propet:.

Dattedt: April 4, 2017

BRYAN SCHRODER KENNENH A. BLANCO

Actimg Umitieetl Stattess A ttonnegy Acting Assistant AttomegyGoeneahl
By: Isl Richani [Roneeooy By: Isl Etham Aremsom

RICHARD PONEROY ETHAN ARENSONN

YVONNE [LAMOURHEIX HAROLD CHUN

ADAM ALEXANDER FRANKILIN

Assistanit U.S. Attareyys Triall Attomsesss

Distuiirtt of Alaska ComputerGrimee and

Intellbexttiad] Propentty Sectiom
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