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Press release

Protecting and promoting the UK in a digital world: 2
years on
The government has published its progress report 2 years after the publication of the National Cyber
Security Strategy.

Published 12 December 2013

From:
Cabinet Office (https://www.gov.uk/government/organisations/cabinet-office), The Rt Hon Lord Maude of Horsham
(https://www.gov.uk/government/people/francis-maude), and The Rt Hon David Willetts
(https://www.gov.uk/government/people/david-willetts)

This was published under the 2010 to 2015 Conservative and Liberal Democrat coalition government

The National Cyber Security Strategy (NCSS) (https://www.gov.uk/government/publications/cyber-security-strategy),
launched in November 2011, provided government with a framework and objectives in tackling cyber threats,
promoting awareness and providing a growing platform of strong private sector partnership. The strategy is
supported by £860 million of funding from the National Cyber Security Programme which has helped put in place
new initiatives and structures as part of the government’s response to growing threats in cyberspace.
(https://www.gov.uk/government/policies/keeping-the-uk-safe-in-cyberspace)

Read our forward plan and achievements so far. (https://www.gov.uk/government/publications/national-cyber-
security-strategy-2-years-on)

Commenting on 2 pivotal years of activity, Minister with oversight of the Cyber Security Strategy, Francis Maude,
said:
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2 years of solid work by government, in partnership with the private sector and academia, has seen
the UK’s cyber resilience, awareness, skills and capability continue to increase across the board.
Partnership across sectors remains as crucial today as it has ever done as this is a shared
responsibility.

Our initiatives are ensuring the UK is one of the safest places to do business in cyberspace as well as
providing a solid platform for economic growth.

We are already working closely in partnership with the private sector. I want to see that relationship
grow to be even stronger, using our extensive engagement with networks and representatives to
mainstream cyber security and raise awareness. We know this is important now but this is also vital
for our economic growth in the coming years. It will remain an absolute priority as we move to year 3
of our strategy.

Watch the speech made by Francis Maude (https://www.gov.uk/government/speeches/speech-on-second-
anniversary-of-the-cyber-security-strategy) to mark the second anniversary of the Cyber Security Strategy.

Our ability to defend ourselves in cyberspace depends upon a strong skills and knowledge base, Science Minister
David Willetts said:

The cyber crime threat facing the UK is increasing. We are working closely with business and
universities to ensure the country has the skills and knowledge it needs to meet the cyber challenge.

We want to show students and businesses that cyber security does not simply pose a threat. It gives
those who take it seriously an opportunity to gain new expertise, or even a commercial advantage.

With a new £2 billion target for cyber exports, we will also be helping the UK cyber sector to grow and
keep the UK ahead in the global race.

Making the UK more resilient to cyber attack and better able to protect our interests in cyberspace, Minister with
oversight of the Cyber Security Strategy, Francis Maude, said:

The cyber attack will remain a serious threat to our national security. That is why our work with other
sectors, such as academia and R&D, will continue to benefit strongly from secure government
funding. As a result of the 2013 spending review we have directed an additional £210 million
investment to this area, making £860 million of sustained government investment on cyber to 2016.

We still have work to do but investment, partnerships, skills, resilience and awareness are in a far
stronger position today than before this programme was launched.

Government plans for the coming year

Today (12 December 2013) as part of its plans for the coming year, the government announces:

its intention to establish a new Cyber Security Suppliers’ scheme, developed through the Cyber Growth
partnership; this will allow businesses to state publicly to prospective clients that they supply government
with cyber security products and services - government’s aim is to more than double annual cyber exports
from the UK to £2 billion a year by 2016
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the UK internet industry and government have co-developed a series of guiding principles to improve the
online security of customers and limit the rise in cyber attacks; providing a best practice approach to better
inform, educate and protect
the development of an industry-led organisational standard, based on ISO27000-SERIES, for cyber security
to give industry a clear baseline to aim for, ensuring focus on basic cyber hygiene and protection from low
level cyber threats; this standard will be adopted by government in its procurement where proportionate and
relevant thereby encouraging uptake and giving companies a demonstrable competitive edge
the development of a ‘Massive Open Online Course’ in cyber security by summer 2014 for the Open
University; (http://www.open.ac.uk/) the course reaches a potential 200,000 students both domestically and
overseas and will be available free of charge to anyone who has access to the internet
launch of a Third Research Institute, which will focus on Trustworthy Industrial Control Systems; this directly
supports our national infrastructure, building capability, finding new innovative ways to protect the industrial
technologies that support our key services
funding for the Cyber Security Challenge (https://cybersecuritychallenge.org.uk/) to further expand their schools
competition regionally and nationally; since its launch 562 schools nationally have become involved and this
programme gives school children the opportunity to develop their cyber skills and to demonstrate them in a
competitive environment
increased partnership with Chevening, Commonwealth and Marshall Scholars from Africa, Asia, and
America; these scholars will take their knowledge and expertise back to their home countries, where
strengthened cyber security will help tackle cyber threats to the UK at source, and where they will reinforce
the UK’s reputation as a world leader in cyber

Notes to editors

The 2013 anniversary announcements can be found here (https://www.gov.uk/government/publications/national-cyber-
security-strategy-2-years-on), including a comprehensive list of achievements, forward plans and spend on the
National Cyber Security Programme.

Launched in November 2011, the NCSS has 4 objectives:

making the UK one of the most secure places in the world to do business in cyberspace
making the UK more resilient to cyber attack and better able to protect our interests in cyberspace
helping shape an open, vibrant and stable cyberspace that supports open societies
building the UK’s cyber security knowledge, skills and capability

The NCSS:

sets out how the UK will support economic prosperity, protect national security and safeguard the public’s
way of life by building a more trusted and resilient digital environment
makes clear how the investment through the National Cyber Security Programme is being used and which
departments are responsible for which actions
outlines how the government will take the opportunity to promote growth and minimise the economic impact
of cyber attacks by cementing a new partnership with the private sector

The £860 million programme funding provides backing for work to improve the UK’s cyber security capability but
government can’t do this alone. Our whole approach hinges on building effective partnerships between
government, law enforcement agencies, academia and the private sector. We’re also encouraging organisations
within these spheres to work in partnership with each other.
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