STRESS &
HACKING

Understanding Cognitive Stress
in Tactical Cyber Operations

Celeste Lyn Paul and Josiah Dykstra
National Security Agency




SPEAKERS

CELESTE LYN PAUL

Senior Researcher and Technical Advisor
at NSA Research

Ph.D. in Human-Centered Computing
Hackers are people too

JOSIAH DYKSTRA

Deputy Technical Director
of NSA Cybersecurity Operations

Ph.D. in Computer Science
Late to the party



AGENDA

* About NSA

 Tactical Cyber Operations

« Stress and Hacking at NSA
 Putting these Results to Work



NATIONAL SECURITY AGENCY

CYBERSECURITY
Defend national security systems
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CYBERTHREATS
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Just before this talk:

Holding on for Tonight: Addiction in InfoSec

Sowfress and Hacking: Understanding Cognitive Stress
in Tactical Cyber Operations

This afternoon:

Mental Health Hacks: Fighting Burnout, Depression
and Suicide in the Hacker Community

Tomorrow morni

De;n;g%ifying PTSD in the Cybersecurity Environment



Let’s talk about stress.






TYPES OF STRESS

ACUTE  Temporary ‘fight or flight' response

EPISODIC Repetitive stress with little time to recover
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WHY IS HACKING SO STRESSFUL?

COMPLEX

UNPREDICTABLE

HIGH RISK / REWARD



STUDYING STRESS

« Hard to study

« Multi-faceted

* Dependent on environment
* Very subjective






STRESS HAS EFFECTS ON...

FATIGUE

FRUSTRATION

COGNITIVE
WORKLOAD

Physical and mental feeling of tiredness

Anxiety and annoyance over lack of control

Amount of mental effort needed to use memory



FATIGUE

Samn-Perelli Fatigue Scale

Fatigue: How awake or tired are you before the operation?

Fully alert, Very responsive, Okay, somewhat A little tired, less Moderately tired, Extremely tired, very Exhausted, unable to
wide awake. but not at peak. fresh than fresh. let down. difficult to concentrate. function effectively



FRUSTRATION & COGNITIVE WORK

NASA Task Load Index (TLX)

Very Low Very High

Mental Demand: How mentally demanding was the operation?

Physical Demand: How physically demanding was the operation?

Time Demand: How hurried or rushed was the pace of the operation?

Overall Performance: How successful were you in accomplishing what you were asked to do?
Frustration Level: How insecure, discouraged, irritated, stressed, and annoyed were you?

Effort: How hard did you have to work to accomplish your level of performance?



BASELINE

Normalizing Individual Differences

Fatigue: How awake or tired are you before the operation?

Fully alert, Very responsive, Okay, somewhat A little tired, less Moderately tired, Extremely tired, very Exhausted, unable to
wide awake. but not at peak. fresh than fresh. let down. difficult to concentrate. function effectively

Fatigue: How awake or tired are you after the operation?

Fully alert, Very responsive, Okay, somewhat A little tired, less Moderately tired, Extremely tired, very Exhausted, unable to
wide awake. but not at peak. fresh than fresh. let down. difficult to concentrate. function effectively




BASELINE

Normalizing Individual Differences

Frustration Level: How insecure, discouraged, irritated, stressed, and annoyed are you?

Very Low Very High

Frustration Level: How insecure, discouraged, irritated, stressed, and annoyed were you?

Very Low Very High



Cyber Operations Stress Survey
PRE-OP: Complete this part before you start the operation

Cyber Operations Stress Survey
POST-OP: Complete this part after you complete the operation

Name or Participant ID: Date:

Operation end time:

What time did you arrive at the office today? When was your last operation?

Fatigue: How awake or tired are you after the operation?

[ T T T T [T T T T B T [ T T T I T [ ]

Operation type or goal:

] Study-specific questions can be added as needed...

Fatigue: How awake or tired are you before the operation?

]

Fully alert, Very responsive, Okay, somewhat A little tired, less Moderately Extremely tired,  Exhausted, unable
wide awake but not at peak. fresh than fresh, tired, let down.  very difficult to to function
concentrate. effectively.

Mental Demand: How mentally demanding was the operation?

LT T T T T T T T T T T T 1 [ ]

Very Low Very High

Physical Demand: How physically demanding was the operation?

[ T T T T T T N T 1

Very Low

Time Demand: How hurried or rushed was the pace of the operation?

| S [ N U O S S S -

Very Low

[ T T T T T T T T BT T T T T ]

Overall Performance: How successful were you in accomplishing what you were asked to do?

Very Hngh7

Exhausted, unable
to function
effectively

Fully alert, Very responsive, Okay, somewhat A little tired, less Moderately Extremely tired,
wide awake. but not at peak. fresh. than fresh, tired, let down,  very difficult to
concentrate,

Frustration Level: How insecure, discouraged, irritated, stressed, and annoyed are you right

i |

LI T T T T T T T [T BT T T T T T T T 1

“Very Low Very High

Frustration Level: How insecure, discouraged, irritated, stressed, and annoyed were you?

]

LT T T T T T T T T AT T T T T T T T 1

Very Low Very High

|

LT 1T T T T T 1 i

* Complete this section only if you have never completed a version of this survey before:
Job Role

Effort: How hard did you have to work to accomplish your level of performance?

LI T T T [T [T T T T BT 11

Very Low

Team Synergy: How well did your team work together?

How long have you worked in this job?

[ T T T T T 0 T 1

Very Low

What are your other work duties or responsibilities?

[ Did you complete your objective? [ O Yes

Is there anything else you would like to tell us?

Operation start time:

Complete the back page after the operation is complete -
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PARTICIPANTS

4 NSA Locations
126 Tactical Cyber Operators

361 Operation Surveys
Both CIV and MIL*



RESULTS

Tactical Cyber Operations cause stress.



FATIGUE

Pre-operation  Post-operation
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RTLX = 44.5 (SD = 28.1)



Is this a lot?

Hint: That's not the right question.



COGNITIVE WORKLOAD

Mental

Physical 479*
Time 47"
Performance -.034
Effort .686*
Frustration 468*

*p <.001

Physical

Performance

-.009

-.315*

Effort

469"

Frustration



FATIGUE & FRUSTRATION

Mental Physical Time Performance Effort Frustration
AFatigue 263" 2257 .162* -.078 227 737
AFrustration 238" .194* 201* -.184* 277

*p<.01






OPERATION LENGTH

Mental Physical Time Performance Effort Frustration

Operation

376" 253" 2717 .032 296" 176"
Length

*p <.001



OPERATION LENGTH

AFatigue AFrustration

Operation

Length 361" 210"

*p < .001

<5Hours A10% > 5 Hours



Failure is not an option.



Locus of control.

The extent to which a person feels that they have
control over the outcome of events in their lives.



Fatigue: How awake or tired are you before the operation?

Fully alert, Very responsive, Okay, somewhat A little tired, less Moderately Extremely tired, very Exhausted, unable to
wide awake. but not at peak. fresh. than fresh. tired, let down. difficult to concentrate.  function effectively.

Frustration Level: How insecure, discouraged

Very Low

Significantly
dropped after
the operation!




SUMMARY

Tactical cyber operations increase fatigue, frustration, and cognitive work
Longer operations are more tiring, frustrating, and mentally demanding
Fatigue and frustration begin to compound after 5 hours

However, operators always pull through with performance, but at what cost?



TAKEAWAYS

Use the Cyber Operations Stress Survey to evaluate your own operations
Review policies on breaks, scheduling, and operation length

Empower operators with happy, healthy work environments






Understanding Operator Fatigue, Frustration, and Cognitive Workload in
Tactical Cybersecurity Operations

CL Paul and J Dykstra

Research Directorate
National Security Agency, USA

Abstract: While the aman factors of mission critical systems such as air traffic control and
weapons systems have been extensively studied, there has been little work on cyber operations.
As with any system, the perfect storm of complex tasks in a high-risk environment takes an
incredible toll on naman operators, leading to errors, decreased performance, and burnout. An
extensive study of tactical cyber operations at the National Security Agency found that operator
Jatigue, frustration, and cognitive workioad significantly increase over the course of an
operation. A discussion of these findings helps us understand the impact that the high-stress,
high-risk environment of tactical cyber operations has on its operators.

Keywords: Cyber Operations, Cognitive Workioad, Fatigue, Frustration, Burnout, Human
Factors, Cybersecurity

Introduction

Cybersecurity operations are a mission-critical service for the safety and business continuity of
companies and orgamzations in the digital world. From red team network penetration testing to
real-time defensive monitoring. evolving technology and threats to the network make
cybersecurity operations high-value, complex. and difficult. This environment is considerably
high-risk, and success or failure can greatly affect the mission or reputation of an organization
Research and development for cybersecurity operations has heavily focused on technological
means of achieving a more secure enterprise. However, it is the human experts who play the
most critical role in the deployment, configuration, monitoring, and operation of networks

The National Secunity Agency (NSA) coordinates, directs, and performs highly specialized
activities to protect U.S. government information systems and to produce foreign signals
mntelligence. One of NSA's missions is to defend the Department of Defense Information
Network (DODIN), National Secunty Systems (NSS). and other critical US. govemment

tems. Intelligence analysts and network operators work together around the clock to detect,
assess, and prevent foreign threats to networks. In addition to its headquarters in Maryland.
NSA has cryptologic centers in Colorado, Georgia, Hawai, and Texas that also conduct foreign
signals intelligence. cyberspace operations. and information assurance operations,

NSA recruits and hires computer network operators to both defend U.S. nulitary networks and
to exploit the networks of foreign adversanies. For these jobs. NSA seeks people with

Joumal of Information Warfare (2017) 16.2: 1-11
ISSN 1445-3312 Pnnt/ISSN 1445-3347 Online

Cyber Operations Stress Survey (COSS): Studying fatigue, frustration, and
»enitive workload in cybersecurity ope

Josiah Dykstra
U.S. Department of Defense

A bstract

Operator stress is a common, persistent, and disablin

effect of cyber operations and an important risk factor

for performa safety. and yee burnout. We de

ned the Cyber Operations Stress Survey (COSS) as

low-cost method for studying fatigue, frustration, and

cognitive workload in real-time tactical cyber opera

The combi on of pre- and post-operational measures

with well d factors from the NASA Task Load

Index and additional contextual factors pr

casy. and valuable assessment of cogniti

report on our expen P oping and fielding the

survey instrument, validation, and describe the use and

results of the COSS in four studies of cyber operations

across the National Security A gency

1 Introduction

eward profession that
nical workfc

design and execution of cybersecurity prog
this paper, we focus on a compl: ntary goal of mea
ely impact opera
In particular, we
casuring and as
sessing stress in tactical cyber operations.
Over the past decade, cybersecurity operations have

Security Operations Centers (SOCs
of this, where dedicated security
investigation, mitigati
sponse to security events. Tasks in the SOC require vi
ilance of changing threats, ng volume of alerts,
and incomplete monitori Other than extraordinary

U.S. Department of Defense

circumstances, such as the discovery of an attack in
progress (e.g., distributed denial-of-service) or the dis
covery of a sensitive data breach nsive operations
typically lack significant pressure
Tactical cyber operations. We distinguish a subset
erations called ra
which cyber capabilities are used to achieve specific ef
fects on a network. Capture the flag games for military
exercises such as USCYBERCOM's annual Cyber Flag
examph s type of work [ 18], Another
ample is red team penetration testing, where an inde
pendent up plays the > and ‘attacks’ an
organization to kst that ¢

spects
recision, just as it is for
p

likelihood of uninten t on the network. Tac
tical operators require specialized s and For
@amples, penetration testers have a breadth of exper.
tise in network and software fundamentals, reconnais
exploita . and adv al thinking. Training
e of work is extensive, expensive, and em
or is costly. The health of your talent is as
a risk management issue as it is a human re.

SOurces isswe
Why we care about stress A ivation for this
work is the tion that st y affects oper.

mory, and visual

nitive demand and

connection between fatigue

¢ and task performance [12]

gatively affects cognitive abilities,

task effectiveness, and general well-being. These types

of effects are harmful to high-risk, mission-critical envi

failure has great consequence. Stress is

detrimental to work that requires problem solv
ing —a skill that cyber operators inherently require

Journal of Information Warfare (2017).
https://www.jinfowar.com/journal/volume-16-issue-
2/understanding-operator-fatigue-frustration-cognitive-
workload-tactical-cybersecurity-operations

Cyber Security Experimentation and Test (2018).
https://www.usenix.org/conference/cset18/presentation/dykstra
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