Preparing for Multidomain Warfare

Lessons from Space/Cyber Operations

Maj Albert “AC” Harris Ill, USAR

Disclaimer: The views and opinions expressed or implied in the Journal are those of the authors and should not be con-
strued as carrying the official sanction of the Department of Defense, Air Force, Air Education and Training Command, Air
University, or other agencies or departments of the US government. This article may be reproduced in whole or in part
without permission. If it is reproduced, the Air and Space Power Journal requests a courtesy line.

ﬁ. merica is under attack. The enemy has jammed signals from the Global Posi-

tioning System (GPS), limiting unmanned aerial vehicle support and preci-

sion air strikes. Satellites are blinded by ground-based lasers, preventing ac-
tionable intelligence on enemy maneuvers within denied areas and degrading threat
warning capabilities. At home, cyber intrusion threatens America’s critical infra-
structure that supports satellite command and control (C2) and cripples in-theater
satellite communications, putting deployed naval strike groups at risk. To compli-
cate matters further, news outlets report on the attacks with information that de-
fense officials know not to be true. Yet this misinformation sparks outrage from the
American public and encourages hasty decisions by lawmakers. America is under
attack, and all this happens without a single kinetic strike.

These events describe a potential scenario in the next Great War. How could
America get to this point? For years, we have achieved national objectives through
military operations other than war. Such activities were focused on nonstate actors
like Al-Qaeda, Islamic State in Iraq and Syria (ISIS), and Al-Shabaab. Yet as war
fighters integrate joint capabilities to defeat extremists, nation-states are learning
from the success and failures not only of our military activities, but also those ac-
tions performed by our enemies. This makes them more capable in challenging
American interests, and curtailing our war-fighting advantage.

How do we prepare our military to meet the challenges of this evolved adver-
sary? In a 2017 letter to Airmen, General Goldfein stated that to counter this adver-
sary, we must enhance multidomain C2.' He tasked Brig Gen B. Chance Saltzman, a
space weapons officer, to lead Air Force efforts toward multidomain solutions. Since
then, much progress was made, yet even with progress it is going to take time be-
fore we see significant change across the Air Force. To help speed the enhancement
of multidomain C2, tactical leaders, such as those at or below squadron levels,
should cultivate multidomain thinking in their units. Leaders at the tactical level
should consider employing the following steps in shaping their environment for
multidomain C2:

1. Know your domain, and know it well.

2. Identify and collaborate with tactical mission partners in other domains.
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3. Train and exercise multidomain approaches.
4. Document lessons learned.
5. Apply multidomain lessons in agreements, plans, and tactics.

These transferable steps have helped enhance multidomain C2 at the tactical
level. But before this discussion dives right into the five steps, I want to add context
to their usefulness and review why multidomain C2 is the solution for preparing
our nation for the next Great War.

Courtesy of Wayne Clark

Gen David L. Goldfein, USAF chief of staff, speaks at the February 2018 Air Warfare Symposium.

A Smarter Adversary Requires an Improved War-fighting Approach

President Donald J. Trump’s first National Security Strategy reminds us that Amer-
ica “faces an extraordinarily dangerous world, filled with a wide range of threats
that have intensified in recent years.”” Whether a nation-state, an extremist group,
or even a lone wolf, the enemy of today is smarter than ever before. As American
national power evolves, our adversaries continue to challenge us in each of the dip-
lomatic, informational, military, and economic sources. For example, on the eco-
nomic front, extremists have learned that sustained threats against a nation can de-
ter investors and disrupt productivity.®> On the diplomatic and information fronts,
noticeably absent from accords on cybersecurity and intellectual property rights,
are those countries that are active in cybercrime and cyber espionage against the
US.* On the military front, years of budget cuts and fiscal uncertainty have compli-
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cated and impeded military solutions to these evolved threats.” Russia is using false
information to influence elections around the world, hacking into American infor-
mation systems, and violent extremists are using social media to promote their
causes.® If we want to be successful in keeping the peace and be ready for the next
Great War, our operational art must confront this smarter adversary using multido-
main approaches.

Courtesy: Scott Ash

Gen John W. Raymond, Air Force Space Command (AFSPC) commander, testifies with the Secretary of
the Air Force and Chief of Staff before the Senate Armed Services Subcommittee on 17 May 2017.

Multidomain approaches at the tactical level involves the lowest warfighting ech-
elon taking advantage of secondary domains—land, sea, air, space, or cyber—to de-
liver effects more effectively across their primary domain. At the operational level
of warfare, they will help provide a greater level of synergy, bolstering solutions to
complex matters such as antiaccess and area-denial problems presented by Russian
and Chinese military capabilities.” The Army called warfare that uses this approach
“multi-domain battle,” and suggests it enables the projection of “combat power from
land, and into other domains to enable joint force freedom of action.”® The Marine
Corps also highlights the necessity of exploiting all domains, as doing so increases
maneuvering capabilities and combat effects.? In concert, the Navy is exploring inno-
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vative ways for employing land forces from other military branches to secure access
to shared domains—particularly those within the Pacific area of responsibility.'

For Airmen, multidomain operations are by no means new to Air Force culture.
Our service was born from airpower’s promise of combat effects that could enable
more effective maneuvers on battlefields ashore and combat areas at sea. Over the
years, Airmen have studied ways to employ airpower in ways that it drives desired
effects in other domains. Before World War 11, Airmen at the Air Corps Tactical
School developed theories for employing airpower that were key to defeating Hit-
ler.! A little more than 40 years after we became an independent combat force, the
Air Force developed an evolved operational strategy drawn from years of airpower
experience, and employed a new strategic attack strategy during the first Gulf War.!?
Much of that strategy was a result of the theories offered by Col John Warden, who
advocated an approach that visualized the enemy as a system, where simultaneous
offensive fires (by combined arms) on various components delivered synergistic ef-
fects across the entire social and military system.

Courtesy of USAF

Air Force fighter aircraft fly over oil fields during Operation Desert Storm.

With this new strategy, the Gulf War became a watershed moment for airpower
advocates. Not only did the air campaign validate the efficacy of modernized strate-
gic attack, it is considered the first major conflict in which space played a vital
role.!®* Under the leadership of Lt Gen Thomas S. Moorman Jr.,, AFSPC commander
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at the time, space war fighters around the world proved that they knew their do-
main and delivered effects from space that made the success of strategic attack pos-
sible. During a 1991 presentation at an Air Force Association chapter in Minnesota,
General Moorman proudly acknowledged that in Desert Storm, “space owned the
battlefield. We had a robust on-orbit constellation and the inherent spacecraft flex-
ibility to alter our operations to support specific needs of the terrestrial warf-
ighter.”!* Although we demonstrated how multidomain employment of airpower
can achieve strategic objectives in the first Gulf War, the Air Force continued to im-
prove its ability to operate using multidomain approaches, driving even more op-
erational successes as seen later in Operation Inherent Resolve.'®

As the conflicts in Iraq and Afghanistan evolved, America’s grand strategy piv-
oted toward Asia. Russia, China, North Korea, and others were keen observers of US
military engagement in the Middle East and did not want to suffer the same fate.
Their efforts to counter American military effectiveness seemed deceptively sim-
ple: deny America’s ability to project power to the battlefield. However, we did not
sit idly by and allow the adversary to prevail with such antiaccess/area denial strat-
egies. When the Air Force and Navy experimented with air-sea battle, it improved
our ability to employ airpower using multidomain approaches. Yet its inherent
weakness was in the fact that the concept focused primarily on combat operations
across the air and sea domains, rather than across air, space, cyber, land, and sea
domains.'® Nevertheless, experimenting with air-sea battle helped the services re-
learn the value of joint force integration, resulting in a “Joint Concept for Access
and Maneuvering in the Global Common.”"”

As a service with significant responsibilities in three war-fighting domains (air,
space, and cyber), Airmen play a vital role in this joint concept. However, we
should not consider such concepts at just the operational and strategic levels, we
must also consider them at tactical levels. To evolve airpower thinking toward mul-
tidomain solutions more effectively, Airmen should observe the lessons from natu-
ral multidomain packages, like those found in the space and cyber mission areas.
After all, America’s increasingly integrated joint fighting force relies heavily on the
decision advantages and deep reach provided by the multidomain effects delivered
through space and cyber capabilities. Almost 20 years ago Colonel Warden pre-
dicted, “Information will become a prominent, if not predominant, part of war to
the extent that whole wars may well revolve around seizing or manipulating the en-
emy’s datasphere.”'® As a key architect for the airpower strategy in the Gulf War, he
also predicted that although information was not a prominent part of warfare at
that time, it would be. He was right.

Today, space and cyber capabilities support every US military operation, provid-
ing significant combat and combat support effects that secure American interests
around the world. Space and cyberspace capabilities are so integrated that they
function as a multidomain package unseen and unappreciated by many until some-
thing interrupts the advantages they provide. The next Great War will likely involve
extensive cyber campaigns and will likely extend into, or even start, in space. To be
prepared, we should learn from space and cyber operations and use those lessons
to shape the environment for multidomain C2.

Fall 2018 | 49


http:domains.16
http:Resolve.15

Observations and Lessons from Space/Cyber Operations

General Goldfein receives a GPS mission brief from the 2nd Space Operations Squadron.

Tactical space opevators enable multidomain solutions and help to assure
joint operations wovldwide. Tactical space operators located around the world com-
mand and control their assets in a way that enables the free flow of effects from
their space systems. During Operation Iraqi Freedom, effects from communication
satellites, such as the Mobile User Objective System, the Wideband Global Satellite
Communications System, and the Military Strategic and Tactical Relay, were essen-
tial for effective military maneuvers on land, at sea, in the air, and provided the se-
cure communications needed to coordinate synchronized tactical multidomain
fires. Missile warning satellites, such as the Defense Support Program and the
Space-Based Infrared System, offered a unique awareness of key areas. This af-
forded more time and space for decisions by commanders at all levels, and helped
to counter Iraqi dictator Saddam Hussein'’s ability to conduct surprise movements.
Even today, GPS helps guide American ships, aircraft, and troops to their objectives,
and put the “smart” in smart munitions, enabling them to hit targets requiring high
levels of precision. Data from signals intelligence and imagery satellites have the
reach to fill critical intelligence gaps in denied areas that other air, sea, and land as-
sets cannot observe without significant risk of interdiction or destruction.
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Modern warfare has shown that a space capability, such as a satellite communi-
cations asset, can support tactical air control parties, provide links for armed un-
manned aerial systems, facilitate in-flight retargeting of cruise missiles, enable res-
cue forces to talk to isolated personnel, and transmit sustainment instructions back
to the US—all at the same time." In short, a small crew of space operators on watch
commanding and controlling a single space capability have simultaneously brought
both combat and noncombat support effects to a range of military operations
around the world. These war fighters have proven their operational prowess again
and again. From delivering space effects against enemies during the first Gulf War
to using space in the fight against the Islamic State, Airmen operating space assets
continue to drive operational success in all war-fighting domains. As such, any en-
emy that wishes to defeat American’s military might would likely target space capa-
bilities.

Adversaries are aggressively seeking countevspace capabilities to limit US
war-fighting advantage. America’s adversaries see space as a key enabler of com-
bat action and thus have invested in counterspace weapons to seize the initiative
seemingly at an increasingly faster pace.”® One does not have to look far for exam-
ples of this. China is expanding its intelligence, surveillance, and reconnaissance
capabilities while concurrently developing systems that could be employed to curb
such advantages.?! In early 2017, a Chinese researcher was reportedly awarded a na-
tional prize for his work in high-power microwave technology, which could poten-
tially be employed toward a wide range of enemy multidomain fires.?* Russia’s de-
velopment of laser weapons and kinetic kill capabilities is also threatening, as such
weapons may possibly be used to blind imagery satellites or destroy them alto-
gether.?® As long as space remains a key enabler for combat effects across multiple
domains, our adversaries will continue to look for ways to counter our space capa-
bilities. In the next Great War, one could assume that the enemy will attempt to dis-
rupt America’s war-fighting advantage through offensive cyberspace campaigns on
systems that enable space operations.

Like tactical space opevators, tactical cyberspace operators provide and en-
able vital effects that shape the naturve of military activities in all domains. Tac-
tical cyberspace operators deliver combat and combat support effects by leveraging
physical or logical computer networks, or by leveraging cyber personas. In physical
networks, cyber operators can target information technology (IT) components that
make up the network. IT hardware stored on aircraft, ships, satellites and data pro-
cessing centers, or in the palm of a Soldier’s hand, can be key physical network tar-
gets that can be exploited through various technical means.?* Within logical net-
works such as websites, SharePoint, or the “Cloud,” cyber operators can maneuver
across domains to deliver fires on selected targets. Offensive actions conducted in
the logical network could render systems inaccessible, denying war planners and
operators access to essential mission data and communications. Access points in
the logical network can also be leveraged to target physical network systems, bring-
ing down IT hardware and leaving a technology-dependent unit nonmission capa-
ble. Virtual identities, or cyber personas, can be targeted to gain access to the physi-
cal or logical IT layers. A stolen virtual identity can give an adversary access to
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personal computer systems and personal information, or even to the target’s physi-
cal work spaces.

With enemies poised to use cyberspace as the means to attack America, or chal-
lenge American interests, tactical cyber operators remain combat-ready. Although
rarely discussed in the open, these war fighters have employed options to achieve
national security objectives. They have monitored the cyber environment as Russia
asserted aggression against Ukraine, and are working with other US government en-
tities to defend the US homeland against cyber attacks from Russia, China, and
other entities capable of malicious cyberspace behavior. #°

Source: Defense Visual Information Distribution Service

Cyber Airmen in the 175th Cyberspace Operations Group

Adversaries see cyberspace as an effective means to challenge American inter-
ests. As cyber attacks on America become more frequent, one could wonder if the
enemy is actually conducting live fire training events in preparation for attacks on
more sensitive targets. For instance, when North Korea executed offensive cyber
campaigns against Sony in 2014, it compromised more than 3,000 computers, 800
servers, and a huge amount of data, including the personal information of employ-
ees.” In another attack in May of 2017, the ransomware known as WannaCry in-
fected hundreds of thousands of Microsoft Windows operating systems in more
than 150 countries.?” This particular attack targeted files, encrypted them, and held
them hostage for money. In essence, this was a cyber equivalent of a worldwide
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hostage crisis. Imagine if these attacks were on military capabilities or on the criti-
cal infrastructure of allied nations engaged as a coalition in armed conflict. Each
offensive action reveals not just the civilian, but also the military threat, underscor-
ing vulnerabilities of an IT-dependent interconnected society.

The nature in which cyber assures the space mission helps to highlight the ef-
ficacy of multidomain operations. In a February 2018 statement to the Senate In-
telligence Committee, the director of national intelligence, Daniel Coats, confirmed
that Russia and China are reforming military capabilities in a way to enable multi-
domain fires against US space systems.?® With this, one could infer that Russia and
China are considering offensive cyber tactics to disrupt space capabilities. This is a
serious threat because although cyber attacks can threaten operations in all do-
mains and in practically all aspects of society, the space domain is uniquely vulner-
able to adverse effects on its cyber dependencies.? For instance, Soldiers, Sailors,
Marines, and Airmen, once employed, have engaged in combat without the use of
cyber capabilities. However, space operators have always leveraged cyber effects to
deliver military success in, through, and from space. Satellites are useless without
the cyberspace link that allows for the flow of data to and from them, or the proces-
sors that transform that data into meaningful information. Attacks on cyber systems
could easily exploit the vulnerabilities of space activities, and could cause cascading
events that limit the delivery of space effects, and reduce America’s ability to meet
its national security objectives.

We have seen evidence of this already. Between 2007-08, government officials
suspected Chinese actors in hacking and taking control of two imagery satellites
(National Aeronautics and Space Administration’s Landsat-7 and Terra AM-1). Dur-
ing a congressional testimony, Dean Cheng stated that this incident, among others,
suggests that the Chinese “are actively exploring vulnerabilities in space informa-
tion systems.”* Chinese actors are also suspected in hacking the National Oceanic
and Atmospheric Administration’s weather satellite in September 2014.* These are
just a few of many incidents, and space and cyber Airmen are working hard to miti-
gate the apparent threat to defense systems.

Together, space and cyber operators provide vital advantages toward national se-
curity objectives. They make up an advantageous multidomain package and the en-
emy knows it. Actions by our adversaries suggest attempts to curb this advantage by
challenging not only our space superiority, but our cyberspace superiority as well.
The 2018 National Defense Strategy says it best: “today every domain is contested—air,
land, sea, space, and cyberspace.”** As the enemy vigorously develops new capabili-
ties to challenge US interests, their perceived emphases on being able to deliver mul-
tidomain fires illustrate America’s need for strengthening multidomain C2.

Shaping the Environment for Multidomain Command and Control

Enhancing multidomain C2 requires deliberate action at the tactical level. At this
level, planners and operators of one domain must have not only the skills to per-
form their own missions, but they must also understand how planners and opera-
tors of other domains assure or even challenge their mission accomplishment.
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Building this knowledge at the lower levels can help enhance multidomain C2 at
operational and strategic levels. Leaders at the tactical level should consider the fol-
lowing steps when shaping their environment for multidomain C2:

1. Know your domain, and know it well. To shape tactical environments for
multidomain C2, we have to first know our domain and know it well. In any case,
before one can consider synchronized tactical actions from multiple domains, we
must first be experts in our primary domain. But this knowledge goes far beyond
just job acumen. We have to recognize how our piece of the mission fits into the
bigger fight. At the tactical level, we must understand how our actions enable op-
erational objectives, and leaders must effectively communicate this understanding
to those they lead. This helps Airmen be mentally ready to support units that oper-
ate in other domains.

Maj Hanif Flood talks with Air University (AU) about his experience in integrating space and cyber at
the Space Symposium in Colorado Springs, Colorado, 18 April 2018.

For tactical space and cyber operators, they master their domain not only
through local opportunities, but also through advanced education and training op-
portunities offered by the DOD, intelligence community, and various commercial
vendors. For instance, within both the Advanced Space Operations School and the
National Security Space Institute at Peterson AFB, Colorado, space operators learn
how to better operate in their domain.** They also explore challenges and ap-
proaches toward space integration into joint operations at not just the tactical, but
also at the operational and strategic levels. Within the Center for Cyberspace Re-
search, cyber Airmen enhance their ability to, among other things, “plan, direct,
and execute offensive and defensive cyberspace operations.”* At AU, an increased
focus on space, cyber, and multidomain C2 provides valuable training that is avail-
able to all Airmen, bolstering cross domain learning, and inquiry.*
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2. Identify and collaborate with tactical mission partners in other do-
mains. Tactical leaders should identify units with missions in opposite domains,
and then collaborate to ascertain possible cross-domain synergies that may contrib-
ute toward multidomain mission success. At times, this may be evident as the mis-
sion of some tactical units is to provide support to another. However when evaluat-
ing cross-domain synergies, leaders should meticulously understand how actions in
one domain have the potential to impact the mission of a unit operating in another,
positively or negatively. Then, those leaders should develop mission assurance tac-
tics that improve the probability of operational success. With these tactics in place,
leaders will help underpin the building blocks for multidomain C2, extending op-
tions available to the operational or strategic-level commander’s battle management
responsibilities.

Tactical space and cyber units continue to evolve, with many now presented to
combatant commanders in a way that better enables collaborative partnerships
with tactical mission partners from other domains. Some partnerships have been
improved, in part, due to the establishment of the Space and Cyber Mission Force.
The 2012 establishment of the Cyber Mission Force (CMF) by United States Cyber
Command (USCYBERCOM) was designed to improve the organization of cyber
forces, and better address cyber threats to US interests.*® Air Force efforts, such as
the Cyber Squadron Initiative, complements CMF concepts, building tactical cyber
mission defense teams to better protect and defend the delivery of air and space
power.”” On the one hand, the Space Mission Force (SMF), introduced by AFSPC in
2016, focuses on advanced training that better prepares space operators to execute
space war-fighting missions.* The SMF also adjusts the presentation of space forces
to combatant commanders, enabling improved integration of tactical space capabili-
ties into joint war-fighting campaigns.*

Efforts within Joint Task Force Ares, a USCYBERCOM operation against the ISIS,
can serve as excellent examples for how tactical units within the CMF use multido-
main partnerships to enhance solutions at operational and strategic levels.* Like
fires from other domains, cyber fires must be coordinated with not just stakehold-
ers at the strategic and operational levels but with tactical mission partners as
well.*! After all, we do not want to conduct offensive cyber operations on enemy
networks if friendly forces are using those networks to achieve desired effects.

Multidomain partnerships leveraged by tactical space forces have also enhanced
solutions at operational and strategic levels. At Schriever AFB, Colorado, unique
partnerships between space, cyber, and ground support units have improved space
mission assurance, directly contributing toward combat, and noncombat support
effects in theater.”> These partnerships ensure that when deployed war planners
reach back to the SMF, they receive tactical support from space experts ready to de-
liver space capabilities. For example, while US Central Command was planning air
strikes against Syria after Bashar al-Assad once again deployed chemical weapons
against his own citizens, war planners leveraged data provided by the SMF to de-
velop space effects specifically designed to support the 14 April 2018 air strikes.*
This example, along with efforts within the CMF, highlight the value of tactical
multidomain collaboration and their impact on contributing toward strategic and
operational successes.
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3. Train and exercise multidomain approaches. Tactical leaders should con-
duct joint training and exercises to strengthen multidomain options. When conduct-
ing such activities, leaders must be careful not to focus solely on refining tactics
that work. Some of the best lessons can be learned when we stress our ability to op-
erate when the probability of mission failure is high or even certain. Quality exer-
cises evaluate the most likely and most dangerous enemy courses of action that can
complicate efforts to achieve the objective. In other words, tactical leaders must ex-
ercise their ability to fight through the adversary’s multidomain fires and win.

Training and exercising multidomain approaches can be challenging. A notional
enemy during an exercise can declare victory early in the scenario if it successfully
conducts offensive cyberspace operations or offensive space control against key
blue force capabilities. Imagine an air campaign without the precision, navigation,
or timing from GPS satellites, the vital intelligence delivered by space capabilities,
or without capabilities we take for granted, like our desktop computers, phones,
and yes, even the lights. Yet those are the type of scenarios we need in our exer-
cises. Fortunately, we are making progress with exercising multidomain ap-
proaches. For instance, space and cyber incorporation into Red Flag, marking a sig-
nificant milestone in 2016 when then Col DeAnna Burt was the first nonrated wing
commander (50th Space Wing) to be deployed for the exercise.**

Courtesy: David Salanitri

An Airman attempts to troubleshoot space systems on his F-16 Fighting Falcon during an exercise.
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4. Document lessons learned. Building multidomain solutions to national se-
curity challenges takes careful observation, analysis, and then documentation of
lessons learned. Yet documenting lessons from training and exercises are not
enough; planners and operators must also learn from anomalies that drive mainte-
nance actions or even maintenance actions that unfortunately drive anomalies.
Sometimes the effects from those anomalies can mirror effects derived from adver-
sary fires. Anomalies like this during peacetime operations can produce significant
lessons that planners and operators can leverage for multidomain approaches dur-
ing war.

Space and cyber units today are collaborating to better conduct multidomain op-
erations. During my six years assigned at the National Reconnaissance Office
(NRO), I witnessed the evolution of tactical space/cyber integration and had the
honor of helping our airmen become better multidomain warriors. In a speech at
the 34th Space Symposium, NRO Director Ms. Betty Sapp highlighted how partner-
ships with the Air Force allow touch points and opportunities like never before.*
She echoed comments by General Goldfein and General Raymond by mentioning
that our adversary is evolving, and we have to move fast and learn fast.** The in-
creased focus on partnerships between tactical space and cyber units at the NRO
and across AFSPC have produced valuable lessons that allow better employment of
air and space power.?’

5. Apply multidomain lessons in agreements, plans, and tactics. Leaders at
the tactical level should apply multidomain lessons by codifying them into their lo-
cal agreements, plans, and tactics. This is probably the most challenging step, as
current operational needs tend to out-prioritize administrative functions, and typi-
cally the momentum for change has a short lifespan. However if we do not apply
these lessons, we may jeopardize progress toward better tactical multidomain op-
erations. We have to overcome the tendency to underprioritize this step, as applica-
tion of such lessons can drive immediate improvements in multidomain efforts
while the unit drives toward their mission.

Due in part to the fruitful collaboration between tactical space and cyber units
across the NRO and AFSPC, these two space organizations have codified a series of
strategic-level concepts of operations to better deliver on their respective missions
in the national security space enterprise.*® Those concepts, born from multidomain
partnerships, exercises, wargames, and experiments involving tactical units, help
shape environments for multidomain C2. With the Air Force driving toward multi-
domain concepts, Airmen, like those in AFSPC and those assigned to the NRO, have
stepped up to validate the efficacy of multidomain operations, contributing exten-
sively toward the projection of multidomain airpower.

For years, effects from both space and cyber have been recognized as force multi-
pliers; now they are considered war-fighting domains on their own. The enemy un-
derstands that America’s military success depend on both space and cyber capabili-
ties and have taken steps to curb the advantages those capabilities provide. With
these five steps, tactical leaders closest to the fight can cultivate a multidomain
mindset within their unit and help speed the enhancement of multidomain C2.
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Concluding Thoughts and Recommendations

Multidomain operations are the solution to maintaining America’s war-fighting
advantage, and enhancing the multidomain approach at the tactical level will help
prepare military forces for the next Great War. The space/cyber package is a natural
multidomain option, but to offset the enemy’s attempts to curb America’s military
advantage, Airmen at the tactical level must cultivate multidomain C2 in their own
environment. Yet effective multidomain C2 goes far beyond just delivering effects
across the military domains. It includes exploiting the capabilities of all govern-
ment, commercial, and foreign entities willing to support America’s national secu-
rity objectives.

Although enhancing multidomain C2 starts at the tactical level, we still need to
innovate and look for ways to improve multidomain thinking and application at the
operational and strategic levels. If we want our Airmen to be successful in conduct-
ing multidomain operations, then we also need to develop multidomain capability
areas that better organize, train, and equip tactical leaders for a multidomain con-
flict. For example, within AFSPC, space warriors are advancing toward a Space En-
terprise Vision, which seeks to exploit such capabilities to succeed in multidomain
warfare. As key enablers, cyber warriors are contributing to that vision. AFSPC is
certainly contributing toward developing multidomain Airmen, and according to
their vision, we can only expect that contribution to increase. However, we can al-
ways benefit from additional efforts that contribute toward the multidomain vision
of future air and space power. Tactical leaders at or below the squadron level are
key to making that happen.

Lastly, although there is an increased focus by senior leaders on space and cyber-
space superiority, including breaking off space into a separate service and the evo-
lution of cyber squadrons, we cannot lose focus on challenges that may threaten
progress toward enhancing multidomain C2. Shortages in the pilot, space, cyber,
and other key communities are concerning, as this doesn’t just mean there are less
Airmen to sustain their career field, but it also limits opportunities to evolve into a
multidomain war-fighting force. After all, Airmen will continue to play a vital role
in the CMF, and if directed, could also help shape a new military service for the
space mission.*® Secretary of the Air Force Heather Wilson and General Goldfein
are certainly the Airman’s champions for these difficult issues, as evident in their
many presentations to Congress.”® However, we need our national leaders to act on
their call and provide the vital resources air, space, and cyber forces will need to be
a dominant multidomain war-fighting package.

While the adversary explores ways to conduct multidomain fires to undercut our
war-fighting advantage, we must explore ways to enhance multidomain capabilities.
Without this, America will be at risk of strategic paralysis when confronted with
widespread conflict. The five steps indicated above can help tactical leaders build a
multidomain mindset to bolster multidomain C2, and help ensure America is pre-
pared for the next Great War. &
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