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CYBER ATTACK: IS THE NATION AT RISK?

WEDNESDAY, JUNE 24, 1998

U.S. SENATE,

COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:05 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Fred Thompson,
Chairman of the Committee, presiding.

" Present: Senators Thompson and Lieberman.

OPENING STATEMENT OF CHAIRMAN THOMPSON

Chairman THOMPSON. The Committee will come to order, please.
I welcome our witnesses this morning.

The Governmental Affairs Committee today is holding its second
in a series of hearings on the security of Federal computer systems.
Anyone who thinks that that is a dull subject will, I think, quickly
be disabused of that notion. In fact, I think they probably already
have if they have listened to some of the hearings that we and
other committees have already had.

Today’s hearing will focus on the intelligence community’s as-
sessment of the threats to our Nation’s information systems. Dur-
ing our hearing last month, we heard that the foundation of our
Nation’s information infrastructure is riddled with security vul-
nerabilities and flaws.

The LOpht hacker think tank, which testified at our earlier hear-
ing, stated that they “could very trivially make the Internet unus-
able for the entire Nation.” This has serious implications when con-
sidering how dependent our society has become on the Internet.
LOpht also testified that, given enough resources, a small group of
skilled hackers could wreak havoc on our country—ranging from
shutting down communications systems and utilities to causing un-
stable financial markets.

Dr. Neumann, a renowned computer security expert who also
testified, agreed with this, stating that “massive coordinated at-
tacks on our infrastructure are possible; however, it may take a
Chernobyl-scale event to raise awareness levels adequately, per-
haps bringing several of the national infrastructures to their knees
simultaneously.”

We cannot wait for such an electronic Pearl Harbor or Oklahoma
City to recognize that there is a serious problem. At risk are the
systems that control national security, air traffic, finances, power,
and communications. To date, the mainstream media has focused
on unsophisticated hacking of governmental systems. That does not
accurately represent the seriousness of the threat.
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We often read about the hackers that have been caught, but
what about the sophisticated hackers who are not detected, who
are not caught? What gives me great concern is that we simply do
not know what we do not know. According to a 1996 estimate by
the Defense Information System Agency, as many as 250,000 at-
tacks occurred on defense systems in 1995. How many of these
were actually detected? How many of the perpetrators were
caught? How many viruses were left behind? How much critical
data was compromised? Unfortunately, we simply cannot answer
those questions.

Of course, this is not the major problem. We see that we increas-
ingly have concerns about being targeted by other nations and
other groups. As the American way of life becomes increasingly de-
pendent on computer systems and the uninterrupted flow of infor-
mation, the use of information technologies as a tool of warfare and
terror become increasingly likely. Instead of confronting us head to
head on the traditional battlefield where they would undoubtedly
lose, adversaries will confront the United States at its point of least
resistance—and that is our information infrastructure. Cyberspace
is the battlefield of tomorrow.

This is well understood by our potential adversaries, whether it
be other nations or terrorists, drug cartels, or organized crime
groups. They can reach deep into our homeland from the sanctity
of theirs. This is not just a theory. We know for a fact that terror-
ists and organized crime groups are developing information warfare
systems. A recent Newsweek article claims that there are about ten
countries, in addition to China and Russia, with information war-
fare programs. Among these countries are Libya, Iraq, and Iran,
and, of course, they are not friends of the United States, and all
of them sponsor anti-American terrorists.

I do not believe that this is a futuristic threat, as some portray
it. The threat is real, it is serious, and it is here today. Cyber
weapons are being developed, countries are incorporating strategies
into their doctrine, our computer systems are being probed to iden-
tify vulnerabilities, and our defenses are weak.

I helieve that protecting our Nation against cyber attack rep-
resents one of the greatest challenges that we have faced as a
country. We must act now to develop the policies, plans, programs,
and strategies to deter this threat.

Today, we will hear from the leaders of our intelligence commu-
nity, the Hon. George Tenet, Director of the Central Intelligence
Agency, and Lieutenant General Ken Minihan, Director of the Na-
tional Security Agency. Mr. Tenet will provide an assessment on
the threats to our information infrastructure and what is being
done to address these threats. General Minihan will testify on the
findings from the military exercise called “Eligible Receiver,” which
identified serious vulnerabilities of our Nation’s computer system.

Senator Lieberman.

OPENING STATEMENT OF SENATOR LIEBERMAN

Senator LIEBERMAN. Thank you, Mr. Chairman. Once again, let
me thank you for holding this hearing and let me join you in wel-
—. coming Mr. Tenet and General Minihan.
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Mr. Chairman, I am struck, as I was at our May hearing on com-

uter 'security, by the enormity of the problem that we are discuss-
ing today. The scope of the threat that we are facing, which is to
say the ability of foreign governments or non-governmental hostile
groups, such as terrorists, to effectively shut down our economy
and to hamper our military’s ability to operate effectively is obvi-
ously worrisome and profoundly unsettling.

We are all accustomed to thinking of computers as a great bene-
fit, and they usually are. They give us instant access to all sorts
of information at any time of day or night. They make our trains
and planes run effectively and smoothly. They operate our power
systems. They have made it so that I, for instance, am able through
E-mail to stay as closely in touch with one of my children who is
in school in England as my parents were able to with me when I
was in college just a couple of towns away from them—and may I
add, I do so at less cost than they did.

Computers, in short, particularly the interconnection of computer
networks through the Internet, have revolutionized our lives, al-
most always for the better. But as this Committee’s examination of
this ﬁroblem is showing, with the computer information age revolu-
tion has come a new kind of dependency and, therefore, a new form
of vulnerability. Unfortunately, we have been slower to appreciate
the risks of the computer revolution than we have been to take ad-
vantage of its benefits.

As our witnesses will explu.n to us today, our critical infrastruc-
tures—banking, financial, communications, transportation, secu-
rity—are all dependent on computer systems and, therefore, are
vulnerable. And each of these computer systems can be hacked into
and disrupted.

If we were dealing only with a group of young hackers, that
would be troubling enough. But as we will hear today, we face
much more sophisticated and ominous and hostile threats than a
bunch of teenagers engaged in a New Age rite of passage. A num-
ber of terrorists groups and nations are adding cyber warfare weap-
ons to their arsenals. They are developing the ability to hack into
computer systems, and once in them, to, disrupt or even shut down
garts ofbour economy to affect significantly our military’s ability to

o its job.

In fact, as one of our witnesses may indicate today, some experts
predict that this type of information warfare can be as effective at
immobilizing our defenses as some of the conventional weapons or
weapons of mass destruction that we are focused on. '

This, naturally, worries all of us. It should worry all of us. Of
course, it shouldy also propel us to work together to build a system
of defenses to this new high-tech threat to our national security.

So, Mr. Chairman, I truly appreciate your holding these hear-
ings. They are critically important. I thank you for illuminating
what might be described as the down side of our entrance into
cyberspace and the information age. I look forward to hearing from
our distinguished witnesses today, and most importantly, I look
forward to working with them and you and others in the Congress
to develop methods for better protecting ourselves from the threat

of IW, of information warfare. Thank you.
Chairman THOMPSON. Thank you very much.



Mr. Tenet.

TESTIMONY OF THE HON. GEORGE J. TENET, DIRECTOR OF
CENTRAL INTELLIGENCE

Mr. TENET. Thank you, Mr. Chairman. Just like the proliferation
of weapons of mass destruction, international terrorism, and drug
trafficking, information warfare has the potential to deal a crip-
pling blow to our national security if we do not take strong meas-
ures to counter it.

Consider, for example, the Washington Post report early this year
that 11 U.S. military systems were subjected to an electronic as-
sault. The perpetrators were not initially known because they hid
their tracks by routing their attack through the United Arab Emir-
ates computer systems. While no classified systems were pene-
trated and no classified records were accessed, logistics, adminis-
tration, and accounting systems were accessed. These systems are
the central core of data necessary to manage our military forces
and deploy them to the field. In the end, we found two young hack-
ers from California had perpetrated the attacks via the United_
Arab Emirates under the girection of a teenage hacker from Israel.

This should not surprise us.- As you mentioned, Mr. Chairman,
a recent DoD study said that DoD systems were attacked a quarter
of a million times in 1995. As a test, the Defense Department orga-
nization that same year conducted 38,000 attacks of their own.
They were successful 65 percent of the time, and 63 percent of the
attacks went completely undetected.

We have spent years making systems interoperable, easy to ac-
cess, and easy to use, yet we still rely on the same methods of secu-
rity that we did when data systems consisted of large mainframe
computers housed in closed rooms with limited physical access. By
doing so, we are building an information infrastructure, the most
complex the world has ever known, on a very insecure foundation.
We have ignored the need to build trust into our own systems. Sim-
ply hoping that someday, we ‘can add the needed security before it
1s too late is not a strategy.

In this hearing today, Mr. Chairman, I hope to leave you with
three key points. First, I want you to take away an appreciation
for the growing seriousness and significance of the emerging threat
to our information systems.

Second, I want to emphasize the need to evaluate the threat from
the perspective of both State and non-State actors. Proliferation of
malicious capabilities exist at every level.

And finally, I want to provide you with an appreciation for what
the intelligence community is doing to combat the problem. On this
last point, let me assure you that our engagement in infrastructure
protection extends not just to efforts within the intelligence com-
munity, but to participation with all other stakeholders in our Na-
tion’s infrastructure systems, across government agencies, in aca-
demia and the private sector.

As this Committee well understands, we have staked our way of
life on the use of information. We rely more and more on computer
networks for the flow of essential information. Like electricity, we
now take information infrastructures for granted. Reliability breeds
dependence and dependence breeds vulnerabilities. Today, as a re-
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sult of the dramatic growth of and dependency on new information
technologies, our infrastructures have become increasingly auto-
mated and interlinked.

Disruptions in information based on technologies can range from
being a serious nuisance, as we saw just weeks ago when the loss
of a single satellite caused a nationwide halt in electronic pager
systems, to the potentially disastrous. Consider what such a dis-
ruption would have caused to Operation Desert Storm, where our
information systems had to accommodate a communications volume
of 100,000 electronic messages and 700,000 telephone calls a day.
Seven years later, those figures would be far greater and our reli-
ance on computers is much greater, as well.

It is in this context that we must appreciate that future enemies,
whether nations, groups, or individuals, may seek to harm us in
nontraditional ways. Nontraditional attacks against our informa-
tion infrastructures could significantly harm both our military
power and our economy.

Who would consider attacking our Nation’s computer systems?

Yesterday, you received a classified briefing answering this ques-
tion in some detail, Mr. Chairman. I can tell you in this forum that
potential attackers range from national intelligence and military
organizations, terrorists, criminals, industrial competitors, hackers,
and disgruntled or disloyal insiders. Each of these adversaries is
motivated by different objectives and constrained by different levels
of resources, technical expertise, access to a target, and risk toler-
ance.
Why would we be attacked? There are plenty of incentives—tril-
lions of dollars in financial transactions in commerce moving over
a medium with minimal protection and sporadic law enforcement,
increasing quantities of intellectual property residing on network
systems, and the opportunity to disrupt military effectiveness and
public safety with the elements of surprise and anonymity. The
stakes are enormous. Protecting our critical information infrastruc-
ture is an issue that we should all be deeply troubled about.

As I recently testified before the Senate Intelligence Committee
in January, we have identified several countries that have govern-
ment-sponsored information warfare programs. Foreign nations
have begun to include information warfare in their military doc-
trine as well as their war college curricula with respect to both de-
fensive and offensive applications. It is clear that nations develop-
ing these programs recognize the value of attacking a country’s
computer systems, both on the battlefield and in the civilian arena.

The magnitude of the threat from various forms of intrusion,
tampering, and delivery of malicious code is extraordinary. We
know with specificity of several nations that are working on devel-
oping an information warfare capability. In light of the sophistica-
tion of many other countries in programming and Internet usage,
the threat has to be viewed as a factor requiring considerable at-
tention by every agency of government.

Many of the countries whose information warfare efforts we fol-
low realize that in a conventional military confrontation against
the United States, they cannot prevail. These countries recognize
that cyber attacks, possibly launched from outside the United
States against civilian computer systems in the United States rep-
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resent the kind of asymmetric option they will need to level the
pla}ymg field during an armed crisis against the United States.

ust as foreign governments and the mili services have long
emphasized the need to disrupt the flow of information in combat
situations, they now stress the power of information warfare when
targeted against civilian information infrastructures. The three fol-
lowing statements, all from high-level foreign defense or military
officials, illustrate the power and the import of informiation warfare
in the decades ahead.

For example, in an interview late last year, a senior Russian offi-
cial commented that an attack against a national target, such as
transportation or electrical power distribution, would, “by virtue of
its catastrophic consequences, completely overlap with the use of
weapons of mass destruction.”

An article in China’s People Liberation Daily stated that, “An ad-

versary wishing to destroy the United States only has to mess up
the computer systems of its banks by high-tech means. This would
disrupt and destroy the U.S. economy. If we overlook this point and
simgly rely on the building of a costly standing army, it is just as
good as building a contemporary Maginot Line.’
A defense publication from yet a third country stated that “infor-
mation warfare will be the most vital component of future wars
and disputes.” The author predicted bloodless conflict since, “infor-
mation warfare alone may decide the outcome.”

As these anecdotes clearly demonstrate, the battle space of the
information age will surely extend toward domestic infrastructure.
Our electric power grids and our telecommunications networks will
be targets of the first order. An adversary capable of implanting
(tihe right virus or accessing the right terminal can cause massive

amage.

Information warfare is not just about offensive capability, how-
ever, but about defensive readiness, as well. This fact has not been
lost on others. Many nations, several of which are potential adver-
saries, are reviewing their own growing dependence on information
systems, both for military and civil activities. They are searching
out their vulnerabilities and developing approaches to protect
themselves. We must do the same. If not, we could soon find our-
selves at a significant disadvantage in addressing what may be the
key security challenge of the next decade and beyond.

Next, Mr. Chairman, I want to examine the degree to which this
threat has proliferated beyond traditional nation states to become
the potential weapon of choice for less structured adversaries. Ter-
rorists and non-State actors are beginning to recognize that infor-
mation warfare offers them new, lost-cost, and easily-hidden tools
to support their causes. They, too, will see the United States as a
potentially lucrative target. These people will be very difficult for
the United States to trace in cyberspace.

Terrorists, while unlikely to mount an attack on the same scale
as a nation, can still do considerable harm. What is worse, the
technology of hacking has advanced to the point that many of the
tools which required in-depth knowledge a few years ago have be-
come automated and more user friendly. It may even be possible
for terrorists to use amateur hackers as their unwitting accom-
plices in a cyber attack. Cyber attacks offer terrorists the possibil-
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ity of greater security and operational flexibility. Theoretically,
they can launch a computer assault from almost anywhere in the
world without directly exposing the attacker to physical harm.

Terrorists are not bound by traditional norms of political behav-
ior between states. While a foreign state may hesitate to launch a
cyber attack against the United States due to fear of retaliation or
negative political consequences, terrorists often seek the attention
a?td %{he increasing fear that would be generated by such a cyber
attack.

Established terrorist groups are likely to view attacks against in-
formation systems as a means of striking at government, commer-
cial, and industrial targets with little risk of being caught. Global
proliferation of computer technology and the open availability of
computer tools that can be used to attack other computers make
it possible for terrorist groups to develop this capability without
great difficulty.

Terrorists and extremists already are using the Internet and
even their own web pages to communicate, raise funds, recruit, and
gather intelligence. They also will use it to launch attacks against
their adversaries. They may even launch attacks remotely from
countries where their actions are not illegal or with whom we have
no extradition agreements. Let me give you a few examples of what
I am talking about.

The group calling themselves the Internet Black Tigers took re-
sponsibility for attacks last August on the E-mail systems of Sri
Lankan diplomatic posts around the world, including those in the
United States. Italian sympathizers of the Mexican Zapatista
rebels crashed web pages belonging to Mexican financial institu-
tions. While such attacks did not result in damage to the targets,
they were portrayed as successful by the terrorists and used to gen-
erate propaganda and rally supporters.

Mr. Chairman, as terrorists and other adversaries well know, our
society is based on the free flow of information. That concept is
clearly embodied in the Constitution. It forms the foundation of our
freedoms and of our productivity. Consequently, our systems are
built to facilitate access and openness and they must remain so
within the reasonable bounds of security. It is just that openness,
however, that makes our system so vulnerable.

So how will we detect an attack in this world of vast
interconnectivity? It will not be easy. In the first place, those who
would attack us generally are tough intelligence targets. Second,
they will use cheap, easily available technology and techniques.
Patterns will be difficult to spot.

Furthermore, intrusion detection technology is still in its infancy
and the systems we will need to observe are very diverse. When
attacks are detected, the source of the attack will be disguised.
Moreover, after trouble is deétected, it takes time for an analyst to
determine whether the problem took hold by accident or by design.
Unless we have intelligence indications dealing with someone’s in-
tention to attack, such as through a human source, tactical warn-
ing will be very, very difficult to attain.

However, by combining the efforts of government and industry,
we will be able to pool our strengths and share the necessary infor-
mation to allow a reasonable defense. By sharing the research and
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development burden between public and private sectors, we each
will be better able to take advantage of the other’s expertise. This
is one of the advantages of connectivity.

In my written statement, Mr. Chairman, I have described nu-
merous initiatives and working groups in which the intelligence
community is involved to better handle the information warfare
threat. These range from our national intelligence estimate devoted
to this tOﬁic to establishing new units within the community to
focus on this problem full time. Further, as you can see from the
written statement, we have made great strides in our cooperative
efforts with the Departments of Defense and Justice to overcome
cross-agency challenges that the information age creates.

Since those efforts are laid out in the written statement, I would
like to return to a theme raised earlier in my remarks and tell you
more about what I mean. Having created our informationn systems
on a foundation that lacks adequate security, we have to focus on
building trust into our systems. What do I mean?

It is more than just security. Security is concerned with locks
and fences and guards. Trust is the belief that the security works.
Security involves more than just encryption. It is also about au-
thentication and digital signatures and data integrity. Trust is
about key management, digital certificates, and policies, such as
what your Yrivileges are and what you are authorized to do with
your digital signatures. Making our systems secure and trust-
worthy, while not an intelligence community issue per se, is the ul-
timate solution to the threat of information warfare. :

I know, Mr. Chairman, that you plan to have a hearing later on
about how we do the protection side of the business. I would say
to you that it is very clear that we have shared vulnerabilities be-
tween the private sector and the government and what we do not
have today is a system of trust that ensures both the privacy of the
information we seek to pass and the ability to protect that informa-
tion.

We have had an enormous debate in this country about en-
cryption. Encryption is not the issue. The issue is, is there a sys-
tem in place that allows us to authenticate you as the user? Is
there a system in place that allows us to understand whether you
have the responsibility or the right to transfer the information that
you have transferred? Is there a system in place that allows you
to verify that the data that you have transferred has not been ma-
nipulated?

here is no such system in place and the private sector and the
government have a responsibility to work towards this. If such a
system was in place, if we could protect the integrity of the data
and its authentication, we would deny our adversaries many of the
tools that they are using today against our information systems,
and this is an important point that you have to understand while
we talk to you about the threat.

Finally, Mr. Chairman, let me say that the concerns that we
raise today, although not yet on the front burner, are urgent. In
fact, the approach of the year 2000 makes our work all the more
critical. It is generally understood that the year 2000 problem
poses inherent risks to our system, but it is less understood that
the year 2000 also affords special opportunities for our adversaries.
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For example, our dependence on foreign software development is
a source of concern. It is possible foreign actors with hostile intent
may try to exploit the year 2000 problem for their own ends. As
we come upon that date, we have to do more than just ensure that
our systems function on January 1, 2000, that they function and

that they are, indeed, secure.

These are all enormous challenges, Mr. Chairman, and I think
we have raised a number of issues that we will want to talk about
and I thank you for the time and attention you have devoted to

this issue.
[The prepared statement of Mr. Tenet follows:]

PREPARED STATEMENT OF MR. TENET

Mr. Chairman, distinguished Members of this Committee, it is a pleasure for me
to come here today to discuss with you a very serious threat to our national secu-
rity—the vulnerability of our critical information infrastructure to a potentially dev-
astatinﬁ high tech attack. ,

Just like the proliferation of Weapons of Mass Destruction, international terror-
ism, and drug trafficking, information warfare has the potential to deal a crippling
blow to our national security if we do not take strong measures to counter it.

Consider for example the Washington Post report early this year that eleven U.S.
military systems were subjected to an “electronic assault.” The perpetrators were
not initially known because they hid their tracks by routing their attack through
the United Arab Emirates computer systems. While no classified systems were pen-
etrated and no classified records were accessed, logistics, administration and ac-
counting systems were accessed. These are the central core of data necessary to
manage our military forces and deploy them to the field. In the end, we found two
young hackers from California had perpetrated the attacks via the United Arab
Emirates under the direction of a teenage hacker from Israel.

This should not surprise us. A recent DoD study said that DoD systems were at-
tacked a quarter of a million times in 1995. As a test, a Defense Department organi-
zation that same year conducted 38,000 attacks of their own. They were successful
65 percent of the time. And 63 percent of the attacks went completely undetected.

We have spent years making systems interoperable, easy to access, and easy to
use. Yet we still rely on the same methods of security that we did when data sys-
. .tems consisted of large mainframe computers, housed in closed rooms with limited
physical access. By doing so, we are building an information infrastructure—the
most complex the world has ever known—on an insecure foundation. We have ig-
nored the need to build trust into our systems. However, simply-hoping that some-
daly we can add the needed security before it’s too late is not a strategy.

n this hearing today, Mr. Chairman, I hope to leave you with three key points.
First, I want you to taKe away an appreciation for the growing seriousness and sig-
nificance of the emerging threat to our information systems. Second, I want to em-

hasize the need to evaluate the threat from the perspective of both State and non-

tate actors—proliferation of malicious capabilities exists at every level. And finally,
I want to provide you with an appreciation for what the Intelligence Community is
doing to combat the problem. On this last point, let me assure you that our engage-
ment in infrastructure protection extends not just to efforts within the intelligence
community but to participation with all the other stakeholders in our Nation’s infra-
structure systems—across government agencies, in academia and in the private sec-

tor.

Growing Dependence on Information Systems

As this Committee well understands, we have staked our way of life on the use
of information. We rely more and more on computer networks for the flow of essen-
tial information. Like electricity, we now take information infrastructures for grant-
ed. Reliability breeds dependence—and dependence produces vulnerabilities. Today,
as a result of the dramatic growth of and dependency on new information tech-
nologies, our infrastructures have become increasingly automated and inter-linked.
Disruptions in information—based technologies can range from being a serious nui-
sance—as we saw just weeks ago when the loss of a single satellite caused a nation-
wide halt in electronic pager systems—to potentially disastrous. Consider what such
a disruption would have caused in Operation Desert Storm, where our information
systems had to accommodate a communications volume of 100,000 electronic mes-

50-293 98 2 \
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sages and 700,000 telephone calls a day. Seven years later, those figures would be
far greater apti our reliance on computers is mucg eater as well.

It is in this context that we must appreciate that future enemies, whether na-
tions, groups, or individuals, may seek to harm us in non-traditional ways. Non-tra- -
ditional attacks against our information infrastructures could significantly harm
both our military power and our economy.

Who would consider attacking our Nation's computer systems? Yesterday, you re-
ceived a classified briefing answering this question in some detail. I can tell you in
this forum