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INFORMATION SECURITY

WEDNESDAY, SEPTEMBER 23, 1998

U.S. SENATE,
COMMITTEE ON GOVERNMENTAL AI"FAIRS,

Washington, DC.
The Committee met, pursuant to notice, at 10:03 a.m., in room

SD-342, Dirksen Senate Office Building, Hon. Fred Thompson,
Chairman of the Committee, presiding.

Present: Senators Thompson, Collins, and Lieberman.

OPENING STATEMENT OF CHAIRMAN THOMPSON

Chairman THOMPSON. The Committee will come to order, please.
The Governmental Affairs Committee today is holding the third

in a series of hearings on the security of Federal computer systems.
Today's hearing will focus on the security of the private and sen-
sitive information about each American that is kept on our govern-
ment's computers. We will specifically look into the computer secu-
rity problems at the Department of Veterans Affairs and the Social
Security Administration.

Government computers must protect national security and the
public's private and sensitive information from unauthorized disclo-
sure. During our prior hearings, we focused on the fact that the use
of information technologies as a tool of warfare and terror is becom-
ing increasingly likely. No less important is the question of wheth-
er our government computers that hold the American people's sen-
sitive and private information are secure.

The Social Security Administration computer system contains
personal information on virtually every working American. If the
Social Security Administration's computer system is compromised,
the information about every single one of us in this room is avail-
able for the picking.

Equally, computer systems at the VA hold information -that is
vital to the health and welfare of our 25 million veterans. Sensitive
information, such as veterans' medical records,-home address, and
benefit payments, must be protected. Knowing the medical history
and home address of one of our Nation's military heroes is informa-
tion that a dedicated enemy to the United States could exploit with
substantial consequences.

But it is not just the heroes and celebrities that need to be pro-
tected. The Committee reports regarding identity theft and credit
card fraud are examples of the fact that protections must be af-
forded to the average citizen. GAO has identified information secu-
rity.as one of the highest risk areas facing our government today.

(1)



GAO concludes that Federal agency computer systems are not
being adequately protected, despite their sensitivity and criticality.

In the past 5 years, GAO has issued over 30 reports describing
serious security weaknesses in major agency computer systems.
The increased linkage of government computers, combined with
poor security management, puts billions of dollars of Federal assets
at risk of loss. In addition, vast amounts of sensitive data main-
tained by Federal agencies is at risk of unauthorized disclosure.
Agencies growing reliance on computer systems and electronic
records has raised the specter that critical Federal operations are
vulnerable to serious disruption.

Today, at the request of the Committee, the GAO will issue re-
ports that raise serious concerns about risk to the public resulting
from information security weaknesses. Gene Dodaro, Assistant
Comptroller General, will testify on those reports and other find-
ings of the GAO. The GAO cannot present their findings in their
entirety because of the potential vulnerabilities they found, but has
been able, with the cooperation of the agencies, to testify to many
of the problems they uncovered at the VA and the Social Security
Administration.

Usirng techniques widely available on the Internet, GAO tests
show that the computer systems of both the VA and SSA are highly
vulnerable. The VA operates the largest health care delivery sys-
tem in the United States and guarantees loans on about 20 percent
of the homes in our country. By gaining the level of access dem-
onstrated by the GAO, sensitive information contained iV the VA
system, including financial data, personal information on veterans'
medical records, and benefits payments, is vulnerable to being al-
tered, improperly disclosed, or destroyed by outside hackers. The
most disturbing fact is that GAO's penetration went undetected be-
cause the VA does not even have a monitoring system.

GAO also found that valuable personalinformation stored at the
Social Security Administration is at risk. GAO's penetration of the
SSA exposed vulnerabilities in the administration's computer sys-
tem to both external and internal intrusions. These types of weak-
nesses place at risk the American people's most private informa-
tion, their Social Security numbers, earnings, disabilities, and ben-
efits.

While it is very important to protect our government computers
from outside hackers who break into our computers through high-
tech doors, we must also look at the internal users of our comput-
ers. Experts say that most computer crime is committed by employ-
ees authorized to use the system.

To illustrate examples of this, James Huse, the SSA's Acting In-
spector General, will testify, along with Ed Ryan, the Special Agent
in Charge of the IG's New York Field Office. He will speak about
computer crimes that SSA employees committed and how they
were able to catch them.

For example, in what computer experts say may have been one
of the biggest breaches of security of personal data held by the Fed-
eral Government, several employees of the SSA passed information,
including Social Security numbers, date of birth, and mother's
maiden name, on thousands of people to a West African credit card
fraud ring. Using this information, the crime syndicate was able to



activate thousands and thousands of stolen credit cards, stealing by
a conservative estimate at least $70 million. Not only was a tre-
mendous amount of money stolen, but each person whose informa-
tion had been stolen from the SSA had to personally deal with this
theft. Mr. Huse will explain how they were able to uncover the
crime and what SSA is doing to prevent this from happening again.

Another example of insider computer crime is what is being
called virtual murder. Each and every one of us uses our Social Se-
curity numbers in our daily lives. It is something we take for
granted until something goes wrong. Imagine if you went into your
bank to open a new account and the branch manager said, "Mr.
Jones, I am sorry. I cannot open a new account for you because our
records show that you are dead." That is exactly what happened to
a woman in Florida who was informed by a bank official that she
was dead. It turns out that she had been communicating on an
Internet chat room with a gentleman who worked for the Social Se-
curity Administration. They had a disagreement and he entered a
death notice for her into the official SSA database record. We will
also hear about many other ways employees who have used the So-
cial Security Administration's computer system to commit crimes.

The final panel will be comprised of witnesses from the Social Se-
curity Administration and the VA who will comment on GAO's
findings and the state of information security within their agencies.
They will testify about the programs they are instituting and the
steps that they are taking to protect their valuable private and sen-
sitive information.

I will call on my other colleagues for any statements they might
make.

Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS
Senator COLLINS. Thank you very much, Mr. Chairman. I first

want to express my appreciation for your convening this hearing on
this very important issue. In this age of the Internet and the com-
puterization of almost every record keeping function of government,
computer security is a topic of utmost importance to virtually every
American.

While many people tend to think of computer hackers as posing
particular dangers to national security through their efforts to
break into classified databases and computer systems, the com-
puter security threat most likely to affect the health and livelihood
of ordinary American citizens probably has much more to do with
unclassified but private and confidential information held in ordi-
nary databases throughout the government and in the private sec-
tor.

The Committee's hearing today will focus on just this sort of
threat, taking as its case studies the danger of theft or the unau-
thorized alteration of private information about millions of Ameri-
cans that is stored in computer archives and databases at the Vet-
erans Administration and the Social Security Administration.
These two agencies are, of course, vital parts of the social safety
net that we provide for our citizens, for veterans who have served
their country and for senior citizens who depend upon the SSA for



their Social Security benefits. Protecting these citizens from fraud
and other abuses thus has a special urgency.

Crucially, however, as we will hear today, the VA and the SSA
computer systems contain vast amounts of information about
American citizens, from Social Security numbers to mortgage
records, from benefit records to the most basic and private of
health records.

All Americans, and especially veterans and elderly citizens, thus
depend upon the VA and the SSA to have computer security sys-
tems capable of ensuring that this information does not fall into
the hands of criminals or information vandals intent upon fraud or
other mischief. Our hearing today will address what steps need to
be taken in order to fulfill the government's obligation to provide
this information security.

In addition to the well-known threat from outside hackers, more-
over, I am pleased that this hearing will also deal with the signifi-
cant danger of data theft by insiders, be they disgruntled employ-
ees, vengeful settlers of scores, or simply unscrupulous individuals
who take advantage of their access to VA or SSA computer systems
to engage in or facilitate various types of fraud. The insider threat
is significantly different in some ways from that posed by outsiders,
and our computer security systems need to take this fact into ac-
count.

These are, as I have noted, very important issues. However, they
are not new issues. Particularly with regard to the Veterans Ad-
ministration, many of these computer security vulnerabilities have
been known for years and nothing has been done. This is very dis-
turbing and it is why the leadership of our Chairman and Congres-
sional efforts to draw attention to these matters is so crucial to the
financial security and health of American veterans and our elderly.

The GAO has undertaken a searching inquiry into computer se-
curity at these two agencies, a study that included penetration test-
ing, that is controlled break-ins to computer systems by benign
hackers employed by the GAO. The study has done an admirable,
though perhaps frightening, job of identifying key weaknesses.

It is my hope that by virtue of this Committee's attention, the
VA and the SSA will be able to direct the necessary attention and
resources to these weaknesses. In addition, it is my hope that in
solving these problems at these two agencies, we will all be able
to learn important lessons about how to handle computer security
elsewhere in the Federal Government, and that Congress and the
Executive Branch will together be able to ensure that such prob-
lems do not continue or arise again. Americans should not have to
fear that confidential, private information entrusted to government
agencies is vulnerable to unauthorized access and improper disclo-
sure.

Again, Mr. Chairman, I thank you for holding this important
hearing.

Chairman THOMPSON. Thank you very much.
Senator Lieberman.

OPENING STATEMENT OF SENATOR LIEBERMAN
Senator LIEBERMAN. Thanks, Mr. Chairman. Very briefly, let me

join in thanking you for this series of hearings. These hearings
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have been a real education for me personally, and I think they are
doing a great service for our country.

I must say that I have been fascinated by what I have learned,
but I have also been very discomforted by it. We are all accustomed
to thinking about computers and the information revolution we
have had over the past couple of decades as good and exciting de-
velopments, and, of course, they are. But as we have learned from
the earlier hearings in this series, there is a vulnerable side to the
cyber revolution, one that comes from the fact that we have been
far quicker to take advantage of the benefits computers and net-
works offer and to become extraordinarily dependent on those net-
works before we have acknowledged and taken action to protect
against the risks that dependency brings.

In our first hearing on the topic, as has been mentioned, we
learned that the same advances that have made our power systems
more stable, our transportation more efficient, and our information
more accessible have left us very vulnerable to wider-scale disrup-
tions of our infrastructure than was ever before possible.

In our second hearing, we learned something that in many ways
was more disturbing, which is that our defense systems and our
national security itself are subject to enormous threats as a result
of our dependence on computers and the weak security, relatively
speaking, that we have now for them.

Today, we are exploring a new aspect of this new world, which
is the way in which the government's increasing automation of its
information systems has left our most personal information vulner-
able to exposure and exploitation. Government computers store
troves of information, like medical records and wage and other per-
sonal income information, that are of great interest to voyeurs and
of great value to the criminally inclined.

I must say that I was unsettled when I read the background ma-
terial for today's hearing to learn how much we may have to do to
provide truly adequate protection for all of this information because
of how far the voyeurs and brokers and hackers are prepared to go
to obtain that information.

Mr. Chairman, again, I truly appreciate your holding these hear-
ings. I think they are illuminating the unfortunate dark side of our
otherwise bright entry into cyberspace. I look forward to hearing
these witnesses today and to hearing from them particularly how
we can better protect ourselves from the threat posed by the prob-
lems they will describe. Thank you.

Chairman THOMPSON. Thank you very much.
I would like to recognize our first panel, James Huse, Acting In-

spector General of the Social Security Administration, and Edward
Ryan, Special Agent in Charge, New York Field Office of the In-
spector General, Social Security Administration.

Gentlemen, welcome. Thank you for being with us. Do you have
any preliminary statements that you would like to make?



STATEMENT OF JAMES G. HUSE, JR.,1 ACTING INSPECTOR
GENERAL, SOCIAL SECURITY ADMINISTRATION, ACCOM-
PANIED BY EDWARD RYAN, SPECIAL AGENT IN CHARGE,
NEW YORK FIELD OFFICE, OFFICE OF THE INSPECTOR GEN-
ERAL, SOCIAL SECURITY ADMINISTRATION, AND PAMELA
GARDINER, ASSISTANT INSPECTOR GENERAL FOR AUDIT,
SOCIAL SECURITY ADMINISTRATION
Mr. HUSE. Yes, sir. Mr. Chairman and Members of the Commit-

tee, thank you for inviting me to appear today to discuss system
security weaknesses and employees who took advantage of those
weaknesses to commit fraudulent activities at the Social Security
Administration.

Identifying, investigating, and prosecuting SSA employees who
inappropriately or criminally misuse their access to electronic
records systems to commit program fraud is our No. 1 priority. We
recognize that system security is a very important and very pri-
mary mission for the Social Security Inspector General's Office, as
well as for Social Security itself. We all take this issue seriously.
Because of our cooperative relationship with SSA, we are able to
help deter employee fraud by seeking prosecution against employ-
ees who commit criminal violations and by publicizing these suc-
cessful prosecutions.

I should have added at the beginning that we have submitted a
formal statement for the record and this is an abbreviated oral
statement for the sake of time.

Chairman THOMPSON. Your full statement will be made a part of
the record.

Mr. HUSE. One of our major efforts in the detection of fraud is
Operation Clean Slate, which is designed to identify and prosecute
employees who fraudulently manipulate Social Security Adminis-
tration's electronic records systems to commit program fraud and
other crimes. Under Operation Clean Slate, we have a number of
initiatives designed to identify employees who abuse the Social Se-
curity data to which they have access. Today, I would like to high-
light some of those cases and projects that we have under Oper-
ation Clean Slate. I have asked Special Agent in Charge Ed Ryan
from our New York Field Division to assist in the discussion of our
results.

I will now turn the floor over to Ed and he is going to discuss
Operation Pinch.

Mr. RYAN. Good morning, Mr. Chairman and Members of the
Committee. I will provide you now an overview of Operation Pinch.

In late 1995, the Office of the Inspector General, New York Field
Division, learned from the Social Security Administration of one
possible corrupt employee. This fact, coupled with information re-
ceived in 1996 from the Citicorp Fraud Investigation Unit inform-
ing us of a major New York credit card fraud ring led to the initi-
ation of Operation Pinch.

Operation Pinch investigated a massive credit card fraud con-
spiracy orchestrated by West African crime syndicates. These
criminals stole thousands of credit cards mailed to legitimate bank
customers. The credit cards could be activated via a 1-800 tele-

1 The prepared statement of Mr. Huse with charts appears in the Appendix on page 36.



phone line using cardholders' Social Security numbers, dates of
birth, and mothers' maiden names as security prompts.
In order for this scheme to work effectively, the criminals en-

listed Social Security Administration employees to obtain informa-
tion needed to activate these stolen credit cards. A few corrupt SSA
employees. illegally sold identity information of 20,000 individuals
whose credit cards were stolen. These West African criminals then
fraudulently activated the credit cards.

Citibank, Chase Manhattan Bank, Bank of America, and NOVUS
provided us additional %information concerning stolen credit cards
and their subsequent fraudulent activation. This credit card theft
ring resulted in estimated bank losses of approximately $70 mil-
lion.

I would like to now address specific cases that were part of Oper-
ation Pinch in the New York Field Division. A contact representa-
tive in Brooklyn, New York, obtained 30 Social Security account
histories a day for a period of 2 years. She provided the Social Se-
curity information to a New York City Department of Social Serv-
ice employee, who also was of West African descent, who then pro-
vided the Social Security information to other West African crimi-
nals who activated these stolen credit cards.

After being interviewed by Office of the Inspector General Spe-
cial Agents, the contact representative resigned her position with
SSA and was arrested. She was subsequently sentenced to 5 years
supervised probation and ordered to pay a $100 fine.

A claims clerk in Jamaica, New York, with minimal need to ac-
cess the SSA database system conducted 655 record searches dur-
ing a 6-month period. After being interviewed by our special
agents, the claims clerk admitted to selling 1,000 to 1,500 account
records for $10 to $20 each to West African co-conspirators. She
was arrested and later sentenced to 4 years probation and fined
$2,000.

A local New York District Attorney obtained a search warrant for
a private New York residence that resulted in the seizure of nu-
merous Social Security records. A contact representative in the Jer-
sey City, New Jersey, Teleservice Center was identified from the
information contained in these seized records. The employee admit-
ted to providing 100 Social Security records to a West African co-
conspirator for $15 per record. The employee resigned from her em-
ployment at SSA, was arrested, and later sentenced to 2 years pro-
ation with special conditions~to seek psychological counseling and

was fined $500.
Another query of the SSN database identified a clerk-typist at

the Flatbush District Office located in Brooklyn, New York. During
our interview, the subject advised that he had been approached by
the contract security guard at his Social Security District Office to
sell Social Security record information for $50 to $100per record.
Between November 1995 and April 1996, the subject soldSocial Se-
curity records to this guard. He advised us that since the guard
had only paid him $40 a record, he discontinued selling SSA
records to the contract security guard. He then identified a West
African co-conspirator as an individual to whom he also sold SSA
records to for $50 per record during the time period April of 1996
through the end of July 1996.



This SSA employee was immediately terminated from SSA em-
ployment and was arrested for bribery. He was sentenced to 3
years probation, fined $8,343, ordered to pay restitution in the
amount of $20,239 to financial institutions. Additionally, the con-
tract security guard was barred from the SSA District Office and
was terminated by the contract security service and also was suc-
cessfully prosecuted.

Through SSA OIG investigations at the Flatbush District Office,
a Stay-in-School clerk-typist was identified as accessing SSA
records and furnishing them also to the office security guard, who
worked for the West African credit card ring. The clerk-typist was
terminated from SSA employment, was arrested, and sentenced to
3 years probation, 200 hours of community service, and fined $25.

SSA Office of Inspector General's Operation Pinch investigations
resulted in 27 convictions to date. Of the 27 criminal convictions,
12 were Social Security Administration employees, 3 were contract
security guards, 12 were co-conspirators. In addition, at this time,
one co-conspirator is considered a wanted person. The Inspector
General is continuing to make arrests in similar fraud cases involv-
ing Social Security fraud, including the illegal access and release
of database information by Social Security employees. Thank you.

Mr. HUSE. Thank you, Ed.
Now, I would like to discuss additional significant employee

fraud cases that we have investigated around the United States
that are similar to Operation Pinch. In Calitornia, an SSA em-
ployee illegally sold and processed Social Security cards. The sub-
ject admitted to selling the Social Security numbers and cards for
$200 each. The subject pleaded guilty to a ielony count of accepting
a bribe and one felony count of illegally processing and issuing un-
authorized Social Security numbers and cards, and was sentenced
to serve 3 years of supervised probation, 50 hours community serv-
ice and was terminated from SSA employment.

In Kansas City, Missouri, in another case, the subject, a Social
Security employee, had accessed and changed Social Security
records pertaining to herself and family members, resulting in the
issuance of unauthorized checks to 10 deceased beneficiaries and
two living beneficiaries. The subject changed the addresses of these
beneficiaries to reflect her own address and her friends'. Then the
subject conspired with another Social Security benefits authorizer
and had the checks issued to herself, her husband, her son, and her
friend. The amount of fraudulent checks involved in this particular
instance totaled $174,312. One subject was ordered to serve 15
months in prison, 3 years probation and pay SSA restitution of
$174.321. The other was ordered to serve 5 years probation and
pay restitution to SSA in the amount of $20,933.10.

In Chicago, a benefits authorizer at the Great Lakes Program
Service Center generated "one-check-only" payments to fictitious
individuals by entering false data into the records of exiting bene-
ficiary accounts. These checks were then direct deposited by false
entries into the personal account of this particular employee.
Again, the subject plead guilty and was sentenced to 1 year incar-
ceration and ordered to pay SSA $7,200.

In Florida, a claims representative improperly and maliciously
changed the Social Security card of an individual, and this is the



case alluded to by Senator Thompson, so I will pass over that one.
That is the virtual murder case.

In another Florida case, a Tampa, Florida, based company was
selling confidential government information, including detailed
earnings queries and Social Security number queries. This inves-
tigation uncovered that this company had suborned a Fort Lauder-
dale Social Security teleservice center representative who accepted
bribes from that company in order to provide them with the data
that they required for this business process. For his services, this
Social Security employee was paid $3,000. Subsequently, that em-
ployee plead guilty nd was sentenced.

Now, Mr. Ryan will describe one more case in New Jersey that
is significant in this respect.

Mr. RYAN. Thank you, Mr. Huse.
Another significant employee fraud case involved a Social Secu-

rity Administration benefits authorizer. In March of 1995, the So-
cial Security Administration regional security staff in New York re-
ceived a referral from a small New Jersey bank regarding sus-
picious activity in a customer's account. We, in coordination with
the Administration's Northeastern Program Service Center integ-
rity staff, determined that an SSA benefits authorizer in New Jer-
sey made a number of SSA electronic transfers in the amount of
$2,999 each.

The investigation concluded the benefits authorizer fraudulently
established SSA payments not only-to himself but others and then
diverted approximately $328,731 from March 1994 through March
1995 by electronically depositing the fraudulent funds into these
accounts. The co-conspirators were not SSA employees and they
were not entitled to receive these funds.

The benefits authorizer resigned his position at SSA, was ar-
rested by OIG on charges involving wire fraud and money launder-
ing. He was later sentenced to 4 months imprisonment, 4 months
home confinement, 3 years supervised release, restitution of
$50,000, and a special assessment fee of $50.

I would like now to turn it back over to Mr. Huse.
Mr. HUSE. To conclude this, Mr. Chairman, employee fraud cases

represent the smallest number of cases we investigate in the In-
spector General's Office. However, we have made employee fraud
our primary mission. We believe, along with the Commissioner and
the executives of the Social Security Administration, that employee
fraud is a serious matter that must be dealt with effectively.

We believe that successful prosecutions are a key deterrent
against employee fraud. We publish these cases throughout the
agency in cooperation with Social Security Administration high-
lighting these effective prosecutions. In this way, prosecutions are
made public and all Social Security Administration employees are
made aware of the fact that Social Security Administration has a
zero tolerance for fraud. We are dedicated to eliminating employee
fraud and misconduct at SSA and I wish to thank the Committee
again for focusing on this important and serious issue.

I would be pleased, along with my staff, to answer any questions
you may have at this time.

Chairman THOMPSON. Thank you very much, gentlemen, for your
information. In many respects, perhaps we are calling you out of



sequence because you show what can happen on the tail end as a
result of your investigation and bringing people to justice with re-
gard to some of these things, but you can help us deal with what
causes this in terms of weaknesses in our system and what we
might do to rectify it. Obviously, you are going to have people in
all branches of government, as well as private life, who, from time
to time, are going to violate the law and figure out ways to game
the system.

I guess what I come away with initially is how easy it seems to
be. You have rather low-level employees who can enter into con-
spiracies with outside people in order to furnish them information,
who can go into the computers and pay themselves benefits if they
want to. You have 12 here.

I think it is also instructive as to how these cases were made.
It seems like they were not made by managers within the Social
Security Administration. They were not detected through whatever
procedures they might have to detect such things. But, rather, I
think they started out with bank investigators who noticed some
suspicious circumstances, did they not? How did that come about?

Mr. RYAN. That is correct. In one case, we did have information
,from Social Security Administration from doing audit trails of one
possible corrupt employee. After about another 3 months is when
we began to get the referrals from the credit card financial institu-
tions and it turned out to be the same employee originally referred
to us by the Social Security Administration.

Chairman THOMPSON. So is that what started the entire Oper-
ation Pinch investigation? Is that how that came about?

Mr. RYAN. Investigation of the one, coupled with the 1996 up-
dated information from the financial credit card issuers.

Chairman- THOMPSON. So I believe the bank investigators noticed
an increase in stolen credit card activity and reported it through
the Secret Service to the Social Security Administration IG, is that
correct?

Mr. HUSE. That is correct. The case had two prongs, if you will,
in terms of its origin. We received early information that there was
some employee activity that required investigation, and then cou-
pling that with a later notification by the financial community of
credit card activations that they suspected had to come from some
information that would have come from our databases caused us to
put the two together and then focus on the crime.

Chairman THOMPSON. Do we know how many files were in-
volved, how many pieces of information or how many citizens'
records were violated? You are talking about 27 convictions includ-
ing 12 SSA employees, do you have any damage assessment from
that standpoint?

Mr. RYAN. From the number of credit cards and the financial
losses estimated by the credit card companies themselves, it would
probably be approximately 20,000 records.

Chairman THOMPSON. Twenty-thousand records?
Mr. HUSE. That is 20,000 records that we, from our interviews

of these suspects, have determined as well as we can that they
passed over to these conspirators. We cannot really link that ex-
actly to the number of credit cards that were activated because in
addition to suborning our employees, these sophisticated conspir-



acies also tap other databases, to include those of the very financial
institutions that were defrauded here. So it is a mix there. There
is not a direct correlation. We know that 20,000 records were
passed to these people, but how many of them were in these cards,
the financial community is circumspect about providing us exactly
with that information for obvious reasons. That is bad advertising
for them.

Chairman THOMPSON. Right. So you know at least 20,000 records
were violated, and we do not know how many other records from
other sources that this conspiracy might have gotten into. And, of
course, you know, the first thing that occurs to you is that there
are lots of other potential conspiracies out there and the question
is, how do we know? There are 20,000 records by a handful of low-
level employees, typists in one case, who are being, in effect, used
by an outside conspiracy.

Do you have any indication that there are other groups, sophisti-
cated or otherwise, out there who are making attempts, that you
do not have cases yet, and I will not ask you the details of your
investigation, of course, but do you have other indications of at-
tempted penetration in that regard?

Mr. HUSE. What we have done, and that is a very good question,
we are a relatively new agency because we came into being with
Social Security's independence. In the last several years with con-
siderable resources that we have been given by the agency, we
have been able to develop a capacity to deal with this, what I
would call intelligence information about emerging financial
crimes, conspiracies, and you are absolutely right, there are many.

We have a Strategic Enforcement Division that does nothing but
focus on these types of crimes. We have a new memorandum of un-
derstanding with the agency that gives us tremendous access to the
agency's databases in order to monitor any kind of what we believe
is an emerging investigative lead, so that with rapid deployment of
our investigative resources, we can get on something like this as
soon as we get the tip.

We have a strong relationship now with the credit card and fi-
nancial community so that we exchange information about emerg-
ing trends and patterns. All of this has come to pass as a result
of Operation Pinch and the lessons learned.

Chairman THOMPSON. You are addressing your capabilities, and
that is good information. My question has to do with what you are
doing with those capabilities. Is it too early to tell yet, or are there
other indications of attempted penetrations by other groups?

Mr. HUSE. We can tell that on the cases that come to our atten-
tion that we are able to rapidly get out there-and we have a num-
ber of employee cases, but the number is extremely small in terms
of the overall number of cases we have in our inventory. I would
say that, although there are these attempts, they are not in signifi-
cant numbers at this time.

Chairman THOMPSON. All right. In our past hearings, experts
have made the point that good security practices are as much a
matter of management practices as they are a technical problem.
You apparently have a pretty good technical system in place for
tracking suspicious computer activity, so I am puzzled why these
audit trail reports never alerted the relevant managers to sus-



icious activities in the Operation Pinch cases. Would not reports
ave shown suspicious spikes in computer browsing by the employ-

ees? Are managers paying enough attention to the audit reports
that they are getting.

First of all, you might describe these audit trails, in the first
place, and then second, should they not have alerted managers
more readily in these cases?

Mr. HUSE. You are entirely correct that that is on the front end
of these cases. We have done-that is outside of the investigative
arena, that is more on our audit side, and if you will permit me,
I would like to call up our Assistant Inspector General for Audit,
Pam Gardiner, who will speak to some of our audit work in this
respect, and then I am sure the agency also has some-

Chairman THOMPSON. Welcome. Would you state your name for
the record, please?

Ms. GARDINER. Yes. Good morning. I am Pamela Gardiner. As far
as the audit trail system goes, it captures so much data that it is
primarily used by the Social Security Administration after the fact,
when an individual is identified as having committed a crime. SSA
can go back and review every transaction that has occurred with
that person.

In our audits, we have made a number of recommendations
through the years. The agency issues an annual accountability re-
port, and in these reports we have identified separation of duties,
in particular, as a significant weakness. The agency has problems
with separation of duties because of downsizing and they have to
allow employees to do more than they used to in the past because
they have fewer people to process more transactions.

So our main emphasis has been on compensating controls that
they should implement, and the audit trail system is one. It could
be improved. When certain high-risk transactions occur, an em-
ployee puts in his/her password, but then we suggest that a super-
visor also put in a password before that transaction can actually
take place and be implemented. We call that a 2-PIN process.

We also suggest that employees have the most limited amount of
access to systems as possible. It is a concept called least privilege,
where an employee should only have access to those systems that
they absolutely must have access to in order to perform certain
transactions.

And then finally, as far as the audit trail system, what-we are
going to recommend is that, right now, the system does not have
what you would consider to be measurements or matrices that
would identify things like employees should process so many trans-
actions an hour or certain types of transactions, and when those
numbers go way out of whack or beyond what is normal, a flag
would appear and that way they could really focus

Chairman THOMPSON. The system that you have now-does not
each employee have a unique PIN number?

Ms. GARDINER. Yes, they do.
Chairman THOMPSON. And your computers generate audit trails

that can show where employees have looked into databases of per-
sonal information? Do you. not have that availability and capabil-
ity?

Ms. GARDINER. That is correct. Yes.



Chairman THOMPSON. That being the case, you are saying, basi-
-cally, that the audit trails are useful in solving crimes but not
much in preventing crimes. Is it because you do not have that in-
formation, that it is not being kept the way it should be, or that
it is not being used by managers the way perhaps they should be
using them on the front end to analyze and see who is looking at
what? That would not be total prevention, because they have al-
ready looked, but certainly it may be before things get out of hand.

Ms. GARDINER. Right.
Chairman THOMPSON. What is the problem there?
Ms. GARDINER. Several. One is that there is so much information.

There are so many employees and so many transactions on a daily
basis-

Chairman THOMPSON. It is so voluminous that managers just are
overwhelmed with the load of information and they wind up maybe
not using it as much as they should?

Ms. GARDINER. Well, they try and do samples and look at certain
things, but again, it is an awful lot of information. Also, managers
do have other high-priority work and so they cannot always get
these reviews in and do everything else. So, there is a little bit of
inconsistency in how often they do the reviews.

Chairman THOMPSON. Mr. Huse, did you have a comment on
this?

Mr. HUSE. I was going to say that there are also some planned
enhancements that we believe are going to be very effective that
the agency has invested in that are pending, that will help in this
audit process, but those are not on-line yet. They call it CHIRP. It
is an acronym for basically this kind of review of these audit trails.

Chairman THOMPSON. You are talking about the problem being
a continuing one of employees selling information. Did you mention
that the New York IG Office just arrested several more employees
in connection with another fraud ring? Is that true?

Mr. RYAN. Just recently?
Mr. HUSE. Not recently, but we have these cases occur infre-

quently, and that is very important, that this is not an epidemic
issue. This is an issue that I think we react to very quickly. These
recommendations that we have made are before the agency and the
agency is probably best suited to answer exactly how they work
with those.

Chairman THOMPSON. Are you making recommendations such as
additional training and things of that nature for Social Security
Administration employees in terms of using the data that is avail-
able to them?

Mr. HUSE. We have made those recommendations in a general
sense in the work on our audit site. In addition to that, we partici-
pate with the agency in a national anti-fraud effort, and in that,
the training and the raising of the profile of security in terms of
our employee awareness is a major imperative inside Social Secu-
rity Administration.

Chairman THOMPSON. There is at least one criminal statute
against improper use of Federal Government computer data. Do
you think that the existing laws are satisfactory or sufficient to
deal with the problems that you are running into?



Mr. HUSE. I am glad you raised that, Mr. Chairman, because I
think we have a good Federal law but it could be a little bit better.
One of the problems we face, as you can see from our statement
on the record, is that a lot of times, the actual sentencing for these
particular crimes is not what it could be.

Chairman THOMPSON. Yes. I noticed that out of all that, I do not
think there was 1 day in jail.

Mr. HUSE. For many people, there is not.
Chairman THOMPSON. That first one, you mentioned a $100 fine?
Mr. RYAN. A $100 fine.
Chairman THOMPSON. A $100 fine and probation. Well, that will

put the fear of the Lord into them. [Laughter.]
Mr. HUSE. Right now, in the Federal computer crime statute, 18

U.S.C. 1030, there is a monetary threshold that has to be met for
the gravamen of that offense to attach for potential prosecution.
We often cannot get there. It is very difficult sometimes for us to
take what has happened

Chairman THOMPSON. Because you catch them before they reach
the amount sometimes?

Mr. HUSE. Right, and that prevents sometimes the interest that
could be there, if there were a different standard, if we could
change that statute to make the access itself or the theft of the in-
formation the graviment of the offense.

Chairman THOMPSON. Some question has been raised, too, as to
whether or not it sufficiently covers the employees from accessing
data within their own department.

Mr. HUSE. That is correct.
Chairman THOMPSON. I think most of the statutes have to do

with outsiders coming in.
Mr. HUSE. Correct.
Chairman THOMPSON. Perhaps that needs to be looked at and

tightened up some.
Mr. HUSE. I am not certain of the bill's number, but I know Sen-

ator Kyl's bill does put that bite in it in terms of identity fraud
theft, for that type of data, and that would be a significant help for
us itself.

Chairman THOMPSON. We have had coverage there for disclosure
of information. I think we are just now getting into the damage
that can be done just-

Mr. HUSE. With the data itself.
Chairman THOMPSON [continuing]. By accessing it. Of course, we

just passed as part of the IRS bill a criminal provision for willfully
inspecting tax returns, but that is limited to tax returns.

Mr. HUSE. That is the browsing aspect.
Chairman THOMPSON. Yes. That is-the browsing aspect. So we

are gradually getting there, I think, as we see what all is going on
out there and what is being done with these records. You deal with
tax matters, too, but you deal with a lot more matters than that.

We have three panels today, so I am not going to keep you any
longer, but obviously, you have done some excellent work here.
Keep it up, and thank you for coming today. I appreciate it.

Mr. HUSE. Thank you.
Mr. RYAN. Thank you.



Chairman THOMPSON. We will proceed to our second panel, Gene
Dodaro, Assistant Comptroller General, Accounting and Informa-
tion Management Division, U.S. General Accounting Office; Robert
Dacey, Director for Consolidated Audits and Computer Security
Issues, Accounting and Information Management Division, U.S.
General Accounting Office; and Keith Rhodes, Technical Director
for Computers and Telecommunications, Accounting and Informa-
tion Management Division, U.S. General Accounting Office. What
do you gentlemen do when people ask you what you do for a living?
Certainly, you do not take the full 5 minutes to go through your
title. [Laughter.]

Mr. DODARO. Basically, Senator, I tell them we get to audit the
IRS.

Chairman THOMPSON. All right. People understand that, and
they probably give you a standing ovation. [Laughter.]

Thank you for being here. Is there any preliminary statement
that you would like to make?

STATEMENT OF GENE L. DODARO, 1 ASSISTANT COMPTROLLER
GENERAL, ACCOUNTING AND INFORMATION MANAGEMENT
DIVISION, U.S. GENERAL ACCOUNTING OFFICE, ACCOM-
PANIED BY ROBERT F. DACEY, DIRECTOR FOR CONSOLI-
DATED AUDITS AND COMPUTER SECURITY ISSUES, AC-
COUNTING AND INFORMATION MANAGEMENT DIVISION, U.S.
GENERAL ACCOUNTING OFFICE, AND KEITH RHODES, TECH-
NICAL DIRECTOR FOR COMPUTERS AND TELECOMMUNI-
CATIONS, ACCOUNTING AND INFORMATION MANAGEMENT
DIVISION, U.S. GENERAL ACCOUNTING OFFICE
Mr. DODARO. Yes. Good morning, Mr. Chairman. We are very

pleased to participate in the series of hearings being held on. infor-
mation security. The attention you are focusing on this important
subject is providing an important stimulus for needed improve-
ments. 2

Since GAO identified information security as a government wide
high-risk area in early 1997, several encouraging developments
have transpired. First, agencies are beginning to pay more atten-
tion and respond more favorably to recommendations by auditors.
We have worked to build into the Chief Financial Officer Act an-
nual audit requirements a detailed look at computer controls, and
that has helped provide incentives because you have an annual re-
port card every year.

Second, based on our recommendation, OMB and the Federal
Chief Information Officers Council have designated information se-
curity a priority area for the government. And last May, as you
know, the President issued the directive to improve the critical in-
frastructures of the Nation, including the Federal Government's in-
frastructure.

Now, all these activities are stimulating increased attention, but
there is a great deal more that needs to be done to develop and
maintain an effective security program for the Federal Govern-
ment. As you mentioned in your opening statement, we are releas-
ing a report today done at the Committee's request that details the

1 The prepared statement of Mr. Dodaro appears in the Appendix on page 54.
2 GAO report submitted by Mr. Dodaro appears in the Appendix on page 85.



serious weaknesses in the 24 major departments and agencies of
our Federal Government. Those departments and agencies cover
virtually all the revenue collection activity of the government as
well as virtually all the expenditures that are made on behalf of
our National Government.

These pervasive weaknesses include poor access controls over
sensitive data, incomplete and untested plans to require continuity
of services in the event of disruptions, and inadequate organiza-
tion-wide planning and management of security programs. Until
these areas and specific weaknesses are rectified, critical Federal
operations and assets are really put at risk. As has been pointed
out today, the Federal Government's exposures to individuals and
groups inappropriately accessing sensitive data, or modifying com-
puter programs for personal gain or sabotage remains an extreme
risk for the Federal Government.

Now, two agencies that you are focusing in on today, VA and the
Social Security Administration, illustrate the type of risk that can
occur and also what actions are required to fix these problems. Our
audit at the VA, for example, uncovered the fact that thousands of
authorized users at the VA had much more access to read and
change files than was necessary. Additionally, user identifications
and passwords controls were weak. Passwords were often shared
among employees or easily guessed, and people who had been ter-
minated by the VA or transferred to another department were not
removed promptly from authorized lists of users.

This greatly increased the risk of several things occurring. Pay-
ments for payroll and other financial transactions could have been
altered. Also, it increased the risk that sensitive medical records,
including diagnoses for illness as well as treatment that had been
received by veterans, could have been viewed or disclosed. Simi-
larly, information on the veterans' home mortgage program, such
as default rates and delinquencies, could have been disclosed or
were readily available for people to view.

Our penetration test at Veterans Affairs also disclosed that we
were able to easily gain access to its mainframe and network com-
puters, and with this access, we could have modified information
in the loan guarantee program, which is a multi-billion dollar loan
portfolio. We also could have had access and modified, deleted, or
destroyed information on VA's sensitive programs in veterans' com-
pensation, pension, life insurance programs, as well.

These weaknesses were further exacerbated because VA did not
have an active monitoring program to review trends in access infor-
mation. This is similar to the issue that you were asking Mr. Huse
earlier, who is monitoring the activity of authorized users or others
entering into the systems, and we found that to be a weakness at
VA.

Similarly, at SSA, weaknesses were noted by auditors there, as
well. User identifications and passwords controls, again, were very
weak and easily guessed. Additionally, penetration tests at VA al-
lowed auditors to gain access to systems that would have enabled
them to view sensitive data and destroy that data, and add or de-
lete users. This puts information such as sensitive information on
Social Security numbers, earnings statements, and benefit pay-
ments at risk. It also creates the opportunity for people to create



fictitious beneficiaries, as well as basically steal some of the infor-
mation and sell it for personal gain.

Now, both at VA and the Social Security Administration, numer-
ous recommendations were made to fix the individual weaknesses
that have been identified. Also recommendations were made in
both agencies to put in place a comprehensive security manage-
ment program. As you recall, in May, the work that we had done
for this Committee on the best practices of leading organizations
that have good information security programs led to the publication
of this report. In this report, we outline the conclusions of the les-
sons learned from people who do security well. That is you need a
central focal point to focus on this activity, you have to assess risk,
you have to monitor, and you have to raise awareness of the em-
ployees, as you pointed out in your earlier questioning of the wit-
nesses, and you need to monitor and evaluate and test the systems
in place. This type of comprehensive security program needs to be
put in place in every organization in the Federal Government.

Chairman THOMPSON. When did that come out?
Mr. DODARO. That came out in May, Senator. We had an expo-

sure draft issued earlier. This guide, in addition to being endorsed
by this Committee, has been endorsed by the Federal Chief Infor-
mation Officer Council. We are consistently working with the CIOs
and the Inspectors General and others, to put this type of process
in place.

In addition, in the report we are releasing today, we have rec-
ommended that OMB work with the National Security Council to
have a government wide, comprehensive strategy, emerge from
their efforts. We know that plans are underway. We have not yet
been able to review those plans. They have not been made avail-
able. We will plan to review them and apprise the Committee of
our conclusions about whether or not this comprehensive strategy
has emerged. Central management is needed in addition to the in-
dividual agencies fixing their problems to follow up, deal with gov-
ernment wide cross-cutting issues, and really monitor whether or
not the agencies are making progress.

Chairman THOMPSON. Through OMB?
Mr. DODARO. Yes. OMB has the statutory responsibilities, but

also the National Security Council now, under the President's di-
rective that was issued in May, is launching a major initiative that
involves the private sector, State and local governments, but also
the Federal Government. One of the goals of that directive is to
make the Federal Government the "best practices" example of in-
formation security to show others in the private sector, and there
is a lot that needs to be done to be able to achieve that goal.

Whole information security is a continuing concern, there is real-
ly one caveat I want to emphasize here this morning. Over the next
18 months, as organizations grapple with the year 2000 computer
conversion, information security needs to really be given height-
ened awareness. At no time in our history are so many computer
systems going to be modified at the same time, thus increasing the
risk that security could take a back seat. The year 2000 computer
conversion is the most dramatic example yet of the dependence
that we have as a Nation on our computer systems and how vul-
nerable we are to potential disruption. So that really needs to be



given a lot of attention. We have emphasized this to OMB and the
agencies and special focus is needed over this next couple-of-years
period.

But such challenges in information security are not going to end
with the new millennium. They are going to continue in the future.
There needs to be long-term programs put in place. We at GAO are
committed to work with this Committee and with the Executive
Branch to make sure that happens to reduce our vulnerability and
risk.

That concludes my opening statement, Mr. Chairman. My col-
leagues and I would be happy to answer any questions.

Chairman THOMPSON. You are talking about the Y2K problem. It
certainly fits right together with the subject we are dealing with
today, as you point out, and my understanding is we are having to
bring in thousands of people from other countries to address our
Y2K problem. We just do not have the manpower, and that in and
of itself, of course, raises serious security concerns because we do
not know if we have been the victim of sabotage, for example, until
sometime after the fact. It is just an additional avenue that those
who would do us harm are going to have, in addition to all the oth-
ers that we have had, is that correct?

Mr. DODARO. That is correct, Senator. I will ask Keith to elabo-
rate in a minute, but there are two basic risks, one that you point
out, in that fixing the software problems there could be shortcuts
that could be taken in order to get the work done on time. As you
well know and we have reported, many Federal agencies are way
behind in fixing their problems. Some of the organizations in the
private sector are behind, as well. It is an international problem
globally.

So a lot of people are under a lot of pressure, and as you have
heard, one of the reasons we are in this information security di-
lemma of being very vulnerable is that information security has al-
ways taken a back seat to getting the systems developed and put
on line quickly, and there is tremendous pressure now.

The other big risk is that if something occurs during that period
of time, one would not know or could have difficulty distinguishing
between a year 2000 computer failure and whether or not some-
body is intruding into your system and trying to do malicious harm
to that system. But Keith has been focusing on the year 2000 prob-
lem and has a very good perspective on that.

Chairman THOMPSON. Will you elaborate on that for us?
Mr. RHODES. Just to expand on what Mr. Dodaro has already

said, by its very nature, since everyone is late, everyone has to
focus on what is mission critical. Now, by that very definition, you
are exposing yourself to letting everyone know what the crown jew-
els are.

Now I am turning it over to a contractor which I have brought
in at the 11th hour because anyone who got started early already
sucked up the resources necessary. That contractor will then sub-
contract and subcontract and subcontract, or I will just take my
code and give it to-one of the big software houses in the world
right now is India. A little while ago, they set off a nuclear weapon
that upset a lot of people. They are very good coders. I do not know



that somebody in a foreign country can necessarily get the security
clearance that I would want them to have.

Recently, I read about George Soros, the entrepreneur, wanting
to bring the Bulgarians over from the Bulgarian Virus Institute be-
cause they are very good code writers and have them work on our
code. When I was working in national security prior to coming to
the General Accounting Office, A lot of my time was spent fighting
the Bulgarians that are now ging to come in and fix our code.

From my perspective, not necessarily being labeled an aging Cold
Warrior or something, I do not necessarily like to bring my former
enemies in to fix my code. But people are in a position of being des-
perate and now they open the flood gates and say, well, I abso-
lutely have to fix my system. As we see, as your hearings point out,
security is not a top priority for a lot of organizations.

Chairman THOMPSON. It is not now, and it is going to be even
less, in and of itself, as they face this crisis.

Mr. RHODES. Absolutely.
Chairman THOMPSON. If they are going to be manufacturing

automobiles or widgets or whatever, that is going to be their prime
concern.

Mr. RHODES. Right, and in the year 2000, not just from a govern-
ment perspective but from the entire infrastructure perspective,
you are talking about power, you are talking about water, you are
talking about telecommunications, you are talking about emergency
services, you are talking about traffic lights, you are talking about
elevators, and you are talking about your business codes, so you
are having to open up everything.

The year 2000, like security, is a horizontal issue. It cuts com-
pletely across the organization and touches everything that you, by
your own definition as the chief executive officer, declare to be mis-
sion critical. Now you have given your opponent, so to speak, all
of the information she or he needs to figure out where your heart
is.

Chairman THOMPSON. As you say, there are three completely dif-
ferent, in a way interrelated but different, avenues into our most
critical systems: Transportation, communication, and finance.

Mr. RHODES. Right.
Chairman THOMPSON. That is a very troubling way of looking at

it. People are now focusing on the Y2K problem more and more.
What you are pointing out here in these hearings is that we have
this other existing problem. You, obviously, have been able to walk
into the VA and get whatever you want. I mean, any amateur-
we had a bunch of kids-I call them kids, I guess I am old enough
to call them that-very young men come in in one of our prior
hearings. They said, we can shut this place down if you give us a
few hours and what not.

You, obviously, especially with the VA, were able to get access
to any information that you wanted to and you could wreak havoc
with that, and to a lesser extent with the Social Security Adminis-
tration. We picked those two agencies, for example, because these
were agencies that you had dealt with and had made an assess-
ment of in recent times. We were not just singling them out, but
that you happened to have made assessments of those two in re-
cent times, and it is pretty clear.
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We can talk about details, but anyone with any sophistication
can get into pretty much whatever they want to. It is a continuing
disaster waiting to happen. It is nothing that cannot be handled if
we get on the job, but that is the question. Are we on the job? For
example, in the Veterans Administration, this problem has been
pointed out and around for some time now.

Give us some assessment agency-wide or government wide. How
long have you been dealing with this? Obviously, we have, hope-
fully, heightened the level of attention a bit with the hearings that
we have had, but how long have you been on the case? How long
have these agencies been told, at least, that they have got major
problems? I will stop there.

Mr. DODARO. It varies by individual agency. For some, there
have been reports for many years, as was pointed out with VA.
What we did at GAO is we put computer security as a high risk
across the government in early 1997. We also put year 2000 com-
puter conversion on a government wide high-risk list at that time,
as well.

Chairman THOMPSON. And when was that?
Mr. DODARO. That was in February 1997, and we had issued re-

ports earlier than that. A lot of this attention we have been able
to generate actually through the requirements in the Chief Finan-
cial Officers Act, which is another management statute passed by
this Committee. For those annual financial audits now, we examine
and have developed methodologies to look at, computer controls
over those financial systems and sometimes that leads us into non-
financial systems, as well. While some of those audits date back to
the early 1990's, in 1996, all 24 departments and agencies were re-
quired to now have an annual audit.

That annual audit requirement means getting a report card
every year, as opposed to doing an audit in one part of an agency
1 year and going back 3 years later. That annual requirement is
really putting more pressure on the agencies to make the changes
and I think it is having an effect. Awareness is increasing due to
these hearings this Committee has had and other pressures that
we are trying to generate through these audit requirements. Agen-
cies are beginning to take action.

Chairman THOMPSON. GPRA requirements, also, hopefully, will
help along those lines.

Mr. DODARO. I agree, Senator. This focuses attention on perform-
ance as well as accountability, which is basically the heart of those
statutes. We are starting to see more awareness, more responsive-
ness to recommendations, but it has to be more than a reactive pos-
ture on the part of the agencies. They have to take this comprehen-
sive, proactive look at security, make it a top management priority,
and make it part of the fabric of managing the agency.

Chairman THOMPSON. But they are not going to do that until
they are told to do that, and the people to tell them to do that is
the administration, and the arm of the administration is the OMB.
Now, what has happened since this Presidential directive has come
down? What specific action has been taken from a government wide
standpoint since the Presidential directive came down?



Mr. DODARO. I will ask Mr. Dacey to elaborate, but there are
some plans that have been put in place and they have some goals,
but it has not evolved very far.

Mr. DACEY. The PDD63, as it is called, really set in motion some
organizations to deal with the issue. There was a National Coordi-
nator for Critical Infrastructure Protection that was created, in-
cluding-he is also chairing another committee which is made up
of agency representatives in terms of dealing with their critical in-
frastructure problems, including computer security. There is also
another goup that was formed in the Department of Commerce,
the Critical Infrastructure Assurance Office, as well as a depart-
ment within the FBI on investigating some of these issues.

Thus far, not a whole lot has been done in terms of getting well
down the road. Some initial actions have been taken. In response
to our report, the OMB did tell us that, in fact, they are coordinat-
ing with this group to come up with this combined strategy that
Mr. Dodaro referred to earlier, but as he said, we have not seen
that plan so cannot really comment on it at this time.

Mr. DODARO. Mr. Chairman, in September 1996 we issued a re-
port calling for OMB to take a more aggressive posture in this com-
puter security area, right before we put it on the high-risk list.
OMB has taken some action along with the Chief Information Offi-
cer Council, but we reiterate in our report being released today
that there has to be more action on the part of the central manage-
ment agencies to make sure that action is taken across the board
in the government.

Now, OMB believes that this is an important issue, but also be-
lieves that the responsibilities lie at the agency level. We agree
with that, but we are also saying there needs to be more action at
the central management agency. You need both. It is not one or the
other situation.

Chairman THOMPSON. Well, it is obvious to me. I am not going
to ask you to pass judgment on it further, but the OMB has not
responded to this the way that they should have. I mean, they
clearly do not see it, apparently, as being that big of a problem.
The President issues a directive and gets some headlines out of
that, and then when you ask the question, what has been done pur-
suant to that, well, they have had a study group and a commission
and some people have met and we are on the case.

There is not one tangible thing that I can see that has been done,
and you have been onto them since 1996 now, not one thing from
a government wide standpoint has been done to highlight this
problem and to instruct people as to specific things that are ex-
pected out of them in these agencies. I might add that it seems
mighty similar to the Y2K problem. Until recently, I mean, Con-
gress has practically had to drag them kicking and screaming into
addressing that, and now they have got Mr. Koskinen over there
with a handful of people and he is apparently going to be assessed
the responsibility for transforming the government overnight, and
that is not going to be done, either.

So you have a couple of disasters there waiting to happen, but
it might be on somebody else's watch, but it is not good govern-
ment. It is not right. You need to keep doing what you are doing
and highlighting these problems and pressing them, as I assure



you we will, to take their responsibilities. We get so caught up in
the day-to-day that we are not really sufficiently addressing the
problems. I would not even call them longer-term problems. They
are going to be here before you know it.

I have been amazed. I mean, I am glad that we can have this
public hearing. We are just talking about what we can disclose in
public. There is a lot of information here we cannot disclose in pub-
lic. We are on borrowed time. We have been told by the FBI Direc-
tor in public session that we are in for a long drawn-out battle as
far as terrorism is concerned. It is amazing that we have gotten by
as well as we have in terms of some of these problems, and I guess
we are going to have to have a disaster to get anybody's attention,
but let us hope not.

I do not know how much detail we need to get into as to what
you have been able to do. I mean, access seems to be fairly com-
plete. We talked about the technical problem versus the manage-
ment problem, or insufficiency of resources as to where to assess
the responsibility for poor information security. As I understand it,
the Social Security Administration has a security management pro-
gram that does not seem to be working very well, and the Veterans
Administration has no security management program at all, is that
correct?

Mr. DODARO. There are issues with both of the organization-wide
plans. I will let Bob elaborate on both of those. The biggest problem
in the Social Security Administration, as you heard this morning,
was the unrestricted access by the employees in a large organiza-
tion like that. There are dimensions of both at VA. Problems with
broad access of employees within VA as well as vulnerabilities to
outside intrusion, but I will let Bob elaborate on those.

Chairman THOMPSON. While you are on that point, either you or
him, what do you recommend with regard to that? Clearly, a large
number of employees have got to have access to a lot of informa-
tion.

Mr. DODARO. They have much more access than they need. One
of the things that we found is that people who had left the agency
months ago were still on the rolls as authorized users and could
have logged into the system. So as soon as somebody leaves the
agency, it is a very simple technique to remove them from lists of
authorized users.

Second, Senator, we recommend that they periodically review
how much authority people really need. A lot of times they are just
given broad access without any periodic reviews. People change
jobs. They change responsibility. So a management focus needs to
be put in place, and 3o we have had a number of recommendations.
The auditors at Social Security have made those recommendations,
as well, and they have detailed dozens of specific recommendations
to address those issues. The solutions are well known. It is the
management commitment and the follow-through that need to be
put into place.

Chairman THOMPSON. That is the point, is it not?
Mr. DODARO. Yes.
Chairman THOMPSON. Mr. Dacey, did you want to comment on

the VA part?



Mr. DACEY. In terms of the VA, they have some controls there,
but overall, they do not have a comprehensive program for security
management, and as a result, these kinds of things that we found
in the audit are not identified by management and fixed.

Chairman THOMPSON. Do we know of any other agencies that do
not have a comprehensive security management program?

Mr. DACEY. We found in doing our work, where that area was re-
viewed, that there were significant weaknesses in every agency's
computer security management program.

Chairman THOMPSON. That does not really answer my question.
My understanding was that there was no management program as
such, no security management program as such with regard to the
VA.

Mr. DACEY. They do not have an overall program. There are
some pieces that may be better controlled than others, but ov call,
they do not have a strategy or program to make sure all the pieces
fit together in an integrated fashion.

Chairman THOMPSON. How many do you know? I do not know if
you have assessed it all or not, but are there other agencies in that
same situation, other than the VA?

Mr. DACEY. There are other agencies that do have similar prob-
lems to VA's.

Chairman THOMPSON. No overall comprehensive program?
Mr. DACEY. That is correct.
Chairman THOMPSON. They have bits and pieces, but no program

as such?
Mr. DACEY. That is correct. SSA is one agency that does have an

active program. It just did not cover all the aspects or deal with
some of the minor issues.

Chairman THOMPSON. Do you know how many other agencies?
Could you give us some estimate?

Mr. DODARO. Senator, in our report, we talk about the need for
entity-wide security program planning and management. We found
in the audits, where there are 17 of the 24 agencies that this as-
pect was reviewed, all had deficiencies in their programs. So while
some have more programs than others, of the 17 of the 24 where
this was reviewed, all 17 had some deficiencies in their organiza-
tion-wide planning and management activity.

Chairman THOMPSON. I am trying to get into a quantitative dif-
ference and maybe it merges so much you cannot make the distinc-
tions I am trying to make. It seems to me to be a different situa-
tion to have a deficiency in your program than not having a pro-
gram.

Mr. DODARO. Right. I understand what you are saying, and I do
not think the reviews we did specifically answered your question
like that.

Chairman THOMPSON. All right.
Mr. DODARO. The best answer I can give you is that the defi-

ciencies that are noted are serious ones, which means they have a
major element of their program missing, and it is not just a nu-
ance.

Chairman THOMPSON. This is not news to them that they have
these deficiencies?
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Mr. DODARO. In most cases, it is not news. One of the things,
though, that has really driven home this point is the fact that we
started doing what is known as penetration testing, as you men-
tioned. Before, we had talked about the fact that agencies had
weaknesses and vulnerabilities, but they did not really believe it,
so we were able to now sit down with the tools that are available
and the people that we have hired and go in and actually show
them how we can enter their systems.

Chairman THOMPSON. How long would it take you to train an
amateur, just anyone with just rudimentary or hardly any skills at
all, using the tools that you had to hack into these computers?

Mr. DODARO. I will ask Keith or Bob to elaborate, but it would
not take very long. A lot of these are well-known tools. Most of the
hackers are self-taught over a period of time. There are also tech-
niques where, with the auditors, we have used techniques called
social engineering where all you do is call somebody up over the
telephone and tell them you would like to have a password to get
into their system. You are able to persuade them to give you that
information over the telephone. This requires no technical training,
and some of the other software tools are so automated now in
terms of automated dialers that can go through until you can hit
and dial in on a modem, but I will ask Keith to elaborate.

Mr. RHODES. I could turn you into a hacker with one keystroke.
That is how long it would take, if I had the right tools. I would
bring it up on your computer and say, Senator, put the mouse here.
Click that button and it will go, because the tools have been auto-
mated. They have put a nice front end on them. I can sit down.
Some of them are very stealthy. Some of them are very noisy. But
it is a matter of you do not have to be a rocket scientist to break
into systems anymore.

Chairman THOMPSON. Also, I believe the VA does not have a
monitoring system, is that correct? So that if someone gets in
there, they can stay forever, presumably, because there is no mon-
itoring. Explain the problem with that.

Mr. DACEY. The situation is similar to the one we talked about
in Social Security in the prior panel. They do not have a process
to really identify unusual or suspicious activity taking place, either
by employees who are exceeding their authority or by others who
are trying to break into the system. The incidents when we did our
penetration testing were not detected by other systems and this is
one of the major weaknesses that we report in our report to them.

Mr. DODARO. This is one area, too, Senator, like, for example, the
IRS browsing situation that you mentioned that led to the legisla-
tion to have criminal penalties. For years, IRS did not have in
place a system that effectively allowed them to monitor that type
of activity, so that is a fairly common problem. That is one element
of this comprehensive plan that we are trying to get organizations
to put in place and it is sorely lacking in many organizations.

Mr. RHODES. This also illustrates a point where the technology
intersects with the management, because you can have tools that
assist you in doing the monitoring, but you have to understand
what thresholds you are looking for and that is a management con-
sideration, so you have to understand what is too much authority,
what is too much activity, and that is going to be an operational



definition that comes from the managers as opposed to the tech-
nology.

Chairman THOMPSON. All right. Well, listen, you have made a
major contribution simply by this report here, which I hope a lot
of people will read because you set out in detail the weaknesses.
I think the title says it all, "Serious Weaknesses Place Critical Fed-
eral Operations and Assets at Risk".1 We thank you for that. This
is clearly a continuing matter that we want to continue to work to-
gether with you on and we admire your straightforwardness and
competence, as always, in these matters, in highlighting these seri-
ous problems that we face.

Unless you have any closing comments to make or observations,
I will thank you for being here again today and express our appre-
ciation for your work.

Mr. DODARO. Thank you, Senator.
Chairman THOMPSON. Thank you very much.
We will proceed to our third and final panel, Harold Gracey, Act-

ing Assistant Secretary for Information and Technology, Depart-
ment of Veterans Affairs, and the Hon. John Dyer, Principal Dep-
uty Commissioner, Social Security Administration.

Gentlemen, I am sure you have enjoyed the hearing so far this
morning. As I say, we did not particularly mean to single you out,
but we did because you do have areas that the GAO has made an
assessment on. They will be making other assessments with regard
to other agencies and departments in the future and I am confident
that they will find the same kinds of problems. So we are not here
to be overly critical of your particular agencies, but we are here to
focus on what we plan on doing about it, the problems that we
have. So we would appreciate any statements that you would care
to make.

STATEMENT OF HAROLD F. GRACEY, JR.,2 ACTING ASSISTANT
SECRETARY FOR INFORMATION AND TECHNOLOGY, DE.
PARTMENT OF VETERANS AFFAIRS
Mr. GRACEY. Mr. Chairman, Members of the Committee, I am

pleased to be here, in spite of what I have had to listen to this
morning, because part of my job, like everybody's in government,
is to take things that are not perfect and make them better.

You have my formal written statement, which I would ask to be
included in the record.

Chairman THOMPSON. It will be made a part of the record.
Mr. GRACEY. To save time and to focus on where I am con-

centrating, I would only add that I share your concern about infor-
mation systems security. I came to this current job only 3 months
ago from being the Chief of Staff of the Department of Veterans Af-
fairs for the previous 41/2 years. This was the first issue that land-
ed on my doorstep and the piece of it that I am most concerned
about is that this is not new news to our Department. It is, how-
ever curiously, and perhaps it points to the issue of awareness, the
first I have heard, in spite of having been at the right hand of the

1 GAO Report entitled "Information Security: Serious Weaknesses Place Critical Federal Oper-
ations and Assets at Risk," appears in the Appendix on page 127.2 The prepared statement of Mr. Gracey appears in the Appendix on page 74.
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Secretary and Deputy Secretary for 3 years, that we had a signifi-
cant problem in the area of information system security.

The systems we operate at our Department contain much crucial
and sensitive data on millions of our Nation's veterans. Safeguard-
ing that information and protecting those systems is very impor-
tant to the trust that veterans have in us and in the government.
It is important to me, it is important to the Department at large,
and we have acted quickly now on some of the specific issues the
GAO has pointed out and our own Inspector General has pointed
out in the course of their reviews. We are addressing those individ-
ual problems, solving those individual problems.

We have also acted to strengthen our planning, but I think I
would agree with Mr. Dodaro from GAO, who said earlier that we
have much work to do, first communicating among ourselves, to
our employees, to our managers the criticality of this issue.

Second, not only completing policies and plans, but making the
policies and plans real, turning them into action on which real
changes are made, and then making sure that our protective ac-
tions work, monitoring not just whether people have followed the
guidance, but whether the guidance was adequate in preventing
the problem, making sure that our systems are safe and secure.

That is all I would, offer now. I would be pleased to answer any
of your questions.

Chairman THOMPSON. Thank you very much.
Mr. Dyer.

STATEMENT OF JOHN R. DYER,1 PRINCIPAL DEPUTY
COMMISSIONER, SOCIAL SECURITY ADMINISTRATION

Mr. DYER. Mr.- Chairman, thank you, and I thank the Members
of your Committee for inviting me here today to discuss the issues
of computer security at the Social Security Administration.

I would like to begin by assuring this Committee and the Amer-
ican public that nothing is more important to our agency than to
maintain the security of taxpayer information placed in our trust.
In fact, after the creation of the Social Security program in 1935,
the first regulation our agency issued dealt with non-disclosure of
SSA record data. Today, this principle remains a cornerstone of ev-
erything we do.

We have taken actions to protect the information in our file from
any wrongful use or unauthorized access by outside parties and it
is important to note that SSA mainframe computers have never
been successfully penetrated by outside parties. The agency's em-
phasis on system security is also demonstrated by the measures we
have taken to prevent security breaches by our employees.

We pay benefits every month to almost 50 million Americans,
and in order to do our work, as many as 60,000 of our 66,000 em-
ployees must have access on a need-to-know basis to computer
records. This creates an inherent tension between the need of our
workforce in being able to deliver the right benefit payment to the
right person and the need to have the tightest possible systems se-
curity. When the agency learns an employee has abused his or her

I The prepared statement of Mr. Dyer appears in the Appendix on page 78.



systems privilege, steps are taken immediately to impose penalties
as severe as termination of employment for the individual.

How do we ensure security in this work environment? First, SSA
has a full-time staff devoted to systems security throughout the
agency and SSA uses state-of-the-art software to restrict any user
access to data except for its intended use. We are able to audit and
monitor the actions individual employees take when using the sys-
tem and we are able to investigate allegations of misuse. As part
of our zero tolerance for fraud policy, the Commissioner issued a
notice to all SSA employees this past June about administrative
sanctions that will be taken against any employees who abuse his
or her system privileges. Penalties are severe.

Further indication of our vigilance in security issues is that So-
cial Security has a Chief Financial Officer who assures that all new
systems have financial controls to maintain sound stewardship
over the taxpayer monies entrusted to our care. Let me briefly re-
view current systems security issues at Social Security.

As you know, Social Security has prepared a financial audit
statement since 1987. In our 1997 statement, we received a clean
audit opinion from our IG, through its contractor, for the fourth
consecutive year. However, the 1997 contracting auditor,
PricewaterhouseCoopers, also provided the agency with rec-
ommendations on how we could improve our systems safeguards
and financial management controls.

We are in agreement with almost all the recommendations and
over the past few months have worked closely with
PricewaterhouseCoopers to determine how best to achieve the ob-
jectives of their recommendations. PricewaterhouseCoopers is now
reviewing our progress and will report on this effort as part of the
fiscal year 1998 audit of SSA's financial statements.

The changes being made as a result of the recommendations fall
into four primary areas: One, improved controls to protect informa-
tion; two, improvement in !testing our plan for maintaining continu-
ity of operations; three, improvement of our software application
development and our control policies and procedures; and four, im-
proved controls over separation of duties.

My written testimony includes detailed information about each of
these recommendations and about the subsequent actions taken by
SSA. In essence, over 60 percent of the PricewaterhouseCoopers
recommendations -have been implemented and the rest are being
addressed expeditiously. Thus, the areas GAO cited earlier this
morning are under control.

But I would like at this point to return to the broader concerns
involved in the issue of computer security. By design, SSA has used
a computer system architecture that relies almost exclusively on
mainframe systems and centralized databases. With this architec-
ture, we have been able to more tightly control computer security
than those agencies that have to rely on local and distributive sys-
tems. However, the new technological environment requires that
SSA now move away from mainframe environments to more dis-
tributive systems, and we need to carefully consider how to build
security features in every step of the process.

We are supportive of independent audits of our financial state-
ments and of detailed testing of agency systems. We believe it is
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important to work with various oversight bodies to review what we
are doing and identify any issues that need to be addressed. Only
in this way can we be assured that SSA is doing the utmost to
maintain the security of our computer systems and the data they
contain.

Finally, let me repeat what I said at the outset. The Social Secu-
rity Administration has no higher priority than being able to as-
sure the American public that their personal records are secure.
We also know that this is an ongoing obligation and that constant
vigilance is required. I want to thank the Committee and you, Mr.
Chairman, for holding this hearing and focusing on what we all
view as a critical concern. I would be happy to answer any ques-
tions you may have.

Chairman THOMPSON. Thank you, Mr. Dyer.
As you know, in 1997, under the supervision of the GAO, the So-

cial Security Administration Inspector General brought in a con-
tractor to examine the Social Security computer security controls
and to perform penetration testing on the agency's computer sys-
tems. In layman's terms, the point of the examination was to see
whether the administration was adequately protecting itself from
the risk of hackers breaking in from the outside and also engaging
in computer fraud by employees from the inside.

The GAO discovered, as you know, shortcomings in both regards.
Weak computer password practices which greatly diminish a cru-
cial line of computer defense. Audit trail mechanisms that track
browsing by Social Security employees and databases containing
personal information on people were not properly set up or were
being ignored by managers.

They found computer network control weaknesses that could re-
sult in accidental or intentional alteration of birth and death
records, as well as unauthorized disclosure of personnel data and
Social Security numbers, unprotected modems which permit remote
access to Social Security Administration computers over phone
lines, making it possible for unauthorized outsiders to enter Social
Security Administration computer networks and modify, access, de-
lete data, invent employees with computer access, deny access to
legitimate employees and shut down computer systems in large

ortions of SSA's networks, various holes that allowed the friendly
acker contractors working under GAO's supervision to penetrate

several SSA computer systems where they were in a position to
view, alter, delete important data, and disrupt computer services
by shutting down or reconfiguring computer networks.

As one example, hackers were able to take control of the SSA E-
mail system. They could have shut it down, altered it, or have sent
fake E-mails from any employees, including the SSA Commis-
sioner.

GAO concluded these vulnerabilities expose SSA and its com-
puter systems to external and internal intrusion, subject sensitive
SSA information relating to Social Security numbers, earnings, dis-
abilities, benefits to potential unauthorized access, modification,
and/or disclosure, and increase the risk of waste, fraud, and abuse.
Do you essentially agree or disagree with the GAO's findings here?

Mr. DYER. I agree with GAO that we need to do better. We want-
ed to have the outside auditor come in and look at our systems, be-
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cause you constantly want to have someone telling you what may
be wrong and where you may be vulnerable.

On the other hand, I think the way GAO has characterized this
makes it sound as if things actually happened. A lot of what they
are saying are potential things that could go wrong. Some of the
areas where they have penetrated us were what I call our perim-
eter systems. But I do want to emphasize that the GAO and IG re-
views done by people from outside SSA, came up with things that
we were not aware and we had not seen in previous audits that
had been done. We are jumping on these findings.

Chairman THOMPSON. Things did not happen because they were
working for the government. They did not want to shut the system
down or invent new people or things of that nature. But you do un-
derstand things could have happened if they had wanted it to.

Mr. DYER. Sure. There were potential things that could have
happened and that is why we all want constantly to have outside
people looking at you and working with you so you can see where
your vulnerabilities are.

Chairman THOMPSON. You were not aware of previous reports,
you said? What was that?

Mr. DYER. There were things that came up in this audit that had
not been flagged for us in previous audits. That would be fair to
say because this was, as Gene Dodaro said, a very systematic,
broad kind of audit that had been done.

Chairman THOMPSON. Mr. Gracey, you said some of this was
news to you, too. Similar problems were previously reported by
your own IG. I do not know if that would have been in your line
of authority at the time or not, but I do not think this is news to
the top levels of the Veterans Administration.

Mr. GRACEY. That unique organizational-specific, system-specific
weaknesses existed was not news to me. That we had major
failings in our general planning and preparation for protecting our
systems was news to me.

Chairman THOMPSON. You did not know that you had no security
management program as such?

Mr. GRACEY. No, and I think, Mr. Chairman, that is-one of those
issues that reasonable people could differ on. As GAO said before
us, we have elements of a program. Whether or not those elements
add up to a program or not, I would not quibble, because, frankly,
even if we had a program, I would not be happy with it because
it is not doing what it is supposed to do. We have elements. We
are missing other elements. We clearly have weaknesses. We are
clearly concerned about that.

Chairman THOMPSON. GAO stated today that the VA had not es-
tablished an ongoing security monitoring program to identify and
investigate unauthorized, unusual, or suspicious intrusion activity.
Has the VA now established an ongoing program to monitor and
detect attacks on the system?

Mr. GRACEY. We have. We have begun the establishment of such
a system. It exists in some places. It does not exist in others. I ex-
pressed, as I opened, one of the things in an organization as big
as ours that is troublesome-we have 220,000 employees, more
than 1,000 locations around the country-is that a plan is only as
good as it is executed. So we need to be very sure that we put in
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a monitoring system that not only monitors the implementation of
the plan, but also monitors whether the plan accomplishes what it
is supposed to accomplish-which is to prevent unauthorized access
to our systems.

Chairman THOMPSON. Mr. Dyer, it sounds like much of the risk
in the Social Security Administration is from current employees
who are authorized to access SSA systems but have malicious in-
tentions, and you heard the testimony that perhaps there are too
many people with access. Do you agree with that, and can you tell
me what controls the administration has in place to catch employee
computer misconduct now?

Mr. DYER. I first want to say that I agree with the GAO that you
always have the potential for internal vulnerability fromyour em-
ployees. On the flip side, when you look back over the data over
the years and what the IG and others in investigation have found,
there have been in our case very, very few employees who have
misused our computer systems. We have basically 99.97 percent
good employees. I want to start with that.

To secure SSA records from employee misconduct, we have done
a lot of things. As I mentioned in my testimony, we toughened the
penalties and made them very clear. We have reiterated the pen-
alties in a more forceful way and we have the IG working with
prosecutors to see if we can not get better enforcement.

Also, we knew that we needed more intelligence, so we have in-
creased, as the IG mentioned to you, the size and focus of his staff
and given him more resources and tools for him to do his job.

Because in many cases of employee fraud, you really cannot
catch them before they do it, the question is how do you catch them
after the fact? We have audit trails and we have moved to make
them a little bit more automated and we have new systems that
we are going to be developing for audit trails so we can utilize
them faster.

Chairman THOMPSON. It sounds like those audit trails are so vo-
luminous that it encourages people maybe not to use them as much
as they should.

Mr. DYER. Yes, there are a lot of data in there, and right now
you cannot manually take advantage of all the data you get out of
the audit trails. What we try to do is figure out what things we
should look for. Some things, we have automated. I do not want to
get into details, but with regard to Social Security numbers we now
have a way that we can automatically capture some of that.

The other thing we do is when we deal with our security officers
around the country, we have told them what to look for, what kinds
of profiles. We are now, with systems as the priority, moving to do
a lot more automating so that you can go through the data fast,
and catch trends; we can cover longitudinal distances and what
not. So the equipment can get us the information faster.

Also, we are learning from the data. When the IG finds some-
thing or we get wind of something, we have an approach to address
the problem. We figure out how to create aprofile for that problem,
which is what insurance companies do and other groups do when
they are trying to defend themselves from these kinds of activities.

I think it is also important to get more prosecutions. You have
got to deliver this message. The deterrent is that the employees
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and others know that there is a chance they will get caught, in rea-
sonably quick time, and that when they do get caught, the pen-
alties are very severe.

Chairman THOMPSON. Like maybe even more than a $100 fine?
Mr. DYER. That is right. More than 4 months suspended sentence

at home.
Chairman THOMPSON. Well, that has more to do with my other

Committee, Judiciary, and these judges we approve that when they
come and

Mr. DYER. Any help you could give us there, we would appre-
ciate.

Chairman THOMPSON [continuing]. All the statements that they
make about what they are going to do and so forth before they get
their lifetime appointment.

Let me ask you this, each of you. What interface have you had
over the last year or so, or your department, with the OMB with
regard to addressing this problem, if any?

Mr. GRACEY. This has been a point of discussion and concern at
the Chief Information Officers Council, which I am new to, but it
has come up on my screen, as I said, in the first several months
of this job. In fact, I had a meeting just 2 weeks ago with the secu-
rity champion, as he is referred to, for the Chief Information Offi-
cers Council, who is working to spread the best practices that Mr.
Dodaro described, and others, around among the community of
Federal departments and agencies.

So I would say it has had some attention. Clearly, there are
other things that have been more urgent, the year 2000 among
them, but it has received some focus. It has not received the
amount of focus inside the VA that it needs and we are going to
cure that.

Chairman THOMPSON. I am talking about specifically with regard
to your discussions with OMB concerning this problem. Have you
had any discussions or directives from OMB with regard to this
specific problem?

Mr. GRACEY. I do not recall any directives, but there have been
discussions, yes.

Chairman THOMPSON. With whom?
Mr. GRACEY. With Ed Deseve, who is the Deputy Director for

Management, I believe, and-
Chairman THOMPSON. And who in your shop?
Mr. GRAcEY. Myself.
Chairman THOMPSON. What was the nature of those discussions?
Mr. GRACEY. That, in fact, this was an issue of some high profile

that we were all going to need to worry about, and then-
Chairman THOMPSON. Was it in the context of the Chief Finan-

cial Officers or Chief Information Officers Act requirements?
Mr. GRACEY. Yes, within the context of the Chief Information Of-

ficers Act and Council. And then again, I had a conversation with
the designated champion-the Chief Information Officers Council
works under the leadership of and in partnership with OMB. The
fellow, I believe, is from the Department of Commerce who has
taken on the lead role in security. He came to visit me and my staff
with his staff and we discussed some of the issues. We have some



folks working with him to get best practices, get that spread across
our department as well as others.

This is going to become an even bigger issue, Mr. Chairman, as
we expand our systems to be new, more modern systems, as Mr.
Dyer mentioned. It is an issue that we are all very much concerned
about.

Chairman THOMPSON. Have there been any directives or guide-
lines that have come from OMB with regard to this matter-

Mr. GRACEY. Not that I am familiar with.
Chairman THOMPSON [continuing]. In addition to an expression

of concern?
Mr. GRACEY. Not that I am familiar with, but I am new.
Chairman THOMPSON. Well, you would know about that if they

were lying around over there somewhere, would you not?
Mr. GRACEY. I hope I would.
Chairman THOMPSON. Mr. Dyer, what about you?
Mr. DYER. We have had discussions with OMB when we got our

audited financial statement. I talked to Ed Deseve, who is the focal
point in OMB for this kind of thing. He heads up the management
side. We have worked with his staff. We went through what the
recommendations showed and what our concerns were.

Chairman THOMPSON. Well, you keep going back to that audit,
and that is important, but that covers a lot of stuff that we are not
dealing with here.

Mr. DYER. No, but I keep saying, a lot of what the GAO has been
alluding to or the problems they have found were found by Price-
waterhouseCoopers when they did the financial audit.

The second thing is that I have been on the CIO Council for a
couple of years now and the CIO Council has moved to the front,
next to Y2K, the whole question of security. But I will be very can-
did with you, Mr. Chairman, security has to be an agency initia-
tive. OMB can send directives all over town. It can support us in
dollars and cents, which we have received from OMB over the
years and from the Congress. But each agency has to decide it is
going to do it.

Where we find the CIO Council and these other groups useful is
the exchange of information and knowing what is the latest infor-
mation. The CIO Council sponsored a symposium recently. We sent
some of our people to make sure we are up to speed, hearing what
other agencies are going up against and learning, because you
learn from other people's experience.

Chairman THOMPSON. Well, maybe I do not understand the na-
ture of their job, then. I thought the "M" in OMB had to do with
management.

Mr. DYER. Well, they focused in on the problems that we found
and we have been working with them and the message I have got-
ten from them is "fix it." I am working on fixing the problems that
were found.

Chairman THOMPSON. Well, to be continued. I think, if nothing
else, we all have a better understanding of the nature of the prob-
lem. We are all trying to get to the same place. So let me encourage
you to continue to do that, but also assure you that we will con-
tinue to be looking at this and next time we will have all been put
on notice of these problems and we will be asking questions about
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what is being done in order to make progress toward dealing with
them.

I appreciate your being here today. Thank you very much.
Mr. GRACEY. Thank you.
Mr. DYER. Thank you.
Chairman THOMPSON. We are adjourned.
[Whereupon, at 11:50 a.m., the Committee was adjourned.)
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APPENDIX

LETTER FROM MR. HUSE TO SENATOR THOMPSON

THE HON. FRED THOMPSON
Chairman, Committee on Governmental Affairs
U.S. Senate
Washington, DC 20510

DEAR MR. CHAIRMAN: Thank you for the opportunity to provide the Committee on
Governmental Affairs with a formal statement, for the record, that conveys my
views on the importance of the relationship between Inspectors General (IG) and
agency heads and changes to the IG Act that are proposed in S. 2167.

I see the role of the Office of the Inspector General (OIG) within an agency as
being constructive as well as instructive. I believe each OIG should ensure that its
function exists as a valued part of the agency it serves. Too often, the model of an
OIG's interactivity within an agency is (because of a misunderstanding of the con-
cept of IG independence) one of confrontation and isolation. This type of interaction
engenders an adversarial and sometimes hostile relationship between an IG and his/
her agency. I am convinced that this is a distortion of the Congress' intent when
it passed the IG Act of 1978.

Itis critical for an IG to maintain independence and objectivity and yet foster a
positive cooperative relationship with the head of his/her agency. IGs must balance
their need for independence with an equal responsibility to become a valued partner
in the agency they serve. This relationship should be built on a foundation of mu-
tual respect. To attain this relationship, the IG must be perceived as fair-minded.
As agents of positive change, IGs must ensure that their activities are above-board
and that they do not hold the agency to a different set of standards than they hold
themselves. This enhances an agency's trust in the OIG and makes the head of the
agency more amendable to their recommendations. An IG whose reports and counsel
are ignored or rejected has no utility.

Regarding the proposed changes to the IG Act, I believe the most important one
is giving each IG a fixed term. Because an IG needs to sustain a relationship of re-
spect and self-confident counsel with the head of an agency, they need legislated
tenure over fixed terms of office. This legislative adjustment would Cnsure that IGs
maintain their independence within an agency's organizational structure. IG tenure
and fixed terms would also attenuate the tendency of some IGs to distance them-
selves from the leadership of their agencies.

If I can be of any further assistance regarding this matter, please call me or have
your staff contact Stephanie J. Palmer, Acting Assistant Inspector General for Ex-
ternal Affairs.

Sincerely,
JAMES G. HUSE, JR.

Acting Inspector General
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Mr. Chairman and members of the Committee, thank you for inviting me to appear today to
discuss system security weaknesses and employees who took advantage of these weaknesses to
commit fraudulent activities at the Social Security Administration (SSA).

In response to a request from this Committee regarding the vulnerabilities of SSA systems, we
have come to discuss the types of cases that have the highest priority; that is, employee fraud
cases. When the SSA Office of the Inspector General (OIG) was established, the Commissioner
of Social Security asked that employee integrity investigations be our paramount mission. System
security is very important, and although we can have the best security in place, if employees are
compromising system security, the system becomes flawed.

Identifying, investigating, and prosecuting SSA employees who inappropriately or criminally
misuse their access to SSA electronic records systems to commit program fraud and other crimes
is the number one priority of the SSA OIG. SSA components through our fraud referral process,
inform OIG of suspicious behavior or allegations of suspicious behavior by employees for
evaluation and consideration. This includes the results of periodic audits of employee system
accesses that supervisors are required to conduct. Because of SSA OIG's cooperative
relationship with SSA, we are able to deter employee fraud by seeking prosecution against
employees who commit criminal violations and publicizing these prosecutions.

One of SSA OIG's major efforts in the detection of fraud is OPERATION CLEAN SLATE,
which is designed to identify and prosecute employees who fraudulently manipulate SSA's
electronic record systems to commit program fraud and other crimes. Under OPERATION
CLEAN SLATE we have a number of initiatives designed to identify employees who abuse the
Social Security data they have access to. We also exchange information with other Federal law
enforcement agencies, such as the United States Secret Service, the Immigration and
Naturalization Service, and numerous State and local law enforcement agencies, to vigorously
investigate and prosecute career criminals who deal in Social Security fraud.

Today we will discuss some of the cases and projects that resulted from OPERATION CLEAN
SLATE.

One of these projects, OPERATION PINCH, was initiated in late 1995, when SSA advised OIG
of a possible corrupt employee in a New York Office. This fact was coupled with information
received from the Citicorp Fraud Investigation Unit, Hagerstown, Maryland, who contacted SSA
OIG in early 1996 to advise us of a major credit card fraud ring operating in the New York area.
They informed us that stolen credit cards were being activated by contacting an "800" telephone
number and supplying the card holder's name, SSN, and mother's maiden name. Citibank
provided us with a list of 52 fraudulently activated credit card holder's SSNs and requested that
SSA initiate data runs to determine if any SSA employees queried the same SSNs through the
SSN data base on or about the activation date of the credit card holder's card. With full
cooperation from SSA, a query of Social Security records found that employees had accessed the
subjects records.
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OPERATION PINCH was a criminal investigation in which a group of West African co-
conspirators targeted the SSA data base for information needed to activate stolen credit cards for
financial gain. These individuals obtained the SSNs associated with the stolen credit cards from
various sources who had access to credit bureau records. They accomplished their goal by
providing lists of SSNs to either SSA employees directly or indirectly through other associates.
They elicited the SSA data for mothers' maiden names by offering bribes to the SSA employees.
Many credit card companies require customers to contact a "800" telephone number to activate
credit cards and require that SSNs and mothers' maiden names be provided as identification
requirements. By using an audit trail software established by SSA to associate inquiries made of
SSA computer system records by SSA employees, via a personal identification number, OIG and
SSA were able to identify potential criminal violations. In addition, the investigation revealed that
mother's maiden names and dates of birth were also being used by the West African co-
conspirators to change the addresses of the true account holders and identity takeovers for illegal
purposes; i.e., fraudulent loans, etc. No Social Security d,'a of the actual account number
holders were affected in any manner.

Through March 1996 to June 1996, the financial community continued to provide additional data
to be run against the SSN files accessed by suspect employees, The data matches resulted in the
identification of several employees. Through the interviews of these suspect employees, their
admittances, and ffirther investigation, additional employees, contract security guards at SSA
facilities, and several West African and other co-conspirators were identified and prosecuted.
Credit card fraud investigators from Citibank, Chase Manhattan Bank, Bank of America, and
NOVUS provided additional information to us on stolen credit cards and their subsequent
activation and the West African Task Force of the United States Secret Service supported our
Agency's investigation.

This information resulted in the identification of several credit card fraud conspiracies in the
New York area that included 12 SSA employees, 3 contract SSA Security Guards, and a
New York City Human Resources Administration case investigator. Two employee
investigations also took place in Milwaukee, Wisconsin, and Los Angeles, California. In addition,
co-conspirators were also developed in Washington, D.C., Baltimore, Maryland, and Dallas,
Texas. During the course of our investigation we determined that 20,000 names were furnished
by SSA employees to the West African co-conspirators. According to financial institutions, fraud
loss per activated stolen credit cards is estimated at $3,500. The credit card companies estimated
the loss at $70,000,000. These dollar amounts reflect the total amount of fraud perpetrated by
various criminals and should not be attributed to activities conducted by SSA employees alone.
Throughout this investigation we have been able to identify that these 12 employees accessed
thousands of SSN records and, based on the interviews of the employees, they received
approximately $10 to $50 per SSN run.
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Now I would like to specifically address seven investigations that were part of Project
OPERATION PINCH in the New York Field Division:

1. Of the 52 SSNs provided by Citibank 23 had SSN queries made by SSA employee
LESLIE ALVARADO prior to the activation of the cardholders stolen credit card.
MS. ALVARADO was a GS-8 Contact Representative in the Boro Hall District Office in
Brooklyn, New York. During an interview with Special Agents from our office,
MS. ALVARADO admitted to obtaining 30 Social Security account histories a day for a period
of 2 years. She informed us that she provided the SSNs to a West African employee of the
New York City Department of Human Resources Administration, Department of Social Services
who used the information to activate stolen credit cards. She also obtained a second Social
Security account number for the city employee, knowing that he already had a number issued to
him.

MS. ALVARADO subsequently resigned from her position with the SSA and was arrested for
Conspiracy to Commit Computer Fraud. MS. ALVARADO later pleaded guilty to two felony
counts. The first count was for Conspiracy to Commit Unlawful Accessing of the Social Security
Administration's data bases, and the second count was for Unlawful Issuance of a Second Social
Security account number. She was sentenced to 5 years supervised probation and ordered to pay
a $100 fine.

2. Another query of the SSN data base identified YOLANDA MILFORD, a GS-5 Claims Clerk
in the North-Eastern Program Center in Jamaica, New York, who accessed the SSA system at an
unusual high rate. The SSA records reflected that MS. MILFORD, who had minimal need to
access the data base system, had conducted 655 record searches in a 6-month period. During an
interview, MS MILFORD admitted selling 1,000 to 1,500 account records to co-conspirators for
between $10 and $20 each.

MS. MILFORD resigned from her position with the SSA and was arrested July 15, 1996, for
Conspiracy to Commit Credit Card Fraud and Conspiracy to Commit Computer Fraud. She
pleaded guilty to one count of bribery on October 10, 1996. On March 14, 1997,
MS. MILFORD was sentenced to 4 years probation and fined $2,000.

3. Based on the results of a local District Attorney search warrant, numerous Social Security
records were obtained from a private New York residence. A review of these documents
revealed that CARLA AMEVOR, a GS-8 SSA Contact Representative in the Jersey City,
New Jersey, Teleservice Center, had accessed these accounts. During our interview,
MS. AMEVOR admitted providing approximately 100 SSN records to a West African co-
conspirator and receiving $15 per record, totaling $1,500 in illegal payments.



MS. AMEVOR resigned from her position with SSA and was arrested November 19, 1996, for
Conspiracy to Commit Computer Fraud. MS. AMEVOR pleaded guilty on January 22, 1997 to
Conspiracy to Engage in Unauthorized Use of a Government Computer. She was sentenced on
April 30, 1997, to 2 years probation with the special condition to seek psychological counseling
and fined $500.

4. Another query of the SSN data base identified ERNEST MACASET, a GS-4 Clerk Typist at
the Flatbush District Office in Brooklyn, New York. During our interview, MR. MACASET
advised us that he had been approached by the contract SSA Security Guard at his office to sell
Social Security record information for $50 to $100 per record. Between November 1995 and
April 1996, MR. MACASET sold SSN records to the guard. He further advised us that since
the guard only paid him $40 per record, he discontinued selling SSA records. He further
identified a West African co-conspirator as an individual to whom he sold SSA records for
$50 per record from April 1996 through the end of July 1996. MR. MACASET was
immediately terminated from SSA employment and was later arrested for bribery. On
March 6, 1997, he entered a guilty plea for one count of Disclosure of Confidential Information.
On July 3, 1997, he was sentenced to 3 years probation, fined $8,343, and ordered to pay
restitution in the amount of $20,239 to financial institutions.

5. Through our investigations of employees at the Flatbush District Office of SSA,
EUGENE RYBALSKY, a Stay-in-School Clerk Typist (SIS) (GS-4), was identified as accessing
SSA records and furnishing them to the office Security Guard. During the interview,
MR. RYBALSKY refused to cooperate.

MR. RYBALSKY was immediately terminated from SSA employment and was later arrested on
November 19, 1996, for violation of bribery. On January 31, 1997, MR. RYBALSKY pleaded

.guilty to one count of Disclosure of Confidential Information. He was sentenced on
May 2, 1997, to 3 years probation, 200 hours community service, and fined $25.

6. Through our investigations of employees at the Flatbush District Office,
MICHAEL WATKINS, SIS Clerk Typist (GS-4), was identified as accessing SSN records and
selling them to the office Security Guard. During our interview, MR. WATKINS admitted to
providing SSA records to the office Security Guard. A review of SSN records revealed that
MR. WATKINS conducted approximately 2,400 SSN searches in 18 months. MR. WATKINS
was immediately terminated from SSA employment and later arrested in November 19, 1996, for
bribery, more specifically, for his involvement in the sale of SSN records. On January 28, 1997,
he pleaded guilty to I count of Disclosure of Confidential Information. On April 29, 1997, he
was sentenced to 21/2 years probation and 6 months home confinement.

7. A further review of SSN data base records in comparison to stolen credit card activation
identified LENA MORTON, a GS-5 Claims Clerk in the Bronx River Parkway Branch Office, as
accessing data base records. During our interview, MS. MORTON admitted to selling Social
Security account records to the former Security Guard at her office for $15 per record.



MS. MORTON was terminated from SSA employment and was later arrested on
September 19, 1996, for violation of Conspiracy to Commit Computer Fraud. On
March 6, 1997, she pleaded guilty to one count of bribery. She was sentenced on July 7, 1997, to
3 years of supervised probation, assessed a $100 fine, and mandated to receive drug counseling.

Now I would like to discuss several additional significant employee cases that we have
investigated that have resulted in prosecution.

1. On July 10, 1995, the SSA's Regional Security Office in San Diego, California, notified the
recently established SSA OIG of allegations made by a private citizen that WILLIAM JOSEPH
YUST (Case No. L95-01454-6) had charged two individuals $100 each to waive the
overpayments debited against their Social Security accounts. The SSA OIG opened an
investigation and 4 months later learned from SSA management that MR. YUST's wife was
reportedly threatening to advise the police that he was also selling Social Security cards.

A subsequent investigation by SSA OIG investigators revealed that MR. YUST illegally
processed approximately 160 original or duplicate Social Security cards for approximately
133 individuals who were not entitled to have them. He admitted selling the Social Security
numbers and cards for $200 each and using the proceeds to purchase drugs. MR. YUST
explained that he ,vas able to thwart detection of his unauthorized activity by altering the office
code associated with each of his entries in the computer system. By changing his assigned office
code to reflect the codes of various offices throughout the Nation, he reduced the likelihood that
periodic security reviews would detect any unusual patterns of activity.

On May 5, 1997, MR. YUST pleaded guilty to one felony count of accepting a bribe and one
felony count of processing and causing to be issued unauthorized Social Security numbers and
cards. He was sentenced on August 4, 1997, to serve 3 years.of supervised probation, to
complete 50 hours of community service, and to pay a special penalty of$100. MR. YUST's
employment was terminated on May 24, 1997, after a lengthy period of administrative leave.

2. The following case was initiated in 1997 by SSA OIG based on a referral from an outside law
enforcement agency. This information was developed while debriefing a subject in a narcotics
investigation. The subject provided information, which led to the identification of SSA employee
KATHLEEN DAIGRE (Case No. C-97-00124-D) who was running a scheme to defraud SSA.
A preliminary review of SSA records revealed MS. DAIGRE was employed as a GS-9 Benefit
Authorizer at the SSA Payment Center in Kansas City, Missouri. In the capacity of Benefit
Authorizer, MS. DAIGRE authorized SSA checks to be written and mailed to persons entitled to
Social Security benefits.

Based on this information, SSA OIG requested that the SSA Security and Integrity Team perform
a review of the SSNs that MS. DAIGRE had accessed as a part of employment. The review
revealed that MS. DAIGRE had accessed and changed Social Security records pertaining to
herself and family members. The Security and Integrity Service review determined that as a result
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of the changes MS. DAIGRE had made to the Social Security records, unauthorized checks were
issued from October 2, 1995 through November 2, 1996, to ten deceased beneficiaries and two
living beneficiaries. MS. DAIGRE had changed the addresses of these beneficiaries in the Social
Security records to reflect her address or her friends' addresses. In order to make the checks look
legitimate, MS. DAIGRE used one of her former married names, her maiden name, or some
variation thereof Through interviews conducted by SSA OIG Special Agents, it was also
established MS. DAIGRE had conspired with MS. JUDITH METCALF, a GS-9 Benefit
Authorizer in the same Payment Center, to issue SSA checks to herself, her husband, her son, and
a friend. The amount of the fraudulent checks issued by MS. DAIGRE and MS. METCALF
totaled $174,312.30.

MS. DAIGRE and MS. METCALF were charged with Theft of Government Funds and
Property. Both resigned their positions with SSA and entered into plea agreements for these
charges with the stipulation that they confess to their wrongdoings and make restitution.
MS. DAIGRE was ordered to serve 15 months in prison, 3 years probation, and pay restitution
to SSA in the amount of $174,312.30. MS. METCALF was ordered to serve 5 years probation
and pay restitution to SSA in the amount of $20,933.10.

3. In November 1993, a Chicago bank referred a case to OIG regarding suspicious account
activity held by ALBERT IRWIN (Case No. 5-93-01021-6), a GS-9 Benefit Authorizer at the
Social Security Great Lakes Program Service Center. As a result of this referral, the SSA Great
Lakes Program Service Center Integrity Staff conducted a review of MR. IRWIN's computer
traffic and confirmed suspicious activity. In mid-1995, SSA OIG Special Agents interviewed
MR. RWIN who signed a written statement confessing to SSA fraud. Approximately 2 weeks
later he resigned from his position with SSA.

The investigation disclosed that MR. IRWIN generated 'one-check-only payments" to fictitious
individuals by entering false data into the records of existing beneficiary accounts. By way of
explanation, a "one-check-only payment" is a one-time, retroactive payment that can be sent to
any person, account or address. For example, a survivor could receive an underpayment on a
number holder's account. MR. IRWIN had a total of $84,463 directly deposited through such
false entries to his personal account a the Chicago bank. He withdrew the money from his
account and spent it for personal use.

In October 1996, MR. IRWIN pleaded guilty to one count of Wire Fraud in Federal District
Court in Illinois and was sentenced to 1-year incarceration and restitution of $7,200.

4. The SSA OIG received an allegation that an SSA employee had improperly and maliciously
changed the record (within the SSA data base) of an acquaintance. The fraud was initially
detected when the victim applied for a bank loan. Through queries made by the bank, it was
discovered that records pertaining to the victim reflected she was deceased. The victim personally
called in the complaint.



The allegation identified JORGE A. YONG (Case No. F-97-00323-C), a GS-1I Claims
Representative at the Belle Glade, Florida District Office, as the subject. Allegedly,
MR. YONG made an entry into the Social Security number record of the victim to indicate she
was deceased. The victim is living in Naples, Florida.

The SSA OIG initiated an investigation and interviewed the complainant, the suspect, and
employees of the Belle Glade, Florida District Office. The electronic logs for the SSA computer
system were reviewed to develop a history of the entries made to the victim's account. That
review found that another employee of the Belle Glade, Florida District Office had entered the
date of death on the victim's record. Although that employee denied any wrongdoing, she
recalled occasions she had left her SSA computer terminal unattended and returned to find other
coworkers using it.

We found that the victim and MR. YONG were acquainted via Internet communications. The
two had a disagreement, which precipitated MR. YONG's ban from an Internet chatroom they
both frequented. Another Internet party informed the victim that MR. YONG had mentioned he
had the ability to have the victim's SSN reflect that she was deceased.

MR. YONG was interviewed and admitted he had queried the Social Security data base
concerning the victim. He also admitted that he used a coworker's terminal to make the date of
death input into the victim's record. He confessed that he made these queries and inputs because
of a personal conflict he had with the victim. MR. YONG subsequently resigned from
employment with SSA.

Pursuant to an appearance before the U.S. District Court in Ft. Lauderdale, Florida, MR. YONG
pleaded guilty to one count of falsifying the personal data filed and deposited with an agency of
the United States. He was sentenced to I-year probation, ordered to pay restitution in the
amount of $700 to the victim, and pay a special assessment of $100 to the court. Additionally, he
is expected to maintain a full-time job and refrain from Internet access during his probation
period.

5. The SSA OIG received information alleging that Nationwide Electronic Tracking, Inc., of
Tampa, Florida, was selling confidential Government information, including Detailed Earnings
Queries unlawfully obtained from SSA and National Crime Information Center (NCIC) criminal
histories unlawfully obtained from the Department of Justice (DOJ). An 18-month undercover
investigation ensued which substantiated the allegation and resulted in the conviction of
21 individuals including 5 SSA employees, 1 SSA Government contractor, 2 law enforcement
officials, and 1 Army Criminal Investigations Division Officer.

This case involved cooperating witnesses who bought and sold non-public information such as
SSA records (Detailed Earnings Queries and SSN Queries) and DOJ - NCIC criminal histories.
The investigation traced a nationwide network of information brokers and their sources. Even
though this investigation dealt primarily with the theft of protected United States Government



information, it also showed how information brokers gathered protected information by "pre-
texting" or "gagging." These practices involve tricking an individual via a telephone call, into
providing information unwittingly; a violation of Fraud by Wire.

DONALD L. WRIGHT (Case No. 4-90-00327-6), a GS-7 Teleservice Center Representative at
the Ft. Lauderdale Teleservice Center, had access to SSA's computer network. Our investigation
substantiated that MR. WRIGHT had accepted bribes from information brokers in exchange for
conducting unauthorized inquiries of Social Security records. MR WRIGHT reportedly
received approximately $3,000 for SSA information. He resigned from SSA after being
interviewed by SSA OIG Special Agents.

For his role in the unauthorized access and sale of Government information, MR. WRIGHT was
indicted and charged with a violation of Conspiracy. He eventually pleaded guilty to conspiracy
and was sentenced to 2 months incarceration, 4 months of home detention with electronic
monitoring, 2Y/2 years probation, and a special assessment of $50.

The other subjects of this investigation were also convicted of various felony statutes including
bribery, unauthorized disclosure of tax return information, theft of Government property, and
conspiracy.

6. In March 1995, the following case was referred to OIG from the SSA Regional Security Staff
in New Jersey, who had been contacted by a small New Jersey Bank regarding suspicious activity.
The bank reported that a number of SSA electronic fund transfers (EFTs) in the amount of' $2,999
each had been deposited into one of their customer's accounts. The EFTs were in different names
and SSNs.

On March 24, 1995, the SSA OIG interviewed the account holder, who was not an SSA
employee. The subject denied knowing how or why SSA funds had been sent to his savings
account; however, he did admit to withdrawing and using the money in the account.

On March 28, 1995, SSA OIG, working with the SSA Northeastern Program Service Center
(NEPSC) Security and Integrity Staff, determined that RONALD SNODDY (Case No, 2-95-
00300-6), a GS-9 Benefit Authorizer at the NEPSC, was involved in a scheme to defraud SSA.
The investigation disclosed that, in his capacity as a Benefit Authorizer for SSA, MR. SNODDY
authorized wire transfers of SSA funds to bank accounts held by himself and others who were not
entitled to receive such funds. From March 1994 through March 1995, MR. SNODDY
transferred approximately $328,73 1 in this manner.

The investigation led to the identification and prosecution of additional account holders, who
were not SSA employees, who received SSA funds from MR. SNODDY through New Jersey
and New York banks.



On April 6, 1995, MR. SNODDY was arrested by SSA QIG Special Agents on charges involving
Wire Fraud and Money Laundering. On June 5, 1995, MR. SNODDY resigned his position at
SSA. On September 28, 1995, MR. SNODDY pleaded guilty in U.S. District Court, Newark,
New Jersey, to an Information charging him with Wire Fraud and Aiding and Abetting in Wire
Fraud. On July 12, 1996, he was sentenced to 4 months imprisonment, 4 months home
confinement, 3 years supervised release, restitution of $50,000, and a special assessment of $50.
The Court waived the fine, however, due to the inability of the defendant to pay.

Employee fraud cases represent the smallest number of cases we investigate; however, employee
fraud is the most serious matter that we must deal with effectively. We believe publicizing the
cases we investigate and successfully prosecute is an effective deterrent against future employee
fraud. OIG publicizes fraud cases by distributing fact sheets to SSA Regional Public Affairs
Officers and SSA headquarters personnel. The Regional Public Affairs Officers prepare press
releases and work with the local field office managers to get media coverage and to issue the
press releases. We also transmit the findings to SSA Headquarters for distribution to SSA
employees via SSA publications. In this way, prosecutions are made public and all SSA
employees are made aware of the fact that employee misconduct will not be tolerated. Increasing
OIG resources and recent access into SSA systems, will increase our abilities to identify and
monitor suspicious activity and vulnerable areas. We are dedicated to eliminating employee fraud
and misconduct at SSA. I wish to thank the Committee again for focusing on this important and
serious issue and would be pleased to answer any questions you may have at this time.
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" Massive credit card fraud and theft orchestrated by WestAfrican crime syndicates.

" Criminals stale thousands of credit cards mailed outto unsuspecting bank. customers.
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Cards provided to members of drug ring who used themto provide identities for illegal immigrants.

0 Employee manipulated Social Security computer systems
to alter his- ce code to' avoidd.etection by security
reviews*



'Row
Illegal Sale of Identity Information

to Information Brokers

0 IG Investigation uncovered nationwide ring of informationbrokers who sold confi&ntial Information 'on individuals toprivate investigators, law firms, insurance companies, ek.

0 23 convictions, including five SSA employees frc m W, NJ, IL,AZ, and FL

0 The five SSA employees sold confidential information obtainedthrough unauthorized queries of SSA computer data, includingSSN, dates of birth, and detailed Vvage and earnings information*,

0 SSA security measures did'not identify or prevent unauthorized
access by SSA employees.



Now

virtual Murder,VIC

SSA Claims Representative from Florida District Office
entered death- notice into official SSA database record foran individual with whom he had a disagreement in anInternet chatroom discussion,

Victim discovered her death notice while attempting toopeft bank account when bank officials indicated she
'Was 'vc!"clilf according to credit reports.

BEST AVAILABLE COPY
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Mr. Chairman and Members of the Committee:

I am pleased to have this opportunity to provide an assessment of the current state of
information security in federal government. Our most recent report, done at the request of
this Committee, delineates the serious information security weaknesses placing critical
operations and assets at risk and outlines actions needed to further improve security
practices across government. The two agencies that you asked us to focus on today-the
Department of Veterans Affairs and the Social Security Administration-illustrate the types
of risk facing individual departments and agencies as well as actions required to
strengthen security management. Recent efforts by these organizations and others
throughout government are encouraging because they signify increasing attention to
information security concerns, but, as we will discuss today, additional measures are
necessary for the federal government to develop and maintain a truly effective security
management program.

INFORMATION SECURITY IS DRAWING
INCREASED ATTENTION

We last provided you an overview of federal information security in September 1996. At
that time, serious security weaknesses had been identified at 10 of the largest 15 federal
agencies, and we concluded that poor information security was a widespread federal
problem.' We recommended that the Office of'Management and Budget (OMB) play a
more active role in overseeing agency practices, in part through its role as chair of the
then newly established Chief Information Officers (CIO) Council. Subsequently, in
February 1997, as more audit evidence became available, we designated information
security as a new governmentwide hgh-risk area in a series of reports to the Congress.2

During 1996 and 1997, federal information security also was addressed by the President's
Commission on Critical Infrastructure Protection, which had been established to
investigate our nation's vulnerability to both "cyber" and physical threats. In its October
1997 report, Critical Foundations: Protecting America's Infrastructures, the Commission
described the potentially devastating implications of poor information security from a
national perspective. The report also recognized that the federal government must "lead
by example," and included recommendations for improving government systems security.
This report eventually led to issuance of Presidential Decision Directive 63 in May 1998,

'Information Security: Oportunities for Improved OMB Oversight of Agency Practices
(GAO/AIMD-96-110, September 24, 1996)..

2High Risk Series: Information Management and Technology (GAO/HR-97-9, February
1997).
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which I will discuss in conjunction with other governmentwide security improvement
efforts later in my testimony.

POTENTIAL RISKS ARE INCREASING

As hearings by this Committee have emphasized, risks to the security of our government's
computer systems are significant, and they are growing. The dramatic increase in
computer interconnectivity and the popularity of the Internet, while facilitating access to
information, are factors that also make it easier for individuals and groups with malicious
intentions to intrude into inadequately protected systems and use such access to obtain
sensitive information, commit fraud, or disrupt operations. Further, the number of
individuals with computer skills is increasing, and intrusion, or "hacking," techniques are
readily available.

Attacks on and misuse of federal computer and telecommunication resources are of
increasing concern because these resources are virtually indispensable for carrying out
critical operations and protecting sensitive data and assets. For example,

- weaknesses at the Department of the Treasury place over a trillion dollars of
annual federal receipts and payments at risk of fraud and large amounts of
sensitive taxpayer data at risk of inappropriate disclosure;

- weaknesses at the Health Care Financing Administration pLice billions of dollars of
claim payments at risk of fraud and sensitive medical information at risk of
disclosure; and

- weaknesses at the Department of Defense affect operations such as mobilizing
reservists, paying soldiers, and managing supplies. Moreover, Defense's warfighting
capability is dependent on computer-based telecommunications networks and
information systems.

These and other examples of risks to federal operations and assets are detailed in our
report Information Security: Serious Weaknesses Place Critical Federal Operations and
Assets at Risk (GAO/AIMD-98-92), which the Committee is releasing today. Although it is
not possible to eliminate these risks, understanding them and implementing an
appropriate level of effective controls can reduce the risks significantly. Conversely, an
environment of widespread control weaknesses may invite attacks that would otherwise
be discouraged.

SERIOUS WEAKNESSES CONTINUE
TO BE IDENTIFIED

As the importance of computer security has increased, so have the rigor and frequency of
federal audits in this area. During the last 2 years, we and the agency inspectors general
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(IGs) have evaluated computer-based controls on a wide variety of financial and
nonfinancial systems supporting critical federal programs and operations. Many of these
audits are now done annually. This growing body of audit evidence is providing a more
complete and detailed picture of federal information security than was previously
available.

The most recent set of audit results that we evaluated-those published since March 1996-
describe significant information security weakness in each of the 24 federal agencies'
covered by our analysis. These weaknesses cover a variety of areas, which we have
grouped into six categories of general control weaknesses.

Access Control Weaknesses

The most widely reported weakness was poor control over access to sensitive data and
systems. This area of control was evaluated at 23 of the 24 agencies, and weaknesses
were identified at each of the 23. Access control weaknesses make systems vulnerable to
damage and misuse by allowing individuals and groups to inappropriately modify, destroy,
or disclose sensitive data or computer programs for purposes such as personal gain or
sabotage. Access controls limit or detect inappropriate access to computer resources
(data, equipment, and facilities), thereby protecting them against unauthorized
modification, loss, and disclosure.

Access controls include physical protections, such as gates and guards, as well as logical
controls, which are controls built into software that (1) require users to authenticate
themselves through the use of secret passwords or other identifiers and (2) limit the files
and other resources that an authenticated user can access and the actions that he or she
can execute. In today's increasingly interconnected computing environment, poor access
controls can expose an agency's information and operations to potentially devastating
attacks from remote locations all over the world by individuals with minimal computer
and telecommunications resources and expertise. Common types of access control
weaknesses included

overly broad access privileges inappropriately provided to very large groups of
users;

- access that was not appropriately authorized and documented;

multiple users sharing the same accounts and passwords, making it impossible to
trace specific transactions or modifications to an individual;

3These agencies accounted for 99 percent of reported federal net outlays in fiscal year
1997.
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inadequate monitoring of user activity to deter and identify inappropriate actions,
investigate suspicious activity, and penalize perpetrators;

improperly implemented access controls, resulting in unintended access or gaps in
access control coverage; and

access that was not promptly terminated or adjusted when users either left an
agency or when their responsibilities no longer required them to have access to
certain files.

Service Continuity Weaknesses

The second most widely reported type of weakness pertained to service continuity.
Service continuity controls ensure that, when unexpected events occur, critical operations
continue without undue interruption and critical and sensitive data are protected. In
addition to protecting against natural disasters and accidental disruptions, such controls
also protect against the growing threat of "cyber-terrorism," where individuals or groups
with malicious intent may attack an agency's systems in order to severely disrupt critical
operations. For this reason, an agency should have (1) procedures in place to protect
information resources and minimize the risk of unplanned interruptions and (2) a plan to
recover critical operations should interruptions occur. To determine whether recovery
plans will work as intended, they should be tested periodically in disaster simulation
exercises.

Losing the capability to process, retrieve, and protect information maintained
electronically can significantly affect an agency's ability to accomplish its mission. If
controls are inadequate, even relatively minor interruptions can result in lost or
incorrectly processed data, which can cause financial losses, expensive recovery efforts,
and inaccurate or incomplete financial or management information.

Service continuity controls were evaluated for 20 of the agencies included in our analysis,
and weaknesses were reported for all of these agencies. Common weaknesses included
the following:

Plans were incomplete because operations and supporting resources had not been
fully analyzed to determine which were the most critical and would need to be
resumed as soon as possible should a disruption occur.

Disaster recovery plans were not fully tested to identify their weaknesses. One
agency's plan was based on an assumption that key personnel could be contacted
within 10 minutes of the emergency, an assumption that had not been tested.
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Entitwide Program Planning and Management Weaknesses

The third most common type of weakness involved inadequate entitywide security
program planning and management. Each organization needs a set of management
procedures and an organizational framework for identifying and assessing risks, deciding
what policies and controls are needed, periodically evaluating the effectiveness of these
policies and controls, and acting to address any identified weaknesses. These are the
fundamental activities that allow an organization to manage its information security risks
cost effectively, rather than reacting to individual problems ad hoc only after a violation
has been detected or an audit finding has been reported.

Weaknesses were reported for all 17 of the agencies for which this area of control was
evaluated. Many of these agencies had not developed security plans for major systems
based on risk, had not formally documented security policies, and had not implemented a
program for testing and evaluating the effectiveness of the controls they relied on.

Segregation of Duties Weaknesses

The fourth most commonly reported'type of weakness was inadequate segregation of
duties. Segregation of duties refers to the policies, procedures, and organizational
structure that help ensure that one individual cannot independently control all key
aspects of a process or computer-related operation and thereby conduct unauthorized
actions or gain unauthorized access to assets or records without detection. For example,
one computer programmer should not be allowed to independently write, test, and
approve program changes.

Segregation of duties is an important internal control concept that applies to both
computerized and manual processes. 4 However, it is especially important in computerized
environments, since an individual with overly broad access privileges can initiate and
execute inappropriate actions, such as software changes or fraudulent transactions, more
quickly and with greater impact than is generally possible in a non-automated
environment. Although segregation of duties alone will not ensure that only authorized
activities occur, inadequate segregation of duties increases the risk that erroneous or
fraudulent transactions could be processed, that improper program changes could be
implemented, and that computer resources could be damaged or destroyed.

Controls to ensure appropriate segregation of duties consist mainly of documenting,
communicating, and enforcing policies on group and individual responsibilities.
Enforcement can be accomplished by a combination of physical and logical access
controls and by effective supervisory review.

*ritle 2, "Accounting," Appendix II, "Standards for Internal Controls in the Federal
Government", GAO Policy and Procedures M&Dual for Guidance of Federal Agencies.
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Segregation of duties was evaluated at 17 of the 24 agencies. Weaknesses were identified
at 16 of these agencies. Common problems involved computer programmers and
operators who were authorized to perform a wide variety of duties, thus enabling them to
independently modify, circumvent, and disable system security features. For example, at
one agency, all users of the financial management system could independently perform all
of the steps needed to initiate and complete a payment-obligate funds, record vouchers
for payment, and record checks for payment-making it relatively easy to make a
fraudulent payment.

Application Software Development and Change Control Weaknesses

The fifth most commonly reported type of weakness pertained to software development
and change controls. Such controls prevent unauthorized software programs or
modifications to programs from being implemented. Key aspects are ensuring that (1)
software changes are properly authorized by the managers responsible for the agency
program or operations that the application supports, (2) new and modified software
programs are tested and approved prior to their implementation, and (3) approved
software programs are maintained in carefully controlled libraries to protect them from
unauthorized changes and ensure that different versions are not misidentified.

Such controls can prevent both errors in software programming as well as malicious
efforts to insert unauthorized computer program code. Without adequate controls,
incompletely tested or unapproved software can result in erroneous data processing that,
depending on the application, could lead to losses or faulty outcomes. In addition,
individuals could surreptitiously modify software programs to include processing steps or
features that could later be exploited for personal gain or sabotage.

Weaknesses in software program change controls were identified for 14 of the 18 agencies
where such controls were evaluated. The most common type of weakness in this area
was undisciplined testing procedures that did not ensure that implemented software
operated as intended. In addition, procedures did not ensure that emergency changes
were subsequently tested and formally approved for continued use and that
implementation of locally-developed unauthorized software programs was prevented or
detected.

System Software Control Weaknesses

The sixth area pertained to operating system software controls. System software controls
limit and monitor access to the powerful programs and sensitive files associated with the
computer systems operation. Generally, one set of system software is used to support
and control a variety of applications that may run on the same computer hardware.
System software helps control and coordinate the input, processing, output, and data
storage associated with all of the applications that run on the system. Some system
soft are can change data and programs without leaving an audit trail or can be used to
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modify or delete audit trails. Examples of system software include the operating system,
system utilities, program library systems, file maintenance software, security software,
data communications systems, and database management systems.

Controls over access to and modification of system software are essential in providing
reasonable assurance that operating system-based security controls are not compromised
and that the system will not be impaired. If controls in this area are inadequate,
unauthorized individuals might use system software to circumvent security controls to
read, modify, or delete critical or sensitive information and programs. Also, authorized
users of the system may gain unauthorized privileges to conduct unauthorized actions or
to circumvent edits and other controls built into application programs. Such weaknesses
seriously diminish the reliability of information produced by all of the applications
supported by the computer system and increase the risk of fraud, sabotage, and
inappropriate disclosures. Further, system software programmers are often more
technically proficient than other data processing personnel and, thus, have a greater
ability to perform unauthorized actions if controls in this area are weak.

A common type of system software control weakness reported was insufficiently
restricted access that made it possible for knowledgeable individuals to disable or
circumvent controls in a wide variety of ways. For example, at one facility, 88 individuals
had the ability to implement programs not controlled by the security software, and 103
had the ability to access an unencrypted security .file containing pass, rds for authorized
users.

Significant system software control weaknesses were reported at 9 of the 24 agencies. In

the remaining 16 agencies, this area of control had not been fully evaluated. We are
working with the IGs to ensure that it receives adequate coverage in future evaluations.

I would, now, like to describe in greater detail weaknesses at the two agencies that you

have chosen to feature today: the Department of Veterans Affairs and the Social Security
Administration.

WEAKNESSES AT THE DEPARTMENT OF VETERANS AFFAIRS

The Department of Veterans Affairs (VA) relies on a vast array of computer systems and

telecommunications networks to support its operations and store the sensitive

information the department collects in carrying out its mission. In a report released

today, we identify general computer control weaknesses that place critical VA operations,

such as financial management, health care delivery, benefit payments, life insurance

services, and home mortgage loan guarantees at risk of misuse and disruption.5 In

IVA Information Systems: Computer Control Weaknesses Increase Risk of Fraud. Misuse.

and Improper Disclosure (GAO/AIMD-98-176, eptember 23, 1998).
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addition, sensitive information contained in VA's systems, including financial transaction
data and personal information on veteran medical records and benefit payments, is
vulnerable to inadvertent or deliberate misuse, fraudulent use, improper disclosure, or
destruction-possibly occurring without detection.

VA operates the largest health care delivery system in the United States and guarantees
loans on about 20 percent of the homes in the country. In fiscal year 1997, VA spent over
$17 billion on medical care and processed over 40 million benefit payments totaling over
$20 billion. The department also provided insurance protection through more than 2.5
million policies that represented about $24 billion in coverage at the end of fiscal year
1997. In addition, the VA systems support the department's centralized accounting and
payroll functions. In fiscal year 1997, VA's payroll was almost $11 billion, and the
centralized accounting system generated over $7 billion in additional payments.

In our report, we note significant problems related to the department's control and
oversight of access to its systems. VA did not adequately limit the access of authorized
users or effectively manage user identifications (IDs) and passwords.

- At one facility, the security software was implemented in a manner that provided
all of the more than 13,000 users with the ability to access and change sensitive
data files, read system audit information, and execute powerful system utilities.
Such broad access authority increased the risk that users could circumvent the
security software to alter payroll and other payment transactions. This weakness
could also provide users the opportunity to access and disclose sensitive
information on veteran medical records, such as diagnoses, procedures performed,
inpatient admission and discharge data, or the purpose of outpatient visits, and
home mortgage loans, including the purpose, loan balance, default status,
foreclosure status, and amount delinquent.

At two facilities, we found that system programmers had access to both system
software and financial data. This type of access could allow the programmers to
make unauthorized changes to benefit payment information without being detected.

At four of the five facilities we visited, we identified user ID and password
management control weaknesses that increased the risk of passwords being
compromised to gain unauthorized access. For example, IDs for terminated or
transferred employees were not being disabled, many passwords were common
words that could be easily guessed, numerous staff were sharing passwords, and
some user accounts did not have passwords These types of weaknesses make the
financial transaction data and personal information on veteran medical records and
benefits stored on these systems vulnerable to misuse, improper disclosure, and
destruction. We demonstrated these vulnerabilities by gaining unauthorized access
to VA systems and obtaining information that could-have been used to develop a
strategy to alter or disclose sensitive patient information.
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We also found that the department had not adequately protected its systems from
unauthorized access from remote locations or through the VA network. The risks created
by these issues are serious because, in VA's interconnected environment, the failure to
control access to any system connected to the network also exposes other systems and
applications on the network.

While simulating an outside hacker, we gained unauthorized access to the VA
network. Having obtained this access, we were able to identify other systems bn
the network, which makes it much easier for outsiders with no knowledge of VA's
operations or infrastructure to penetrate the department's computer resources. We
used this information to access the log-on screen of another computer that
contained financial and payroll data, veteran loan information, and sensitive
information on veteran medical records for both inpatient and outpatient
treatment. Such access to the VA network, when coupled with VA's ineffective
user ID and password management controls and available "hacker" tools, creates a
significant risk that outside hackers could gain unauthorized access to this
information.

At two facilities, we were able to demonstrate that network controls did not
prevent unauthorized users with access to VA facilities or authorized users with
malicious intent from gaining improper access to VA systems. We were able to
gain access to both mainframe and network systems that could have allowed us to
improperly modify payments related to VA's loan guaranty program and alter
sensitive veteran compensation, pension, and life insurance benefit information.
We were also in a position to read and modify sensitive data.

The risks created by these access control problems were also heightened significantly
because VA was not adequately monitoring its systems for unusual or suspicious access
activities. In addition, the department was not providing adequate physical security for
its computer facilities, assigning duties in such a way as to properly segregate functions,
controlling changes to powerful operating system software, or updating and testing
disaster recovery plans to ensure that the department could maintain or regain critical
functions in emergencies.

Many similar access and other general computer control weaknesses had been reported in
previous years, indicating that VA's past actions have not been effective on a
departmentwide basis. Weaknesses associated with restricting access to sensitive data
and programs and monitoring access activity have been consistently reported in IG and
other internal reports.

A primary reason for VA's continuing general computer control problems is that the
department does not have a comprehensive computer security planning and management
program in place to ensure that effective controls are established and maintained and that
computer security receives adequate attention. An effective program would include
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guidance and procedures for assessing risks and mitigating controls, and monitoring and
evaluating the effectiveness of established controls. However, the VA had not clearly
delineated security roles and responsibilities; performed regular, periodic assessments of
risk; implemented security policies and procedures that addressed all aspects of VA's
interconnected environment; established an ongoing monitoring program to identify and
investigate unauthorized, unusual, or suspicious access activity; or instituted a process to
measure, test, and report on the continued effectiveness of computer system, network,
and process controls.

In our report to VA, we recommended that the Secretary direct the CIO to (1) work with
the other VA CIOs to address all identified computer control weaknesses, (2) develop and
implement a comprehensive departmentwide computer security planning and management
program, (3) review and assess computer control weaknesses identified throughout the
department and establish a process to ensure that these weaknesses are addressed, and
(4) monitor and periodically report on the status of improvements to computer security
throughout the department.

In commenting on our report, VA agreed with these recommendations and stated that the
department would immediately correct the identified computer control weaknesses and
implement oversight mechanisms to ensure that these problems do not reoccur. VA also
stated that the department was developing plans to correct deficiencies previously
identified by the IG and by internal evaluations and that the VA CIO will report
periodically on VA's progress in correcting computer control weaknesses throughout the
department. We have discussed these actions with VA officials, and, as part of our
upcoming review, we will be-examining completed actions and evaluating their
effectiveness.

WEAKNESSES AT THE SOCIAL SECURITY ADMINISTRATION

The Social Security Administration (SSA) relies on extensive information processing
resources to carry out its operations, which, for 1997, included payments that totaled
approximately $390 billion to 50 million beneficiaries. This was almost 25 percent of the
$1.6 trillion in that year's federal expenditures. SSA also issues social security numbers
and maintains earnings records and other personal information on virtually all U. S.
citizens. Through its programs SSA processes approximately 225 million wage and tax
statements (W-2 forms) annually for approximately 138 million workers. Few federal
agencies affect so many people.

The public depends on SSA to protect trust fund revenues and assets from fraud and to
protect sensitive information on individuals from inappropriate disclosure. In addition,
many current beneficiaries rely on the uninterrupted flow of monthly payments to meet
their basic needs. In November 1997, the SSA IG reported serious weaknesses in controls
over information resources, including access, continuity of service, and software program
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changes that unnecessarily place these assets and operations at risk.' These weaknesses
demonstrate the need for SSA to do more to assure that adequate controls are provided
for information collected, processed, transmitted, stored, or disseminated in general
support systems or major applications.

Internal control testing Identified information protection-related weaknesses throughout
SSA's information systems environment. Affected areas included SSA's distributed
computer systems as well as its mainframe computers. These vulnerabilities exposed SSA
and its computer systems to external and internal intrusion; subjected sensitive SSA
information related to social security numbers, earnings, disabilities, and benefits to
potential unauthorized access, modification, and/or disclosure; and increased the risks of
fraud, waste, and abuse. Access control and other weaknesses also increased the risks of
introducing errors or irregularities into data processing operations.

For example, auditors Identified numerous employee user accounts on SSA networks,
including dial-in modems, that were either not password protected or were protected by
easily guessed passwords. These weaknesses increased the risk that unauthorized
outsiders could access, modify, and delete data; create, modify, and delete users; and
disrupt services on portions of SSA's network. In addition, auditors identified network
control weaknesses that could result in accidental or intentional alteration of birth and
death records, as well as unauthorized disclosure of personal data and social security
numbers.

These weaknesses were made worse because security awareness among employees was
not consistent at SSA. As a result, SSA was susceptible to security penetration
techniques, such as social engineering, whereby users disclose sensitive information in
response to seemingly legitimate requests from strangers either over the phone or in
person. The auditors reported that during testing, they were able to secure enough
information through social engineering to allow access to SSA's network.

Further, by applying intrusion techniques in penetration tests, auditors gained access to
various SSA systems that would have allowed them to, view user data, add and delete
users, modify network configurations, and disrupt service to users. By gaining access
through such tests, auditors also were able to execute software tools that resulted in their
gaining access to SSA electronic mailboxes, public mailing lists, and bulletin boards. This
access would have provided an intruder the ability to read, send, or change e-mail
exchanged among SSA users, including messages from or to the Commissioner.

In addition to access control weaknesses and inadequate user awareness, employee duties
at SSA were not appropriately segregated to reduce the risk that an individual employee

6Social Security Accountability Report for Fiscal Year 1997 SSA Pub. No. 31-231,
November 1997.
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could introduce and execute unauthorized transactions without detection. As a result,
certain employees had the ability to independently carry out actions such as initiating and
adjudicating claims or moving and reinstating earnings data. This weakness was
exacerbated because certain mitigating monitoring or detective controls could not be
relied on. For example, SSA has developed a system that allows supervisors to review
sensitive or potenti'.Aly fraudulent activity. However, key transactions or combinations of

'transactions are not being reviewed or followed up promptly and certain audit trail
features have not been activated.

Weaknesses such as those I have just described increase the risk that a knowledgeable
individual or group could fraudulently obtain payments by creating fictitious beneficiaries
or increasing payment amounts. Similarly, such individuals could secretly obtain sensitive
information and sell or otherwise use it for personal gain.

The recent growth in "identity theft," where personal information is stolen and used
fraudulently by impersonators for purposes such as obtaining and using credit cards, has
created a market for such information. According to the SSA IG's September 30, 1997,
report to the Congress (included in the SSA's fiscal year 1997 Accountability Report), 29
criminal convictions involving SSA employees were obtained during fiscal year 1997, most
of which involved creating fictitious identities, fraudulently selling SSA cards,
misappropriating refunds, or abusing access to confidential information. The risk of
abuse by SSA employees is of special concern because, except for a very few individuals,
SSA does not restrict access to view sensitive data based on a need-to-know basis. As a
result. a large number of SSA employees can browse enumeration, earnings, and claims
records for many other individuals, including other SSA employees, without detection.
SSA provides this broad access because they feel that it facilitates their employees' ability
to carry out SSA's mission.

An underlying factor that contributes to SSA's information security weaknesses is
inadequate entitywide security program planning and management. Although SSA has an
entitywide security program in place, it does not sufficiently address all areas of security,
including dial-in access, telecommunications, certain major mainframe system
applications, and distributed systems outside the mainframe environment. A lack of such
an entitywide program impairs each group's ability to develop a security structure for its
responsible area and makes it difficult for SSA management to monitor agency
performance in this area.

In two separate letters to SSA management, the IG and its contractor made
recommendations to address the weaknesses reported in November 1997. SSA has agreed
with the majority of the recommendations and is developing related corrective action
plans.
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IMPROVEMENTS REQUIRE INDIVIDUAL AGENCY ACTIONS
AND STRENG'IHENED CENTRAL OVERSIGHT

Substantively improving federal information security will require efforts at both the
individual agency level and at the govemmentwide level. Agency managers are primarily
responsible for securing the information resources that support their critical operations.
However, central oversight also is important to monitor agency performance and address
crosscutting issues that affect multiple agencies. Over the last 2 years, a number of
efforts have been initiated, but additional actions are still needed.

Improved Security Pro&ram Management Needed at Individual Agencies

First, it is important that agency managers implement comprehensive programs for
identifying and managing their security risks in addition to correcting specific reported
weaknesses. Over the last 2 years, our reports and IG reports have included scores of
recommendations to individual agencies, and agencies have either implemented or
planned actions to address most of the specific weaknesses. However, there has been a
tendency to react to individual audit findings as they were reported, with little ongoing
attention to the systemic causes of control weaknesses.

In short, agencies need to move beyond addressing individual audit findings and
supplement these efforts with a framework for proactively managing the information
security risks associated with their operations. Such a framework includes determining
which risks are significant, assigning responsibility for taking steps to reduce risks, and
ensuring that these steps are implemented effectively and remain effective over time.
Without a management framework for carrying out these activities, information security
risks to critical operations may be poorly understood; responsibilities may be unclear and
improperly implemented; and policies and controls may be inadequate, ineffective, or
inconsistently applied.

Best Practices of Leading Organizations Provide Guidance

In late 1996, at the Committee's request, we undertook an effort to identify potential
solutions to this problem, including examples that could supplement existing guidance to
agencies. To do this, we studied the security management practices of eight nonfederal
organizations known for their superior security programs. These organizations included
two financial services corporations, a regional electric utility, a state university, a retailer,
a state agency, a computer vendor, and an equipment manufacturer.

We found that these organizations managed their information security risks through a
cycle of risk management activities, and we identified 16 specific practices that supported
these risk management principles. These practices are outlined in an executive guide
titled Information Security Management: Learning From Leading Oranizations
(GAO/AIMD-98-68), which was released by the Committee in May 1998 and endorsed by
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the CIO Council. Upon publication, the guide was distributed to all majo agency heads,
CIO. and IGs

The guide describes a framework for managing informatIon security rsks though an
ongoing cyce of activities coordinated by a central focal point. Such a famework can
help ensue that existing controls are effective and that new, more advanced control
techniques are prudently and effeciel selected and implemented as they become
available. The risk management cycle and the 16 pracces supporting ths cycle of
activity are depicted in the following figures.

Figure 1: The Risk M agsmeNt CYce
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Figure 2: Sixteen Pmctices Employed by Leading Organizations to Implement the Risk
Management Cycle
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Centrally Directed Improvement Efforts Have Increased

In addition to effective security program planning and management at individual agencies,

governmentwide leadership, coordination, and oversight are important to

- ensure that federal executives understand the risks to their operations,

- monitor agency performance in mitigating these risks,

- ensure implementation of needed improvements, and

- facilitate actions to resolve issues affecting multiple agencies.

To help achieve this, the Paperwork Reduction Act of 1980 made OMB responsible for
developing information security policies and overseeing related agency practices. In
1996, we reported that OMB's oversight consisted largely of reviewing selected agency
system-related projects and participating in various federal task forces and working
groups. While these activities are important, we recommended that OMB play a more
active role in overseeing agency performance in the area of information security.

Since then, OMB's efforts have been supplemented by those of the CIO Council. In late
1997, the Council, under OMB's leadership, designated information security as one of six
priority areas and established a Security Committee, an action that we had recommended
in 1996. The Security Committee, in turn, has established relationships with other federal
entities involved in security and developed a very preliminary plan. While the plan does
not yet comprehensively address the various issues affecting federal information security
or provide a long-range strategy for improvement, it does cover important areas by
specifying three general objectives: promote awareness and training, identify best
practices, and address technology and resource issues. During the first half of 1998, the
committee has sponsored a security awareness seminar for federal agency officials and
developed plans for improving agency access to incident response services.

More recently, in May 1998, Presidential Decision Directive (PDD) 63 was issued in
response to recommendations made by the President's Commission on Critical
Infrastructure Protection in October 1997. PDD 63 established entities within the
National Security Council, the Department of Commerce, and the Federal Bureau of
Investigation to address critical infrastructure protection, including federal agency
information infrastructures. Specifically, the directive states that "the Federal
Government shall serve as a model to the private sector on how infrastructure assurance
is best achieved" and that federal department and agency CIOs shall be responsible for

7Critical Foundations: Protecting America's Infrastructures, The Report of the President's
Commission on Critical Infrastructure Protection, October 1997.
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information assurance. The directive requires each department and agency to develop a
plan within 180 days from the issuance of the directive in May 1998 for protecting its own
critical infrastructure, including its cyber-based systems. These plans are then to be
subject to an expert review process. Other key provisions related to the security of
federal Information systems include

- a review of existing federal, state, and local bodies charged with information
assurance tasks;

- enhanced collection and analysis of information on the foreign information warfare
threat to our critical infrastructures;

- establishment of a National Infrastructure Protection Center within the Federal
Bureau of Investigation to facilitate and coordinate the federal government's
investigation and response to attacks on its critical infrastructures;

- assessments of U. S. government systems' susceptibility to interception and
exploitation; and

- incorporation of agency infrastructure assurance functions in agency strategic
planning and performance measurement frameworks.

We plan to follow up on the these activities as more specific information-becomes
available.

A COMPREHENSIVE AND COORDINATED
GOVERNMENTWIDE STRATEGY NEEDS TO EMERGE

The CIO Council's efforts and the issuance of PDD 63 indicate that senior federal officials
are increasingly concerned about information security risks and are acting on these
concerns. Improvements are needed both at the individual agency level and in central
oversight, and coordinated actions throughout the federal community will be needed to
substantively improve federal information security.

What needs to emerge is a coordinated and comprehensive strategy that incorporates the
worthwhile efforts already underway and takes advantage of the expanded amount of
evidence that has become available in recent years. The objectives of such a strategy
should be to encourage agency improvement efforts and measure their effectiveness
through an appropriate level of oversight. This will require a more structured approach
for (1) ensuring that risks are fully understood, (2) promoting use of the most cost-
effective control techniques, (3) testing and evaluating the effectiveness of agency
programs, and (4) acting to address identified deficiencies. This approach needs to be
applied at individual departments and agencies and in a coordinated fashion across
government.

GAOT-AIMD-98-312-Page 17
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In our report on governmentwide information security that is being released today, we
recommended that the Director of OMB and the Assistant to the President for National
Security Affairs develop such a strategy. As part of our recommendation, we stated that
such a strategy should

- ensure that executive agencies are carrying out the responsibilities outlined in laws
and regulations requiring them to protect the security of their information
resources;

- clearly delineate the roles of the various federal organizations with responsibilities
related to information security;

- identify and rank the most significant information security issues facing federal
agencies;

- promote information security risk awareness among senior agency officials whose
critical operations rely on automated systems;

- identify and promote proven security tools, techniques, and management best

practices;

- ensure the adequacy of information technology workforce skills;

- ensure that the security of both financial and nonfinancial systems is adequately
evaluated on a regular basis;

- include long-term goals and objectives, including time frames, priorities, and annual
performance goals; and -

- provide for periodically evaluating agency performance from a governmentwide
perspective and acting to address shortfalls.

In commenting on a draft of our report, the OMB's Acting Deputy Director for
Management said that a plan is currently being developed by OMB and the CIO Council,
working with the National Security Council. The comments stated that the plan is to
develop and promote a process by which government agencies can (1) identify and assess
their existing security posture, (2) implement security best practices, and (3) set in
motion a process of continued maintenance. The comments also describe plans for a CIO
Council-sponsored interagency assist team that will review agency security programs. As
of September 17, a plan had not yet been finalized and, therefore, was not available for
our review, according to an OMB official involved in the plan's development. We intend
to revieW the plan as soon as it is available.

GAO/T-AIMD-98-312IPae1
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YEAR 2000 CRISIS INCREASES SENSE OF
URGENCY FOR IMPROVED SECURITY

Although information security, like other types of safeguards and controls, is an ongoing
concern, it is especially important, now and in the coming 18 months, as we approach
and deal with the computer problems associated with the Year 2000 computing crisis.
The Year 2000 crisis presents a number of security problems with which agencies must be
prepared to contend.

For example, it is essential that agencies improve the effectiveness of controls over their
software development and change process as they implement the modifications needed to
make their systems Year 2000 compliant. Many agencies have significant weaknesses in
this area, and most are under severe time constraints to make needed software changes.
As a result, there is a danger that already weak controls will be further diminished if
agencies bypass or truncate them in an effort to speed the software modification process.
This increases the risk that erroneous or malicious code will be implemented or that
systems that do not adequately support agency needs will be rushed into use.

Also, agencies should strive to improve their abilities to detect and respond to anomalies
in system operations that may indicate unauthorized intrusions, sabotage, misuse, or
damage that could affect critical operations and assets. As illustrated by VA and SSA,
many agencies are not taldng full advantage of the system and network monitoring tools
that they already have and many have not developed reliable procedures for responding
to problems once they are identified. Without such incident detection and response
capabilities, agencies may not be able to readily distinguish between malicious attacks
and system-induced problems, such as those stemming from Year 2000 noncompliance,
and respond appropriately.

The Year 2000 crisis is the most dramatic example yet of why we need to protect critical
computer systems because it illustrates the government's widespread dependence on
these systems and the vulnerability to their disruption. However, the threat of disruption
will not end with the advent of the new millennium. There is a longer-term danger of
attack from malicious individuals or groups, and it is important that our government
design long-term solutions to this and other security risks.

Mr. Chairman, this concludes our statement. We would be happy to respond to any
questions you or other members of the Committee may have.
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Good morning, Mr. Chairman and members of the Committee. I am pleased to testify

before you today to discuss computer security issues at the Department of Veterans

Affairs.

The Department provides services to veterans and their families. These benefits

primarily are for veterans in the form of Compensation, Pension and Education programs

through Regional Offices; in the form of medical care aad services through medical

centers, domiciliaries and outpatient clinics; and in the form of graveside and burial

services for deserving veterans and qualifying family members. VA operates from

almost 1200 facilities across the nation, employing approximately two hundred nineteen

thousand employees. There are approximately seventy million persons who are veterans,

dependents and survivors of deceased veterans who are potentially eligible for VA

benefits and services.
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To facilitate these services, VA has extensive computer system networks and electronic

information. The systems are generally aligned with each major administration within

VA: the Veteran Benefits Administration, the Veteran Health Administration, and the

National Cemetery System. Additionally, Departmental administrative systems which

support all elements of VA are supported through a large centralized service center.

While much of VA information is contained in what may be considered "legacy"

systems, all of the information centers are interconnected so that limited critical forms of

information may be exchanged among various sites and information applications. This

information is not classified as secret information, but is highly sensitive since it includes

personal information about a large body of the nation's population. In addition to

information about veteran programs, VA has virtually completed implementation of an

integrated administrative E-mail network which permits seamless exchange of electronic

mail across the breadth of the Department.

We have recently experienced several General Accounting Office (GAO) and VA Office

of Inspector General (OIG) reviews of our information technology security. There are a

number of findings which identify vulnerabilities and needed improvements at specific

sites, among specific organizations, and in VA wide security program management. We

do not dispute the GAO and OIG findings, and have already acted upon most of their

recommendations. We have contracted for third party reviews of our major centers in the

past, and despite our concerns with continuing vulnerabilities, we view the recent reports

as providing us an opportunity to strengthen our information security program with a

more comprehensive computer security planning and management program.
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We intend to address each of the reco mendations identified by the GAO and VA's 010

in their four recent reviews, including VA's:

" control and oversight of access to its systems;

" protection of VA systems from unauthorized access from remote locations or through

the VA network;

" performance of regular periodic - of risk; and

" development and implementation of a comprehensive department-wide computer

security planning and management program .

As GAO indicates, VA immediately corrected the identified computer control

weaknesses and implemented oversight mechanisms to ensure that these problems do not

re-occur. In September 1998, my office finalized with the full participation of the

respective Administration Chief Information Officers a detailed Integrated VA Security

Plan for implementing each of the recommendations. Each VA Administrton is

responsible to complete a specific series of tasks structured to correct deficiencies. Plan

status and progress will be provided monthly to the 01G. The projected date of

completion for the tasks in this plan is December 1998.

We also have prepzed a Draft VA Information Tecnoogy Security Program Plan

that addresses department-wide computer security issues, including policies, guidance

and procedures and responsibilities. This plan addresses the recent reports, as well as



other program shortcomings. It is expected to create more explicit guidance to VA

Administrations with increased oversight'requirnents.

I am committed to a strong information technology security program, and I intend to

ensure security receives adequate attention with an elevated level of scrutiny in VA.

I appreciate the opportunity to address this important matter and will be pleased to

answer any questions you may have.
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Mr. Chairman and Members of the Committee:

Thank you for inviting me here today to discuss computer security at the Social
Security Administration (SSA).

At the outset, Mr. Chairman, it is our highest priority to maintain the confidentiality
of the information in SSA's systems. Nothing is more important in the operation of
our programs than ensuring that the public has confidence that the information
placed in our trust is secure. This basic philosophy is a cornerstone of everything
we do. In fact, the very first regulation issued by the new Social Security
Administration in 1935 dealt with the nondisclosure of SSA record data.

SSA pays benefits each month to almost 50 million beneficiaries. In FY 1998
alone, SSA delivered $400 billion in benefits. In order to achieve our mission,
many of Social Security's 66,000 employees must have access, on a need to know
basis, to computer records. This creates an inherent tension between the need to
deliver accurate benefits on time to the right person and the need to have the
tightest security possible. When the agency learns that an employee has abused his
or her systems privileges, steps are immediately taken to impose penalties, as
severe as termination, on the individual.

When Social Security first became independent in 1995, and had its own Inspector
General (IG) for the first time devoted only to SSA's activities, the Commissioner
asked the IG to make employee integrity the number one issue and the IG has done
so. SSA has consistently asked for additional resources for the IG and received
support from Congress for those requests.

We have taken both preventive and enforcement actions to protect information in
Social Security files from any wrongful use by our own employees and from any
unauthorized access by outsiders. It is important to emphasize that SSA's
mainframe computers have never been successfully penetrated by outside parties.
This is not to say that we are resting on our laurels. We constantly reevaluate and,
when necessary, upgrade the security features necessary to maintain the public's
confidence that our systems are secure.

Maintaining SSA Systems Security

In order to meet the challenges of data security in today's highly technological
environment, the Agency has adopted an enterprise-wide approach to systems
security, financial information, data integrity, and prevention of fraud, waste, and



abuse. We have full-time staff devoted to systems security stationed throughout
the Agency, in all regions and in central office. They provide day to day oversight
and control over our computer software. In addition, we have a Deputy
Commissioner-level Office of Systems which supports the operating system,
develops new software and the related controls and in general assures that SSA is
taking advantage of the latest in effective systems technology.

SSA has a Chief Financial Officer, also at the Deputy Commissioner-level, who
assures that all new systems have the required financial controls to maintain sound
stewardship over the monies entrusted to our care. In addition, as the Principal
Deputy Commissioner, I also serve as the agency's Chief Information Officer; this
dual role gives me the oversight of the agency as a whole to assure that our
initiatives are enterprise wide in scope.

As I have mentioned, as an independent agency, we have our own IG who can
focus his efforts on the agency's needs(and concerns. The IG is also very active in
working with other Federal, State and local law enforcement agencies to assure all
avenues for investigation and prosecution are being pursued--especially for systems
security-related issues.

Modem computer security requires the implementation of sophisticated software
and control of access to the system. SSA uses state of the art software that
carefully restricts any user access to data except for its intended use. Using this
software, only persons with a "need to know" in order to perform a particular job
function are approved and granted access. Our systems controls not only register
and record access, but also determine what functions a person can do once access is
authorized. SSA security personnel assign a computer-generated personal
identification number and an initial password to persons who are approved for
access (the person must change the password every 30 days). This allows SSA to
audit and monitor the actions individual employees take when using the system.
These same systems provide a means to investigate allegations of misuse and have
been crucial in prosecuting employees who misuse their authority.

In summary, we have in place the right authorities, the right personnel, and the
right software controls to prevent penetration of our systems and to address systems
security issues as they surface.



Audit of SSA's Systems Controls

SSA, as an agency, has been preparing audited financial statements since FY 1987.
Fiscal year 1997 represented the fourth consecutive year that SSA's financial

statements have received an unqualified, or clean, audit opinion from SSA's IG or
its contractor. The auditors stated, "In our opinion management's assertion that
SSA's systems of accounting and internal controls are in compliance with the
internal control objectives in OMB Bulletin NO. 93-06 is fairly stated, in all
material respects". SSA received an unqualified opinion from the auditors that our
systems of internal controls meet the standards set up by the Office of Management
and Budget (OMB). Our financial statements are prepared consistent with the
requirements of the Federal Accounting Standards Advisory Board, OMB, the
Chief Financial Officers' Act, and other relevant Federal statutes.

PricewaterhouseCoopers (PwC) conducted the FY 1997 audit under contract with
the General Accounting Office (GAO) and our IG. As part of the audit, PwC
provided SSA with two management letters that gave recommendations as to how
SSA could improve its systems safeguards and financial management controls.
Over the past few months, SSA and PwC have been working closely to reach final
agreement on how to achieve the objectives of the PwC recommendations. (We
have provided this committee with SSA's FY 1997 financial statement--part of the
latest Accountability Report--as well as two Management Letters given to SSA by
PwC.)

SSA's Response to the Audit

The Social Security Administration and our auditor, PwC, are in agreement on
almost all recommendations. SSA takes these issues seriously and has embarked
on an aggressive timetable of corrective action. Some of the auditor's
recommendations take longer to achieve but I believe that the auditor would say
that we are proceeding expeditiously. SSA and PwC have come to closure on
virtually all of the recommendations contained in the PwC reports. PwC is now
reviewing our progress in making the called for changes and will report on them as
part of the audit of SSA's financial statements for fiscal year 1998, this fall.

SSA has developed a workplan to implement these agreed-upon improvements.
There are a couple of areas where we are still exploring solutions and expect to
close them out as part of the FY 1998 audit process.
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I would like now to address some of the major changes we are making in the four
primary areas that PwC identified as follows:

1) SSA needs improved controls to protect its information;

2) SSA needs to improve and fully test its plan for maintaining continuity of
operations;

3) SSA needs to improve its software application development and change
control policies and procedures; and

4) SSA needs to improve controls over insufficient separation of duties.

Finding 1, Protection of Information: The auditors made 43 recommendations on
how the Agency could better protect its data in both a mainframe' and distributive
environment. We agreed with 41 of these recommendations and have closed or
completed 30 to date. Some of the actions taken include limiting the use of
modems, implementing a process to identify unauthorized modems on a continuing
basis, removing access immediately for unauthorized modems when discovered;
and strengthening access controls over programmers and other system's personnel.
New password guidelines were implemented which require the use of more

characters and we are making enhancements to our single sign-on architecture.

The auditors recently told us that they noted improvements in this area in this
year's audit, particularly in the mainframe environments, but believed we needed
to give more attention to the distributive environment. We will continue working
with the auditors to further improve this area.

Finding 2, continuity of operations: There were five recommendations in this area,
focused primarily on an updated contingency plan covering both data center

activities and activities performed by end users, covering critical operations should
interruptions occur, and testing combinations of multiple critical workloads
simultaneously. We agreed with all five recommendations.

SSA is committed to testing all critical workloads within a 3-year cycle and has
expanded our test capability from 64 hours to 120 hours in 1999. We are taking a
fresh look at identifying our critical work loads and how we will maintain
continuity of operations in the event of the loss of our computer center in both a
short and long-term scenario.



Finding 3, software development: In this area ihe auditors felt that control and
security measures for application systems changes could be improved. We have
closed or completed 17 of the 35 recommendations to date and are actively
working on the others. New and revised procedures were developed to ensure that
requested changes to systems were properly approved, coded, tested, documented,
and authorized for production. We now have appropriate policies and procedures in
place to document system change control practices and are committed to ensuring
100 percent compliance with policy.

Finding 4, separation of duties:- There were three areas where the auditors felt we
had inadequate separation of duties: field offices, systems-operations, and security
administration. We generally agreed that we could improve in the areas of systems
operations and security administration and have addressed 18 recommendations so
far. We disagreed with five recommendations pertaining to field offices because of
the high cost of implementing these recommendations and asked the auditors to
reconsider and develop alternative approaches. The auditors have reconsidered
these recommendations and are in the process of developing revised
recommendations which will emphasize the use of performance measurement data
to identify high-risk transactions for analysis and, when warranted, additional
preventive controls. These new recommendations are much less labor intensive
and appear to be achievable. We will continue to work with the auditors to
improve this area.

I want to come back to the broader concerns. Addressing systems security is and
always will be first of all a high priority for SSA. By design, the Agency has used
a system architecture that relied almost exclusively on mainframe systems and
centralized databases. With this architecture we are able to more tightly control
computer security than those Agencies who are faced with large numbers of local
and/or distributed systems.

As SSA, in the increasingly technological environment, moves away from the
mainframe environment to more distributed systems, we need to carefully consider
at every step of the process how to build in security features. We have already
taken a number of steps to ensure that these new systems will be as secure as
possible.

We have supported and will continue to support the independent audit of our
financial statements. We have supported the auditors detailed testing of SSA's
systems. We will work with the various oversight bodies-the General Accounting



84

Office and the IG, for example, to review what we are doing and identify any
issues they believe we need to address. Only in this way can we be assured SSA is
getting all the advice that is available-to us, and doing its utmost to maintain the
security of our computer systems, and the data they contain.

Zero Tolerance for Fraud

Finally, I also want to state that we have a zero tolerance at SSA for fraud, waste,
and abuse. We believe that our zero tolerance policy has paid off, as evidenced by
the fact that almost all of the recommendations made to the Agency by independent
auditors in recent years have been of a theoretical nature, e.g., our systems have a
weakness that needs to be addressed to assure there is no abuse. Nonetheless, when
we have evidence of an abuse of system privileges, addressing the matter is a
number one priority of the Agency.

On June 22, 1998, Commissioner Apfel issued a notice to all SSA employees about
administrative sanctions to be taken against any SSA employee who abuses his or
her systems privileges. The penalties are severe and will lead to termination of
employment for any offense that involves selling data.

SSA's IG is committed to the investigation and prosecution of every employee
abuse case that is identified. Many of the SSA employee cases turned over to the
Inspector General for investigation were first discovered by the Social Security
Administration itself. In addition, we have asked the IG to make investigation of
employee fraud the number one priority.

Conclusion

As I noted at the outset the Social Security Administration has a long-standing
tradition of assuring the public that their personal records are secure. Systems
security is not a one-time task to be accomplished, but rather is an ongoing mission
we can never lose sight of. We know we cannot rest on past practice, but must be
vigilant in every way we can to assure that these personal records remain secure,
and that public confidence in SSA is maintained.

I want to thank the Committee for holding this hearing and focusing on what we all
view as a critical issue. We are glad to know that the Congress shares our
concerns, and we will work with the Committee to assure the American people that
we are doing all we can to maintain the security of our computer operations.

This concludes my prepared statement. i will be happy to answer any questions
you may have.
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The Honorable Togo D. West, Jr.
The Secretary of Veterans Affais

Dear Mr. Secretary:

This report discusses weaknesses that we identified do ng our
assessment of general computer controls that support key financial
management and benefit delivery operations of the Department of
Veterans Affairs (vA). General computer controls affect the overall
effectiveness and security of computer operations as opposed to being
unique to any specific computer application. They include security
management, operating procedures, software security features, and
physical protection designed to ensure that access to data is appropriately
restricted, only authorized changes are made to computer programs,
computer security duties are segregated, and backup and recovery plans
are adequate to ensure the continuity of essential operations. Such
controls are critical to VA'S ability to safeguard assets, maintain the
confidentiality of sensitive financial data and information on veteran
medical records and benefit payments, and ensure the reliability of
financial management information.

Our review of VA'S general computer controls was performed in
connection with the department's financial audit conducted under the
Chief Financial Officers Act of 1990, as expanded by the Government
Management Reform Act of 1994. The results of our evaluation of general
computer controls were shared with vA's Office of Inspector General (o)
for its use in auditing vA's consolidated financial statements for fiscal year
1997.

This report does not detail certain serious weaknesses in controls over
access to vA computer resources. A separate report on those matters, with
limited distribution due to its sensitive nature, is being issued today.

Results in Brief General computer control weaknesses place critical VA operations, such as
financial management, health care delivery, benefit payments, life
insurance services, and home mortgage loan guarantees, and the assets
associated with these operations, at risk of misuse and disruption. In
addition, sensitive information contained in vA's systems, including
financial transaction data and personal information on veteran medical

eGM)AIdMD-98-175 VA Computer Coatrol WeaknesesPageI
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records and benefit payments, is vulnerable to inadvertent or deliberate
misuse, fraudulent use, improper disclosure, or destruction, possibly
occurring without detection. The general control weaknesses we identified
could also diminish the reliability of the department's financial statements
and other management information derived from VA's systems.

We found significant problems related to the department's control and
oversight of access to its systems. vA did not adequately limit the access of
authorized users or effectively manage user identifications (ID) and
passwords. The department also hid not established effective controls to
prevent individuals, both internal md external, from gaining unauthorized
access to VA systems. VA'S access t'ntrol weaknesses were further
compounded by ineffective proced'-res for overseeing and monitoring
systems for unusual or suspicious access activities.

In addition, the department was not providing adequate physical security
for its computer facilities, assigning duties in such a way as to segregate
incompatible functions, controlling changes to powerful operating system
software, or updating and testing disaster recovery plans to prepare its
computer operations to maintain or regain critical functions in emergency
situations. Many of these access and other general computer control
weaknesses are similar to weaknesses that have been previously Identified
by VA's O1G and consultant evaluations. Also, the OIG reported information
system security controls as a material weakness in its report on VA's
consolidated financial statements for fiscal year 1997.

A primary reason for VA's continuing general computer control problems is
that the department does not have a comprehensive computer security
planning and management program. An effective program would include
guidance and procedures for assessing risks, establishing appropriate
policies and related controls, raising awareness of prevailing risks and
mitigating controls, and monitoring and evaluating the effectiveness of
established controls. Such a program, if implemented completely across
the department, would provide vA with a solid foundation for resolving
existing computer security problems and managing its information
security risks on an ongoing basis.

The vA facilities that we visited plan to address all of the specific computer
control weaknesses identified. In fact, the director of the Austin
Automation Center told us that his staff had corrected many of the general
computer control weaknesses that we identified. The director of the Dallas
Medical Center and the Veterans Benefits Administration Chief
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Information Officer (clo) also said that specific actions had been taken to
correct the computer control weaknesses that we identified at the Dallas
Medical Center and the Hines and Philadelphia benefits delivery centers.
Furthermore, the Deputy Assistant Secretary for Information Resources
Management told us that vA plans to develop a comprehensive security
plan and management program.

Background vA provides health care and other benefits to veterans in recognition of
their service to our country. As of July 1, 1997, 26 percent of the nation's
population-approximately 70 million persons who are veterans, veterans'
dependents, or survivors of deceased veterans-was potentially eligible
for vA benefits and services, such as health care delivery, benefit
payments, life insurance protection, and home mortgage loan guarantees.

VA operates the largest health care delivery system in the United States and
guarantees loans on about 20 percent of the homes in the country. In fiscal
year 1997, VA spent more than $17 billion on medical care and processed
more than 40 million benefit payments totaling more than $20 billion. The
department also provided life insurance protection through more than
2.5 million policies that represented about $24 billion in coverage at the
end of fiscal year 1997.

In providing these benefits and services, VA collects and maintains
sensitive medical record and benefit payment information for millions of
veterans and their dependents and survivors. VA also maintains medical
information for both inpatient and outpatient care. For example, the
department records admission, diagnosis, surgical procedure, and
discharge information for each stay in a VA hospital, nursing home, or
domiciliary. vA also stores information concerning health care provided to
and compensation received by ex-prisoners of war. In addition, VA
maintains information concerning each of the guaranteed or insured loans
closed by vA since 1944, including about 3.5 million active loans.

vA relies on a vast array of computer systems and telecommunication
networks to support its operations and store the sensitive information it
collects in carrying out its mission. Three centralized data
centers-located in Austin, Texas; Hines, Illinois; and Philadelphia,
Pennsylvania--maintain the department's financial management systems;
process compensation, pension, and other veteran benefit payments; and
manage the veteran life insurance programs. In addition to the three
centralizWd data centers, the Veterans Health Administration (VHA)
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operates 172 hospitals at locations across the country that operate local
financial management and medical support systems on their own
computer systems.

The Austin Automation Center maintains vA's departmentwide systems,
including centralized accounting, payroll, vendor payment, debt collection,
benefits delivery, and medical systems. In fiscal year 1997, VA'S payroll was
almost $11 billion and the centralized accounting system generated more
than $7 billion in additional payments. The Austin Automation Center also
provides, for a fee, information technology services to other government
agencies. The center currently processes a workers compensation
computer application for other federal agencies and plans to expand the
computing services it provides to federal agencies.

The other two centralized data centers support VA'S Veterans Benefits
Administration (vmA) programs. The Hines Benefits Delivery Center
processes information from vA systems that support the compensation,
pension, and education applications for VA's 58 regional offices The
Philadelphia Benefits Delivery Center is primarily responsible for
supporting vA's life insurance program.

In addition, vHA hospitals operate local financial management and medical
support systems on their own computer systems. The medical support
systems manage information on veteran inpatient and outpatient cre, as
well as admission and discharge information, while the main medical
financial system-the Integrated Funds Distribution, Control Point
Activity, Accounting and Procurement (FcAP) system--controls most of
the $17 billion in funds that vA spent on medical care infiscal year 1997.
The IFcAp system also transmits financial and inventory information daily
to the Financial Management System in Austin.

The three VA data centers, as well as the 172 VHA hospitals, 58 VBA regional
offices, and the vA headquarters office, are all interconnected through a
wide area network. All together, vA's network serves more than 40,000
on-line users.

Objective, Scope, and Our objective was to evaluate and test the effectiveness of general
computer controls over the financial systems maintained and operated by

Methodology vA at its Austin, Hines, and Philadelphia data centers as well as selected VA
medical centers. General computer controls, however, also affect the
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security and reliability of nonfinancial information, such as veteran
medical, loan, and insurance data, maintained at these processing centers.

At the Austin Automation Center and vA medical centers in Dallas and
Albaquerque, we evaluated controls intended to

" protect data and application programs from unauthorized access;
" prevent the introduction of unauthorized changes to application and

system software;
" provide segregation of duties involving application programming, system

programming, computer operations, security, and quality assurance;
" ensure recovery of computer processing operations in case of a disaster or

other unexpected interruption; and
" ensure that an adequate computer security planning and management

program is in place.

The scope of our work at the Hines and Philadelphia benefits delivery
centers was limited to (1) evaluating the appropriateness of access granted
to selected individuals and computer resources, (2) assessing efforts to
monitor access activities, and (3) examining the computer security
administration structure. We restricted our evaluation at the Hines and
Philadelphia benefits delivery centers because VA'S OIG was planning to
perform a review of other general computer controls at these sites during
fiscal year 1997.

To evaluate computer controls, we identified and reviewed vA's
information system general control policies and procedures. Through this
review and discussions with VA staff, including programming, operations,
and security personnel, we determined how the general computer controls
were intended to work and the extent to which center personnel
considered them to be in place. We also reviewed the installation and
implementation of VA'S operating system and security software.

Further, we tested and observed the operation of general computer
controls over van's information systems to determine whether they were in
place, adequately designed, and operating effectively. To assist in our
evaluation and testing of general computer controls, we contracted with
Ernst & Young LLP. We determined the scope of our contractor's audit
work, monitored its progress, and reviewed the related work papers to
ensure that the resulting findings were adequately supported.
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We performed our work at the vA data centers in Austin, Hines, and
Philadelphia; the vA medical centers in Dallas and Albuquerque; and vA

headquarters in Washington, D.C., from October 1997 through
January 1998. Our work was performed in accordance with generally
accepted government auditing standards.

vA provided us with written comments on a draft of this report, which are
discussed in the 'Agency Comments" section and reprinted in appendix I.

Access to Data and
Programs Is Not
Adequately Controlled

A basic management objective for any organization is to protect data
supporting its critical operations from unauthorized access, which could
lead to improper modification, disclosure, or deletion. Our review of VA's
general computer controls found that the department was not adequately
protecting financial and sensitive veteran medical and benefit information.
Specifically, vA did not adequately limit the access granted to authorized vA

users, properly manage user ins and passwords, or routinely monitor
access activity. As a result, vA's computer systems, programs, and data are
at risk of inadvertent or deliberate misuse, fraudulent use, and
unauthorized alteration or destruction occurring without detection.

We also found that vA had not adequately protected its systems from
unauthorized access from remote locations or through the vA network. The
risks created by these security issues are serious because in vA's

interconnected environment, the failure to control access to any system
connected to the network also exposes other systems and applications on
the network. Due to the sensitive nature of the remote access and network
control weaknesses we identified, these issues are described in a separate
report with limited distribution issued to you today.

Access Authority Is Not
Appropriately Limited for
Authorized VA Users

A key weakness in vA's internal controls was that the department was not
adequately limiting the access of vA employees. Organizations can protect
information from unauthorized changes or disclosures by granting
employees authority to read or modify only those programs and data that
are necessary to perform their duties.

VA, however, allowed thousands of users to have broad authority to access
financial and sensitive veteran medical and benefit information. At Austin,
for example, the security software was implemented in a manner that
provided all of the more than 13,000 users with the ability to access and
change sensitive data files, read system audit information, and execute
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powerful system utilities. Such broad access authority increased the risk
that users could circumvent the security software, and presented users
with an opportunity to alter or delete any computer data or program. The
director of the Austin Automation Center told us that his staff had
restricted access to the sensitive data files, system audit information, and
powerful system utilities that we Identified.

In addition, we found several other examples where vA did not adequately
restrict the access of legitimate users, including the following.

" At both the Hines and Philadelphia centers, we found that system
programmers had access to both system software and financial data. This
access could allow the programmers to make changes to financial
information without being detected.

" At the Hines center, we also Identified 18 users in computer operations
who could update sensitive computer libraries. Update access to these
libraries could result in the security software being circumvented with the
use of certain programs to alter or delete sensitive data.

" At the Dallas center, we determined that 12 computer support personnel
had access to all financial and payroll programs and data. Although these
support staff need access to certain programs, providing complete access
weakens the organization's ability to ensure that only authorized changes
are allowed.

* At the Austin center, we found more than 100 users who had an access
privilege that provided the ability to bypass security controls and enabled
them to use any command or transaction. Access to this privilege should
be limited to use in emergencies or for special purposes because it creates
a potential security exposure.

The director of the Austin Automation Center told us that the privilege
that provided users the opportunity to bypass security controls had been
removed from all individual user ms. The va. cio also said that a task force
established to address control weaknesses had evaluated the
inappropriate access that we identified at the Hines and Philadelphia
benefits delivery centers and made recommendations for corrective
measures.

We also found that vA was not promptly removing access authority for
terminated or transferred employees or deleting unused or unneeded ios.

At the Dallas and Albuquerque centers, we found that wvs belonging to
terminated and transferred employees were not being disabled. We
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identified over 90 active me belonging to tmiaW or transferred
employees at Dallas and 50 at Albuquerque. If user m~s are not promptly
disabled when employees are terminated former employees are allowed
the opportunity to sabotage or otherwise impair vA operations.
At the Dllas center, we identified more than 800 ms that had not been
used for at least 90 days. We also Identified inactive ma at the Austin,
Hines, and Albuquerque centers. For instance, at the Hines center, we
found ma that had been inactive for as long as 7 years. Allowing this
situation to persist poses unnecesury risk that unneeded u will be
compromised to gain unauthrized access to vA computer systems.

In January 1998, the director of the Dallas Medical Center said that a
propmn had been implemented to disable all user ms for terminated
employees and dhose w not used in the last 90 days. In addition, the
director of the Austin Automation Center and the vA dao told us that ms
would be automatically suspended 30 days after the password expired at
tw Austin, Hines, and Philadelphia center.

One reason that VA'S user access problems existed was because user
access authority was not being reviewed periodically. Such periodic
reviews would have allowed vA to identify and correct inappropriate
access.

The directors of the Austin Automation Center and the Dallas Medical
Center told us that they planned to periodically review system access. The
VBA aO also said that the Hines and Philadelpia benefits delivery centers
will begin routinely reviewing user uns and deleting individuals
accordingly.

User ID and Password
Management Controls Are
Not Effective

In addition to overseeing user access authority, it is also Important to
actively nauge user mas and passwords to ensure that user can be
identified and authenticated. To accomplish this objective, organizations
should establish controls to maintain individual accountability and protect
the confidentiality of passwords. These controls should include
requirements to ensure that ma uniquely identify users, passwords are
changed periodically, contain a specified number of characters, and are
not common words; defaudt ma and passwords are changed to prevent
their use; and the number of invalid password attempts is limited
Organizations should also evaluate the effectiveness of these controls -
periodically to ensure hat they are operating effectively. User ma and
passwords at the sites we visited were not being effectively managed to

too aa QMYAID)MI75VA Coup~ n'C..iw..ammins

51-643 98-4



94

ensure individual accountability and reduce the risk of unauthorized
access.

vA had issued an updated security policy in January 1997 that addressed
local area network user ID and password management Specifically, this
policy required users to have separate me; passwords to be changed
periodically, be at least six characters in length, and be formed with other
than common words; and we to be suspended after three invalid password
attempts. Despite these requirements, we identified a pattern of network
control weaknesses because vA did not periodically review local area
network user ws and passwords for compliance with this policy.

* At the Albuquerque center, we identified 119 network we that were
allowed to circumvent password change controls, 15 ws that did not have
any passwords, and eight ie that had passwords with less than six
characters.

* At the Philadelphia center, we found that approximately half of the
network user ws, including the standard network administrator ID, were
vulnerable to abuse because passwords were common words that could
be easily guessed or found in a dictionary.

* At the Austin and Dallas centers, we found that network passwords were
set to never expire. Not requiring passwords to be changed increases the
risk that they will be uncovered, which could lead to unauthorized access.

In February 1998, the VuA CIO told us that the Hines and Philadelphia
benefits delivery centers plan to require that passwords not be common
words. Additionally, the directors of both the Austin Automation Center
and the Dallas Medical Center said that although their staffs did not
control wide area network password management controls, they were
working with vA technical staff to improve network password management
by requiring passwords to be changed periodically.

In addition, VA's user IDand password management policy only applied to
local area networks. VA did not have departmentwide policies governing
user ws and passwords for other computer platforms, such as mainframe
computers or the wide area network. Although some organizations within
VA had procedures In these areas, we identified a number of user w and
password management problems.

At the Philadelphia center, we found that the security software was
implemented in a manner that did not disable the master security
administration ID after a specified number of invalid password attempts.
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Allowing unlimited password attempts to this ID, which has the highest
level security authority, increases the risk of unauthorized access to or
disclosure of sensitive information.
At the Austin center, we determined that more than 100 mainframe tns that
did not require passwords, many of which had broad access authority,
were not properly defined to prevent individuals from using them.
Although system ws without passwords are required to perform certain
operational tasks, these ins should not be available to individual users
because ins that do not require password validation are more susceptible
to misuse. Twenty of these ins were especially vulnerable to abuse
because the account identifiers were common words, software product
names, or derivations of words or products that could be easily guessed.
At the Dallas and Albuquerque centers, we discovered that an ID
established by a vendor to handle various support functions had remained
active even though the vendor had recommended that this im be suspended
when not in use.

The director of the Austin Automation Center told us that his staff had
deleted nearly 50 of the mainframe iDs that did not require passwords and
reduced the access authority for many of the remaining ins that did not
require passwords. In addition, the chief of the Information Resources
Management Service at the Dallas Medical Center agreed to take steps to
address the system maintenance ID problem we identified.

We also found numerous instances where user ins and passwords were
being shared by staff. For example, as many as 16 users at the
Albuquerque Medical Center and an undetermined number at the Dallas
Medical Center were sharing iDs with privileges to all financial data and
system software. At Austin, more than 10 ins with high-level security
access were being shared by several staff members. The use of shared ins
and passwords increases the risk of a password being compromised and
undermines the effectiveness of monitoring because individual
accountability is lost.

The director of the Austin Automation Center told us that shared iDs had
been eliminated and replaced with individually assigned user ins. In
addition, the chief of the Information Resources Management Service at
the Dallas Medical Center agreed to take steps to address the shared ID
problem we identified.

Access Activities Are Not The risks created by these access control problems were also heightened
Being Monitored significantly because the sites we visited were not adequately monitoring
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system and user access activity. Routinely monitoring dte access activities
of employees, especially those who have the ability to alter sensitive
programs and data, can help identify significant problems and deter
employees from inappropriate and unauthorized activities. Without these
controls, VA had little assurance that unauthorized attempts to access
sensitive information would be detected.

Because of the volume of security information that must be reviewed, the
most effective monitoring efforts are those that target specific actions.
These monitoring efforts should include provisions to review

" unsuccessful attempts to gain entry to a system or access sensitive
information,

" deviations from access trends,
" successful attempts to access sensitive data and resources,
" highly-sensitive privileged access, and
" access modifications made by security personnel.

For vA, such an approach could be accomplished using a combination of
the audit trail capabilities of its security software and developing
computerized reports. This approach would require each facility to
compile a list of sensitive system files, programs, and software so that
access to these resources could be targeted. Access reports couldthen lie
developed for security staff to identify unusual or suspicious activities. For
instance, the reports could provide information on browsing trends or
summarizations based on selected criteria that would target specific
activities, such as repeated attempts to access certain pay tables or
sensitive medical and benefit information.

Despite the thousands of employees who had legitimate access to VA
computer systems containing financial and operational data, vA did not
have any departmentwide guidance for monitoring successful and
unsuccessful attempts to access system files containing key financial
information or sensitive veteran data. As a result, vA's monitoring efforts
were not effective for detecting unauthorized access to or modification of
sensitive information.

The security staffs at the Philadelphia, Hines, Dallas, and Albuquerque
centers were not actively monitoring access activities. At the Philadelphia
center, available violation reports were not being reviewed, while at the
Hines center, it was unclear who had specific responsibility for monitoring
access. As a result, no monitoring was being performed at either the Hines
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or Philadelphia centers. In addition, neither the Dallas nor Albuquerque
centers had programs to actively monitor access activities.

Also, violation reports at the Austin Automation Center did not target most
types of unusual or suspicious system activity, such as repeated attempts
to access sensitive files or libraries or attempts to access certain accounts
or pay tables. In addition, the Austin Automation Center had not
developed any browsing trends or instituted a program to monitor staff
access, particularly access by staff who had significant access authority to
critical files, programs, and software.

The director of the Austin Automation Center told us that he plans to
establish a new security staff that will be responsible for establishing a
targeted monitoring program to identify access violations, ensure that the
most critical resources are properly audited, and periodically review
highly privileged users, such as system programmers and security
administrators. Also, the director of the Dallas Medical Center told us that
his staff plan to periodically review user access. In addition, the chief of
the Information Resources Management Service told us during follow-up
discussions that the Dallas Medical Center will establish a targeted
monitoring program to review access activities.

Furthermore, none of the five sites we visited were monitoring network
access activity. Although logging events on the network is the primary
means of identifying unauthorized users or unauthorized usage of the
system by authorized users, two of the sites we reviewed were not logging
network security events. Unauthorized network access activity would also
go undetected at the sites that were logging network activity because the
network security logs were not reviewed.

The director of the Austin Automation Center told us that his staff planned
to begin a proactive security monitoring program that would include
identifying and investigating unauthorized attempts to gain access to
Austin Automation Center computer systems and improper access to
sensitive information on these systems. The director of the Dallas Medical
Center also told us that his staff planned to implement an appropriate
network monitoring program

Other General In addition to these general access controls, there are other important
controls that organizations should have in place to ensure the integrity and

Controls Are Not reliability of data. These general computer controls include policies,

Sufficient procedures, and control techniques to physically protect computer
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resources and restrict access to sensitive information, provide appropriate
segregation of duties among computer personnel, prevent unauthorized
changes to operating system software, and ensure the continuation of
computer processing operations in case of an unexpected interruption.
Although we did not review these general controls at the Hines and
Philadelphia centers, we found weaknesses in these areas at the
Albuquerque, Dallas, and Austin centers.

Physical Security Controls Important general controls for protecting access to data are the physical
Are Not Effective security control measures, such as locks, guards, fences, and surveillance

equipment that an organization has in place. At vA, such controls are
critical to safeguarding critical financial and sensitive veteran information
and computeroperations from internal and external threats. We fomd
weaknesses in physical security at each of the three facilities where these
controls were reviewed.

None of the three facilities that we visited adequately controlled access to
the computer room. Excessive access to the computer rooms at these
facilities was allowed because none of the sites had established policies
and procedures for periodically reviewing access to the computer room to
determine f it was still required. In addition, the Albuquerque Medical
Center was not documenting access to the computer room by individuals
who required escort, such as visitors, contractors, and maintenance staff.

At the Austin Automation Center, for instance, we found that more than
500 people had access to the computer room, including more than 170
contractors. The director of the Austin Automation Center told us that
since our review, access to the computer room had been reduced to 250
individuals and that new policies and procedures would be established to
further scrutinize the number of staff who had access to the computer
room.

In addition, both the Dallas and Albuquerque medical centers gave
personnel from the information resource management group unnecessary
access to the computer room. At the Albuquerque Medical Center, 18
employees from the information resource management group had access
to the computer room, while at the Dallas Medical Center, all information
resource management staff were allowed access. At both medical centers,
this access included person computer maintenance staff and certain
administrative employees who should not require access to the computer
room. While it Is appropriate for Information resource management staff
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to have access to the computer room, care should be taken to lindt access
to only those employees who have a reasonable need.

Our review also identified other physical security control weaknesses. For
example, windows in the Dallas Medical Center computer room were not
alarmed to detect potential intruders and sensitive cabling in this
computer room was not protected to prevent disruptions to computer
operations. In addition, chemicals that posed a potential hazard to
employees and computer operations were stored inside the computer
room in Austin. Furthermore, a telecommunication panel in the Austin
Automation Center computer room was also not protected, increasing the
risk that network communications could be inadvertently disrupted.

The director of the Austin Automation Center told us that his staff had
removed chemicals from the computer room and protected the
telecommunications panel. In addition, the director of the Dallas Medical
Center told us that his staff plan to address the physical security problems
when the computer room is moved to a new facility.

Computer Duties Are Not Another fundamental technique for safeguarding programs and data is to
Properly Segregated segregate the duties and responsibilities of computer personnel to reduce

the risk that errors or fraud will occur and go undetected. Duties that
should be separated include application and system programming, quality
assurance, computer operations, and data security.

At the Austin Automation Center, we found three system programmers
who had been assigned to assist in the security administration function.
Under normal circumstances, backup security staff should report to the
security administrator and have no programming duties. Because these
individuals had both system and security administrator privileges, they
had the ability to eliminate any evidence of their activity in the system.

At the time of our review, Austin's security software administrator also
reported to the application programming division director. The security
software administrator, therefore, had application programming
responsibility, which is not compatible with the duties associated with
system security.

The director of the Austin Automation Center told us that actions had
been taken to address the reported weaknesses. These actions included
removing the master security administration user ID and password from
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addition, the director said that management approval will be required for
each phase of the software change process.

Disaster Recovery An organization must take steps to ensure that it is adequately prepared to
Planning Is Not Complete cope with a loss of operational capability due to earthquakes, fires,

accidents, sabotage, or any other disruption. An essential element in
preparing for such catastrophes is an up-to-date, detailed, and fully tested
disaster recovery plan. Such a plan is critical for helping to ensure that
information systems can promptly restore operations and data, such as
payroll processing and related records, in the event of disaster.

The disaster recovery plan for the Austin Automation Center consisted of
17 individual plans covering various segments of the organization.
However, there was no overall document that integrated the 17 individual
plans and set forth the roles and responsibilities of each disaster recovery
team, defined the reporting lines between each team, and identified who
had overall responsibility for the coordination of all 17 teams.

We also found that although the Austin Automation Center had tested its
disaster recovery plan, it had only performed limited testing of network
communications. This testing included the Austin Finance Center, but did
not involve other types of users, such as VHA medical centers or VBA
regional offices. In addition, the Austin Automation Center had not
conducted unannounced tests of its disaster recovery plan, a scenario
more likely to be encountered in the event of an actual disaster. Finally, a
copy of the disaster recovery plan was not maintained at the off-site
storage facility. In the event of a disaster, it is a good practice to keep at
least one current copy of the disaster recovery plan at this location to
ensure that it is not destroyed by the same events that made the primary
data processing facility unavailable.

The director of the Austin Automation Center told us that he was in the
process of correcting each of the deficiencies we identified. Actions he
identified included (1) expanding network communication testing to
include an outpatient clinic and a regional office, (2) conducting
unannounced tests of the disaster recovery plan, (3) incorporating the 17
individual recovery plans into an executive plan, and (4) maintaining a
copy of the disaster recovery plan at the off-site storage facility.

We found deficiencies in the disaster recovery planning at the Dallas and
Albuquerque medical centers as well. At both locations (1) tests of the
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disaster recovery plans had not been conducted, (2) copies of the plans
were not maintained off-site, (3) backup files for programs, data, and
software were not stored off-site, and (4) periodic reviews of the disaster
recovery plans were not required to keep them current.

The director ofthe Dallas Medical Center told us that he intends to review
the disaster recovery plan semiannually, develop procedures to test the
plan, and identify an off-site storage facility for both the disaster recovery
plan and backup files.

Computer Security The general computer control weaknesses that we Identified are similar to
computer security problems that have been previously identified in

Problems Are Not evaluations conducted by VA'S O10 and in contractor studies.
New at VA

For example, in a July 1996 report evaluating computer security at the
Austin Automation Center, the OIG stated that the center's security
function was fragmented, user ws for terminated employees were still
active and being used, monitoring of access activities was not being
performed routinely, over 600 individuals were authorized access to the
computer room, and telecommunication connections were not fully tested
during disaster recovery plan testing.

Similar findings were also identified by contractors hired by the Austin
Automation Center to review the effectiveness of certain aspects of its
general computer controls. Specifically, Austin brought in outside
contractors to evaluate security software implementation in November
1996 and network security in April 1997. The security software review
determined that key operating system libraries, security software files, and
sensitive programs were not adequately restricted, that more than 90 iws
did not require passwords, and that access activity was not consistently
monitored. In addition, the network security review found that the center
had not established a comprehensive system security policy that included
network security.

The OIG also reported comparable access control and security
management problems at the Hines Benefits Delivery Center in May 1997.
For example, the ow determined that access to sensitive data and
programs had not been appropriately restricted and that system access
activity was not reviewed regularly to ideniy unauthorized access
attempts. The oIG also found that security efforts at the Hines Benefits
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Delivery Center needed to be more focused to meet the demands of the
center.

In addition, the ow0identified general computer control weaknesses at
seven vA medical centers as part of a review of the WCA' system conducted
from January 1994 to November 1995. Problems Identified at a majority of
these medical centers were reported in March 1997. These issues included
problems with restricting acss to the production environment,
monitoring access activity, managing user we and passwords, testing
disaster recovery plans, and reviewing user access privileges periodically.

Furthermore, the o1 included information system security controls as a
material weakness in its report on vA's consolidated financial statements
for fiscal year 1997. The o1 concluded that VA assets and financial data
were vulnerable to error or fraud because of significant weaknesses in
computer controls. Although the Federal Managers' Financial Integrity Act
(rMFIA) of 1982 requires agencies to establish controls that reasonably
ensure that assets are safeguarded against waste, loss, or unauthorized
use, these information system integrity weaknesses were not included in
the department's Frwv report as a material internal control weakness in
fiscal year 1997.

Computer Security A key reason for vA's general computer control problems was that the
department did not have a comprehensive computer security planning and

Planning and management program in place to ensure that effective controls were

Management Program established and maintained and that computer security received adequate

Is Not Adequate attention.

To assist agencies in developing more comprehensive and effective
information security programs, we studied the security management
practices of eight nonfederal organizations with reputations as having
superior information security programs. We found that these organizations
successfully managed their information security risks through an ongoing
cycle of risk management activities.' As shown in figure 1, each of these
activities is linked in a cycle to help ensure that business risks are
continually monitored, policies and procedures are regularly updated, and
controls are in effect.

For more infrmo on the risk mwagenet cyce, wee Infonnron Security Management. Leaning
Fom Leadin nons (GAO/AIMD. . M., 1906).
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Figum 1: Risk Maagq em Cycle

The risk management cycle begins with an assessment of risks and a
determination of needs. This assessment includes selecting cost-effective
policies and related controls. Once policies and controls are selected, they
must be implemented. Next, the policies and controls, as well as the risks
that prompted their adoption, must be communicated to those responsible
for complying with them. Finally, and perhaps most important, there must
be procedures for evaluating the effectiveness of policies and related
controls and reporting the resulting conclusions to those who can take
appropriate corrective action. In addition, our study found that a strong
central security management focal point can help ensure that the major
elements of the risk management cycle are carried out and can serve as a
communications link among organizational units.

In contrast, vA had not instituted a framework for assessing and managing
risks or monitoring the effectiveness of general computer controls.
Specifically, vA's computer security efforts lacked
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" dearly delineated security roles and responsibilities;
" regular, periodic assessments of risk;
" security policies and procedures that addressed all aspects of VA'S

interconnected environment;
• an ongoing security monitoring program to identify and Investigate

unauthorized, unusual, or suspicious access activity; and
• a process to measure, test, and report on the continued effectiveness of

computer system, network, and process controls.

The first key problem at the locations we reviewed was that security roles
and responsibilities were not clearly assigned and security management
was not given adequate attention. For example, the computer security
administration function at the Austin Automation Center was fragmented
between computer security administration staff and other computer
security components. Specifically, computer security administration staff
reported to the application programming division while other computer
security staff reported to a staff function within the center's management
directorate. Furthermore, the computer security administration staff was
responsible for application programming in addition to supporting security
administration.

The director of the Austin Automation Center told us that a new security
group would be formed to consolidate staff performing the security
software administration and physical security functions into one group. As
part of this effort, roles and responsibilities for security administration
were to be explicitly assigned.

The roles and responsibilities for managing computer security at the other
facilities we reviewed were also weak. For instance, computer security
administration at the Philadelphia Benefits Delivery Center was limited to
adding and removing users from the system, while at the Hines Benefits
Delivery Center the responsibility for day-to-day security monitoring and
reviewing the overall effectiveness of the security program was unclear.
And at both the Dallas and Albuquerque medical centers, security
administration was assigned only as a collateral responsibility. The
security administrators at these medical centers reported spending less
than a fifth of their time on security-related matters, which was not
sufficient to actively manage and monitor access to critical medical and
financial systems.

A second key aspect of computer security planning and management is
periodically assessing risk. Regular risk assessments assist management in
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making decisions on necessary controls by helping to ensure that security
resources are effectively distributed to minimize potential loss. These
assessments also increase the awareness of risks and, thus, generate
support for adopted policies and controls, which helps ensure that the
policies and controls operate as intended.

VA'S policy requires that risk assessments be performed every 3 years or
when significant changes are made to a facility or its computer systems.
However, none of the three facilities where risk assessments were
reviewed-Albuquerque, Dallas, and Austin--had completed risk
assessments on a periodic basis or updated these assessments when
significant changes occurred. For example, there was no indication that a
risk assessment had ever been performed at the Albuquerque Medical
Center. The Dallas Medical Center risk assessment had not been updated
since 1994, even though its processing environment had changed
significantly since then. The Dallas Medical Center has upgraded its
computer hardwae and added network capabilities since 1994.
FWthermore, the Austin Automation Center did not conduct a risk
assessment from 1991 through 1996, even though the center Implemented
a new financial nagement computer system during this period. The
director of the Austin Automation Center told us that his staff planned to
begin assessing risk on a regular basis.

A thkd key element of effective security planning and management is
having established policies and procedures governing a complete
computer security program. Such policies and procedures should integrate
all security aspects of an organization's interconnected environment,
including local area network, wide area network, and mainframe security.
The Integration of network and mainAae security is particularly
important as computer systems become more and more interconnected.

VA'S cO, through the Deputy Assistant Secretary for Information Resources
Management (DAwm&), is responsible for developing departmentwide
security policies and periodically reviewing organizational compliance
with the securitypollices. On January 30, 1997, DASmmuIssued an updated
security policy. However, this policy is still evolving and does not yet
adequately establish a framework for developing and implementing
effective security techniques or monitoring the effectiveness of these
techniques within WAs interconnected environment. For example, the
updated security policy addressed local area networks but did not provide
guidance for other computer platibrs, such as mainframe computer
security.
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A fourth key area of an overall computer security management program Is
an ongoing security monitoring program that helps to ensure that facilities
are monitoring both successful and unsuccessful access activities. As
noted above, VA did not have overall guidance on monitoring and
evaluating access activities at VA processing facilities. Security
administration staff at the vA facilities we visited were not actively
monitoring successfl or unsuccessful attempts to access sensitive
computer system files. In addition, although vA has procedures for
reporting computer security incidents, these procedures will not be
effective until each facility establishes a mechanism for Identifying
computer security incidents.

A fifth key element of effective security planning and management is a
process for periodically monitoring, measuring, testing, and reporting on
the continued effectiveness of computer system, network, and process
controls. This type of security oversight is an essential aspect of an overall
security planning and management framework because it helps the
organization take responsibility for its own security program and can help
Identify and correct problems before they become major concerns.

Although vA had taken some measures to evaluate controls periodically,
the department had not established a coordinated program that provided
for ongoing local oversight and periodic external evaluations. In addition,
vA had not provided technical standards for implementing security
software, maintaining operating system integrity, or controlling sensitive
utilities. Such standards would not only help ensure that appropriate
computer controls were established consistently throughout the
department, but also facilitate periodic reviews of these controls.

The Austin Automation Center was the only facility we visited that had
attempted to evaluate the effectiveness of its computer controls. For the
last 3 years, the Austin Automation Center has brought in either OIG or

contractor personnel to evaluate certain aspects of its computer security,
including mainframe security software implementation, the network
security environment, and physical access controls. In addition, the
director of the Austin Automation Center told us that the center's client
server environment and security controls would be reviewed during
calendar year 1998. However, the Austin Automation Center had not
established an ongoing security oversight program to ensure ttat controls
continued to work as intended.
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o a security oversight function, including both ongoing local oversight and
periodic external evaluations, Is implemented to measure, test, and report
on the effectiveness of controls.

In addition, we recommend that you direct the vA cio to review and assess
computer control weaknesses that have been identified throughout the
department and establish a process to ensure that these weaknesses are
addressed.

Furthermore, we recommend that you direct the vA ao to monitor and
periodically report on the status of actions taken to improve computer
security throughout the department.

Finally, we recommend that you report the information system security
weaknesses we identified as material internal control weaknesses in the
department's Funt report until these weaknesses are corrected.

Agency Comments In commenting on a draft of this report, vA agreed with our
recommendations and stated that it Is taking immediate action to correct
computer control weaknesses and implement oversight mechanisms to
ensure that these problems do not recur. vA stated that it is also preparing
a comprehensive security plan and management program that will
incorporate a risk management cycle and include requirements and -
guidance for monitoring access activity at vA facilities.

In addition, the vA stated that its co is working closely with the vBA and
vHA cros to identify computer control weaknesses previously reported in
OIG reviews and other internal evaluations and develop a plan to correct
these deficiencies. vA also informed us that the cro will report periodically
to the o1 on vA's progress in correcting computer control weaknesses
throughout the department.

Finally, vA agreed to consider outstanding computer control weaknesses
for reporting as material weaknesses in the department's fiscal year 1998
FmmAreport when the department's top management council meets in the
first quarter of fiscal year 1999.

This report contains recommendations to you. The head of a federal
agency is required by 31 U.S.C. 720 to submit a written statement on
actions taken on these recommendations to the Senate Committee on
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Governmental Affairs and the House Committee on Government Reform
and Oversght not later than 60 days after the date of this report. A written
statement also must be sent to the House and Senate Committees on
Appropriations with the agency's first request for appropriations made
more than 60 days after the date of this report.

We are sending copies of the report to the Chairmen and Ranldng Minority
Members of the House and Senate Committees on Veterans Affairs and to
the Director of the Offlce of Management and Budget. Copies will also be
made available to others upon request.

Please contact me at (202) 512-3317 If you or your staff have any.questions.
Major contributors to this report are listed in appendix U.

Sincerely yours,

Robert F. Dacey
Director, Consolidated Audit and

Computer Security Issues
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Appendix I

Comments From the Department of
Veterans Affairs

Note: GAO comments
supplementing those in the
report text appear at the
end of this appendix. lt O VEfAT AA5R

Assam tawmy roe Pouc Amsu PmwVwASWO, TON C 6

JUL I 8 18

Mr. Gene Dodaro
Assistant Comptroer General
Account and Information Maonagemet Division
U. S. G erlAomunt Office
4410 Street, NW
Wto., DC 20548

Dear Mr. Dodao:

This is in response to your draft repout VA INrFOR*MWTO SYSTEMS:
Computer Contr&oW atnsses increase Risk of vr M Auae andmknper
Dbmsicwa (GAO/AIMD-98-175). Your report cites numerous VA system security
breaches that concn us gmetly. VA Is tei tinnlte action to correct these
deflences and is instuting oversight mechanisms to ensure that such a breakdown In
the protection of our financial, veteans benefit. veterns' health. and employee data
system does not recur.

VA fly concurs i, -sch of the re pots recommendations except for the one
calling for VA to report the Information system security wasnesses you identified as
material Internal control weaknesses reported by the Departme nt under the Federal
Managesm Financal Integrity A (FMFIA). For that recommendabon., we can only

See comment 1 concur in princple. VA's process for deten*ing a mteri l weakness require% a top
management council to consider Internal control weakness Issues for reporting under
FMFIA. That councillwillnot meet unbl the firatquarter ofnext fiscalyeer. By that time,
we hope to have many of theIdentified internal control weaknesses corrected, thereby
defiang the reportng issue. VA's assessment of progress will be the determining
factor.

Enclosure (1) describes actions takan and planned to impnIemnt your
recommendations. Enclosure (2) is an action plan that the Veterans Health
Admrntration has developed to address your recommendations throughout VAs
health care system. Enclosure (3) details additional actions that the VetersBeneft
Administration is taking to address your recommendations. I appreciate the opportunity
to review the draft of your report.

Sincerely,

Enclosure
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ArpseilsI
Coumsrtm Prm edw Deparomeat ot
Veteans AffIme

Enclours

DEPARTMENT OF VETERANS AFFAIRS COMMENTS
TO GAO DRAFT REPORT,

VA kVFORMA77ON 8YTME .Cmpuer Contl Wl a hwee M o
FrP , AbuMs andk, operDilotkae

(GAO/AIMD-W6-75)

GAO recommondo that the seury of Voteran nAalirs dirego the VA CO
to work In conjunction with the VIA andl VHA CIO* ancl the %tel1
cirector s epproprtas to

Slimit acosa autity to only those computer prop'm ind dat
neede to peuonn job responeLd and peiodikay roew a m
aihority to kInWy and correct In roplt acosee;

* Imlen. ad peewrd managment ontrolsrassine l comput r
platforn to n tknain indidusiacountsbIlitya ad protect password
confIderileft and prodlo b tet tee controls to en'ure that they
me operstin, foectvey;

* develop tageied montorng program to routine y key and
Investigate unusual or aupicious syftem and ussr asesms aodtrt

* restrict acoess to the computer room based ajo reepaonel ty and
peiodkcly review thie asoeeo to deflmine If i osll aopproprae;

o sesraft Inmptble computer responebltlose such s eyWm
irogramming and security aidn ltrA tion and meWnshOat aesoos
controls enforcesegregation of duties principles;

* require operating system software chargesto be documented,
utorzod, ted Indsendently rovisaed and !Iplaeted bye third

party, and
o ostdliah controls to enum disaster recovery plans we

comprehensive, current, fuly teted, and maintained at the off-ail
storage fality.

cur- Ths Dep artmnenC GO is coordImng VA's reepones to the range of security
wealnelme sddressd di the above pa ts to thoromwndation. VHAe'sMedical
Informmator, o rity Seorvio (MISS) Is rososIble for ovoragt of VHA'skintetion
system security program. While mnyof the security steps cited in tt
recomedtion are already a pert of exMsin policy (VHtA Manual M-I1. Chapter 16).

ome are no t, end there w t1 exi a need for oversight MISSw ll Incorporate
conmploe review proosduroe Into ft field stationof als t progWn. V9A has
seablahed an Inforuation Sourity Tak Force review the security arms that GAO
Id . The tasldorce prepared a number of reconwencaona to correct policy
sortco ns ln amce control concrns klrfid at theI Hine and Philadelphia
eonets Delivery Centers.
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-eatI
Commasts From the Depsrtiesat of
VtnmAas fore

Enclosure

DEPARTMENT OF VETERANS AFFAIRS COMENTS
TO GAO DRAFT REPORT.

VA INFORMATIONSrnTEAlS: CowterContIl bW*&nease bwcess" R of
F01044111""use an ropev Dbeloewe

(GAO/AIM-W6175)
(Continusti)

GAO asro nwmwens:
that the Secrt""y develop and Implents comprehensive
Departmentldoe mputer Asacrirty plannkVngWanmnagmentProgram.
Included itisepogr---ashouldi be procedures for ensuring toat

*security roles and responelblitiee ame clearly salgned and security
management is given adequate stit o;

*risks ame saaesaed perkidcally to ensure tha co- *ols i'sappropriste;
s ecurity policies and procedurescmpseeleyaddres sallaspect
of VA.hIntronineced envlonmnent;

*stlempt (both etacceeafl and unsuceeful) to gainwAcos to VA
compuAr systems and sensitie date flies and ciiiprodctwion
programs stored on thmese systems mu Identifidreportedsainrviewad
on a regular basis; and
*asecurityoveraihtfunction, Including both ongoalocal oversagh
and periodic exteral evehiatione,lainip e l o mmnas asanti
report on the effectiveness of controls.

onu- VA is preparing a comnprehenslve security plan and management program that
wil unclude icdent repcr*Vngsecurty awareness. ccnplience reviews, end much more.
We mu asoic~oatn a risk vmnagemnent cycle into this program o echence VA's
cornputwo ontrolenoatedinthe discussion drakt InfthepokylicyweIInlude
requkreentfor rmonl~otor@1g &owaccstlerpteas wel e, deveopingcorrespondNg
gu~tance In an adnng hanmbook onrning evakatlon aomseaclivibes at all VA
far.iles. In additon, security awoas sessions wil be conducted at our upcomlng
Informateon Technology Coference (ITC) In August, in Austin Texas.

In addition, GAO recomnds Vitat thve Secrstm~y d oo0 the VA CIO to
review end sessconlputsrcontrol weakneseesVWalhave en Identified
whoughout the department and esteblih a process to *eureOW thhs
weaknesssamu addressed.
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- MxI
Cornists Fr.. the D~erest at
Veteism Aftfi

Endosure

DEPARTMENT OF VETERANS AFFAIRS COMMENTS
TO GAO DRAFT REPORT,

VA W 01IATON SYSTUW: cosqAw Croniro l at easaes Me"a skof
ftw4Au~sbupt WawperiDiackms

(GAOAlMD48-176)

-VAe CIO and theistwo majr admkistelon dOs are workng oaywth Vi
Ofloceof Inapeclor Genaral to IWen*ifpreviously died wriputer security Weaknaam
and to develop a plan wihth. Itbl o orr e isa daflancaa.VA's CO wi
report mon"oth e 010iaQI on prora in klpWanting lG and GAO.s
*=I- owws.

Funlianuora. GAO reommanda htVa artydhct heVA dUO1*
monitor mod penldlOay report on tia atakis of acloa takan toIniprova
coelpuW ar esrty throughtwWV9w iparbriant

- We CVA I O wimoaion closalygVieactions planned and taken o conrathVi
oonj* eritlywedumse aamVughottoe Department He v aho pertc*
report onVia progpes achieved to VI napactor General.

Finaly, GAO recomnda b6theiaSecretary report OV i Inomti system
security weaknesses GAO Idntifad asematerial weknaaei ia
depariianfta FMP1A report until correcld

See comment 1. C =in -The Daparnantsaelormanagement wilmeet dwrtgfViafirst
quwrarofFisca~l 199to idntiy thmoseIneracor-ol huse that equiredVi
itmoet atantn to corre t that tinie. they wilconsider Vie Deperimrea nonneao
systeaecurty weaknesses for reportgas.metrlalwealtneesaunder Vie Federal
ManagersF-- IncIlItegrity Act It is ftheDoertments explectation tha we wi have
made saiolnt progress icorrectingisasprobems to prochida such report.

Inif dicdwtotereportMshou d Uc Veprogres adwhnsthatVAtha
hilp-ieradto correct poblems asdewebedio owmmns o GA~shlint

report For example. Vie Aus*tiAromation Center ha:

a. Rseaigne ined at reeponsbibiy for both data and physIcal aecurity to toe MC
Director.

Pae 31GAO/AJMD-M.75 VA Computer Coatrol Weskaees

I

ftoll



117

ApenixI

WMSW~OFVEUW4SAFFAMOI6MOTS
TO GAO O TW

Il-irMN to WM #AM min Clas 6110

.oamPnpsda d d satpon e a degg s pofkdv s ed lNom In

d. Awft- nAAC -so w a otwrn' d *r'- tamsuI I muls. ui

0a Cw~ ch 0m N oflAs M &A 1l9ng S. Rinook" faOw Ush mabs f be
F a 01- W Spsdw 30. I19K

f. fp .tMes CM OWW1pota ba~low p MA &IMe f FY IMU to
Vw eR ,Ialw

Fw AIADOS47 VA NdIW COdd W~smmrqpu



118

Apauab I
Comneab Frm the Depuama t
Vtwm AfAeim

Endows(1

Adion Plan In po~eeIs 0G/GAO/W A*dl/PNtugIa valudlo/It"Iewe

Name of Report VA R4FO M7N SYM~MS: ChmPrAm cn"d MIkdauemo inos
lMk qftm4 Mine. edlrpwDkrmw
Project Mw GAD/ASUD-W4?5
Dab of eport bJrn"go

Iwcmnakuons~/ SLOW CNPhdoea
AcdowuDle

We PAO recommend t*at thu Seulay of Vaeive Afiadirect the VA C0 b
wk is ouancio wMthVRA and VHA handthw fility dbutonnasappropriate
inc

Rcommendatioe~noW L Iiawnsauthoity In only don..compue program and
dab seeddinpwfcwu job repoeumAIMm and pariodkally ariewsoo autoty
and ocorract appropriate aoreee.

VHA'aMaual M4-11,Owiar 16, Pavagraph 16.01a, Poceure for 9'ebm Acre.,
addreuee d0e specific iu..Thie paragraph sabke, OUse of VHA information aseb
(hadwau/aoftwarv/ data) U, -h mirtocbd i seewith a mod for dwm i n tde
pakume of tdr dude. ...- In additio, n otid poliy, Medical Woemation Seoutty
Service (MM) is changing procedures for tair si e aib ti nclude checking for
co.puwith thisle-.

3~cmadatioviNo. 2: haeimont ID and paewordmngmn unuaar l
computer platfor ta n an bu nvidual accountability and prow! antp woed
coneidmaUalty and periodically led thee. control. In c that toey ame operating

VHA'e Manual MA). Obsipe L Paragraph 16M01., Procedure rUrn Arm.8
addreeeee dft spedIcbne. It saft, 'Procedures ebould be In place in review wa
chzangeofstatus (eg., trw , termination, aeparatlon).'ThWa paragraph a&W Bob?7
raqubumat dealing with titl proosdum ~MSSwill follow-up onfthlaleeinorder to
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App..di I
Comments From the Department of
Veternam Affin

*The following is GAO's comment on the Department of Veterans Affairs
letter dated July 16,1998.

GAO Comment 1. Although vA only concurred in principle with our recommendation to
report the information system security weaknesses we identified as
material internal control weaknesses in the department's FMFA report, the
department's plans for evaluating computer control weaknesses for
reporting as material weaknesses appear reasonable. vA has committed to
presenting outstanding control weaknesses to the top management
council when it meets in the first quarter of fiscal year 1999 to determine
material iwi weaknesses for fiscal year 1998.
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Atlanta Field Office Sharon S. Klttrel, Senior Auditor
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Debra M. Conner, Senior Auditor
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(3 United Stats
General Accounting Office
Washington, D.C. 20648

Accounting and IWformation
Management Division

B-278910

September 23, 1998

The Honorable Fred Thompson
Chairman
The Honorable John Glenn
Ranking Minority Member
Committee on Governmental Affairs
United States Senate

In response to your request, this report describes (1) the overall state of federal information
security based on recently issued audit reports and (2) executive branch efforts over the last 2
years to improve the federal government's performance in this important area. These efforts
include actions by individual agencies, the Office of Management and Budget, and the Chief
Information Officers Council, as well as initiatives outlined in the recently issued Presidential
Decision Directive 63 on critical infrastructure protection. Many of these improvement efforts
respond to recommendations made in our September 1996 report Information Security
Opportunities for Improved oMB Oversight of Agency Practices (GAOIMAMDIno), which was also
developed at your request.

If you have any questions, please call me at (202) 512-2600. This report was developed under the
direction of Robert F. Dacey, Director, Consolidated Audit and Computer Security Issues, and
Jack L Brock, Jr., Director, Governmentwlde and Defense Information Systems. Major
contributors to this report are listed in appendix IV.

Gene L Dodaro
Assistant Comptroller General



Due to growing concerns about our govenunent's reliance on inadequately
protected information systems to support critical and sensitive operations,
the Chairman and Ranking Minority Member of the Senate Committee on
Governmental Affairs asked oAO to (1) evaluate the effectiveness of federal
information security practices based on the results of recent audits and
(2) review efforts to centrally oversee and manage federal information
security. This report describes the results of that analysis and outlines
management practices that could improve the effectiveness of federal
agency security programs.

Federal agencies rely on computers and electronic data to perform
functions that are essential to the national welfare and directly affect the
lives of millions of individuals. More and more, these functions, which
include national defense, tax collection, benefits payments, and law
enforcement, depend on automated, often interconnected, systems and on
electronic data rather than on manual processing and paper records. This
shift has resulted in a number of benefits so that information can now be
processed quickly and communicated almost instantaneously among
federal offices, departments, and outside organizations and individuals. In
addition, vast amounts of useful data are at the disposal of anyone with
access to a personal computer, a modem, and telephone.

However, the government's increasing reliance on interconnected systems
and electronic data also increases the risks of fraud, inappropriate
disclosure of sensitive data, and disruption of critical operations and
services. The same factors that benefit federal operations-speed and
accessibility-also make it possible for individuals and organizations to
inexpensively interfere with or eavesdrop on these operations from
remote locations for purposes of fraud or sabotage, or other malicious or
mischievous purposes.

Threats of such actions are increasing, in part, because the number of
individuals with computer skills is increasing and because intttusion, or
"hacking," techniques have become readily accessible through media such
as magazines and computer bulletin boards. In addition, natural disasters
and inadvertent errors by authorized computer users can have negative
consequences if information resources are poorly protected.

Gauging the level of risk is difficult because summary data on computer
security incidents and related damage are incomplete. However break-ins
and damage of varying levels of significance have been acknowledged in
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both the public and private sectors, and media reports on intrusions,
fraud, and sabotage abound. In a recent survey conducted by the
Computer Security Institute in cooperation with the Federal Bureau of
Investigation, 64 percent of the 520 respondents, which were from both
the private and public sectors, reported computer security breaches within
the last 12 months--a 16 percent increase in security breaches over those
reported in a simfla- survey in 1997. While many of the survey respondents
did not quantify their losses, those that did cited losses totaling
$136 million. I In an October 1997 report entitled Critical Foundationu:
Protecting America's Infrastructures, the President's Commission on
Critical Infrastructure Protection described the potentially damaging
implications of poor information security from a national perspective,
noting that computelzed interaction within and among infrastructures has
become so complex that it may be possible to do harm in ways that cannot
yet be fully conceived.

To guard against such problems, federal agencies must take steps to
understand their information security risks and implement policies and
controls to reduce these risks, but previous reports indicate that agencies
have not adequately met this responsibility. In September 1996, GAo

reported that a broad array of federal operations were at risk due to
information security weaknesses and that a common underlying cause was
inadequate security program management In that report, GAO
recommended that the Office of Management and Budget (OMB) play a
more proactive role in leading federal improvement efforts, in part through
its role as chair of the Chief Information Officers (cio) Council.
Subsequently, in a February 1997 series of reports to the Congress, GAo
designated information security as a new governmentwide high-risk area
More recently, in its March 31, 1998, report on the federal government's
consolidated financial statements, GAO reported that widespread computer
control deficiencies also contribute to problems in federal financial
management because they diminish confidence in the reliability of
financial management data'

Results in Brief The expanded amount of audit evidence that has become available since
mid-1996 describes widespread and serious weaknesses in the federal
government's ability to adequately protect (1) federal assets from fraud

'ieu.. and Trend 1996 CS/BI Compr Crime and Secufrty Survey, March 4, 199.

%A Risk Seriew lnfonaon Matagement and Techno&M ' (GAOHR47-0, Febnary I397).

'Rinanmal Audit: 1997 Consolatd F'Inancial Stmements or the United States Government

(GAO/A1(D4dr127, March Ii ).
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and misuse, (2) sensitive information from inappropriate disclosure, and
(3) critical operations, including some affecting public safety, from
disruption. Significant information security weaknesses were reported in
each of the 24 largest federal agencies, with inadequately restricted access
to sensitive data being the most widely reported probleln. This and the
other types of weaknesses identified place critical government operations,
such as national defense, tax collection, law enforcement, and benefit
payments, as well as the assets associated with these operations, at great
risk of fraud, disruption, and inappropriate disclosures. In addition, many
intrusions or other potentially malicious acts could be occurring but going
undetected because agencies have not implemented effective controls to
identify suspicious activity on their networks and computer systems.

Individual agencies have not yet done enough to effectively address these
problems. Specifically, agency officials have not instituted procedures for
ensuring that risks are fully understood and that controls implemented to
mitigate risks are effective. Implementing such procedures as part of a
proactive, organization-wide security management program is essential in
today's interconnected computing environments.

Similarly, agency performance in this area is not yet being adequately
managed from a governmentwide perspective, although some important
steps have been taken. The cio Council, under OMB's leadership, designated
information security as a priority area in late 1997 and, since then, has
taken some steps to develop a preliminary strategy, promote awareness,
and identify ways to improve a federal incident response program
developed by the National Institute of Standards and Technology (Nsr). In
May 1998, Presidential Decision Directive (PDD) 63 on critical
infrastructure protection was issued. PDD 63 acknowledged computer
security as a national security risk and established several entities within
the National Security Council, the Department of Commerce, and the
Federal Bureau of Investigation to address critical infrastructure
protection, including federal agency information infrastructures. At the
close of GAO'S review in August 1998, it was too early to determine how the
Directive's provisions would be implemented and how they would relate
to other ongoing efforts, such as those initiated by the cio Council.

What needs to emerge is a coordinated and comprehensive strategy that
incorporates the worthwhile efforts already underway and takes
advantage of the expanded amount of evidence that has become available
in recent years. The objectives of such a strategy should be to encourage
agency improvement efforts and measure their effectiveness through an

Page 4 GAO/AIMD-98-92 Federal Information security
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appropriate level of oversight. This will require a more structured
approach for (1) ensuring that risks are fully understood, (2) promoting
use of the mot cost-effective control techniques, (3) testing and
evaluating the effectiveness of agency programs, and (4) acting to address
identified deficiencies. This approach needs to be applied at individual
departments and agencies and in a coordinated fashion across
government

Principal Findings

Significant Weaknesses at
24 Major Agencies Place
Critical Operations at Risk

Audit reports issued from March 1996 through August 1998 identified
significant information security weaknesses in each of the 24 agencies
covered by the analysis. The most widely reported type of weakness was
poor control over access to sensitive data and systems. This type of
weakness makes it possible for an individual or group to inappropriately
modify or destroy sensitive data or computer programs or inappropriately
obtain or disclose confidential information for malicious purposes, such as
personal gain or sabotage. In today's increasingly interconnected
computing environment, poor access controls can expose an agency's
information and operations to attacks from remote locations all over the
world by individuals with minimal computer and telecommunications
resources and expertise.

These weaknesses place a broad range of critical operations and assets at
great risk of fraud, misuse, and disruption. For example, weaknesses at
the Department of Defense increase the vulnerability of various military
operations that support the Department's warfighting capability, and
weaknesses at the Department of the Treasury increase the risk of fraud
associated with billions of dollars of federal payments and collections.

In addition, information security weaknesses place an enormous amount
of highly sensitive data at risk of inappropriate disclosure. For example,
weaknesses at agencies such as the Internal Revenue Service, the Health
Care Financing Administration, the Social Security Administration, and the
Department of Veterans Affairs place sensitive tax, medical, and other
personal records at risk of disclosure.

As significant as these reported weaknesses are, it is likely that the full
extent of control problems at individual agencies has not yet surfaced

PgG~A1MAUD.M-92 Federal Informatiom Security?a" 6
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because key areas of controls at many agencies have not been assessed. In
particular, agency managers, who are primarily responsible for ensuring
adequate security, have not fully evaluated the adequacy of their
computer-based controls. In addition, audits at most agencies have not yet
fully covered controls associated with operating system software, which
are critical to the security of all of the applications the systems support In
agencies where this control area was rev ewed, weaknesses were always
identified.

Improved Security
Program Planning and
Management Needed at
Individual Agencies

Poor security program planning and management continue to be
fundamental problems. Agencies have not yet developed effective
procedures for assessing computer security risks, determining which risks
are significant, assigning responsibility for taking steps to reduce risks,
and ensuring that these steps remain effective. Security planning and
management deficiencies were reported for 17 of the 24 agencies included
in GAO'S analysis and numerous recommendations have been made to
address specific agency deficiencies.

To identify potential solutions to this problem, GAO studied the security
management practices of eight organizations known for their superior
security programs. These organizations included two financial institutions,
a retailer, an equipment manufacturing company, a state university, a state
agency, a regional electric utility, and a computer vendor. GAO found that
these organizations managed their information security risks through a
cycle of risk management activities, and it identified 16 specific practices
that supported these risk management principles.

These practices involve (1) establishing a central security management
focal point, (2) assessing risk, (3) selecting and implementing
cost-effective policies and controls, (4) promoting awareness, and
(5) continually evaluating and improving control effectiveness. They also
emphasize the importance of viewing information security program
management as an integral component of managing agency operations and
of involving both program managers and technical experts in the process.

GAO published the findings from this study in the May 1998 executive guide
Information Security Management Learning From Leadin? Organizations
(GAO/AMD-Wss), which has been endorsed by the Federal cio Council. The
guide's findings are summarized in chapter 3 of this report

6AIDW-W9l Femdal luforuatom 8erityIP"O 6
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The security management practices described in GAO'S executive guide are
most likely to be successful if they are implemented as part of broader
improvements to information technology management. Such
improvements are underway across government due to specific
information technology management reforms mandated by the Paperwork
Reduction Act amendments of 1995 and the Clinger-Cohen Act of 1996.

Initiatives to Improve Individual agencies are primarily responsible for the security of their
Central Coordination and information resources, but central management also is important to

Management Need to (1) ensure that federal executives understand risks to their operations,

Provide a Comprehensive (2) monitor agency performance in mitigating these risks, (3) facilitate
implementation of any needed improvements, and (4) address issues that

Strategy affect multiple agencies. Under the Paperwork Reduction Act, this
oversight responsibility lies with oMB.

Since September 1996 when GAO reported that OMB needed to strengthen
its oversight of agency practices, the co Council, under OMB'S leadership,
has become a component of the administration's efforts to address federal
information security problems and has taken some actions in this regard.
Specifically, during 1997, the Council designated information security as
one of six priority areas and, late in the year, established a Security
Committee. Since then, the Committee has (1) developed a preliminary
plan for addressing various aspects of the problem, (2) established Li ks
with other federal entities involved in security issues, (3) held a security
awareness day for federal cios, deputy cios, and security officers, and
(4) developed plans for reorienting the Federal Computer Incident
Response Capability (Fedcc), a program initiated by Nsr to assist
agencies in improving their security incident response capabilities and
other aspects of their security programs.

In addition, OMB has continued to monitor selected agency system-related
projects, many of which have significant security implications. However,
neither OMB nor the cio Council has yet developed a program for
comprehensively overseeing and managing the security of critical federal
operations by ensuring that agency programs are adequately evaluated and
that the results are used to measure and prompt improvements, as
recommended in GAO's September 1996 report.

Concurrent with OMB and cio Council efforts during late 1997 and early
1998, the administration developed and issued PDD 63 in response to
recommendations made by the President's Commission on Critical

GD/AIMD8-92 Federal Informaion SecurityPap 7e
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Infrastructure Protection. The Directive acknowledges computer security
risk as a national security risk, addresses a range of national infrastructure
protection issues, and includes several provisions intended to ensure that
critical federal computer, or "cyber-based," systems are protected from
attacks by our nation's enemies. Also, it establishes a National Coordinator
for Security, Infrastructure Protection, and Counter-Terrorism, who
reports to the President through the Assistant to the President for National
Security Affairs; a Critical Infrastructure Coordination Group; and a
Critical Infrastructure Assurance Office within the Department of
Commerce. The Directive outlines planned actions pertaining to federal
information security, which include:

" requiring each federal department and agency to develop a plan for
protecting its own critical infrastructure, including its cyber-based
systems;

" reviewing existing federal, state, and local entities charged with
information assurance tasks;

" enhancing collection and analysis of information on the foreign
information warfare threat to our critical infrastructures;

" establishing a National Infrastructure Protection Center within the Federal
Bureau of Investigation to facilitate and coordinate the federal
government's investigation and response to attacks on its critical
infrastructures;

" assessing U.S. Government systems' vulnerability to interception and
exploitation; and

" incorporating agency infrastructure assurance functions in agency
strategic planning and performance measurement frameworks.

Though some of these efforts have begun, at this early stage of
implementation, it is unclear how the provisions outlined in the Directive
will be implemented and how they will be coordinated with other related
efforts, such as those of the cio Council.

Conclusion Since September 1996, the need for improved federal information securityhas received increased visibility and attention. Important efforts have been

initiated to address this issue, but more effective actions are needed both
at the individual agency level and at the governmentwide level. Many
aspects of the recommendations GAO made in September 1996 are still
applicable. In particular, a comprehensive governmentwide strategy needs
to be produced. The cio Council's efforts during late 1997 and the first half
of 1998, as well as issuance of PDD 63 in May 1998, indicate that senior

GAD/. AMD-98-92 Federal formation SecurityPago8
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federal officials are increasingly concerned about information security
risks, both to federal operations as well as to privately controlled national
infrastructures, and are now moving to address these concerns.
Coordinated efforts throughout the federal community, as envisioned by
PDD 63, will be needed to successfully accomplish the objectives of these
efforts and substantively improve federal information security. It is
especially important that a governmentwide strategy be developed that
clearly defines and coordinates the roles of new and existing federal
entities in order to avoid inappropriate duplication of effort and ensure
governmentwide cooperation and support

Recommendation GAO recommends that the Director of OMB and the Assistant to the
President for National Security Affairs ensure that the various existing and
newly initiated efforts to improve federal information security are
coordinated under a comprehensive strategy. Such a strategy should

• ensure that executive agencies are carrying out the responsibilities
outlined in laws and regulations requiring them to protect the security of
their information resources;

" clearly delineate the roles of the various federal organizations with
responsibilities related to information security;

" identify and rank the most significant information security issues facing
federal agencies;

" promote information security risk awareness among senior agency
officials whose critical operations rely on automated systems;

" identify and promote proven security tools, techniques, and management
best practices;

" ensure the adequacy of information technology workforce skills;
• ensure that the security of both financial and nonfinancial systems is

adequately evaluated on a regular basis;
" include long-term goals and objectives, including time frames, priorities,

and annual performance goals; and
" provide for periodically evaluating agency performance from a

governmentwide perspective and acting to address shortfalls.

Agency Comments
and Our Evaluation

In commenting on a draft of this report, OMB's Acting Deputy Director for
Management stated that OMB and the cio Council, working with the
National Security Council, have developed a plan to address the PDD 63
provision that the federal government serve as a model for critical
infrastructure protection and to coordinate the new requirements of the

GA/AIMD-98-9Z Federal Imformatlom SecurityPage9
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PDD with the existing requirements of the various laws pertaining to
federal information security. The comments further stated that the plan is
to develop and promote a process by which government agencies can
(1) identify and assess their existing security posture, (2) implement
security best practices, and (3) set in motion a process of continued
maintenance. Also described are plans for a cio Council-sponsored
interagency security assist team that will review agency security programs.
Regarding our conclusion that many aspects of the recommendations in
our September 1996 report are still applicable, omB reiterated its concern
that the 1996 report's "overemphasis on oMB's role could distract program
managers in the Federal agencies from their primary responsibility for
assuring information security." The full text of om's comments is
reprinted in appendix M.

OMB'S comments indicate that it, the cio Council, and the National Security
Council are moving to coordinate their responsibilities and beginning to
develop the comprehensive strategy that is needed. Based on the
description provided, the plans being developed include several key
elements, most notably a means of evaluating agency performance. These
plans were still being finalized at the close of our work and were not yet
available for our review. Accordingly, we are not able to comment on their
content, scope, and detail, or whether they will be effective in improving
federal information security.

Regarding OMB's concern that we have overemphasized its role, we agree
that agency managers are primarily responsible for the security of their
operations. Increased attention and support from central oversight, if done
effectively, should not distract agencies from their responsibilities in this
area. On the contrary, active oversight of agency performance is more
likely to have the effect of emphasizing the agency managers'
accountability and providing more visibility for agencies that are achieving
their information assurance goals as well as those that are falling short.

GAOAID 98-92 Federal Ilformation SecurityPtselO



138

Fag. 1 GM/AJD-M-3t 2Federal laformadoa SecurtyPap 11



139

Contents

Executive Summary 2

Chapter 1 14
Introduction Computers and Electronic Data Are Indispensable to Federal 14

Operations
Previous Reports Have Identified Significant Security Problems 16
Responsibilities Outlined in Laws and Guidance 17
Objectives, Scope, and Methodology 19
Related GAO Efforts 21

Chapter 2 23
Examples of Weaknesses at Individual Agencies Highlight Risks 24

SignificantAlthough Nature of Risks Vary, Control Weaknesses Across 35
Weaknesses Identified Agencies Are Similar

at All Major Agencies Conclusion 43

Chapter 3 45
Best Practices Provide a Framework for Improvement 45Need for Improved Improved Security Depends on Broader Improvements to 51

Security Program Information Technology Management

Planning and Conclusion 51

Management at
Individual Agencies

Chapter 4 Previous Recommendations Urged More Active Oversight 532

Centrally Directed CIO Council Plans Focus on Solving Selected Crosscutting 54

Improvement Efforts Problems

Have Increased, but Oversight of Agencies Remains Limited 57
PDD 63 Supplements Existing Requirements From a National 60

Most Have Not Security Perspective

Progressed Beyond Conclusion 61
Recommendation 61
Agency Comments and Our Evaluation 62

A - Appendix I: GAO Reports on Information Security Issued Since 64
£1pplt LuLA March 1996

GAO/AIMD-9g-92 Federal lnformatiom Security

A

Page 12



140

Coaesas

Appendix II: Agency Reports Issued Since September 1996 That 66
Identify Information Security Weaknesses

Appendix III: Comments From the Office of Management and 71
Budget

Appendix IV: Major Contributors to This Report 73

Table Table 2.1: Areas of Information Security Weakness Reported for 24
the 24 Largest Agencies

Figure Figure 3.1: The Risk Management Cycle 46

Abbreviations

CFO
CIO

DOD
FAA

FedCIRC

FMFIA

IG

GAO

HCFA

HHS

NIST

OMB

PDD

SSA

VA

Chief Financial Officer
Chief Information Officer
Department of Defense
Federal Aviation Administration
Federal Computer Incident Response Capability
Federal Managers' Financial Integrity Act
Inspector General
General Accounting Office
Health Care Financing Administration
Department of Health and Human Services
National Institute of Standards and Technology
Office of Management and Budget
Presidential Decision Directive
Social Security Administration
Department of Veterans Affairs

Pe5XAIMI4.992 Federal aorutaiko Securitypage is



141

Chapter

Introduction

This report provides a summary analysis of recently reported information
security weaknesses at federal agencies and describes management
practices that federal agencies can adopt to help improve their security
programs. It also describes centralized efforts to oversee and manage
federal information security from a governmentwlde perspective.

The vulnerabilities associated with our nation's reliance on interconnected
computer systems are a growing concern At the federal level, such
systems process, store, and transmit enormous amounts of sensitive data
and are indispensable to many federal agency operations. Because of the
importance of establishing and maintaining adequate security over federal
operations, Senators Fred Thompson and John Glenn, Chairman and
Ranking Minority Member, respectively, of the Senate Committee on
Governmental Affairs, have undertaken an effort to address the various
management, technical, and operational aspects of this problem. As part of
that effort, they requested that we (I) summaries the effectiveness of
federal information security, based on recently issued audit reports,
(2) describe actions agencies can take to improve their security programs,
and (3) evaluate actions taken by the Office of Management and Budget
(oMB) and the federal Chief Information Officers (cio) Council to address
federal information security problems. This resulting report is one of
several reviews that Chabman Thompson and Senator Glenn have
requested as part of their ongoing oversight of federal information security
and other aspects of information technology management Related GAO

reports are listed in appendix I.

Computers and
Electronic Data Are
Indispensable to
Federal Operations

Federal agencies perform important functions that are essential to the
national welfare and directly affect the lives of millons of individuals
everyday. More and more, these functions, which include national defense,
tax collection, import control, benefits payments, and law enforcement,
depend on automated, often interconnected, systems and on electronic
data rather than on manual processing and paper records. The benefits of
this shift are increasingly obvious-minformation can be processed quickly
and communicated almost instantaneously among federal offices,
departments, and outside organizations and individuals. In addition, vast
amounts of data are at the disposal of anyone with access to a personal
computer, a modem, and telephone.

However, the government's increasing reliance on interconnected systems
and electronic data also increases the risks of fraud, inappropriate
disclosure of sensitive data, and disruption of critical operations and
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services. The same factors that benefit federal operations-speed and
accessibility-also make it possible for individuals and organizations to
inexpensively interfere with or eavesdrop on these operations from
remote locations for purposes of fraud or sabotage, or other malicious or
mischievous purposes. Threats of such actions are increasing, in part,
because the number of individuals with computer skills is increasing and
because intrusion, or Ohacking,* techniques have become readily
accessible through magazines and on computer bulletin boards. In
addition, natural disasters and inadvertent errors by authorized computer
users can have devastating consequences if information resources are
poorly protected.

Gauging the risk is difficult because summary data on computer security
incidents and related damage are incomplete. However, in an October
1997 report entitled Critical Foundations: Protecting America's
Infrastructures, the President's Commission on Critical Infrastructure
Protection described the potentially devastating implications of poor
information security from a national perspective, noting that computerized
interaction within and among infrastructures has become so complex that
it may be possible to do harm in ways we cannot yet conceive. According
to a recent statement by the Director of the National Security Agency,
attacks on public and private systems occur everyday. For example, in
February 1998, hackers used tools and techniques readily available on
Internet bulletin boards to attack systems at the Department of Defense.
Media reports on intrusions, fraud, and sabotage abound, and, in a recent
survey conducted by the Computer Security Institute in cooperation with
the Federal Bureau of Investigation, 64 percent of the 520 respondents
from the private and public sector reported computer security breaches
within the last 12 months. This is a 16-percent increase in security
breaches over those reported in a similar survey in 1997 and a 22-percent
increase over those reported in 1996.'

To guard against such problems, federal agencies, like other
computer-dependent organizations, must take steps to understand their
information security risks and implement policies and controls to reduce
these risks. Specifically, federal agencies must protect the integrity and, in
some cases, the confidentiality of the enormous amounts of sensitive data
they maintain, such as personal information on individuals, financial
transactions, defense inventories, operational plans, and regulatory
inspection records. In addition, they must take steps to ensure that

GAAUMD-98-92 Federal Information Security
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computerized operations supporting critical government functions are not
severely disrupted.

Previous Reports
Have Identified
Significant Security
Problems

Although the government's reliance on computers and
telecommunications has been rapidly growing, reports over the last few
years indicate that federal operations and data are inadequately protected
and that these problems are serious and pervasive. In September 1996, we
reported that, since September 1994, serious weaknesses had been
reported for 10 of the largest 15 federal agencies.2 In that report we
concluded that poor information security was a widespread federal
problem with potentially devastating consequences, and we recommended
that oMB play a more proactive role in overseeing agency practices and
managing improvements, in part through its role as chair of the cio
Council. Subsequently, in February 1997, in a series of reports to the
Congress, we designated information security as a new governmentwide
high-risk area.3 Most recently, in our March 31, 1998, report on the federal
government's consolidated financial statements, we reported that
widespread and serious computer control weaknesses affect virtually all
federal agencies and significantly contribute to many material deficiencies
in federal financial management4 In that report, we also noted that these
weaknesses place enormous amounts of federal assets at risk of fraud and
misuse, financial data at risk of unauthorized modification or destruction,
sensitive information at risk of inappropriate disclosure, and critical
operations at risk of disruption.

During 1996 and 1997, federal information sx urity was also addressed by
the President's Commission on Critical Infrastructure Protection, which
had been established to investigate our nation's vulnerability to both
Ocyber" and physical threats. In its October 1997 report, Critical
Foundations: Protecting America's Infrastructures, the Commission
described the potentially devastating implications of poor information
security from a national perspective. The report also recognized that the
federal government must 'lead by example," and included
recommendations for improving government systems security, expediting
efforts to facilitate the use of encryption, developing risk assessment

%Ifcxmzio Str poM- 2e eefor hmpwand 0MB Ovesigt of Aec rcie
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methods, measuring performance, and elevating threat assessments as a
foreign intelligence priority.

A number of factors contribute to poor federal information security
including insufficient awareness and understanding of risks, a shortage of
staff with needed technical expertise, a lack of systems and security
architectures to facilitate implementation and management of security
controls, and various problems associated with the availability and use of
specific technical controls and monitoring tools. All of these are
important; however, an underlying theme that was identified in our
September 1996 report is a lack of security program management and
oversight to ensure that risks are identified and addressed and that
controls are working as intended.

Responsibilities
Outlined in Laws and
Guidance

The need to protect sensitive federal data maintained on automated
systems has been recognized for years in various laws and in federal
guidance. The Privacy Act of 1974, as amended; the Paperwork Reduction
Act of 1980, as amended; and the Computer Security Act of 1987 all
contain provisions requiring agencies to protect the confidentiality and
integrity of the sensitive information that they maintain. The Computer
Security Act (Public Law 100-235) defines sensitive information as "any
information, the loss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest or the conduct of
Federal programs, or the privacy to which individuals are entitled under
the Privacy Act, but which has not been specifically authorized under
criteria established by an Executive Order or an Act of Congress to be
kept secret in the interest of national defense or foreign policy."

In accordance with the Paperwork Reduction Act of 1980 (Public Law
96-511), omB is responsible for developing information security policies
and overseeing agency practices. In this regard, oB has provided guidance
for agencies in ouB Circular A-130, Appendix M, "Security of Federal
Automated information Resources." Since 1985, this circular has directed
agencies to implement an adequate level of security for all automated
information systems that ensures (1) effective and accurate operations
and (2) continuity of operations for systems that support critical agency
functions. The circular establishes a minimum set of controls to be
included in federal agency information system security programs and
requires agencies to periodically review system security. Responsibility for
developing technical standards and providing related guidance for
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sensitive data belongs primarily to the National Institute of Standards and
Technology (Nswr), under the Computer Security Act

The Clinger-Cohen Act of 1996 recently reemphasized OHB, NwsT, and
agency responsibilities regarding information security under a broader set
of requirements aimed at improving information technology management
in general. In particular, the act stipulated that agency heads are directly
responsible for information technology management, including ensuring
that the information security policies, procedures, and practices of their
agencies are adequate. The act also required the appointment of a cto for
each of the 24 largest federal agencies to provide the expertise needed to
implement needed reforms. Subsequently, in July 1996, the President
established the cio Council, chaired by OMB, to address governmentwide
technology issues and advise oMB on policies and standards needed to
implement legislative reforms. Council members include cios and Deputy
cios from each of the njor agencies.

The adequacy of controls over computerized data and the management of
these controls are also addressed indirectly by the following additional
laws:

* The Federal Managers' Financial Integrity Act (FmntA) of 1982 requires
agency managers to annually evaluate their internal control systems and
report to the President and the Congress any material weaknesses that
could lead to fraud, waste, and abuse in government operations.
' The Chief Financial Officers (cFO) Act of 1990, as expanded by the
Government Management Reform Act of 1994, requires agency cos to
develop and maintain financial management systems that provide
complete, reliable, consistent, and timely information. Under the act,
major federal agencies prepare annual financial statements and have them
audited by their respective inspectors general. In practice, such audits
generally include evaluating and testing controls over the security of
automated financial management systems.

* The Federal Financial Management Improvement Act of 1996 requires
auditors to report whether agency financial management systems comply
with certain established financial management systems requirements. OMB
guidance to agency cros and ios lists these systems requirements, which
include security over financial systems provided in accordance with OMB
Circular A-130, Appendix ll, "Security of Federal Automated Information
Resources." Agency managers are responsible for developing remediation
plans to address the problems noted by the auditors.
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The Government Performance and Results Act of 1993 requires agencies to
establish goals for program performance, measure results, and report
annually on program performance to the President and the Congress.

In May 1998, Presidential Decision Directives 62 and 63 established
additional requirements for ensuring protection of our nation's critical
infrastructures from both physical and "cyber," or computer-based,
threats. At the close of our fieldwork in August 1998, it was too early to
determine how these directives would be implemented. However, the
provisions pertaining to federal agency information security that are
specified in Directive 63 are summarized in chapter 4. Presidential
Decision Directive 62, which pertains to counter-terrorism responsibilities,
is classified and, therefore, is not discussed in this report.

Objectives, Scope, The objectives of this report are to

and Methodology • describe the extent of federal information security problems and the
associated risks based on reports issued since March 1996, -

" identify management actions that could effect significant and long-term
improvements in information security at the individual agency level, and

" evaluate govenmentwide efforts to improve information security,
especially actions taken since September 1996 by oieB and rhe cio Council,
and identify needed additional actions.

To describe the extent of information security problems and associated
risks, we analyzed findings from over 80 GAO and agency reports, including
inspector general (IG) reports, issued from March 1996 through
September 1998. These included some reports for which distribution has
been restricted because they discuss sensitive aspects of agency
operations. Although we considered the results of these restricted reports
when developing summary data on agency weaknesses, the related
findings are not discussed in detail nor the agency identified. The reports
we considered pertained to the 24 federal departments and agencies
covered by the c'o Act. Together these departments and agencies
accounted for about 99 percent of the total reported federal net outlays in
fiscal year 1997. The reports we analyzed, excluding those that are
restricted, are listed in appendixes Iand H.

In analyzing reported findings, we categorized them into six basic areas of
general control: security program planning and management, access
control, application program change control, segregation of duties,
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operating systems security, and service continuity. These six areas of
general controls provide a framework for comprehensively evaluating
information security. The six categories are defined and described in
chapter 2.

To identify management actions that could effect fundamental
improvements in security at individual agencies, we summarized the
results of otor recent study of information security program management
practices at leading organizations. We performed this study because
previous audits had shown that poor security program management was
an underlying cause of information security control weaknesses. In
May 1998, we published the results of this study as an executive guide
entitled Information Security Management: Learning From Leading
Organizations (GAO/AlD-*a).

To assess oMB's leadership and coordination of federal information
security efforts, we met with officials from oMB's Office of Information and
Regulatory Affairs to discuss their activities related to information security
and progress on recommendations made in our report Information
Security: Opportunities for Improved omB Oversight of Agency Practices
(GAO/AIMD 9.I0, September 24, 1996). We also discussed the information
security-related activities of the federal co Council with members of the
Council's Security Committee and reviewed related documentation, such
as meeting minutes and the cio Council's January 1998 governmentwide
strategic plan for information resources management

We also obtained and reviewed Presidential Decision Directive 63, which
was issued May 22, 1998, late in our review. This directive specifies
requirements for protecting our nation's critical infrastructures and
includes provisions pertaining to federal agency information security.

Our review was conducted from December 1997 through August 1998 in
accordance with generally accepted government auditing standards. One
of the reports we relied on, vA Information Systems: Computer Control
Weaknesses Increase Risk of Fraud, Misuse, and Improper Disclosure
(GAO/A --W7lh), is being issued in September 1998. However, a complete
draft was available at the close of our review in August, 0MB provided
written comments on a draft of this report, which are discussed in the
"Agency Comments and Our Evaluation" section in chapter 4 and
reprinted in appendix I.
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Related GAO Efforts In addition to this report, we have worked with the Congress, primarily the
Senate Committee on Governmental Affairs, to pursue a comprehensive
strategy for addressing the federal information security problems. This
strategy involves supplementing our audit work with research projects and
other actions to promote and provide support for federal efforts in this
area. This strategy comprises the following activities:

To assess the effectiveness of federal information security and assist the
Congress in its oversight role, we are continuing to perform audits at
selected individual agencies and develop specific recommendations for
improvement. Some of these evaluations are performed as part of our
financial statement audits at individual agencies and some pertain to
nonfinancial mission-critical systems.
To assist agency inspectors general in conducting or arranging for
information security audits, we began an extensive effort during 1997 to
evaluate such audit efforts at each of 24 major federal agencies. We
performed, and will continue to perform, this work in conjunction with
our annual audits of the consolidated financial statements of the federal
government, which are required under the cmO Act as expanded by the
Government Management Reform Act. At many of these agencies, we have
provided extensive on-site guidance to the inspector general staff to
ensure that we could rely on their audit conclusions.
To promote more comprehensive audits of federal information security, in
August 1997, we issued an exposure draft of our Federal Information
System Controls Audit Manual (GAo^AMD.12.1s), which describes a
methodology for evaluating federal agency information security programs.
This methodology has guided our own audit work for several years and
has recently been adopted by many agency inspectors general.

" To assist in improving the expertise of federal audit staff, we have engaged
contractors and partnered with organizations, such as the Information
Systems Audit and Control Association, to offer technical training sessions
for GAo and lo staff involved in evaluating computer-based controls.

" To promote a broader understanding among federal managers of the
practices that make an information security program successful, during
1997, we studied the practices of eight nonfederal organizations and
developed an executive guide that summarizes the results. This guide,
entitled Information Security Management Learning From Leadiz
Orgaizaions (GAO/AMDMs) was published in May 1998. We are now
working with agencies, including ou%, and the cio Council to encourage
agencies to implement these practices.
To promote more effective central leadership, oversight, and coordination,
we are continuing to monitor and work with ouB, the co Council, NST, and
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others with a governmentwide role regarding information security,
including entities established under Presidential Decision Directive 63 to
protect our nation's critical irastnctures.
To assist the Congress, we are continuing to provide status reports on
informaation security as a hih-risk issue and information on related topics,
as requested.
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Chapter 2

Significant Weaknesses Identified at All
Major Agencies

Evaluations of computer security published since March 1996 present a
disturbing picture of the federal government's lack of success in protecting
its assets from fraud and misuse, sensitive information from inappropriate
disclosure, and critical operations from disruption. Significant information
security weakness were Identified in each of the 24 agencies covered by
our analysis--agencies that in fiscal year 1997 accounted for 99 percent of
reported federal net outlays. These weaknesses place a broad range of
critical operations and assets at risk for fraud, misuse, and disruption. In
addition, they place an enormous amount of highly sensitive data, much of
it on individual taxpayers and beneficiaries, at risk of inappropriate
disclosure.

Weaknesses were reported in a variety of areas that we have categorized
into six areas of "general controls." General controls are the policies,
procedures, and technical controls that apply to all or a large segment of
an entity's information systems and help ensure their proper operation.
The most widely reported weakness was poor control over access to
sensitive data and systems. This type of weakness makes it possible for an
individual or group to inappropriately modify, destroy, or disclose
sensitive data or computer programs for purposes such as personal gain or
sabotage. In today's increasingly interconnected computing environment
poor access controls can expose an agency's information and operations
to attacks from remote locations all over the world by individuals with
minimal computer and telecommunications resources and expertise.

The full extent of control problems is not known because all six of the
general control areas were reviewed at only 9 of the 24 agencies. In
particular, most audits have not yet covered controls associated with
system software, which are critical to the security of all applications
supported by a system. In agencies where this control area was reviewed,
weaknesses were always found, as shown in table 1.

Table I provides an overview of the types of weaknesses reported
throughout the government as well as the gaps in audit coverage. The
pages following Table I describe (1) the risks these weaknesses pose to
major federal operations and (2) common types of deficiencies identified
in each of the six general control categories.
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Table 2.1: Areas of Information
Security Weakness Reported for the 24
Largest Agencles

Numberof A
8*gNM catNo signifcant
weleee welnme"s Aree not

General control am klentfiled IWentified renewed
Entitywide security program 17 0 7
planning and management
Access controls 23 0 1
Application software development 14 4 6
and change controls
Segregation of duties 16 1 7

System software controls 9 0 15

Service continuity controls 20 0 4
Note: Most of the audits used to develop this table were performed as W of financial statement
audits. At some agencies with primarily financia.l-related missions, such as the Department of the
Treasury and the Social Security Adrnn ftion, these audits covered the bulk of misston-related
operations. However, at other agencies whose missions we priai nonfinacial, such as the
Departments of Defense and Justice. the audits used to develop this table may provide a less
complete picture of the agency's overall security posture because the audit objectives focused
on the financial statements and cid not include evaluating systems support nonfinancial
operations. Nevertheless, at agencies where computer-based controls over nonfinancial
operations have been audited, similar weaknesses hsve been Identified.

Examples of
Weaknesses at
Individual Agencies
Highlight Risks

Department of the
Treasury

To understand the significance of the weaknesses summarized In table 1, it
Is necessary to link them to the risks they present to federal operations
and assets. Virtually all federal operations are supported by automated
systems and electronic data, and agencies would find it difficult, if not
impossible, to carry out their missions and account for their resotces
without these Information assets. Descriptions of reported weaknesses
and related risks to selected major federal operations follow.

The Department of the Treasury, which includes the Internal Revenue
Service; U.S. Customs Service; Bureau of the Public Debt; Financial
Management Service; and Bureau of Alcohol, Tobacco, and Firearms;
relies on computer systems to process, collect or disburse, and account
for over a trillion dollars in federal receipts and payments amually. In
addition, the department's computers handle enormous amounts of highly
sensitive data associated with taxpayer records and law enforcement
operations and support operations critical tofinancing the federal
government, maintaining the flow of benefits to individuals and
organizations, and controlling imports and exports.
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Protecting these operations and assets is essential to the welfare of our
nation. However, weaknesses have been reported for several of Treasury's
major bureaus, and, in some cases, these weaknesses have been
outstanding for years. For example:

" In March 1998, the Treasury IG reported that deficiencies in the
effectiveness of computer-based controls in multiple bureaus constituted a
material weakness in the department's internal control structure and
increased the risk that unauthorized individuals could intentionally or
inadvertently add, alter, or delete sensitive data and programs.I

" In three 1997 reports, 2 we identified a wide range of continuing serious
weaknesses in IRS systems, including inadequate controls over employee
browsing of taxpayer records, an area that has received considerable
attention for several years and was recently addressed by legislation
specifying penalties for such browsing.'

" In March 1998, the Treasury IO reported Customs Serv.ce weaknesses
associated with systems supporting trade, financial management, and law
enforcement functions. Many of these weaknesses had been reported
annually since 1994.

4

Numerous recommendations have been made to Treasury bureaus over
the years to correct these weaknesses, and many corrective actions are
underway. In particular, IRS recently began a broad effort to strengthen its
overall security program by centralizing responsibility for security issues
within a newly created executive-level office and increasing investments in
physical security. Further, the Financial Management Service concurred
with our recommendations and is developing corrective action plans.

Department of Defense The Department of Defense (DOD) relies on a vast and complex
information infrastructure to support critical operations such as designing
weapons, identifying and tracking enemy targets, paying soldiers,
mobilizing reservists, and managing supplies. Indeed, its very warfighting

'Report on the Department of the Treasury's Fiscal Year 1997 Custodial Schedules and Admmistraive
Statements (01048-066, March 30,1998), as included in the Department of the Treasury's
Accountability Report for Fscal Year 1997.

'IRS Systems Security Tax Processing Operations and Data Still at Risk Due to Senous Weaknesses
(GAOAIMD-97-49, April 8,1997); Financial Audit Examination of IRS' Fiscal Year 1996 Adnunistrative
Financial Statements (GAOAIMD-97-89, August 29,1997); Financial Audit Examinaton of IRS F1sca
Year 1996 Custodiliancal Statements (GAO!AIMD-98-18, December 24,1997).

lTaxpayer Browsing Protection Act (Public Law 106-36).

'Department of the Treasuy's Inspector General Report Report on the U.S. Customs Service's Fiscal
Years 1997 and 1996 Financial Statements (OIG-8060, March 5, 1998).
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capability is dependent on computer-based telecommunications networks
and information systems. Defense's computer systems are particularly
susceptible to attack through connections on the Internet, which Defense
uses to enhance communication and information sharing.

In May 1996, we reported that attacks on Defense computer systems were
a serious and growing threat.6 The exact number of attacks could not be
readily determined because tests showed that only a small portion were
actually detected and reported. However, the Defense Information
Systems Agency estimated that attacks numbered in the hundreds of
thousands per year, were successful 65 percent of the time, and that the
number of attacks was doubling each year. At a minimum, these attacks
are a multimillion dollar nuisance to Defense. At worst, they are a serious
threat to national security. According to Defense officials, attackers have
obtained and corrupted sensitive information-they have stolen, modified,
and destroyed both data and software. They have installed unwanted files
and "back doors" which circumvent normal system protection and allow
attackers unauthorized access in the future. They have shut down and
crashed entire systems and networks, denying service to users who
depend on automated systems to help meet critical missions. Numerous
Defense functions have been adversely affected, including weapons and
supercomputer research, logistics, finance, procurement, personnel
management, military health, and payroll. In March 1998, DOD announced
that it had recently identified a series of organized intrusions, indicating
that such events continue to be a problem.

The same weaknesses that allow attacks from outsiders could also be
exploited by authorized users to commit fraud or other improper or
malicious acts. In fact, a knowledgeable insider with malicious intentions
can be a more serious threat to many operations since he or she is more
likely to know of system weaknesses and how to disguise inappropriate
actions.

Subsequent reports have identified a broad array of specific control
weaknesses that increase the risks of damage from such attacks, as well as
from malicious acts and inadvertent mistakes by authorized users. For
example, in September 1997, we reported that Defense had not adequately
(1) controlled the ability of computer programmers to make changes to
systems supporting the Military Retirement Trust Fund, (2) controlled
access to sensitive information on pension fund participants, or

GAO/AIMD-98-92 Federal Information Security
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(3) developed or tested a comprehensive disaster recovery plan for the
sites that process Fund data. These weaknesses expose sensitive data
maintained by these systems to unnecessary risk of disclosure and, should
a disaster occur, there is no assurance that the operations supported by
these facilities could be restored in a timely manner. 6 Similarly, In
October 1997, the Defense IG reported serious authentication and access
control weaknesses associated with a system that, in fiscal year 1996,
maintained contract administration and payment data associated with a
reported 387,000 contracts for which the reported value was over
$810 billion. 7 Weaknesses in other areas, too sensitive to be reported
publicly, pose risks of more serious consequences.

Reports to DOD have included numerous recommendations related to
specific control weaknesses as well as the need for improved security
program management. DOD is taking a variety of steps to address these
problems and is establishing the Departmentwide Information Assurance
Program to improve and better coordinate the information security-related
activities of the military services and other DOD components.

Department of Health and In August 1997 and April 1998, the Health and Human Services (HHS) IG

Human Services reported serious control weaknesses affecting the reliability,
confidentiality, and availability of data throughout the department s Most
significant were weaknesses associated with the Department's Health Care
Financing Administration (HCFA), which, according to its reports, was
responsible for processing health care claims for over 38 million
beneficiaries and expending 84 percent of HHS' $340 billion fiscal year 1997
budget. HCFA relies on extensive data processing operations at its central
office and about 60 contractors using multiple shared systems to collect,
analyze and process personal health, financial, and medical data
associated with about 853 million Medicare claims, annually.

In the 1997 report, the IG reported that Medicare contractors were not
adequately protecting confidential personal and medical information
associated with claims submitted. As a result, contractor employees could
potentially browse data on individuals, search out information on

'F~nancial Manaement: Review of the Militay Retirement Thust Fund's Actuarial Model and Related
Computer Controls (GAOAIMD-97-125, September 9,1997).

'General and Aplicadon Controls Over the Mechanization of Contract Administration Services
Syste DODIReport Number 96-007, October 9,1997.

'Report on the Fnancial Statement Audit of the Department of Health and Human Services for Fiscal
5ear 1996 (A.17-96-0001, August 29,1997) and Report on the Financial Statement Audit of the

itnt of Health and Human Services for Fiscal Year 1997 (A-17-9-000, Apnl I, 1998).

gAIAMD-98-92 Federal Information SecurityPage 7



155

Chapter 2
Significant Weaknesses Identified at All
Major Agencies

acquaintances or others, and, possibly, sell or otherwise use this
information for personal gain or malicious purposes. Similar conditions
were reported in 1998.

In the 1998 report, the IG reported that data security remained a major
concern at HCFA'S central office. Auditor's tests showed that although iiCFA
corrected weaknesses found in the prior year, it was possible to gain
access to the mainframe database and modify managed care production
files. In addition, the IG found that users without specific authorization
could potentially gain update access to those same files. Further, as
reported in 1997 and 1998, because controls over operating system
software were ineffective, knowledgeable individuals could surreptitiously
modify or disable security controls without detection.

In both its 1997 and 1998 reports, the IG recommended that (1) systems
access be properly controlled, pas vords be granted consistent with
assigned responsibilities, and passwords be periodically changed,
(2) application development and program change control procedures be in
place to protect against unauthorized changes, (3) computer-related duties
be properly segregated, and (4) service continuity plans be kept current
and periodically tested. Hts has recognized the need to protect the security
of information technology systems and the data contained in them.
Starting in 1997, HHS began to revise security policies and guidance and
required each major operating division to develop and implement
corrective action plans to address each major weakness identified in the
August 1997 report.

Social Security The Social Security Administration (ssA) relies on extensive information
Administration processing resources to carry out its operations, which, for 1997, included

payments that totaled $390 billion to 50 million beneficiaries. This
represents about 25 percent of the $1.6 trillion in that year's federal
expenditures. The administration also issues social security numbers and
maintains earnings records and other personal information on virtually all
U. S. citizens. According to SSA, no other public program or public-service
entity directly touches the lives of so many people.

The public depends on SSA to protect trust fund revenues and assets from
fraud and to protect sensitive information on individuals from
inappropriate disclosure. In addition, many current beneficiaries rely on
the uninterrupted flow of monthly payments to meet their basic needs.
However, in November 1997, the Social Security Administration IG

GAO/AJMD-98-Z Federal Information SecurityPage28
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reported widespread weaknesses in controls over access, continuity of
service, and software program changes that unnecessarily place these
assets and operations at risk.9

Access control weaknesses exposed the agency and its computer systems
to external and internal intrusion, thus subjecting sensitive ssA information
to potential unauthorized access, modification, or disclosure. Other
weaknesses increased risks of introducing errors or irregularities into data
processing operations and allowed some individuals to bypass critical
controls, such as authorization and supervisory review.

Such weaknesses increase the risk that an individual or group could
fraudulently obtain payments by creating fictitious beneficiaries or
increasing payment amounts. Similarly, such individuals could secretly
obtain sensitive information and sell or otherwise use it for personal gain.
The recent growth in "identity theft,' where personal information is stolen
and used fraudulently by impersonators for purposes such as obtaining
and using credit cards, has created a market for such information.
According to the ssA Io's September 30, 1997, report to the Congress
(included in the ssm's fiscal year 1997 Accountability Report), 29 criminal
convictions involving ss, employees were obtained during fiscal year 1997,
most of which involved creating fictitious identities, fraudulently selling
seA cards, misappropriating refunds, or abusing access to confidential
information.

In two separate letters issued to ssA management, the IG and its contractor
made recommendations to address the weaknesses reported in
November 1997. ssA agreed with the majority of the recommendations in
the first letter and has developed related corrective action plans. The
Administration is still reviewing the second set of recommendations and
planning related corrective actions.

Department of Veterans The Department .of Veterans Affairs (vA) relies on a vast array of computer
Affairs systems and telecommunications networks to support its operations and

store the sensitive information the department collects in carrying out its
mission. In September 1998, we reported that general computer control
weaknesses placed critical vA operations, such as financial management,
healthcare delivery, benefit payments and life insurance services at risk of

Soa Security AccowWlty Report for FWc Year 1997, SSA Pub. No. 31231, Novmber 1997.
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misuse and disruption.10 In addition, sensitive information contained in
VA'S systems, including financial Urason data and personal Information
on veteran medical records and benefit payments, was vulnerable to
inadvertent or deliberate misuse, fraudulent use, Improper disclosure, or
destruction-possibly occurring without detection.

VA operates the largest healthcare delivery system in the United States and
guarantees loans on about 20 percent of the homes in the country. Yn fiscal
year 1997, VA spent over $17 billion on medical care and proces!,ed over
40 million benefit payments totaling over $20 billion. The department alw
provided insurance protection through more than 2.5 million polirles that
represented about $24 billion in coverage at the end of fiscal year 1997. In
addition, the VA systems support the department's centralized accounting
and payroll functions. In fiscal year 1997, VA'S payroll was almost
$11 billion, and the centralized accounting system generated over
$7 billion in additional payments.

In our report, we noted significant problems related to the department's
control and oversight of access to its systems. VA did not adequately limit
the access of authorized users or effectively manage user identifications
and passwords. The department also had not established effective controls
to prevent individuals, both internal and external, from gaining
unauthorized access to VA systems. VA'S access control weaknesses were
further compounded by ineffective procedures for overseeing and
monitoring systems for unusual or auspicious access activities.

In addition, the department was not providing adequate physical security
for its computer facilities, by not assigning duties in such a way as to
segregate incompatible functions, controlling changes to powerful
operating system software, or updating and testing disaster recovery plans
to prepare its computer operations to maintain or regain critical functions
in emergencies. Many of these access and other general computer control
weaknesses were similar to weaknesses that had been previously
identified by VA'S Office of Inspector General and consultant evaluations.

A primary reason for VA'S continuing general computer control problems is
that the department does not have a comprehensive computer security
planning and management program. An effective program would include
guidance and procedures for assessing risks and mitigating controls, and
monitoring and evaluating the effectiveness of established controls.

hae 0 RAOruMACYABeNr-al75, Iafraata al19M
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In our report to vA, we recommended that the Secretary direct the ciao to
(1) work with the other VA Caos to address all identified computer control
weaknesses, (2) develop and implement a comprehensive departmentwlde
computer security planning and management program, and (3) monitor
and periodically report on the status of improvements to computer
security throughout the department. In commenting on this report, VA
agreed with these recommendations and stated that the department would
immediately correct the identified computer control weaknesses and was
developing plans to correct deficiencies previously identified by the VA IG
and by internal evaluations.

Department of State In May 1998, we reported that the Department of State did not have a
program for comprehensively managing the information security risks
associated with Its niny sensitive operations." State relies on numerous
decentralized information systems and networks to carry out its
worldwide responsibilities and support business functions. Unclassified
data stored in these systems are sensitive and make an attractive target for
individuals and organizations desiring to learn about and damage State
operations. For example, computerized information on Americans and
Foreign Service Nationals, such as personnel records, pay data, private
health records, and background investigation information about
employees being considered for national security clearances could be
useful to foreign governments wishing to build personnel profiles, and its
disclosure might unnecessarily endanger State employees.

Despite its reliance on computers, State (1) lacked a central security
management group to oversee and coordinate security activities, (2) did
not routinely perform risk assessments so that its sensitive information
could be protected based on its sensitivity, criticality, and value, (3) relied
on a primary information security policy document that was outdated and
incomplete, (4) did not adequately ensure that computer users were fully
aware of risks and of their responsibilities for protecting sensitive
information, and (5) lacked key controls for monitoring and evaluating the
effectiveness of its security program, Including procedures for responding
to security incidents.

We also noted that State's information systems and the information
contained within them were vulnerable to access, change, disclosure,
disruption or even denial of service by unauthorized Individuals. Our
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penetration tests, which were designed to determine how susceptible
State's systems were to unauthorized access, revealed that it was possible
to access sensitive information. Further, these tests went largely
undetected, further underscoring the department's serious vulnerability.
As a result, individuals or organizations seeldng to damage State
operations, commit terrorism, or obtain financial gain could possibly
exploit the department's information security weaknesses.

In our report to State, we made a variety of recommendations directed
toward improving the department's management of its information
security efforts and assisting State in developing a comprehensive
information security program. State formally acknowledged weaknesses in
its Information security management and generally agreed with our
recommendations. Senior State managers say that their :onunitment to
improving information security has increased but that fully implementing
our recommendations will require time and resources.

Department of Justice In September 1997, the Department of Justice It reported serious
departmentwide computer-based control weaknesses that jeopardized a
number of sensitive operations 2 Access controls were weak over files
supporting various operations at the Federal Bureau of Investigation, Drug
Enforcement Administration, Immigration and Naftualization Service, and
the U.S. Marshals Service. User passwords were not required to be
changed, security software was not configured to prevent access by
inactive users, system programmers had been inappropriately provided the
ability to make numerous types of modifications to files that would allow
them to circumvent security controls or assist others in such actions.
Program change control procedures for system and application software
were not formally documented or uniformly followed, increasing the risk
that unauthorized software changes or unintentional errors could be
made. Further, the IG reported that the department did not have a plan to
recover primary systems, critical data processing applications, or key
business processes in the event of a disaster. An underlying problem was
that written security policies and procedures were outdated and did not
define the roles and responsibilities of managers and others with security
responsibilities. The Department of Justice management agreed with the
findings and has stated that each departmental component will work with
Justice's co to develop corrective actions.
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Other Federal Operations Examples of risks at other agencies include the following:

In May 1998, we reported that weak computer security practices at the
Federal Aviation Administration (FAA) jeopardize flight safety.13 

FAA'S air
traffic control network is an enormous, complex collection of interrelated
systems, including navigation, surveillance, weather, and automated
information processing and display systems that reside at, or are
associated with, hundreds of facilities. All the critical areas included in our
review-facilities physical security, operational systems information
security, future systems modernization security, and management
structure and policy implementation were ineffective. For example, in the
physical security area, a March 1997 inspection of one facility that controls
aircraft disclosed 13 physical security weaknesses, including unauthorized
personnel being granted unescorted access to restricted areas. FAA is
unaware of the weaknesses and vulnerabilities that may currently exist at
other locations because the agency has not assessed the physical security
controls at 187 facilities since 1993. When we met with FAA officials in late
July 1998, they acknowledged that major improvements are needed in all
areas of F's security program and discussed preliminary efforts to
address most of our recommendations.
In April 1997, the Department of Transportation's IG identified multiple
security exposures in the Department's extended wide area network
which connects hundreds of local area networks and 50,000 computer
workstations that support operations throughout the department,
including the Federal Aviation Administration, Federal Highway
Administration, United States Coast Guard, Federal Railroad
Administration, National Highway Safety Traffic Administration as well as
DOT headquarters."
In April 1997, the Department of Housing and Urban Development's IG

identified a variety of weaknesses that affected systems critical to
supporting all facets of the department's operations, including providing
(1) housing subsidies for low and moderate income families, (2) grants to
states and communities, and (3) direct loans for construction and
rehabilitation of housing projects.' In particular, weaknesses associated
with an application that annually processed over $9 billion in
disbursements increased the risk of over or underpayments to housing

"Air Tramc Comuo: Weak Computer Secutity Practca Jeopardie e ight Safety (GAOAIMWD4--156
My is, 195s).

"Ie on the Me of Tmrnapoueion F'mcal Year 1996 Conolided FInncial Sttment
(ADIUT.7.O04, April 10, 199).

"'Audit of the U.& iMt of Ho 1d Urban De'ewopment' Pica Year 1996 FInanal
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authorities, inaccurate budget projections, and users maliciously entering
unauthorized transactions for payments.

In July 1997, the audit of the Department of Education's fiscal year 1996
and 1995 financial statements reported access control weaknesses in the
Payment Management System, which controlled disbursements of over
$28 billion annually. As a result, unauthorized users could potentially have
accessed confidential data, changed data, made unauthorized payments, or
disabled the system.16

• In April 1997, the Department of the Interior's IG reported'7 that the Bureau
of Indian Affairs' had not implemented an effective system security
program for the Bureau's major and sensitive mainframe applications,
including the Land Records Information System and the Individual Indian
Monies System, that processed approximately 2.5 million transactions
weekly. In particular, the Bureau had inadequate (1) access controls over
the mainframe computers, (2) software development and change controls,
and (3) segregation of duties for the systems support functions, including
data administration, data security, and quality assurance/testing. In
addition, a service continuity plan had not been developed and the off-site
storage facility was not secure or environmentally protected.

* In March 1997, the Department of Commerce Inspector General reported
material weaknesses at several Commerce Bureaus. For example, the
Economic Development Administration, which managed a $1 billion grant
program in fiscal year 1997, did not adequately segregate programming
responsibilities or adequately restrict access to its informatio. systems.
Inappropriately segregated duties can lead to implementation of
unauthorized or inadequately tested programs. Further, unrestricted
access can lead to accidental or intentional changes to program data.'$

Recommended corrective actions have been provided to each of these
agencies, and many have begun to implement them.

'4U.S. DePament of Educatlon Fiscal Years 1996 and 1996 F'nancial Statemn and AWcm
Notes, Price Waterouse, LLPJuiy 31,1997.

"Audit Repton General Controls Ove Au omted Innorion Syatenw, Operations Service Center,
eui.or ara (NnbeEV-1k771, April 30, 1997).

he U. Dearent of commerce Co Nd Fincal Stm 1 Fiscal Year 196 (Audit
Report No I-93-7.001, March 1997) (attachment 1, Departentof Commerce IG report.
Ecom Devlorment Admnistaion report, p. 6
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Although Nature of
Risks Vary, Control
Weaknesses Across
Agencies Are Similar

Entitywide Security
Program Planning and
Management

Although the nature of agency operations and the related risks vary, there
are striking similarities in the specific types of general control weaknesses
reported and in their serious negative Impact on an agency's ability to
ensure the Integrity, availability, and appropriate confidentiality of its
computerized operations. In many cases, agencies have developed policies
and begun to implement control techniques that could provide effective
security. However, they have not yet done enough to ensure that these
policies and controls remain effective on an ongoing basis. The following
sections describe each of the six areas of general controls and the specific
weaknesses that were most widespread at the agencies covered by our
analysis.

Each organization needs a set of management procedures and an
organizational framework for Identiying and assessing risks, deciding
what policies and controls are needed, periodically evaluating the
effectiveness of these policies and controls, and acting to address any
identified weaknesses. These are the fundamental activities that allow an
organization to manage its information security risks cost effectively,
rather than reacting to individual problems ad hoc only after a violation
has been detected or an audit finding has been reported.

Despite the importance of this aspect of an information security program,
we found that poor security planning and management was a widespread
problem. Of 17 agencies where this aspect of security was reviewed, all
had deficiencies. Many agencies had not developed security plans for
major systems based on risk, had not formally documented security
policies, and had not implemented a program for testing and evaluating
the effectiveness of the controls they relied on. Examples include the
following&

In August 1997, the IG at the Department of Health and Human Services
reported that the Health Care Financing Agency had not reviewed internal
controls or developed security plans for its computer center,
telecommunications networks, or significant applications. Further, it did
not have a consistent set of policies for overseeing the effectiveness of
security at its contractor locatotisL1
In July 1997, the Department of the Treasury IG reported that the Bureau of
Alcohol, Tobacco and Frearms had not developed formal policies,
standards, and procedures; had not established a formal program for
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security awareness and training; and had not identified all of its major
applications
In April 1997, we reported that the Internal Revenue Service needed to
strengthen computer security management and that its approach to
computer security was not effective in preventing serious and persistent
computer security control weaknesses that exposed tax processing
operations to the serious risk of disruption and taxpayer data to the risk of
unauthorized use, modification, and d on."

" In May 1997, independent auditors recommended that the Office of
Personnel Management develop security plans, identify system owners,
and require periodic independent reviews of security controls.n

* In May 1996, we reported that the Department of Defense needed to
establish a more comprehensive information systems security program.
Specific weaknesses included (1) outdated and incomplete policies for
detecting and reacting to computer attacks, (2) lack of awareness among
computer users, and (3) inadequately trained system and network
admfnisaors.=

As a result of these types of deficiencies, agencies (1) were not fully aware-
of the information security risks to their operations, (2) had accepted an
unknown level of risk by default rather than consciously deciding what
level of risk was tolerable, (3) had a false sense of security because they
were relying on controls that were not effective, and (4) could not make
informed Judgments as to whether they were spending too little or too
much of their resources on security. Security program management is
discussed in greater detail in chapter 3.

Access Controls Access controls limit or detect inappropriate access to computer
resources (data, equipment, and facilities) thereby protecting these
resources against unauthorized modification, loss, and disclosure. Access
controls include physical protections, such as gates and guards, as well as
logical controls, which are controls built into software that (1) require
users to authenticate themselves through the use of secret passwords br
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other identifiers and (2) limit the files and other resources that an
authenticated user can access and the actions that he or she can execute.
Without adequate access controls, unauthorized individuals, including
outside intruders or terminated employees, can surreptitiously read and
copy sensitive data and make undetected changes or deletions for
malicious purposes or personal gain. In addition, authorized users could
unintentionally modify or delete data or execute changes that are outside
of their span of authority.

For access controls to be effective, they must be properly implemented
and maintained. Fist, an organization must analyze the responsibilities of
individual computer users to determine what type of access (e.g., read,
modify, delete) they need to fulfill their responsibilities. Then, specific
control techniques, such as specialized access control software, must be
implemented to restrict access to these authorized functions. Such
software can be used to lmrit a user's activities associated with specific
systems or files and to keep records of individual users' actions on the
computer. Finally, access authorizations and related controls must be
maintained and adjusted on an ongoing basis to accommodate new or
terminated employees and changes in users' responsibilities and related
access needs.

Access control weaknesses were reported for all 23 of the agencies for
which this area of controls was evaluated. Specific common problems
included the following.

Managers had not precisely identified access needs for individual users or
groups of users. Instead, they had provided overly broad access privileges
to very large groups of users. As a result, far more individuals than
necessary had the ability to browse and, sometimes, modify or delete
sensitive or critical information. At one agency, for instance, a number of
interconnected systems with very poorly implemented access controls
were accessible from remote locations by anyone who had the telephone
number for the supporting network. Because access controls associated
with both the network and the systems were weak, an anonymous intruder
could easily have dialed into the network, accessed any one of several
systems, and committed any number of malicious actions, including
reading, modifying and deleting both data and other users' access rights
and severely disrupting service. At another agency, 90 employees could
change amounts available to grantees and contractors associated with an
$8 billion grant program.
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" Access was not appropriately authorized and documented. For example, at
one agency, user access was verbally requested and approved and no
related documentation was maintained.

" Users shared accounts and passwords or posted their passwords in plain
view, making it impossible to trace specific transactions or modifications
to an individual. Also, use of default, easily guessed, and unencrypted
passwords significantly increased the rtqk of unauthorized access.

" Software access controls were improperly implemented, resulting in
unintended access or gaps in access control coverage. For example, at one
agency location, any one of 17,000 system users could search, view, and
print information in any of the other users' print files because access to
temporary files holding users' output was not adequately restricted.

* User activity was not adequately monitored to deter and identify
inappropriate actions, and when suspicious activity was noticed, it was
often not investigated nor the perpetrator penalized. For example, records
of user activity, referred to as audit logs, were either not maintained, not
maintained in a useable format, or were too voluminous to be practical. As
a result, it was either not possible or practical to review these logs to
identify inappropriate actions and link any such actions to individual
users. Such monitoring is especially important to prevent users with
access to sensitive data from inappropriately browsing data that do not
pertain to the work at hand and to identify activity indicating an intrusion
into a network or system. However, tests showed that most attacks at this
agency were not detected and reported.

* Access was not promptly terminated when users either left the agency or
a4Justcd when their responsibilities no longer required them to have
access to certain files. In addition, inactive user identifications were not
routinely identified and deleted. As a result, contractors and former
employees who were no longer associated with the agency, could still
read, modi, copy, or delete data, and employees who changed positions
within an agency had access to files that were not needed in their new
positions. For example, at one location, automated controls were set to
allow former employees access for 90 days after their employment had
terminated.

To illustrate the risks associated with poor authentication and access
controls, in recent years, we have begun to incorporate penetration testing
into our audits of information security. Such tests involve attempting to
gain unauthorized access to sensitive files and data by searching for ways
to circumvent existing controls, often from remote locations.
Unfortunately, our auditors have been successful, in almost every test, in
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readily gaining unauthorized access that would allow intruders to read,
modify, or delete data for whatever purpose they had in mind.

Application Software
Development and Change
Controls

Application software development and change controls prevent
unauthorized software programs or modifications to programs from being
implemented. Key aspects of such controls are ensuring that (1) software
changes are properly authorized by the managers responsible for the
agency program or operations that the application supports, (2) new and
modified software programs are tested and approved prior to their
implementation, and (3) approved software programs are maintained in
carefully controlled libraries to protect them from unauthorized changes
and ensure that different versions are not misidentified.

Such controls can prevent both errors in software programming as well as
malicious efforts to insert unauthorized computer program code. Without
adequate controls, incompletely tested or unapproved software can result
in erroneous data processing that, depending on the application, could
lead to losses or faulty outcomes. In addition, individuals could
surreptitiously modify software programs to include processing steps or
features that could later be exploited for personal gain or sabotage.

The effectiveness of software change controls is of particular concern as
agencies design, test, and implement changes to ensure that their
computer software will properly handle the year-2000 date change. As the
end of the millennium approaches, agencies are under increasing pressure
to ensure that their computers can distinguish between the year 1900 and
the year 2000, since many use only the last two digits when identifying
years. In an effort to accomplish these changes on time, agencies may be
forced to speed up their software change process and increase their
reliance on newly hired personnel or contractors. In such an environment,
it will be especially important to ensure that software changes are
properly tested and approved before they are implemented.

Weaknesses in software program change controls were identified for 14 of
the 18 agencies where such controls were evaluated. The most common
types of weaknesses in this area included the following:

Testing procedures were undisciplined and did not ensure that
implemented software operated as intended. For example, at one agency,
changes were made directly to software programs in operation rather than
in a separate and controlled test environment, increasing the !sk that
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erroneous or unauthorized software would result in miscalculations of
pension liability.
Implementation procedures did not ensure that only authorized software
was used. In particular, procedures did not ensure that emergency
changes were subsequently tested and formally approved for continued
use and that implementation of "locally-developed" unauthorized software
programs was prevented or detected.
Access to software program libraries was inadequately controlled. For
example, at one agency, most system users---over 13,000 individuals--had
the ability to modify application programs that processed millions of
dollars in financial transactions. At another agency, approximately 16,000
users had unrestricted access to application programs, which allowed
them to modify and delete programs and data.

Segregation of Duties Segregation of duties refers to the policies, procedures, and organizational
structure that help ensure that one individual cannot independently
control all key aspects of a process or computer-related operation and
thereby conduct unauthorized actions or gain unauthorized access to
assets or records without detection. For example, one computer
programmer should not be allowed to independently write, test, and
approve program changes.

Although segregation of duties, alone, will not ensure that only authorized
activities occur, inadequate segregation of duties increases the risk that
erroneous or fraudulent transactions could be processed, that improper
program changes could be implemented, and that computer resources
could be damaged or destroyed. For example,

" an individual who was independently responsible for authorizing,
processing, and reviewing payroll transactions could inappropriately
increase payments to selected individuals without detection; or

" a computer programmer responsible for authorizing, writing, testing, and
distributing program modifications could either inadvertently or
deliberately implement computer programs that did not process
transactions in accordance with management's policies or that included
malicious code.

Controls to ensure appropriate segregation of duties consist mainly of
documenting, communicating, and enforcing policies on group and
individual responsibilities. Enforcement can be accomplished by a
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System Software Controls

combination of physical and logical access controls and by effective
supervisory review.

Segregation of duties was evaluated at 17 of the 24 agencies covered by
our analysis. Weaknesses were identified at 16 of these agencies. Common
problems involved computer programmers and operators who were
authorized to perform a wide variety of duties, thus providing them the
ability to independently modify, circumvent, and disable system security
features. For example, at one data center, a single individual could
independently develop, test, review, and approve software changes for
implementation. Segregation of duty problems also were identified related
to transaction processing. For example, at one agency, all users of the
financial management system could independently perform all of the steps
needed to initiate and complete a payment-obligate funds, record
vouchers for payment, and record checks for payment-making it
relatively easy to make a fraudulent payment.

System software controls limit and monitor access to the powerful
programs and sensitive files associated with the computer systems
operation. Generally, one set of system software is used to support and
control a variety of applications that may run on the same computer
hardware. System software helps control and coordinate the input,
processing, output, and data storage associated with all of the applications
that run on the system. Some system software can change data and
program code on files without leaving an audit trail or can be used to
modify or delete audit trails. Examples of system software include the
operating system, system utilities, program library systems, file
maintenance software, security software, data communications systems,
and database management systems.

Controls over access to and modification of system software are essential
in providing reasonable assurance that operating system-based security
controls are not compromised and that the system will not be impaired. If
controls in this area are inadequate, unauthorized individuals might use
system software to circumvent security controls to read, modify, or delete
critical or sensitive information and programs. Also, authorized users of
the system may gain unauthorized privileges to conduct unauthorized
actions or to circumvent edits and other controls built into application
programs. Such weaknesses seriously diminish the reliability of
information produced by all of the applications supported by the computer
system and increase the risk of fraud, sabotage, and inappropriate
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disclosures. Further, system software programmers are often more
technically proficient than other data processing personnel and, thus, have
a greater ability to perform unauthorized actions if controls in tUs area are
weak.

Service Continuity
Controls

The control concerns for system software are similar to the access control
issues and software program change control issues discussed earlier in
this section. However, because of the high level of risk associated with
system software activities, most entities have a separate set of control
procedures that apply to them.

Operating system software controls were covered in audits for only 9 of
the 24 agencies included in our review. However, problems were identified
for all 9 agencies, illustrating the importance of reviewing operating
system controls. A common type of problem reported was insufficiently
restricted access that made it possible for knowledgeable individuals to
disable or circumvent controls in a wide variety of ways. For example, at
one facility, 88 individuals had the ability to implement programs not
controlled by the security software and 103 had the ability to access an
unencrypted security file containing passwords for authorized users.

Service continuity controls ensure that, when unexpected events occur,
critical operations continue without undue interruption and critical and
sensitive data are protected. For this reason, an agency should have
(1) procedures in place to protect information resources and minimize the
risk of unplanned interruptions and (2) a plan to recover critical
operations should interruptions orcu-. These plans should consider the
activities performed at general suppeit facilities, such as data processing
centers, as well as the activities performed by users of specific
applications. To determine whether recovery plans will work as intended,
they should be tested periodically in disaster simulation exercises.

Although often referred to as disaster recovery plans, controls to ensure
service continuity should address the entire range of potential disruptions.
These may include relatively minor interruptions, such as temporary
power failures or accidental loss or erasing of files, as well as major
disasters, such as fires or natural disasters that would require
reestablishing operations at a remote location.

Losing the capability to process, retrieve, and protect information
maintained electronically can significantly affect an agency's ability to
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accomplish its mission. If controls are inadequate, even relatively minor
interruptions can result in lost or incorrectly processed data, which can
cause financial losses, expensive recovery efforts, and inaccurate or
incomplete financial or management information. Service continuity
controls include (1) taking steps, such as routinely making backup copies
of flies, to prevent and minimize potential damage and interruption,
(2) developing and documenting a comprehensive contingency plan, and
(3) periodically testing the contingency plan and adjusting it as
appropriate.

Service continuity controls were evaluated for 20 of the agencies included
in our analysis. Weaknesses were reported for all of these agencies.
Common weaknesses included the following:

Plans were incomplete because operations and supporting resources had
not been fully analyzed to determine which were the most critical and
would need to be resumed as soon as possible should a disruption occur.
For example, one agency had identified critical workloads and processing
priorities that would need to be resumed and supported after a disruption
but had not identified the specific software needed for users to perform
theirjobs. Such information could be difficult to compile in the confusion
that would be likely,after a major disruptive event.
Disaster recovery plans were not ly tested to identify their weaknesses.
One agency's plan was based on an assumption that key personnel could
be contacted within 10 minutes of the emergency, an assumption that had
not been tested.

IConclusionImportant operations at every major federal agency are at some type of

risk due to weak information security controls. There are many specific

causes of these weaknesses, but many result from poor security program
management and poor administration of available control techniques.

The audit reports cited in this chapter include numerous
recommendations to individual agencies that address the specific
weaknesses reportedL For this reason, we are making no additional
recommendations to these agencies in this report. However, our executive
guide, Information Security Management: Leaning From Leadi
Organizations (o/AomDsssa), discusses the results of our recent study of
information security best practices and outlines a number of principles
and practices that could enable federal agencies to implement more
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effective information security program. Chapter 3 summarizes the
principles outlined in the executive guide.
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Need for Improved Security Program
Planning and Management at Individual
Agencies

Although auditors can provide periodic independent assessments of
agency operations, ultimately it is agency management that is responsible
for ensuring that internal controls, including information security controls,
are appropriately selected and effectively implemented on an ongoing
basis. In September 1996, we reported that an underlying cause of poor
federal information security was that many agencies had not instituted a
framework for proactively managing the information security risks
associated with their operations.' Instead, there was a tendency to react to
Individual audit findings as they were reported, with little ongoing
attention to the systemic causes of control weaknesses. Since then, as
discussed in chapter 2, additional audits have identified the same
underlying problem. Security program planning and management
deficiencies were reported for 17 of the 24 agencies included in our
analysis. In particular, agencies were not adequately assessing risks and
monitoring control effectiveness.

To identify potential solutions to this problem, during 1997, we studied the
security management practices of eight nonfederal organizations known
for their superior security programs. We found that these organizations
managed their information security risks through a cycle of risk
management activities, and we identified 16 specific practices that
supported these risk management principles. These findings were initially
published as an exposure draft in November 1997. Subsequently, they
were published in May 1998 in an executive guide entitled Information
Security Management- Learning From Lead Organizations
(GAOAmDa os). The guide is generally consistent with omB and Nisr
guidance on information security program management, and it has been
endorsed by the cr0 Council as a useful resource for agency managers. The
guide's major points are summarized below.

Best Practices Our study of information security management practices identified a
fundamental set of management principles and 16 specific practices.

Provide a Framework Together, these principles and practices constitute a cycle of activity for

for Improvement managing risk.

The Risk Management The risk management cycle, as depicted in figure 3.1, begins with an
Cycle assessment of risk and determination of needs, including selecting

cost-effective policies and related controls. Once policies and controls are
decided on, they must be implemented. Then, policies and controls, as
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well as the risks that prompted their adoption, must be communicated to
those responsible for complying with them. Finally, and perhaps most
importantly, there must be procedures for evaluating the effectiveness of
policies and related controls and reporting the resulting conclusions to
those who can take appropriate corrective action. Also, our study found
that a strong central security management focal point can help ensure that
the major elements of the risk management cycle are carried out and serve
as a communications link among organizational units. This cycle of
activity, coordinated by a central focal point, can help ensure that existing
controls are effective and that new, more advanced control techniques are
prudently and effectively selected and implemented.

Figure 3.1: The Risk Management
Cycle

The elements of the risk management cycle are not new. They have been
described in various ways in oMB and NWT guidance and in various other
guides on information security and internal controls. Nevertheless, as
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basic as these principles are, audits continue to show that many federal
agencies have not implemented this cyce of activity.

One possible cause for this deficiency is that some senior agency officials,
like many private sector executives, may be just beginning to realize how
critical their information resources are to their program operations and
may not fully understand that security weaknesses present formidable
risks to mission-related operations. Another reason is that maintaining
adequate information security can be difficult. The complicated and
technical nature of many of the risks and controls requires that
organizations adopt more defined processes than are needed to manage
other types of internal controls. These defined processes are needed to
ensure that personnel with the right mix of expertise are involved in risk
management decisions; that all pertinent factors are considered; that the
effectiveness of controls, especially technical controls, is reliably
evaluated; and that the results of these evaluations and their potential
effects on critical operations are clearly reported to senior officials.

Within this basic risk management cycle, we identified 16 practices that
were key to the effectiveness of an information security program. A brief
description of these practices, organized according to the five elements of
the risk management cycle, follows. A more detailed description
accompanied by case examples can be found in our executive guide.

Assess Risk and Determine
Needs

Practice I: Recognize
Information Resources as
Essential Organizational Assets

Practice 2: Develop Practical
Risk Assessments That Link
Security to Business Needs

Organizations that have become heavily dependent on computers,
electronic data, and telecommunications to conduct their activities must
recognize that these information resources are critical assets, essential to
supporting business operations. Information protection should be viewed
as an integral element of operational management and strategic planning.
In particular, senior executives must understand the importance of data
and systems and be willing to devote an appropriate level of resources to
protecting these assets.

Security needs should be based on risk, and this requires some type of risk
assessment. Various methods can be used, from relatively informal
discussions to complex analyses. Key success factors are that risk
assessments
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• be required and involve defined minimum procedures;
* involve a mix of individuals with knowledge of business operations and

technical aspects of the organization's systems;
* rank, but not necessarily precisely quantify, risks;
• require sign-off by business managers indicating agreement with risk

reduction decisions and acceptance of the residual risk; and
* result in documentation that is provided to more senior officials and

internal auditors, so that participants can be held accountable for their
decisions.

Practice 3: Hold Program and
Business Managers
Accountable

Practice 4: Manage Risk on a
Continuing Basis

Establish a Central
Management Focal Point

Practice 5: Designate a Central
Group to Carry Out Key
Activities

Practice 6: Provide the Central
Group Ready and Independent
Access to Senior Executives

Practice 7: Designate Dedicated
Funding and Staff

Primary responsibility for managing risk should rest with business or
program managers because they are in the best position to determine what
the business impact of a loss of integrity, confidentiality, or availability of
information resources would be. The security specialists, on the other
hand, should play more of an educational and advisory role. However, they
should not hesitate to elevate discussions to higher levels if they believe
that inappropriate risk management decisions are being made.

Risk must be continuously reassessed because the factors that affect
risk -- threats, technology, known vulnerabilities, and the sensitivity of
the operations being supported-frequently change.

Central security management groups can ensure that the various elements
of the risk management cycle are implemented. They can also serve as a
conduit for communicating information across organizational lines and
from outside sources.

Regardless of their organizational position, an organization's central
security manager must feel that he or she can comfortably raise issues to
higher levels. Independent access to senior executives allows senior
security managers to provide an objective assessment of security needs
and gives them the clout to be effective throughout their organizations.

Central groups should have defined budgets that allow them to plan and
set goals. However, they may also rely on a network of subordinate
security specialists who work in other organizational units.
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Practice 8: Enhance Staff
Professionalism and Technical
Skills

Develop security managers into a cadre of respected specialists. Technical
training and professional certification should be encouraged and kept
current.

Implement Appropriate
Policies and Related
Controls

Practice 9: Link Policies to
Business Risks

Practice 10: Distinguish
Between Policies and
Guidelines

Practice 11: Support Policies
Through the Central Security
Group

Policies and the controls to implement policies should flow directly from
risk assessments and, thus, be linked to business risks. Also, as risk
factors change, policies and controls should be updated.

Distinguishing between policies and guidelines provides flexibility for
individual business units. However, high-risk operations are likely to
require a more detailed set of mandatory policies and standards.

Central groups can promote consistency in policy implementation by
developing the related written documents, based on input from business
managers, attorneys, and others, and by serving as the organizational focal
point for policy questions.

Promote Awareness

Practice 12: Continually
Educate Users and Others on
Risks and Related Policies

Practice 13: Use
Attention-Getting and
User-Friendly Techniques

Awareness of both risks and policies should be vigorously promoted so
that users understand the important 'e of complying with policies and
controls. In particular, sensitizing employees and other users to risks can
make users (1) think twice before revealing sensitive data and (2) more
likely to notice and report suspicious activity.

Various promotion techniques, such as intranet websites, awareness days,
and posters can keep security in the forefront of users' minds. Two
effective techniques are customized briefings to individual business units
and videos featuring top organization executives promoting security as
everyone's responsibility.

GAO/AMD-98-92 Federal Information SecurityPage 49



177

Chapter 3
Need for Improved Security Program
flaumaa and Masneameain daivdual
Agescie.

Monitor and Evaluate
Policy and Control
Effectiveness

Practice 14: Monitor Factors
That Affect Risk and Indicate
Security Effectiveness

Practice 15: Use Results to
Direct Future Efforts and Hold
Managers Accountable

Practice 16: Be Alert to New
Monitoring Tools and
Techniques

Managers should develop procedures for periodically evaluating the
effectiveness of their information security programs, paying closest
attention to the controls associated with the most critical operations.
Monitoring and evaluation efforts should focus primarily on
(1) determining if controls are operating as intended and (2) evaluating the
effectiveness of the security program in communicating policies, raising
awareness levels, and reducing incidents. Testing controls, including
penetration testing, is an effective way to determine if policies and
controls are operating effectively. Other types of monitoring and
evaluation activities include periodic r-ports on compliance with various
policies, the number of inquiries from users, and the number and nature of
security incidents reported.

The full benefits of monitoring are not achieved unless results are reported
to officials who can take any actions needed to improve the security
program. Such action can include (1) reassessing previously identified
risks, (2) identifying new problem areas, (3) reassessing the
appropriateness of existing controls and security-related activities,
(4) identifying the need for new controls, (5) redirecting subsequent
monitoring efforts, and (6) holding managers accountable for compliance.
Effecting change and holding managers accountable generally requires
involvement of an organization's most senior executives.

Because new technology is being introduced at a fast pace, with related
security controls often lagging behind, security specialists must keep
abreast of information on new risks and control techniques through
professional organizations and literature.

Improved Security
Depends on Broader
Improvements to
Information
Technology
Management

The risk management activities described in our executive guide and
summarized above are likely to be most successful if implemented in the
context of broader improvements to federal information technology
management Over the last few years, the Congress has enacted legislation
that is prompting landmark reforms in this broader area. In particular, the
Paperwork Reduction Act of 1995 and the Clinger-Cohen Act of 1996
emphasize the need for agencies to apply information resources to
effectively support agency missions and delivery of services to the public.
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These laws stress the importance of involving senior executives in
information management decisions, appointing senior-level chief
information officers, and using performance measures to assess the
contribution of technology in achieving mission results. Both specify
security as an aspect of information management that must be addressed.
These broader information management improvements are apt to improve
security nunagement because they prompt senior agency officials to take
a more active role in managing their organizations' use of information
technology. Further, agencies may find this environment of reform
conducive to rethinkdng their security programs and considering new
practices.

Conclusion Although existing federal guidance outlines basic security planning and
management requirements, many, if not most, of the reported weaknesses
in agency information security controls can be traced to poor performance
in this area. Good management is essential to ensure that relied-upon
controls are working effectively on a continuous basis. It is also important
to help ensure that agencies promptly identify emerging risks and take full
advantage of more sophisticated security controls as they become
available. Our executive guide, which outlines the risk management
practices employed by leading organizations, provides a framework of
solutions that supplement existing federal guidance and can assist
agencies in strengthening their management of this critical area.
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Centrally Directed Improvement Efforts
Have Increased, but Most Have Not
Progressed Beyond Planning Stage

Several new govenmentwide efforts to improve federal information
security have been initiated since we last reported on this topic in
September 1996, such as the recent issuance of Presidential Decision
Directive (PDD) 63 on critical infrastructure protection. Most of these
efforts, however, had only recently been started and had not progressed
far beyond the planning stages at the close of our review. In addition,
while these efforts address some important information security problems,
such as inadequate risk awareness and incident reporting capabilities,
none provides a comprehensive strategy for adequate monitoring and
oversight of agency performance in this area.

Federal agencies are primarily responsible for protecting their respective
information resources, but governmentwide leadership, coordination, and
oversight are important to (1) ensure that federal executives understand
the risks to their operations, (2) monitor agency performance in mitigating
these risks, (3) ensure implementation of needed improvements, and
(4) facilitate actions to resolve issues affecting multiple agencies. To help
achieve this, the Paperwork Reduction Act of 1980 made OMB responsible
for developing information security policies and overseeing related agency
practices.

Since September 1996, OMB has continued to review selected agency
system-related projects and provide input through various federal task
forces and working groups. These efforts were supplemented in late 1997
when the cio Council, under OMB'S leadership, designated information
security as one of six priority areas and established a Security Comnmittee.
The Committee, in turn, has developed a preliminary plan and taken
several actions primarily related to promoting awareness, planning for
improving agency access to incident response services, and establishing
links with other federal entities involved in security issues. However,
neither OMB nor the Council has developed a comprehensive strategy for
ensuring that agency security programs are effective.

More recently, in May 1998, PDD 63 was issued, which established several
entities within the National Security Council, the Department of
Commerce, and the Federal Bureau of Investigation to address critical
infrastructure protection, including federal agency information
infrastructures. This directive specified several requirements related to
evaluating and coordinating federal agency information security practices.
However, at the close of our review in early August 1998, it was not clear
how and when these new requirements would be implemented and how
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they would be coordinated with existing requirements and with efforts
underway at other federal entities.

Previous In 1996, we reported that, although OMB had improved federal guidance

pertaining to information security, its oversight efforts were uneven, and it

Recommendations generally did not proactively attempt to identify and promote resolution of

Urged More Active fudamental security program weaknesses that were likely to be at the

Oversight root of reported deficiencies at individual agencies. Our report
recommended that OuB

• take advantage of the wide range of information currently reported in
financial statement audit reports and agency self-assessments to monitor
agency compliance with OmB's guidance and the effectiveness of agency
information security programs, and

• implement a program for increasing its program examiners' understanding
of Information security management issues so that they can more readily
identify and understand the implications of information security
weaknesses on agency programs.

We also recommended that OMB promote the cio Council's (1) adoption of
information security as one of its top priorities and (2) development of a
strategic plan for increasing awareness of the importance of information
security, especially among senior agency executives, and improving
information security program management govemmentwide. We
suggested that the cio Council's strategic plan include plans for

- developing information on the existing security risks associated with
nonclassified systems currently in use,

e developing information on the risks associated with evolving practices,
such as Intemet use,

" identifying best practices regarding information security programs so that
they can be adopted by federal agencies,

* establishing a program for reviewing the adequacy of individual agency
information security programs,

" ensuring adequate review coverage of agency information security
practices by considering the scope of various types of audits and reviews
performed and acting to address any identified gaps in coverage,

* developing or identifying training and certification programs that can be
shared among agencies, and

* identifying proven security tools and techniques.
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CIO Council Plans
Focus on Solving
Selected Crosscutting
Problems

Preliminary Strategic Plan
Developed

The do Council has begun to lay the groundwork for improvements in
several areas, but has not developed a comprehensive strategy that
identifies the most critical issues affecting federal information security
and includes long-term goals and objectives, including annual performance
goals. During 1997, the Council discussed various critical information
management issues, and in late 1997, formally declared information
security as one of six priority areas that will guide the Council's activities.
The stated goal for this area is to "ensure implementation of security
practices within the Federal Government that gain public confidence and
protect Government service, privacy, and sensitive and national security
information." Two other priority areas-defining an interoperable
architecture and improving information technology workforce skills--may
also support security improvement.An interoperable federal computer
systems architecture will make it easier to implement and manage security
controls, and improving technical worklforce skills will help provide
expertise needed to select and properly implement technical controls.

To guide activities associated with its information security goal, the
Council established the Security Committee, also in late 1997. Since then,
the Committee has taken some steps to coordinate its plans with related
activities at other federal entities and address some of the most prominent
governmentwide problems associated with information security, such as
insufficient awareness of risks, inadequate technical training, and poor
incident response capabilities. These projects have been conducted during
monthly meetings and by part-time efforts of individual committee
members between meetings. Accomplishments as of August 1998 are
described below.

During late 1997, the Security Committee developed a preliminary
strategic plan, which was incorporated into a larger strategic information
technology management plan developed jointly by OMB and the cIo Council
and issued in January 1998.1 The information security segment of the plan
includes three general objectives: promote awareness and training,
identify best practices, and address technology and resource issues. Under
each of these objectives, three or four specific activities and related
milestones are briefly identified. Committee members told us that they
expect to expand on this initial plan as the year progresses.

'The Paperwvrk Reduction Act requires OMB to annually submits govemmentwide information
technology plan to the Congrew The INS plan Is the firM such plan jointly prepared by OMB and the
CIO Council
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Expansion of the plan is Important to help ensure that the many facets of
this problem are identified, prioritized, and addressed efficiently and
effectively. Ideally, such a plan would identy the many policy, technical,
legal, and human resource issues that affect federal information secure
and describe the various roles and activities of other federal entities
involved in improving the protection of unclassified federal data. Such
entities include, but are not limited to, Nwsr, the National Security Agency,
and the Government Information Technology Services Board. A
description of the information security-related activities of omo's Office of
Information and Regulatory Affairs, Office of Federal Financial
Management, and program examiners also would be useful. Further, the
plan could include long-term goals and objectives, including time frames,
priorities, and expected accomplishments, and annual performance goals.

For example, to better coordinate agency activities, increase efficiency,
and build on existing expertise, the plan could provide for identifying and
sharing individual agency solutions to common challenges, such as
incident handling, investigations, contingency planning, security plan
development, virus protection, security awareness, and system
architecture design. Related efforts could include, for each functional
area,

" designating an individual to serve as a focal point;
" developing a consolidated e-mail directory for key agency personnel;
" identifying useful web sites and evaluation tools;
" publicizing software and training aids and opportunities; and
• reviewing, filtering, and distributing notices and advisories on software

vulnerabilities, such as those issued by Carnegie-Mellon University's
Computer Emergency Response Team.

In addition to coordinating and optimizing the value of agency efforts,
such a plan could help inform agency managers about their information
security responsibilities, maximize the value of audit results, and facilitate
administration and Congressional oversight, Further, it could provide
support for the governmentwide performance plan that kOB is required to
include in the president's annual budget submission to the Congress under
the Government Performance and Results Act. The first governmentwide
performance plan and related "priority management objectives" were
published in early 1998 as part of the President's Fiscal Year 1999 Budget.
However, that plan provided few details on the administration's strategy
for addressing widespread deficiencies in federal information security.
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Efforts to Facitate
Projects Sponsored by
Others

The Security Committee has established links with other federal entities
with information security responsibilities, including wsT and the National
Security Agency;, requested briefings on other federally sponsored
information security efforts; and acted to support and facilitate these
efforts. For example, in late 1997 and early 1998, the Committee explored
ways to gain broader federal agency participation in redwc, a program
initiated by isr n 1996 to provide agencies a means of responding to
computer security incidents. omn Circular A-130, Appendix m, requires
agencies to have a capability to (1) help users when a security incident,
such as a suspected system intrusion, occurs, (2) share information on
common vulnerabilities and threats, and (3) assist in pursuing appropriate
legal action. In May 1998, the Council took action on the FedCIRC issue by
endorsing the Security Committee's recommendation to shift sponsorship
of FewC=C to GSA and to change the funding mechanism. As of
August 1998, the Council was developing detailed arrangements in
anticipation of implementing the change at the start of fiscal year 1999.

Other briefing topics at Security Committee meetings have included our
study of information security management best practices, which is
discussed in chapter 3, and the "Information Security Cuuntermeasures
Assessment Project," sponsored by the Air Force Research Laboratory.
The latter is an effort to develop a better understanding of the
effectiveness of administrative and technical measures for preventing
security incidents.

Security Awareness
Seminar

In February 1998, the Security Committee arranged for and held a security
awareness seminar to brief federal officials on information security risks.
Speakers included representatives from the National Security Agency, NIsT,

and private sector organizations who described the latest challenges to
maintaining adequate security. The seminar was attended by about 80
individuals-primarily agency cio and federal agency information security
officers. Comments from seminar attendees indicated that the program
was a success and that more such programs addressing an expanded
variety of topics would be welcome.

The results of our recent study of information security management
practices indicate that it would be valuable to expand the reach of such
awareness seminars beyond agency cio offices to a broader audience of
senior program executives. If program officials have a more thorough
understanding of the information security risks to their operations and
assets, they will be more likely to (1) encourage their staff to comply with
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security requirements, (2) devote resources for security, and (3) make
prudent decisions regarding the appropriate levels of protection needed.

Oversight of Agencies
Remains Limited

OMB's Oversight Efforts
Focus on Individual Issues
and Projects

A major aspect of our previous recommendations that is not being
addressed by either ouB or the cio Council is establishing a more
structured program for ensuring that agency security programs are
adequately evaluated and the results used to measure performance and
prompt improvement. Minimum requirements for agency security
programs are outlined in OMB Circular A-130, Appendix I, "Security of
Federal Automated Information Resources." Updated in February 1996,
Appendix II requires agencies to assign responsibility for security,
develop a system security plan, screen and train individual users, assess
risk, plan for disasters and contingencies, and periodically review their
security safeguards. It also requires agencies to clearly define
responsibilities and expected behavior for all individuals with access to
automated systems and to implement security incident response and
reporting capabilities.

Central oversight of the effectiveness of agency security programs is
important because audit results indicate that agencies are not adequately
identifying and addressing security weaknesses on their own. One
resource for such oversight is the large body of audit evidence that has
become available in the last few years, primarily due to reviews of
computer security controls performed as part of financial statement
audits. Although, as discussed in chapter 2, comprehensive audits of
computer security are not yet being performed at all agencies, analyses of
these audit results and related reports could provide a starting point for
measuring progress. The results can also be useful in identifying
continuing problem areas and encouraging agency managers to take a
more proactive role in identifying and addressing weaknesses
themselves-before the weaknesses are discovered and reported by
auditors.

OMB's program examiners may consider information security during their
broader review of an agency's mission-related programs, generally, as part
of their review of agency information technology investment plans.
Program examiners are assisted in this area by policy analysts in OMB's

Information Policy and Technology Branch. In addition to their own
specialized expertise, these policy analysts keep abreast of
governmentwide information security issues by interacting with other
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federal entities such as the Federal Computer Security Managers Forum,
the National Security Telecommunications and Information Systems
Security Committee, the Security Policy Board, and the National Security
Telecommunications Advisory Committee.

In 1996, we reported that few of the program examiners had significant
experience or expertise In dealing with information systems or related
security issues and most did not consider the effectiveness of an agency's
overall information security program. For this reason, in our
September 1996 report, we recommended that omB implement a program
for increasing its program examiners' understanding of information
security management issues and of the related audit results that were
available to them.

Since then, officials in OMB'S Information Policy and Technology Branch
say that they have provided two specialized security training sessions to
program examiners and have continued to advise them on various
security-related issues, such as the adequacy of system security plans,
authentication, encryption, privacy of data and databases, and Internet
and World Wide Web use. Agency projects cited as receiving attention
pertaining to information sectuity since early 1997 include (1) DOD'S
Defense Messaging system, (2) the FBI's National Crime Information
Center information sharing initiative, (3) encryption of online services at
the bipj ents of EdLcathin and the Interior and the Office of Personnel
ManagemehtiqW,(Y'ritical infrastructure protection issues at the
Federal Aviation Administration and the Departments of Energy and
Defense.

A More Comprehensive
and Structured Assessment
Program Would Provide
Benefits

While OMB'S policy analysts and program examiners can provide valuable
oversight of specific issues and projects, in light of the continuing reports
of serious deficiencies, a more structured approach for measuring broader
compliance with Circular A-130, Appendix III, and the effectiveness of
agency security programs is needed. To be effective, such an approach
must include comprehensive evaluations and tests of agency security
programs at major agencies and reports at regular intervals that show
improvements and deteriorations in program effectiveness.

Much could be learned by analyzing the results that are already available
from financial statement audits, as discussed in chapter 2. Also,
agency-initiated assessments, required by both om Circular A-130,
Appendix III, and FmFiL, can be a source of evaluation results. Periodic
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evaluations initiated by agency management are an essential step in
helping determine whether controls are effective, which is an essential
aspect of managing risk, as discussed in chapter 3. However, recent audits
have identified numerous serious information security weaknesses that
have apparently not been Identified by agency managers and have not
been reported in annual reports to the President and the Congress, as
required by FMt& As a result, these reports are of limited value for
oversight and, more importantly, agencies do not have the information
they need to manage their information security risks.

To assist agencies in reviewing their computer-based controls and
supplement audit information that is already available, omB or the oo
Council could establish an independent cadre of experts to review critical
areas of agency operations that are not being adequately evaluated. Such a
cadre of experts could be created by drawing on the resources of many
federal agencies, as we suggested in our September 1996 report, or a
specialized unit could be established at an agency that already has a
relatively high degree of expertise, such as Nswr or the National Security
Agency.

Regardless of how and by whom evaluations are conducted, results could
be used to measure agency performance, identify recurring or
longstanding problems, and identify gaps in audit coverage. For example,
annual summary reports could be developed to show (1) the most
commonly reported types of problems and (2) agencies where the same
i .formation security weknesses were identified for more than I year.
More refined performance indicators could distinguish between
weaknesses classified as "material weaknesses" and those considered
.reportable conditions," which are less serious than material weaknesses.
These are standard classifications used in financial statement audit
reports. omB and the cio Council could work with agency IGs, through the
President's Council on Integrity and Efficiency, to develop other
performance indicators. Such an annual "report card" could highlight
improvements in agency performance as well as provide agencies an
additional incentive to avoid being designated as an organization with
long-standing information security problems.
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PDD 63 Supplements PDD 63 provides for additional central oversight of agency practices by the
National Security Council in the Executive Office of the President

Existing However, at the close of our review in August 1998, It was too early to

Requirements From a determine how these provisions would be implemented, how effective

National Security they would be, and how they would be coordinated with ongoing efforts
by the cio Council and others.
In its October 1997 report, Critical Foundations: Protecting America's

Infrastructures, the President's Conunission on Critical Infrastructure
Protection recognized the need for improved oversight of agency security
practices and recommended assigning responsibility for oversight of
federal systems security to a proposed Office of National Infastructure
Assurance within the National Security Council As envisioned by the
Commission, this Office would be given "overall program responsibility for
infrastructure assurance matters, including policy implementation,
strategy development, federal interagency coordination, and liaison with
state and local governments and the private sector."

On May 22, 1998, PDD 63 established such an entity under the National
Coordinator for Security, Infrastructure Protection and
Counter-Terrorism, who is to report to the President through the Assistant
to the President for National Security Affairs. This new entity, termed the
Critical Infrastructure Coordination Group, is to be supported by a newly
created Critical Infrastructure Assurance Office within the Department of
Commerce.

The PDD addresses a range oftnational infrastructure protection issues and
includes several provisions intended to ensure that critical federal
computer, or "cyber-based," systems are protected from attacks by our
nation's enemies. Specifically, it states that "the Federal Government shall
serve as a model to the private sector on how infrastructure assurance is
best achieved" and that federal department and agency aos shall be
responsible for information assurance. Although details are not provided,
the Directive requires each department and agency to develop a plan
within 180 days from the issuance of the Directive in May 1998 for
protecting its own critical infrastructure, including Its cyber-based
systems. The Critical Infastructume Coordination Group is then to sponsor
an "expert review process" for those plans. Other key provisions related to
the security of federal information systems include

a review of existing federal, state, and local bodies charged with
information assurance tasks;

PAO/A IMD-O-NFe"dI ltormaiSomSewtYros 60



188

Ceetmefy Dm.td lmprowmet Efforts
Hew lmawedbet MWag HaewNot
Ptopem~d DYWqo bMl$UtP

• enhanced collection and analysis of information on the foreign
information warfare threat to our critical infrastructures;

• establishment of a National Infrastructure Protection Center within the
Federal Bureau of Investigation to facilitate and coordinate the federal
government's investigation and response to attacks on Its critical
infrastructures;

* assessments of U. S. Government systems' susceptibility to interception
and exploitation; and

• incorporation of agency infrastructure assurance functions in agency
strategic planning and performance measurement frameworks.

Several of these provisions appear to overlap with existing requirements
prescribed in the Paperwork Reduction Act of 1980, omB Circular A-130,
Appendix 1H1, the Computer Security Act, the Clinger-Cohen Act, and the
Federal Managers' Financial Integrity Act. In addition, some of PDD 63's
objectives are similar to objectives being addressed by other federal
entities, such as development of the Fedcmc program by resT and the co
Council. The relationship among these requirements and existing efforts
had not been clarified at the conclusion of our review.

Since September 1996, the need for improved federal information security
has received increased visibility and attention. However, central oversight
has remained limited and a comprehensive strategy has not been
developed. As a result, many aspects of the recommendations we made in
September 1996 are still applicable. The cio Council's efforts during late
1997 and the first half of 1998, as well as issuance Of PDD 63 in May 1998,
indicate that senior federal officials are increasingly concerned about
information security risks, both to federal operations as well as to
privately-controlled national infiastructures, and are now moving to
address these concerns. Coordinated efforts throughout the federal
community, as envisioned by PDD 63, will be needed to successfully
accomplish the objectives of these efforts and substantively improve
federal information security. It is especially important that a
governmentwide strategy be developed that clearly defines and
coordinates the roles of new and existing federal entities in order to avoid
inappropriate duplication of effort and ensure governmentwide
cooperation and support.

Accordingly, we recommend that the Director of the Office of
Management and Budget and the Assistant to the President for National
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Security Affairs ensure that the various existing and newly Initiated efforts
to improve federal information security are coordinated under a
comprehensive strategy. Such a strategy should

"ensure that executive agencies are carrying out the responsibilities
out ined in laws and regulations requiring them to protect the security of
theirinformadon resources;

" clearly delineate the roles of the various federal organizations with
responsibilities related to federal information security

" Identify and rank the most significant information security issues facing
federal agencies

" promote information security risk awareness among senior agency
offlials whose critical operations rely on automated systems;

" Identify and promote proven security tools, techniques, and management
best pracces;

" ensure the ade.pucy of information technology workforce skills;
" nsure that the security of both financial and nonfinancial systems Is

adequately evaluated on a regular bais;
" include long-term goals and objects including time frames, priorities,

and annual performance goals; and
4 provide for periodically evaluating agency performance from a

governmentwlde perspective and acting to address shortfalls.

Agency Comments
and Our Evaluation

In commenting on a draft of this report, oms' Acting Deputy Director for
Management stated that OMB and the Mio Council, worldng with the
National Security Council, have developed a plan to address the PDD 63
provision that the federal government serve as a model for critical
hnrmtrcture protection and to coordinate the new requirements of the
POD with the existing requirements of the various laws pertaining to
federal information security. The comments further stated that the plan is
to develop and p-omote a process by which government agencies can
(1) identify and assess their existing security posture, (2) implement
security best practices, and (3) set in motion a process of continued
maintenance. Also described are plans for a ca Council-sponsored
Interagency security assist team that will review agency security programs.
Regarding our conclusion that many aspects of the recommendations in
our September 1996 report are still applicable, OMB reiterated Its concern
that the 1996 report's 'overemphasis on omB's role could distract program
managers in the Federal agencies from their primary responsibility for
assuring information security.'
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om0's comments indicate that it, the cio Council, and the National Security
Council are moving to coordinate their responsibilities and beginning to
develop the comprehensive strategy that is needed. Based on the
description provided, the plans being-4weloped include several key
elements, most notably a means of evaluating agency performance. These
plans were still being finalized at the close of our work and were not yet
available for our review. Accordingly, we are not able to comment on their
content, scope, and detail, or whether they will be effective in improving
federal information security.

Regarding oms's concern that we have overemphasized its role, we agree
that agency managers are primarily responsible for the security of their
operations. Increased attention and support from central oversight, if done
effectively, should not distract agencies from their responsibilities in this
area. On the contrary, active oversight of agency performance is more
likely to have the effect of emphasizing the agency managers'
accountability and providing more visibility for agencies that are achieving
their information assurance goals as well as those that are falling short.
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Appendix I

GAO Reports on Information Security Issued
Since March.1996

Note: %a st bese not ftWe poducts to wtch utrbut was led to okicl use because

tle products cothned swnsitve omtlon.

vA Information Systems: Computer Control Weaknesses Increase Risk of
Fraud, Misuse knd Improper Disclosure (GAvAxmDie-7, September 23,

PA As : Serious Challenges Remsln in Resolving Year 2000 and
Ccurity Problems (GA^r. Atsu26i, August 6,1998).

Air Traffic Control: Weak Computer Security Practices Jeopardize Flight
Se (O/ALMD es8ts, May 18,1998).

Computer Security: Pervasive, Serious Weaknesses Jeopardize State
Department Operations (oAoAaw4..sa, May 18, 1998).

Executive Guide: Information Security Management Learning From
Leading Organizations (GACo/AD46m , May 1998).

U.S. Government Financial Statements: Results of GAO'S Fiscal Year 1997
Audit (oArAMD-Wsts, April 1, 1998).

Financial Audit Examination ofIRS' Fiscal Year 1996 Custodial Financial
Statements (GAowAmDws, December 24, 1997).

Financial Management Review of the Military Retirement Trust Fund's
Actuarial Model and Related Computer Controls (GAO/AIMD-97-128,

September 9, 1997).

Financial Audit: Examinaton of IRS' Fisca Year 1996 Administrative
Financial Statements (GAO/AIwD4, August 29,1997).

Small Business Adminlstratiot Better Planning and Controls Needed for
Information Systems (OAOVND7.H, June 27, 1997).

Social Security Administration: Internet Access to Personal Earnings and
Benefits Information (oor.N sxwwmv.2, May 6,1997).

Budget Process: Comments on S.261-Biennlal Budgeting and
Appropriatons Act (GAr.AIMD?44, April 23,1997).
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IRS Systems Security and Funding: Er ployee Browsing Not Being
Addressed Effectively and Budget Requests for New Systems Development
Not Justified (OAor.A1MDv'-82, April 15, 1997).

IRS Systems Security- Tax Processing Operations and Data Still at Risk
Due to Serious Weaknesses (GAotr.AIMDV7.6, April 10, 1997).

IRS Systems Security Tax Processing Operations and Data Still at Risk
Due to Serious Weaknesses (GAo/AmrHn49, April 8,1997).

.HIigh Risk Series: Information Management and Technology (oAOsM-97-0,
February 1997).

Information Security: Opportunities for Improved OMB Oversight of Agency
Practices (GAOAsMD-W61 0, September 24,1996).

Financial Audit, Examination of IRS' Fiscal Year 1995 Financial
Statements (GAO/AMD-o-101, July 11, 1996).

Tax Systems Modernization: Actions Underway But IRS Has Not Yet
Corrected Management and Technical Weaknesses (GAo/AmD-wio6, June 7,
1996).

Information Security- Computer Hacker Information Available on the
Internet (GAO/r-4D-AN .0, June 5,1996).

Information Security: Computer Attacks at Department of Defense Pose
Increasing Risks (O/AQM'nD-464, May 22,1996).

Information Security: Computer Attacks at Department of Defense Pose
Increasing Risks (GAOr.A1mD--2, May 22,1996).

Security Weaknesses at IRS' Cyberflle Data Center (GAOGAmD-WMSR May 9,
1996).

PaO5YINl- FderlInforman Security

Tax Systems Modernization: Management and Technical Weaknesses Must
Be Overcome To Achieve Success (GAo/r.AamD-e7s, March 26,1996).
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Agency Reports Issued Since September
1996 That Identify Information Security
Weaknesses

Department of Health and Human Services Accountability Report: Fiscal
Year 1997 (April 1998).

Report on the Financial Statement Audit of the Health Care Financin
Administration for Fiscal Year 1997 (A-17-97-00097, April 24, 1998).

Report on the Department of Health and Human Services Consolidated
Financial Statements for Fiscal Year 1997 (A-17-98-O0001, April 1, 1998).

Department of the Treasury's Inspector General Report Report on the U.S.
Customs Service's Fiscal Years 1997 and 1996 Financial Statements
(OIG-98-050, March 5,1998).

Audit of the Extent to Which USAID's Financial Management System
Meets Requirements Identified in the Federal Financial Management
Improvement Act of 1996 (OIG-A-000-98-003-P, March 2, 1998).

Report on USAID's Financial Statements, Internal Controls, and
Compliance for Fiscal Years 1997 and 1996 (OIG-0-000-98-O01-F, March 2,
1998).

EPA's Fiscal Year 1997 and 1996 Financial Statements Audit Report
(EIAML7-20-7008-8100058, March 2,1998).

NASA Data Center General Controls, Johnson Space Center (IG-98:005,
January 29, 1998).

Federal Managers' Financial Integrity Act Report, Fiscal Year 1997
(USAID, December 31, 1997).

EPA 1997 Integrity Act Report to the President and Congress
(EPA-205-R-98-002, December 19,1997).

Social Security Accountability Report for Fiscal Year 1997, (SSA Pub. No.
31-231, November 1997).

General and Application Controls Over the Mechanization of Contract
Administration Services System (DODIG, Report Number 98-007,
October 9, 1997).

Audit of USAID's Compliance with Federal Computer Security
Requirements (OIG-A-000-97-008-P, September 30, 1997).
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Audit of the Status of USAID's New Management System (NMS)
(OIG-A-000-97-010-P, September 30,1997).

Audit of the Internal Controls for the Operational New Management
System (OIG-A-000-97-009-P, September 30,1997).

NASA Data Center General Controls, Marshall Space Flight Center
(i0-97-039, September 30,1997).

Evaluation of the Social Security Administration's Back-up and Recovery
Testing of Its Automated Systems (ssA/OIG-A-13-97-12014, September 24,
1997).

U.S. Department of Justice Annual Financial Statement for Fiscal Year
1996 (DOJ/OIG-97-24B, September 1997).

Report on the Financial Statement Audit of the Department of Health and
Human Services for Fiscal Year 1996 (A-17-96-0001, August 29,1997).

NASA Data Center Facility, Langley Research Center (IG-97-O35, August 28,
1997).

U.S. Departmer t of Education Fiscal Years 1996 and 1995 Financial
Statements and Accompanying Notes (Price Waterhouse, LLP, July 31,
1997).

Physical Security at Ames Research Center's NAS Facility (IG-97-030,
July 18,1997).

Audit of USAID's Efforts to Resolve the Year 2000 Problem
(OIG-A-000-97-005-P, July 11, 1997).

Department of the Treasury's Inspector General Report: Audit of the
Bureau of Alcohol, Tobacco and Firearms Fiscal Years 1996 and 1995
Financial Statements (OIG-97-094, July 9, 1997).

The Royalty Management Program's Automated Information Systems,
Minerals Management Service (DOL/OIG-97-1-1042, July 1997).

Review of Physical Security at the Social Security Administration's
National Computer Center (ssA/OIG-A-13-96-11046, June 26, 1997).-
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Audit of OPM's Benefit Programs Fical Year 199 FInancial Statements -
Management Letter (Transmitted to OPM's OIG on June 20,199?).

Review of the Back-up and Recovery Procedures at the National Computer
Center (ssA/OIG-A-13-9611052, June 19, 1997).

Audit of OPM's Benefit Programs Fiscal Year 1996 Financial Statements
(Transmitted to the Director, OPM, on June 17, 1997).

General Services Administration, Fiscal Year 1996 Management Letter
Comments and Suggestions for Consideration (OIG-A62709, June 10,
1997).

Audit of Security Controls at the Hines Benefits Delivery Center,
Department of Veterans Affairs, Office of Inspector General (Report
Number 7D2-G07-062, May 13, 1997).

Audit of SBA's FY 1996 Financial Statements - Management Letter
(SBA/OIG-7-6-H-006-OI5, April 29,1997);

Audit of the U.S. Department of Housing and Urban Development's Fical
Year 1996 Financial Statements (Case Number 97-FO-177-0003, April 10,
1997).

Report on the Department of Transportation Fiscal Year 1996
Consolidated Financial Statement (Report Number AD-Or-7-004, April 10,
1997).

Federal Emergency Management Agency Management Letter for the Year
Ended September 30, 1996 (April 4, 1997).

General Controls Over Automated Information Systems, Operations
Service Center, Bureau of Indian Affairs (DO/OIG-97-I-771, April 1997).

Department of the Treasury's Inspector General Report: Report on the U.S.
Customs Service's Fiscal Years 1996 and 1995 Financial Statements
(OIG-97-054, March 31,1997).

NSFs Fiscal Year 1996 Management Letter Report (OIG-97-2110, March 31,
1997).
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Review of CA-TOP SECRET Access Control Software
(s&A/OIG-A-13-95-00606, March 18, 1997).

Department of Commerce's Consolidating Financial Statements for Fiscal
Year 1996 (OIG-FSD-9355-7-O001, March 1, 1997).

Department of Commerce Economic Development Administration
Financial Statements for Fiscal Year 1996 (OIG-FSC-8837-7-OOO1, March 1,
1997).

Department of Commerce International Trade Administration Financial
Statements for Fiscal Year 1996 (OIG-FSC-8838-7-0001, March 1, 1997).

Department of Commerce National Oceanic and Atmospheric
Administration Financial Statements for Fiscal Year 1996
(OIG-FSC-8841-7-OO01, March 1, 1997).

Mainframe Computer Policies and Procedures, Administrative Service
Center, Bureau of Reclamation (DOI/OIG-97-I-683, March 1997).

U.S. Environmental Protection Agency FY 1996 Audited Financial
Statements (March 1997).

Audit of SBA's FY 1996 Financial Statements (SBA/OIG-7-6-H-006-010,
February 28, 1997).

Auditor's Reports on NSFs Fiscal Year 1996 Financial Statements,
(Transmitted to the Chairman, NSF, on February 28, 1997).

U.S. Department of Labor Consolidated Financial Statement Audit for
Fiscal Years 1995 and 1996 (DOUOIG-12-97-005-13-001, February 28,1997).

Reports on USAID's Financial Statements, Internal Controls, and
Compliance for Fiscal Year 1996 (OIG-0-000-97-001-C, February 24, 1997).

Department of Veterans Affairs Annual Accountability Report for Fiscal
Year 1996 (February 14, 1997).

U.S. Department of Energy Consolidated Financial Statements for Fiscal
Year 1996 (February 1997).

Management Letter to the Administrator of NASA (January 31, 1997).
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Sect's Annual Statement and Report, Federal M aers' Fiacl
Integrity Act, U.S. Department of the Treasry 19 (December 30,1996).

Report on Applying Agreed-Upon Procedures to the Internal Controls over
the Federal Financdal System Fiscal Year Ended September,30,1996
(NRC/01G, November 25,1996).

General Control Environment of the Federal Financial System at the
Reston General Purpose Computer Center, U. S. Geological Survey
(DOIOIG-07-1-96, October 1996).

Interim Report on the Status of USAID's New Management System
(OIG-A-00-96-001-S, September 27,1996).

Department of Health and Human Services Accountability Report: Fscal
Year 1996.

Department of State Consolidated Financial Statements for Fiscal Year
1996.

Financial Statements Fiscal Year 1996, Office of Personnel Management.

National Aeronautics and Space Admnistration Fiscal Year 1996
Accountability Report.
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Appendix M

Comments From the Office of Management
and Budget

IXEICUITIVE OFFICE OF THE PRESIDENT
O"F1 OF MANAGIEMENT AND §UDOET

WAS0INGTON. OC 800

September 14, 991

The Honorable Gene L. Dodar
Assitant Comptroller Genal
U.S. General Accounting Offic
Washington. DC 20548

Dear Mr. Dodao:

Thank you for the oppomity to comment oan your drat repot entitled, lnmua
Securiy Serious Weknesses Place Critica Federal O n.dn1 s and Awas at Ric

(OAO/AIMD-9S-92). The report's principal findings highliight many of the security challenges
that are facing Federal sand and other organization as they increasingly reiykalk
inteoronected Information systems for the conduct of agency buhines. The Office of
Management and Budget (OMB) and the CIO Council have recognized these challenges, and,
a the report acknowledges, have undertaken a number of initiatives to address them. The draft
report also higliht the raquirnents of Prsidentisl Decision Directive 63 which requires,
among other things, that the Fede government serve as a model for critical infstrbuctm
Protection.

OMB and the CIO Council, working with the National Seusity Council. have developed
a plan to addrs that charge and coordinate the new requirementrs of the PDD with the existing
requirenents of the Computer Security Act. Paperwork Reduction Act and Clingaer-Cohen AcL
Our pm which is Iugrated with the CIO Council Security Commitee's strategic plan. is to
develop and promote a process by which government agencies can: I) identify and assess their
existing security pose; 2) implement security beat paes to assure program improvement
and effectiveness; and.3) at in motion a process ofcoontinued maintema e. Coordination of
thes efforts will come primarily hn the CIO Council and the Pme s Managemesn Counci,
both co-chai by OMB.

As pui of this proce the CIO Council will sponsor an inter- gcy security assist team
twill perfonindependent and conWidential reviews of agency security proam As gncy

needs dictate, these view will include top-level program reviews for coformance to OMB
Ci-,ular A-130, Appendix Ill and OAO's executive guide, Information Security Mmagement:
Leming from Leading Organzations.aWd system-specfic reviews to ev uate conformi
with the Computer Security Handbook issued by the Nationa] Institute of Starjards and
Technology. Each review will also include selective system interdependency analysis Od
penetrtion testing. As GAO has found, awng the chief benefits of pentration testing is the
way it vividly demonstrates to agency managers the inadeqtucies of seemingly secure systems
and program
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id. Ipm, including miwy. Thi umendeal aec wS admcored in OAO's Ex ve
Ouide. By waking dough hI CO unci a the Presidate sMenaerie Cotamcil w will
be " to improve ooordalbon of insnty requirenes md link security msmures to business
risks and a -ency mtiso. In t way sooty proper nswill Aar. tot relrct mission

The ds report amso m tbt wh0l federal in mon nerty hs rcevod v e d
visibity md aneio esiceSeptember 1996, ciema oversight remn limited sad a
.preacsive me o vA be no been deopo&Tb d itsM cclude hmyaPes of

the comm datow made in OAO's 1996 report , , , . woem fil ,,. ,
jap~du~anim Ammm~ (OAG)M 96.l 10) rmn applicble. We

r in e the response, we mde at dih stin ie, -te ontra t&nt of the M]A is t0
doc te authority. reeponibiity.ad aooomesatabiyofFederal agencles for fthemuinae

oftr iormatin resos. Uhimately we mu conced dta the rePort's overvnoasis on
OMB's role coul datra program ,m-Cm inthe Fedel asgencies em their Pmery

reIoN*lltyfor narinS informsitn Bseuit"

On the dra report's commedwatlon toOMB md thNSC dw the "vrnus ceisti
mad wy initiated [via PD0.63) effet to improve federal Infrmation security wte coorsdd
mwer a onmprebensave saegy." we ftee confides ththe CO Canada ateglc plai as well
a the pia of the Coanclas security com Ittelogwith the 1 fre we beve descibe above
sedtatrecommendatnoo,

Sincerely.

G. wdDeeve
AcigDepuy DicW

for Meseegmiea
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.Appendix IVMajor Contributors to This Report

Accounting and Je H oltz, Assistant Director, (202) 612-5247
Ronald W. Beers, Assistant DirectorInformation Darrell L Helm, Assistant Director

Management Division, Carol A- Langeller, Assistant Director
Crawford L Thompson, Assistant DirectorWashington, D.C. Gregory C. Wilshusen, Assistant Director
Gary R. Austin, Senior Information Systems Analyst
Kirk J. Daubenspeck, Senior Information Systems Analyst
Ernest A. Dring, Senior Evaluator
Michael W. Gilmore, Senior Information Systems Analyst
William F. Wadsworth, Senior Information Systems Analyst

Atlanta Field Office Sharon S. Kittrell, Senior EDP Auditor

Dallas Field Office David W. Irvin, Assistant Director
Debra M. Conner, Senior EDP Auditor
Shannon Q. Cross, Senior Evaluator
William H. Thompson, Senior Evaluator
Charles K. Vrabel, Senior EDP Auditor
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