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Office of the Deputty Chit s FSBff G366

This is in response to your Fresgtomaifl iriformagitonAgc{ KON jeeaessinadele on
April 9, 2014 to the Puitii Afftars @ffose AR paFodrHdaachczaA Araoma THdh 8 ARD Gesent
the request tiw e DiesttveatcodHdumarRResowcee & O AfGtfecatdidroH ghabaca,
Arizona. Your request iis fimr "ffolowirgi sssuessod ftlecMiithary itdilligece € Rrfefessianal
Bulletin published ait Fanit HHisattuoza LESAAmyyi i ta&iligpoe € Eateten fdfiNitita iy eedelence.
January-- March 2009 (I ask that this issue of MIPB be reviewed ffor redésess (o tbbiber -
December 2009 (I ask that this issue aff W B deeresvieveed doredeaspDOkiober -
December 1939 Juily - Ssgtenttee 1 0988)duly — September 1997 July - Saytentizer! 9995
April -dlumee 1995 January-- March 133%". On August 15, 2015 yauwesssssen bl |bbtlibe
requested documemntts dnitttteeJdemuzayy-\MAacbPR009sisseo o &INHEB. The requestt wes
processed, mefierred to U.S. Amrmy Traiimimgy aara Mzt tnireeGoommaadd TRRADOCL). TRADOC

received the package on August 18, 2014, and assigned acttivitycoTitod inoanbieer
FA 14-00178.

As requested, emi st et irer eappossiec] RRADOCaenaiss re&fewe drfnonthth & drort
Huachuca, Arizona, FOIA Office. Portions of the recomiis e desenreedatted aaddbe
FOIA exempiiom tthet goadtibissttieei imdomadiborddisiclestee is cited.

FOIA exempiiiom {9)(7) pobéetisreecodd ooirifdormatidion aompipsd bfdalawrdofoscesnént
purposes, i.e., civil, criminal, @r millitzy, ettt beei nnppdemeatetitioro DE kot © @eters
or regulations issuexd oussLamtttoldaw . THdscererpptiommagp &éniialatbtprprevent
disclosure of dooumertts modtoorigirsdlfycceasted dor, duit daée ngdtkezdd dotdave efviocmament
purposes. With the exception aifgeatts(($)aand({f), tthis exenpitionissdlisceétionary. I
information quilifiies fior esempitionuwmide ( 7Kool i itHbkerésis no discretion in its
release.

This decision is considerexl a partiall deniall of yowr FOIA request.
General David G. Perkins, Commamdimg General, 11.S.. Arnmy Training and Doctrine
Command, is the Initiall Denial Authorityy(/IDA) and by positiom | am the delegafexii
IDA. You mayy appeal this partiall deniall of release to the Secretary of the Army.
Youw should address any such appeal to: U.S. Army Training and Docitritee
Commantt] (Dffice of the G-6 (AMMWHAA), 661 Sheppartdftdace, Fort Eusiiis,



VA 23604-5733, andl it will be forwardextito the Arnmy General Counsel for final
dispositiom on behalffof the Secretary of the Army. To meetthe deadline for the
appeal, tireeappeal lettesrmustbe received by this office and forwardext to the
Secretany of the Arnmy withim ninetyy (90)) days of the date of this partia|denial letter.
You have the rightto seek dispute resolution throug/n our FOIA Public Liaison,
Alecia Bolling, at: (703)) 42386238 ysarmy.belvoir. hqda-oaa-ahs.mtox nmvdis foias-
public-liaison@mail.mil..

Point of contact is the Govermmerit |fformaationSPpreadbst (133 b60-66229,
usarmy.jble.tradioe mibx HopyHeatboeggesaaitim@@madibihil.

Sincerely,

Richard A. Davis

Senior Execultiive

Deputy Chief of Staff, G-6
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FROM THE EDITOR

“Finding the spedific silver needls in & stack: of vilver pecdlss . ... ™

Thig is the thems: rumnitgy threagth this isswe of MIPB. Just as the U.S and its Coaliinm partmaiss explooet]
the applications of emengitgg Biomediic techriipess to counter the challipess in combariing termantsm and
extramisam, so does the depantieent of Defemse: (DODY in its expamibel]l use of Foremsiis: beyeid the tradii-
tiomal applicuioons.

~ Mr. Dee, Directtor, Defense Biomatiies, OSD AT&L {IDDR&E), states in his Letter to the Field, that “the
MI commariiyy was ameng the firat to reagmiise the potemiidl value of foremsécc techrodbegy in idemtffymag
and accuimatily classifimg our anonyimass foes. It contituess to be a leadar in not only advsidiige the tech-
nollggy, but alse in embmating the traminpg and the conceprts and polisiss that make foremstec techiudbogy
useffiil to the Warfighter. ™ In partwersklipp with the U.S. Army Doctiiitee and Traidming Commard] Capelifiliys
ManagarPRémaetcics and Foremsiss (TCM-BEPF) here at the U.§. Army Intdllizgence Schad], Fort Huadhuwesa,
Arizomy, thig issue of MIPB offers an overviiew of where Foremsiss is today in areas of interest to the
Warffightéer. TCM-BIF is the Armiy use advocate to PM DOD Biometitiss and designated Foremsgiss PM. Tt co-
ordimeatss closaly with other Serviize and Bramdh propomands to enathile, facilitade, and champwn the de-
velopmemt of Biometvisz and Foremsisz acress the doctifine, orgasiizaioon, traniigg, matatet], leadershpp,
persannet] and facilitiss (DOTMLPF) spectimuim threughomt the DOD.

This issns defimss the “What” of Foremsiss und explains the conmesttion betwesn it and Biomerticss.
Organiizatonns invelwat] in the developmesnt of Foremsiss from theowy to applicatéon are idemtifvdd and dis-
cusset. You will find praciical informatonn in the tacticd), operatisaal, and strategic domaios alomg with
points of contast for umit traiming evends. A CD contsines valuside referemess, resouness, and guidsaves in
the Foremdins arema.

I would like to thamik Shirlgy Kim and Davidl Wika for their supsthsitive efforts in partnesiigg with the
MIPE stalfl to creats: this issum.

Lritl 4. _Loidd
Stexiilla A. Smith
Editer
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ALWAYS OUT FRON I

by Major Genemal Johm M. Custar 111

Commantling Generdl
U.S. Army Intdiligenee Centar and Fort Huachorca

This issue of MIPB focusess on Foremsiess and how this capetiility is cumrentyy shagiing the War on Terradtism
and what the fumre of foremsiss is across the ramges of militagy operations. Only in the past decadls have
the testhmblogies emengril and matucst] to ensltile our foraes to achiene this capsbilivy. 1 am comvimeed that
the prdliifeeation of biometiics systams couplet! with the developmemt of foremsiss collectoon and expilei-
tatiom facilfifiss in Iraq have made a major contdthuison to surcessss in operationhl thewters. Biomettives
and foremsics are proven tedhrotdg@gies, homed duming the most dangarmss opefsttons agaimst insuggrmns
and terrarfists in Fallujah and across the batiflsgoumids of Operations Iragi and Enduring Freedlom [OIF/
OEF).

You hawe heaxll me desatiter cumrent indsilligenee opermiinns as beimg sigmifizaritly more difficuilt tham
finding a needllt in a haystakk. But it is more like tryimg to find a silver needlle in a stack of six million sil-
ver needlles. Expediitionary foremdiss in coneem with idemdity tradling has now provem that we can put a
neom flashiing amow on the spagific needlle we are looking for and deall with it dedisieify.

When one consiidlass that the Depamimernt of Defemse (DOD) has tradiiooniiily used foremsiass to gather ev-
idemze, facts and data to use in a court of law, one sees that we have made rematdloblde prograss. In or-
der to combact a highily inesdlljgent and adgpitive enemy, we have expamdte! our foremsicc capuitiiliyy to play
an integril role acrass the spectrum of the War on Terrattism, includling int#lijproce functions, operational
artdiviiees, force protatidon, persnnmé] recoweeyy, host natiinn legsl support, and idemtity supeiiviiyy fume-
tioms. The alillity to rapitlly exploit semsgitves sites, items, and informetoon has sigmiffcoaritly aided U.S. and
Coallidiom forces’ intsllligenee operations, resuilting in the idemiificaiion and elimimatonn of enemy theeats,
Using foremsiiss on the bantbtfetdd gives warfighttess the ability to “idemiify inswrgemgs, termonssts, andjnr
enemsy combatands; link them direstily to equipmein), documnamits or deviasss, and previdhe the documamieed
basis for flowee progeatiion measuess, largeting, support to prossauition, souxditgg, and suppnrt to medicdl
actipitiess.™"

Documentdd sucaessess with various foremsiss capsbilities on the batiléhikld have stimnilatdd much con-
versaiion within the military commumiyy. OIF and OEF have validated the importanece of foremsic sciemee to
the militayy decision progess acrass all echellons of warfiare from near resllitinee actiomside intdlligenee for
tactivch]l commantbess to produstss relevarit to Combatant Commandtess, Sevicss, the DOD, and Natiomsl
actiipiiitss.

In March of 2004 a man was anrestet] for videotaping U.S. comvogss. The offense was not overlly sigmificeret
and not pamiimblaiy illegal. But he was detaineet and intermppmidd. The intertggoess dedlaced that he was
of low intdlljgemes value and low threat to Coalltiion forcess. They relesseet him.

-Fumimrimli;mmeemwmmddﬂmhcwuabmb maker cell leader who tamghi

other insutganis how to builld], empilace, and canry out attadles on U.S. forcess. He was a major leader whe
was releastt becawsr traditionhl intdlligenee approadibes detemmiined that he was of low intdlipence value,
and low threat vale. A targat packags was later constunecddd in his homer;, but it woulld have never beem
disconeredd if it weresiit for Soldiers on the groumdl executing effective site exploitatsan.

{Continwed on page 4)
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CSM FORUMI

by Commant Sergeant Major Geranfius Wyl
Commant Sergeanit Major
U.S. Army Intdlligenee Center and Fort Huackanza

“This one time, in Iraq...”

You may recaginise this line as the Soldiers’ version of "Once upon a time...” What usudlly follows is a
highlly dessmppitiee and reslistic accourt of an event or scemanio told by a more expegiznedd Soldier as he at-
temps to captoies the attantion of his subanlineses. Used as a teashiing tool to reinfforce the rigors of war-
fare, war stomes have always semviedl a distintt punmpeses In "greening”™ the next generatinn of Soldiers. As [
progressed threugh the rambs, [ recsll many stories told by my Leaders which cawssd in me mimgled feel-
ings of awe, fear, a heavy dose of andidgipation and, oftem times, skepticism. Passsed off as the “real dedl,”
many were trully as beyondl belief as “Jack and the Beamsisli’™,

Rematkably, the war stariies of today’s Intdlligroee Soldiers alss sound beyond belief. The inoxetiide
tasks we are assking our newest generation of Soldiass to accomplish is astounidingl The topic of this is-
sue, Foremsiiss, is a great illusication of the ragiidly charging, powenfllly effective, and mumeally begutfitial
techndlogiss our warfighterss are usimg to gain leverage. Known by many labelsssansitive site exploitaidon,
baitthtfheld foremsicss, expeditionary foremdicstfanenaics exploitation, whem coordinated across the full spec-
trum of disdiplines, delivers ownemslijp of the batllespece and suozessiil operations.

The use of foremsiss in the Depanumermt of Defemse has migratet from traditional to nominaditosial.
Exanqpiles of tradiitional foremsiss use include crimimnd] investigakions, casudlty identificaition and examima-
tioms. The emerging techmibygices allow us the abiliy to use foremsiss in ingdlligenes, Counteninttligrnce,
banthéfiddd foremsiss, and document, media, and computar exploitation. This capelillity has never been
seen beford! The expentises requitred to coordinate actioms and sucwsséiiilly process evidemes within a cap-
turadl semsitive site may come from many domsiinss. From expleifirge personmé] documeants, electronic data,
and matmiidl captmori] at the site, to andlyiing biometrnic or Wweapan data in timslly fashion, foremsic collec-
tion causes our Soldiers to constanily assess the importanee of speed versws the accucagy or relidbilivy of
the informakban. [n additisn, all this must be done whille newtralizing any threst posedl by the site or hos-
tile actions in the vicimity of the site.

Military Inkelligemee (MI) has never operatsil in a vacuum. By our carsfiilly crafiited] collabmrainon with law
enforcement, as well as other bramdhss of the military, two disciglinmes hawve been brought together whoss
aims some formertly thouwght to be muimpdlly exclusies. If spastific oritehia are met, them MI and law endomee -
ment/ crimini! investigation can muiuaAlly suppert the warfighter providet] extra care is takem to ensure
the intagrity of both pamibss. We are achibswing sucwess upal wild sucress in this arca.

A great examgile of the mantiage of MI and law enforvenumt can be found in a relativddy new conogpt:
Evidemzethasdd Targeting. Since the acceptance of the new Stamus of Forces Agreement (SOFA) in Iraq,
Coalition forces are now workimg reguilatyy with Iragji Secutity Forces and the Iragi Jutlididl Systeam [1JS).
All Soldiers' actions follow the laws of the WS from patrdlling the streats to capiuring suspaats and pros-
ecuting them. The paramseesss of the new agresmmnt foree our Soldiers to share more ingtlligenee and in-
formation with Iragi forces in order to obtain evidemsethaséed warrants from the LIS prior to actiowiing any
targetad indinithasds. Coalidion foress are stilll allowed to defendl themstlees; howenar, they must be pre-
pared to tunm over any captueet] indinvidluals, equipment, ete. to competant Iragji authwiities within a much
shomear time frame than was previcusly reguiieetl. These new policies cememt the need for strsmg, accurate
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(Continuestlffomn page 2)

The USACIL LP and DNA examimwss prowidkedd expert witness testimmryy via secure VTC to an
Investpaitive Judlge for the Crimimdl Court of [ragy. The trizll for the accusetl [ragi termaniist is expected to

begim shanttly.

The U.S. Army Intsiliggsicee Center and Fort Huachuwoce is desigmated by the U.S. Army Traimirg and
Doctiiree Commanmd] as the: lead for Biometidss, and has chartiroell and convenezl] the Biometiric and Foremstiss
Integvatdd Capulliliities Development Teamrs. Biometiic and foremsitss technidggies have trully changeet the
way we fight. and win on todayss bantdtfitdds. I atn confidarl that we are on the cuttiing edge of this emengs-
ing capmiiiiyy and alomg with our partrerss from the DOD, foremsiiss appliicatinns will be devellyet] thad. will
confiinee to serve comimanidess, protesti. our Soldiass, and furtier our natiionids intemessss._ *

Endaote
PRS- IS e ST b

Always Out Fromd!

CSM FORUM| =—=————— —

and detaibet] tangetl packayess in order to obtaim the propear warramtt from an Iragji Judige before any actiowss
are takem agaimst!. targetst] individludds .

Becausse of the stromger targst packsgss and incresseedl IS involvemennt, detsiirest! individuedds will be
much more likelly to be prosesutted to the full extemd of the Iragii Law. Many rescuress will be saved be-
cause Coaliiiton and Iragii Secuiity Forees will not hawe to chase down as mamy of the same tangets over
and over agaim. This will alse redie the recidliviism rate (the same crimimdls commiitiing mullijie crimess
across the coumtyy), since captureed individhadds will stay in custmtly insteat] of beimg releasert right away to
commiit More crimeas -

NCOs Lead from the From!
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LETTER TO THE FUELD

Forensic Sciemae and Tadhndbegy

by Thomxws P. Dee, Dimscitor, Defensse Biomeitiics, OSD AT&IL (DDRAE)

Forewsitss is one area in which the Departtmeent of
Defemsse (DOD) is appllyiireg capetdililities and techmod]-
ogies typizdly used in law enforcament to fullfill na-
tiomdl secuniiyy and coumttettersosiam applicatoons.
Whiille foremséc sciemce is traflitoonBlly kmowmn as ap-
plying sciemifific kmowiletige and mettheldddogy to le-
gal protblamss and crimimd] investtpggainons, the War
on Terradism is fundlaneentiily reslrgpieg foremsscc
sciemee. The DOD redefiress foremsiss as, “The ap-
plicatiion of mulliidissepphaary sciantfiic processss to
estdblisdh facts.”

Foremssic sciemmss such as latemt primtss, DNA, ffiee-
arms and tooll marks, foremsic documxart examina-
tiom, digitd]l evidemee, and foremsic patthodbegy and
odomttdbggy hawe beem used primmaiijy for legal and
law enforcement applications, but have also sigriifi-
camily impacteed] militayy operations, parnimmilakly in-
telligaree opersttitons.

As mamy Americans hawe seem in nighitly news-
casts brougtt into our livimg rooms, the combatarnt
commanider, Soldixass, and Marimsss hawve leanmst
that the same scienee we applly to idemtifymng, catcth-
ing, and convictiirgg commman crimimdis is extramtly
usdhdl in idemtiffyigg enemitss, insupgends, and ter-
roristts and scerttifieldily linking them to other peo-
ple, plages, things, orgarizalooss, and evemts.

In partiznidar, the rapid foremsec exploitaidon of
semsitvee sites, items, and informraioon has sigriifi-
camily aidedd U.S. and Coallifion forces’ operations,
resuiliigg in the idemtificsition and elimimation of
enemy thrests through dismypitoon, targatngg, and
prosaauionn.

Challemges and Capabillities

The capdbiliyy to extraut actiondide infonmateon
througth foremsiss exploiitatian of recomared matkati-
als willl be critiizdl to the natiioniss security in the 21%
centuyy. New tedhmbdggies will be requiitet] to enatite
militayy forozs to recognize, presavee, colleat, ana-

lyze, stors, share, and process mattaiidds across the
ramge of militayy operatiions.

At the requesit of the Under Secratayy of Defemse
for Acquisiitoan, Techrddegy and Logistics, and as
taskatl by the Joimt Chieffs of Steff, the U.S. Army
Traimiryg and Doctriiee Commant (TRADOQ)) is com-
dudiing a Foremsiss Capatilittees Basadtl Assessmemnt
as a firstt step in defiming and integratngg futmee fo-
rensitc caprdbififities. Pardlid]l developmeent of the sci-
ence and techmodbegy (S&T) that enaliibss foremssioss
operatitons will ensure thatt our techroddegy base Willl
be poiszd to suppart our futmree foremssic programss.

On 15 Octobar 2008, the Diredtor, Defemse
Researth and Engimeeinng (DDR$IB) hostad a
thee dhay Foremssec S&T Worksingp in Arlimgton,
Virgimita to devellgqp a Strateggec Plam. The pur-
pose of this worksiuyp was to engage S&T leadar-
shigp, estzlllith an S&T basdlime for the Foremssic
Program, map that basdlime to our desized fu-
ture capetbiiities, and enallite a DOD S&T roadimxgp
thait defimes tramsitoan patirs to formxd] acquirsitomn
programs. The worksiupp was held in work growp
formztt, with eaclh group repotingg back to all at-
tendlkxss and DOD/linteenagery leadasstipp at the

end of the workstugp. Over eighty peoplle were in
attanthanece.

DOD attamttess of the workdigp incluibed repre-
senmtdtyess from the Sermvitee reseaxth laboratoniss,
DOD S&T onganizstions, Techriicdl Suppart Working
Group, Joint Improsiedd Explosiee Deviae Defeat
Organrizzaition, law enforcament, biomettivss and intksdl-
ligemwe commuunitties, and the defemsse foremsiic labs.
Other orgamizdiions representdd includted the mil-
itary crimimdl invesijgation orgamizaitons, and the
Joiunit Expeditionayy Foremsic Fadilitees, as well as
TRADOC and the U.S. Army Militayy Polee Sciadl.

Interagenyy attemntbess consistted of represemtatives
from the Natiowpdl Institute of Justtoee, Depamimeemt
of Enengy labs, Natiomdl Institute of Stamdtatids and
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Technidogy, Depaniieent of Homelanil Security, and
other federdljy fundetl reseanth lalbs.

At the conclusion of the workshvpp, the way ahesd
was disoussedd. It includbell the produntioon of a re-
port detiiling the work group discusssoons and idem-
tified capedility gaps, a DOD S&T strategic plam to
map future strabgiess, amd the draifiipg of a char-
ter to be used to creat: the Foremsic S&T Working
Group. The outaorme willl be briefiet at the Foremsic
Executtive Steeming Group and presemted to the
Servicmss S&T Execuiives.

As the Prmcipdl Staff Assistant for Defemse
Biometriss t0 the Secrettayy of Defenss, the DDR&E
is commireell to advanding the techmidogies, sys-
temss, processss and orgasiizations which brimg this
much needeil capetiilivy to the field. In conjurction

FORENSIC FOCIURS

with the Joind Staffl and Servicss, we are cormmumit-
ted 0 develagping the validated requirsments, pol-
icy, and programmusitic and budigateyy disjpiine
that will bring this important ensibiling techndbegy
into the maimgteamm of DOD capeidifilities,

The Militasy Ingsdllgrnee (MI) communiyy was
among the first to recognize the potentidl value of
foremdic tecthroddagy in idemitifying and accurathly
classiffying our anomymmanss foes. It contimess to be
a leader in not only advamingg the techodlegy, but
also in embraiirgg the traiming and the concepts
and policizss that malee foremsirc techrddegy usefuil
to the wanflighter. | am pleasstl that the MI com-
mumity has chosan to give this emerging tecihmdl-
ogy such a promiment place in this professomabl
jourankl *
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White Papear
Biometric ardiForesmsii SApppririctiriecpdadl W Markare
15 January 2000

*..the applivatinn of foremiiss science capehilities providtes tremenibons, but mostiy untepreetl, potoniid! to
idewtffy, trock and pregspnite enemy persons.” 7. Young Jr.

Director, DDR&E

Execmfivee Sumanany A

The recemit DOD Diregives on Irreguilur Warfars [IW) providles official recognitonn that IW is as strategdadily
important as traditooadl warare. The Direative outlimss a number of goals and resporsibilitics aimed to-
ward impioaiingg [W prefidiemney scross all DOD Componentistdo make DOD “...as effestitee in IW as it isin
tradifienwd! vwarffoes” Notadile among these goals are:

+ Idemiify and defeat irreguilar threats fronn both stage and non-stage actors.
4+ Support a fordgign govermuent or populalion threatemdd by irregullur advensaiiss.
4 Create a sofe and secuns envitommesmt in fragile staess.
4 Conduntt famomg a host. of other thingzs) suppert. to law enforcsneent .2

Idemdity SipgeoidnitR idimwitric Ensiibal Infedligenee and Foremsic Ensthib=] Intelligawee stranpdly suppantt these
goalg, by allowiing us to idemtify both stake and non-atate actors threwgh their bio-signatuvass and the fo-
remsic matatidl they leave behindl. Biometitoss and forensdoss enablls us to tradk and tanget these indidl-
uals by providiitgg acticmelide intdlljgénes to mamauneer commandbess atid by aidimg sitimdiomabl awaraieess.
Perhaps most impantanily in the longer term, biomeitics and foremsiss lay the groumdiverid for a sucoess

ful tramsitoen to civil awttertiyy and civil law enforsamett by prowvidinee evidenes to prosecute wantioee comm-
batsmtts in criminyd] courtss.

1.

2.

6. Medicd! Foremsites. Medicall Foransiss providess studies of injuriestoimppoves: the devs, nt of medt-
cal treomingg and firstt aid, which leads to better anmar and force prataeion.

These Biomettioss and Forensiins progranss complemusmi. each other to estatillish irrefutiide persomal idem-
tity:, and ties individazlis to places, events and thimgs with scientific facts: guimed threugh obsematien and
analsiss. This serves to suppatt the DOD TW goals by idemtifying thread individuaids, separating these in-
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dividudts from the remaiiriigg popullaiion and supporiigg law enforcamwent. All of these capabiiiides help
to creatke the safte and securee envirommeent necessayy to allow for the politicd]l and putidiic infrastngtittere to
operate effeatiebly, as welll as proviiite the servimss necessayy for a govermmusmit to estaBlish effectiive popur-
lar suygpott.

Scoping the Problam: IW

IW is the violemt stmpgdte amomgst statte and non-state actors for legitimayy and influgneee over a popuita-
tion3’ In order for one side or factiion to win, they must gaim the loyallty and suppatt of the populbition. How
they gaim this suppert is immateiadlwibthidrer thronpth fear and intimiidtatéon or by convimingg the peoplte
that they can best prowidte theiir basic needs-thut once they hawe gaimsdl the suppontt of the popullar centers
of granitty, the contest has beem wom.

Irregpilar combattanss are langdly draswm from the popuiltioon they are tryimg to influswee and windW is
seldom led or instiigateld by outsitte forass. Althougth outsitie foroes may suppwtt and supplmeent the conr-
batautts, or evem sulbvartt them to their own ends, the acturdl combattantss themrsdbess are uswdlly indigim-
guisividde fromn the locall popuillatoon. To exist, irregultar forces must theneffoee be ablle to blendl in with that
popuitatomn. For irreguilar forces to thiiive and sucweel], the populkktion must actiiedly suppontt them.?

To defeat irreguilar foross, one must separcite them from the populbdtdon. This shouwlldl be dome in two
ways: idedbggiedily, and physiadilly.® One accomypiistless the first by convimtiingg the populktioon they are bet-
ter ablie to providte for theiir needs tham the irreguilar foraess. The recemtt “Awakeningg” in Iraq’s Al Anbar prow-
ince is an examypée of this dymamaic. As Al Qaeda and their allies inflicttell casweditéss and violemwe agaimstt
the locall popuilatoon, they aliemated themssthess from the peoplte. The locall Aralxs tummstl to the Marimess for
help-tHeeeblhy hamdiirgg victany to the Coallifiton Foroes.®

But seldom are irreguitar forces as shonttssghiddd as Al Qaeda was in Al Anbar prowiiieee. Irreguilar forces
are usumlly ablle to expllait the natwredl divisionss presentt in any sodietty to find a segmemtt of the popuilateon
willingz to suppontt themm andl prowiitte covar.” Whem this occurss, one must them be ablle to physicdlyy sepa-
ratte themn from the populldtoonlikike usimg a fine-ttwmbkedd comb to rid a persam of lice. It is time consummgg,
paimstikiigg work that bears constantt repetiifoon to get right-samdd it can be very paimmfil] for the popuilatoon
you are tryimg so hardl not to aliemate, becausee it requiicss a certsin amoumt of statke intrussion into their
privatte lives to seanddh, segmegete andl clear througth the areas whemre the irregpilar foroes are knowm or be-
lievedl to opemztte.

Givem the naturce of IW, these two measuss are oftem conduntéeld simulitmreoosisly: one isolattss and sepa-
rates the irregullar forces from theiir populkar base of supypontt whille at the samxe time conwimdirgg that pop-
ulatiion that the cummentt regimee will do a much better job of leadingz and prowidiiigg for themn tham will the
irreguibar forces. In order to make this balamgirgg act work, we need a mecharissm that helps us to easily
identtify who the irreguilar forces are in order to avoid false arrests and detenmttomss. We also need a way to
prowe in courtt that the peoglle we detsin are guillty of violemee “beyomdl a reasmmblde doutht”. In this way,
we not onlly prowe the justiaee of our own camsg, but also “diive a wedlge” betwesn those we detsiim and try,,
and the popuiheee.

Biomettiiss and forensiiss providies the evidance we need to produce that “wedige’..

Spediific Programss
“Widhkiin DOD, multiidiisépfilingry feransic scierass confrithitte to semsittive site explsiitaition, idemtjfying, tragik-
ing and tengetigg enemy forass, examiiriing crime scemss, praseaniian of offendiass in court systems, and the
{demtiffictition of humem remaritss and mammer of desth. Capabiilitéies to collaat, process and anabuxe desxy-
ribermmudtéic acid (DNA), firaarms sigmutures, tosllmatks, and trace evidancee have all beewm emploustl eithar
withiin the Centredl Commamii AOR or imCONUSS to help idendify persans of potewdidal imtergst.

LTG James D. Thurmman
US Army G-3/5/7
25 Aprill 2008
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Figgrrprint collestion, matahing and analysis {s only one ex-
ample of how foransically colleated biometifoss can contiibute to the fisharit of informmitdon that

leads to the capture of enemy forces. Additional biomediiss modalitiss are DNA, voice pattwinss,
iris and retima patéerns, facidl recogriition and other distingt signatures of the human body. Once
we have an enemmy biometiic signatiee, such as a fingeqpiint, he or she can no longer afford to
enier a checkpsint or be detsindd. In recent intamitews of units recemtly returnet from the baitite-
field, biomedrics is repemtcidiy cited as key to dissupiigg the enemy's freedom of movemsrit, and
suppesssing their commuriications and netwokling.?

tAmong the most veluadile dota submitied to our difense wide dlomeiitics enteppirite are the lotent/fingeyprints

collectad from enamy weapens and from @urioxs other surffaces during sansitfive sita axplodtations. But lotent

ftrgparpininds are but one produnt of a compmifasiive forensics capabilitie ™
Johm J. Young ifr,,

Diraatay, DDREBE
25 July 2007 13

In the propesatl Foremsiss DOD Direatiee, the Air Foree assmmes Executive Agency over digieal and
mulfimeia foremsiss.!* DOMEX is one of the biggeat producess of battléiitld collection and actiondtle
intelligence in Iraq and Afghamniistam.

b. FM 2-24 Coumdeninsurgrycy: “Documents and pocket litter, as well as infonmation found in compm—
ers and cell phomes, can prowidke critical informetion that amalysts need to evalumte insurgant orgarivza-
tions, capuibilities, and intenitions. TAREX {Target Explaitation} and DOCEX are also a great bemefit to
HUMINT colleciors in sulbstamtisitipg what detsiness know and whetlhar they are telling the wath.”

c. Allied Joimt Publicetion 2.5{A): Definess a documient as “any recosdlet informaation reganilless of its
physicd] form or charmatteristics incluodling, but not limitet to, all writkan maderial, whether hamd-
written, primtetl or typed; paintetl, drawm, or engrexetl matatial; vides;, sound or voice recordings; im-
agery, computess and computsr stotage media such a floppy, compaat digital versatite and hard disks,
flash drives, poriaiile memany deviess, magnatic tape and asesdiated maternidl including pusdted cards,
pumthet paper tape and primtstl cutput; r nn of the foregeing, by whakewar preaess.”
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Trace evidence compamss two sampiles to find
common markings and to see if they are linkead.

) -F

Physirdl Sciemes helps anawer difficailt

+

queations. Where did the bulllet come from® What was the ramge? How deep was the bomb bumiedl?
Was it at a chedigpint? What was used as an aimimg stalke? Some of these questions can fot be de-
tenmimet] solely from the matanal exammmet at the lak. Funthermore, the physicdl sciemes apgplist to
anewaringg these questions can help build better ammor for our treops, idemtity enemsy capethilices and

detemmiine how to traim our troags to scarcth and monitar areas for enemy congdaurt.

w0

Be, RO

o . - e -

©. Medicsll Foremiias. Medinn! Rowrzics provides studias of injuries:be improve the devdiqgpmeant of medi-
cal traivitreg and fivst aid, wiich leads to betlar anmor and foree proteatinn,

Medizdl foremgics is relevant regamflisss of the type of warfiasg, but certsindy in TW. Medicel fo-
rensites includies such sciemess as Odemtdbegy, Anthiogpilpgy. Pafhwbegy, Toxiadboyy. Semdlagy and
moxs. In Vietnam medicd] foremsiiss revedlb:t] that 90 percemt of soldier deathss that occunmoed prior
to readiiing the medicdl facility were reladstl to blood loss. This spadkatl a change in first-sdd tram-
ing and in the medical corpaman on the battbéfiedd. Medicdl foremsiss reducsd that numiber to 60
percent. Similar modemm day studliss led to the creadion of spesil toumiigwets that can be applied
within 30 secomils. This reduass damger to the injurst], and redusss the amoumt of atanioon needed

from the fireflight to apply it.
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"Additinne! porential vesifizs in the explitation of traae evidinree, drug chemistyy, serltugy, owiheneisyy, od:

sntongy. payhalagy and toxissalagy. The rapid farensic exphnitaition. of semsitttve sitexy, itenss, and infoviatiton

has significantiy aided U.8. and coafition foress’ intdliigence operutieons, reswlitiorg in the idewifjtosition and

eliminafinn af encmy threats theswgh dismpidon, tasgeting or detentian and subseageertt prosesdiion, 112

LTG James D. Thismur
_ US Army G-3/5/%

Conclasibom 25 Aprik 2008

Biomalties and Foremsics complemsnt one ancdlher to help idemtily the key leaders and operaftoss of in-
surgent movememts or in IW. In doing so, these capsthilities prowiitbe the mamenwer commandisss whe will
be deeibiver)y engageat in the IW fight with actioniitle and targetdiidaintbiligerece that will help them to dis-
rupt and dismantle the netwoniss the insumganis need to sustsdin their effort.

These capediilildes alse serve to providle vital informmidon to assisdt with foroe pretectionn.

alse prowidlss the key elememtt of “predibrtive intdlljpmoes amdligids” to the tangeingg process and dismmpiosn
of eneny opersiiogs.

Btudiies of IW consiltteally focus on the advamtagss Irregnilar Aghiciss natmrdlly employ to blemdl
with the loeal populatiion . ... Biometitiss and Forensiics negate that advandage.

Dave Wikaf, CTR. Harding Secudity Mike Holmes, CTR, Oberon/sStakley
Foremsitss Sulijertt Matter Expert. Foremsiss Operations Officer
TCM-BIF TCM-BF
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EVIDENCE COLLECTION
UPERAJIONS ENVIRONMENT

DETENTION

Introdwsitinn

Although most of the detsiintss in the variomns the-
ater intemmmrent faciliiies (TIFs) in Iraq are alreadly
chaggetl with the commission of crims, the fact of
the matter is that some of them will commuit addi-
tiom#l crimes while detsiinet]. It is possilite to hawve
an attempeed escapes, a detsinescontdetaines as-
saullt, a congpiracy, an assailt on a guasd, or even
a murdar. All of these are crimes pumishable under
Iragi law. The collertnr of evidarwee in the Operation
Iragi Freedom Detemtion Operadions enviremimesmt
shoullsl focus on one thing: Getfing a comvintion at
the Central Crimims) Court of Iraq {CCCI).

The CCCI was creatrt on 13 July 2003 by CPA
Order #13. It sexwes as the only Iragi count with fed-
eral jurmsstiction over any crime commiitted in Irag.
The Cournt's jusistliciian relies on the 1969 Iragi Penall
Code, the 2005 Anti-Ternrrism Law, and the 1971
Iragii Criminal Procedmtes Code. The Counrt is basad
on & civil law system, much like what one would
find in Frameg, ratier tham a commem law system
thas we have hete in the U8, To the lay persen, this
means that instead of a gramd jury indictmmeant and
a tridl by a judge and a jury of your peers, the Iraqgi
suspent defendant goes before an Iragi invesiigntive
law judge. The judge can then ecither dismiss the
charges or refer the case to trial in fromt of a pamel of
thae Iragi judges who hear the case without a jury
and ecither dismiss the case or render a comwicidmn
and a sentanee.

Evidemas Colleettion

The key them is to presemt a rockssilid case to the
invesitigative law judge who draffte the repom which
hopethilly refers the case to tridl. Thus, the invesii-
galer must tailor his evideswe collestion procedmrss

12

IN THE OIF

by Captain Kevin L. Weise

to assiwt the prossouter in presenting a case that is
comypatibtde with what the Iragii judges are expeniing
to see in order to refer a case to trigl and them for
the trig] court to issue a comMiatinm.

In Iraq, one thing is certdin: More evidanee means
a longer semtaee. This is very differant tham what
we know about American jurigpmddense. In apgli-
catiian, a simyls formuila has been devisat o obtain
refemral to trisll with resultant conwvictions and lon-
ger sentaneess. In addimion to physiicdl evidemee, the

judges expeat photes, viden, diagrams of the crime
scenss, witness statemends, and more phaotos.

Reganthnyg photographs, the best ones are thoss
that includte the detsines. In other words, talee a

picture of the detsimee at the sceme of the crime:.
Inchuidet] in that photo shouild! be any other relevarit
evidence. For example, in the case of a detsiwseotn-
detainee assaildr, take a picture of the sugpet de-
taimse next to any bloed splattess or other evidemses
of the assaniit. If the detainee has blood on his per-
son or his clofliipg, picturss should be takem of
him weading the bloady clothwes befor= he has been
cleasort] and samiitized, Videw of this scematig, in ad-
ditiom to the picturss, is encounagdd.

The more pictures that are taken, the betest! In
the case of an attempted escape, take picturss of
the detsinec nexx to the hole in the fence or in the
tumngl. Get a picture of him holding the wire cut-
ters or the showdl. Take a pictnee of him at his re-
capture coverad in dirt from digging. Take a picture
of anything that will make the scens more umder-
sianitalde co the Iragi judgss.

Iragii judges are also very interssted] in sceme di-
agrams. In a detention enviremment, 1 recommsant
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that units pre-paiint basic diagramss of the variouss
compountis under theiir judishiédoon for hamtyy, im-
mediatte use by invesijgadors. More detaltel sceme
skeictiess and diagramss cam be faslhiimeedd at the
sceme to drilll dowm on spenifitss. Includie thimgss like:
locatiimnss of weaponss, instmumesnss of the crimes,
victimss, witnesess, and guardss in the diagam.
Rememiar that Irag is on the metmic systsm, so
make: thimgs easy for the judges to undtarstmdd, use
meters and centiimetéess on the diagram instesd of
feet and inclhess.

Among the most important pieces of evidenvee are
the statameends. As militayy practiitioees;s, we are ac-
custtnmeed to the stanmdiadd “swonn statamesn't” that all
of the U.S. Armedi Foresss use in one forum or amatdieer.
For the CCCIL, this is not good enougth. The statbe-
mentts are good enougdh to refredh a witmess$’ memm-
ory, but the CCCI requitess live witnesss testiimuomnyy.
Howewar, the statamemds are stiill part of the recond],
so get good oness. Idedlly, your stattamemss shoultll be
from Iragji natimradds. Get the stamdltard sworm statte-
ment from the guamdbs, but get Arabiic statemmmigs
from the Iragji cormextiomahl officerss (ICOs) and from
the sugpetss fellow detasinmeess andl the detdEneee vic-
timm, if themee is one. Cultura#lly, these statameands will
go far with the judigss.

Most impontbatiily, get a writtan stattanest from the
detaiireee susjeett. Iragji detenttoon faciliitess are not in
Americza and the detairmess are not Americans. They
dom'it hawe a rightt agaimstt self incriimimtition. If the
susgpesxtt will not writte a statteneemt, writke it for him
basedl on the facts that your investijgaibon usoon-
eredl and ask him to signm it. If he refusss to sign the
statamesntt, write “Refuset] to Signl” on the docuumant
and malke it part of the recomtl. If he agrass to sigm
the stataneent, fallee a picrtuve of him sigwing if.
Althougth such stattmentts are genawdlly not admiks-
sitlte in countt umllesss takem in fromt of am Iragji po-
lice officar or judige, they can be used to impeadh
the sugptis testiimmoryy at the inwestggtitive hear-
ing or the tridl. If you hawe an ICO at the scems,
hawe: him witness the suspetis statamemnt and them
get a stattimestt fromm him toa. All stataneemds, at a
minimmum, shoulll includde the five Ws (Who, Whatt,

Whene:, Whem, and Whyy))

The Crime Sceme
You may hawe notiet that I havemitt spokem very
much aboutt physiizdl evidewee. I dontt wamt to give

the reader the impresidon thatt physizd] evideraee is
not as important as what we hawe discussedd so far,
but in a TIF mamy factass will congpice agaimsit the
intiegpi] investigador to taimtt or destixoy your physs-
ical evidamee. The prewiouskly mentinneed floor plam
diagram will get you a refemnrd] to triall and a commiic-
tiom. The actul physicd] evidenvee will go very far to-
wardl gettime a longear senttarvee for the defemdbantt.

But thexe are a lot of “ifs” in a TIF. By the time
the investiigador gets to the scemz, it is oftem more
tham sevemdl minuttss old andl amy numbssr of other
detaieess hawe contmmimastdd it and amy numdber of
guardkss hawve respomdted to quelll the situmionn. The
well traimed]l guamdis will protextt the sceme as best
they cam, but they are oftem not the militayy occur
patiionzd] spedidtyy (MOS) quaiffietl Militaryy Police:
who are traiiveell in crime sceme protetionn. They are
Soldliass, sailloss, and ainmem of othkar MOSs andl are
traimeed in maimtanimpg the good order and dissi-
pline of the fadility and trestirpz detsireess with dig-
nity and respeect.

The investijgador must also remembrer thatt the
crime sceme is usamElly in a secfimm of the com-
poumdl that must be put back into semitee in rel-
atived}y shortt ordiar. By this I meam thatt crimess in
the TIF will usadly occur in one of the detdiree liv-
ing spanss necesssayy to maimtdain the detsiireee pop-
ulaiom such as the detdiree slegpinpe area or the
detasineee latminee. Thus, evidemree must be collectbeld
quicitly at the sceme andl you will uswdliy only get
one shot at it.

Conclasivon

The final wordl in this basic primar on evideree
in the detziicee envirommentt is to thimk outsite the
box. Don'tt feel conflimee] to thimldirgg like an American
whem you are gatimingg evidemee in a TIF in Irag.
Take lots of pictwess, draw diagranss, get lots of
stattamreemds, gather and protectt whatt physicedl evi-
demre you cam, and your susypett will get a nice long
semkmuee at trill._ ‘*

Captain Keviin Weise is a graduwaite of Penmssipaniuia State
Universsity and the Thomass M. Cooley Law Scivwdl. While
deplioyetl with: the 1771 Militayy Police Brigadee and TF 134,
he was the Staff Judige Advocurte of Theatwr Intennmeant
Fadilityy Camyp Remantboomcee I, Bagihdiatl, Iraq, firom Juwlby
2007 throwgh Apmil 20088, He curremtly residiess in Michigrn
and is a Judige Adwsaatte in the Michigran Army Natiowdl
Guard! and is the JAG Regionud! Accessiorss Coordinaier for
the Midwesst.
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suthjpotiss maslk of amemymityy has beem ripped! away,
and beneadh it lies an eneany.

by Michael Bhattuck




An Iragl tylling to geln accass to & U.8. faclliy ls scanmea with the
PIR 2.3 iris scaanmeer.

Two incidemts with one link-Rorengics. And now,
one lese bad guy on the strants.

Starking from Fact

A foremsicilly acguicer link endlbilns inkdlligenee
professionils to drivwe collediion basad upon fachzal
information. A latemt fngespiint match places the
subjaet inexitickbly in contaat with the matde:d
objeat, This foremsic fact can greadly enhaosse the
effectiveresss of stamdard screaning and interropa-
tion procesivess.

When an intemmggadcor entess the booth with our
Cropper visitor, he has an important edge. He can
quididly detemriine the sullifrets level of cooparatinm

and indicatoss of decepiionn.
Confranted with the foremsec facts that

confimn his comglicivy, the subject will be far more
likely to coopernte,

Building the Netwonlks

The value of foremsics to intsdlligenee is more far
reacthiing tham one-toape matdies, as in the exam-
ple of our Cropper visitor. Foremsiss allows indslli-
gence andlysts to link groups, organizatiass, and
people togetter. And agsin, the links are basad on
foremssic facts, not amdiiticahl inferences.

Conclusion
Foremsic sciensze is making a differenes not only

in helpimg to defeat the insusgendies in Iraq and
Affighamisshan, but in helping to secure our Homelarid.

Note: Foremsic is genendlly a legal term pentsining (o use in the
courmn of law. In the context of this artuths, the term deada with the

Foremdic Sciemee of matdtiing latemt fingespiints to peogile.

Michaal Shattudk is a comtrrgior for Pragmatitss INC wwoviting
[for the Notiomal Grounil intetligensd fivam Biometrics Program
providing Contract Advisory and Assistaree Supgort (AT,
Michael spent o year in Baghdadl sugporting! KNID Biometrics
and iz olso a first Beutemartl in the US. Armyy Resoos.
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The cumremit comfflictts in Afighamistan and Irag have “From ARMY Magazine, July 2009, Copyright 2009 by
greatly testad the Army's mampewar and equipment.  the Assadintion of the U.S. Army. Limited reprint penrmiis-
The Army has respoandietl to the constaniyy chamg- sion granfad by ATSA™

ing threst envirommemt by researthing new tech-

nolegies and by better equipping soldiess with the

latest gear in order to incresse the sumivbkility and

lethality of deplayet units. “ITs 3 FUHERIE
-+ s

But the emphasis in adapling to new thremts m
posed by the enemy is not sifietly limitst to tech-
nological advamess or equipmeant. The military has -Donriia Young,
augmented units with additional enaliless, such as law-entforcnmant poofessional
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speciflizedd nommiilitayy teamms. One exampie is the
much pulilitizeld and comiroverszihl human tersain
team. Other enstditess in Irag, howewarr, such as law-
enfioroament professionils (LEPs), have embestiibed
with units and are cumrcenil}y influseitpg the opera-
tiomail pichnsewithﬁm&rmyuﬁh.ﬂmannmedd
former law-erfotcement individadds have assiisted
militagy umits in numersass capetitées, from in-
stmucting soldiers to home their tacticd] questitionagg
techrigpees to aidimg platoens with semsiitive sight
The LEP program resailoetl from the Armys aware-
ness that too much actiendble and incrimirsiting
evidenes was beimg lost becamse of soldiars’ lack of
police skillls. Soldiers insdivrrteritly commitee sew—
crall basic lawenfforcemnent mistdloss while on pa-
trolls. Thes= mistsloss rangl from failimg to gather
up propertly all availddite evidanee from a sceme and
captueed equipment, to failing to follow & logical
cours: of questtinnngg whem intemoygaiting a susmett.
In essaimee, the Army reslestd that in coumttrinmatr-
gemsryw, soldioss on the groumdl needntl additivrabl as-
sistance with colleating, refining, data miming and
extrgpilaimpg intdlligance as the resailt of a raid
or from a cadie. This collegted imtslisgence, which
might hawe otherwise beem lost becamses of haswii-
ness, could them poteniidlly lead to the capture and
defemt of remsitiirgg insupgettt cell leadsrs. The so-
lution to the Army’% predicanwmnt of how te bettar
equip umits with the skill sets necessayy to cap-
ture insmrgents and crimigpdds was to hire former
law-emfurerment professoombls. Thess LEPs would
assidt militagy units in furdher reducingg the loop
betweann actiombble intdllprnee and operatimgs.
The LEP program is the braintiidd of the Joint
Impreniieet! Exgilosive Deviae Defeat Orgasiveaiion
(JIEDID®), The LEP objexttive is to prowidle *the cape-
bility to condnxtt crimminsleentarpcese analysiss in order
to faciliitste methudis to identify, momitor, penstnste,
intextiott and supprass crmimal netwadics in suppent
of the C-IED [countertuppravised explosive dewiced|
mission,” According to the JIEDIDE web site, LEPs'
“imsighits into the techriipses and pattarns of gangs
commantbess' effosts to tanget [ED netwonkiss.”
LEPs are contzmttdd civilians, all of whom hawve at
least seoptiidevt] secumity cleararmess. These are cur-
remtly aronind 95 LEPs in Iraq and 30 in Afghamisstan.

I
/

o\
\h

e

Lwsainfosrerwint profamidonily (LEPY) embedithsd witlh
Brigads, 2nd Infantfy Divisben, caollbstt evidkne st the scemm of
a8 housaribeonns Improvitsed explaiver devioey In tha Diyalla River
Valley, Iraq. Conttemtted civitmsy, LEFa prowitis solkisnes expartiive
and traiining In collpating, refining and extrageitatiog Intalijpsnen

§

The LEP program is dividel inte those whe serve at
the brigadie level (LEP 1) and thase embediied to bat-
tallienns (LEP 2). LEP 1 individiwids focus on crimiirdl
amdbsiis, inclutlinge tangeiing and traclting inswue-
gents. The majority of thewe individludds hawe back-
grounds in federd] law enforcement and inclutle FBI
agemts, Drug Enfoxmmeent Agemoy agemts, Secmeat
Semviize= agenits and evem retiiceil bordarrpatrbl agemts.
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LEP 2 indivifiuils are seasanet law-emfarzement po-
licemyen who hawe worksd with variows urban police
depantmemits acrass the United Statss, including New
York City, Chicagn, St. Louis and Los Amgslss. Many
LEP 2 individhuids have worlesdl as umitetooeer opera-
tives, have expertise in cases relating to streat gangs
and largesohle crimmé! enterpiises, and hawe often
been involwed! in fedexdl task forces.

Before deploying to Irag or Afghamistan, LEPs
traim in Virgimia for roughly two mondhs, focusing
on [ED defeat in terms of tangating and reseavth-
ing comman encmy tackics, techaiiques and prege-
dures that deplloyet soldiers encounter. LEPs have
an inifizdl one-year contratt but can opt to extend it.
The LEP programm initidlly had LEPs embeddet! with
a umit six months prior to deglloyment, but this was
found! to be too time-consmming for LEPs who woulld
end up being sepacated from their families for up to
18 months at a time.

Some soldisss are guaciied when first inadused
to LEPs. Soldiers occasiiondlly incomcecdy assess
LEPs as possilile crimindliinvestigative detaatives
who are sent in by supeitioss to andlyze and ques-
tiom saldienss’ actions while on pagrsils. This waringss
quiclily digsadlves after LEPs join the soldiass in nu-
merows combet patnils,

When LEPs appnmesth a site, they are oftem more
circommppect, paticmt and attunst 10 the detsils tham
the aversge soldier. For the soldizT, the cuptmre of
the detsimee has typicdlly beem viewed as the end of
the tactitcdl operation. Afier & raad, a soldiats adren-
aline =ulk=iitss, fatigiee begins to cregp in and submr-
dinates are amwious to head back to base for a warm
mesl. Althouggh tactical victony has beem achisnesi
with the capture of a dessinees, vicisny can be fleeting
if salders on the groumd] do not propeily catdlogue
evidence and ask probing tscticdl questions. Only
when a degaiireee and a site are propatly exploitet]l can
the taciicdl victony translate to operationes of strategic
value. LEPs, in shanp contrast to soldiass, view the
captupe of the detsinee as the begingiing of the oper-
atieon. To LEPs, this is when work must be done im-
mediartly in order to colleat additinnal intdlligecee,
refine detsimee packets or condunt link andlysis be-
tweem previonss sites and cumment opecations.

Militmry units now use the numibar of capmueet] de-
tainees as a rulbaic for suogess. What body counts
were to the Vietmam era, detawee numibass are to
todays soldiers. What sepaxstss good militasy units

18 FOR OFFICIAL USE ONLY

A LEP and soldie=s of 3rd &;uadmn 2nd Stryker Cuvamr
Regiment, sift threugh debris to collest sviderss IEEEwmare offam
more patistit and attumedd to detaits than the unimtieded soldier,
whose mission has traditbondlly besn caplmting detaines ssibar
tham cataloguiting ovidangs.

from average onecs is their ability to ses that cap-
tured insurgends are tradkeatl after the point of de-
temiion. A detsings releasel] immedlinttly after being
capmred essentidlily nulls the umits actions in de-
tamming the individual in the first place. Detainess
are often relemsedl by higher headguarters several
daye after beimg capturell becamsae of weak detsines
packets. Roughily more tham one out of 10 detsin-
ees capture is evendnpdly relesssetd. In certain wmiks,
one out of five Irsagis detaimed is eventnsally relessed
for mulléijjle reasans including poor evidemes ham-
dling and lack of incriminsitipg inforematian.

Compouidiing the militass profilam of capimfieg
and detsiriing viclemt insuggents is the fact that many
insurgenis have become immmuriized to American mil
itary police methodls and intsroggeition techiigpaes.
Affter five years of American presanes, many hand-
core insurgents hawe become schedletl in the U.S.
military= operating procediurss concexnang detsin-
ees. Insmrgemits simyply clam up, or worss, they spresd
dissensorn and lies in order to furthesr obfuscate our
intllligemes. Captarstl Iragis hawe sown furthar con-
fusion inte U.S. militagy intdlligence by seedang spu-
rious reponts. It is oftem impessitde to compreherd
whal exactly is happeriing in a spegiific lncéde by sing-
ply readling intelliganece summaiies. Differemt dessin-
eces will spowt different stodise comcarnigg who is
worlking agaimst Coaliition: forces. In essanee, in some
areas of Irag and Afphamistan, the war has devalved
inte a psewdloganiland seuting whexe each sect or
cell competes agaimst the other by seeking to portzay
the cther sect or group as guilly.

Wilitany int#iigence



threaggth this fog of insupgency. They heanily scmiii-
nize detsirvee packets befone packsts are passadi on
to higher commants. Militayy units hawve foundl LEPs
to be most cffectine: as interueeiinines betwenn their
intdlljgtmee section and their staff judge advocave
secim. LEPs are best posifiordd to review detaines
packetss becamsse they undlerstedd exactily what in-
formation is needad in order to put away a detsiree,
whiille also prowidiing a link to intel sectiions by high-
lightiing certsin tremdls that could possitily be ana-
lyzedl to facilitate operations and imtellgence biisfs.

The swssawss of LEPs is also umit driwen. Certsin
umits hawe had success with LEPs because they ac-
knowlistige inherent weakmessss within their intsl-
ligemae sections and tactiszdl humeam inddlligemes
teams. On the other handl, somme umits still see LEPs
as merdly an encuntraanes, with litike to confuittmade,

The skillls that LEPs possess are not beyomd the
means of the typicdl infamtyy soldiiar, Nonetiiotbsss,
thess are skillls that must: be learmetd threngdgh con-
tinwdl prasttoce. SSE requiirss rigorous disdipline
and a calm, amdiyioahl mentdl state. Such atmri-
butes are difficvilt to achipver immediintbly after a
diretflice engaganmnl or while a detdimes’s wife or
childon are cryimg in the counyyadd. Still, soldiess
with the aid of LEPs have grestly improwest their
police= and invesizgaiive skills. Today's soldiiors are
versatite and undessiadd the importance of bio-
metnicss, fingeqprings, tacticdl questommng, and de-
taillet! descujptinns concarning raids and captupeH
insupgeends. These skiillks, compllamemtdd by cultaredl
undnssiadiing. are greatly conmithuinpg to the suc
cess of the American militayy at the groumii levell.

Embeditiel LEPs hawe also semverl as instmotboss
in the umits to which they are assigeed. They have
heightardd the awareness of both leadnrss and sol-
diers of the detzrivetiilce appraedth the militayy must
use whem apprsthing semsiibee areas such as an
IED blastt site;, diszoverdd cache or mass grawasiite.
Tradtitioniily, combst infasttgy umits hawe deweloypetd
intermdl standlart opersiirgg procediuoss that hawe
emplaced orgamiic enemny prisenar of war (EPW) teams
withiin each platssin. The EPW team is modsiztl and
best desigroetl for comvantionhl wars, Infamtyy pla-
toons need to go furtiier tham havimg EPW teams—
they also need to devellgp orgamic SSE teams. Units
preparing to depilny to Iraq shoulldl empihasize the
need to dewvellgp these teamms at the pladsan levdl in

LEF Young triins Afghen policer and soldies in maticasmasahdp.
Embediiizd LEPs serve as Institnd®ion, and the succass of the
program is evident in the careful way soldierss gather avaitadide
eviieToes, hamdlis captusstd weapemes and awsibd misitng theilr Mimgar-
priimtts wilth these on INsSuREATISE" S0)uipmmamit.

order to incanporate skiills relading to law-erfforeement
persemmet] that are used on a daidly basis in the Armmy's
presemt confffictts.

The curremit LEP program has sucoerided in ac-
comgpligtingg its stadsetl misdion. As a resailt, the
program mamagess are escalaling the program so
that more LEPs are intrdiwedd and embedtibed inta

zms of the LEPs is evidemt

plmﬂhnﬂmthcmemtdlapmmﬂhandthcpma—
digmn of hawiing a longer time hosizon. LEPs tem-
per the solditetiy insdirtt to desiiee instarit resuilss.
Insweat, soldiess now umderstardd that sometiimess
catclhirgeg, crimtinedds and insuggants requiiess a lom-
ger time hodizon. The comfiitts todmy in Irag and
Afghamistan requiice soldiinss to hawve a Dick Tragy
skiill set. Infamtry soldiess must not only close with
and destroy the enemy-thyy alse need to enswpe
that evidemzxe collestiton and detdinee packets are
thorsapth and detsibetl.

Captain Timothy K Hsia is a gradunte of the Urited! Stofies
Military Acadermy. He is an Infamiry officer assigned to the
2nd Stryker Cavallyy Reginuemt
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Introducitéan

There doesmit seem to be much cressower betwiesmn
tacdizal intdllipgenee and the oritite Sceme investima-
tions we watelh on the televigion show “C8L" The
badibélepdd is typicdlly not a place where lab-caated
techmivjions can leismedly exsmiime neadly isolaest]
crime-seenss cordomell off with vellew police tape.
And as bright and intdllient us our young analysts
are, they are not traimst sciemiisis with spedidireed

e Wit

But what we see on telewidion iz not an accu-
rate reflection of foremsic collecion, investigation,
and amslsiis. The dramstic emplessis on brilliarnt
police worlk, sciemfists, and loads of bright, shimy
techuiezd] kits hides the fact that therxe are a numr-
ber of sinyple and effecive tools we might easlly use
on today’s batthfivédd. Incomporainng some of these
toolsesppanially in this coumtetinergency {COIN)
fight—wiill help us prowidle our mamewsr commans-
ers with more a detsilell and accurate intdlljgenee
assessanetnt of the enviremmeent, and fast, accunate
and tangsidide inddliigenee.

Foremsiiss Defimestl

The recemtly publidieell Departmmant of Defenss
(DOD) Foremdins Concept of Operadinn defimes fo-
remsiss as "the use of mulltidlisipphhingry scientific
proceduves to estabilidh fact”! This simply meats
exanminiige evidetves or matatidl using the sciem-
tific methedl [critizal thiddkingl, and them amdlyzirg
it to confitm or deny what actuwally happenet “on
the gromnt].” We alresdly use this same thoughit pro-

by Lieutemant Colomell Mike Holmes

cess to fuse the informeation we curmeantly gain from
our humam and tecluiizdl souress, the overdll com-
cept shoullfl not be new to ue. The goal of DOD fo-
retilss 15 to “individlngbee, idemtify. asswimte, and
sciemifficiily link peogile, placess. thimgs. intemtiionsg,
activiiiees, organizatdnns, and events to eaclh other.™
We amgdlpze and incorpurace foremsic matdenidl inte
our intdlijpemee fusion to help roumdl out or cons-
plete our intdlligewee pictmre. This foremsic process
may be as simyple as using photesgrgihs to help re-
constunott the site of an attwedd or ambasth, or as
comiley as Uneosatigg latemt fingetpiings to make a
matedhn in the biomeatiic datatbesse with a knegwm indi-
viduail. In all cases, it adds deptih to our helistos in-
telligemes amallysss and can help to prowe or digpowes
hypottessss on the enedmy's most probeiile or dam-
gerous coursse of actimn.

Foremsiss should be classet] as Measummeant and
Signatives Intdlligence [MASINT), becausss it involwss
quarnitaavize and qualitaives amalysEss of a wide ramges
of data which we deriive from both techniizal colles-
tiom (woicepdfinds, irie scams, ete)) and physizal col-
lectimn (latemt fingerpiinds, DNA, blood spatiter, toal
marlks, etc)) ttr estalilizh fact., Otbher tham the fact
that most of the foremsic matartidl we collect is pro-
ducsd] by humam beings, thene is no concepiunit dif-
feremee betwwan the thought processsz we use to
amdloze this mataiddl, and that whiclh we collect
from machimss or technilet]l deviess. We are simply
measurtitey the biologieal signatuess prodovsztl by
the humam body:.
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Forensiiss Applicsfoan on the
BattildfTeddd

We can applly foremsitss on the battitéfeddd with a
much lower praffite tham most police depattreatds
and crirme labs for several reaswss. The first is
thatt police are held to a much higher stamdbadd of
proof in order to gaim a comwictioon in countt. This is
a major differscee betwesm the two fundtiivns of Law
Enforcemestit and Militayy Imtdlipggemee, and it drives
a lot of legal discusssoon betwesm what is an appre-
prizite levell of proof to targeit a persom in combutt and
what is appnaypiriate to prosmuite a persan for @ crime
in civil sodiyy.

Poliie operattirgg withiin a civil sociktty and in a com-
stituttorahl frameowowkk must wait for a crimme to oc-
cur before they cam levell chauggss agaimstt a persan.
The basis of policee work is to detestt, solwe andl pum-
ish crimne after it has occurrat], and must by its very
natuice be reactiwe. Polie dissupalde potemtiahl cribmii-
nals by their preszwee and reputtaitoan for effecttiee-
ness in solvirg crimmess and proszauingg casss. Onoe
a crimgz is comumit¢dd, police resttore jusioee by ap-
prefenddingg the crimireds andl brimgireg them before
the countt for tridl. At tridl, they must prowe guillt “be-
yond a reasenublde doubt.

Criminpdiists workinpg in a crime lab spemdl a lot
of time and enengy making sure that their amly-
sis is baszdl on fact and free from errorss. Any gaps
in procwtiuee, even sometthingg as simpile a brealk in
the chaim of custtelly or a misssdl testiinpg procetinee,
can be usedl by a defemse atttonregy to cast enougdh
douitt on the case to sway a jury. For this reasom,
crimimpdiitts andl foremsiic sciemtissts are welll dmilbet
in docummatinpg everytthimg and showiirgg their worlk.
As a resnlif, law enforczmeett foremsoss is pretisee and
uswElly slow;, with lots of back-alteekks to ensuree ac-
cunasyy and to leawe no looplndbss a defemsse attime-
ney mightt explaiit to cast doulitt in the mindks of the
juny. Speedbwhiibh is not temrith}y importarit if the
accusel is alremtjy in custtutjyids samiffoedd for acout-
racy and the sume kmomibetige thatt societty is pumiidh-
ing the right susgectt.’

Comwarsshly, as Soldifass, our task is to desttnyy the
enemyyss capagiyy to make war. If intdlipgenee cam
identiffy and locaite the enemwpss pressuree pointss-esr
higlh value tangptssbéfefere he has a chamee to use
them, them so much the bettter. We are actuwlly
expeattetl to be promativee (Nathen Bedfoxtl Forrest

woulll hawe: saidl, “To get there firgtest with the most-
estt. ”)Combhit intdliggeanee works on probatillitessrorot
establitkdd facts. For tanggeimgg pumpmess, accumagy
is reduwet to detmrminmigg the highestt protdblliyy
and spesdl may meam the differencee betwessn wim-
nimg andl losmgz. In this environmeant, foremssec amal-
ysis need only proniitte a best estinmr¢e. The only jumy
thatt needss convimingg is the Targztingg Board-thke
onlly judige is the mamsiverr commratider.

For foremssess to work on the battdfiédd, the old
aphossm that “The Best is the Enemy of the Good
Enongjit!” is validl. Police work demandbs the best
in order to protesit the constiititioalal rightss of law
abidiingg citizorss. Warflighttngg requiness only the “good
enougfi’ answar to prowitte us with actijonwbbie intedi-
ligemree and tangsimgg informmtean .

A secomt]l point that differenttitctes us from police
is that we are not regpoisgilde for emforcingg namont-
ics andl drunkkddiniinipg laws. More tham 75 percemtt of
the evidemce evaluatedd in U.S. crimme labordooids s is
drug relateld.> Accordighly, our domestic crime labs
spemdl sigmificexit time andl budggtt on toxibmddgyy
equijpneatit which is ummsssssayy for battit€iRtdd in-
telliigeeee. Policee hawe a validl reasum to amalyze and
detmtt the presswee of drugs in variowss mattaradds,
but we domft. Thexdtoee, some of the more techmi-
cally compliicatdd and deliczte pieces of equipmustit
that are communrpbiaee to law enforesmeant foremsdss
are supsrffiwmis to us. Havimg neifior the burdiken
of drug andl alcolind! testiiizgg, nor the need to prowe
our foremssic amallysiss in countt gives us a lot of fres-
domn. It also meams that we do not need the same
levell of educHidon in order to do some of the basic
foremsoss procediuess and incomnporite themm into our
intdliggenee collectioon and amapssis. But it will re-
quine some addiifiorabl traimitgg and tools, and per-
haps most imponttatisly, criticad] thimkirge to make: it
work andl, as alwayss in this era of “emengiingg doc-
trimet’}, a good dose of cremivityy.

The Six Foremsiic Funcfiions

To effedtietly inconponate foremsdss into our infdl-
ligemeee cycle, we mustt firstt master basoss: recug-
nize;, presgves, collkatf, amaljyvee, stoxe, and share.®
None: of these are radicadlyv differentt tham anythings
we alrezdly do. We can adaptt alreadiy existiiteg pro-
cesszss to fit the needs famlly easijy, and them: are
counssss andl traiiirgg resourcess avaikiide for some of
the more esoteric skillls that are requiieed.
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Recogritzee. The first foremsic fumsition is to recog-
nize which items posesss potemtial foremsic value:.®
When police investigate a crime scems, they hawe
the leisure of time and secuiyy. They can put up
the yellow tape and poke arount! locking for amg-
thing useflil to help solve the case, and they can
keep the scene as isolatetl and pristiine as they like
for as long as they need. Our lives are a little more
difficadlt on the baxtiéfitld. Assumiingg we are not ac-
tuslly beimg shod at or exposat to the threat, we may
have only minutss to assess the scems, photograph
it, and scoop up what we want befors the tacthisdl
commanitbcr says we must go. In order to maks the
best of whatswar limitetl time we have, our colles-
tors must go into each situation with a good set of
priadity informaidnn requiikamends (PIRs) or Foremsic
Colleditiom Requirsmrents. (You can alreadly see
“FCR&" comiimg dowm the acramnymn treil, can't you®)

Foremdics collectors must, at a minimun), copi-
photogmaph the endit= area that we can use

Speed o

=— Watfightimg

Fast

later to help their memesiss. Eyewitmmss testimonyy
is a notamously fickle and Aceting thimny, sulljstt to
the stresses of slegp depiicatoon, shodk, and Post
Trammatic Stress Disondber.® Photographs allow us to
accurattly recort the momemtt, and amsilyze it later
at our leiswre. A series of photogrgphs which tell
a stosy can be takem relativdly quiclily by Soldiers
with minimel trairing, but they have to know what
to look for and it is our regponiibility to tell them.

Just as with any PIR, we need to direct our Soldiers
to look for thimgs that will fill the gaps of our kmowi-
edge and allow tln:: oommﬂnthrr to mullﬁs a demmm‘n

lecm need to have thmr collm:ttmm requiitEneents
priaritizdd so that if the time and condifions do not
allow;, they can focus on the most important forem-
sic makatil.

FOR OFFIOIAL USE ONLY

Milizasy|ingéiigecee



" The more tlmemmtzmutd the enviran-
ment Ls the more important it becomeas for the fo-
remsiss collectoss to lanew what it is that you need
in order to compllate the intdligence picture.

Presamee, The zecond forewsidec finnation is to pre-
serwg, which invelwss proteating mateiidls and data
fromn the point of colleettion and for as long as they
potentiily hold intdlljpencs or evidemtiayy wvalue.
The matsiidl we collestt may some day wind up as
evidemes in a crimimdl courd, perbaps even long af-
ter we hawve gotie howe. Thexdfore the mateiidls we
collestt must be proteatei]l and pressiesd by avail-
ablle and reasondble measiitss to prevemd condanii-
natiien, lose or alteraion. '©

The first step in this process is to estalilith and
maimtdin a chaim of cusbtudtly for every piege of mate-
rial we take from a site. In conegpt, this is not very
differant from that which we alreatly do with mate-
rials fromn detsiiwess. The Provost Marshdl or Judlge
Advocate officer can providle assistecee in writing a
stamdtact operaditye procedhiee that is fumationsl, and
stilll presamess the evidemtiayy value for futwee uss.
We might alse want to consuilt with the local crimme
lab and see what procedurees it uses as a guidle. The
lab can prowidte us with some ideas on how to pre-
serwe the matatidl from decay and deconmpodition as
well, important things to know when collecdinng body
parts, fluids and DNA!

Collent. We will need the most help and traim-
ing with the third foremsic fumniimreciddlact. Just
as one might thimk, this is the recovarsy of and ac-
coumfitgy for any materidls from a site, to includke
the documntsition and the recortling of contexiiaal
informeioor, as condifinns allow:. This may even in-
clude gome limitedl processing of certain items or
areas of the site in an effort to detast addidinnal rel-
evant or hiddan magatial or informatoan. This may
alsp includie presunppiive chemiizdl testing, such as
for explpiiee residhee or for blood and body fluids,
to confirm or demy the pressmes of relevant forem-
sic madatial. '

Humam natmres may drive us to try and condxsl fo-
remdic collegioon ourslves and keep it intermal to
the S2 secfinty, but commom sense and o candidl ex-
amimzition of our troopsttetiakk will show this is
not posalide. We do not now, nor will we ever, have

enough intdlljgroes Soldiers to allow some of themn
to be spreat! around] the badtééhitdd with our manmen:-
ver Soldiers looking for foremdic matarial. The only
realiiatic way to get the “assett coveraps” we need is to
let our man@wert umits do it. We need to train our
infamdy / armor// cavalry// engimesy /antillleyy  [(hawe 1
left anyome ouwd?) Soldierss on how to commttily col-
lect foremssdc mateiid], and brimg it back to us in a
useil], and usedbibe, condlition.

Happlly, there are sigmificant resomress to help us
do this. The Army alreatly has a nascemnt foremsiic
traiitiing progeam, targatetl towamths traimiine manen-
ver Soldiexs on how to colleat foreméic mataridl in a
combat enviremmesnt. It is tauglht by a mobiik traiin-
ing teamm [MTT} that will come to your locadian, and
there is no cost to the unit except to dedicate thirty
of its Soldiars for four strsight days of unigderoppidd
traiitigg. Cumsmily. the Baniléfitdd Foremgic MIT
is spomsorsrd by the Natiomdl Groumd Ingsliigenes
Center [NGIC), but in 2009 it is tramditbnning to the
U.S. Army Intdliigemee Center at Fort Huadhwoa.
The curmemt program is forty hours of instmacioon
cramuieetl inte 4 (10 howy) days, and focusatl on IED
defest. 1t covers tactind] site axploitatinn and scems
evaluatinr, foremsic matedid]l recopriitbon, phodegea-
phy, documeningtinn, proper handling of matieridls
to presavee biomstiic data, basic latemt fingespiint
colleatimg, and tacticd]l questioming. It alss includiss
traimirgg on the Handiwd Interopeoyy Idendity
Detedtiion Equipment (HIIDE} if thess are local
HIIDE instmicooss availetite to leverage. !>

Alternaitisbly, the U.S. Marime Corpe has an excell-
lent set of trairiiyg suppart packsgss [TSPs) on site
explaitaition.® Either of these optioms is good, ob-
vioudly handsem insimucidan can be effeciineg, but
time consumniimg. A bettar optiom might be to suppbe-
ment the MTT traiiirgs with the Marime Corps pack-
age to allow for followwenn and refresthert traitiing,

Anothear place to go for addiitiorail traiiitg, and for
more in-dgpth discussions on how to colleat, ana-
lyze and comant]y store your foremsiic madential is the
locall law enforcememt agemsy (LEA). Most major po-
lice acfixities hawe some sort of crime lab, and most
of them are acorsdiited to natismal standatils so their
pracedniess and processss will be largdly umitarm.
Estaillitiving a good worlding reladionsipp with these
actiiviifbss would be an excelllant place to start any
82 sectiiom traimiirge or oriendation on what foremsitss
is and how it can help us. Addidimdlly, many LEAs
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emplloy a corps of civilian crime sceme techmiaitanss
who spedidizze in foremssic matkatidl collectioon and
can cross traim with the foremsscc collecttoss.

Analyze. The fourtth foremséc fumcticon is amal-
ysis, whiclh may ramge from recogrizemgg valuabibie
foremsicc matenitd] on the site to in deptih exawmi-
natiomss in a lab or foremsiéc fadiliyy. Regardlbesss,
foremsétc amalysiss attenmpts to scientifitaHily link
matatadds, peoplts, places, thimggs, intemtioons, ac-
tivitiess, and evemiss. It invellwess scioriifiitc instimr-
ment#ioon and equipmmTit to comparxe knowm
matenidés and informmioan with umbkroomm or um—
idemtiffeed matenizdls, and the resullss may requiiee
intenpetasition and furtieer amalyssss. '

To accomypisdh this tadsk, we shoullll first ensure
we hawe estaillstledd a systerm withim our intedlli-
gemae processss to accoumtt for the new informionn
and data whiclh foremsiss will prowidtg, and a way
to inconpurate that informmioon inte our Intelligrwcee
Fusimn. We shouillll stant with oumsdless and assess
our own ahilitess to think criticallly aboutt our emwit-
ronmerif, our enemyy, and the clues he leaves be-
hindl that give us vital insightt inte his comypwstitoan,
dispossitoan and intentt. This is not necessatyy dif-
ficullt, but we hawe not beem traimsll espedadlily welll
(or extenrsbivhly) on how to thimlk foremsscallly. As a re-
sullt, there is no umiflaormiyy across the forae. Crifizdl
thimkirgg is alremdly a part of mamy of the variouss
cumitmlia at Fort Huadimoea, but there needs to be
much more of it, and it shouild be tawmgit at lower
educzition levells so our jumior Soldierss begim their
careenss with some guidanvee and awaremsss for how

to angllyze.

But umtfil doctriiree and traiiirpg do catclh up, there
is much that we as leadierss can do to fill in some of
this gap. First we shouiltl create a cultwree withiin our
intedllggemee sectiionss where we opemlly formuilade,
expllore, discusss and evalustte ideas and infommwa-
tiom. In over eighteran montixs as the semior Division
Anallysss and Contdl Elememt (ACE) obserwar/
traimar at the Joimt IntelliiganeecCnbbat Traimiirg
Centiar, I was ablie to obsamee and expllare a varietty
of stylkss, methodls and tactioss, techniigess, and pro-
ceduness for produciigg intedlljgewee. One of the best
indiicattoss | had for whetltar a grouyp was doing well
and “gettiingg it” was simyly to obsame the actimiity
of the studiariss. If the ACE was quiett and ordatly,
with everyoness face bunmidl in a computer scie@r),
it was seldom a good sigm. Comwassély, if the actiomn

in the ACE was domimzted by a group of peoplle sit-
ting aromndl a tablle with variouss chant packs and
notepatls, lookimeg very much like a sceme from the
play “Twedlwe Angry Men,” it was usundlly a VERY
good sigm!

Computtess and menttdl modedls are greait toals, but
they will never replaee a fact-trssdd discusssdon be-
tweem two sentitartt beimgs, at least not in any of our
lifetimess. We can get data from computtess, and as-
seniiite them in ways that are perhmps easy to vi-
sudlzzg, but seldom (if eway) willl we get a comdhissiee
answar to amytiiingg but the simyplest of logic profy-
lems. And beariirg in mindl we are ultinrededyy tangest-
ing humam beimgs, we are seldom presentteld with
the simpllest of logic protltamss!

If we are goimg to collectt and amdiywze foremssic
mattai@l from the batid€ifitdd, we will be presstedd
with an array of informttoon which oftem just won'tt
fit with our precametvedd ideas. We must be nim-
ble encuggdh in our thougdht, and rigorenss enough in
our criticissmy, to incorpmrade this informeioon into
the wheolke of the fusiom process. We them must con-
stantlly evalumtte it agaimsst all of the other informmra-
tiom we recgivee from our other soumess. Perhaps it
is not too eanly to say that at some poimt, we mightt
even incompurdde foremsiss inte a MASINT celll withiin
the ACE.

To use the foremsicc matkeriad]l we plam on collextt-
ing, we need to dewellyp our own tools and thimik
throngdh eaclh probllem for oumstless. We will need
to progresss past the point of dediuvtive reasoringg,
where alll of the steps are laid out for us and we
can make prediittitons and test our hypotiessss; to
abdiuntive reasorigg, where some of the steps are
missirgg and we are forcedl to amine at plaussbde hy-
pothessss usimg a fragmamedd mosasic of sometiiness
not very-wetll conmerteeldd facts mixedl with validl as-
sumptooss. It is a bit like the differencee betwean
simypte mathemmaitiss, and algebwa where we must
solwe for the umkmmomm.

And as we thimk thmougth the protilam, we showill
bear in mindl that good ideas do not hawe amy mil-
itary ramk attzclieetl to them. If we opem our pro-
cess to active discusssonn and debatte, them we must
accept that sometimess the E-4 does indesil have a
better grasgp on the problkim tham the 04, the real
test of leadensdtipp is how welll we use the assetss (and
ideass) we confird], not in how oftem we are “rightt”.
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Stane. The fifth foremsic fumsttion is to stome. Whijls
batidfiitdd foremsics allows for a “quick and dirty™
appuswetly, at some point our steabegic and opera-
tionsll goals will force & trawmsitiom back to civil au-
thedity. As we trams$itbon from militasy to civilizm
condyst], we must expect incressiwg restiitiions on
our abiility to act preatiiebly. Although our amsly-
sis will not be held to the scrutfiny of a judge and
jurgy, the foremsiic matieridl we colledt may some day
end up as evidemeze in a court case. Therdivee, we
will need to ensure that we collet, tramgport and
sione this masatial in such a way that it maimtdins
its value for futwre civil court cases. This includles
keeping an accurate chain of custay, and Keepimg
any biologizad] matetial from decomypompg.

Mategidls and assmdiatdd informatéon showlld be
maimtairedd wndil their disposition has been fully ad-
judiicaterl or resslveil. The policies and procedatess
we devellgp in conjuneiden with the Provost Marshl
or Staff Jadlge Advocate shoulld dictate proper dis-
posiiiton:. The effect of this funaiion is that we may
find our storgge lockers ragidly filling up with a lot
of old, and oftem not very nice, madatial Moving this
ragitlly out of our cusimily and inte the law enfiones-
ment commuaniiys svidesee lockers as soom as We
are done with our andlsss is the goal hene. The less
timmer it spendks in our comtmdl, the lese chamee it will
be called inte quesiion later in couut.

Sharz. The sixth foremsic funcdion may be the
most importantsihere. Informeation and ingglli-
genae that never malees it out of the 52 sectiom
is worse tham wortlbsss. Our commamndless and
Soldienss perlaps went to great risk to brismg ue this
matkeyid], and we owe it to them to get our andkgsis
back out to the forae as rapidlly as possithite where it
will do some good. This includlss not ohly our own
commantis, but alse any others whe mighd hawe
need of it. Thie has been coveratl in numerns ar-
ticles and brigfs, but the point canmest be mads
strarglly enough that once we have made our anal-
ysig, share it with anyoue else who might need te
Koy it.

Foremsiic Matenial

The types of foremsic matetial we afe likely to en-
counttar varies widdly with the enemy and the en-
vironmwmtt, but thexs are some commundlities that
we shouill be preparved to amslyze and process.
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Thig is neitiar as compliicated nor as expemssvee as it
soumils. These microsoypss are more conyplex tham
the ones we may hawe used in high schad] Biology,
but they are certsirly able to be pacleadl in a hamil-
case and set up in austare locadinns.

Every scene is likelly to hawe some sort of body tis-
sue or fluidbfft behind.

DNA can positietyy idem-
tify an individhail and also tell us a great deal about
other thimes we might not othamwise be able to knaw
without actudlly interrogating that individuel and

cross chedlitgz with knowmn Facks. -

Before we knew how to use DNA for evidenes,
Police used bloodl typing, and often there is a prefiy
good amoumt of thas lying arcuntl. Blood typimg
does not give us the kind of comdlssive evidemee we
can use in court to positiedyy idemtify a persem, but
it does help us nammow down the field considlenably,
and it is somethiige you can reasambd)y do yousseslY
with proper traiiing and minimrd] equigmemnt. DNA
is more predize tham blood typing, and providas the
positiive idendificaiion needed to make convigiions
in count, By sticking to the aforemenfiasad ruile
thait, “The Best is the Enemy of the Good Encugli’,
we can use blood typing to screem individhads and
at least excludte them as possittile targats. The bloed
samppbs doesuilt necessailily hawe to be blood from
bullet or combat woumndks.




And of courss, there is still perlhaps the cldest and
most suse way of tying a persamn to the sceme of the
crimeffingeppninis. An LP is notliing more than a
primt which isa¥ seem. It is the residues from the fric-
tiom ridges on the finger or palm print lefi behimd
when a pergan touchss somsthing. The good thimg
about fingerprints is that they are umigquee to an in-
dividua), unlikte DNA. {If you are an idemiszdl twim,
your sibling will have the exact same DNA as you,

but different fingempiints.) -

Having said
this, LPs can also be extremut]y triclkyy to work with,
espedelly whem all you can get are pariidl prints
or smudlges. But, again rememthening our burden
of prosf is much less tham our police brethren, we
don’t need to be as picky-#lter all, we won't be talk-
ing these prints before a jury, just to the Targefing
Board and the commantler. Finding, develaping and
liftimg LPs for later use is something which is taught
in the sforementionéd Bauthéfiddd Foremsic Courss,
and while not tersibily easy, it can be taught and
learmel with a litile patience and practice, Using
the emenging biometiic technibygies and Biometrics
Autemateil Toolsat {BAT) and HIIDE, we should
soon be able to scam in LPs we hawe lifted from a
sceme, and check them for matdhes alrestly in the
datahase, or enter them intw the database as an un-
knewm to be matdhei] later. The thing we must keep
in mind, and contiimaslly remimd our law enfor-
mend bretinren, is that we are not tryimg to builld an
airtight cass, just a tanget package. Our amdlysis of
the mateh does not have to be perfert, just cloge
enaugh.

Getting Resailts!

We have now wandaret far fromn what we can rea-
sonahily expect to do for oursslves during 82 section
traaning time. To get the training proposet hese, we
will need to convimae the 533, and probsbly the com-
mandar. To belster cur cass, we might point out to
them that one MTT can train up to thimy Soldiors,
and that if each mameuver bamdlion had thirty
Soldiars trained to colleat foremdic maiatial then
there would be enough to spriidtte aroundl each line
company for the trementlons amount of work to be
dems. Foremsic evidenece, like any other evidemce or
infemmation, tends to becoms more accurte in vol-
ume the more colleatnrs we have in the field, the
more bad guys we are likely to capture and kill,

26

which shoulld go some ways towardls conwvinning our
cominandiess to suppart our efforts in this, The pay-
off is worth it in Coalltiion lives saved and termiists

caugit or killed. Consider the following examphss.
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Commentiing, FBI Directtor Robeuti. Muellier
saiid], Idexitifning and recomgtmetting timing devieess,
explogiess atid produyiing an ansdlyticd] productt that
is distritbuédd througivmt the militawy or thrempth-
out law enfofeameant in the U.S. may well enafiile us
to prevent the use of those devices in the futnree!”!5

Daily, as our biometiic dalaitssss grow and more
evidetvee is collestsll, the numitear of success stories
showeaging foremsic materidl providing tangetdlde
ingglligenee incressss expomwnitiilly. Givem this in-
creasse, and the relatiee ease with which you can in-
corporte this capsthility inte your curremt bag of
S-2 trickss, why not exploxe the oppostimmtigdr

Concdlasiomn

Nothigig hete Is meami. to suggesd that. we can cre-
ale our own miniatues crime laborabriées, or that
intelligenece Soldiess will ever magizalyy becomms fo-
rems sciemiists. Howewar, some of the simplar tasks
of foremsic collectivin and anallysis are well withim
our competanyy and abiliy to accomplsh with a lik-
tle extra traimiingg, some small amoumt of equipm=nt,
and carehil thouwghr. Bug, we must keep in mind
that, usliike the police, we are looking for the high-
est profadilities, not “praof beyondl a reasondie
doukit.” We shoul temyper the expectatorns of our
commanidtss accaridinply. The additinngl trajding
whiclh is resdllly avaiildtide to our Soldiess is worth
the effort if it results in fastar misdion scoemplish-
memnt. As somems: once desarbeet] to me, in a
fight our job is like findimg the right needte in %:
of needilss. Foremsic Sciemee can be a very helpffudl
tool if we are looking for that kind of a targst. *
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Lieuteraznt Colonel Mike Holmes is S2 for the 49th Themtsr
Informartion QiperraténysOioanp, Texas Army Nationgdl Gral.
He has servedl in a variety of assigomends, io include brigade
arnd bottalion S22, and wes an Intelligeres Tidisan and ULS.
Arvesting@ffteerfor the Britisi led MND-SE in Basral in 2005.
A frell-timer civiitinre empliapes of Dberon Assmfinéss, he curremtiy
serves as the Dperafions @fffioer at the TRADOC Capability
Murnager for Biometics and Forensios at Fort Hiueftiezs,
Arizomar. He holds an MA in Diplomacy with a concemtration
in Mndsrvimisonhl Trovarksm from Nomsteh Univensity, and is a
graduate of LS. Army Conmand and General Staff College,
He may be reachall at mike/fviineskd grstamryngitnil
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Intwredlwetion

The Combimed Explosives Exploitatann Cell — Iraq
[CEXC-I) at Camp Victery is a umigue colleotign
of U.S. Army, Navy, and Air Force, British and
Austzelion Army, and civiian sulbjeat matéar ex-
perts working togethar to exploit and anstlyze impre-
visedl explodive device (IED) relatsl! matadial in order
to idewitify and target bomb makers. The labaraoe-
ries that formm the umihetlla known as CEXCA work
end to end, examiring amn exploiiing differemit ma-
teridl propartess as it is collected thoroughout Irag.

Entramee to tha CEXC compibyx at Camp Vielswy, Irag.

®) 7))
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(B) (TKE)

(B) (THE)

Matemidl fows inte the CEXC triage 24 hours
a day, 7 days a week. The labs process an aver
age of 36,000 items a momth. CEXC is staffet] by
thimtyfutr personmé] includling 8 Navy 0-5 [whe
commamils CEXCAI); EOD techridiimas; twao Federdl
Burean of Investigaiion (FBI) agemts. one Alcold],
Tobswoy, and Fireanms agemt; ¢lecttichl engimaass,
and-iin the Biometiiss Labsfforensic techipiiars
and photographess, and latent print examinsss.
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First Full Serviice Biometyics Lab

The Matiomd! Groumdl Intsllligenee Center (NGIC)
first proposetl a full sesvice Biomentiss Lab for Irag
in July 2004. In Decemtbar 2004, a single foremsic
techgiidgian was allowet to deplloy to Iraq as an exper-
iment. This firet effort experiancdd many challengss
and a few failursg, but after ninety days the prograrm
praved to be a valushle tool which led to the recisw-
ery of foremsictlly vahwitite masstidl including fin-
gerpainis, one of which was subsepeently matchst]
to an insargent. By Jume 2005, the Depammant of
Defense (DOD) recogriizdd the value of this fledgling
program and providel additional funding from the
Joixit TED Defeat Orgawiization (JIEDIN)) to supgle-
ment the NGIC inifiative. JIFMRD provided funding
for a latemt prink examinar and a foremsic phatog-
ragiiesr. Demand for ansdlsis grew quidilily as word
spread] threnggdteout the bamtle space about CEXC-
and what it was able to accomplish. It wassit long

before NGIC was lookimg for funding to fill reguests
for addifiomal personntl trainetl to biomatfricsHlly
explaiiy the matetidl comimg in from all over Irag-

CEXC-1 Blomeiric Laboraboyy.

EFP cachn processsd end to end In lesa tham 48 hours.
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JIEIDDE? has fundlat thise program over the last sev
eral years and by Auguat 2007 the Biometric Lab's
staff grew to foumsen. In the month of Jemwery
2008, the CEXC processel a reconil 48,000 items
and recoverst more tham 600 latemt primts.

The concept of foremdicdilly exploiingg I[ED re-
lated matedtidl spresdl to the Afghamistan Theaker
of Operations in March of 2006 when a Biomenress
Lab was eststhilidbdd within the CEXC conupilex in
Afghanistan (CEXC-A). The lab was staffeil by a fo-
remsic techmigian and photograpber, and a latemt
print examimetr. In Septemiler 2008, NGIC was
agitendl to doullile the biomettic staff in CEXC-4A due
to increasigg amounts of matatial being tummed in
for procassing.

Exploiting IED-Related Matexigl

29
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Concludion

CEXCZ, in comjwmoatéan with the BOD in
Clariistbmgy, West Virginic, produces an average
of 34 {denififteatidns every month. Thats 34 po-
tentitd! throends to the U.S. and its Coalition part-
ners that were once anomymaous bomb makers
and inswgerits whe will not be able to enter
into the U.S.

A sustadireed success rate like this is bound to
dramw favordbde attention, and imitation is suppasei
to be the ultimate formn of Aattery, so it’s reassumng
ta see the CEXC concept sprentling. In late 2007,
DOD decidtl to copy the methwdts develgped by
NGIC and the CEXC Biomeatiic labs. In 2008, DOD
began depllaying addifionsl labs within Iraq Theatar
of Operatiions for processiing nonJHD relatat! mate-
riall. These labs, calledl Joint Expediilionnayy Foremsic
Facillitess (JEIFIR), are being deplogeat! in the hopes
that they will reslize the same success enjoyail
by the CEXC Biomettics laborateides in Irag amd

Looking forwartl, the DOD
Foremsiic Intlligenee Program and the CEXC con-
cept are likdly to becomne permanant expediitinnary
capuibilities that can be deglloyetl anywihere in the
worldl on short notiice;, ready to strip the mask of an-
onymiity from future adversaiies. w

Erik Berg is currenily wookizing for Hardimg Secunity Assodiates
as a latent primtt examiner and is assigned to the NGIC. His
work has beem featuretl on documemiory television shows
such as The Neuw Detectines, 60 Minutes, and Forensic Files.
His expertiseifinthade p/photogpiphyommpater based imaging.
latend fingerprintt idemtificntion and crime sceme investigation.
He deployed o Irag in September 2007, after 22 years in
i@ enforcememt, to work in the Biomettiiss Laboraiory at
the CEXC-I at Task Force Troy. In Devember 2007, Erik was
promaiad o the lab's Director. During February amd March
2008, the BiomsiriissLab necuvenat 2,344 latemitprints of value
from IED reiated material, and e record memberafithose {104)
were idenfifibdluring the same period. Erik can be contactat!
at (434) 951-47.3Dor wia emal at ebergihaiyiing- security. com.
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Intrednetion

With the beginmirsgg of Operativns
Enduting Freedom (2000} and Iragi
Freedlom (20033), the U.S. militasy faced
a new kind of war. Rather tham wag-
ing convemtionial batilss foree-wnféorce,
American Soldiems found themssdives

fighiing an insupgengy. Capitdlizng
on their ancnymivy, the insmggants ef-
fectivdly engagatl U.S. forces with im-
prosiigeil explosive devices {IEDs) and
rapitlly disappeacdd back intoe the
cromadl, with litflle chamee of being idem-

NGIC Foremsic Initiatives

In carlly 2004, recogriiing this need to pradistly idemtify and target the indivighaals responiible for attadks
on U.S. troops, the Nationdl Groumil Intdlligence Cenier (NGIC) pioneared] a solufion for the Depamment
of Defens: (DOD), dewelopimg a strategy which incompearatdd umigaes collectiion and foremdics explsittaionn
techmigess.
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NGIC also createtl the first weapoms
intdlliprnee teams= (WITs} to ensurc
that as much maseridl of intdlljgenee
valur as possifile was being colleatsid
fromn the batitéfitdd so that CEXC could
foremsicdllly explait the items for quick
idemtification and tangsiing of the in-
surgent netwatiks. In order to traim the
WITs, NGIC deplloyjed DOD police offi-
cers with expesimee in detastties works,
crimne scene processing, and SWAT op-
erstiions. In December of 2004, the first
of these hires degiloxei to Iraq to traim
the initial iteration of WIT. This train-
ing focusetl on how to quiciily assess a
scems;, priaditize arems of intemssi, doc-
umemt through photegrmply, collect
mateiial of inkdlligemes valueg, colleat
knowm and post moriam primts, and conduat latemt primt processing using proven “law enforcement
coneepité” that had beem adaptet] to the battiffitdd envirommeent.

Although CEXC immediadtly saw an [ff
incressee in colleation as a resullt of the
newlly traimgtl WITs, the fAedgling pro-
gram stilll posed severdl challsnpes that
had to be overaome. These issuss re-
latedi not just to forensic/cibdblamion
trairiingg, but also to develloping the crit-
ical infrasttneciire elements neededl for
efficiently trandfermng data and mamn-
power betwemn CONUS and OCONUS
wartiime efforts in order to achizaxe suc-
cessil and resliiime resullts. Howesar,
NGIC consiiseemitly adatat its program
to meet these challlerygss, and the WITs
it has since traimstl in both Iraq and
Afghanistan have provem instmimeesdhl
in the fight against the hidden enemy.
As the commanilers on the groumd
e o = <
nying anemymiiyy to the enemny, they
requasted that more umits outsiile of the WITs be traimzil on the concepts of bamitéfetid foremdiss and
biomettics. NGIC rapiilly addreweed this need, eststhilistingg anotier traiming program desigmed for
"deor kickass” to augment the WIT capability. The buillding blocks for the traiimiirgg were alreatly estalb-
lished. but the needad to be tailleet] to address the spexiific obstadbss faced by the warffighicer.
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Since 200%, NGIC has providetl bat-
tlefielldd foremsiss traiiriireg to over 1,200
semiee membess, resailting in the col-
lection of over 800,00l items. These col-
lectioms have direatly led to the recovary
of tens of thousantis of latemt primts, the
identificaion of humilretls of insurgents
on the battiéhitdd, and the capsabilivy to
providle targeting suppart, forae prokes-
tiom, and strongsr homelant securiigy.
Fustherrmooee, CEXC foremsic cases pre-
sentzdl in the Centrdl Crimimdl Courts
of Iraq have a recostl of 100 permemt
Conclasiion

The success of NGICs endeswvar in
badtiélitdd foremsiss is indiicaivee of the
Centat’= abily to adape quicilily in the
face of a comgllex and constanify evolv-
ing thaeat. NGIC maintsins this edge by conduuting weeklly telenarfferances with the CEXC foremsiic lab,
WITs, and coumteinsiirgency umits, so that it can keep abresst of all matmindl (old and new) collected on
the baatéélidd. This constant dislaguee with theatsr, togethnr with NGIC's reguilar rotafion of trairiirpg per-
sonm#] in and out of theater, providiss the necessary intdlligrnee and tecdhmoidogy to stay ahead of the en-
emy and ultimmet)y save lives.

As the next step in its effort, WG wiill condmwet trairiingg at the Army combadt traiming centers duming
Fiscdl Year 2009, equipgping over 1,000 degiloying warfightess and 30 rotational brigade combat teams with
the capalillivy to collest foremsicdilly relevant matkertial on the badtiéfidd, mateial which will sulbsesgeetiily
be usad to target the individids that pose a threat to our troops. Anomymiily is one of the greatest weap-
ons of an insurgent, and in denyimg this amemymivy, bantiéhitdd foremdiss and biomettics have the potemtisl
to radlicilyy shift the paratiigm of todmy’s wars. Through its groumitbeehking imitiative, NGIC has suppiit
the cnfiwd! capability that the warfighter called for, and the Centar will contiimuze to refine its program in
the futmres to ensuxe that the needs of the Soldiar on the groundl are always met. a

Capiain Ryan Camgibe{ has been the Deputiy Chief of Forensic Operutions and Training at NGIC, Thaniattesyilie, West Virgimia for
o wear. During this time he has been involwedin the traimimgofover S00 warfighters and over 100 leaders in battlefial Soransics,
the successfil integraiion of trainimg into the National Training Center, and has worked to estalilish an effective plan to ensoire all
units requestimg training are suppanfeel] FPeeinasliyhe served as a battdlion inteligareaficer withim the JIBCT, 10th Mounidin
Diy (LI}, where he spent an extemdiad tour in Afghariisaan, and as o company exeadineofflcer at Goodfelon:AHET, Exas.
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Thie Binnetrics Tosk Foroe? i Support of Foerensic Scienee

Introdmation

The Biomettics Task Forge [BTF) executss the
Secretayy of the Army's Depamiment of Defense
{(DOD) Biometiic Execuitvee Agent regpangibilives by
leading DOD activitiss to progeam, coordinate, inge-
grate, and symeihoomize biomettic techndbegies and
capdbtilities while opersting and magmtaitung cthe
DOD's auttaiitstive biomsttior datibase to suppant
the Natiomd! Security Strategy. The BTF supparts
the Servioes and combatarit commantds by preisingg
rajpid respanses to biometioe sulmissime:s in sup-
port of force prowecioon and the War on Terramsm.
Part of this sugpott invelwss efficienily and effec-
tivelly seamdliing biometiec signatuees dewdbppdd by
DOD agendiss or orgamizaiings via foremsos chemai-
cal or physical meams. Biomstite signaiuees such as
latexit fingenpiinds are genanlly viswdlveed thireugh
chemiicd] meams using foremsic sciesves, digitimes
throurgh image capiure, and formatted as biommst-
ric files. These files are tramsamitddd and seamdlesd
through biomatiic systams (o idemtify previewsly
colleater] samyples as well as registizakinn for seath-
ing agaimst biomettic samyplss collecter] and sulbrdit-
ted in the futmee.

In 2004, DOD devedlgped and deployet its
Autometed Biometiic [demtifeosition System [ABES).
As a mirren of the Federdl Bureaw of Invesiigaiion’s

34

(FBI) Integraied Autometed Fingenprint Idemtification
System (IAFDS)), the primscy biomsttic moddlily for
one-tpmany seaxdling is fingegpiints. The ABIS
processes Electmomdic Biomettiic Tramsiiszian
Spediffication stamdtard tem{fingepprint (temprmt|
and latemt print [LP) tramsactions agaimst repos-
itoniiss of previeass tenpuiint submiissores and un-
solwvedl LPs. The Next Genecatonn ABIS (NGA) 1.0,
schadhideld for deplojpmant on 30 Jamvrarpy 200%,
will inchmdbe the addifionél biometric modslities
of palm,, face;, amd iris for storags and matdhing.

The resuilss of biometitic seaxitiss are ofiem vei-
ted through the Intdlligence Community [IC) for ac-
tion as matcl repomts. Becauss the LP process has
a foremsic begimrniing, a biomstive middle, and an in-
telligenee ending, it is important for all thrae com-
mumitiss o umdsnstand each compommnt in order
to maximize this process for the greakar good. The
focus of this aniidle is on the biomettiec cenfer that
allowss for the rapid idemtificatson of previowsly un-
knowm threats.

Traditiiomal LP Examisatbon {LPE)
Mission

Foremsiic sciemee has tradlitbonblly sugporced the
legal prossauidvon of crimimels in U.S. or militany
counts of law. Federal, stade, and local crime laboos-
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toties processed] evidemee whille consitteiigg the end
gosall of sworm testiinomyy. Becausse of the striit na-
tuice of the legall enviremmeant, foremssic scienase has
nadunilyy evolvat under a very comiriléed andl stii-
gent framesvookk. Tradiiftorah] foremsic practittimeets
are respeuafiiil of comtirdl and “chaiim of custeldy” of
the evidemee from the first crime sceme respordter
thrmouigh the entie processs.

Althourgh this mindksstt is ideall for the U.S. legal
systam), it ismit a very efficientt processs. Thene are
mamy requikenesnds of this process that are cumm-
bersmmee in alll but the most thomungth appliticons.
Although some aspsats, such as chaimedfeasstddy
formss, cam be easilly adaptet] to the batidéietdd, other
processess camuuif. For exammypde, in general crimme
sceme proassinng, most items of evidemee colleetteld
for furtiiear exploitdatoon are comypibtttyy docunmamiedd
prior to hamdliiigg. This generdlyy inveoless phottogra-
phy or videw as the sceme was pressveed, follow-upp
with assignngg each itemm a umiguee numibtmeed ev-
idemme manear, photogryblyy of the evidemee withn
the marfear from a distawee (fromm mid-rargge and
closeupp), and usudlly obtairiiige a final close-wp
photogzpbh witlhh a scalle next to the itemn. Anothar
examypée involwess the tradiitoombl foremssic processs of
thorangdh, sequuantakl, multiicdisgiblimgry processing
of itemmss. Withim the U.S. legall systtam, there is oftem
timme for an item to procssll thrength the trace amdl-
ysis sectiiom, the DNA sectitun, the questtéoredd docw-
mentt sectiian, etc.

The reasunss for this striictt adliwireee to process
and protawil are well foundietl in tradiitoombl case
law. Duriingz countt, the prosssuthigg awthotigy has to
buiildl an air-tigtit case that doesmitt even leawe a “rea-
sonaiite douthit” in the mind of a juror decidiinng on
guillt or inmoseeeee. Each case fact coulld intmsglicee
such douthit, so every case fact must be sollidl. There
canm be no room, for examppbe, for @& defemse ati@r-
ney to claimn that a piece of evidanee was plamtet at
the scemz or that a fingenpiint was liftedl from some-
thiimg other tham what it was labelletl as beimg lifted.
Althougth the goall of “beyomt] a reasandlde doutht” is
necesssuyy for legall proometmggs, a lessar stamdladd
for certaiin asypmts of the prooess may be acagntdhie
for some militaryy and intdllgpence appllicatonns.

A New LPE Missian
In the U.S. Centirdl Commamtl theater of opers-
tioms, it has become necessayy to expllare every en-
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ablimg techioddegy to defeat the asymmettidehl warfee
tactites of terranists. Becausse of the time and effoitt

requiieemeends to applly foremsiss in the traditttsrahl
mamat, it had never beem appiiedl on the baithiéigidd
to defeat an enemny prior to 2004:. The Armed| Forees
Instituée of Pativdbegy has used foremsiic sciernee to
idemtify the remaiimss of fallem soldiimss, but true bat-
tleffieditl foremsiss was intratleedd as a new coneepst
in concent with a pusih for more inttdllggance.

The maim thowgitt in takiigy certwiin facetss of fo-
rensitc sciemwee “forwardd” was simpily thatt some adidii-
tiomal capaihiliyy was better tham no capsbiliyy at all.
Previousbly, soldiiss wouldl simyplly leawe or destiryy
items in plage. Some items, like impmosssdd expln-
sive devioes (IEDs), were collectted for other types
of procsssing. Expediittonary collectioon techmiigpess
were intredhweed to U.S. Marimess andl Spedid]l Forces
who reguilally encount¢ecdd cachess of itemnss of in-
temest. Insteatl of destiryyirgg the itemss, they were
tauglitt to collectt itemrs thatt, if they yieldsd LPs or
DNA, woulldl prowvidte actiiomdbide intedliggenee on thait
individliah]l. As with any intdligeenee, it sigmiffczmtily
degradtss with tins, so the emphasiss was on expatii-
tiomanyy expluittioon evenm if tradittoombl foremssic ide-
als such as thommghh, sequemiabl processngg were
saariftedd.

This new appuomth has workedl so well that two
individhiadds per day remasin in custtutly or are pros-
ecuttell basedl in part on biomttitc idemtifeatition.
Since 2004, neanly 2,000 LP idemtiffectiions hawe
assudmitcdd neantly 1,000 separdte termatiises as haw-
ing toudlivel itemrs of intemesst. Over a dozem deatth
senttarwess hawe beem hamdtell dowm in the Iragi le-
gal systiemn as a directt resuilt of LP idemtificaidons
on items of intenesst. Numemonss high-wdbge indiiit -
ualls whose LPs appear on muilijiide items of intersst
have beem sucussililly tamgebed as a resuilt of in-
tellligeeee that woulldl never hawe beem obtaiireet if it
werenitt for this new appliccatoan of foremsiic sciemee
on the battééibtdd.

Contimwonss ABIS Operatiions

Evem with foremsic provessigg forwax], an en-
texpiiee biomgititc system is necessayy in order to
seardth the biomeitiic impressimss develgped on the
batttéfigld. It doesmiit do much good to hawe a per-
fect humnam signaturee if you can't seamsh it threungh
a file to make a positiec idemtiftatiion. In 2004, the
Biomettiiss Fusiom Centwr (part of what became the
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BTF) develogeed and depltopee the fingenminnt s€g-
ment of the ABIS. An ABIS diffferss fremn commmsiNy
recegmizdd AFI systemss in that it includbss other bi-
omeltiic searcth algorittmms, such as fags, iris, palm
primss, ete.

ABIS Operatitmss maimtaiss a 24/7, year rouadl
suppantt effontt for DOD operattomss in mulkipke areas
of operatioon. The bramsth is stafffatl with highily quig!-
ified amd certiffodd tempmimit amd LP examinesss whe
proviitte feedbaukk to subhmiitiigg partieess quikddly
and| efficienthfyAREBIS Operattomss is alse systam and
file type “agnostitic”. Althoupih the BTF recsgtizess
the valug: of biomxttiic stamdiadds (andl in fact leadks
the DOD commmuifyy in refimirzg thamn)), it alse ree-
oguizass thait, in a time of war, we cammott restifutt
incomiirgg data not meetiingg a pre-diteernimsdd stam-
dan. As an exampie, the FBI requiress its custtom-
ers to submiit a compbtte tempmiint recond! that has
a minimum resalntioon (500 pixells per incln (ppi)).
The ABIS Biomettitcc Examiimsionn Semwicess Brameih
(BESB)} has acceptteld files and obtaiiresld positivec re-
sults from sulhmisssomes with as few as one fingar-
primtt imnagee andl at resoiuionss as low as 200 ppi.

Whillke the ABIS is desiggeed to be a “lightss out”
(no hummam inttrreatitior) systam whem it comess to
seamathingg tempniimt emmillinemtss agaimstt the exist-
ing tempiintt datizase, there are mamy lower quality
temprintt files thatt can'tt auttomsicalily be detemminedd
as am idemtiffbatition or nom-idtetififatidion. These are
kn@wn as “yellow ressiless” and reguiree a humam ex-
amim@ar to make the final detamimatioon. Cumestltly,
approximacdisly 12 percentt of all emmllinentds hawe to
be revieweell by a humam examiireer. NGA willl reducee
that numibear to aboutt 3 percentt whem it is fullly op-
eratioomdl due to muikimueldsl fusiom logic: witlhiim the
systtan), whicih combiimss the scomess of differatt mo-
dallity seamtess. ABIS aversgss aboutt 20,000 bio-
metiiec enmsllimangs per week (with aa highh of more
tham 32,0000) andl rowghly 2,000) imagess per montth
fromw our continermdhl U.S. (CONUS) andl outsitte the
contimeainahl U.S. (OCONUS) partmesss for formetirig.,g,
encutingg, and seawthingg in the ABIS. These: biommgst-
ric imagess of LPs are not comsitbeedd foremsiic evi-
demae (that woulldl be the actwdl dewelbpeeld printy)
becansee ABIS is comsitbeedd a toall for makingz a pos-
itive assediidon. [f the idemtfivatition is to be used
for counmt pumpssss, the examinerr who develpred the
LP will pregaee a counttoommn padiasee to demmonsstatete
the idemtffoadition outsidte the ausypeess of the bio-
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ettiic sysieem. In other words, the ABIS is a tosll to
findl a maitith, but it stilll talkess the foremitc examingT
to testtify to it.

Bionieiti¢c images are assesssed by quudlifddd[ PPegx-
amingiss at the BTF, formuitedd, encmibel], and seamtieed
againgit the ABIS fas welll as the FBI's IAFIS). A list of
possliée camdittistss is returreeld for the examminvess to
revieww. For the ABIS systam, that list consikits of 10
camdiitieces. For IAFIS, the list couldl be as high as
80 but averagtss 68 camdiitla¢ss per primt. The rea-
son for thiis is thaitt the ABIS datztimsse is aboutt one-
thintizthh the size of the IAFIS datbasee. To impioree
the: accurpeyy of seatingg agaimstt the largar IAFIS
datatiasee, the “pemsttasitinh” of eacth file is limikkel to
30 percentt of the datiizsee. Wit some ramce patteart
types or kmowmn fingar posiftons, this may only re-
quiiee one seanci thatt prodivoess 20 camdiitia¢ss, but
for some LPs withoutt pattenmn informminan, up to
four seamdiess ame requiicell witlhh eacih respmmsse re-
tumiitgg 20 camdlitindes.

LP Case Prioritiizakinn and Processing

LP cases are sulbhmiitédd to the BTF withh a prior-
itizettomn. This prioditzastion is detemrmiiiedd by the
submiitingg labs and is bassdl on (in pat)) the cir-
cumisttacess summindinpg the eventt fromn whicth the
evidamee was recowardd. For exampite, LPs dewellypeld
on evidamee recowaedd from an IED evemt thatt led
to the injuy or deatth of a Coalliidnn Solditar wouldd
be givem the highestt priimtiyy whille those from some
documass foumtl at am abemdtmedd cacliee woulldi
get a much lower priliiyy. The prioritiaticon is color
codlall: red is the highesst, yellow is modenathty high,
andl greem or whitte are the leastt sewssiivee for timme-
liness in respomsee. Whem a redi case comes intw the
BESI sestitm . alll work on otherr casess is stoppeel] amdi
fulll ateantonn is devetedl to the red case. Turmerroundd
time for & red case is measupdd in hounss, whiik: yel-
low casess cam talke a day or two and greem caszss cam
take up to two weellss. Cumemlyy. the tummaoomdd
time on “first looksy” for alll casewmakk is less tham
sevemn dagss.

Withim eaclh cass, other tasicHasedd prinnitias-
tiom is practivedd. The highesit priomtyy is actiiniyy thatt
leadss up to ABISIIF camtiithide comyparisean. The for-
mattiinzg task invelbess opemiitgz eaclh LP in Adofed™
Phettstibpp” andl condhuatinge a semiss of image: pro-
cessime steps to tranfbonm the camera image into
a standladd resslluionn and standiadd image type re-
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quiketl by ABIS. Each LP is differentt, and oftem fae-
tors such as backgrmmid sunffaece will cause umiguee
dist@rtion that must be mamuzdlyy corrextted for ae-
curate seanthngg. Examiimerss almostt always cop-
duet image enhanamesnt to incremse the contrasst
betwiean the ridgss and the fumwwss dumirg the for~
maliirgg process.

The next task at the same prionity is to encedie
the formattted LP in software that allows the examm-
iner to place markess over the umiguee ridge end-
ings and bifurcatoons (mimutik) that the system
uses to seamcth the dat#izase. The minutita templlee
is usedl by seamdh algoriithmss (alomg with other in-
formeatonn) to sift thmonpgh millienss of other biommit-
ric templlettss and ramk themn in order of likelitlvodd of
a matcth. Once the top ten candiidtate list is retunrreed
fromn ABIS, the next priodity is the first look from an
examiimeer and verifficitbon of a matichh if necesssayy .
Beyomdl thatt, the BTF operatss undler a lower priae-
itizatitom of follow-upp task worlk, whiclh includtss the
followiirgg:

1. IAFIS “Top Chediss!” Whem an LP camdidiade fromn
a searcth agaimstt the IAFIS systemm is abowe acsar-
taim score thresttoddd, it alertss the BESB to chesik
the resullts.

2. File Re-emodiipg. A secomd]l examimer will re-
encodte LPs for resathmiskinn agaimsit the sys-
temm in order to achiiaxe a higher accumayy
ratte tham just one examimmr encodingg the
priintt. Re-emmwhiiigg LPs has beem showm to yield
aboutt 10 percentt more idemifficaiions tham simgle
encodiiregs.

3. ABIS “Secomt Looks'” A secomdl examiimar will re-
view the responsse lists that hawe alreatly been
lookedl at dumig the “first look” process in or-
der to adhiteree a higher accunegy rate tham just
one examiirar compatitgg the camdiithtes. Secomdl
ABIS exammirzitoos s hawe beem showm to yield ap-
proximeachly 7 percemtt more idemtifficatuons tham
simgle examiimstonss of respomsse files.

4. IAFIS “First Looks'!” An examimet will mewieyw the
remaintber of IAFIS respmrssss.

5. Manusl] “Firstt Looks™” An examimmar will compare
addifionah]l umssdleell LPs in the case with all of
the fingerpiitts of a knowm offendar in thatt case.
This occurs whem some but not all of the LPs
“hiit” in ABIS. Genemdilly, makimg additiional idem-
tificatitonss to the same indiwidhakl is considteedd a
lower prioniify task tham malkiinng new hits to pre-

vioustly umidtenififdd individhaids.

6. IAFIS “Secomil Looks!” This task is just like ABIS
secomd] looks but apyliixtl to the IAFIS responssss
to achiiisec a 7 percentt accurayy increzsse in this
tadk.

7. Manull “Secomtl Looks'” This is a secord] look at
mamudl compationss that would follow Manul
“Firstt Looks” to adhitere higher accurrayy.

Whem an LP is run agaimst the ABIS and IAFIS da-
tabassss withowtt idemtiftasiion, the image is stored
in the umsdbeet latemt file (ULF). As new tenpuirt en-
rollments are collestted and sufumiiteed to ABIS, they
are automuidaHlly seanaiieell agaimstt the ULF, and
scorss abowe a certdin thresttoddd are preszuteed to
examiimeass for reviiaw. This is importtant becausse in-
dividurdds inwallwestl in actiionss agaimsst Coalltiton foroes
leawe LP evidemee on matiidl collectteld at the sceme
evem beffloxe they hawe beem detzsireeld or othenwvisee
emmallbell. Biomettiess are not alwagss in the systerm for
comyarsson whem the LPs are encodletl and sutbimiit-
ted, so an initill run agaimstt a datztrsse that does
not cont@in the sulbjeels biometticss will not resuikt
in an identtiftadtion. The “revemst” or “after the fact”
seamcth cam resullt in an idemfffictiton of a newlly de-
taimsdl indiwidhiadl to the item from an evemt that oc-
cumeetl on an earliiar date. Unsdleat] latemt mateliess
(ULMs) stiill occur today on LPs entamst in 2004
These ULMs occur aboutt 25 percenit of the time that
an idenmtiffoetition occurss. The sulljmtss biomettross
hawe alreatly beem obtaieed 50 percentt of the time,
and a “dirett” LP seamcth produsess the maticth. The
remdimingg 25 percentt of all idemtiffictiions are madie
as a resuilt of mamvdl compaiisnns. The cunrentt size
of the ULF is appnombivgg 50,000 imagss. As the
known databmsse and the ULF contimiee to grow;, the
likelitthodd of idemtffiagitions agaimstt amy simgbe file
also incresses. Furnttteenmore, throngth data shadirgg
agreemesnds with the Departimesnds of Jusstoee and
Homelamt Securiyy, and in the near futwee with the
Nationed] Countieir Termonissm Centar and the Termotist
Screeniirgg Centksy, this datsbysse of crifficzdl LPs will
contiimiee to be used to secuxe our natiimmd] bordtass
by stojppirgg away the amomymiiyy that terrenisss so
desjponatbly stiiive to maimttana.

ABIS Metrics

In Novemliyer 2004, a case with sevemd] LPs amiireeH
at the ABIS Operations center in Clarkswagg, West
Virgimiig, for seamtingg. This case resullterl in the
firstt LP idemfffrzaition agaimsit the DOD ABIS in the
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War on Termayissm. Althougth onlly a limiiter nussmbes
of casess wouldl be sulbmiitéed duning the remadder
of 2004, thiss smalll inanspiciooss stamt would soom
give way to a masssvee influxx of biommstticc: LP im-
ages for seanctimgg. In totl, thaxe hawe beem nealiy
10,000 cases contaiimigg neadly 50,000 LP images
processeed by the BTF simee 2004,

The averagee LP case is a projext in itsgif. Although
cases vary in the numihar of imagss recewt], the
averagre is abourt 5 LPs per case. Eaclh LP seamsth
retumss 10 camdidia¢es from ABIS and am avemage
of 68 camdidbates from IAFIS, yieldiigg 780 separate
compairsomns per case for fulll adjudicativan (coumtt-
ing verifficaitoon by a secomtl examimesy). To adimre
to reasonsbbde tummaommdd timess, sub-tekks are pri-
oritizest to obtain the highestt probudbliiyy of sucsess
as eanlly in the processs as possibide. In one cass, an
IED evemt occumreedd in thesttrr, items were delivarped
to the OCONUSS laburatoyy, LPs were dewellogeeld,
captiredc, and transsmiittdd to the BTF, seactteed
threupih ABIS, identififidd to a subjgett who had beem
prexwimushly detrineed], and a repontt was providbeld back
to thester withiin just four hours in totd]. Gemsradliy,
this processs takes days or weeks due to more realiss-
tic delayss betwresm stegss in this mulliierpgaivzbodhal
procsss. But the facts spealk for themsellves-thidhe
ABIS Operatitons centar sujppaths this joint progesss
to meet the goall for on-iinee, primiitzedd matctiingg
processess in suppmtt of forme protxtionn and na-
tiomd| securityy.

BTF &' Coordiinstténn and C&T
Evaluatiiosiliintegtiion of New
Techmsilgdées

Withiin the BTF, the Straegyy Division is regwomsi-
ble for estaillsliipg the stmaeggic directtoon for DOD
Biometticss actimiiiess and enatilliigg the emmpllowmenm t
of biommiticc capdiliitees. The Strtgyy Division in-
cludss two bramdless, the Futwess Bramdh and the
Conceptts andl Teclhroddggy (C&T) Bramcth thatt work
togettrerr with the biometticss amdl foremsoss commm:-
nitiess to dewdlgp and prewidte futwee biomattidc ca-
patiillitléss that suppatt the foremsiéc mission. The
Futuss Bramcth coordime¢ss the biomettioss Sciemoe
and Teclmudbegy (S&T) effortss across DOD whilke the
C&T Bramchh faciliita¢ss the movementt of those tech:-
nollegiss inte pratsityypee or developmentdh] effortss for
trams$itomn to the entappiise.

The BTF plays an importamt role in foremsoss S&T
by pursuitigg thmse primayy objeutivess in the adwanoee-
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mentt of biomeiticc tecimubbaiges to enatiite foremidss.
Firsit, the BTF synchronmidess biommttidc technmoddogiss
and capaiilifiies thait intaffeee with foremssdc tect-
nollgitss andl capathiitiies acresss DOD. Secomd], it in-
terffiness withh govermmenmt, indosstyy, andl acadiamiaa
to dewellypp and expllnit the forensiwplopmeicic cross-
over tedimobdgyy base for futuee DOD capdiliidss.
Finalljy, the BTF suppuontss the coordiimsitban of effortks
betwesm the biomettitc andl forensidc S&T commmunii-
ties. The Futuress Bramdh and C&T Brameth work te-
gethar to assikdt the BTF in accomypiishiipg the aboxe
objeuttvess in supypontt of foremsiiss S&T.

In addificon to coordimmitipg biomettiiss S&T effortks,
the BTF is suyppotigg two projeutss that direely im-
pactt the foremsiess missiom. The first project is to de-
velgp a Latemt Fly Kiit Capeldiliigv for the BTF. The goail
of this projeatt is to prodiwee a fieldl kit that will al-
low latemtt primt examiirerss to quicidly respodd to an
eventt (e.g., naturdl disssseer), capturee LPs, and subh-
mit them to ABIS for matuthinigg. The secomdl projwct
is to dewadbyp a ruggsd], portaidde LP workstttioan. The
goall of this projectt is to dewdbyp a protutyppee dewitee
to digittdlyy captiuree latemtt fingempintsts in a tacticedl
enviremmeant. Togetieer, these projects demomsstaste
how the BTF is helipingz to adwamee biomettitc teci:-
nollogitss to suppuntt the foremsioss missioon.

TNT Partnasitipps

Simce 2005, the BTF has partireeeed With the Nawall
Postgrathante Sclswll and the U.S. Spec] Operatomnss
Commantl in hostingg Tactitzdl Netwonkk Topaibyyy
(TNT) expenimeatd.s. TNT providiss a reseanth vemue
to supppmtt the nearttemn needss of the warflighteer by
evalustingg and improsingg biomettice capebilitides andl
commuuticagitinn arclittettmaes used to collestt, stonee,
and tramssmiit biometticc datta. Experiimemmtts andl com-
cepts condetdd in the TNT emplivaiize wirelesss net—
worlkss, unmammeeddwotmmousus vehiclbss, semsor
netwoerklss, sitmatomabl awarsmesss, net-amntitiic apyli-
catiionss, targat trackiigg and idemtiffeatition, amd bi-
omettiic idemtiffomtivon and verifficaiion. Measuress
of perflonmanee for each tedimotdeyy are colledeed by
Spedidl Operatitons Foress opersttoss and engimessyd /
techritianns. Requirameemds gaps and techmioahl shontt-
falls are them addiesssdd and improvermentss are madie
for the nest quatechly expenineant.

The BTF uses the TNT envirommesnt to evalusmte
currantt and emengige forenssdc and biomettiic tech-
nologiess in a simuilaédd operatiooahl emwinommeatit.
The BTF's C&T Bramcih considbrss validateed reguiipe-
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memntss and biomeiticc capddililivy gaps, gathoass expenr-
imemtdl biomsticc and suppothiag technmoddggies, and
weaves these tedimoddggies into operattomahl events
and scematiss witlhh detiritell objeativess. The BTF as-
sists expenmmeamdtition partteass, includingg variouss
brametiess of the militayy, the combattarit commantds,
indusstyy, and natiimr] labarabordes to conductt experr-
imentts. Acturdl assessmeands of the experimemds are
condinutteld by asssssoss, such as the West Virgimia
Army Natiompd! Guamdls (NG) 19th Group Speciidl
Foroes, Spexiidl Operationss Reseanth and Suypygpontt
Elementt, and the Joimt Intoregecey Traimirpg and
Educattoon Centar (JITHO).

BTF expetdinmestidtition in foremsi¢ss has beem a part
of TNT for severd] quattrss. Most of the foremsiec tecln-
nollegiiss centar on altemrmt¢e ways as well as more
time efficienit meams to capture LPs. Techmudbeigss
haxe showm ways to dust, lift, and digitdaljy comventt
LPs, thus reduniirgg time spemt on a spwdfftc tamgst.
Other pantiidjpaitipng techmodbgiies hawe showm altar-
nate ways to captuee LPs fromn sunffaess withoutt us-
ing lift tagee.

Althougih biomeitiic experimemddtion in TNT is rel-
atisad}y news, it has growm to a point that necessitades
expassion into Camp Dawsom in Kingwemt]l, West
Virginiia, and the Centar for Natiomal Resporsse (CNR)
in soutfherm West Virgimita. Camp Dawsom providiss
a realligtic traiiinge landiscgpe that affordks paatiédi-
pantis the opportiuniity to meet certsiin chaltarggss of
theiir wartiinee missiforss. The fadility is alse used by
the West Virginia Army NG, the Army NGs of other
statgss, Army Resswee, Resamee Officemss’ Traiumiing
Corps, andl other Active and Resawee compomansgs
of the Air Foraz, Navy, and Marime Corps. CNR is
an opetattionhl compomemt of the JIMRC, whidh is
an NG traiiringg actiiiyy operated by the Chidf, NG
Bureaw: and the Adjutanit Genexdl of West Virgigiia.
It is a flexitilite Weapomss of Mass Destmuacioon traim-
ing complbxx thait providiss mulliisseenzivio exerdivss
for the militzyy or joint operations with militayy and
firstt respomidess.

BTF Test and Stamilaxiis Confenmanece
The Test and Stamdiards Confonmawee (TASC)
Brangh existts to plam, conduutt, and repomt the re-
sullts of eventks, testss, simullaidnss, expefimeends,
andl evaluatitons of the natimniss investrmands in
biomettitceanblisted informeaténn techmddeiics, pre-
gramss, and produntts necessayy to suppert the

U.S. Armedl Forass. In that contextt, the contimeed
objastivee is to rapiidlly test quality biomettiéc tecingdi-
ogies that safisfy user needs withh measareblde im-
provemmsrits to missiom capebliliyy. In Sectiom 112 of
the Emenganey Suppamesnt Act, 200Q, Pulillic Law
No. 106-24, the Depantimeamt of the Army was desigz-
natedl as DOD"s Executivee Agentt for devellypngg and
implemramining biomettiic tedimoddgiies. Accondimghly,
on 27 Decemitrear 200@, Deputty Secrettayy of
Defense Rudy de Leom sigmatl a memoranctiom ti-
tledl, “Executhive Agentt Appoimttmeant.” In this memn-
oram¢hmm), Mr. de Leon directtet] the Secrettayy of the
Army to “esta@blliéth a Biometticss Fusiom Centar to
acgpiice, testt, evaluaite andl integte biometicss, and
to devellopp and implemzmt storege methadss for bio-
metricss temypllaess.” As suchn, the Biomettioss Fusiom
Centmiss (now part of the BTF) testingz capedbliiyy
was creatted. Since 20011, the TASC Brameth has em-
ployedl rigidl testingg plams andl primdphéss to ensuee
thatt the collectiion, enmellineemt, matictiingg, storegs,
wpdhtingg, andl shanirpg of biomxttive techmudbeiies is
accomyplibkdd in a securee, timsdly, accurade, uslits,
and relitdidde mammrear.

The mission of the TASC labomatoyy is to plam,
condurtt, and repaontt the resulits of eventss, testss,
simulbdtoons, expeninemgds, and evalustioons of
biometiidecnnllbied tedimodbaiies to decisim makers
so they cam ensmre thatt our warflighteess have the
rightt biomettiic capuibliiities for suowass across the
entiixe ramge of militayy operations. To accomyplish
thiis, TASC engimesrss aply basiic test primdjptes to
diseverr, demonsstatte, and evaluraee biometticc ideas,
conozpss, techmoddgiges, or productts across the DOD
Biomettiess Entappiise.

DOD Diregttvee 8521.01EE, DOD Biometiiss, de-
fines the testihpe scope for the BTF and estehilisless
condugtt for biomettiéc test actimiitées. Confonmamee
to approseed biomsttitc stamdtatds is paramsunut to
the tedmudbeyy acguissitban procsss. In addiiten to
kmowiing the extemt to whiclh a techmoddegy is able to
colllentt, trasmitt, stoms, reiesee, mamjmliade, mateth
(if requiicdd), and displlay biomnsticc and persomal
data, the BTF must also know that the techmdbegy
will meet critiizd! issuss of missimn perfonmanee, us-
abilliyy, informuttion assunacee, and suppetibBility.
Such assuramess are providieH as a resuilt of the test
and evalumttoon fumatoRs.

The TASC Bramadh evaluztss tecihmddeiiss through
conformmmee evalwaionns, scemaido evalutatimes,
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and informedl testis, evalumidoRns, Or assESHRANS.

Exampltss of biomeitiic testingg dome in the past

indiuide:

+ Condunttingg biometticc stamdiarids conformemaee
testiirge for alll productss, programss, and servitess.

4+ Providingg suppontt to DOD acquiisitéon orgarii-
zatiorss in developmestthl testiitpg, systEmss in-
tegratitorn, and/ or indepanttemnt verificatoon and
validhiionn of biometticc systamss.

4+ Maintaiinigg awarenesss of the biometticc manieat-
place and evaluatingg commemiidigg@osemmenent
off-the=stieHlf produatss usefiill to fedenxdl govemn-
ment agemiess.

+ Suppwtiigg DOD operatioomhl test agemsiess for
the conductt of formrd! developmeemdthl and op-
erainnubl test and evalumitomn actimiitess that de-
terminee system effectivenesss, sumivabbityty, and
suittbbitity .

Havimg evaluatteld more tham 300 biommsitiic tech-
naollegiss over the past eight yearss, TASC engimzsrss
hawe a vast umdkrstdardiigg of the capathiliiees and
limitstomss of biomgtticc systemss and deviess de-
ployed! to supppott the War on Termamrssm. Today, the
TASC Bramcth is seeimg more hamdieddld collectionn
devicnss preparigg to prowidte a forwarrtl latentt collle:-
tiom andl mattctiingg capetbiliyy as welll as more locall
biometfiic matieliiingg systenss with latemtt primt capa-
bilititss. These systemss will soom providte warflighteess
with a forwandd capebhlilyy to colleatt, store;, maticth, and
share latentt fingenpmnt imagess and informattoon with
entanpisse systemss acoondlirgg to DOD stamddardds.

BTF Challemgss

Althougth the BTF is maimthiningg a supeior posi-
tiom with regamdl to idemtiiyy domimemee, there are stilll
chalbggss to overcmmee. Limitee bamdimiidith from the-
aters of operatioon to the entepiise ABIS systeom con-
tinues to plaguse resporsse times back to the soldisrr.
Foremssec labonztomss in rematte locatimrss hawe to use
satdllice technobdgyy to tramsmit very large digitdl case
files for processmgg. Gemzrwdlly, it is more cost effec-
tive to condnutt alll biomxstticc actiniyy withim CONUS.
For this reasmn, most of the raw umprwessedd camm-
era images of the biomuttidic are providtel] to the BTF
for formatthigg. Althougih this is necessmyy for accwr-
rate processigg, these images cam sometiiness reacth
20 or 30 megalipttss eaclh, and some casess litemdllyy
hawe humdirelis of images of LP biomsstides.

The Workffloww withiin the BTF is being re-engiirceecdd
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for maximmum efficienyy. In 2004, Excell” spreatisbests
and manugd] file systemss were suffidient for the vol-
ume of casewwkg, but the BTF is in the process of
plammingg and implemsningg awtometeld case mam-
agemenit systemss and centizd] serwar job queuss for
compatioons. Althougih the tramssiioon pericd is on-
goigz, the BTF remaiirss ablle to perfomm the highest
prieniyy task work in suppentt of theatmr operatiooss.

The lower prioniyy task work, sucih as IAFIS ex-
amimdioss and 2°¢ levell examinmmioass, contimiess
to becomre badibpzedd. New stratbegess are cumesilyy
beimg exploneel], suclh as stamdlirgg up a remotte ex-
amimettoon servigsss capabliyy, traimiigg and invalirv-
ing Woumdbetl Warrniionss or their camsgwerss, amd
evem inwelwingg examminerss fromn other depantimets
in the compmissan task work. Althougih the cur-
rent comparsenn bacibtyz is appreringg 10 millimn
sepaimdite comparieonns, these progranmss alomg with
an aggresssvee stafingg straiegyy are amticipaacdd to
brimg the bacdibygz under contnd] withim the next few
yearss.

Findlly, the chalbmpge of foremssic trainingzg and
awarenasss will be an everlhwmngg battll in these
eanlly years of new bathifigbdd forewssic caypdbtilility.
There seemrs to be constrit bombandinesnt of tradli-
tionedl foremssic idealls working agaimsit the new ex-
peditimazayy baittééittdd foremsscc modidl. Commandbess
at alll levells need! to understtandd whait baiti¢éfitdd fo-
rensiss was intemdbell to prowidte andl how the very
processs to achiewe those resullss may requiice fall-
ing short of some instiifuitvoakl laboretoyy foremsséc
procediuess and procesess. They also needl to um-
dersttardd how those foremsstallily devellpeld biommett-
ric signathiress can be tramsmiittdd to the entenqpiise
biommsttidc capethiliyy for maximmmm value back to
thestter. Traimingg our troops how to preseryee and
colleatt items of intemestt andl conduait some lina-
ited exploitaionn of immowalidde items is a relatiivetyy
stuaghitfdowarird exerdsee thatt just requiicss the righit
spormsseshipp, staffiirgg, and execatioon. Obtainingg the
doctuiiree and policy to suppmrtt this new type of train-
ing is the cummentt chalbngge.

BTF Futmze
There are some great futunee capelbiiides in store: as

the BTF contimess to sujppontt the warffightesr thrength
maimtaraanee andl operaticon of the entepiise bio-

metnitc capdilitity. The upgradte to the NGA willl alllow
more efficientt matcihingg of foremsscalily devellypeed bi-
omefriic signatiress. As we contiimge to identiffy pro~
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cess bottlereciks, the root causss will be identified
and correntive actiom will be undertalesn to solve the
actual issues. In fact, the BTF has formed a Tiger
Team for the Enhancet! Capture and Detemiion of
Termorists to trouthilséhoot some of the non-standadd
foremsic and biomeatiic issues that contrithiste to the
wrongthil emplegmnent of foreign natioasils or wrong-—
ful release of detainses.

The BTF is forging new groumi in reseacth on
placing LPs on waish lists. For good quality primés,
thexe is demomstoatéd vahlee in lights-wut seamth-
ing as long as followyp humsm examinaiion is
emgiloeed for potemtial matdiess. Look for cleasar de-
linestion between autemated face recogriition and
true face idemiificakion by trainat perssnmet] for ab-
solute masshing. There is a big diffesance belwean
the stamdlactis for face recogiition systems versus
the image quality stamdarils necessary for positive
idemiificaioan by a biomettic examinar of the umigue
face charmcteristics, such as moles, frechiles, smasll
SCars, Uligute teximes, els.

Conclusion

As the BTF looks towamil the future, our missinn
is at the forefiromt: to lead DOD actiditins 10 pro-

gram, coordiinate, integrate, and syndhoefize bi-
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ometnic technalogies and capsbilities and opersite
the DOD’s auwthotnitdtive biometric datsimsss to
support the Natiowdl Secuiity Strategy. The BTF
recoguiizss that foremdic sciemz= is 8 major con-
tribattor of biomediic signamices and serves as an
enaliitar to the BTF in suppoat of our criticdl mis-
sion. Throagh productive collaboration and coontli-
natiarn, the DOD foremsec community and the BTF
will contimue to provide a valustite semicee to our
men and womem in umiform and to the agefgies
and orgamiizatanns that protesat our homelant from
foreigm and domestic termorism. +*
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Compiete Consuivants\Sidridididd, [ILCsupporting the DOD
BTF by managing scieme and technology popjects relatad to
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in ffowendic itebhnblogy ciwmently, he serves as Chairpenson
for the Biometmic Commties of the Intermationd\ Ssrosioadion
for ldentjficalion [(IAl) and is an IAl Certifled Latemi Print
Examiney, Distingnidshed Membar, and Edileriol Boord
Member, He compliated a shart tour of duly in Frag and
Afgharitstan as part of an IC haboratory improvement @ifor
and spent ohe year on conivat willh NGIC.
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The views expresset in this articbeange those of the author and de not reflect the official puilicyovrppositan of the
Defense Intelligencre fagency, the Departirent of Defemse,cor the U.S. Gusernment.

Introdmcttéan

On Februayy 6, 2008, a UU.S. Militayy spokesman for the Multi-fiaiinaal Forcesiinng revealzil a series of vid-
eos from captmret] al-Qaldla Netwantk (AQN) medin. The videos depictatl childwan traiming to detasin, kidnap,
and kill imnocent Iragi civilimns, U.S. officials said “the video was beimg releasei to illustrate al-Qaidli's in-
creasing willingmess to use womem and children to camy out its objeatiess.”! The disclesuee was coveratl by
all of the major news oudlats: CNN, Al-Jazesnn, the New York Times, and mamy others. News releasiss like
these are havimg an effect on al-Qaliitis’s abillity to recmiil. This is one of the powerfil! ways that capmret
documaents and media are affeciing the bantiehitdd today.

Stilly taken from capivesd al-Qailita video.

Meaking sense of the papers and media captueed in the War on Tennotism is the domaiin of Documesit
and Media Expleitation (DOMEXAMEDEX). Intelligence Commuriigy Directiiwe 302 defines DOMEX as “the
processing, transhatdan, analysis and dissaminaition of colleated hard copy documents and electionic me-
tha, which are under the U.S. Goveramunt's physical condrdl and are not pubilidly availible,” The implica-

tion of this defimition is that these capturc documents and media are not open sounae docummniss pulled
from newspapess or the Intemret.
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Paper or Plastic?®
Paper deewments and electomigdidigital media requiip: differentt proceswss to extraei inwlligeagee.

Unlilze documants, electwomdc media isn't immediathly “consihmbhbld.” It isn't possitie to pick up elee-
tromic or digiti| matati]l and read it. The extrantion of docunmsmss, audim, videw and photogmnpiis requirss
a metiatlian! appmmath to get the most from the matearidl with the least amoumt of ressuree expemditnge.
The exploitatoan of compukdr based media is the pumvwiaw of MEDEX, a subsst of DOMEX. MEDEX relies
heaniily on the sciemee of computar foremsiiss to extrstt thig informmiidnn.

Compwmiter Forensiiss

To understadd where and how the disdipline and the sciemme of compiter foremsiss dewellgpeed, one only
has to look in a dictionayy. There are two defimidions for foremsiss, one has to do with debafirpg and the
other desonibmss “the appilizution of v sciemse to a legal or law enforcensnt probilam’” To put it anotier way,
computar foremsitss has develomszil into the sciemee of colleninag and amdlyzing digitdl data in order to pres-
ent it in count as evidanes. Typically, computer foremdics is perfonmed by a law enforcanent agemoy or lak,
such as the Defense Computar Foremsiss Lab, to prove or disggons an allegation of a violadion of the law.
Most of the time, these violatimms are traditicndl offensss such as frawd], sexus] assenitf, ete.

MEDEX

MEDEX appliess computkst foremsac tooks to the DOMEX space at least on the electimniiddidigital media and
providies the intdllppenee funciem with informtdon about the formeatoon, orgadizsionn, persamptl, opeis-
tiom, fundliteg, logiefics, commamd] strumtisee, inteadions, us well ag other valuahie infommaidan. The process
modiffies the computter foremsiss mode to meet the needs of the combatant commanider, mosily to increaze
the speedl of obtaiiriingg of the informmitdnn. Az speed is of the essenues, 0 soime of the aspaaks of the rigor-
ous law enforoement appresudh are dropget or modiified to inciease the spead.

The twa best examyples of digitd] infonmusionn in the pullilic domain are hosted at the U.§. Militayy Acadenny
Countar Terraiism Center ({CTC).. The CTC takes docuumsmts releasat] from the War on Terrosism holdingss.
performss undhbssHifiéd anslysss, and releasss the resullis to the puthilic. Two good examgtins are “Cracks in
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the Foundlition: Leaderdliip Schisms in al-Quiidn 1989-3606™ and tAl-Quida’s Foreign Fighters in frag: A
First Look at the Sinjor Reconils.™

The former reviews a numiber of letters between members of the al-Quiitla leadershp, revesling their
weakmesses. This inclufles letiers like the one from Zawaliiii to Zamgawi®, telling Zargawi to avoid using
violeme agaimst the Iraqi civilian popullation or risk abienting it. It is a more stratggic set of docuumants,
whereas the latter is both steategic and taciical.

Bamitwrs, Bank Accounts, and Bleatiowt: Al-Qaidd's Road In and Cut of Trag® is an andiysis of a collec-
tion of recorils released to the pulilic threugh the CTC. The recomils contsin biogrgphieal information on
arcumd 600 foreign fightass that are beliewat] to hawve entersdi Iraq from Syria. The Sinjar Recondis inchadle
a biograpldehl desufiptien of each persan, and in mamy cases, photagrgihs. The tacticst impomtance is ob-
vious; one can look for these individhaads in detemtion and can check any new detsinatss against this list.
An additional bensfit is that every nadiem now has access to thie information 3o it is unliledly that the 600
named in the record= will be able to board an airardft for the U.S. or Eurgpe any time soom. Some of themn
are from Euwrgpe; if they ever get home they will not have a warm reception.

The CTC alse had access to other buremacnatic informatinn from this collecttion, here is its synopsis of
the Sinjar Orgatiizaiion:

The Siniar dovuments provikle a striking insid-
er's vieiw of the monagement challengas/jairing

al-Qa'ida in loag's/islamic Stake of frag (15i). The
documents revenl leadors struggling ito balanae
the conirol reguiiveilido achises their polificd|gronis
agatnst the secunity required to suohwe. The ISI,

like any terrorist organization, faces a diffiod task
in a hastile ppengtionhiesetting: i Rirst; 8 must con-
frol the use af viclence as a means to achieue their
spexified) pbilitiohl ends. As the organization iself
has acknedletizdd many times,too much vielence

or ingppoppitate funtrdisiyg efforis con damgge
the cause as much as doing oo little  Sevomd, the

IST must sustain itself with limited fimés, placiog

a premium on finarodis! afffcenry and oversight

Third, the ISI must maimtdin this calibrated] use of
Joreein an envirgnrrent where becoming known: to
Ireqi or Amedticnn governnent forces leads to oper-
ational friliure.

These three tasks place conflictingg demands on the
ISI The more the organizationevertices enntrb! over
its operatives—bby using organizatiordldotis such

as trucking spremilibests, expense reporis, and
standpuiized policy memoranda-tthe less secure it
becomes. [Beerasing contrblin/this manmer requires

add@iond! communicddions thar can be intercepted

and crealesadivent inks betiwaan semior leadsss and

operdalors Wwho are moeellikéhyde be identifissd and

captured by govermment/forees \Moreover, because

these documenis ofter include names and provide
evidense gbout operationgl practizes, they make

bmeE
ideal raw material for intelligence organizations seeking to target the ISL The ISI thus faces the same tradefs
betinesn secuarity and control that have troubled temonistorganizations from the 1890s to the present. The Sinjar
doouments provide further insight into how al-Qa‘ida’s IS is challenged by these tradegfs. 7
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The €TC repeitt is an enlightsiing read and starts to crack open the door on what informeiiesn ean be
gainedl with DOMEX.

What Can You Lose?

While the CTC repont exemplifiss the suseessill apgiiicatéon of a computter forensic apprasmith:, all e often it
i§ not used-aat! at a high cost, as the Colombiian government expeniimvedd recenilyy. The politizaliyseesididve
reid on a Revelutismaayy Armed Forees of Colombita (FARC) outpeosit in Ecuadlor umcowered a laptep full of
decuments incriminaking President Chawez of Wemeoaskla.® Unfamifliar with computter foremsiiss, Colombitim
governmuwmt officigls tumedl the laptep on and begam readiing files, chamgihgg access timess, As a resuilt, the
credbiliiyy of the informatdon was sigmificaritly damwged. The ariidde, “Chavez: Interpal Report a ‘Clown

Shontr'9!, demonsitoades the damage of not following good foremssic practiicss. —

An Appreaath

Many operatntsiiniiliégence perssmmetl want to excise the *law enforcemmmt cemtiod” requiranvemds of
compuitar foremsiic procednicss. The exploitation process must be fast, but it can't be at the expense of the
sucmestiinl proseauidnn of the capimretl terroristsdddedncetojwar criminal. Over the last few years, almost
all of the importart mataiidl has ended up in a court systemm (II.S., Guantannmno, the World Courtt, Iragi
court sysiamsy, etc)) Oftem, the important informaibon is not idemtifeed umiil the media is reviewoetl, and at
times, this process can take seversl mondiss.

When fightiing insutgends, one appiwadti is to work like the police. The poliss have been fightingg orga-
nizedl crime for & long time and have had to seek out the bad guys movimg “amongst the peoglls as a fish
swims in the sea,” to put it in the words of Mao Tse-Taurgg. Computtsr foremsiess is a crime fightiing toal de-
veloped by the police that militagy commandbess can use to redusee collaterthl damags.

Using computtar foremsiss on the battbéfitdd, howenat, presents mamy challkngess. A firm legall frame work
does not exist, thems are no elememts of prestl, and the MEDEX tecihtiiciian/éczaiminer generdlly does not
spealk the langumee of the matamdl in question, so linguists and indellgnoec analits oftem hawe to inter-
pret the resuilts.

Absentt from this list abowe is a warrant, and in all likelilvookl, elememts of prowfl, howenst, thexe may be
a detzireee that is susyssteedl of some kind of insungemt acdivity. The MEDEX teamm needs the confext infor-
matiiom to do the same kind of focuset seaxch that is perfommdd by a foremsiic examimar in the law enfemze-
ment realm. Withourt the conteat, it is reallly difficalit to idemtify thimgs of intemss!-

The chaim of custimdy informsioon is requiieetl to retwan the propemty back to the owners if they are re-
leasextl or to presemtt as evidemme at ttizll In mamy cases, insurgants capturetl on the battiéRuld will face
some sort of trid]. A trisll implies evidemes, which necesditates the produntion of a chaim of cusisdly for any
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evidetsee presenited to the courtt. “Do no hamm® falle right in line with retuming the individiaal's proparly.
If an operator turms on an detaireds computst and begine to review the files, the data will be poised for
eouit. It is best to work from a copy. In fact, having that perfieat copy in more tham one plage allows par-
alledl exploinskion. The chaim of custadly informeation can alss be used to providle condext, it is essential to
maintzEin the link of how somedtiirgg was acquiieed to the media images so that they mainddin their ingslli-
gence valwe. Withoutt comtext!, the data deriivetl from a piese of media is of less value.

In a pexfiect worldl, copies of all capturel] media wouldl be reviewst at a tacticdl, theater, and Natiomal
levels, At each level, one would want to sift fior differant kinds of informmaidan.

Also, the spam of time that a copy of the data is of interest expandls as it moves up the levels.
Al the Natiomsil level, all data showlld be availdiide for as long as the confict is actives. The impontanee of it
changgss, and older infonimaiton has to be revisiteld from time to time, empihasizing the necesiiyy of & com-
pletie, petfiectt copy For intdtlljigsnee reagons. What is insigniificant now may be relevant within a month or

Conclmgdion

Applying computter foremsiss to the bantffitdd can prowide the commamdiar with an informatien soumee
that has ramsly been availsdide in the pasl. Thie is pasiinliagly important in asymmettidabl watfare. The
crititzdl infornmatien for operatoss and intdlligence persanrt! to knew is that mamy of the law enforaanment
procedures that take time add value and can make a big diffexanee in the ouwtaome of a campaign-eor
EVEm & war._ .‘
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The Coalescence and Convergence of the
Forensic, Intelligence, and Biometric Communities

Introdwcttian

The asymmeiriahl namire of recent enemy tenor-
ism related tactics has causadl the Deparmmmsmt of
Defenss {DOD) to closdly examiies every toof in its
arsemid! to stay abhead in the War on Terrafism.
Within the DOD, the intdlligenee, foremsac, and bio-
metic comumuntides have existed] in suppart of dif-
feremt missions for quite some time. Although the
roots of each comuminiyy can be traaeil back over a
ceniniyy to very different beginmiings, the battiéfald
of the last decadle has witnessdd the very redl com-
vergenee of these thmse distin! commumiites.

Histaiiicd] Aspects

The most familiar commmuniyy to this readar-
ship was spadlee in 1885 whem an Army generd!
was umshile to answer an inquicy fromn President
Clevelamt for a rebatietly routine piece of informa-
tiom. The Military Informwmatiem Division of the Army
prew expamsnitibily thromglonat the remaindder of the
19th centusy leading up to its prommineant role of in-
telligence gathafing in the SpanishAdmenoan War
and in every war in the 20% cenmury.

The broad scope of the foremsic commuridty makes
it difficuilt to pin dowm its begimnigg. Even as eanly
as 287 B.C., legemd tells of the Greek sciemiist
Archismethss usimg the true demsity of gold te com-

by Kasey Wertheim

duct a non-dlestmuitive examimaiion of a crown and
thus preve that it was a counteffait. Primsijples from
the modem field of medicdl examinatéon were pul-
lishsdl in 1248 as a Chinese judge recourted how
inseats were used in a deaflh invesiigaiion and how
mamnar of death could be detemmined through sys-
temaific examimeidon of phpsSeddegichl evidemee. In
1862, an Army generd! brought foremsic sciemee to
the Army theough the establishoeant of the Army
Medizd! Museum for the collestiion of anstomny sam-
ples, just thoee years later hosting the autgpsy of
Abralram Linedln. Through mamy changes in name,
scape, and mission, these foremsic roots of the DOD
are knowm today as the Armed Forees Insimste
of Pathddegy, DNA Idemtificaiion Labomavery, and
Medicdl Examimnation offices.

Consiftered the most matwes of the biommstitss,
the use of fingenprings alse has a rather hazy origin.
Most texts cite the use of fnger impressions as a
means to prevent forgery thousantds of years ago by
the Assyrians and Babylositans, but thexe is much
debate about whether their vahee for persanal iden-
tificatipn was recognized at the time. By the 14f
century, there is docummsantdd evidenee thar Chinese
merchants were using the footpaings of newboms ia
ink and conduting compaiisons of the impressions
in order to positivtly establish idemtity. Systematic
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mulliimoethhl biomeiticc idemtiffvediion was pionearedd
by the Frencimmear Alphonsse Bertillton in the late
1800s as he estailiibhdd the umiquonesss of difffierr-
ent body measureneatnts and combiresll themn with
photogrgybiss and fingenpiings in the early 1900s to
estblishh idemtiyy pontfédiess. Fingeupintts have beem
used througdioent the U.S. for crimmined] identiffvasidon
in the 201 centtiryy. Withiin the DOD, the most prom-
inemtt use has occureeld in the U.S. Army Crimmired]
Investigzaioon Laborasoyy, estatihisshdd in 1943,

Unigue Aspectss of Eaclh Commmmmitty

Givem their separdte and distinott historiiss as well
as the evolutiom of their missnss over tinme, eachh
of these commmnitiies naturailyy has facetss thatt are
sepaite fromn the othanss.

The foremssic scienmee commmumiyy is very comcsmeed
with traditicombl legal appliidiéon of its prodiwtss.
Stringentt aspestss of sceme preswvasiion, evidenvee
packgingey andl stormge, docummsrtatition of items
and actiiorss, as welll as kmowlbelgge of relewanit case
law are importtantit withim each foremsiéc disciphiine.
Strictt adhemsncee to seqummiiahl discijpiine processs-
ing as well as sequmntiihl chemmizd] and physiszd] pro-
cesgingz withiin each disdjjflime are paramowurtt to
achitonve the idealks of thomonpdhmess requinced by the
legall systtem. Oftem, one type of foremsitc exammine -
tiom may revesll the necesssiyy for ameottteer, requintirgg
additiioradl labenattoyy time to not desttngy potenttallify
usedul]l evidenvee. The primuifide in foremsscc scienvee of
thorengthmsss at alll costts, inclutiingg tinms, is diamett-
ricallly opposssll to the princijjte in the Intdlijgexee
Commmunifyy (IC) thatt the value of informmidon de-
creasss exponeertitidyly over timee. It is far bettkar to
have: 80 percentt of the intdliggenee now tham 99 per
cent of the informsition too late. Funttleenmoore, the
i€ is intenes¢edd onlly in the factss, not necessaiiy in
knowiingz the exact chemiizdl processsss andl umdtetyy-
ing thewnéss used to detemmiire those factks.

Thete are als®m mamy of the foremsiéc discijplinss
that have no beanitgz whaitewserr on biomsticss.
Gerpndllly, identiffyigg bicllgiahl or physitzdl sigma-
tutess of a persem are consilbredd biommticc whiike
idenitffyiigg signaftuess of an item are comsidbredd fo-
reirdic. The biomattiic commuumityy is not intewssedd
in the impressioon evidencee left by a gun bametl on a
bullatt, a tite in mudl, or a pry-twar on mettd]l. These
aspraiss of foremdic scienee are importtant, but they
have no relevantee to the biommtiic idemttffoatition of
an indiwidiahl. Even if someonee is captueed wear-

ing the exact shoe that left an impressidon at a leea-
tiom of intemsst, it cammutt be auttonatitizldyly infemesd
that he/sttee was the wearar of the shoe at the time
the incidentt occureeld. For these and other reaswiss,
thexe will always be aspeatts of foremsiic sciemee that
are separdte from the field of biomsttiiss.

Likewitse, theme: will always be aspertss of intedlii-
genee thatt are separdte from biomeitiéss andl forem-
sics. Neitheir of the latter commmunitities is coneamedd
with techmiipess for elicitinge infosxmpditdon from
sourmss or evem with the use of their productss for
prediotivee amallysiss or caloulbtingg the probabbliiyy
of the occumrprcee of futurce evemss. Intelliggemee an-
alysts are concameeld with the “so-whadt” belimd a
biomsttiic matath or a foremssdic findingg, but the obyje:-
tive natree of biomettiic maicihiingg andl foremsic idem-
tificattomn prevemtss these commmumitiies from beimg
concemedd with how theiir produntss (identtfitationm s)
are usadl. Other facets of int#ligganee thait are of no
obviouss concemm to the biomsitric or foremssic cowm-
mumiitess includde espimagge, recomaissagece, inter-
rogatiom, tangeingg, cryptanahiysis, etc.

The biomettidc commmumiiyy is intenes¢¢dd in the use
of physaahl, biolugiehl, or belwiornhl charattesEtics
of an indiidhahl to efffectt persanadl idenitfi@ativion. In
many cass, this intemesét centenss on types of char-
actaritides or uses of those charvettesistscs thatt are
not relevantt to the foremssic commmunityy or the IC. For
exampide, neither of the latisr commmmiidss woulld be
intenesttdd in volummettic measueeneends of the chest
cawitly over time: or the umignmresss of hummam candos-
electitipd! pattterss. Nor woulldl they be intemassédd in
some of the businesss fumctitons facilitba¢dd by bio-
metiriss, sucth as physitad] acoesss comtod], smanttecadd
idemitiyy vernifiecadtdon, or methmdls to obtzin biommttidic
populkitoon statissties. The IC mightt be intemss¢dd in
the informattoon behimdt such endkraross, such as ac-
cess logs thatt show whem andl where a partionbdar in-
dividupd] attemppedd to gaim access to a familiyy, but
the actugdiizsiion of the busimEsss ProCESEss NECEss-
sary to suppott those fumdionss are squeetly cem-
tered in the biomgttitss arema.

Convengamce
Althougih theire are many aresss that are exclssvee

to eaclh commmunityy, othar areass of thesse commmmuri -
ties have begum to come togetlieer over the course of
the last decadte. Prior to 2001, thexe was no lamge-
sealk: biomeitiic collectiton withim the DOD other
tham to condugtt fingempinht chediss agaimstt the FBI's
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Crimniired] Master File for militasy apglicant screan-
ing puqposss. The collextion of biomewriss from ad-
versaries and items of interast from sites to idemtily
friemd] from foe progressed from a very spedidlized
and smslll-sscide intdlliganee aclivity to a large-<snide
joint Servire fundaiion on the baatdéhiald. There are
elememts of all theee commaiitiss presemt in this
new modsd] of asymmetiichl wanftare,

It was the IC that first recogriized and deplopat
the Biomentiss Automated Toolbet-a classified sys-

tem capebilify to obtain mulliimatial biometites of
face, finger, and iris fromm a red foree popullation in
order to maimtain a biomettic idendity dossiar that is
seamdhvibde indepenideniily for namme or conteyt (even
though numesass confexnagl fields link back to the
dossier). This foray of the IC into the biomewtics
arena repragenddd the frst langs-wodde comwargsnee
of thess two commmuuiities withim the DOD. Other
more recemt convergance includlss DNA colleation,
matdliing and reparting, new requiremends for #ffi-
ciency of biometitc colleciun timelinss, the use of
biomeiriss for tanget verification, biomeattic searsth-
ing of covert face images against largar<soble repos-
itoriess, and other classified tacting, techdigues, and
procedhures.

The need for rapid intdlligznee has alse forcad to-
gether the communiiies of biometrics and forensics.
Tredlitbonidly, foremsic sciemtizts have been the iné-
tHiators of biometivc system seardiws of the prod-
ucts of foremsic anslysis. Howewen, as the IC has
drivem many of the collemtion capetilikies in cheeter,
it has been the biometrics and IC togethar that have
anmswers] the call for complletion of realtinee bis-
metric system sembiles. Unlike the slow-giindang
wheells of the U.S. legal eystom, the IC does not en-
joy a builtiin window of time measucet in months
or years for completion of biomeific examina-
tion sewiszss. Terms such as Ymatthoorolibjective,”
*Ruggetlizetl minisiniee DNA exteactioni,” or Stagtical
latent matdiipg® have never befors been uikarsil in
the foremsic commuiity. The rapid, OCONUS appli-
catiom of chemiicd] and physical techiiigues to items
of interest and the rapid processing of the result-
ing biomettiie information has requiiesil transforma-
tion of tradlitionil idesdls. Even after the convergence
and coaleseence of these commumilies, 1t will still be
recagriized that the requirements of the IC have re-
shagel the way foremsic sciemae enabiles biomettic
seardliitegg witham the DOD.

What has ressiltetl fom the comvergence of these
communitics is an expeditionayy capsdiiliyy that
ragilly uses foremsic primdijplss to dewellgp and com-
duct biomeniic seardlss through the robust DOD
biometniss infrasinecinire to genenate real-time in-
telligemee for the War on Termatism, Throughont the
process, certain primdijples from each commuuomity
are used to achivme: the end goal—aypport for our
warfighters, foroe prodestion, and in some cases na-
tionsl] secuariyy.

TrifFacated War-fighter Suppont

Overlapping Aspects of the
Commumiities

The crystallization of the biomeirics and forem-
sics commmrities has been occumiing at high lev-
els withanm the DOD to estsibilish a more formalizad
departmentwide stmutiuee leading to more coordls-
natedl joint DOD capdbilities. As thess commsarii-
ties coalesee and defimitions and tasks within cach
community come into focus acress the Serviess
and combatant commanids, areas of overlap be-
come points of contenison. A prime example of this
is the companson of latemt print and seardh cam-
comparigone have been conducted by pragiitiorers
in the foremsics communiity as a pari of the time-
consuming laboratory case process. Today we are
seeing abbreviated expeditionary labomatery exam-
inatinns and biometiic image transmissiens from
thesiter, produding intdlligence repoms long before
statesgide laboratoides obtaiin the items of inlexast
for thoraugh processing. In fact, in some cases, this
entixe process has takem only hours.

This leads to natnradl friction betwean the IC thad
desires to maintdin the efficiengy of these OCONUS
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operatioonss and the foremssi: communiiyy that desimss
to stanthadiliee themm accandiiteg to tradiitiomhl idealbs.
The Soldier on the battdéiéidd can collectt items of in-
terestl, bul the stamdtadds vead for that collectionn are
stilll beimg defimexll. In the end, thews will be a bal-
ance betweem the primsijpdss of thorougth padkaig.
documesmiagition, and chaiizeffenusidyly of “evidemes”
with the more: chaattic “bag-anidttal” techmipgpess de-
fendtssl undier the bammer of “bettar tham nodimingg'”
Likewisee. thexe will be a similar balaper betssem
the mulliiddisgipitiavyty sequesmitihl all-emuwmmpaassing
appraxvth to laborsboeyy foremsic processitgg with the
more expediibmss appuamth of the 80 percemit solu-
tiom “now.” It will likely be some time: befione stadte:-
holders from thesse two very differsnit commuuritics s
fully umdessstandd the pergjeethives of the other,

Condlusibon

Untill that titme, these thewme commuanitidss contimiee
to conwamge and coalesee as the overamthogg mis-
sion is beimg pursieed . As boumdiatess betweem thess:

ROIRENSSIC FOCUS ——————

commuaniiidss aclisver shanerr focuss, addiiftondl tem-
sione from differemtt staltciodlidess will sumdiy need
to be resailweidl. Att the end of the day, howewsr, it is
the: ideaiks of pursiiing freedtom and libemyy s )
higliilv of by our men and womem on the battibfi

thatt will difine: forwant thie comwergnoee. The gre

good of the end resullt will uliimmesdly defime the spe-
cific processss and proceduress used (o obtsim it. *

Kasey Werthaim. is Presidisntt and CEO of his own company,
Complete Consuwilturtts Worldwitte, LEE, ssppppootigyy the DOD
BTF by mamagirng sciewws and techrolbignppofpesst s afelintetd to
Sorerides ciciereceH Hprpridasle s suljputt mattar expernriize to the
DOD and is activedly ifrepdteddinn the biomemitc and forarsdc
commitiitess. Hde spemt sewemr years as a foremsa ssmerisist
and crime sceme analyst prior tao Beocmminggh baniylinioivdden in
Sfaorensice tehiveldgyy Cllument]y, he servess as Chadrpersanydor
the Biomettw: Camiiteee of the Infermuttonud A ssvetativticar for
Tdendffaeionn: ({Al) and is an [Al Certifiadl Latentt Print Exarritrerr,
Distingpittedd Membes, and Editoridl Boardi Memier. He
completaBas kbrartosnr of duty in Irag and Afghanisimn as part,
of an IC labaratony improvameant effort and spemt one year on
contract with NGIC.

The tralring and agpheation of investigative skillls. Frow Tioestitgaties nberives ir\daah bdiiigenct” by Albert Dealtl, WIRES WitiesrPT s,
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/ he Role of _Lforensics in the Jraqgi
Sudicial System-

.

]

Jargeting /nsurgents

Background
Sadam Husesin and the Ba'ath Pamty, effectindly
elimimated Foremsic Sciemme from the Iragji legall sys-
teni soon afier takimg power. Fingenpiints were used
on volimg recondls and other officiall govermmant doc-
uments, but were never acceptet as evidemwre in a
crimiing] proseetling. Ba'athjjpddgss insteat] expectsH
to hear the tesiimony of two witnesess (0 a crime
and photegragphs befors: they woulld find a defendarit
guilty of any crimimadl offense. Ba'atih Party memibers
were often immune from prossmitson, while Shiite
and others were roulindly imprisnreed withewt evi-
demce by the polifically cormupted legal systam.

The end resuilt was that ordinasy Iragji citizens did
not trust the legsl system in Irag. It's not gener-
ally kmowm, but prior to the Ba'ath talismoner, Trag
was aciudlly a ltader in Middle Eastern Foremsic
Sciemess. Iragi ingsrpnnt expents were membears of
the Intemainnhl Asseciation for Idemtificafion, an
orgamizaibon that represants the experns in fingar-
print idemtificakion, shee pring anslydiis, crime scene
recomsttmutition, phategraphy and other disciplines
designst] 1o support crinkindl investigaiions arcund
the world. Al this histery was lost dudiing more tham
30 years of Ba'ath rals, but some in Irag didmit for-
get, and a few young lawyers were open to leaiming
about 8 sciemze their country once embracerd.

The U.S. militayy ended the Husssin govenn-
ment and ite cormipt legal eystem whem it entarst
Baghdsdl on Aprl 9, 2003. On Aprl 22, 2004 the
Coaliiion Provisional Authotiyy rebuiilt the legal sys-
tem and createdl a new adjudlicaiing body called the
Cenfirdl Crimimedl Court of Iraq {CCC-1). The CCC-I
consagts of two distimat bramsiiesaan investigative
court and a felomy cowntt. It has nationd] juristec-
tion over all matkars relatyt to temmiism, organeesd
crim, govermmemihl cormyplion, acts desigmed to
destaliilize the govermment or any case where a de-
fendant is wmdlile to obtain a fair trisl in a local
court. The CCCA was given autheriity to isswe both
amest and searclh warrants, regardllsss of whetlhear
the case falle under the jusisiction of the CCCH or
a lower count.

The Iragii Congiitnidan of 2005 creadnt a padlia-
mentary formm of govermment with thxee sepmzats
and indepoandbent bramoihes: Legislabive, Execatiies
and Jutlitial. The Juditial braseth falls under the
authority of the Higher Jutitial Couniil, which has
its own budgat, appoimis judges, investigates judi-
cial rniscomihizet and cormyplion, and oversass the
entiice judlistidl systam within Irag.

The Iragi judizfidl system is based upon the
Egyptian systzm, which in tumn is moddled after
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the Fremah judlicidl systam. Unlilkke Commom Laus,
upon which both the British and U.S. legsl sys-
tems are bassd, the Iragi systom does not recog-
fize judicidl precsitence. Laws are not infempotédd
from precederit cases as with Commen Law, they
are applbe as written. If the written law does not
spraiffictlily prohithic the circnmstiaoees of the evemt,
it is not a crime. Each judige may act indepaniiently
and is not restivittdd by the rulings of other judgas.
One judge might accept the fact thad fingemphimis
are umague to one individwal while anofihar judge
does not. Some of the youngar Investigative Jhutlgns
at the CCCHl, with recemt training in the copdblili-
ties of Foremsic Science, readily accept fingempiwnt
tegiimony and are willing to considler other sciem-
tific evidenee such as ballistics and DNA, while the
more tradlitionkl Jullges are skeptichl, demanding
the swonn testimory of two witnessss whe can iden-
tify the suspert.

This incemsiistanyy among the judgss oftem leads
to the practice of Investigabive Judge shagpping,
when cases being presented are basad upon finger-
print idemtifhastion and lack either a confession or
two witnessss to the crimee. Truth is determsndd pri-
marily tegh questoning of the accmseil by the
Invesigpsitive Jutige. He has sole disoreionn over
whatt evidemee is accaptetl for consiifleraivon and the
rules of evidemee are not siufit.

The Invegtgative Judlge is the finder of fact um-
der the Iragi system. Onae all the witnessss hawe
been heawil and the evidemsee has been examiimeld,

the judlge determiines if there is suffidiant cause to
bellizwe the defendant is guiliy, and wheiher or not
the case shaunill be triedl by the Felomy Count. If the
Investigative Jullge determiinss the case sheuilil go
forward, a recomnmeniddd chasge and dispesiteon
is inclmited with the case file before it is suthmnit-
ted to the Felomy Count. That court can them ac-
cept or rejexit the judge’s recommenidstions, or the
court can ask for addittiorahl informuatéon, or it cam
dismiiss the case sliogsibher. Howewar the Felomny
Courtt randly goes agaims! the Investigative Jutigess
recomnemid stion.

Trialle before the Felomy Court are genanally swiift.
The avermge trigll lasts thirty mimutes. The Ungme
oath. The pam=] them reviews the court file. If the ac-
cused demics the chapge(r), defense witnesess are
heard and any evidence offersil by the defemse is
congitbeedd. The victim and preseauter them offer pe-
titiimrss, followes by the accussrll whe is the last per-
son to speslt. The judlges them adjourn to delihanats,
or they remdler a verdiict and semtence. Deliberaisnns
racdly last more tham 10 minutss. The verdiat is an-
nouneet puiblitly. Penalltiss under the Iragji Pensl
Code incltde:

Deatlh: Pensilty.

Life Imprisanmeent {20 yeaos))

Imprissnment for a spedific tenm (5-15 yeass))
Servitiuide (put to work for not less tham 3 moniihs,
or more tham 5 years))

Detemtfion (not less tham 24 hours or more tham
1 year))

+++ 4

+

Civil Counts

p——swsp® Mahkarat Al-Istinat
Aot adery

Dowtui‘c‘lnﬂhwn

Wwﬁﬂnhw

Criminat Courts

Almahalama Al-Matazia Lifinayst fi Khoser——
il Gednet Coon of i

The bwgli Courntt Bystam Is divikisd inte civil and crimiiril juristiitdass. The invesitigitiog Courts wosk with poliney and citiases to detiar-
ming ifa cass existy, who the respamiiides party, and which court has jurisiititen over the mattar. The CCC-f hes e own Investiigitivs
Judgey, but will siso avzapt cases referoat by the Investigating Coutts. The Court of Caasition ls the court of finall appeall In g,
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4 Fine fup to 500 dinzss))
4+ Confinewent in a sclall for youmg offendtess.

The semtaress handed! dowm by the CCC-I normalfy
[l withiin the first three.

Appesls are heard by, the Court of Cassutitom and
must be filed withim 30 daye of judigmemt. Death
penslyy cases are appedlat] autmsttielly to the
Court of Cassatbmg, and must be forwamiteld to the
court within 10 days of judgmant.

Groumdls for appedl incurtbe:

Breach of the Law.

Mistallze in the application of the Law.
Fundtamesnahl error in stamdtad! proceduee.
Fundtammesmdsl error in the asssssmernt of the
evideitee.

4+ Error in sentsnding.

>+ 44

The U.§. militayy begam colleciing mataiidl from
the badidfidédd for foremsic exploataiion in Decemthar
2004 in an effort to idemiffy and track insurggands by
usimg biomettitc signadses recoveret from the col-
lectadl mateitahl. Terrowises begam to lose their an-
onymithy and were tangstetl in militaxy operations.
Coalliiton Soldiers and Iragi civilians were fallingg
victim to improsieed explosies device (IED) attadks
in ever increashyy numibass, but by the beginmineg of
2007 thimgs begam to chanryze. Effectivee targsfiteg of
the bomb malers reduwst] the number of incidemnts,
whille the explaitatdnon of Foremsic Intdlljgenee wus
redudirge the overdll effectimansss of the IEDs.

The detentfion and intamegaiion faciliies thwsopdh -
out Iraq begam fillingg up with terrar sugpenss. The
Caallifionn Foroes were holding more than 22,000
detziteess. A small portion of thowe {appisitnadiely
1507 had been foremsietiily conmestter] to IED eventks,
whiile humidlretis more had been linksd to evenks by
other intdllipenes methodbs. Many were capfutesil
with bomb malking mataiidls in their possassoan.

Iragis govermmsaitt was movimg quickly to estalilish
civilizm contindl over law enforeamunt funations, and
to re-esttddilikh the rule oflaw withim its bordass. The
CCCJl was takimg the lead in Iragq% effonks to hold
insmugeTits accoumbblde for their crimes. Judlges at
the CCCAl begam to recsive foremssic traisiing fromm
latemtt primt examerass working at the Combinet
Explosives Exploitatonn Cell (CEXC). They leasnsd
aboutt fingempiings, how they are deposiiterl on var-

ious matartidls, and why a fingegprimt can be used
to utiquedly idemtify an individhail. Even thomgh the
Hussdin govermment used fingenpiimts extansivbly to
sign documants and idemtify crimimdls and goverm:-
ment officiaks, mamy it Traq still beliessd it was im-
posdbie to detemmiime the idemtity of a bomb maker
from a fingenmiint left at the sceme of a bomiEirey.

The Investigsitive Judlges at the CCCHl take wit-
ness stagemants and progsenies cases fraom a vami-
ety of soumess, but the majadity are subwmiteed by
U.§. militaxy lawyers working for Task Foroe [TF)
134. Lawyens seatsth throwgh datathases and reports
lookinyz for the detxils of a detsiimeess anrest, in an
effort. to detenmiire if an offense was commuittetl that
can be submiitted to the CCCH for crimima! prose-
cutiimn. Much of the informzatorn found iz classifeed
and canitt be used as part of an Iragi prossmusidan.
Other cases lack witnessss, but desgite these hur-
dleg. the numiar of cases sulbvmiitéell for crimmimzal
prosasutionn contimess to increase.

First Fingeyptint Matclh Accepkell for
Qargi:g at the CCC-I

Lawyem from TF 134 contacter
CEXC and aslked! for their supmenitt to proseruee Affat
under the Iragi Crimindl Statorte for Termarisan. This
was the firgt time CEXNC was asked to deviate fromn
its intdlljzenee misdion to provikt: expert testmony
in a comindl procsetiigg. The request highlightdd
the challsee of proteaiigs classifeed techmupess
and informeateor, but also offersd] a new toal for re-
movimg insnegands from the batibéfaedd.

After much discusstoon, CEXC agreedl to prowidie
undlssiibdd exhibits: and tesiinvogy. The case was
sulbmiitteld to an Investiggavise Judlge at the CCCHL.
Durimg his statemmsmnt to the Judigs, Affat admmitd-
ted that he had consmnacédd the IED that woundted
sevem Coalifinn Soldiass. The Investigative Judige
forwamtbell the case to the Felomy Count for trisl
where Affat was semtmroeetl to life in prisem. Affat
was traasdferedd from Coalifion custatly to the Iragi
prisom syskam.

First¢ Convietioo. Based Upom a
Fingaypiint Matclh
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As in the first case, CEXC prexidad um-
clagsified exhibiits to TF 134 attermesgs and the case
was submitted for charging. On Seplemilwr 24,
2007 a latemt print examiimsT from CEXC trawtddd to
the CCC to providle tesfimmyy to an Investigative
Juilge. The Juflge asked spedific questions abowt
the IED, where it was found, where the fingegpiint
was foundl and how it was idemtifield to Dulkiimi. The
Juilge them told his clerk how to susmmaiize the
tesiimuoryy and which parts to include in the court
recaxtl. The witmess remsinet] seatedl on a black
leathar sofs, which serves as the witness chair, um-
til the clerk had completzt the handwiittan record.
The witness then signed the recoxt, which is writtem
in Arabic, and it was added to the court file as the
witmessss sworm tesdinumyy. The court file contsins
the statement of all witnessss and the defendant, as
well as any photogrgphs or diagoams. The lattar two
iteme are neadly as compslling to an Investigsitiye
Judlge as a signad confesswon or
the swomm teskicnony of two wit-
nessns to the crime.

Dulaimi’s casz was tmell in
Novembar, 2007, by the three
Judige Felony Court. Follmeoing a
AL UEDEN short defiberntion, he was found
) L guilty and sentencet] to dendt.

First Iraqi Arrest Warrant Issuadl by
the CCC-I for a Master Bombk Maker

Miathana was comwictel of the crime on Febroany
25, 1996 and was semtmueed to one year in jail. It
is beliewsd thas Muthana was studying Electioahl
Engimesenigg at the time of his anrest.

Muthane didot tum up agaim for ten years, when
his fingenmtinds were matsihet to an IED in the Mosul
area. Over the next two years CEXC matcisl! him to
a totdl of elevem IEDsg, and thexe is reasan to believe
that he has comsiracted at least 75 others. NGIC
designated Muthana as a high value {arge. Despite
numeaciis attempts (o find himn, Muthama evaded

-]
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detaxtion. The only pictes of him is at 12 years of
age. Analyats ki he's from Mosadl, and they know
Irag is a tikdlibasdd sociaty where peogll= from one
area tend to be knowmn by or relatril to other peogle
in the same arca. Likewise, the Iragi Police tend to
kmorw the peogile in thear towns and villagss,

As the CEXC Biomethiisa Lab Director at the tims, 1
asked the coumter/BED Targeéing Program Analyst
at CEXC if an Iregi arresit wearamt would be wesiil
in getting the Iragi Police to talee an acliee role in
locating and/or captuting Muthana The amilyst
excitedly said, "Yes, how do we get one of thoes™
1 daid], "1 hawe no idea, but I'll bet the Iragis have a
procadhire for requeating one, o all we hawe to do
is find out what that is.# I contectéd one of the at-
tommeye at TF 134 thas I had worlesd with on other
cases, cxplbined] the circumataness and told him
1 necded an amest warmramt and wondars what
the procedurc was. His response sunpiised me. He
kaidl, “I hawe no idea, but Il find out and get back
to you? Ten days later he calles] back and said it
took some doing as cven the Jmilpes werenilt sure
if the Coallition could request a wartant, but after
some legal researth it was determiined that the iv-
susne: of an amest wanmmnt was within the disore-
tion of an Investigniive Jutlge. Furnther, the basis
for gramitivgg & warrant was much the same as a re-
fermil to the Felomy Count. A case woulid hawe to be
prepaied as if the accussd] were present. The case
ia then preseriter] to the Inventigative Jutlge along
with witnesses and any avmilible evidence. If the
Juflge determiimes that the cass is sufficiant to jus-
tify @ referrdl to the Felomy Court, an arrest war-
rant will be issmtl. In other words, the accuwesd
is tried in akhSentiin. The procadure made senss in

an odd way. i an arrest warrantt was iseuesl and
Muthana was anrestet], the trinl was over except
for Muthars own statbereent.

A thartyitwo page exhihit was prepased alomg with
an affidavit staing that I had exsminndd Muthamsés
1996 fingenpint recon] and comparst] thoss fmger.
printa to the latemt prinés recveertd from IED ma-
teatiad], which was collectet] at sevesal IED events by
detssthment umits, and that it was detemmiined the
latest primis were made by Muthans. The exhilluit
contaireet] documenmitiom and photogopbl of thres
events that had been matsiheet]l to Muthans, as well
ae his fingsypiont record and a chart shoewikog how
his fingespiints had been matdhed to those fouwnd
on the IED matsisil.

On danuasy 13, 2008, 1 took s Blackiwawk to the
Intermational Zone (1Z) and then trawilleld by vehi-
cle to a chedigint where | accompmiigd the at-
tormyys throngh the wall and inde the Red Zone.
We walkedl swiflly thromgh some treew and then
acroes approximately 100 metesw of open groumd
to a bascmenit entanee to the court houss. 1 sat
in the hallhwsy while the attormey tried to find out
which Juige was going to hear our cass. After
about 45 minmtzs the atiormsy told me the Chisf
Investigative Julge was gomg to hear the case. We
walked to the end of the hall and [ sat down in &
chane in front the Juflge's desk. Unlike the other
court rooms I'd been in, this Juige had a com-
puter on hia desk, a mack of file sesvexs in the cor-
ner of hig office. Therm was a lauge, fat pagel TV
on the wall oppmsite hin deslk, which was used for
vidor telommifermnees. There was a large wmdsaw
nesr the desk that looksd out towart the IZ, which
was coveredl with a custzin.

The Jullge was very recagtive. His imfenpreter
lacked the Englidh skills I had becoms accustomsd
to from other mteyrtters, but the Julpe seemsd
to undemitanid English quite well. 1 presemterd the
case to the Judge and he cohibbéoted freguently
on how well documentéd cach incident was and
put the pages down on his desk and said to me

_ in clear English, "l stuilintl Foremsiics imBelgium,”

and then he tumeil in his chair and pulled gut a
book from a etack piled on the floor behianvd his
deallc He held the book up and waid, “This was my
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text hook™ ae he leaffed thresagh the pages, peus-
ing to show me selectst] paseagea in Aralivc. He put
the book down snd contameet]l theough the rest of
the sxhibiit. When he finishet]l he smiled at me and
smd, *Good job, very good job’ The Julgs them
said o the attoregy, *You hewe your Commamiler
write 8 memo and Il sign the wamant-" The ai-
tormey naked if tha Judge needeil any more infor-
madion, and the Judge said, Mo, this is encugh,
good job# The punpoers and content of the mems
that was requesited by the Juilge was never fully
explaing] to me. A memo was prepmestl by the ai-
tomey and signed by the TF 134 Commanider,

way fotim-Mosul. Hadtthere not been an Tradg ar-
rest warrant issuad, it'a doukehil thas sighting of
would even have been reposted. It was
known cutsnds intélligance and special
1 wes cven & tadpd,
to avoid biomed-

pEmrs 00000
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ric check pomnts, He left the arca thaoee doyw be-
fore an infamtyy umit went out to do Biomedfics
Automatetl Toolast enrullments of everyone Living

mthsfurmbm-muﬂlatluyaﬁdis
stilll aetivee.

Sinew this warrant was issumil, severdl other re-
quests for arreat warrants have beem submmitted to
the CCCHl. Multi-nalinoal Force-Weat has becomse
very interesteld in obtaining armest warramts issued
for insumggeants workimg in the Fallujdh ares. Iragi
arrest warrants can help to strip away anothar layer
of anemymity and encounage the assistamce of the
Iragi Polize and citizenyy. Removing an insuargent’s
ancomymity is the first step towamdls remssing thesn
from the bantlefiedd.

Iragi Jaxdlgns risk their lives every day, just going
to work. Many of the Investigative Jaulgas sleep on
coté in their count room, and only retusm to their
homes at irmegitlar times and intdfedls. At the be-
ginming of Jasuasy 2008, one of the CCCA% Felomy
Coumt Juilgss and his body guardl were assassi-
nated outsiddle the Juddgels house on their way to the
CCCHI buiilding. In March 2008, simultareous bomb
attacks were made on five Judges. All five avoided
injusy, but the intemilel message is clear. My ex-
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The former Sadam Husseiin Gift Musaum s now home 1o the CCC-l. The buildling is located invide the Red Zone and is heavilly guandie
by both Iraqi Security Forces and U.S. Military Poliza. Criminal cases are presamtsd by U.S. Militagy attodreyss. The Judges, Prosecutoss

and Defenae Attommeses are Hugh and many are wosmesmn.

perianee with the Iragi Investigdtive Judlgas is chat
they are desgily concemnsr about their coumdsy and
are¢ dedicater to their profession and the Rule of
Law in Irag. They prowe it every day by putding their
lives on the line just going to work.

CCCH

The CCCA building originally housed the Sadam
Husssim Gift Musewm and Clock Tower. It was cho-
sen ta house the CCC becansse it was acoessbhie to
the Iragji peaplle living in the Red Zone, yet it's alse
close enough to the 1Z to be aceassbtde for the at-
tonmeys and Coalitiion witnesses trawdlling from the
U.5. Embassy and beyomtl. Prisonstss facimg changes
are tramsgpartdd to the COC-L by U.S. Militamy Police.
In the center of the basemmemit Aoor is a larpe foun-
taim thas once greeknt visitass to the Gift Masewm
with streams of water which fell from a metal scullp-
ture that rose from a large pool built up from the
floor. The stairs wrap arowndl the foumtdin, risimg
up to the Hoor abowe. Visitars 1o the CCC-I who look
down from the buildings lobby now see a metsl
sculpuses siting alome in a diy podl. Looking up,
the ceiling rises high inte the base of a clock tower
that once told foreign visitors and govermment offi-
ciale the time in Baghdat from four different dires-
tioms. Only the clock faces remwiin; they no longer
tedl the passing viewer the time. The hands were
shat away in a forgotken battle with a smiper whe
used the clock tower as a vantage poimd.

There are a numiber of young children rumxing
around the lobby and hallwexs of the CCC-l. Many
of these childwen are orphans and are brought to

the court house by court emyplowess to keep them
seffe. Most of the U.8. Soldiers and attormeys work-
ing in the court house know these childeen by name
and have workedl out ways to commuriicade with
them as they spemdl their days togedierr. A small, im-
provigall restameant is located in the basesmemnt and
servies a Notodisuély strang Iragi coffee and a kind of
samdwich the Iragis call falads].

A small restawesnt in the basewment of the CCCH building
Iraqgi coffes and lalate)ca kind of lragi sandwibth.

Those accustomed to tesitifying on a regullar basis
in a U.S,, or other Common Law coumt, might find
the condifions -at the CCCHI a bit sumsdl and per-
hape a litlle hard to comprdiumid at first, but the
CCCH is a funeiioning legal systam, with rules, pro-
cedures, and a staff of eduwesmtell lawvers and sup-
port persomret] who rum it. The Senior Investigetive
Juriige recsivetl Foremsic traiviing in Belgium. Some
of the Judiges are Chriatian, but the majotity are

Ieves
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Muslim. Meany understagid a sunpiisiop amoumt of
Engliish, but all rely on a tramdlater to aveid mis-
undsrsiatidiggs. Howewar, don't be sungpriscd if a
Juflge sudderily makess a humeros comment, or
aslks a clarifying quesiion dirsclly, in Engligh. The
fact that you hawe to wear body armor and a hel-
met while following varikdlite secnmiity procedurss in
order to get to the building simgly serves to remimd!
that this court systemn is alse fumativming inside a
War ZODE.

Conclusion

Traq contimess (o move towasil an indepanitent
govermmrnt, and self-avppoting army and crional
Justice system. The U.S. Army Crimimd] Investigatonn
Laboratery (USACIL) is sendliing added foremsic lalke-
rateny cag@dity to Iraq in order to prosiils more sup-
port for DNA, ballistics, chemitzdl amebrsis as well as
biomntites. Thesr labotatores fall under the pramiew
of the Provost Marshdlds Office in Irag and USACIL
in Georgia. The Governunent of Iraq has a Foremsic
Laboratery in Baghdedl and is standling up an ad-
ditiomsdl lab in the North. All of thege labs will pre-
sumelily be produuting resuillts that could suppem
crimindl prosamitions. These crimindl cases would
need to be subwmnitte to the CCCA or one of the lo-
cal counts for prossguiion.

Done rightt, the Coallifion can be seen as an ally
amd resouree to the mamaring crimgimd] justice sys-
tem in Iraq. The Coaliifion is also in a positon to offer
traimiing and sugpart to Iraq’s Foremsic Laboratories,
Done amagantly, and withowt respact to the Iraap

culture and histogy, we risk losimg an effectivetdobl
for removing termarist from the streets and baditle-
fields of Iraq, and we create an opporinity for thoee
termoiigts to pracifice their tredwrndfe in the U.S. or
elsewihere. Iraq has a legal system and it works for
them. We must continwe to learm about and umdsr-
stamdl that systam, and support it where we cam.
We share a common gosl: Idemtifying, captriing
and prossouting tenmofists. Biomettic Intdlligenecs,
like other forms of intdllipenee, can suppant many
missgioms. It's good to kmew who the ensmmy is, but
it's even better whem you have a resoure= like the
CCCIL, that is able to act on that intdlligenee and
rendder the enemy saie. *

Endnote

1, The actusdl numbker is dificsittcbo ssesbibish. Records rangs betwean
142 and 158, depenting upon the sours:, Some individusls were
idemiifoet], but never capiuated.

as G latemt print exammsr and is assigned o the NGIC. His
work has been femturet on docomenfary lelecision shows
such as The Now Deteclives, 60 Minutes, and Forensic Files.
Hby exputiseindides photegnaphy, computer based imaging,
fatent fingerprind idemtiflattion and crime scene investipodion
Ha deplayed to frag in Sepiemiver 20687, after 22 years in lawy
enforcament, o work in the Bibmatritssleboradony af the CEXC-T
@ TF Troy. In Decemine 20607, Erik was promoted to the lab's
Director. During February and March 2008, the Bibwesirics Lab
revovered 2,344 fatemt prints of value from IED related mateniizl],
and a record nsimber of those {104) were idemtifeti chirirng the
same period. ErikcanbeconﬂuﬂﬂiatMﬂ)DSIWOrm
email ot ebergahdrding ces
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Biometrics and the
*Multiple Use Dilemma™:
Enabling Post 9/11

National Security by
Understanding a New
Technology Tool

Intzedluction
As it ofter happemns with breskthoogph concepts,
biometiic techndbogy development has been rapiudly
outpeuiing concapinadl understadiding and infonmei]
. policy development, both of which help to ensmes
the proper application of novel soludions that, in
this cage, stamd to revolulbainze how we appremth
crime and comflutt. Addiiendlly, popullar medisa,
with prograums like Alias and movies lilee Minority
Repwirt, have skéwedl the reslity of scienifiic lim-
itatioms and bureaucestic processes that most of-
ten encuniimr rather tham enbance the efficienoy of
fieldimg such new and irnprexat techmidogical capea-
bilities. Advamass in biomettitc huntan idemtification
technddegy neventioitless offer enormmeonss poteditidal
for foremsiics and for meetimyg evolving national se-
cumily objexttyess.

Techmailzggies to colleat and process biometiic data
hawe growm expomsmitibily in the last few decadiss,
and the competibive demamd to dewvellsyp bionmetdfi-
callly enslliletl tools that are smwsllar and fastar con-
tinnrss to be at the forefront of fedewal sciemse and
techwibogy procutsment efforts. The dowmsiide is
that falee impressions and competing techndlogics
hindler the effectiine: developmsnt of operationdl tools
that wiilize biometiess becaus: those in the positian
to mals policy and plamriing decisiong, or who rely
on those decitions for technilegy developmant (i.e.,
vendoss}, too often confuse process and apjplicalian.
This aniglle presants an apprsasth to undessiandiag

by Hollie Ryan

the relaginnsiyp betwesan biometrics and foremsiss by
distinguiching the variows applicaions, fumciions
and missions of both amomg the defemse:, law en-
forcemant [LE) and intdlligemee commuriiiées {ICs).
It is hoped that a cleaser undersiatidiag of the pos-
siluilitiss and limitaions of each, and of the regpe:-
tive needs and resaticiions across federd! agemsties
and between govermmarit and indusstyy, will serwe to
advameze and focus curremit efforks to make the most
of these vital natiend] secutity copsabilives.

So what are, or what is, Biometsicg?

A biometidr is a measurdiile phyaizdl or biolegicd!
charaebdsiatic, such as o fingenprint or iris paf-
term, a gfrSonel! behauviondl traif such as hasdduwzit-
ing styiln, or on g much smalibr scollts, DNA segusnmuns
or blood type. As a dixcipilins, biometiics jor biom-
etry) is an estalilivhed scisniffic faetd of siudying
methoils for unigeuily recegnising humons based on
thews fnbrinkic troitss.’

The fromt end of biometriss in operations typically
compaises manwadl or avlermated processss of col-
lectinn, processing, and sterage. In the curmant con-
text, effective: biometiic recogrnitbon relies on rapidly
evolvimg autamate datahase and collestion devige
systems that offer the promise of enafiling secufity
persomretl to compare digitally tramslated templates
to quadily idemtify questiored individuwads if their
profiles exist in the quemied datsiase. The Federsl
Buresw of Invesiigaton (FBI) has made consitler-
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ablle use of such systemnss to stone and seamcth dig-
ital biometticc proffitss, most notailly by way of the
Integrated Automztéeld Fingempiimt Idemttffoatition
System (IAFIS). The IAFIS maimtdinss the largest bio-
mettniic datathose in the wanlll], containiigg fimgenpiing s
and corresponliling criminudl histemy infermaioan vol-
untailly sulbmitttetl by state, local, and fedterd! LE
agergms. A natiionedl fingempiiont and crimimed] his-
tory system maimtdiedd by the FBIL, the Crimimedl
Jasttoee Informmtomn Servicsss (CINS) Divisiom, the
IAFIS providiss auttomedéeld fingempiint and latemt
seamcth capeddififties, electworidc image storage, and
electmonicc exchanrpge of fingempiimds and contimoiss
regparssss. By compatison, the Combimatli DNA Index
System (CODIS) is used to stome and saurchIDWA pro-
Jiles obtaineetl from a numibar of indiicas, speifftadiily:
conviicttetl offentter, fomeniic, arrestess, missuyy per-
somss, umidientfifgdd human remaivss, and biologicdll
relativas of missigg persons. CODIS operattss at na-
tionmed), statte, and locall levelks, where the Natiomel
DNA Index Systenmn enaiiibss laborabtoiiss to excharpge
and compaxre DNA proffilss across the coumtyy, in-
cludiingg those from all 50 stattes, the U.S. Army, and
the FBLZ

The Departimeerit of Homelamtl Secunity (DHS)
maimtdiss an Automateld Biomettiic Idemttiftasition
System knowm as IDENWIL, consigiiigg of biomstiic
data and informeziteon on kmowm crimimdis and sus-
pected] termanissss from profiilbss conteineed in IAFIS on
nomISS. citizen persomss of intemssst to LE.

Similar to the DHS IDENI,, the Departimant
of Defemse (DOD)) maimtdiss its own Autommabeld
Biomettiic Idemffficaition System (ABIS)) ABIS is
the DOD'%s centnd]l reposiooyy for all biometticss
collectteld by DOD persanet] from nomAUSS. citizen
personss of intenesst. Whilke numenxenss other fedena],
statte and locall govermmmamnt agemsiiss also have bi-
ometitic dataizasss, the abowe constiitude the lamg-
est natfionzd] biometticc datathrsees in the U.S.

Biomeitiic Applications

As the field of biomttiiss contimess to evoltg, so
does the predise mammzr of classifymgg biomeattiss
systnss. Used in conjumctoon with autemated da-
talbassss, biomeitiic appliicaiomss that centar on the
broadiar functiiviss of access conmtirdl and idemdity
manageneant allow expandietl capediliities in forem-
sics and militayy Coumtteinteféldigrece to audfranti-
catiz, idemitify, or faciliitade attithigiban of a humamn

suthjjtt. Whille the concepit of access contivdl is sellf-
explarmadoyy, idemiity mamzgemeent can be defimsd
as “the registmaition, stormge, protedtionn, issurmmwee,
and asswrraucee of a user'ss personrdl identtfiftets)s) and
privilbegeS(s) in an electxoiic envirommeent in a securre,
efficiemf, and costtefffetitive mamneer.”® Applicatioons
may use autiomtbeld or mamurd] procesess, indepan-
demily or as part of an overdll informettoon gatiere-
ing sclanee.

A biometiicc deviiee can be appdieetl in virtwedlyy
any applitzatonn scemeaido in whicth one mightt oth-—
erwise use nom-thiomeafric idemitfoasition, such as
keys, idemiifoetition cardks, secumiiyy cawmdkss, per
sonall idemtfffizaioon numibkess (PINS), or passwaonrths
to gaim access to a physizdl fadiliyy, a virtwedl do-
main (informatean systtem)), or a process, or to de-
temmiiree eligithiligy for a primilkege.* In the contestts
of LE and natiionzd] defemsee, relevantt sulb-exmdtggo-
ries encomypmsss physitzdl and logical acoess com-
troll and securtiyy, and idemtifficatoarappightations
thatt help the abowe commmumiii¢es in detenmiimmpg
who somswmree is, who somsonee shoullll be, or who
somsonee mightt be. Many depantinesitds and agem-
cies at all levelks of govermmesnt, as welll as pri-
vate comparniéss, use a combimetonn of biomettitss
basadl systemss with variouss modalitéss, primraiiyy
fingempiimt, face and iris, for autiommateld recogrii-
tiom and verifficataoan.

Biomettiic appliiceitoons can fumcticon in either of
two ways-vetififtattion or idemtifeatition. Verificatoon
is the process of comparingg a presartteld biomxticc
temmpllrice to a stomed] biometticc referceee)s) ass®-
ciatitl with a spexffic punpese. Verificatoan appli-
catiiom prooesess cam be genewdlly desmibeeld as
one-ttoeoiee (11:1) matkthiingg, whexe it must be de-
termmineeld thatt the user is in fact the persem they
claim to be.® Durimg verifficcatoan, a user will typi-
callly presztt theiir “claiimi” of idemtiiyy in the form
of a nams, umiquee idemtifficsition numibzat, tokem or
ID cardl. Them, the user must auttienicaate agaimst
the claim of idemtiiyy by presentimigg their biomsticc
samypte and having the resulltigg temypitate matchect]
againsit the refexswee(s) associmtdd with that us-
er’s enrolllmmrtt recoxt. Verificatban is commuariyy
usedl in access contixd] appllicatoons whenre an indi-
viduall has alremdly beem gramitetl privillegss or ac-
cess rights andl the systerm needss to veniffy that the
person seeking access undier the givem idemiity is,
in fact, that indiiwidhiahl.®
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The DOD uses biomettiéc verifizatdon to comtird] ac-
cess to U.S. militayy facilliites in Irag. Speudffveily,
the Biometiicc Idemtitfezaition Systam for Access (BISA)
is a verificaioon systam that reswilts in the issue of
a “smatt cardl” type of idemfifeatition tokem. Its tar
get popultatomn is nomUSS. persmmeet] seelkinpz em-
ploymentt at, or accesss to, U.S. and Coalititon bases.
The ID card used for BISA contairss key biomettiiss
of the persom to whom the cardl was issueel], alllowiirgg
for fast matecllinpg betweem the biommsttiic storsil on
the badige and the biomnsttitc providketl by the badige
holdir, each of whiclh is read by a simgle integnacdd
deviiee, whiclh comparss the two (1:1) each time a
badige Hudlider attemyypts to gaim access to a base.”

In idemiffoctition applitzaioors, the systam at-
temptss to detemniiree if a persomn is knowm to the
systtam (withh or withoutt a claimxst] identityy) by com
paring the presentteld biomttiic samypbte and resail-
tantt temyplbate with all known refersimoess (the entiice
emmgllbd]l populiiteohn) in the datdlaase. The processs
assmimedd with biometticc idemttffoasition invdbess
one-tpmaany (Lm) matkdtingg. Idemiffication apypii-
cathonss are typinzdljy used for LE investippitons or;,
as a scregmingg process to ensuwee that the persemn
appibiireg for a bemefftt is not alreadly emrdllet in the
systimn andl recsiviineg the entiilbameent under anotimar
name or idemtiyy.® Idemtiffiasition is oftem perfiommeed
duningg or immeditaekly followiingg inititdl emrellimermt
of the personiés biomrtticc.” Part of the fedewdl crimn-
inzll recordbs chedk process, for examypls, invellwes
an appliicant’t’s or susgpedtss ten-piirtt to tempiirt
searcth verificatonn throngth IAFLS, whiclh compaess
the compllate set of fingenpiinds agaimst the data-
base of tem-priings.

DHS, with elighilliyy inputt from the Depantinetiot
of Staite (DoS), estztilitiedd the idemiificaivon pro-
gramn: calllesd] the Unitedl States Visitar and Immigrant
Statuss Indicattor Techmodbeyy Program, bettar kivowm
as US-VISIT. It is one compomstit of a systeam of se-
cumity measwess that begims overseas and contiimizss
threugth a visitwiss amisa] in and depaatuiee from the
U.S. In mamy casss, US-VISIT begims at U.S. con-
sullair offices isswiirgg visas oversess, where officidls
colletit a persunSs biomettivss (digital fingempinods
and photogrphks) and chedk them agaimsit IDENT
(*one-ttormuayiy”). Whemn the visitmr amies at the U.S.
port of emttny;, their fingempiinds are takem and used
to veriffy (“onetbecneid”) that the persom entaiingg the
counityy is the same persan who recsivetl the visa.'

Whille such federdl systemss hawe achiswsd no-
tablle sucwsss, the crestiton of more sophikttdastdd
systemss like the FBI Next Generatoon Idemttffoasition
systam may help to do more tham simplly venmffy
an idemiity thooupdh direat seamdhingg and matah-
ing. Projeats, includligeg the estailsdlmeant of a
natitnahl Biometiitss Centar of Excelllmee, are um-
derway to expamdl and incressse the efficanyy of autin-
matiedl biomettiec idemtifficition systemss to includie
other intmirssic and extrirsséc biomettioss such as
palm primts, scars, marnlks, tatttwss, and iris and fa-
ciall imagingg.!t In biometticc identiffootiiion sy steaiss,
howsewar, obtairiiigg a “hit” in a datslizasse is far from
idemttffoasition in the worldss of foremssic sciemee and
militayy CL

Attriibattéan

Biomatiic systtanss can also be usedl to recordl and
assadinte facts about an indivithiag!, helping to es-
tabllissh conmexttions betwwman peoplle and places,
evemtss, or other pemypte.'? The develgpreant of tools
desiigreet]l to compare and amdlyze biometiiiss serwe
to strenpghiean both capetifiiyy aress. Biomettic al-
goritlmss can be desigreeld to relatte facts and char-
actaisstdéss to builldl a praffiee of somewmee who is
otlmywiiise anomymmomss. An examppée woulld be ob-
taimigz a “one-ttermayy” matcih of the biomxtticc
praffite from an unkroowm individiadl collectteld dwr-
ing a crime sceme investiggtion or durnig tactiizdl
or semssitvee site explloitaiton, with an enrellied pro-
file (e.g., a knowm detaiireee or comwictteld felom, or
other umkmowm biomsttitc proffile assmximedd with
a prior evemty).

Biomettitcc systemss like IAFIS assitt LE in malk-
ing the critiizdl conmeettonn betwesm a crime and a
sugpett. An evidemee primt to tem-pimt seamsh canm
be rum whem crime sceme techmitiiams recovar a fin-
gerpuiinit from a crime sceme and investigatoss have
not identtfftdd a susgpsstt or find that a suspratss fin-
gerpuintss do not matchh the evidemee primt. If the
searacdh does not yield a hit, them the systam retainss
the evidemee primt as an umssileed file. Whem new
tem-prinds are ent@eell into the systam, they are
seardived agaimsit umsedleed] files. This “ten-piint to
latenit print seaatti” may reveall the involvemwamt of
a sugptt with a previoussly umessivedd crimee. ™ The
FBI also uses the CODIS Programm as a similar re-
sounce to generaite foremsicc leadss whem investijgadess
recoverr DNA from a crimee sceme.' A matclh betsvean
DNA prafiitss from the Foremssic amd Offendtar indii-
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ces providtss investijgadosrs with a sugpeatss idemtiiyy,
whilk: a matcth betwezm DNA profiilss in the Foremssic
Index can link crime scemss. "

The DOD's Biometttiss Automstteld Toolsstt (BAT) is
an iderttifiatition and enralllm=mt system that has al-
lowed militeryy operattwss to colleat biomtticss from
personss of interesst and seamdh that data agaimst a
repositoyy of knowm and suspmdted tenraisst data, as
welll as proffilss from “unioowr!” indiwidhiadds. The col-
lection process is essamtadily the same as for BISA,
but BAT is used to creatte and maimtdin profile re-
cords in ABIS. " BAT equigmmsmtt consists of a lapisp
computter with idemifyy mamegamemt software and
the variouss peripliverhl devicess used maiindly by muilli-
tary personmed] and serviieet] by contizattess to colleat
speiffec biommitidic modidiitéss: fingenpinnds, iris im-
ages, andl fadil photogrpbks. Quick reacivm forass
equipppestl with BAT kits may process a sceme after
an impromiteed expllosiee device (IED) has beem deto-
natied], to includte collediton of biometticss from peo-
ple in the vicimity who may hawe beem imvabeeld. BAT
is also used to processs prisomsss broughit inte var-
ious detenttoon cemfierss.!'” All biommstticss collectteld
by BAT amd BISA operattoss are routkztl by variouss
meams to the ABIS for inititd] enrollimsmt or vernitfi-
catiton1. Data from each system has beem used suc-
cestfiilyy to idemttffy personmss knowm to hawe hostilée
intentitorss towand] the U.S. and coallitfoon forosss, en-
abliimgy theiir appretieession and detarttoon.

Whiik: these biomettiic systemss can prowidte crutdl
clues to LE, they are not substiitiides for the humiamn
amdptioah]l compomstt of investipgatoon requiieeld to
draww valiidl conclusitorss aboutt metine, histoyy, and
the relatsdhiesss of tampgbide and intarpghbide evidemvee
partitidar to an incidiemt. It takes the rewolvinpg and
combimeel] effortss of LE and foremsicc sciemee to em-
ablle andl enhancee the ahbillity to estatiisbh “trutth” in
termxs of the law. SimitaHy, it takes the combimeetl
effortss of intellipgemwee andl militayy operatitorss thatt
use biometiiiss to achiiaree idemtiyy suypiooityy on the
batttdeiesdd .

Biomethiiss in LE

Antheny Fortmee, a consuiitamtt with the Office of
the Secrettayy of Defemsse (Policy), recenttly told an
audizmeee, “Whem I was a civiliam poliice officar, we
didmiit calll it biometticsswere calllsdl it evidenvee'”!®
Lieutemant Colomst! Johm Mansom madke one distiiive-
tiom by statingg, “Biomxttiéiss can tell us who some-

one is; foremsiss can telll us what they didl!”"® These
are tellings statemuesriss aboutt how biomtticss and fo-
remsiics oftem becomre confuseed.

Alphonrsse Bertiilion solvedl the probillem of idemti-
fyimg crimimabs duming growinps urthaniagton in the
late 1800s by estzillislngg a metiedl of idemiffeaa-
tiom callled! amtthroppometsy, which is bassdl upom the
measwreeneaht of variouss distingglishhhlele aspectss
of the humam bodly inclutliipg such thimgs as anm
lengthh and head circumffeeance. Whilke mamy oth-
ers eventiwadlly devellepeeld more speniific methadss of
measuringg humam chamecteniscics, Bertiillon essen-
tiadlly discowereed the first applitcatoan of biomettitss
in LE.?®

Foremssic sciaree, or simplly foransiss, is any field of
sciemare “dediauted to the methadiiedl gathetisng and
anallysis of evidemawe to estellilish facts that cam be
presanted in a legall proaeckling!” >

Forenridss, like biomxiticss, is multfitissiqpiliagry and
uses kmowiketige and mettheidddggies from mamy sci-
entifiic discipliress incluiingg bickegyy, amthoppligey,
chemisstyy, engimeerimgg, genetitss, and evem computtar
sciemmee that suppatt both crimimed] and nom-eribmii-
nal invedipitons. The greattest differenvee betwwsam
foremsicss andl biomettiiss them is that whille forenéss
by deffirifivon examimess the emtime speaatmum of sciemn-
tific fieldks and methodls and applies them to the law,
biomatiiss focusss solelly on those fieldks relatetl to
humam identifjicaibnnrenehely one aspaat of foraniss.
Whilke LTC Mansom coneetlyy implitetl that foremsscss
is a more invollwal processs, perhaps a more predise
stattemzmt woulldl be that forensiss can tell us if the
indivitthadll in questtoon did what we have reasom to
beliene he didl.

The biometticc teclmuddgiges and methmdbs used
in foremsitss for humam idemtiffoatition are incremss-
ingly beimg appliietl in other areas of natiimzd] secur
rity;, most notailly defemsse, andl hawe corresypowdddd
with effortts in findiiipg new and nomdkitahl ways of
fightinpg the nom-cwnvemtitiomal War on Termmissm.
Humam idemiffictition may serwe as an end in itselff
or be part of a larger process, involvitgg staléchioddd -
ers whose operatitonhl requitmesntds oftem overlap
{see Tablle 1.) The variouss policitss, operaiigg pro-
ceduress, mamaganeent, and adminisstativive work
concenredd with the institutivonkl applictonn of bio~
metiitss, howewar, are most effectfiee whem the pri-
manry biometticc appliicaionn is clear.
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Respongiliésfenss

Table 1. Areas of respomsiliility for biomettiic use amangyféddeil
nationdll securiily agencies

Ide Managemart on the
Ba d

The contmil and mamagenesnt of informmatonn is
criticall for suecesss on the baaidéiidd. The DOD's
overamdiingg goal of usimg biomettitss as a key en-
ablimg capabiility for idemiity managamernt® logically
leads to combat idemtifizaiion as the pivotdl pur-
pose of biomettiss in militayy operatinns, whidh the
DOD defines as:

“.... the process of attamig: an accumate chasos-
teriizatioon of detecttetl objects in the bafiits space
to the extemd that a high confideroes ,tthraklapyipli-
cafiien of tacticd! optioms. and weapomss rasoumess
can occur. Depemdiigg on the situationn and the tac-
ticall decigions that must be madls, this charmetter-
izatiomwilll be at least, but may not be limitedltéo,
“friendl,” “enemy,” or “netitthl!” Combar idemiifica-
tiom fumetfinms encompesss cooperdives and nom-ens-
opexatiesi ddrtififitaon mdpbiidhties. *

Overcamiityg the challbnye: of charmtéeritipg and
classffyigg potenditl threatks thmsugh combad 1D,
partimilakyy whem litills is knowm aboud the sulljjest
(sucdn as a perssm of intswsst), reliss upom a con-
sideratoon of all asswimtdd facts and on recegriieed
shapess, matkitpgs, signaiuesy, sigmaks and other
factass throuyth the conduurt of militasy operaims.,
not simpily biometiic confimmaeicen.” The coopera-
tion of combat forces with the IC is thus vital in un-
derstaniiing the relatimnblivp betwean these factnss.

As indicatetl eanflisr, the use of biomedtiss in com-
bat operattintss may driwe intdlligence fumeitons,
or biometiissbhssdd CI that makes maximum use
of covert colleatoon or futuee standledfi recogmiiton
systemmss,?® whiclhh may dtiive combat operaivms.
Intdlliprnee suppents and enabiles effeclive com-
bat operatitong, invelliiteg similar proceswss to LE
investiggaidon of informmicon gatheting and anal-
ysis to draw criticdl conmssttoms and conclussms
aboutt those assaiiaionss. Along witlhh combadt ldem-
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tifieatinn, one of the strabegic objectivess of inwdlii-
genee is to “"defeat termonists at home and abread
by disaumiing their operatiionhl capsbilities and seiz-
ing the inifialvee from them."” In meetirg; that ob-
jeetie, biomediiss providsss the opportnmiity to demy
the enemy ancemyiiity and is a necessayy fumetioon of
badtdflatdd idemiity mamsgenemt

The combimsztl capaliliities of the IC and opera-
tionsl use of biometicc idemtifoaition systemss has
resuiltstl in consiftenbide sucoess idemiffyimg, tradie
ing and tageiing persoms of interestt in the War on
Terriiom. The cooperstion between intelllgermee
and combat forces is the driviing force behimdl oper-
ation| effectivarsss, just as the inteqplay betewesmn
LE and foremsiiss drives sucessdiill legall investigaa-
tion. In eithar scematw, howewar, aufomattet tools
such as biometnic dotobaswss may help te dmeddpp
teadss, but withont the bemefit of analysiss, have lim-
ited meanving.

Consellittating Biometttiss and
Forensilss in the War on Terrowiizm

Attribouttonn in anditterocsism operaiions relies pre-
domimantjy on making the link between persams of
interest and informatorn obtaimstl during tactiszdl
and sensiitiee site exploitatinn. However, thers are
two major obstadbss to this:

+ Incomsiistengy at all levels in commuridoainng
whether the goal of site exploitatonn is for intlli-
gence/{apggating or for crimimd! prosesuttonn.

4+ Lack of the inifiidl estafilishmeant of Joint Forces
Commandl docutinee to includle the busimesss of
foremssiss.

No concemtet auttivotitdtioe doctrites or traiviitg: ve-
hicle cuneaniy exists to fully prepare militasy leadens
and Soldiess, matimess, sailers and airmmen to mamn-
age foremsséc versus Cl focusent] site exploitatonn.

The militayy applicatonn of foremsiéc sciemes has
expamitbztl beyond its tradiiteomil intermal focus on
crimirsd), judlididl, and medicsl investigutioe mat-
ters. Part of curremt collesttion efforts in OCONUS
operdttionss includle focusel coumterHED {CIED)
teamns;, forwandtxzedd CIED foremsic labomabrides,
builldiirg tactiizdl laborsboyy capdlilides for non-
CIED supppmt, and expamdlinng forwamilddpdoadd
DNA lab&. Capailillitée2 in these efforts includle the
biometiic modallifisstdatant fingempiint and DNA ex-
aminatimmagas well as trace evidemser and firearmms
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examiinwivon. Foremséss has the abiliiyy to suppstt
militayy operatoms by attnithwitipg enemy actitiyy to
state or nom-sttade actanss usimg natitondly and inter-
natiradlly acoepted legall standbardds. Combatt foreass
may ufillzze foremsicc metinddbdgiiss to defealt adwen-
sanitss, deteringg theom from gaimirgr millitayy adivain-
tagess, andl providingg proof of advenrsayv operatiomss
capaiiite of withsttadihipg legall scruttinyy. Armedi with
attiibundblele data suppmredd by biometticss, militryy
foroess cam begim to influsneee the enempss decisoom
malkkiing processs by afffectingg the enemy'ss operatitonhl
envirenmeent,

CI versuss Proseautiénn

The *“beyomtl a reasanmabldc doulist” stamdbadd of
prooff to whiclh foremssic sciemtiitts are held alomg
witlh stmiictt stamdbadds for sciemtifitc and techmicehl
evi ,3 requiicss thatt comdussemss offerertl by fo-
rensiic sciemtistss be suyppwttdd by more tham whait
is avaikbide thnanpth awtmnmicdd biomettitc sys-
tems.3' The LE commmmfyy requiiess stnictt chaiim of
cugttally prottmodds in the collectioon of evidenvee (in
this case, assmiidtdd biommtiic amdl nomthiomettcic
datty) and allows sulbstaatitihlly more time on sceme
tham is permnitéeld combatt forcass. These operatigg
procediuess may consepeatitidyly restroct crumdl ac-
cess to biomettitc data and are ummoediditiic in com-
bat operatijonss. The “burditsn of proof” for militwayy
commanttdess is sullsttantidyly lower tham that for ILE
for a numibsr of reaswiss, not the leastt of which is
the requinmeant for rapiill decisioon malkingz andl re-
spomsx on site. Funtheer, the augteee condititorss of
combatt do not guararitee thait biomstticc sammplbss
are eithair colleatteld or maiinttaiedd in a mamyemr thatt
is accepitblde to the legdl systtsm. As ome Army offi-
cer opingxtl in Apriil 2005, “We hawe to docummenit and
cattdOrgy evidenoee to malke a case agaimsit peote that
we capturee...The processs is paimsitklngg and oftem
frusttesitigg to soldikrss whoe hawe, up umill recarhly,
beem traineeld for mamsyeer wanfbaed.”*? The militayy
may onlly requiire a minimum levell of aceepabhility
in order to camyy out its missom. Despiite that, in
some cases the resullss of a missinm may als® hawe
LE imglliztoons.

In its strateggéc effortss to make biomzttidss fullly op-
eratiinadl in supportt of DOD objetivess and to enatdite
DOD-wiilte idemtiiyy supgerrooitity, biomettiiss doctuiiree
developmentt has beem towand a distiimott millitaryy
capablilitity, and primeailjy considbredd as a tangetigg
tool] with LE impliicdtonns, where the LE commumtyy

was reasgriiedd as beimg the techmiced]l experts:'™
Perhaps it would be prudimit to consiter Captaiin
Briam Gellmarss appuasbh to evidenoee versuss intdl-
ligemee collecttoon in fightiingg an unsesn enanyy:

“Evidaince colllaniéan is more importartt than body
coumt in coumtntinavgygency. We cammart kilfl imsur-
gentss whem they do not fighht badk; they kmow thesir
chavoe of wimming a court case is mucdch greatter
tham the chamae of wimming a firngfedht. Insteall of
relying on other govermmarnit agendvss or untmdireekdd
combatt arms solitliers, eaclh unit needss am orgmriic
CSI temm thot cam comdinott on-sitte evidigroee cellbee-
tiom tesihriiguess to incranse the succwssfil proveas-
tiem of capfrumet ingugpents, 34

Imposiitpg foremséc stamtladds on the use of biomsit-
rics in militayy opemattonss may prowe: to be a major
limniiirge factmr in broadtemingg biomettiic applicdtonas
in meetiingz overanchingg natiioned] securiiyy objeativess,
but ignemipgg theinr importtmcee may prowe just as
detiniimestahl.

The Challangge

The samme fumctiios thatt allow the DOD to be selff-
suffficicntt and self-sussimimgyg, namedly intemzdl LE
and intdliggance capebilitiies, make operaiconhl de-
cision makingz and policyy devellopresant challrgingg
whem it comes to mamepgingg biommitiiss. Recariljy,
the Govermmmatt Accountabhitity Office releassed a re-
port acknoowdddgipe the complitaiipg factwr of mam-
agimg biomeitiiss in a umigne: organirasivon like the
DQOD. The repaontt highllghitcte:d :

“Biometitiss activitéies are digpassed thvomgivoat
DOD at mamy orgsmizitinnhl levells...and DOD has
not estutiiiddedd insgilanvemiting guidtarvee claijfiing
deciision malking procetiress o minimitee dmpllica-
tiowss of effortt and ensure infavgpenbdlility acress
thesse levelts... (W]itth many diffioxerit orgemizaiions
using biomattiics faor thair owm requimaneensts and
missions, caordiingition has beem difffoalit to adhibave
acwerss DOD. 77s

Botlh the comypettingg and overlmppigg needss
andl objeativess of the variouss DO organizditonns
makess stresndlinigg an approsth to biomcttiéss
diffficulit, not onlly withim DOD),, but amomg the var-
ious membass of the user communiiyy who want
to take: advantsgge of the capedlilifides that biommett-
rics offerss. The Natioreh]l Sciemee andl Techmobddggy
Counuiil Sulbcmmmitttec on Biomettiéss and Idemttiyy

Managementt (IdM) has adeqpeschly sumreariedd
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the need to lift limitztonns impesed by the indke-
pendemt developmesnt andl applicatoon of biommeit-
ric tecihnmoddggies.

“At the Fedemd! lend], needss and uses vary sigriff-
icamtly, and a one-sizeffits:iill technived! IdM ar-
chifsetreee campatt satisyfy all agemoy constdinds
and requivemennsts. Howewer, theme are clewr com-
monalitices that wouldl bemefiit from a coomilimt-
ed Fedemd! effont, enlomroee agemaiss’ abilitives to
meet mission needts, ensuve privagy pratbtedtion,
and enallite indiiiudds to exersiive their identi-
Hes seaurdjy!” ¢
The FBI CIIS is endtzavoingg to estaiilsbh intemogp-
erathiliyy betwwsm the IAFIS andl other biomstticc sys-
temrs, with primzanyy emplresiss cumenityy on DHS's
IDENT, DoS, and the DOD%s ABIS.% AdditioonHily,
the FBI and DOD hawe beem engmgert] in a muthedlly
bemsffotih] informrmtonn shadinpg relaionskipp simes:
2003200424 . Sinc: them, the FBI has allowsd DOD
to insttdll and maimtdamn its centird]l datairase at the
CUIS fadility in West Virgimiia. This amarpgeneant
has alllowzt it to talke adivanitgge of existiiigg FBI ex-
pertitee, sharell securiyy and logisttcss. Last spuiingg,
semior FBI and DOD officiats agresdl that the col-
locatitom and comwertgawee of the DOD biomettice fa-
cilityy withh CJIS woulldl be mutupdlly adwantbggoans.
In panticaildar, matnsation of the Next Genematomn
ABIS ensuress thaitt the DOD will be poised to shaxe
thiss inmowattoon more readll}y with FBI as the Next
Genemdtonn IAFIS andl CODIS progranss conowr-

remtly grow. 3®

The Biometiréss Task Forae (BTF), whe has beem
givem the dauntiirgg regposthblitity of tadidlngg this
mullitbypeecdd obsttadde, has a misson to lead
“Doll activiiféss to program, integra¢e, and sym-
chramizee biomktticss tedimobddeies and caypddilili-
ties to supportt the Natiomdl Secudiyy Stmacggy.”>®
Billl Vickerss, Specitdl Advisar to the Directr at the
BTF, stressseld thatt, “Givem the crudml rolke bio-
metniitss is playiingg in the War on Tenraissm, DOD
must plam to prowidte securee facilliféss and a relli-
ablle platform for the centird]l datzbrasss prowidiirgg
interattoon with other biomwititc datzhrasss and
responssss to the field."® A consisttent theme re-
gardinpgg mamy aspectss of U.S. natiiondl secwrityy,
greatsr coopemdtdonn in stwdtegic plamiiigg, as welll
as implementation betwwan primayy staltetivddidess,
must take plage if the U.S. is to hawe a umiteail
fromit agaimst its enemitss, forsign or domesssidc.

Condlsséan

The U.S. has the opportumityy to take maximum
advamnitage of biommettiic techinobbggies amd their po-
temtird] to efffecttvetly meett our natiioradl securityy ob-
jectiess by dewelloppiigg a bettwr undlasstaditigg of its
variouwss fumsttoons, and distingnishhnigg betwesn the
needs and requimenestts of the user commmumftyy,
partitmbdalsly LE foremsioss. The challbrigge remairss in
detemniiinge how best to acdhisee operatitonhl efffi-
ciemny by usimg one todl to accompilshh mamy endks.
Whethar the DHS requiirss biomettiic tectmobdgyy for
ainpentt scresningg, the DOD for access comttpdl at a
temppmrayy checlqimt in a thesttar of operaiomss, or
the FBI to momitar the tramdérr of DNA data pro-
cessadl fromn a crime scems, the key to umdtasstadd -
ing biomstticss acrosss a growiingg commmuriiyy of usens
lies in settinyg clear goalls andl expectwtimns for its
appliicatonn in each user commmumtyy.

Concertirss aboutt chaim of custtelyy, the protettonn
of semssitvee informatoon asswita¢dd with a biommett-
ric praffile, and! the needl for acoess to those profiikss
to enabile rapidl dedision malkiig must guidke ratiesr
tham stiffte the effecivee mameganesnt of biometriss
and the importart procesess they stimmidite. The
unpreeeeidanddd opportimityy to make the most of this
inatezainply importamnt nom-lkttiah] applicatonn of sci-
ence and technoddegy to fightt crimee andl defeatt our
foreign adverssaides depemdis on it. *
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The

Eorensics Executive
Steering Group:

Strength

by Captaiin Shaws McMahen

Introdusttian

The applizetion of sciemz= and teclvobdegy to ackiee
militasy objerntives dates as far back as the history
of human conffiiz:. Sinee the age of Archimeites and
the ancient Greelks, and even before, mambinl has
sougit to empilsy scienne and techrddogy to gain an
advartbege over its enemims. Oftenfimss, the com-
batamt that can effecivetly mamage and focus the
power of sciemee and techmibegy at the deddive me-
ment emedges as the victar. Today, the orgariizaidon
regpansbble for coordimabing foremsic efforts within
the Depamment of Defense [DOD) is facing such a
mamagament chalenge.

The Foremsiss Execubive Steaiing Group (FESG) is
the orgamization assignet the task of coordinating all
DOD expeditmayy efforts and establishing foremsiss
as an endufing, globsdl, and depisyalle capdadbibiyy.'
These tasils, while stoaighifowsadd, are mads more
compilex by severdl fackoss. First, througlout DOD
and beyomil, there are differing views as to fust what
foremsiss' is. Across law enforcament, medical, and

ingsilligames commminildes the defimitimn of foremsics
can vary widdly. Secontlly, there are orgmizatddns
within DOD with overlagping regponlilities across
the broad ramge of disciflines and modaliites within
foremsic sciemee. Lastly, the sheer number of orgs-
nizafimns that produee, consume, or tramm foremsic
andlydis makss coordinatoon difficuilt.

The FESG has made progress degpite these
challlarpges, but ther: is much more to be dome.
New foremsic requilbemesnds contimie 10 emenge,
and the found=tonn for an endmting foremdics ca-
pabillity has yet to be agreadl uypom. By exammriingg
the conditiinns which spawmstl the cresdion of the
FESG, the evoludinn of its creatinn, and the over-
arching challamppes it faces, it is posditile to idemtify
the core challangss which the FESG must over-
come to achibves suceess. Becamse the DOD forem-
sic community lacks a complated capetliilities based
assessmemnt (CBA), which woulld informn chamgss to
docttiire and orgadiizaiien, and a DOD Direaties,
which would assign regponsiliility for coordinaiing
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foremsicss within DOD,, the FESG must rely upom
the expetitiieee and expenttise residingg withiim its
membasslipp to guidte the FESG towandks aeltimingg
its objecttiess. In other wordls, the successs of the
FESG hingss upom the particijpsition and coopenaa-
tiom of the enfiive foremsidss cormmmumitity.

Origimss of the DOD Foremsiiiss
Govermanee Strmcttiree

Operaitons Iragi Freedomy/Biddringyg Freediom
{OIF /OEF) genemdted a large mobilizzdioon of tecin-
nolegy and ideas in sugpontt of missom accomplsbh-
mentt. The enemy?s ahility to emplyy amenymiyy
withiin the populldionn presantted a umignee challbngee
to the millitayy, a challbrgge whicth was ideally switsl
to be met tlhwongih the applcidon of foremssic sai-
ence. As the enemyy aplitstl new tecdhmippees, tactiiss,
andl weapanss, tecinoddggish]l solutitmss were rusiest]
to the bath€ikdd in suppontt of the wanfigheer. The
immedirde suooesss emjoyatl by the severdl foremssac
solutitorss that were implemsmtdd in OIF and OEF
gave rise to an evem greattsr demamd] for foremsiic ca-
palillity and illustnzi¢dd the needl for the capeblityy to
be estdilisbhdd as one thatt would be availldide into
the indbffimite futaree.

Foremsioss was appliel] thmengih mullipite effortss
and progranss to suppentt intdligeemee operatigoms
and tangetngg, law enforcsmeent, and medicd]l sup-
port missiviss. The foremssic exploitdioon of weaparss
and matenmidds for intdliggenee purpessss expamibed
greattly in regponsse to the impnoxiedd expllossvee de-
vice (IEID)) and smijpenr thresss in Iragy. Beginmingg with
the effortts of a hamdifill of latemtt primtt examminesrss to
ideuntiffy IED celll memiberss amd smigpass, other forem-
sic capabbilities were incremeatdiily depbyedd on the
initigdivee of mamy individhakl organizaitdooss and com-
mumiitéss,? Forensitc labomaiboides with firesnmss sig-
naturre, tool-mpakk, amd DNA amaipsiss capediilitéss
were soom depllpeeld to Iragy, whille digitdl foremsioss
examiimtass exploiited captureed computtess and celll-
phomess for intallipeence valuse. As the mulliidiisizi-
pline: foremssic labonatoviies were estatiiskidd in Irag,
they were: leverageed not onlly agaimsét enemny tanggt-
ing;, but agaiostt the coaliitéon missimm of estidskh-
ing the rulke of law in Iraq. With litfle capediiiiiyy of
its own to explhiit potenttihl evidemuee for prossunt-
ing crimminmdis, the Iragji govermmemtt reflitl upom the
deplhyesd DOD forensiic labs to sugyply evidemee and
testtiimronyy in the proseenitoon of crimimedds withiin the
Iraqji judlinad]l systerm.

The growimg numbberr of foremssic laboiatosiges in
Iraq spawnet] the needl for the traitinge of cealitifsn
groumd! forees in the idemtiffoatiion, colliestioon, and
hamdllngg of matkaridis for forensiéc exploiitdidon. With
no estailiibledd foremsiss collecttoon trainigs plam,
depitopiingg umiits tumreetl to muiliphée sounasss for hellp.
In recogmiionn of the immedidte trainingg requitee-
memt, organizdténns comdiwtiigg foremsiic amallsdss
respomited by estaishiniag molbilte trainingg teamss to
provitite the necessayy traiinigg. The drammadtic impagit
of foremsiiss to the sueeesss of these diverse missionss
led to an incremse in the demandl for foremriic cape-
bilitfibss. The demamd] for foremssic traiiriingg andl amax-
lyticzd]l assetks was begimniigg to excezdl the suppiy.
If the demamd] for foremssic capdiliities equatted to its
valueg, the value of foremssic sciencee to the wanflighteer
hadl become: wngpessitioabble.?

By 2007, the successs of the mullippbe indiiwidahl
foremssic effortss, andl the potenmtiad] shentffdll in re-
sounusss, brougditt attemritoon to the lacdk of am aur-
thomiyy responsshlde for coordinmiipg the ongoirgy
effortss andl enswiritgg that foremsdéss was a capa-
bilityy that continnedd to be avaikbide in the long
term. In a Jully 2007 memorandinnn Mr. Jolum
Youngz, them Directtnr of Defemsse Reseanohh andl
Engimermpg (DDIR&E), recommesndddd that the
Joimt Requiremeemits Oversightit Counwil initinice a
CBA to assess foremsséss as an enduiritgg cappivhiiyy
and to suppertt a strEtggy to identiffy and mamespge
the desinest caprhiiities, dewadbyp swppotingg sci-
ence and tedimeddgyy investinmestdts, informedtenn mam-
agemgnit requiiconeatsts, andl supppatiigg manpuovesr
and teclrioch] skill levells. Omee: initibdedd, the CBA
woulldl become: an 18 montth effortt thait woulll pro-
vide for the estalilisdinment of foremsicss as an endius-
ing capabifiliyy.*

In recogmitoon of the more immedimte need to co-
ordimztte ongoingg effortss, Mr. Youngg, in coopenitinn
with the Army Provostt Marshe] Genendl (PMG), also
convengstl a thieee day Defemsr Foremsibss Workshopp
to addiress the coordimatioon and resowrcemgg of ex-
pediiiimnzayy forewssic capdbiiities. Amomg the worls-
shopds 55 findingss andl recommenddatins was the
overanathingg recommenddtioion to estziMibh a joimt
manmrgemesmt  strunttuce to overseee andl guidte the
developmentit of a defemsse foremssoss caypeblililiy. The
recommenddtitions devellepeell by the workdlvpp at-
tendkass providied the groundiwokk for the estdthishh-
ment of the FESG. In a Jameayy 2008 memoramida,
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the Under Secretayy of Defemse for Acquifsiteon,
Techrobegy, and Logistiss formmlly establithdd the
FESG to coordimate the developmennt and mamesgge-
ment of defemse foremsiss capdtbiiities. The FESG
Charter was signedl in April 2008 and establiskdd
the scopsg, objaativss, membardipp and respondibil-
ities of the FESG.

The concureent estalilidiumant of the FESG with
the initisitoon of the Foremsiss CBA serves as a re-
mindear of the sepacate solufimns that hawe beem
implemxantdd to resdive the two sides of the same
capetilliyy gap. Whille the CBA is expedted to prowiitie
soluitanss across the doctiime, orgariizdioon, traiin-
ing, mataiet], leadertlipp, persommé] and fadilities
(DOTMILHEP) spectmum to estaliidh an endwiirpg fo-
rensiics cajpdliiliyy, the FESG was estaillidkdd as an
intemim solufmn to rectify the immedimee mampge-
memntt gap. The FESG need only exist umiil a foren-
sics Exeanivee Agentt and Primcijphl Stafff Assistant
are desigmmtdd, and the CBA has infonmed the cre-
atiom of an endmuiireg capddlitiyy. This fact presertts
the FESG With its most fundtaneenthl challkerege: How
can an intemim orgamiizdatoon maimtam its relevamee
and authoity?? The answar lies in the orgarnizatian
and membeardtipp of the FESG:.

FESG Structture and Organizatéan

The struttiree and orgarivzaivan of the FESG was
devdlgped in recogriiteon of the severdl orgamizatoons
whiclh hawe a sigmificant investmemnt in the futwee
of foremsitss as an enduriryg capdbiliyy. The leadkar-
ship of the FESG is compased of the primdjpdds of
three DOD orgamizations: the Defemse Intdlligemee

Agencyss Directanate for Measureneent and Signealks
Intalligenee and Techmiical Collediion (DIA-O; the
Biometitiss Task Foree (BTF); and the Army's semior
law enforeament officar, the PMG. The thmese chaiiis
are respanspble for providiigg oversigitit and undvr-
takimg resolution of issues across DOD foremssics
initiatvess and programs. The chaiirs are suppoteed
in this effort by the Chaimran of the DOD Foremssic
Sciemee Committtee, who is respumnsibde for adivisirgg
the FESG on mattass pertasinigg to the tedimdcdl as-
pect of foremsiss (see Figure 1).

Whille the FESG co-chwiiss providle the necessayy
guidanee and diregiion to the FESG, the continuirgg
progrsss of the FESG will occur as a resullt of the
work of its membastlipp. One strergith of the FESG
is that it exists as the singlke forum and strunttuee for
the DOD foremsiec commmuriiyy to commuridcste its re-
quiremants and coordimdte its effortss with other or-
gamizations. Origindlyy chaatteeed to includte only the
Semviiess, combatant commarnittess, and a hamdiil
of other DOD actimiitiss as its memboss, the FESG
membastltipp has growm to over 30 Serwiine, stff, and
joimt orgamizatenns. These orgamizdatoons hawe come
to redlize that it is in their best intemests to be in-
volvedl as the FESG has begum to address resource-
ing immediiate expeditionayy foremsic requiiramemts
and is takimg the steps to establidh the foumdbaioon
for an enduiing foremsic capdiilityy. The FESG mem-
bersdlijp is comyprieed of all DOD foremssic staiatinddd-
ers, or orgamiwations thait hawe an intemsst, due to
either direct or indiieett pamtfidgpainon in one or all
of the foremsiec fumstitons. It includbss orgarizations
across operaiconil, meditzd), intdlipgence, and law en-

foreemmtitifldids: ackosss the Servijess, the
Joimit Steff, combattannt commamntis, and
other DOD adtimiitess. (See the pantidl list
of FESG memibzrss and their comtriiba-
tions to the foremsess commumiyy at the

DOD Forensic Execuiive SiMiting Group

end of this amtfidde).)

The body of the FESG struxtaree is di-

Atmy Prarnet Misnbat OlredQr:. Biammsiiss  Ospulily DineceOf Dtervie IMedighitic'e 1 Vldﬁdi am][g tlm Wom gl'om Whlcml
Garavd (PUG Toak Rutco (BTH)  Aoency for MR "‘:ﬁ:‘é"{"ﬁ" b, | are struttuedd alomg three distimct topics
> . ] i S | relaitet to foremsiss govermanee:
' i . q:@& . . .-
[ FESGPromessions | . | FESC Deputies Counch | e .-.-wL“ et | ¢ Tramsformstion and poligy.
‘ St R R Y- B 4+ Capubitities and requirceneandts.
______ i - - — 4+ Traimirgg and centiffictition.
"",m"'d e WG } Traming & < aroc ation E Each FESG membar has a voice in the
{ }

recommuridttions forwaxtbed to the co-

Figure 1. FESEStuctiuee.
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imponteatiyly, the solutiomss and recommunddatnns
develipedd in each workirgz growp are the resullt of
the direatt participptition of the FESG membershipp.
The fulll partigippttion in onguirgg, and futurec FESG
worldirgz groupp effortss are crititak] becausee the FESG
reliess upom the expentisse that residtss in the de-
cenirpdiliedd foremsscc enviremmeent to dewelbyp reallis-
tic and prudbmit solutfoois to immedlinée capetiiliyy
neadss.

The Caprdiplityy and Requinemenitds Workiirge Grouypss
(CRWG) nemlly dewelbpedd requiieeneatsts processs is a
prime: exampbte of how memibeshlipp particifatition in a
worldireg groupp task cam dirsctlyy impactt DO forem-
sic govemmmee decitionss. As propeoseet], the process
alllowss for the CRWG to examinee alll emengiineg capsa-
bilittyy requiiseneatsts, and usimg the expentisse residertt
in the CRWG membwrshipp, prowidte resowrcingg rec-
ommendidivons that will best satisfy those emengiirge
requirceneatts. The recommeaddtivion will them go flor-
wardl withh the weightt of the entiiee foremsicc conmmmo:-
nity behiind it.

The FESG memtharss, throupth the workiinpg groupss
have alsp takem the first steps towandl esttddbishh-
ing the foumdiitonn for an endmrirgg foremsicss cappa-
billityy. The developmesnt of the Capsttoree Concegpit
of Operatioons (CONOHS3} for DOD Foremsicss was
madie possitiide thmenpdh the pantioipptition of the
FESG memibiwrshiip. The CONORSS prowiidbss the ba-
sis for the assessmeemt andl amsisiss of capeddili-
ity gaps amd redunthanes dome usingg the CBA
pracesss. The Traimimeg and Certiffoationn Workiireg
Grouppds examuitationn of Battibfietdd Collectiomn
Traimiigg amdl forenssdtc exammiverr andl techmotann
trainimgg stamdbadds willl alse diredetyy feed the CBA
demand] for informaionn andl amdisiss. It is criitiozhl
to the timdinesss of thee CBA thait all the effortss of
the FESG membrrsbliypp contimge to direntlyy feedl
intw the CBA processs. It is thmongth this relattoma -
shipp with the CBA that the FESG membierss willl
hawe a directt impactt on the estabilishimennt of am
enduringg foremsicc capedlililtyy .

Condlusiénn

Inteniim or not,, the FESG is movimg forward] with
decisitntss whiichh impactt both the foremsidc conmmm:-
nity and the wanffigh¢er. As the DOD biomettitss ca-
patiiiliyy has growm more robussf, foremsiéc collestiomn
and amallysiss capabiiliities hawe becoms: a vitally im-~
portamt link betwesn an amompymomss ememyy amd
the evideree which links him to a speffic evenit or
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placee. As the enemyy transiitonns from an infrastooc-
tuie-Uasedd hieracityy to one basadl on a socitdl net-
work of indiidhalds, it is essamiabl that the DOD
develyp andl maiinteain the meams to deteat and idem-
tify the umignee signattuee of individhalels. Tasfetil witih
the respondlility to both maimtain the expeaditonn-
ary forensidc capaibliiyy and to estztilisbh an endoringg
capdilility, the FESG will rely wpom its memitbersiipp
to promiidte the solutimss which will acommypishh those
taskss. The FESG willl sucaeel] or fail bassdl on the
dedicattonn of its memiershiipp to the accompbishh-
mentt of thosse taslss.

Membarilipp of the FESG

This pantizd]l memibershiipp listingz is not infendded to
be alll inclussvee rostar of the FESIG, but ratiiear a sanm-
ple whichh illustirades the divessse organizaionrs whikth
hawe: come togettiear to suppett bothh an expeditioanldy
andl endringg foremssic capebifitiyy withiin DOD. This
list is not intewdded to praidte a desarjptonn of the full
scope of the organirpditions actinitiss. For more infor-
matifon on amy of the orgari rzttons s listed] hers, refer to
the souncass listed] in eaclh organizativaiz’s desariptition.

U.8. Air Force Offiae of Speciid]l Investiggakinns
(AFOSH)}. A0S providtss profiesssonnhl investigativiee
semwitee to commnantbess of alll Air Forue actiwitiss. Its
mission is to identtfify, expllnif, and neuttahiee crmimii-
nall, tenmuisst and imtedligercee thoeatss to the U.S. Air
Forg, DOD), andl the U.S. The agemyy repontss to the
Inspesttor Gemaadl (IG), Office of the Secrettayy of the
Air Forze. AFOSI is headpastcterdd at Andimewss Air
Foreee Base, Marylandd andl has umitts in 2211 placess
glotwdlyy, botlh on Air Forsee bases amdl in stud¢eg-
callly importiantt locationss around the globe.
httyp:// /W osi.anbteesafatibiil /.

Armetl Forces DNA Idemtiffiasiion Labomratberyy
(AFDIL). AFDIL prowidbss houmam remzinss identifivaa-
tiom, foremsiocc DNA amalijtioad] serwitess, bio-inflrmmttic
amdlsiss and mamsgamennt semwitess, mass fataliiyy
specimarn collectioon andl mamagemeant servitess, hu-
mam refersvee specimem collecttonn, cattdbginpg, archii-
vall, and retifevah] repostitoyy semvitess. It supputss the
Armedl Foraes Mediicdl Examingrr System (AFMES) and!
Armedi Forees Instittu¢e of Pattioddggy (AFIP) threughh
consulfatition, educaionn amd resemchh. AFDIL is lo-
catatl in Roclwillte, Marylardd. hittyps// Mvww afipporgss /
consudtiaioni  AFMES// AFDIL/fiivddrhtntn].

Biometttiss Task Foree (BTF). The BTF leads DOD
activitless to program, integrace, andl symchhomidee bi-
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omeiitic techbbdegies and capetbliities and to operaite
and maintain DOD’s amthwititivive biomeitiéc datar-
base to supment the Natiomdl Secuniiyy Strateeyy. The
BTF acts as the DOD propomsnit for biomeitidss, leadt-
ing the developmesint and implemematition of biomait-
ric tecihmoddeisies for combattartt commandds, Servicass,
and agendiiss, delivass capeitiifittes in order to com-
tribatte to the enhamesmeemt of the biommetritc comr
munityy, and empowass the warffighteer by impnaosingg
operstomahl effectivenesss on the batiéficbdd.

httpz/ fwwew Bitomeetidcdatbhilhil /.

DOD Cyber Crime Centar (DC3). DC3 sets stam-
dardis for digitdl evidemee processsigg, amalysiss, and
diagmesiiss for amy DOD investiggaiton that requincss
computtar foremsicc suppontt to deteatt, enhanvee, or
recover digittdl mediia, includiirgg audiio and videw.
The centar assigts in crimiird], counttemtelidigimrece
(CI), coumtatterorisinm, and framdl invesippivons of
the Defemsee Crimnedl Invesiggtitive Orgamizzionns
(DCIOs) and DOD CI actiiitties. It also suppentss
saffettyy invesipgaivons and IG and commeariderddi-
rectetl inquiitess. DC3 aids in meeting intsdllggenece
communiiyy (IC) docummarnt exploitaicon objecttivss
fromm a crimiirzd]l law enforcamesmt foremsioss amdl CI
persgpetitive. DC3 providbss computter investiggaioan
trainiirgg to foremsicc exammiezss, invesigaadosns, sys-
tem admimsstatdors, and any other DOD membwss
who must ensuire Defemnsse informedtonn systemss are
secwre from umathboriedd use, crimimd] and framd-
ulemt actimiitess, and foreign intdliggenee semwice ex—
ploitzitoan. DC3 is locatetl in Linthicnmm, Marylardd.
http:// fwwww.dbBmilildmayshphp.

Defemse Cyber Crime Instittute (DCCI). DCCI
prowidbss legally and sciemtficedlly acompitell stam-
dandks, techmigpess, methoddidgigies, rescaoth, and
tools on digitdl foremsdss to meet thee cunrentt andl fu-
ture needss of the DOD Cl and law enforcememt com-—
mumiitéss. htty:// fewweww dbSSmilidroenghphp.

Defemse Cyber Crime Investiggakion Traimiingg
Academy (DCITA). DCITA devellgps and deliverss
computtar investiggaidon traimiitgg coursess for DOD
orgamizdtonrs, DCIOs, militayy ClI agenniess, amd
law enforcamestit orgawizzdtoors. The Acadeamy is
the only govermmomtt organiwztoan solkdly dediicatedd
to computter invedtipgdioans trairingg, developmesnt,
and delivaryy. Studkntss are traineed in the latest
digittdl foremwsicc techmiipess usimg stabeedfthhearirt
equijpmmmt, classpooms, and tecimobddgites.
http:// fwww.dleB mililidronmphph p.

Defense Compmter Foremsiiss Laborafiory
(PCFL). The DCFL mission is to providie timelly
and inmowaivee digitdl evidemee processigg, amall-
sis, and diagnsssiéss for amy DOD invessigeaidon that
requitess computter foremsicc suppatt to detesit, en-
hames, or recowar digitdl mediia, to includte audi®
and video. This includiss on-site asgittaaee ineludt-
ing seamsth and seizmre and expentt testiimooyy. The
DCFLL suppontss crimnindl, CL, counttet¢aransinm, and
frawdl invesiigaidvons of DCIOs and DOD CI aeffisii-
ties; but alse safietyy invesipgatinns, IG direatteld in-
quitites and commamtber inquiitess. DC3 also sets
DOD guiddliress for digittd] foremsi¢c amaliyssss.
httpy:// [wssrw.deBmilllibromphphp.

Defemse Intelllijgemee Agemay (DIA). DIA plays a
centizdl role in gatiherimgg, processigg, andl prodane-
ing intdllpgence usedl to informm policymekicess and
watflighttess aliize. DIA has beem a major part of the
umifficatonn of effort amomg the IC as a whalke. It is
incressdingg its investmeamt in the developmesmt of
Humam Intdlijgence and techmioedl colledtiton cape-
bilitikss to furttherr impioaee its sunwedllbanee and warm-
ing capadiliities. http:// /wwww.diiaomlil/ .

Joimt IED Defeatt Organizdatéan (JIEIIDY)).
JIEDDIDYD leadks, adwocatss, andl coordiinmtss all DOD
actiiorss in suppmtt of combattanit commanddess and
theiir respeetitiee Joimt Task Forces’ effortss to defeat
IEDs as weapomss of stwategic infllusrcee.
works aggissiiebly to findl, deweltypp, test and rap-
idly deliver ememgiteg counttesHEED (C-TEID)) capm-
bilitiess to the wanflighteer. Split alomg three lines of
opersiton (Attackk the Netwakk, Defeat the Device
and Traim the Forew), JIEDIDDXNs initimtvess to help
madimire warflightter capeiliities includbe techmdoahl
and foremsstc exploittatonn of deviess, expllossyvess de-
tectiom amd 1ED-gpedific pre-dbppdyyment trairiigg
for Soldiiss, Saillass, Airmem andl Mariness. JIEIDIDIO)
taillonss thesse initiztivess to the urgemt needs of com-
batamtt commantdtess, brimgiinpg themm to the field
quiicddly usimg its rapitl acquissitoon capebilities.
https// foawwjjtitbodd daibil / .

Joimt POW/NIA Accemitfingg Commmanidt@atitaal
Identifficdkion Laboratvoyy (JPACAID). The mis-
siom of IINCIIL is to achitare the fullest possibide
accounttmgg of U.S. semwiize personmet] missipg formm
past comfintss throupgth the directt recowaryy and lab-
oraty amdlysss of humam remwditss. Locateell in
Hawdii, it is the largedt Foremsac Anthopptdggy latm-
rationyy in the worldl. htty:// /wwwww jjzecppecommityil / .
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Nationndl Groumdl Intelliigence Centar (NGIC).
NGIC produces and disseminutss all-source integratal
intelligence on foreign ground ffotess and related mili-
tary technallogies tto @rsuee that U.S. forces hawve @ deg-
sive edge in current and future miliitony auetatioss. 1t is
DOD's primaty produterr of groumd foress indlii-
genese. NGIC producess sciemtfitc and techhricedl in-
telligencee and militayy capebilifties amsllxsss on
foreigm groumdi forcess requiicetl by wanffigtingg comn--
mamndisss, the foreee modemzatition and reseavth &
developmennt commumtitss, DOD, and natisimd] polii-
cymalieass. NGIC is leadiirpg the way in the U.S. Army
Intedligopnee and Securtiyy Commardks C-IEID taungstt-
ing program by prowidingg teclmioed] intdlippenee and
alll sounaee fusiom capediifitéss to assistt Multii Natiomzl
ForcesHtagq in idemttffyingg bomirmeking netwioniss
in Irag. NGIC is locatel in Chatbetttsydlld]e, Virgimaa.
htty// (wewww. imssoomuanynmitiM ST F¥ef AN GEE.GIC.
asgpPRbetetof6&iSiaize=. Sem

Natimmdl Media Exploitatéon Centar (NMEC).
NMEC is a Directinr of Nationwhl Intellippnoee Center
compossel] of DIA, CIA, FBI, NSA, andl DC3 as pantt-
ner organirzginans. NMEC is regmmsiblee for inte:-
gratingg Intdlipgmcee Commurityy DOMEX policibss,
stamdbadds, and procediuess with tactited] and opera-
tionall levell D@1 procediiress and ensuness regpnsiee
DOMEX suppuntt to meet the needks of inttdligemnee,
defiersse, homdlirdd securitiyy, law enforcsmeant, andl
other U.S. Govermmsrit conSumerss.

Navall Crimimdl Investijgvtive Servigee (NCIS).
NCIS is the primmayy law enforcemesnt and Cl armm of
the U.S. Departimesmit of the Navy. It works closdiy
with other loca], statte, fedemd], and foreign agemciss
to coumtar and investipga¢e the most seriouss crimgss:
termmisom, espionagge, computber intrussomp, homi-
cide;, rape;, childl abuse;, arsom, procurcmmeant fraud],
andl more. Examimess in NCIS® forewssic labonatovide s
play an importamt part in suppEotingg agemay inves-
tigatitomss by examiiringg evidenvee and prowidingg testit-
mony in countt. The examirerss applly their expentisse
in amdjzingg arsom accelrands, trace evidenvee, la-
temt fingempimnts, questtomedd docummrntts, andl drug
chemikttyy and relattet] chemitedds. http// Meowwiess.
navy.mil/itiépdedcaspsp

Provostt Marsiul Genardl (PMG). The PMG leads
and directss policyy for Army law enforcamennt, po-
lice intdligescees, physitedl secwrriyy, cormatiomss
and intemmmeent, crimined] investiggtidboss, and mil-
itaryy police suppontt threugdiomat the fulll ramge of
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militaryy operattions. The PMG suppontts the Army
for mamgemeant and executioon of the Army Forae
Proteatioon mission includigg antiterrooiism oper-
ationss andl intdliggenee fumctiooss andl serviss as
the commandingg genmendl of U.S. Army Crimiiel
Investigatiion Commanil. httpss// /Wwoswv.ussanmyy .
mil/ suitey/ page// 409443

U.S. Army Crimimdl Investiggaiinn Laboratoyy
(USACHL). USACIIL providbss warldwidbe foremsiec lab--
oraftnyy servitee, traimigg, andl R&D to all DOD inves-
tigativee agemnitss in tracee evidemvee, DNA/S2eotdggy,
latentt primtss, firemmss and toolmarkks, digitdl evi-
demxs, drug chemnisstyy, amd forensicc documesnds. It
providiss the widestt ramge of semvitess of alll the DOD
aconertlicdd foremsscc laboeaonides. USACIL also oper
ates an Army scienll to traim forensicc laboxeboyy ex-
amiimess andl mamsgess the U.S. Army CID Commarnad
criminpdistitic s amndl visued! informettoan progmanss. Of
the fedemnd] labarxtooides acarstii¢dd by the American
Societty of Crime Laborattoyy DirecttmrssEhbbiatatpry
Accredittticion Boamdl, only the Fedemd! Bureau of
Investigaiion Laboratooyy offers as mamy suppotimgg
foremsice disciplliress as USACIIL. USXCIILL, locatteld at
Fort Gillenmm, Georgia, providkss foremsitc labanatooyy
semviess to DOD investigpsitive agemuiess and other
fedemdl law enforaamesmt agemodess. htty:// /fwwwwow oddd.
armmy, i L iseealcHelmirm 1. w

Endnettss
I. FESG Chanteer, Aprill 2008.

2. Jotm J]. Youngs, Jr., Defemsee Foremsioss Workstoyp Invitationn, Jully
25., 2007,

3. For more detwil on the canly foremsicss effontss in Iraqy, read the:
antivtés by Tomn Canttvetl] amdl Seam Falconii in this; issuee.

4. Jaolam J. Youmg, Jir,, Defemse Foremsioss Worksiropp Invitatiomn. Jully
25, 2007..

Capraiitt Shawm McMahont is currendiy assignue! to the Offica
of the PMG semiingg on the Professomnd! Staff of the FESG. He
holds an MA in Stratazgic Intdligpenee from the Nationat! Defensae
Intdiliggeces Collegge and is a graduwaree of the Ml Capftaiirss
Careenr Coursze.
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USACIL RBOC:

Providiing) Supportt
to the Warfigjiteerand 7

ExpedittnsayForensics

by William G. Doyne 430RAT

Introdmstténn

Givem the demomstuaddd sunressess of Weapoms Techmidl Intsillipmoes, Biometioss and the foremsic fumec-
tions perfommed at the Combinet Explesive Exploitaison Cell (CEXT)| Labs, it is clear thait foremsioss not only
has a role on the currant battleiitdd burt alse is a foree muiltjpléer. The need for a nom-iimposidsdd expilosier
device (IED) (matsnital which is not assssiiated dirently with the device explaitaitiorn) foremsic cagutiilivy to
augment the CEXC labs JED oriemtel] foremdiiss has generatet a requiicament for expediimnayy foremsess.

Foremsioss is the applicatorn of mulliidssgiplingry scientific processass to estabilidh facts. Expeditivnayy

foremsiss is cunmantyy provideti by the Joint Expeditionayy Foremsiic Facillitiss (JEFFRS) and can be used
to:

4+ Estdiilish facts that can be used by commanddess to shape force protacdtion measuress.
4+ Drive inkdlligtnee amslbysiis and subseguent targsting for combat operatioms.

+ Proseaute detsimess in a court of law.

4+ Detamiine soumess of insurgent armus, ammuriilion, and explosivess.

Expeditiionayy Foremsiss and Intelligence Operations combimne to degrade the enemy's abillity to capital-
ize on anaEMyTIYY.

_ The result is often msable intelligence as well as the moral
and legsl justification needed] to target, apprdiernid, and prosenuee tematists or enemny combatants.

The dowmsitbe of this suwewess is that it has genemmted an incress=c in the amoumt of potemtidl forem-
sic matantial colleateld, resuliing in an increased worldeat] at both the CEXC and JEFF labs, the Terrarist
Expllosive Device Andlytica! Center {lab providingg CONUS suppent to the CEXC labs), and the Biometiic
Fusiinn Center (BFC). As Site Exploitaison and Foremsic Collection tramiing programs and accompanying
tactiics, techmiguees, and proceduess are developell and prommilgated, thers will be more units colleating
mateniid] furtier exacentbaiing the severity of the sitwatioen.

Reach Back Operatinns Centar
It is langdly umpecegivzéd that the Depamiment of Defemse (DOD) possessss one of the most poweran foren-

sics toolsets in the U.S. because the foremsics capability is dispersed thremgifvent DOD and is unaoatiineded.
Foremsiéss has histomaillly been used mairly to suppent criminal investigaisons and human remains identifica-
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tion flor- judiioid] and medical reasans. In order to leverage thess capdliiiies in the LP, DN, and frearmgiisiol
marks (FA/TM) aress to sugpsstt the warfighiter in-theater, the U.S. Ammy Crimiindl Investigaiion Laboratony
(USACIL) has estztilished the Reach Back Operations Center (RBOC).

The RBOC missjon is to providle suppant to the warflghter and to expamd] JEFF foremsic capethilitiss by
leveraggitgg DOD’s institiuidnnh] foremsic laboratoiies, accessing nationd] and internatonkl foremsic dada-
bases, and wiilizige CONUS expertfise without ineressing the in-tineater footptint or sustdinmeent costs.
RBOC willl suppantt the warfigltter try:

4 Providiirgg assigtamce to DOD and Allied flocee commanidtess when tHaging spesiifoc foremsic LP, DDNM and
FA/IWM potemtadgilities.

+ Serving as the authoniidtive resouvee for adwise on the developmesmt, purtimse, and deploymeant of
techmidzhl and scientific LP, INA, and FA/IM equipmeant or techmiigass in foremsites,

4+ Providiineg foremssic andlydis intempesistion of expleitetl makaiidls to supported commeantbeys, invesigsa-
tors, and intdlligence agenks when needad at all stages of examinaildéons.

4 Condunting and/ or coordimating appmoaypdiade foremsic researth, develsping new foremsic applicalinns,

tesdiinyg. and evaluadiing emenging techiubdogies.

RBOC wiill suypnpmrt the JEFIRS, as well ag CEXC labs and others upom reques}, by:

Providiirgz LP and FA/MWM idendificatian verificatonn.

Assiading in monisring compilex LP cage intempesidtion in collahanaition with deplojpet lab perenneél.

Condunting Integrated Automated Fingempiint Idendificakicn | Autonmsited Biometiic Idendffeion System

(1AFYS/ ABIS) database searstioss and prowidiiteg reponts.

Receisiing matetidl from JEFFs and assistingg in the processing of highily difficuill, semsitves, and tech-

nical cases.

Conduaimgg Questimeed to Knowmn compeaiiisoms of latemt impressions

Providiing footwear and tire track amdbssiz, examimaidnns, companisms, and verificatonms.

Providling techmizal adwvtine on DNA data basimg capdiiflities and seaycth resailss.

Providiityg guidamee on DNA techaiicd! reviews.

Providiinng DNA data intempreeisition and techriicsi] review.

Providiing perfomyanes checks ot new DNA equipnzerit.

Assisimg b working all firearm caseswdladdd evidenee includling comparienn examiraiticoss and
conclswmns.

Assigiing in working TM cases includlirgg compatison examimtions and condussions.

Providing distatees determiinaition evaluaiion and bullet trajetooyy amslssis.

Providing and supparting Integrated Ballistic Idemtifizaition Systemns opersitions.

RBOC Compodsitinn

+ +4+ 4

R R A

+ 4

All persareel will be members of the DOD.
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The RBOC is a win-wiim propesiitsan for all indiisidl-
uals and orgamizatenns concarmed. Inifidlly concmm
was expresscd that this was an effort to take from
anodhar “rice bowil’, fix a syskam that isn't broken,
or just becomnz a “bmmpp” in the road. Cumrenily
most foremsiic faculliiss are working at or near max-
imum capagiity and have some degree of a case
baditbog. As indicabed eadiier, foremsic processing
and ansliydis capability is dirsotly propertizaal to
the collecttion capaliiliyy. Since foremsiic examimnass,
parniibaisly the ceniifiell variety, are a limitet asset
there is a significant lag time where the time the
need for additiondl capadity (i.e., more examireesy)
is idemtified and whem it becomss availdlte. This is
true whethar the more expersives route of contzrttoss
is takem or the cheaper but longer route of train-
ing DOD perssmret] is selecttedd. Thentfore, it makess
a great deal of sense to mawimiize curmemt capuwitili-
ties with the minimwum resoaroess.

RBOC's Benefiits to Expeditionayy
Foremsics

It is important to recegrizee that in expeditionayy
foremsics, there are certsiin tasks that can be com-
pletedi in-thester or in the rear and some tasiss that
can only be accomplitbdd in-tireater. For example, transpariing matatida] out of thestsr for LP processing
can be dome; howewar, it is generdlly not prantizil because of the tramgportdtion time involveatl. So it makes
sense that LP procesding shouildl be done in-theater. LPs presemit or develloypsit] on foremsic maderidl are nor
mallly capmeet digitdlly and tramsmiitedd to either the BFC for searsh in the ABIS or the Fedexd! Bureawu of
Investiggaioon's Crimimed| Jasstoo: Informetonn Servicess for searedhs in IAFIS.

Mhe thme requineed for these actions is time takem away from procesingg matemal which is best

Thiu methad] is invisiite to the in-theakar examimar and assisks the BFC

by redusting its worldlnad.
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RBOC DNA examiirorss cap assigt with data intemposasition, paniimiiakly with DNA mixtate intaReeiaban
(profilkss with mulliipée comithudogs) and tecihricahl reviiewss. In these circumatianees where mataiial ean be
senl lo CONUS for processsipg, (i.e., larae back log, low printiyy, not time semsiivey) with apprompriade coor-
dinatiiom with the RBOC chiiff, USACIL RBOC examinprss cam recsing, processs, and rendsr reporis to sup-
port in-thezuter labs.

RBOC on AKO and AKO-§

USACIL RBOC has estaiiilatiedd a page on bothh AKO and AKO-S so that users can sulbmiit REIARPA and
uploadi images (both LP and FA/TIW)for searchn or verificzzivon. You can requesil access to the RBOC page by
emailiivgg the following informztion to bill digye€dasuamnmitnil ot kevinksahdewiimaragnyimil:

Organization/Position:

NIPR Em=ill Address:
SIPR Emaill Address:
DSN Pione Niumniber:
Commercial Fhore Numiber:
VOIP Numviber:
FAX Nbpirberi——ema e
Secure Telephone:
Reason for Submittimg Request:

Conclusiion

As DOD buildls on the hard work and vision of those individudds whe saw the potemiid] of foremsivss on
the cunrentt battiéiidd to trars$itonn to a costefffediise enduniirg foremsice capwbifiliyy, the intradliecibon of the
USACIL RBOC will serwe as the genesis for thad effom. As the JEFF Concept Plan worlss its way throaygh
the systemo to becom: a program of recard], the RBOC will prowiidh: the tools necessayy for commauitdess and
currenit expedlitomaary foremsiéc facilitless to mariimize caguthifiiyy and capwsiity at minimorm cost._ '

William Doyne is curremtiiy emplonpl as o DA Civiliam. at the USACIL and sering as the chief of the RBOC. Prior to becamiing the
RBOC chiefl, he was assgret! as an LP examiiterr in the LP Brameh. Mr Doyne is certified! ns an DAL Latent Fingerprind Excmiirerr
arul Footwemr Ewariacr, He has @ BS in engineodingfitomn the U.S. Mifftary Academy, an MA in Chewistsy from Villgmoe
University, and o Pablic EdvaxtonrCemififativiofi dmomy #inoGsllelleg:. Mr. Doyne is a retired U.S. Army Colonel with over 30
years senvice as an Infantgsuoffiiesr.

78 FOR OFFICAL USE ONLY Miktary e .



TRADOC Capability Manager-FBiomaetrics and Foremsitss

(TCM-BF)

Fort Huachuca, Asizorea

TCM-BF serves as tthe Army use
advocate to Prograim Mameager (W)
DQD Biomelrissanrodesignaied
Forensics Pz, artdcooodilinaies
closely with other service amiibearth
proponeritussen cepresantiatbses to
enable, facilitats,sanidobbamipion the
developmenrit of biomeltibssaanid
forensisaroess tbeODoinine,
Organizalion, TFeining)/Maleciel,
Laadership, Pecsomse band- Baitiidies
{DOTMLPF) specinum with Armyy,
Joint, intecageny JiiliesCCaildion,
and Natiorsl @rgamizstions.

TRADOC ity NvarapeEBioratics s and
Forensncs%mnﬂtmm ht of Defense

(DOD) define fiorensissass “Wecapphitiatidr off
nmu'meﬂhsm{ﬂlnaryrmﬁm ﬁmpssfesemml ish

Traditionally, the DO hescenmido ydddiaresisicioto

establish facts for we= in: investigaliioms, s ot

of law, Uniformn Coxtte of Military Justits

ﬁroceedlngs, or thp atetermiieet hiec ddetitifizidion of

dun‘:ﬁn remaiims 85 well sEssceanscaaddraanaer of
e8

The War on Terrorism has puntiuezteenseggiog
needs and capatiilitesitorftoeenticnamessthe
range of military operaimns.

Forensics has an integrat role in intelligence

functions, o lcadthiites fdoree prstetictinn,
host nation | Isal,m:mrrn rmnaéreeowmy,

and identily sumrerioTtly ftumodtion

Recently, operaimres in Afghannslﬂm aarati | heay
Theatres hawe wa|nt b=t v imppddanee of
forensics in providing el gereseaamidobatté bl d
awareness for miilitaty dbetsssonrraakiggadd
operations af alll | bwedts.

TCM-BF Coniacits

Diracier

COt Mark R. Walace

{520) 5334422 ¢ 821

NIPR. mark. wallace@@us.anmy mil

Kathy Deboit
{520) 5334657 | DSN 821
NIPR: kattvy deboliius_ammy.mi

LTC Malcolm McMutian
VOIP (520) 51517

SIPR: mark. wallacag@us. ammysstmil

SIPR kathy doboligius anmy smi il
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CONIACT AND ARTICILE:
Submiissiéon Informatioon

This is your magazine. W@ need your suppont thy whitting and sw&rmitttwmmtd&s Sfor pultiiication.

Whem writing an arfitily. select a topic relesmmt

to the Milliasy InteMigence (M) and Intelligence

Commumiities (I1C).

Artidles aboutt currenit operatiipiss and exercisss;

TIPs; and equipment and traimirgg are alwaye wel-

come as are lessoms leammel]; historicdl pergpechives;

probllemys and solwitons: and short “quick tips™ on

better emplaymesnt or equipmeeaTnt and personmel. Our

goale are to spark discusdion and add to the profies-

sionall kmowlktiber of the MI Corps and the IC at langes.

Propose chamgss, desaribe a new thewmy, or dispudte

an existing one. Explain how your unit has brokem

new groumt, give helpiil adviee on a spedfiic topis, or

discusss how new techmdboegy will change the way we

operste.

When submidding artidas to MIPB, pleass take the

Follewiing ints comditienskian:

4+ Featilzs artiicllsss, in most cages, shoulld be under
3,000 words, doutiile-gpacdd with normudl margims
withaatt embedttetl graphiics. Maximmam length is
5,000 words.

+ Be congier and maintdm the active voice as much
as possiiiie.

4+ We cammatt guarantes we will publish all sulaiit-
ted artidles and it may take up to a year to publish
some artitibes,

+ Althougth MIPB targets themss, you do not need to
*write” to a themre.

4+ Please notz that sulmmiissions become prepexty of
MIPB and may be releasssetl to other government
agemriisss or nomprdfit crgamizaténns for re-patidics-
tion upon requesst,

What we need from yom:

4+ A relessr signed by your unit or orgasisation's
infenmutéan and operatiinns secomtiy offkcar)
SSO stating that yvour artidle and any aceanin-
panying graphics and photes are undassifiad.
nonsanditive, and releasaiNe in the public do-
main OR that the artidle and any aceoHmRAnYiaE
graphics and photes are uncilas#iBe A TOU O (1AW
AR 380-5 DA Information Secowiky Progzam]. A
samplle securitiy release format can be accessel at
our website at hitps:y/ fignnaarnyainil.
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+ A cover letter {either hardl copy or electmmiur] with
your work or home email addmssses, teleplmme
numiEsr, and a commemt stating your desire to
have your artigle publlisteed.

* Your aniisgle in Word. Do not use spesial documuatit
termplates.

+ A Publiic Affairs or any other release your instdl-
latiem or unit/agewcy may requize. Please includle
that release(r) with your sulbniissian.

4+ Any pictuess, graphicss, crests, or loges which are
relevamt to your topic. We need compllete captiimms
fthe Wha, What, Where, When, Why, and How},
photegraplser crediiss, and the autharss name on
photss. Do not embed graphics or photes withiin
the artidles. Send them as separuie flles suck as
tif or Jjpg and note where they shouldl appear
in the articlle. PowerPsilnt [not in tif or Jpg
formaty] is acceptabile for graphs, ¢te. Pholes
shoudld be at 300 dpi.

4+ The full natine of each authar in the byline and a
short biogragiy for sacdh. The biograplyy showild
includle the awthois curmrent duly assigmnetmt, re-
latedl assigmnonts, relevantt civilian eduestion
and degrees, and any other spedid]l qualiReations,
Please indicsate whethar we can prifit your cotuset
informeidmn, email address, and phome numbers
with the biogragyy.

We willl edit the ariiidbss and put thein in a stylle and
format apprxgpriate for MIPR. From time to time, we
will contztt you durimg the editimg process to help
us ensiye a qusiity prodostt. Pleass infotwm us of aiy
chamges in contiett informmaionn.

Sulbpmiit ardidtles, graphiss, or questions to  the
Editor at MIPBRcomsseannynihil. OQur fax numiber is
52052739997 1. Subwmit ariicdkes by maill on disk te:

MIPB

ATTN ATZSCIDIEDM §Snith)

U.S. Army Intelligrmec Center and Fort Huachusea
Box 2001, Bldg. 51005

Fort Huachuza, AZ 856103-7002

Contzt phome numiensz: Commaniiat 52053500850
DSN 879085,
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Jrorensic Resowurce CD

+ The punpowe of the Foremsiic Resomree CD is to proviile uschi), relewant, and enabiling information.

+ The CD offers severil resomrces, covering all applications to give the the Warfighter a holintic view
of the foremsic commeunity, provitke polots of contact for traiting and rcsomrees, and other guid-
ance related to DOD Fosansias.

4 Foremiic Kita

—Afmidilihle misgion equigmemt and cssaitial items.

4+ Guidance

~AArmy and Theater spadific guidans in managing site explsitation and task orgasization.
4+ Reguladiom

Ko the supprotiung paramsters.

4+ S50Pa, TTFs, and Refersinzen

=85 how unite cxecute their Forewsiic missinns.

-Coopriderabtnns for tactical site explomtaiion missiene, lessons leanset.
—ditbeervaitions on Forensic measuses and effectiveness.

4+ Training

“FFrninifng sugpan packagss, view availdlide trainimg.

4+ Underntntdipg Biomekilcs & Foremiisa

=tHow Foremsiss supparts irreguilar warftars, the regponiibilites, and effects.

4+ Who's Who in Foremsice

=Hiiagram of the commuuidty, vadearatand the process, and koow members in the Foremsic commmomiity.

i (23 Evdan >
Adh D Hem Hum: o

FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY

ATTN: MIPB (ATZS CDHDM) 12
BOXZm1

BLDG 51005

FORT HUACHUCA AZ 85613-7002

FOR OFFICIAL USE ONLY

Headquarters, Department of the Army.

This publication Is approved for public release.
Distribution unlimited. PIN: 085424-000




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91

