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» PROJEC

This report covers work carried out
for the National Defense Researoh Committee un-
der Contraot No, OBMar-435 with the Western
Eleotric Company, Ine. by the Bell Telephone
Laboratories, Ino.,

Rarly in Qotober, 1940 there was set
up in the Comnmunications Division of N.D.R.C,
a suboonzittees on Speech Seorecy. Thia group
was to consider both the sorambling end une
soranbling of telephone signale, It was soon
recognized by them that the decoding problem was
of primary importance both as a msans for evalu-
ating privacy systens for possible use by the
Services and for decoding possible enemy signala,
Rualizing that the ear has very linmited capabilities
for analyzing scraibled spesoh ¥r. R, K., Potter
{nvented the sound spectrograph toprovide spesch
patterns which could be interpreted by the eye,

Barly in 1841 a rough laboratory model
of the sound speotrograph became available in Bell
Telephons laboratories Imo, Through Dr. 0. B,
Buckley, chair=anm of the Spsech Seoreey 3ection
of H.D.R:«C,. arrangenents were nade for a dexzon-
stration of the sound speotrograph to various
1.D.R.C, representatives inecluding Dr, V. Bush,

As a result of the above desoribaed
demonatration and subsequent Committes action
Projeot C-32, the forerunner of Projeot C-43,weas
organized in the fall of 1941 with the immediate
objootive of producing a sound spectrograph in
suoh forn that it would be useful for diagnosing
and decoding speech sorambling syetems. In Pro-
jeot C=32, "Privaoy Craoking", a finished model
of the sound speotrograph was oconstructed and
its appliocation to decoding work was successfully
demonstrated to representatives of the aray, Navy
and N.D.R.C.

Upon the termination of C-32 on PFebru~
ary 1, 1942, {t was deoided that the work
initiated under that projeot should be continued.
Aocordingly Projeoct C-43, "Continuation of De-
coding Speech Codes™, was authorized for one
year, effeaotive February 2, 1942. The projeoct
antioipated some routine decoding, the production
of duplicate equipment to be used by the Army
and Navy intelligence servioces and further
studies of decoding tools and methods. at that
time the Arny and Navy military officers were
relying almost entirely upon this projeat to
furnisk the above services until they could be

provided with suitable equipaent and ocould ob=-
tain trained personnel, Based on the needs of
the military this project was thrice extended.

Under the guidanee of the Subsection
on Speeoh Seoreay, Seotion 18.3 of R.D,R.C., the
enphasis was placed at any giver time on what
was deemed to be most urgent, This is refleoted
in the subjeot matter of the Preliminary Reports
whioh were issued from time to time and which
forr the appendix to this report. In addition
to the specifioc investigations covered by theae
Prelininary Reports muoh work was carried on as
the basis for nore general coverage of the field
of interception, diagnosis, decoding and evalus-
tion of speedh privaoy systezs,

L T IR N

In addition to the general studjies
mentioned above decoding equipment was developsd
and nodels furnished to the Army and Havy, This
decoding equipnent imoluded (1) two models of
the sound speoctrograph, (£) a variable ares pat-
tern machine and (3) equipment for decoding two
new enemy privacy systems intercepted by the
projeot personnel at Point Reyes, California.

In each oase Aray and Navy perascnnel were in=-
struoted in the operation and maintenanss of
these equipzents,

Intercept aotivities of the project
personnel inoluded (1) the study of recordings
subnitted early in the project by the Federal
Conzunioations Commission, (2) exploratory work
at the Bsll Telephone Laboratories axperizental
radio receiving station at Holmdel, New Jersey
and {3) exploratory work and routine interseption
of radio telephone transczissions et the Azerican
Telephone and Telegraph Co, radio receiving sta-
tion at Point Reyes, California, Reports of the
results of the above studies and recordings of
intercepted naterial were submitted direotly to
the intereasted nilitary authorities,

Lany speech privecy scheces were sub-
nitted through N.D.R.C, during the course of
this projeot, These were studied and evaluated,
This work led direotly to the continued {mprove-
ments of the sound speotrograph and the develop-
pont of supplementary decoding tools and
teohniques,

4s the Arny and Ravy beoame able to
carry on deocoding activities themselves with the
aid of equipment and information furnished by
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R.D.R.0. as the result of work outlined above,
the aotivity on this project gradually decrsased,

The technical repost whioh followa,
together with the Appendiz which inoludes all of

-

the Prelizminary Reports, covers all phases of
the work on this projeot and constitutes a re-
fersnse work for future studies of speech pri-
vaocy systens,

LNTRODUCTION T0 IRCENIOAL EERORT

This report sunnarizes the results of
about three ysars' experience in diagnosing, de-
ooding, and evaluating speech privacy systems
subnitted for study on this project by the Aray,
Navy and !1.D,R.C. Sone of the rasults of these
studies have been desoribed in a series of Pre-
lizinary Reports whioh were issued from time to
time to cover specific studies, A great deal of
acounulated experience, howaver, has never been
roeported in this nanner, This final report,
thereforse, is intended to make available infor-
cation, both positive and negative, which would
have to be acounulated by another group if they
were to enbark on a similar project.

The irnediate pressure behind these
studies was oaused, of course, by the War. The
caterial here recorded should therefore be of
gervices if a similar emergenoy should arise in
the future, To keep up with the evere-changing
art of communication, these studies should be
continued under Government auspices during peace-

tine,

In ocontrast to a rather extensive
literature on code and oipher systezs, on crypte

analysis and oryptography, whiech apply to tele-
graph types of communication, very little has
been written on speech priveocy systems or decod-
ing methoda applying to them. Two moderately
conprehensive artioles have been published, One
appeared in the Post 0ffice Enginesrs Journal,
Ootober, 1933, The other appearsd in the Brown
Boveri Review for Degcenber, 1541, The latter
has been reproduced and discussed in Preliminary
Report No., 8., It covers a nuaber of basic types
of sorambling systems, and in addition disoloses
one that ia new,

The present report is intended to
cover rather completely speech sorambling methods
in whioch the original sveech is tramsmitted with
its parts nmodified, displaced or interochanged,
When more detailed teshnical information is de-
sired, reference may be nade to the Preliminary
Reports, Thease are separately bound and fora an
appendix to this report, All of this material
should be helpful in the development of prac-
tical, effective privacy systens, and the eval-
uation of the seourity whioh they afford,
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CHAPTER I
ANTZRCERTION

Spesch privacy systems may be used in
conneotion with radio telephons systems or with
wire systems, The unauthorized interception of
wire ocommunioations in wartizme, however, is be-
yond the scope of the present report. This
chapter will therefore be confined to radioe
interception problems and expands the material
{n Prelininary Report lio, 25, The decoding
techniques to be desoribed subsequently, of
sourse, apply to wire as well as radio comnunicae-
tions,

l, Types of Radio Systems

Radio telephone systens range in size
and complexity from high power point to point
stations operating over great distances to the
low power, short range sets oarried by indivie
dual soldiers, The high power systercs are usue
ally designed to operate betwsen speoific points,
using specifio aseigned frequencies. They are
aquinped with elaborate fixed antennas, which
are usually of the directive type, Privaoy
equipnent assooiated with such terminels nay be
a3 large and conplex as desired to aochieve vir-
tual seorasoy., A najor consideration in such
systens, of oourse, whioch adds to size and ocom-
plexity, is that the privasy nust not degrade
the quality of the received speech to any appre-
cieble sxtent,

On the other hand, any one oan iu-
tercept these highpower signals at great dise-
tances, where he oun have & well=squipped
centralized decoding laboratory, with no linita-
tion on the size and complexity of the decoding
equipment he night bring to bear, This labora=
tory oan be adequately manned by a relatively
few hipghly trained decodin; specielists not
neosesarily cmenbers of the arped services,

In contrast with ¢his situation, the
low powsr, short range radio sets used {n ncili=-
tary operations are severely restriocted as to
size and wteight, and these restriotions elso ap=
ply to privacy equipment, The smallest priveoy
set Bubzitted to I'rojeot C-43 for study was roughly
a 10 inch oube, and was designed for nobile ap-
plications like tanks, planes, and cocnmand ocars,
While it {s diffioult to achieve a high degree
of inherent rrivacy in nobile equipnment, it
should be noted that the very nobility of suech
sveters adds to the security, because the sige

nals can not generally be piocked up at great
distenceas, and whatever equipment an interceptor
right use to oraok the privacy must also be zo-
bile, Purthermore, the decoding equipment must
be operated by military personnel, a large aum~
ber of whom may be required if the enemy is
neking extensive use of mobile privacy. “hether
it ia worth while to attempt to decode a large
number of small mobile communioations is ques-
tionable, as disousaed in greater detail in
Ohapter V1I.

Internediate types of radio ayaterms are
used for the higher eochelons of command, For
suoh appliocations, the radio equiprent is seni-
mobile., It ¢an be transported in truocks and set
up very rapidly, and may have a oconniderable
range., For such appliocations, a high degree of
privacy ie required, and ¢ truckload of equipment
night be justified, because the eneay ocould af-
ford to devote gonsiderable time, personnel, end
equipment to deqoding the kiad of messages whioh
would be transnitted over such systens,

2, Intercepted Signal Quality

Sinee moat of this report deals with
deooding, the cateriel fron this point on will
be written from the point of view of the unau-
thorized rather than the authorized liatener. It
is firat of all desirable to get a good signal,
as free as pessible from interferense, Thers are
several reasons for this, First the process
which unscranbles the apeech also sorambles any
noise such as statio which has been superposed
on the sorambled signal, This changes the tizme
or frequenoy distribution of the noise, breaksup
heroonic relationships, ete,, thereby inoreasing
the interfering effect of the noise., Second, the
decoding is apt to be less perfeotly accomplished
than at the authorized terminals, whioh tends to
ceke the speech harder to understand, Zinally,
there are usuelly language differences which
still further add to the difficulty of under-
standing the nessage, Coaversations can be ocar=-
ried on under extrenely unfavorable oonditions
by people speaking their own language, but noise
and poor quality rapidly degrade the intelligi-
bility of a language foreign to the listener,

In this conneotion it nmight be noted
that it is very desirable to be able to hear both




{

v—— - - n

P
PR

sides of the oconversation without interruptions,
in order to follow the context, In the case of
the point to point systems, this will in general
require two receivers because the two direotiens
are tranamitted over separate ohannels at differ-
ent frequencies, 1If the two outputs are zixed
for listening or resording, however, it should be
kept in aind that the noise on the weaker signal
will be superposed on the stronger signal and aay
seriously degrade it. Putting the ¢wo signalson
two headphones will improve this situation, be-
cause noise in one ear does not sericusly affeot
the intelligibility of a signal in the other eax,
This problem does not arise in the case of the
snaller radio systems, because these ars gener-
ally operated on the basis of switching betveen
transmitting and receiving conditions on the
same oarrier frequenoy.

llethods of obtaining & good signal
are the same for the interseptor as for the ine
tonded receiver, A few of the lmportant consid~
erations are listed hers; further inforaation on
any or all of then can be hed fronm radic refer-
ense works, (1) Point to point systems usually
enploy directive antennas; the intercept station
should therefore bs looated along or near the
line of the radio beanm, (2) 1n losating sta=
tions to interaept radio transmiseions in the HF
range, acoount should be taken of the skip dis~-
tances of the frequencies involved, Bettar sig-
nals will somatimes ba obtained by moving farther
away from the transuitter rather than oloser,
(3) The use of direstive antennas, directed to-
wards the transmitter being conitored, will im-
prove the signal to noise ratio by disorininating
against noise whioh is non-directional, These
antennas of course should be designed for the
fraquenoy and polarization of the pignal, and
properly ocoupled to the receiving set. (4)
Stronger radio signals will be received if the
antennas are looated in the openm, with no trees
or other obstructions in the foreground, Thisis
partioularly inportant in the VHF range. (5)
Radio signals inorease in intensity as the height
of the antenna above the imnediate foreground is
inoreased, partiocularly for VHF transnission.,
Thus better results are obtained with the anten-
nas looated on high masts or on hills overlooidng
the foreground in the direotion from whioh the
signel is arriving. If the gignal is in the VHF
range and other neasures a&re inadequate, it may
even be desirable to consider receiving the sig-
nal in an airplane and recording it or retrang-
pitting it for decoding., (6) lNoise inmproverent
can generally be obtained by kxeeping the receiving
equipment away fronm sources of nan nade noise,
such as ignition systems and power lines,

U Cha TR e oo

3. Receiving Sets

With regard to the receiving sets, a
distinotion must be nade between the various ac~
tivities of an intercept station., One important
sotivity {8 searohing for possible enemy trans-
zission ohannels, The objeot is to determine all
the channels in use, the location of their ter-~
minals, the type of business transacted, and,
zost of all, whether any special form of privacy
is used on the channel, Sone preliminary
searches of this type are desoribed i Prelini-
nary Reports Nos, & and 83, If no privaoy is
used, other than the usual commerocial types, it
ip unlikely that information of military impor-
tanae is transmitted over the ohennel, and it
may not be necessary to monitor it oontinuously,
If a new privacy system is looated, however, it
18 very likely to be worth monitoring and deaod-
ing eontinuously,

Por the searohing and socanning aotivi-

tiea, the ordinary commeroial sets of the Moon-
municationa®™ type, equipped with a beat frequency
osoillator, will aerve very well for all types
of transnission, Eveu the suppressed carrier
type oan be handled very well provided the aig-
nal is faizly strong, It may requirs coztinual
panual edjustnent of the looal oseillator, but
suffiojently good reception oan be obtained %o
deternine the nature of the channel, Cases of
extrome spread bard transmission can also be
handled in this nmanner,

If a particulsr ohannel employing sup=
prassed oarrior is deternined to be worth moni-
toring ocontinuously, then a single sideband
receiver will give inmproved reception. These
receivers sra equipped to aaplify the partly
suppressed carrier, or supply a new one with
great atability, and they may provide as =zuch as
156 db improvement in signal to noise ratio in-
gome cases, They also perzit seleoting either
the upper or the lower sideband of double side-
band systems, whioh may be of advantage in cases
where interfersnce coours on one or the other
sideband of suoh systems, However, these re-
ceivers are not sujtable for searching.

4, Types of Radio Transmission

A knowledge of the types of radio
transuission whioh msay be encountered is very
ioportant to the personnel of an intercept sta-
tion, Experience has shown that without such
knowledge, the nature of intercepted signals nay
be socpletely misinterpreted. It is possible
to nistake certain normal types of transnission
for new systecs, or conversely to fail to FQg-
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nize new systems whioh should be monitored at
onece,

The ocommonest type of transmission
is the double sideband type in whioh the ecarrier
is transoitted along with the sidebands, whioh
are usually about 3,000 oyoles in width, and
are located immediately adjacent to the carrier,
These are readily denodulated by the ordinary
receiver, This is true even if the scarrier is
rapidly wobbled, provided the wobble does not
oover too great a frequency range. Suoh
wobbles are sometimes used in combination with
sizple inverasion, to prevent reinverting with a
looally supplied carrier at the edge of one
sidebard,

In the so-oalled spread band systen,
sone or all of the sidebands are displaced fron
the oarrier. Dencdulated signals of this type
will cover an audio frequency range greatsr than
3,000 oyoles, usually as high as 6,000 eyoeles,
It is essential, therefore, that the receiver
te capable of harndling such a band. To obtain
the intelligencs, the signals nust be further
demodulated as desoribed subsequently (Bl in
Table 1),

In the ordinary transmissions desoribed
above, the carrier level ias high compared to the
speesoh sidebands, In order to avoid loading up
the transmitter with ocarrier, and thereby perait
radiating a higher sideband level, many chennels
operate on the Mguppressed carrier" basis, 1In
this aysten the carrier is either eliminated
oonpletely, or transmitted with greatly reduced
level, To demodulate suoh signals properly, the
weak oarrier nuat first bes greatly amplified, or
a new one supplied loocally, If this is not done
the signals will denodulate thezselves around
whichever oonponent in the sideband happens to
te predominant, producing thoroughly serambled
spesoh whioch oan thereafter not be restorsd,
This condition ocan be recognized by {%ts churac=
teristio sound to the ear, together with wide
sylladio fluotuations of the meter whioh ordina-
rily indioates the oarrier level,

"With suppressed carrier systems, usu-
ally only one of the speech sidebands is trans-
nitted, However, a second sideband, transcitting
a second speech ohannel, is soretines added,
usually displaced froz the carrier by about
3,000 oyoles, to aveid orosstalk between the chan-
nels, Thisisoalled "twin channel™ operaticn,
and gives ondenodulation an audio signal covering
about 6 ko. The two ohannels nust be separated end
placed in their norral positions by the nethods
previously cited under spread band systems,

The above systems are the zain types
of radio transmission used commerojally with
aaplitude modulation, In addition, in the VHF
range and above, there are frequenocy modulation
systexs, end also pulase modulation systezs, both
of whioh require receivers speocially designed to
handle their particular types of signales. This
is too large & subjeot to cover here, and refer-
ence nmust again be nmade to the radio literature,

Finally it should be nentioned that in
addition to speeoh & great deal of telegraph
transmission will be found, There ara scveral
types of telegraph signals, inoluding heand keyed,
such aa llorse oode, or machine keyed suoh as
Boshne and teletype, Any of these types may be
transmitted by keying the carrier, or by keying
a tone modulated on the ocarrier, The marks and
spaces ney be represented by changing the ampli-
tude (on = off) or by ehanging the frequency
(two-tone). Pinally, sinoe telegraph requires
a nuch spaller band than speech, it is often
operated on a multichannsl basis, that is, a
voice channel will be divided into a number of
telegraph ohannels, In addition, there are
facaipile transmission aystems, which alao may
be operated on an Al! or FL besis, If a new sige
nal is encountered whose nature i{s in doudbt,
these possibilities should be kept in mind for
further investigation when the need arises,

5y _Recording

The saps oonsiderations, disocusssed in
seotion 2 above, whioh make it desirable to obe
tain a good intercepted signal, apply also to
reoording end reproducing sorambled speech, 1In
addition to the requirements as to quality and
noise, there is an even nore serious one ¢on-
cerning spsed regulation, In gemeral, syatems
deaigned for & high degree of privacy require a
high degroe of synchronization, and in many
cases ordinary recording methods are not good
enough, not only in long time average apeed
regulation, but in the steadiness of the instan-
taneous speed, In the case of soze of the sys-
tems desoribed in Chapter III, for instance, the
requirenents are 8o severe that even the best
connerciel recorders will not meet them,

The best solution of this problez is
to decode before recording. This will be possi-
ble in neny cases, although it may socetines
entail the loss of parts of the message while
adjustnents are being rade or the ocode is being
deter=ined, It happens that some of the systerms
desoribed in Chapter III which icpose the
severast requirements on speed regulation, (B3
in Teble I) oan be handled in this way, fhem




this method {s feasible, sven poor quality re-
sorders, suoh as those deaigned {o record e
great deel of material in a amall ares, nay be
good enough,

In some of the systems to be desorided,
it will not bde possible to descde befors record-
ing. It happens, however, that in the oase of
the only known system for whieh this is true
(P8 in Table I), the requirenments as to quality
and speed can sasily be net by good commeroial
type resordings,

The matter of convenience or eass of
ugs of the reproducing systen is very inportant in
decoding work, In this respect also, the require-
aents are different for different privaoy sys-
tens, The reoording systons using the embossing
proceas, for instance, are convenient because
they produce no thread, and they require little
attention, However, they all suffer from poor
traoking during reproduotion, whioh oan be exceed-
ingly burdensome, especially where the material
rust be reproduced many times over, Reocording
magnetieally on wire is attrastive fron the
standpoint of convenience and also quality, but
btask-tracking is very time-gconsuming and laborious.

The best solution, at the preseat
writing, appears to be disk recording on acetate,
with a machine capable of recording at various
speeds, Low speeds ocan be used where quality
need not be too good, and a long record is de-
sired, BHigher speeds can be used where betier
quality is needed. Suoh recording systens are
commeroially available,

8, Degoding Tools

In addition to the facilities disous~
sed above, an intercept station, if it is to be
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preparsd to diagnose and decode intercepted ene-
By signals, must be equipped with a oonsiderable
variety of spsoial tools, These should inslude,
of course, suoh well=known devices as osoillo-
graphs and osoilloscopes, amplifiers, oscilla-
tors, modulators, reotifiers, fixed and variabdle
filters, and a supply of components for con-
struoting specisl cirsuits that may be required,
Sone of the less well-known devices, whose na-
ture and usefulness will be made clear in subse-
quent ohapters, include magnetio tape or wire
recording and reproducing equipment in the fora
of loops with multiple pickups, commutators for
sweep or tizing circuits, variable speed drive
meohanisms, ohannel shifters, the variable area
pattern machine, and the sound spestrograph.
There should also be models of the acre i{mpor-
tant types of existing speech privaoy systens,
Finally, and perhaps nost important of all, there
should be stationed at the interocept losation a
aroup of highly trained technioians, who should
be thoroughly familiar with radio transmission
problens, radio facilities, oryptanalytio pro=-
cedures, and diagnosing and decoding qethodn.

If these teohnicians are not conversant with the
language encountered in intercepted communicae-
tions, interpreters should be coatinucusly

available,

Even with all of the special tools and
perasonnel, decoding in many instances will bte a
diffioult problem, and patience and painstaking
effort will be recuired to obtain useful infors
pation froz soranbled speech, Unleas the needs
bave been enticipated tha enemy may have secret
connunication for a considerable period of tine
a8 a dirsot result of unpreparedness,




SEARTER I
AEE_SQNID SPECTROGRARH

This chapter is devoted to the sound
speotrograph == {te history, method of operatien,
and oapabilities. The sound spsotrograph anal-
yzes speech in terms of ita three basioc dipen~
sions, frequenoy, armplitude and time, and
portrays the analysis in the fora of speotro-
grans., These are helpful in underatanding the
oconplexities of speeoh, and what various
seranbling methods do to speeoh to meke it un-
intelligible, )

1, Hiatory

In lareh 1941 an early laboratory
nodel of the sound speotrograph was demonstrated
to Ur, V., Bush as an instrument that with fur-
ther developament night be useful in otudies of
telephone privacy. It was appreciated at that
tine that the need night arise for intercepting
oonnmunications in sorambled speech and decoding
them, It was also eppreciated that new sorambe
ling systens night be encountersd and that neans
would be needed for diagmosing such systems,

For such a purpose the unaided ovar has vary
linited oeapabilities, Such things as oseillo-
grams, whioh show the wave forzm, also provide
l{ttle in the way of olues as to the nechanism
by which the wave forn was ohanged, Projeot
C-32, the forerunaer of C-43, was therefore
organized in the Pall of 1941, and its inmediate
objective was to produce a sound spectrograph in
such a form that {t would be useful for diegnos-
ing and decoding speech sorambling aystens,

about & month befors the attack on
DPearl Harbor, patterns that could be used for
decoding work wers being prodused with a bread-
board model, and the first finished model of the
spsotrograph was available by the end of that
year, Additional models of the apeotrograph
have since been built for the use of the armed
services, incorporating improvezents in opera-
tion and in ruggedness., The most recent model
is shown {n figure 1, The spestrograph has
been used in studies of various privecy systems
subaitted by the Army, lavy and l.D.R.C. for
the purpose of evaluating the degree of seourity
whioh they afforded., In the cource of these
studies it beoanme evident that innrovements in
the speotrogreph would be useful in this work,
Acoordingly a calibrating oiroult was built into
the speotrograph and control oirouits were udded
in the form of an applique unit.

2, Operation

4 schenatio diagram of the sound apes-
trograph is given {n figure 2, together with a
desoription of the method of opsration, There
is produced by the operationa desoribed in the
illustration, a pattern whioh shows by its light
and dark areas how the intensity in the signal
varies as a funotion of both time and frequeney.
It {8 the fact that both time and frequency
variations are simultaneously displayed which
nakes speotrograms 8o valuable for deccding work.

Scanning filters of various widths ocan
be used for different purposes, 1If the filter
is wide, it will give an analysis which is li=m-
{ted in the anmount of detail it ean portray in
the frequenoy dizmension, but it will respond
quickly to ohanges in amplitude with tize, and
will therefore give sharp time resolution. The
naprower the filter the more frequenoy detail isa
shown in the speotrograms at the saorifice, howe
ever, of some of the time resolution, With all
the filters thus far used, the shift in frequency
range frok line to line is only a fraction of
the width of the filter, Sucocessive lines in
the speotrogram, therefors, do not represent
successive frequenoy bands, They represent fre-
queney ranges which overlap by a large fraoction
of their total width, The density of the pat-
terns, therefore, changes vary gradually along
the frasjuency dizension,

The kind of patteras produced by this
nethod of analysis is {llustrated in figure S,
The upper speotrogram in the figure was mede with
a gsoanning filter about 800 oyeles in width, The
separate words can be plainly distinguished,
The wowels are distinguished by dark bands with
voertical striations, The consonants are in gen-
eral less intense and show a differsnt typs of
struoture, It will be noted that the dark bands
are different in the different vowsls, and they
change not only from one word to the next but
also within each word, Analyses of this typse,
therefore, graphically portray ohanges in the
energy frequenoy distribution of & complex sig-
nal with both time and frequeney, It should be
emphasized, however, that the relative intensi-
ties of the various compoments of this partiocular
sanple of speeoh, notably the consonants, differ
to a far greater extent than would be judged by
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the relative blaokness of their patterns., In

other words, a very large azount of level oom-
pression {8 {ncorporated in these patterns as

¥ill be desoribed in the following seotion,

The lower spectrogran in the figure
shows the aane words analyzed with a filter only
45 oyoles wide, This filter is narrow enough
to resolve the individual harmonies of whieh
vowel sounds are vomposed, The harmonies ocon~
sist of the fundamental volce pitoh together
with both 0dd and even multiples of this fre-
quenoy. Sone of the harnonies are stronger than
the others, tecause they are reinforeed by res=
onance in the oral cavities as the words are
forzed, It will be noted that the dark areas in
these patterns ocorrespond in frequensy and in
trond with those in the upper specirogram, The
fact that vowel sounds consist of disorete har=
nonies causes the vert{ocal striations {n the
patterns nade with the wider filter, 'fhenever
the filter is wide enough to pass several har-
nonios at once, these harmonios beat with eaoh
other and forn maxima and minima in the output
of the filter, The frequency of the beats gor-
responds exeotly %o the fraquenoy of the voice
piteh,

It will be notaed in the 45 oyole spece
trogran that the harmonios rise and fall in fre-
quenoy from noment to moment. This raflects the
ochanging pitoh of the voloe known as inflestion,
Infleotion is normally used in conneoted speeoh,
and this faoct is of assistance in decoding work,
because the spueing and trend of the individual
haroonies in spectrograms provide fnmportant
olues in diagnosing privacy aystems as will be
dezonstrated {n subsequent chapters,

3. level Conprusaion

In normal speech thers is a trenendous
ohange in level fron moment to nonent partiou-
larly in the level of consonants as conpared to
vowels, There is also a oonsiderable difference
in the average level at low frequencies as ¢on-
pared to high frequencfes, This latter differ-
enee ocan be corrested by predistortion, and
present nmodels of the speotrogreph contain shep-
ing networke for this purpose, There ars, howe
ever, ohanges from noment to moment in the
relative levels of high and low frequencies in
different speech sounds whioh cannot be corrected
by shaping notworks, The fecsicile paper on
whioch spectrograns are rade has & rangs of be=
tween 10 and 15 db, The range of levels in
speech greatly exceeds this value, This neans
that if the average level is adjusted so that
the highest conponents appear at maxinuc blaok-

ness, the lowest level components will be invi-
sible. Conversely if the level i{e 80 adjusted
that the low level components appear {n the pat=
tern, the high level components will severely
overload the reoording paper., In order to show
both the high and low level conmponents osccuring
in speaech, therefore, {t is necessary to ocom=
press the instantanecus signal into & much nar-
rover range,

In the earliest models of the spec~
trograph the marking amplifier shown in figure
2 was given a oompregsing action by means of a
thyrite varistor aocross the grid of the output
stege, ‘henever the ocutput of the scanning file
tor was low the gain of the amplifier was ef-
festively raised from an average condition and
whenever the output was high the gain was effac-
tively lowered, This tended to equalirze changes
in level with both frequency and time, lore re-
cently the oompressor has been replaced by de-
vices whioh can exeroise certain types of
disorimination in oontrolling the instantaneous
gain of the marking amplifier, These devices
are known as control eirouits, They provide
patterns with better rasolution in both time and
frequency than can be obtained with the sompres~
sor, The patterns shown in figure 3 were made
with these control ocirouits in opsration, The
sirouits ars desuribed in Preliminary Report
“0. 270

4, Possible gngroiononta

The spestrograph patterns have under=
gone oontinual {mprovement {n the sourse of this
project, but they can probdably be still further
{mproved. The control oirouits thus far pro-
duced are by no means the final word, Cirouits
of this type can be adepted to affect the pate
terns in various ways, and it is conoeivable
that different ocontrol eirouits could be devel-
oped for desoding differsnt types of serambles.

One definite line of improvement con=
oerns the tinme resolution, Llany sorambling
methods, as will be seen subsequently, pro-
duce sharp discontinuities of the scraabled
speech in the time dimension, The process of
analyzing the sorambled signal {n such a way as
to obtain high frequency rasolution tends to
cbaoure the signal at these sharp boundaries,
This is a basio situation whioh affeots not only
the speotrograph, but all types of analyzers,
In order to obtain a high degree of frequenasy
resolution, a narrow filter must be used, The
narrower the filter, howaver, the longer its
response and deocay time, that is, the output of
the filter cennot be nade to ohange as rapidly
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{in level as the instantaneous level of the sig-
nal, This ocauses strong components to "epill
over" across the time boundaries, Bxazples of
suoh spillover can be seen in the upper speotro-
grama in figures 84, 58, 59 and 60, In genersl
this spillover does not interfere greatly with
the recognition of various privacy systems, but
it does interfere severely whers spectrograms
are to be used for deccding work. Several pos-
sible remedies for this situation have been de-
vised which are recorded in Chapter VI,

B, _Amplitude Representation

In the patterns thus far discuesed the
instantansous intensity of the signal is repre=
sented by the lightness or darkness of the trace
{n the spestrograns, This representation is in-
herently non=lizear amd practically impossible
$o make quantitative, Yor sozs types of work it
would be highly desirable if the amplituldes
sould be represented in such & way that they
oould be {nterpreted quantitatively.

Pigurs 4 shows & spectrograa whioh
upon olose inspestini will be seen to be made.up
of disorete dots, The dots are olose together
{n the dark portions of the spestrogram and far-
ther apart in the light porticns. The dots
themselvas are all of equal blaockness, The spec-
ing of the dots is in faot quantitatively related
to the instantansous level of the signal, The
level at any point in the speotrogram can, there-

et im0 A A TEER o e
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fore, Le measured by measuring the dot spaoing
with suitable equipment and comparing it with a
scale showing dot apacing vs. level,

Another type of representation is
shown in figure 5, FHere the levels are repre-
gented by the type of technique used in repre-
genting topographical variations in contour maja.
The eontour Lines each represent regions in
which the signal resches a partioular fixzed
level, The lines may be spaced so as to repre-
sent steps of any desired number of db, or any
suaber of yolts, In the lower spectrogram the
spaces between the scontour lines have been filled
in with various densities of dot spacing, This
permits instant recognition of equality of level
in different portions of the signal,

Quantitative amplitude repressntation
may or may not prove useful in decoding work,
Tor certain kinds of signal it should prove use-
ful, beocause it provides another dimansiocn be-
sides time and frequeney whioh can be used for
deteraining ocontinuity or disoontizuity in the
signal, In other oases, however, it may prove
useless, beoause changes in level have arbitra-
rily been introdused into the soramble,

The developsents mentioned above em-
phasize the faot thai the sound spesctrograph is
s highly flexible device and its capabilities
along any line can be grealy inoreased by add-
ing features designed for tne spsoifis purpose
in aind,
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CHAPTER III
SPEECH SCRAMBLING LETHODS

In this chapter we shall examine a
wide variety of speech scrambling methods in or-
der to become familiar with the devices which
might be used alone or in combination to meake
up speech privacy systems. Some of these sys-
tens are in commercial or military use, others
exist only on paper, mostly in the form of pa-~
tents or patent applications. It is not in-
tended to include all the variations of all the
different methods but rather to cover basiec
scrambling methods, with their most important
variations, in vhich the original speech is
transmitted with its partd modified, displaced
or interchanged,

The two main dimensions of speech
which are operated upon to make it unintelli-
gible are the frequency dimension and the tine.
dimension. Serambling systems usually depend
on rearranging the components of speech in
either or both of these dimensions. In general
it may be said that those that operate on the
frequency dimension alone are capable of the
best quality in the raproduced speech. A conm~
plete list of the systems covered in the dis-
cussion is given in Table I together with other
data concerning them. }ost of them are illus-
trated by means of spectrograms which will be
discussed in Chapter IV,
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Figure 6 ~ Modulators
l, Systems Involving Single Lodulation pass filter. It is then modulated with e fre-

A basic device in privacy systems
is the modulator, One form of modulator, shown
in figure 6A, consists of four copperoxide
varistor units between two balanced coils,
carrier frequency is fed into the midpoints
of the coils as shown. In some cases the coils
can be omitted as shown in figure 6B,

The

Figure 7 shows the method of produc-
ing sinple inversion, In this and in succeeding
illustrations the numerical values are not neces-
sarily the best values for practiecal .peration,
but they serve to illustrate the nmanner in which
the device operates,

In the systen shown in figure 7 the
speech band is linited to 3,000 eycles by a low-

1%

quency of 3,000 cycles, This produces an upper
and a lower sideband of which only the latter
is passed by the output filter, The system is
called inversion, because the high frequencies
in the original speech appear as low frequen-
cies in the output and the low frequencies in
the original speech appear as high frequéncies.
At the receiving end the inverted signal, in
passing through an identical system in the

same direction, is reinverted back to normal
speeoch.

A very commonly proposed variation
of this system involves using a variable fre-
quency instead of the steady 3,000 cycle carrien
We nmight vary the frequeney continuously or in
discrete steps, It should be noted, however,
that the cut-off of the low-pass output filter
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18 fixed which limits the variation peraissible
in the oarrier frequenoy, A wide variation
would either permit too muoch of the upper side-
band to get through or would cut off soms of the
lower sideband., Two proposals of this type are
discussed in Preliminary Reperts No. 8 and 20.

If the modulator in figure 7 is of the
type shown in figure 8A, speech oan be scrambled
by iatrodueing instead of the 3,000 oyole oar-
rier a square wave whose ohanges from positive
to negative value are irregular in time, Zaoh
one of the reversals in tho carrier wave osuses
a reversal of phase in the speech wave, The pate
tern of these irregular reversals nay be arrangud
80 that the spsech becomaes unintelligible. At
the receiving end a coding wave nust be intro=
dueed whioh is exactly; in step with the one at
the receiving end, with proper allowance for eay
delay there may be in the tranenitting channel,

A two ohannel systen using one modulae
tor for eaoh ohannel, is shown in figure 8, In
this systen the carrier fed into both modulators
i{s the same in frequenoy but differs 90 degrees
in phase, Two separate speeoch channels oan be
transaitted by this method without substantial
mutual interferensce, but both sidebands as well
a8 the carrier pust be transmitted, At the
receiving end the cerrier must bs split into two
conponents with the proper phases., Each compo-
nent will decodulate its own portion of the sig-
nal and thereby separate the two speech ohannsls,
Naturally one of the channels may comsist of
noige or spurious speech from a recording or
the like, which tends to mask the real message
if the signal is demodulated with an ordinary
set, Tbis scheme was originally proposed as
e nultiplex system, but an obvious variation
{g to divide a single speeoh band into two
halves with filters and then transmit the two
halves on carriers diffsering by 9V degrees in

phase,
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2, Systems Involving Louble Kodulation

Figure © shows a muoh more flexible
systen, Here the vignal is modulated twice,
with & band-pass filter between the two modula~
tors, With this arrangement the carrier fre-
quenoy fed into the seocond modulator can te
varied in several ways, In the illustration
two carrier frequencies are shown for the second
nodulator, If the 8 kovalue is used the output
oonsists of the speeoh band right side up but
displaced from its norzal position by 2,000 oy~
oles, If the 16 ko value is used the ocutput
consists of the 3,000 eyole spesoh band inverted
and displeced by 3,000 cyoles, We night use
these two values alternately at short intervals,
or we night have the carrier vary continuously
back and forth, say between 13 and 16 ke.
Another variation is tc use a multiplioity of
values, say 500 oyelws or 1,000 oyoles apart,
(not between 10 and 13 ko for this illustration,)
and switch between these valuss in a regular
or irregular sequence, A disadvantage of
these systens, of ocourse, is that the tramsmis-
sion obannel need: to be wider than that
usuelly afforded by radio sets or telephone
lines, In all of these systems, the spesech is
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restored by passing through identical equipment
in the opposite direction.

3, Triple Modulation - Reentrant Band Shift

Going back to figure 7 suppose the
carrier frequeney were nade 4,000 cycles in-
stead of 3,000, but retaining the 3,000 eycle
input and output filters., The output would
then be an inverted sideband ranging from 1,000
cycles to 3,000 cycles; that portion of the
sideband above 3,000 cycles would be cui off by
the output filter., Since, however, there is a
1,000 oycle gap at the lower edge of the trans-
nitted band, the portion which would be cut off
by the filter might be modulated down and sent
along with the rest of the signa) in this lower
part of the spectrum. In other words the por-
tion of the sideband which would otherwise dis-
appear above the upper edge of the transmitted
band night be made to reappear at the bottom.

Figure 10 shows a system of nodulators
and filters for accomplishing this kind of band
shift., The firatmodulator is followed by a high-
pass filter vwhioh selects the upper .sideband
from 3,000 syeles to 6,000 oycles, This is conm-
bined with some of the original signal which
ranges from Oto 3,000 cycles, The second modula~
tor is fed with a carrier frequency of say 7 ke which
inverts the whole band, This is followed by a band~
pass filter passing the range from 3 to 6 ko. A sec~
ond modulator with its carrier frequency placed at
the lower edge of the 3to 6 ke input band moves
the whole band, still inverted, down tn the usual
range of 0 to 3,000 oycles. The upper sideband
of this modulation step is removed by the output
low-pass filter, A varietion of this arrange-
ment is to allow the 7 kc carrier to vary in dis-
crete steps according to some regular or irregu-
lar program or vary it continuously between the
limits of 6 to 9 ke, This provides a veriable
band shifting arrangement without using more than
the normal 3,000 cycle transmission channel.
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Figure 10 - Reentrant Inversion

4, DBand-splitting Systems

A privacy systen in wide commercial
use, known as the split band system, involves
splitting up the whole speech band into a number
of subbands and shif'ting these around out of
their normol positions in the frequency spectrum.
Figure 1l shows one manner in which this can
be scconplished. ‘‘he numerical values are
chosen so that the band from 250 to 3,000 cycles
is divided into five subbands each 550 oycles
wide,

The sreech band is fed to l'ive modula-
tors in purullel, The five band filters follow~

7

ing the modulators are all alike, passing the
band from 3,100 to 3,650 cycles, It will be
seen that the uppermost modulator in figure 11
with its carrier of 6,100 cycles will invert the
speech band and displace it by such an amount
that the frequenscy band which originally occupied
the gpace from 2,450 to 3,000 cycles will pass
through the filter, In other words this modula-
tor in combination with its band filter seleots
the uppernost of the five subbands from the in-
put signal, Similarly the lowest modulator in
combination with its band filter selects the
lowest subband from the input signal, The out-
puts of the band filters all oocupy the same
frequenoy range, but they all came originally
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| from different frequency ranges., JSimilarly the
output modulators are so designed that each one
aocoepts the band from 3,100 to 3,680 oyoles and
shifts it to a partioular band location in the
output, The five leads going into the box
labeled "SWITCE" may, therefore, be orcss=cone
neoted in any desired manner with the five
output leads, The resulting output will always
cover the conplete range from 260 to 3,000 oy~
0les and there will be no overlapping subbands,

An additional set of frequenocies is
indiocated in the drawing for the seoond set of
modulators. These frequencies will cause the
output subbands to be inverted instead of right
side up, One or all of these altermte frequen=
oies may be used as desired,

The "S\ITCH" may be ohanged as often
» as desired. On an experimental besis the codes
T have been ohanged as often as B5 times per
sscond without appreciable distortion in the
quality of the received speeoh showing that it
is posaible to shift bands as wids as 550 oyoles
at a rapid rate without generating appreoiable
distortion products,
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Pigure 1l « One Yora of Split Band Syatem

S, Tine Division Nultiplex

Time division multiplex (T.D,M.) is a
systen in whioh n separate signala cooupying the
sane frequency range are sent over a single line,
eaoh signal being transaitted only 1/ath of the
time, This might be {llustrated by showing the
n signals conneoted to the 2 segments of a ocn-
mutator, A rapidly rotating brush pioks up the
n signals one after the other, For acceptable
quality, however, the brush must make at least
as pany rotations per second as the highest {re-
quency in the transmitted signal, This means
that a neohanical bdrush is out of the guestion
and is used simply for illustration, This kind
of switoching, however, can be accomplished with
eleotronic ring eireuits,

Sinoe vwe are interested here in pri-
vaoy systens rather than multiplex systens, we
will confine ourselves to the use of uPghzLfor
transnitting a single speech ohaunel, This can
be acconplished by dividing the apesch band into
a nunber of subbands all ocoupying the same frae-
quenoy renge, and conneoting these to the seg-
rents of our hypothetioal commutator, Referring
to figure 12 whioh is ainilar to ll, thia ocan be

_ e _.a
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Figure 12 - One Form of Time Division Multiplex

acconplished by feeding all the output modula-
tors with the same carrier, and connecting each
modulator to a commutator segment. In this
illustration, there are four 600 ecycle subbands,
covering the renge from 400 to 2,800 cycles.

It has been shown mathematically that the output
of this system consists of sidebands around a
frequency corresponding to the rotation of the
brush and also sidebanda around frequencies
corresponding to odd harmonics of the rotation
frequency. Eeach side-band, however, contains
conponents from each of the subbands. It has
also been shown that the total channel width re-
quired for good transmission need be no greater
than that of the original signal.

To inerease the privacy of this sys-
tem one of the subbands may be replaced by a
band of noise, This can be filtered out at the
receiving end, Obviously this system requires a
high degree of synchronism between the two ends,

6. OSystems Using Tape Recording

Leaving the frequency substitution
systens for the time being, we will introduce u
device which permits operating on the time
scale, The uost versatile device for this pur-
pose is the magnetic tape recording und repro-
ducing system, This takes the form of a tape of
magnetic alloy a few nils thick either run as a

1y

loop over pulleys or attached firmly to the
perimeter of a disk., The recording is done by
means of small electromagnetic pole-pieces, The
signal is picked up by similar pole-pieces

vhieh may be placed at a distance from the re~
cording pole-piece depending on the anount of
delay desired, The outatanding advantage of the
nagnetic tape system for this type of applica~
tion is that the signal may be erased and the
recording medium be used over and over again,
The quality of this type of transmission can be
nade very good with proper design.

Figure 13 shows a rather simple pri-
vacy system using nagnetic tape, The input sig-
nal is passed through a 3-way pad, whereby it is
inpressed on a band filter and also recorded on
the magnetic tape., It is picked up by equally:
spaced pole-pieces each associated with a dif-
ferent band filter. With the arrangement shown
in figure 13 the band from 0 to 1,000 oycles is
transnitted without delay, The band from 1,000
to 2,000 cycles is transmitted with say, 100
nilliseconds delay and the band from 2,000 to
3,000 is delayed 200 milliseconds, At the re-
ceiving end the scrambled signal is passged,.
through an identical system in the same way ex-
copt that the*tvwo extreme band filters are in-
terchanged. In this way the band which reoceived-
no delay in transnission is given maximum delay
in the receiving machine, and the band which re-

Er—
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ceived naximum delay in transmission is given
zero delay in the receiver, In this way all the
bands are delayed the same amount and the speech
is restored to normal,

This system alone does not provide
any high degree of privacy but it oan be com~
bined with other systems as we will see subse-
quently.

YN

An importent class of sorambles in-
volving magnetic tape is known es time division
scrambling (TDS). A simplified diegram of this
systen is showp in figure 14. There is a re=-

i cording pole-piece and a number of pickup pole-
pieces., There is also a commutator driven in
synochronism with the tape., The length (in time)
of each segment of the commutator is, in general,
equal to the delay between successive pickup
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FPigure 14 -~ One Fornm of Time Division Scramble
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pole~pieces, However, the number of segments
need not be the same as the number of pole-
pieces. A switoh is provided whereby any seg-
ment may be comnected to eny pole~piece,

With this system the speech is cut up
into time elements corresponding in length to
the spacing of the pole-pieces, These time ele-
pents are transmitted in a scrambled order. For
instance, 6 successive time elements which we
night label 1,2, 3, 4, 5, 6 might be transmit-
ted in the order, 2, 4, 1, 3, 6, 5. The possi-
bilities of TDS coding are far too complex to
cover here, Analyticsl discussions are given
in Preliminary Reports Nos, 3 and 6., The
general requirements for all TDS sysiems, nay be
stated as follows: (1) Each element of the
original speech must be tronsuwitted once and
only once.{2) The sum of the delay in the trans-
mitting machine plus the delay in the receiving
pachine must be equal for all elements., With
these two requirements fulfilled it is obvious
that the speech oomes out of the receiving
pachine in its nornal order., It is delayed,
however, by an amount equal to the sum of the
transnitting and receiving delay.

At the receiving end there are several
ways of handling the scrambled signal, (1) The
pickup pole~pieces can be used as recording
pole-pieces and the signal picked up by an addi-
tional pole-piece shown at the right in figure
14, With this arrangement the conmnections be~
tween the commutator and the polepieces are the
sane in the transmitting and receiving mechines.
(2) The signal cun be recorded with the same
pole-piece used in the transmitting machine and
the connections between the pole-pieces and the
segments rearranged for receiving by a push-to~
talk relay. (3) The codes can be restricted to
e particular olass called self-converse codes,
These have the property of being self-deccding,
that is, the same code which scrambles the
speech in the transmitter restores it in the re-
ceiver,

An inportant variation of this system
is called "Interlace", In this system the num-
ber of segments on the commutator is doubled.
The odd segments are connected to the pole-
pieces mccording to one code and the even seg-
nents are connected according to a completely
independent code, The reason for this device
is to increase the difficulty encountered by the
the eneny in trying one code after the other to
find the right one, particularly if the total
nunber of codes available is small, With the



. interlace system the total number of combinatione
possible is equal to the square of the number of
codes,

The rotating commutator shown in
figure 14 results in a repeated code, that is,
each rotation produces the same scramble. It is
possible to subatitute for the commutator and
switch arrangement shown in figure 14, a more
conplex arrangement whereby the speech is
scranbled in a never-repeating manner. There
are several ways of accomplishing this., Perhaps
the simplest way to represent it is as apunched
tape which permits the pole-pieces to be con-
nected to the output, one at a tine, in any
desired order permissible under the restrictions
outlined above.
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Pigure 15 - Speed Wobble

Another way of utilizing magnetioe
tape to scramble speech is shown in figure 15,
Here the pickup pole-piece is osecillated back
and forth along the tape mechanically. With
this arrangement, or other variations equiva-
lent to speech changes, the spcech time scule
is alternately compressed and expanded. The
frequency scale is correspondingly expanded and
conpressed, respectively.

dith the srrangenent shown in rigure
' 16, speech is broken up into time segnments cuch
of which is transmitted bociwards. The uotion

of the pickup pole-pieces is twiece us greut as

the motion of the vape and is in the same direc~
tion, Therefore, the relative motion of the
tape and the pole-pieces is the reverse of that
used in recording. This is the same as running
the tape backwards for reproduction.

§

3% SAME DIRECTION AS TAPE
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Figure 16 - Time Inversion

7. Combinations of Time and Frequency Scrambling

Obviously the two kinds of systems
described in the previous sections can be used
together, For instance, some of the time ele~
ments of a TDS system might be inverted accord-
ing to a regular or irregular program, The next
more complex step is to combine the band ‘split-
ting system of figure 11 with the TDS systen,
The codes of the band splitting systenm might be
fixed or might be switched in synohronism with
the TDS elements, the time soale of the scranmbled
speech not being further broken up. If they
are switched nonsaynchronously, however, the time
dimensions will be further broken up as will be
seen gubsequently, Combinations of nonrepeated
code TDS and rapidly switched split band coding
can be made to afford a very high degree of pri-
vacy. The two kinds of coding, of course, nust
not be s0 interrelated that one furnishes clues for
the other, If, for instance, a certain pole-
piece were systematically associated with a
certoin spiit band code the total privacy of the
conbination night be impaired rather than en-
hanced., A coding method for avoiding this
difficulty is described im Preliminary Report
flo. 21,

A very special kind of scranble is
produced by a system which consists functionally
of figure 11 (rapidly switched) in tandem with




figure 18 (with 5 bands; followed by an addi-
tional figure 11, This is not the simpleat
formof the syatem, but it serves to illustrate

the prineiple. Two frequency terambles with a
tima shift in between produce a partioular kind
of tvo-dimensional soramble in waich the gpeesch
{8 broken up into both time and frequency ele=-
menis, Baoh of thess elementa may be shifted
both {n time and in fraquezsy so as to be out

of proxiaity with other elements with whioh they
wers originally assoociated either in time or in
frequenoy. Another way of accomplishing this
kind of sarandle would be & Aombination of
rapidly awiteched splii band with a separate TDS
system in eaoh subband, 4 two-dimensionsl sys-
tem has been deseribed in the Brown Bover{ ertie
ele reprodaured in Pralininavy Report No. 5 and
analyzed in Preliainary Report No, 9. It is
capable of a very uign degree of privaocy.

For the sake of completeness two other
systems involving ti-s ai’ frejuency shifting
will be mentioned, although as far as is knom
they exist only on paper. Suppose a sanple of
speech were recorded on tape and then reproduced
at twice i{ta normal speed, It would osccupy only
balf the time it took to apeak the words, but
its frequenocy range would be twice the normal
rauge., Lat the upper half of the expanded fre-
quency range be geparated by a filter and nodu-
lated down %o the normal range and used to fill
up the unused time, The direotly opposite btut
analogous system would involve reprodusing re-
corded spaech at half its normal speed; the fre-
quenocy range wauld thea be only half the normal
range, Alternate seotions, therefors, ocould be
modulated up to fill the unused frequeney spacs,
thereby keeping the total tramsnittin; time subd-
stantially unchanged, In both of these aystens,
there would ba a delay equal to the length of
one tims element,

Ha ; t

Thus far we hLave considersd svstezs in
which frequenoy bands were shifted sround of
tine elements were rearranged, There are a few
privaoy systens which nake speech unintelligible
by a direot nodification of the wave forme. One
of these is shown diagrammatically in figure 17,
It depends upon a process whereby two waves are
nultiplied together, that is, the instantaneous
anplitude of the resulting wave is the produst
of the amplitudes of the two input waves, One
of the input waves to the multiplier is speech,
The other is a conplex coding wave, If the
coding wave is suffiociently complex the result-
ing soramble is unintelligible. At the re-
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Figure 17 = Wave Nultipliestion

ceiving end a reciprooal of the coding wave is
durived and used as a multiplier, thereby re-
storing the original spesch, Naturally, the
coding waves at the two ends of the system must
be in oclose agreemsnt, otherwise thers will be
considerable baokground noise in the decoded
speeoh,

ARIABLE GAIN AMP

Pigure 18 = Level Xodulation

Another nethod for changing the wave
form is shown in figure 18, Theo essential fea=-
ture of this system ias an amplifier whose gain
cen be varied rapidly with time, Drastic ohanges
in the level of spesech, if they occour rapidly
enough, will malre the speeoh unintelligible,

The level ohanges night be made acocording to
Bome program or they might be made to follow the
spesch wave itself, For inatance, extreme oome
pression or expansion could be used, Corre-
sponding gain ohenges, of oourse, must be made
at the receiving end,

4 varistion of this system is shown
in figure 19, Here the speech band is first
divided into sub-bands, and these are individu-
elly subjeoted to level ohanges ascording to
gseparate progranas,

9, liesking Systezs
One of the first schemss whioh is
likely to oocour to a person oonsidering how to
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2ake speech private is to add noise or other
disturbing signel to the speech and remove it at
the other end, in other words, to mask tlte
speevn, He will {ind, however, that it is nec-
essary to use very high levels of nmasking sig-
nal {n order to hide the intelligibility., This
of oourse, nages it diffioult to subtract out
satisfactorilys the diffioculties are suoh that
nasking syatens are nore likely to be found on
wire lines than on radio, A few speculative
nasking systens are outlined below,

One forn of nasking eystem is shown
in figure 20, In this Bystenm, two telephone
lines are used, At the sending end,noise is
added to the apeech in a mixing pad and the com-
bination is sent over 1limnes 1. The noise alone
is sent over a gsscond line and 4t is used at
the receiving end to oensel the noise transmitted
with the speeoh by simple subtracticn, This
syeten hos the advantage that the noise can be
oonpletely randon., However, sinos the eneny
might take taps from both lines and therebdy be
able to meke the same subtraotion, a variation
of this system consists in distorting the noise
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Pigure 20 = Noise Masking Using Two Channels

in some predeternined manner before sending it
over the second line, At the rooceiving end,
thie distortion ia first nullified so that the
noise nay be subiraoted. laturally, the form
of distortion nust be unknown to the eneny, It
can, of ocourse, be varled froz monent to monent,

Another nasking system is siown in
figure 21, whioch uses only one line, In this
gyeten, noise is added to the line at the re-
ceivins end insteed of at the sending end,
Again, the noisc oan be perfeotly random, Since
the noise is yenerated at the receiving end, the
process of conoellation oan, theoretically, be
nade very excot., This systen, however, oaonnot

be used for radioc at all because the level of the
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noise deoreases with distance froa the receiving
station, while the level of the signal inoreases.
The interoeptor, therefore, will get good speech
signals if he is olose to the transmitter., With
telephons lines this differentieal can be kept
szall,

Another simple masking system is to
have a sequence of tones superposed on the sig-
nal at the transaitting end., At the receiving
end, sharply tuned band elimination networks osn
be synchronously switohed so as to rezove the
tones from the listener's ear, Similarly, short
spurts of noise oovering the whole frequency
band can be applied at the transzitting end and
shorted out at the receiving end, The spurts
cen be made to coour at irregular intervals ace
cording to a nevar-repeating progran, Both of
these systems involve the loss of szall portions
of the speech, either in the tinme scale or the
freaquency scale,

A systen desoribed in Preliminary Re-
port Ho, 4 might be olasaified as a nasking sys=
tez, although it might be better classified
as a means of oonnunioating without the eneny's
knowledge,

10, Voocoder Syatens

The vocoder systen which has been de~
soribesd in the Bell Systen Technioal Journal
and the Aooustical Scoiety Journai® zay be nade
the basis for privacy systems of various kinds,
The system is shown sohematically in figure 22,
At the transmitting end the speech is passed
through a series of band filters, the outputs of
whioh are individually reotified to form & fluce
tuating dee signal, These signals are individu~
ally codulated in such a way that they can all
be sent over a siagle tvanemission path,

At the receiving end synthetic speech
is panufaotured in accordance with the signals
tronszitted over the line, 4 gource of noise
whioh covers the whole frequenoy range is passed
through a set of band filters sinilar to those
at the transmitting end, The output of each of
these filters is controlled so that it is the

sane level as the level of the speech in the
corresponding band at the transmitting end.
This is accomplished by separating the signals
in the various ohannels, deteoting theas and us-
ing the resulting fluoctuating d-0 to ocontrol the
variable gain amplifiers in their respective
ohannels,

The noise is of two types, depending
on whether a voiced or unvoiced sound is to be
sizulated, For an unvoiced sound, it is a hiss
1ike thermal noise. For a voiced sound it is a
buzz whieh consists of a series of harmonios
covering the wiole frequenoy range. & separate
carpier is used to transait information for
operating this part of the system, At the trans-
nitting end the pitoh used Ly the talker is mea-
sured and this infornation is used to control
the plteh of the bues sound, The absence of a
pitoh signal switohes the hiss sound inte the

systen,

This system by itself, of course, is
not privats, since the enemy can build e similer
systen and use the signals to regezerate spesch,
Privacy must be achiaved by operating on the
channel signals, One aethod is to permute the
ohannels at short intervals according to &
presrranged progran, Another method is to put
a TDS syaten into the lims, or into each channel
soparately. & 8till more effective nethod of
this type is to apply a two-dinensional soranble,
such as was degsoribed in ea earlier seetion, to
the ohannels so that signal elements are dis-
placed in both time and frequensy.

il, Channel Mixing Systens

Thus far, the nethods we have exazined
apply to a gingle transmission path. There is
another class of privacy systenm whioh depends
on using a nmultipliocity of paths, This is,
of course, inefficient if only a single message
{s to be transmitted, However, the method
oan be applied to cases where a number of chan-
nels exist between two points and & nunmber of
pessegea would norpally be transmitted over these

ohannels sinultaneously.

1-Bell gysten Techniocal Jourmal Volune XIX, Page 495 Ootober 1940
2 = Journal acoustiosl Soolety of Arerica Volune 11, Page 169 Qotober 1939

i




(14 ar |

;
j

[ -

?
1

T

i

T

T
}3
.

ar

o>
u,—{>—u
T

o H {7 A
APLRCH TRANSNITS SYNTHETIC
INPUT MODULATED SPLECH
L ar o }_ canmigas L[, > n .’ | oUTPUT
, ar W ,..{ » H>_—l -{_Tr:
ar y—l :>—J M e 07 ) el 87 |
0‘ ——
n p M ar 0 4 o ﬁ)—
ol  BF [-) [V ar o
Figure 22 « Vocoder System
Pigure 23 shows one form of chaanel
pizxing syatem, Here thres channels ars shown CHANNEL 2,(,3
connected to the three segments of & cxmmuta-
tor, Three brushes on this compnutetor are ccn~
neoted to the outgoing ohannels whioh ars thereby
oaused to piok up one ohannel after the other on
& time division basis. BRach ohannel contains CHANNEL 2 L3,2
. parts of messages from all three ohannels, The
: ocommutator, of course, is too simple to be very
1 . effective and would, in practice, be replaced by
; a pernuting svwitoh capable of switohing socord-
ing to e pore complex progran, One or nore of CHANNEL 3 st
, the ohannels may be filled up with nolse or -
spuriocus speeoh from a recording or other sini-

lar souroe, figure 28 - Channel 1hii%
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An analogous systen whioh divides the
mesgsages on a fresquency basis is shown in figure
24, Here eaoh ohsnnel is passed through threes
band filters whioh divide the speeoch into sub-
bands, Rach of the onigoine channels contains
subbands from each of the inconing ohannels,

To inorease the privacy, & permuting switoh is
shown whioh rearranges the subbands on a time
division basis, If only one nessage is to be
transnitted the other channels can be filled in
with nolse or spurious speeoh,

12, Susnary

The above examples ocover fairly come
pletely the range of achemes that might be used
to soranble speech at audio frequenocies, In
subsaquent ohapters we will exanine eaoh systez
from the decoding standpoint, To facilitate
refersnse to the various systems, they are sux-
marized in the attached Table I, This tabdle
also refers to the places whers methods of de-
coding the various systems are disoussed.
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Befors disoussing the diegnosis of
spsesh privacy systems it should be pointed out
that faota concerning the origin of unknown sig-
nels are often very neaessary to their corrsct
interpretation., Sueh things as the f{requensy,
strength, and direotion of the signals, the lo-
oation and type of receiver, and ths manner in
wiioch the signals were recorded, can be very
important pleces of data, That is why it was
stated in Chapter I that interceptors should be
squipped with complete knowledge of the various
kinde of redio systems and transmissions used by
both eides, {nocluding jamming and radar signals
a8 well as telegraph and facsimile signals.

Sone of thess signals, partioularly if transmite
ted with suppresssd oarrier, can give extremely
puzeling recults if dezcdulated with an ordinary
radioc set. These possibilities should be taken
into account if signals are found whioch 4o ‘not
seex to fit into the olasses discussed below,

48 stated {n Chapter II, the apasctro-
graph is of tremendous assistance in recognising
the neture of an unknown serasbling systex., The
ear oan usually recognize the presence of tias
disoontinuities., It can also usually recognize
the pesuliar quality which results fros band
shifting systeas, The exaot naturs of the
ssraable, however, is usually iapossible to es-
tablish with the ear, Jfven sorutiny of the wave
fora may yield no olue., The strikingly graphic
analysis provided by the spectrograph, however,
uaually takas the nystery out of the sorambling
zethod inzediately,

Speech privacy aystens having frequency
sub=bands w{ll show horizontal discontinuities or
boundaries in their spectrograns, Sizilarly
systens eaploying time division will show verti-
oal boundaries, 4 considerable variety of sye-
taxs diaplay both horizontal and vertical bound-
aries, How to tell theee dfiffersnt sorambling
systexs apart is the subjeot of the discussien
and illustrations {n this chapter,

1, Lessurements on Spectrograms

Sirce an important part of the disgno-
ais procedurs consists in detarmining the length
of time elements and the location of frequenay
boundaries, let us first exesine the procedures
whereby the tizme and frequency scales of the

27

speotrograph oan be established, The spsotro~
graph is equipped with a calibrating device
whioh consists of means for producing e coaplex
wave rich {n haraonics froz the 60 oycle power
supply., Spectrograns of this wave made with
both the 45 oyole filter and the 300 oyole fil-
ter are shown in figure 28, I the power fre-
qusnoy is known, the horizontal and vertical
striations in these patterns provide the time
and frequeney sceles. If the power frequency is
not known the scales aay be established by the
foraules given in the figure., This {nvolves ad-
ditional aeasurements with a stop wateh,

The application of this method to 11
ko speotrograns i{s not explicitly stated in the
figure, A vslue of X for this condition oan be
found by the same formulas, This establishes the
time soale for the 1l ko spectrograms., JYor the
fraquency scale the sane pattern is used as for
the 8,0 ko speotrograma, Howaver, each hori-
zontul stristion is labeled with & frequency ob-
teined by multiplying the nomal frequencies by
the ratio of the two K's,

Figure 26 shows how thess scales can
be used to neasurs the time and frequency bound-
aries {n s soramble, It will be noted that for
meacuring the time elexments speotrograas made
with the 300 oyole filter are bhast because they
have aharper time boundariss. JYor measuring
frequency boundaries the ssae filter aust be
uged aa was uasd in obtaining the scale. It nay
be noted here that in present models of the
spsotrograph, the wide filter has a different
absolute location than the narrow filter and
thersfors should not be used to estimate the
frequency of components or boundaries,

2 Illustrations of Sorasbled Speesh

Speotrograss 1llustrating a large num-
ber of privacy systez sorandles are shown in fig-
ures 47 to 87 which ars ssgregated at the back
of this report, In so far as possible, thess
spectrograns were obtained with actual working
models or systens, In some aeses they wers made
with & laboratory sstup sizmulating the systenms
under sorutiny, In & few oases also the illus«
trations were aade by cutting up spestrograns
and rearranging the parts., It should bs noted
in these latter oases that the boundaries ars




. " \ e -] - .
The apoctrogrfgfsfsz with the narrow filter snows all the odd haracnics of the 60-cycle
input to a special harmonic generator.

‘ Below this is a portion of a spectrogram made with the wide filter. The striations

g represent a beat note of 120 oycles.

: At the left is a portion cut off and inverted. The fact that the harmonics can be

; lined up Lg this as well as other shifted positions, illustrates the lineurity of the fre-
quency scale.

At the right 13 a g:rtion cut off and shifted downward by one component. Since they
are %§§ cs, se line will fall exactly between two haramonics if it represents
exac gero frequency.

If the power frequency is exactly known, both the time scale and the frequency scale
are determined by the two patterns above.

If the power frequency is not known, the time scale factor can be determined by the
equation K = LTB inches per second, and the frequency by F = EEE .

L = Total length of the spectrograz (oircumference of the recording drum).

R = Fumber of rotations of the in T seconds.
8 = Number of striations in K inches.

Pigure 35 - Calibration of Spectrograph 3oales
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unnaturally oclear and sharp because in practice
eny discontinuity oauses a transient whieh tends
to obsocure the true speeoh along the boundaries.

It will ba noted that some of the
speotrograms in the {llustrationa wers made with
the 45 oyole filter and some with the 300 oycle
filter depending un what featurss were to be
brought out most clearly. The spectrograph with
which these i{llustrations were zade was equipped
with the control cirouits mentioned in Chapter
II and described in greater detail in Preliminsry
Report No, 87, The {llustrations ars therefore
clearer and sharper than those inoluded {n Pre-
lininary Report No, 25, Purthermore,a larger
nunber of privacy systems are inoluded then in
the latter report, )

Rach of the illustrations contains not
only reproductions of speotrograms, but also
written material desoribing the features whersby
the different soranbling systemns oan be recoga
nized, It wae intended that these illustrations
should be self-contained in so far as possidly
for easy reference,

It will be noted that in some ocases
the spestrograms alone are not sufficient ¢o
deteraine the sxact nature of the soraadle, Cer-
tain systens completely destroy the typleel hare
aonie struocturs of apeech leaving structureless
patterns which cannot be interpreted, This in-
dicates a distortion of the wave fora, One of
these systems, whioh had a rapeating code and a
synohronizing pulse, could be resolved by the
osoilloscops as shown in Chapter VI (figure 46).
Ko general rules, howsver, can be given for
diagnosing this type of systen,

3, Systema Not Illustrated

Bxamination of Table I shows that there
are a few sorambling systeas whioh ars not re-
presentad in the {llustrations, These will be
discussed in the following paragraphs, In most
cases, the appearancs of the spectrogrem pattern
which would result can be visualized b~ analogy
with other systens,

The phase reversal system (A4) will
produce & seranble indistinguishable from the
nultiplication syste=m (H1) provided the phase
reversals occour at irregular intervals and about
as rapidly ae the orossovers in the coding wave
involved in Hl, It is believed, but not known
for certain, that they would have to ocosur about
that often in order to make spsech unintelligible,

The split phase system (A5) iovelving
oarriers 90 degrees apart was tried out in the

leboratory. The output appears just the saze as

{f two spesoh channels, or a speech ochannel and

an interfering noise, were sinply superposad .

and then modulated with a single carrier. .
The stepped displacemant systexz (B2) .

is rather easy to visualigze, There will be tine
boundaries, with two or more disorste conditions
of displacement, Obvioualy, there are a great
number of possible sequences, {ncluding the pos-
sibility of acme of the oonditions consisting of
inverted diaplacement,

The irregular wobbled displacsnent (B4)
will of ocourse be similar to B3 except that.the
wobble pattern will not be as simple,

The continuously varied reentrant dis-
placement (OR) is practically impossible to siam-
ulate artifieially as was done with 01, If Cl
is thoroughly underatood, however, the appear-
ance of a wobbled instead of stepped resentrant
condition is not difficult ta visualize,

Ron=repeated code TDS (¥8) will have
the same general appearance as repsated eode TDS,
It aay or aay not have the synshronizing pulse,
Thers will of course be no regularity in the
patterns suoh as was pointed out in Y8,

703 plus {aversion (3l) is not Aiffi-
oult to visualize, Some or all of the elenents
might be inverted, as in A8,

The aystens listed in 05 and 08 will
both ahow equally spaced time bounderies cor-
responding to the length of the elezents, In
@5, the harmonica would be spaced auoch farther
apart then in noraal aspsech, and show greater
slopes and survatures, Alternate elezents would
show rather consistent differences in frequency
distritution and in the degres of slope or our-
vature, In G8, the harmonios would be spacsd
abnorzally olosely, and show very little slope
or curvaturs. Words and spaces would be very
long. There would be a horizontal boundary in
the niddle of the band, and the patterns in each
half would appear like completes spestrograzs,
with vowel and consonant structures apparent,

In both of these systens, if the elenents were

out apart, they could be rearranged to foram cop-

tinuous speech with the time end {requency

scales coapressed or expanded froa the normal N
condition (see Chapter VI, Section 2).

Level nodulations (H2 and 3) would
hardly show up in speotrogramas begause of the

level compression incorporated in the speotro-
graph, Thia has been verified expsrimentally,

poe

S T e e e

PR T




In Jl and 2, if the noise were suffi-
oient to mask the speeoh efteotively, the speeoh
oould not be seen in speotrograns, J3 is easy
to visualize, as is also J4, If the noise spurts
are gsuffiociently olose together, however, they
nay produce a pattern like Hl. J5, as far as is
known, exists only on peper,

In vocoder types of soranbling systems
the speotrograph would show only the channmel sige
nals, whioh night be either amplitude or fre-
quenocy modulated, PFor this type of soranble,
o8cillograns of the wave form of each separate
ohannel signal provide the best mesns for diage
nosis and for decoding, A sample of suoh oaocil=
lograns, which was obtained fronm an aotual
vocoder systen, is shown in figure 42 {n Chapter

VI on deooding methods, The various methods of
sorambling suoch signals (K1, 2, 8, 4) will pro-
duce discontinuities in these traces which are
easy to visuelize., A sample of K has not been
aevailable.

Channel mixing (18) can be dome in
various ways and at various speeds, It will
not be very easy to recognize if done rapidly.
Ho aotual systems are in ugse, as far as is knownm,

It ia felt that the above {llustrations,
and discussions cover the known sorambling meth-
odes fairly thoroughly, It is hoped that with
their help any syetex which might be encountered
in the future oan be recognised, Dlecoding, of
course, is another nmatter, whioch forns the aub-
Jeot of the next two ohapters,
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Beginners in the study of privacy sys-
tens never fail to be amazed at the diffioulty
of sorambling speech suffiociently to destroy the
intelligence, The ear oan tolerate or even ig=
nors surprising amounts of noise, nonlinesrity,
frequency distortion, nisplaced somponents,
gaps, superpositions, and other forms of inter-
feronoe, We oan therefors very often obtain
partial or even complete intelligence from a
privaocy aystem by partial or imperfeot decoding,
and this {n turn oan often be acsomplished by
operating on the scranble in some way whieh the
designer did not contemplate,

Inoidentally, the fact that the ear is
suoh & good decoding tool in oombination with
these nonoryptographio methode nakes ths produo-
tion of privacy systems very diffioult. Sorambe
ling systens whioh look very effeotive 6n paper
sometines turn out on trial to degrade the intel-
ligibility very little, although the sorambled
speeoh usually sounde unpleasant, Lost nmethode
{f they are pushed to the point where they do
suoceed in hiding the intelligibility are {me
possible to restors with good quality., There
are in faot very few spsech privacy systems
whioh achieve a high degree of privacy with a¢=
ceptable quality,

These nonoryptographie methods are
very important, beosuse they may reduce the delay
in obtaining the intelligence gubstantielly to
zero, Furthermore, they nay remder oompletely
futile the most elabnrately irregular code ohang-
ing systems vhioh could be handled only with the
groetest difficulty by straight oryptographioe
methods, A number of nonoryptographic methods
ars given below, Soms of them of ocourss, result
in poor quality, but the saving of tire, labor
and equipment may be very greet, Easch of the
nonoryptographic nethods has been given a desig-
nation vwhioh appears in Tables I and Il end at
the beginning of the following paragraphs in
whioh they are disoussed. These designations
should not be confused with the designations ep-
pearing in the text whioh denote privacy methods,

l., Captured Set or Funotional Equivalent

8. With nany privecy tystems all that we
need in order to listen {n is & ocaptured set or
ite funotional equivalent built froz knowledge
of the sorenbling method, An extrenme example

s T R e = .+ aarys B e
e T e T T S S e R s T Y T e e e

of this is simple inversion, In this case the
soranbled speech is quite unintelligible to di-
rect listening, but {f we kmow it ia inversionm,
we can find the inversion frequenoy very quiekly
by triel, Another example is the split phase
syaten (A5). The phase shifting network in the
captured ast gould readily be adjusted to demodu-
late either of the two overlapping sidebands,

ke Slightly nore somplicated systems are
those with a sinple progran, sgain with a cap-
tured set or its equivalent it {s usually easy
to find the program by triel, The only poasible
diffioulty is in keeping step with the sending
end, partioularly if there is no synshronizing
pulse, An example of this is a wobbled band
displacenent (B3), If for instance, the wobble
is sinusoidal, with the frequensy and the asweep
linite known, the problem is to keep in syn~
ohronism, In this conneoction a device might be
zentioned which {8 femiliar in gunefire gontrol
ciroles, namely "aided tracking™, With this
systen ohanges in both frequenocy and phase are
nade simultaneously, This is jllustrated i(n
figure 27, Suppose we find curselves slightly
out of atep with the signal, By rotating the
adjusting hendle forwards or backwards we san
get baok into step. Suppose this adjustment was
{n the forward direction, The foot that we bad
to oatoh up is an indication that the motor is
slow, Therefore, some of the motion of the han~
e required for ocatohing up is used by means of
gearing to change the frequenoy driving the soter,
The gear ratios are ohosen to suit the partioular
problenm, HWith this method it is possible to get

ROTATING
L L1444
GENERATOR

1

DIFPERENTIAL SYNCHRONOUS
e MOTOR

ADJUSTING CHANGE

J HANDLE POSITION GZARING
CHANGE VARIABLE
TREQUENCYT] OSCILLATOR

Figure 27 ~ Illustrating Alded Tracking




into step with and stay in step with syatems
such as alternate displacements and regular wob-
bles,

2, Conmpronise Decoding lethods

The mathods outlined in this seotion
have all been tried, at least in the laboratory,
Their suscess, however, naturally depends to
sons extent on the switohing rates and similar
variables, It i8 possidle, therefore, that a
method might prove unsuccessful against a
sorambling system whioh seems to be in the saze
general olass as the one that was tried in the
laboratory.
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Pigurs 29 = Variable Band Pass Filter

8. Take for exanple a systen (A2) whioh
involves inversion about a nunber of frejuencies
in suocession, If these fraquencies are not too
far apart we oan ohoose a single frequency some=
where in the niddle range and demodulate the
whole signal with this one frequenocy, The re-
sulting band will be right side up, but displaced
by varying anmounts not exceeding half the total
range., This has been found to be quite intelli-
gible, provided the switohing rate is not too
high or the range of frequencies too wide,

b, Hith some systems it is expedient to
listen to only a portion of the frequency range
rather than the whole range. An outstending ex-
anple of this is the system in which the sub=

bands are variously delsyed (Fl), Conceivably,
these delays could constantly be ohanged with
time aoccording to a never repeating program.
This, however, would be futile because with a
band filter, we need only listen to one of the
bands, disregarding the othera, Unless this
band ie very narrow the intelligibility may be
practically complets, Similarly in baad split-
ting systers if the switohing is not rapid (DY)
we can follow one of the bands around the fre-
quensy range. The lowest or second lowest band
is usually the bast, Another example is the
tone sequence (J3); instead of trying to filter
out one tons at & time as it ocours, ¥e ocan
leave all the filters in all of the time and
still have enough speech corinmg through to yield
the intelligence,

A speoial oase in which the rejeotion
of & part of the freguenocy band of the soranble
makes decoding easier conoerns those syatenms
such as AS which depend on carrier phase to mix
and then separate oconponents, 7There is no phase
requirement inposed on the demodulating carrier
unless both sidebands are transmitted, There-
fore, either sideband of such a system may te
suppressed with a filter, and the remaining
sideband demodulated with a carrier of any phase
The two signals in the sideband will then be
aimply superposed,

For purposes suoch as those outlined
a valuable tool is the band shift filter illus-
trated in figure 28, With this device a band
of adjustable width san be teken froz any por-
tion of the signel frequeney range (0=3000) and
relooated in any other portion of the same fre-
quenoy range either straight or inverted, One
forn of band shift filter is desoribed in Pre-
lininary Report lo, 11, It consists essentially
of a double modulator, such as was deseribed in
Chapter IIQJ but with a band filter of variable
width, If the fraguency location of the band s
not to be ohanged, the switeh in figure 28
should be in the leftehand position, One form
of variable band filter is shown in figure £9,
his tool has also proved useful in certain other
systens such as the multipliocation system (H1)
and the ! system (El).

8. oSometimes it is expedient to listen to
a soranble only part of the timm, Some of the
sinpler coding prograzs oan soretizmes be broken
down in this nanner by trial, ror instance, if
a coding oyele has !i elements we can listen to
every Nth elenent ani nake whatever adjustments
aré needed to make this sound natural, e o=n
then listen to the next adjacent element and
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adjust the ayten 80 that these elements blend
properly. This attaok applies for instanse to

a system in whiech several different displace-
gents are used (B2). A ocaptured set, of courss,
is the easiest way of seleoting every Nth ele-
ment beocause it is usually easy to =make the
other time elements {noperative,

4. Another useful device ia the limiter,
or peak ohopper., In this same class is the com-
pressor, These are illustrated in figures
4, B, . They all tend to equalirze the suocces=
sive lobes of a oonmplex wave, The peak shopper
sinply ohops off eny pealk which exceeds a ocer~
tain instanteneous voltage, The sompressor
operates more gradually and leaves the waves
well rounded, 1If astraight epeeoh is put through
any of these devicea, distortion produsta are
generated because the wave form {s radically
nodified, It is found, however, that this kinu
of distortion denages the intelligibility very
little, These devices should be useful against
any privasy system in which sudden changes of
level coour, 4 good exanple is the subdand
lavel modulation system (HS)., 4 separate lime
iter or compressor in eack of the sub-bange will
tond to smooth out the level variations and nake
the epeech intelligible,

g+ Another nonlineer device is the recti-
fier. Two forms ars ghown in figures 81 4 and
B. The reotifier as used hers should not be
confused with the deteotor. The latter device
algo reotifies but then {¢ has & tize constant
{incorporated in the output eirouit which tends
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Figure 30 - Peak Choppers end Comprassor

3

to smooth the output and give the envelope wave,
The reotifying action whiach we want here simply
tekes all the negative lobes of the signal and
turns them over, As in the case of the limiter,
straight speech put through & reotifier of this
type is about 95 per cent intelligibdle,

In the privacy syater designated A4 the
phase of the spseoch aignal is reverssd at short
irregular intervals, If thie signal is now
rectified, all the negative lobes will be made
positive and the resulting wave will be indise
tinguishable fron reotified straight speech ex-~
oept for slight discontinuities at the points
whers the reversals oscourred in the privacy sys-
tem, This is {llustrated in figure 38, There=
fore, a simple phase reverasal syster, no matter
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how irregular, should yield to rectification ex-

‘cept that distortion in the transaisaion process

tends to ohbange the wave fora and thereby
degrade the quality of the resulting speeck, It
should be noted that the multiplieation process
(H1) also results in a phase reversal every time
the ooding wave passes through zero, It has
been found that rectification tends to make this
kind of soramble more intelligible also.

£+ A very useful nonoryptographic devios
is superposition, For {natsnce, suppose we had
a three-channel mixing system such as Ll or &,
If we simply listen to all three channels simul-
taneoualy we will hear three conversations at
once, or possibly ome conversation with two
noises superposed, Bxperience has shown that
under such conditions it ia usually sasy to oone
centrate on the desired channel end ignoro the
othera,
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Figure 33 = Ons Porm of Superposition Decoding

Another form of superposition is {llus
trated by the following: Conaider a split btand
system (D2) in whieh 6 different codes are used
in & never-repeating sequense, This would be
rather difficult to handle by eryptographie
means, Suppose, howaver, we had 6 separate de-
scding unita, each set to decode one of the 8
oodes, If the soranbled signal were fed into
all 6 of these deooders simultaneously, one of
them would always have straight speech in its
output, The other 5 would be soranbled, If
these 6 outputs are all superposed, we will hear
straight spesoh with 5 sorazbles superposed,
This straight speech can be understood quite
easily. It will be noted that the unwanted com=
ponents in thie kind of superposition sre de~
rived fron the wanted ocomponents, and alweys
vary in level sinultancously with the wanted
components; it appears that under these condi=
tions they do not do rmuoh darage,

The split band equipment illustrated
in figure 1l of Chapter III is adapted for this
kind of superposition. A tultiplioity of cross-

] "
| MO0 10-13 kg ™= W™OD Ikg [

conneotions is made from eash of the bandpass
filters to the output modulators wheredby each of
the bands in the signal is pleced in the desired
bands in the output, Steps should be taken of
course, that these cross-conneotions do not in-
terfere with each other., An aaplifier after
eaoch band filter, for instance, will perform
thie funotion. Figure 33 illustratesa a simpler
cage of superposition applied to a system using
2 band shifts (B2),

It may be noted here that superposing
tins=diaplaced elements does not appear to bhe
successful, For {nstande, if all the segments
of the oommutator in a TDS machine are conneoted
to all the pole-pleces, the output will be
straight spsech with several sorambles superposed,
This has been found to be completely unintelli-
Sibl. .

go In certain cases which hava been met
ia Projeot 043 the privacy sets are eaquipped with
dials or similar means which were intended to
provide an easy method for obtaining a large
nurber of different codes, In soze cases the
differant codes may not be suffioiently differ-
snt to be mutually private, That is, while
there may be literally milliona of different
combinations, it sonetimes happens that there are
thousands of conbimaticns which will decode ma=
torial soramtled with one of the coxbinatioas,
Various degrevs of quality, of course, will re-
sult from these partial or incorrest deccding
operations., However, as long as intelligibility
can be extracted the codes oannot be considered
sutually private. 1In such cases it is possible
with & eaptured nachine to simply manipulate the
dials systematioally or unsystezatioally and
listen to the result, When the speech begins to
sound somswhat natural, systematic trials of eash
diel in turn will sometimes steadily improve the
quality. Somathing of this sort eould be done
with simple TDS systems also, oxzcept that the
use of interlaced codes nakes this somewhat mors
difficult,

L+ In certain cases where thers are a
large nuabsr of codes possible tut only a few of
theee codes are good codes from the standpoint
of direot listening, it would ssenm reasonable
that eny oode applied to the soranbled signal
should turn the good eode into a poor sode, In
the B-band split band system for inetence, thers
are some 3840 possible codes but ouly 12 or 80
ere oconsidered really good., Any code in the dee
coding machine, therefore, should decrease the
privacy for direot listening, This has been

tried in the laboratory but has not been pushed
to the point of determining whether it could
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It is
mentioned because the idea may posaibly epply to
other aystems whieh may be encountered,

compete with the superposition method.

4+ A very specialized device, whioh ap-
plies to wire line communication only, should be
nmentioned hers becauase it is not very well kmown,
It distinguishes betwean the two direstions of
transmisaion over wirea, In the masking privaoy
system J2, for instancs, the olear signal in one
direction is nasked by noiss sent in the other
direotion, The deviee illustrated in figure
3¢, however, disorininates against the noise,
allowing the speech to be heard, It requires a
snall series resiatance, whioh i{& built up by a
8tep=up transforzer to the line impedance, The
secondery is oconneoted tc the other side of the
line, The dirsotion of disorimination depends
on the phaaing of the transformer windings,

T Wy NOISE
< spRECH
[" 'RE] ONLY

Figure 3¢ ~ Directional Disorimination

S, _Automatio Decoding

Whether speech is intelligible or un-
intelligible is a purely subjeotivas matter,
However, the method of making speeoh unintelli~
gible involves making physieal changes in the
aspsech wave, Certain kinds of physical ohanges
oan be deteoted quite readily by objeotive nmeans
and utilized to undo the soramble automatically.
Obviously, the nost elaborately irregular code
© progran is ocompletely futile if this kind of
decoding can be applied,

8. A vory sinmple example of this is showm
in figure 35, Suppose the syatem oonsists of
aort spurts of noise epplied in an irreguler
aanner, It has been pointed out that the noise
nust be high in level ocompared to the speech in
order to nask the speech, Therefore, if the
signal is applied to an amplifier deteotor, con-
neoted to a relay (or eleotronic switch) the
relay oan be so bjased that it operates only on
the noise spurts, The receiver is romentarily
disoonneoted from the line whenever & noise spurt

SO TP RO N e
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Pigure 30 = Automatio Decoding - Total Energy

ocours, The sanme method can be used for level
modulation systems (EE and ES)., Instead of
disconneoting the receiver, the high level por=
tiona of the signel oause the receiver to be
oconnected to a parallel path ocontaining the re=-
quired amount of loss to equaliee the levels,
In the oase of subbani level modulation, (HS)
of course, & separate device of this type xmust
be used in eash subdbbani,

B. The systen just desoribed cperates on
& total energy basis, Sometimes it is poasidle
to obtein a switching cignal on the basis of
energy fraqueasy distribution, Consider for in-
atance, the system using two differsant displace-
pents (B8), The alteraate positions of the
spoeoh band are {llustrated in figure 38, In
one position, the band is right side up and co=-
oupies the range from 2 to § ke, The alternate
position {s inverted ococupying the range f{rom
3 to 6 kos Sinos most of the energy in the
speeoh band is concentrated in the low frequenocy
part of the original apsotrum most of the tize,
the syatem illustrated in figure 37 ocan be used
to decode this material automatically, The sige
nal is applied to two band filters, one covering
the range £ to 8 ko, the otheyr passing 5 to 6 ko.
The outruts of these band filters ars reotified
individually and fed tc the twc windings of a

TiME
I
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Plgure 36 - Sidebands in Two Position
Displaceaent Systea
37
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Figure 37 = Automatie Deooding-Energy,
Froquenoy Distridbution

polar relay. Obviously, the relative energy in
the 2 band filters will be aifferent for the £
displacements and the relay in figure 87 will be
operated alternately in the 8 direations theredy
autozatioally oconnseting the proper carrier to
the input nodulator in figure 38 to put the
spesch band in its normal position. Obvioualy,
this will not ba infallible but with displace-
mnts as differsnt as the cnes wed in the illus-
tration, it should operate suffiociently well to
yield moat of the intelligence of the nessage,
Feturally, the smaller the physical di fference
betwaen the 2 positions being distinguished, the
more false operations there will be, Howaver,
thias method i» instantaneous even with an irreg-
ularly switohed systea, whereas oryptographie
aethods would be very time-consuning,

g+ Another variation of this general
teohnique night be mentioned for the sake of com-
pletenssa although it is somewhat more specula=
tive, Consider a privacy system whiok dependson
speed changes (F4), Changes in speed cause
ohanges in the pitoh of the voics, Supposs we
apply this signal to & oirouit whioch neasures
the voice piteh., This teohnique has been worked
out in connestion with the vocoder, The output
of this oirouit, which is a varying frequenocy,
is used to ohange the speed of a motor. The
notor ia part of the drive of & magnetic tape
recording and reproducing system through whioh
the signal is passed. As the motor speed is
pade to ohange, the teape speed ohanges in such a
direction as to tend to keep the derived fre-
quenoy oconstant, This takes out not only the
speed variations, but also the voice infleotions,
However, a monotone is quite intelligible,

d« The following method, whioh haa not
been tried out, is intended to apply to irregu-
lar band displacenents or wobbles (B4), whioch
would be exceedingly diffioult to handle any
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other wey, Consider s aystem in whiok the

band is kept right sf{de up, but is wébbled over

a range suffiolent so that demodulation with .
some intermediate carrier frequency will not )
give an intelligible signal, Suppose the wodble

follova an irregular, nonrepeating program, The
following desoding method {8 proposed.

The signal is impressed on a network
having 'a very steep rising loss charaateristio,
If the spewoh band were not wobbled, this net-
work would asimply tend to make the lovest hare
monie of all wvojoed sounds the strongest ocmponant
With the wobble, the same thing will bo true ex-
oept that the level of this conmponent will
undergo sevars fluotuations, Therefore, the re-
sulting signal is subjeoted to some form of
automatioc volume control and also a limiting
aotion, tending to derive a single frequency,
FPorgetting voice infleoctions for the moment, this
derived frequency would fluotuate up and down
{in frequency) in step with the band webdble, In
fact, it ocould be used as a suboarrier in a dou~
ble nmodulation decoder to demodulate the signal
to approximately the correot positioz in the i
frequensy range, It will be in error, however,
by an amount equal to the instantanecus voice
pitoh., Possibly this amount of error will not
prevent the signal from being intelligible (we T
know that this amount of displacement dces not
destroy the intelligence of otherviss noramal
speech),

If it is desired to oorrect for thie
error, two methods suggest themselves, One
possible method is to subtract froa the derived
frequenoy, by a nodulation process, an amouat
equal to the average pitch of the volice being
ponitored, This will leave a szall fluotuating
error, aAnother poasibility is to derive the ac-
tual instantansous voice pitaoh, by difference tone
zethods as in the previous seotion, and subtraot
this amount from the derived suvocarrier fre-
quency.

If the displaced band is inverted in-
stead of right side up, & similar procedure ocan
be used, with a network of opposite loss charas-
teristiocs, Obviously, this method in either
case will correctly demodulate only the voiced :
sounds, but expsrience suggests that this is !
suffioient, If not, some kind of oarryover efe e
feot might be inscorporated in the system to pre-
vent sudden changes in the suboarrier frequency,

and thereby tend to hold ovar correot demodula=
tion for short unvoiced sounds also, 48 men-
tioned above, thia method has not been tried,
but is felt to be worth recording because of the
great diffioulty of handling irregularly wobbled
syatens by any other method,




g« Another rather speculative automatie
nethod nmight be mentioned beoceuse some fore of
the method might prove useful against certain
nultiplioation systens such as Hl. The code
wave in the partiocular osse encountered, was re-
peated many times per second, and there was &
synohronizing pulse ahesad of each oycle,. If the
signal is applied to & synohronized cathode ray
osoilloscops with a highly persistent soreen, @
definite pattorn appears because the coding warve
always pesses through zero at the same tine,
alao, the speeoh energy tends to average out af-
ter & {ev oyoles 80 that the pattern reflects
the emplitude of the coding wave, It is quite
oonceivable that this pattern on the soresn could
be scanned optioally and used to generate & de-
coding wave for sutomatiocally unsorawuling the
signal, Obviously, if the coding wave is changed
periodiocally, a new decoding wave is autonmati-
oally produced, The only requirement is that
the coding wave persist long enough to fora an
aversge pattern on the acreen,

§+ Another varistion of automatiec decod=
ing nethods might be terned "parallel autonatio®
beosuse two or nore complete decoding units are
used in parallel but only the sorrect cne is ap-
plied to the listening receiver. 7o eumphesite
the difference between this method and the one
previcusly discussed, we will use the seze ex-
anple, namely, the systen with ¢wo band die-
placenents, Referring to figure 33, supposs
instead of the parailel moduletors, there were
two oonplete units in parallel imoluding,the
band filter, the seocond modulator and the oute
put filter. One of the unitas is fed with the
8 ko oarrier, the other with the 16 ko ocarrier,
Baoch unit will have straight speech in its oute
put half the timm, and the other half of the
tine will have inverted spsech displaced by 1,000
oyoles, A 1,000 oyole low pass filter can then
be used in a device sinilar to figure 37 to
svitoh the listensr to whiochever one of the de-
ooding units has the straight speech., For the
partioular systen used in the fllustration, there
does not appear to be any particular advantage of
one method over the other., However, the latter
systen oan be epplied in omses where the other
rethod night not be feasible,

g+ The parallel autonatio method csn be
nade to give a different type of switohing sig-
nal, Tor instance, wa night nake use of the
bharmonio relationship between the compoments of
speech when the speech band is in its normal po-
sition. If the voice pitoh happens to be 1QC
cyoles say, then all the harmonios will be mul-
tiples of 100 oyecles, If this speech is put

tarough a suitable nonlinear syster such as a
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rectifier or limiter, differense tones will be
generated whioh will alao be multiples of 100
oyoles, If, however, the speeoh band is dis-
placed from its norral position in eny way, the
difference tones will not coinoide with the
speech components, If, for instance, the whole
band hes been displaced by 50 oyoles, then the
speeoch conponsnts will be 150, 250, 380, eto,
The difference tones genarated bty a nonlinear
system, will be 100, 200, 300, eto., If we now
taka & second difference between the output of
the nonlinear systen and the original components,
there will be generated multiples of 80 oyoles,
The lowest component of this series will be
lower than the piteh of the voiee, This will be
true regardless of how far the original band has
teen shifted, except for the special cass whers
the shif{t happens to be an exaot aultiple of the
voiee pitoh, Since, however, the pitoh is con=
stantly varying, this colinecidence is of very
brief duretion, Theoretiosally, at least, a low
pass filter with a out-off lower than the normal
rangs of voice piteh ocan be used as & olus to
detern!ny whether a speeoch band ia in its proper
locaticn., The method then would consist in
haeving s¢veral docoders in parallel but listen
only to the one whioh 444 not generate a oconpo-
nent in the low pass filter.

The above {llustrations will serve to
ohow the possibilities of nonoryptographic types
of attaok on privacy systens, Wwhen a new systen
18 ensountered, this' type of attaok should be
given seriocus sonsideration becauss of the aave
ing in tize and equipment, Naturally, aspointed
out above, straightforward oryptographic attack
oan be made to yield'a better quality signal,
However, experiense has shown that the ear can
beconme familiar with oertain kinds of distortion
and learn to extraoct the intelligence zore and
nors readily with praotice,

In gensral, nonaryptographio methods
require that the eignel, as received, be of
fairly good quaelity. In soms oases, the saving
in tipe, labor, and equiprent would be 80 great
that if the signel, as raceived, is too poor Lo
perrit nonoryptographio attaok, the moat reason-
able thing to do is to move the intercept sta-
tion to get a better signel,

In Table I, there is listed for eaoch
privacy systen, the type of nonoryptogrsphic ate
tack whioh might apply. It should be euphasized
once crcore, however, that the method whiob sue-
ceeds at one switeching spesd mey fail at another,
The list, thersfore, should be taken only as a
recomendation of systenms whioh should be oconsid-
ered, The nonoryptographio decoding rmethods are
suunarized in Tabdble II.,
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A oryptographiec decoding method in-
volves: (1) actually deterrining a code whioek
will undo the soranble, (2) restoring the speech
by means of thia code, In the case of repeated
codes, this can sometimes be done rather quickly.
An example is the repeated code TDS system, The
actuel codes used can be found in about 15 =in=
utes, Having found the code, we can set it into
our receiving nmachine and thereafter listen to
the sprech directly. In the case of nonrepeated
codes, every bit of the message nust be handled
individually, It may take a thousand or even a
hundred thousand times as long to decode as it
did to speak the words, It may take hours or
even days to obtain the intelligence from a
short nessage; meanwhile other nessages will
have been sent and it is obvious that we get
farthor and farther behind, The only way we
oould avoid this s to have approximately as
nany teams working in parallel as the ratio of
decoding time to messages time, whioh of caurse
is impractioal if the ratio is large.

i, Progras Deternination

The simplest cases to handle are those
involving a prograz whioh o¢an be deternized di-
reotly fron spectrograzms by inspection or mea-
gurenents, The reerntrant inverdion system (Cl)
night be used as an execzple, Suppose a multipli-
0ity of displacements were used in some irrsgu-
lar sequence, Disoontinuities marking the
inversion frequencies appear in the speotrograms
and onoe they have been determined by msasure-
nents on a large number of speotrograms, the
progran can thereafter be determined quite read-
{ly by using a template, This template cesn be
parked direotly with the settings of the decod-
ing maochine which will restore the speeoh to
{ts norcal position,

Another example involving a prograa
would be one like B2, in whioh two different dis-
placements were used alternately, with the inter-
vals irregular in duration, Here the time
toundaries will be quite apparsnt and they ocan
be neasured with a suitable time soale.

In ell likelihood ohenges of the above
types will ocour in disorete steps for practiocal

reasons., The use of a prograz involving camtin-

41

uous ohanges with time presents formidable teoch-
nioal difficulties at the authorized as well as
the unanthoriced terminals,

2, Mlateching Spestrogra=s

In ocases where the sorambling syster
involves rearrangement of the spesoh elements {n
time or in both time and frequensy, the basie
method for determining the ¢odes involves out-
ting up spectrograms along the element hounda-
ries and rearranging the elements so as to
reatore the straight speech, An exarple is
shown {n figure 38, The oriterion for rearrang-
ing the elements is that there should be cone
tinuity at the boundariea, This ocontinuity
inoludes the position and direstion of the {nd{=
vidual harmonics, the position and direction of
the resonance areas, and, {n general, the amli-
tude a»s represented by the darkness cor lightness
of the patterns, The pisces are numbered hefore
the natehing process begins and when the matohe
ing has been completed, the numbers on the
pieces determine the code,

If the soranbling process involves in-
version of the time or frequency scales, straight
spesch oan be restored for matching purposes by
making two spectrograms as shown i{n figure 39,
Present models of the aspeotrograph {nolude means
for naking a mechanically inverted pattern as
well as a normal pattern, The apectrogran at
the top of figure 39 shows a norzmal pattern,
Direotly btelow it is an inverted pattern of the
sams material, A mechaniocally {nverted pattern
is indistinguishable from a pattern produced by
esleotrical inversion of the apeeoh., Similarly
if the whole inverted spectrograz is turned
through 180°, so that the base line is at the
botton and towards the observer, the result is
indistinguishable from the oase in whioh the
speech is transmitted baokwards, Therefors, if
an elezent in the soranble ia inverted, it zay
be recovered as straight speech for matehing
purposes by ocutting the element from the mechane
joally inverted pattern, If an element has been
transoi{tted backwerds, it can be restored to nor-
pal by outting it from the {nverted pattern and
rotating it 180° as desoribed atove, If it {s
both backwards and inverted, it may be restored
by outting it from the regular pattern and turn-
ing it around,

(VRIS S

RN P

TR




- I
qql, 2900 d@anwau.aoz jo guxa3nd A.ﬁwuwouuu&n agrgoawtl ~ 8€ aandtd

- L
] . . N . - \ , . J , )
|\ (¢ \\/\\_ e f;\..\f\v S , |
\ ; $ ' . ¢ \ - J— h LS vy LE
‘ it
" .
4 - 4 \ - .
-~ Dad A\
v A X
: i poner™4 = -
Y. . . . 2 ; n‘-\.\. y I
D ,.v - ):v...l _\ﬂ‘\ - 5 \\
‘ - L B O =, - -
v ! B 0 54 X
o " . - ) i .
v Ny Bnh‘.“q\l..;. . . P
= 31 g g
-~ .“ \v» - nmr o i _.
.. \ .p,
R . ~Y . :
o v = - - i
- (.9 - - - - .
- -
. <
. »
- S
b .'
.
.‘ »
P "
4 .
" ,



guexfoxjoede uy seeeg Lomenboxy puw euly JO UOILISAU] Buriuiisnyil - 6¢ oIn™yJ

*ea0qe se(dmUXe O[3 U] SOUI] os¥q oYl Jo
suop3isod eq3 930N -seexfep QT SITSWSIO O43 PUT1930X £qPOIXVAUT 0q Lww OTUOS W3 YL

) ‘wu3Soxyveds ps1IoAuUY LYTVO
-Juegoex ¥ Uy du oprs 141X Jeeddu Tyim eseqm ‘gIUITS (S POJIOAU] SUTWJUOO STQUWVI0S oY) JI

B aoysxaaay

TR T

T Ak e

43

. |

e e S B T M I ‘,.,L.H?&ﬁmurﬁ”wﬂﬁmﬂgﬁmﬂgﬁv_v.—. o

R TR



eTqERIOg TRW IEReTP-oNY, JO suXejjed [arBoxjosdy Buiqoivy - oy eIy

‘ . T

In:

a4

RN D X509 vy 1

PNy

T g
SR S

-

R T T T Tt

Ear




I4 has been found from experience that
matohing {8 facilitated by onlarging the spes-

trograms by a factor of about 2 to 1, Not enly
is the inoreased size easier to handle, but the
heavy photogranhic paper is =uch better to han-
dle than the facsinmile paper, The latter is
delioate in texture and its surface is easily

st ained. In this conneotion it should be noted
that the process of enlarging the apeotrograns
does not appreoiably affeot the deooding time in
the case of nonrepeated oode systems, There
will, of sourss, be an initial delay, but in
general, the nmatohing time will be controlling,
Speotrograns oun be nade, enlarged, and out up
faster than they oan be matohed, If it 48 found
necessary, however, to use spectrograas for
natohing purposes regularly, then it night pay
to adopt the technique desoribed in Preliminary
Report lo, 13 for produeing large spesatrograms
photographiocally,

To faoilitate matohing, appropriate

means should bs used for handling the olements,
It has been found that a slightly adhesive sur-
face is usdvantageoue, In the illustration of

" figure 38 this surface was provided by coating
the boards and also the bocks of the elensnts
with ordimary rubber cement, This is also

o the oase in figure 40, This lettor exanple
showa & twoedimensional geramble, Horiszontal
strips of rubberised Bristol board were provided
for matohing along the time axis,

Onte = aysten has besn thoroughly
diagnosed certain numerical properties of the
coding process will be known. advantage should
be taken of this knowledge to supplement and
cheok the matching process, Lxanples are given
{n Prelininary Reports los, 10, 14, 22 and 28,

The two exanples thus far cited of
spectrogran matohing were artifioially produced
by cutting up speotrograms of straight apesch,
and the boundaries are therefore clear and sharp,
In praotice the time and frequency boundaries
will be obscured by transients as may be seen in
the {llustrations acsconpanying Chapter IV. Fre-
quency boundaries are filter cutoffs, and they
are narred by overlap or underlap and by phase
distortion, This, however, is not as serious
as the transients occurring at the time bounde

B e 0,71 B

aries, There is a basio diffisulty hare,

arising {roo the desire to obtain & bigh degres
of frequenoy resolution, which entails the use
of a narrov soanning filter., The response and
deoay tims of suoh a filter is appreciable in
comparison with the element length in many
soranbling systems. The deoay time produces the
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zore asrious of the two effects, It causes
enorgy from a strong elemeat to spill over into
the adjacent following slement in the spectro-
gran, This diffisulty is unlikely to ocause
trouble in any application of the spestrograph
exoept decoding, Therefore, it is felt that
neans for alleviating this difficulty shonld be
recorded here, A small amount of exploratory
work has been done along these lines, but the
eabodiment of this i{mprovemeat in a spectrograph
has 2ot been acoomplished bepgauss the need was
not suffioiently pressing in Projeot (-43,

The basioc i{dea for avoidi{ng the ob=
souring effects of spillover is to permit the
spillover to take plase in sush a way ag to be
subsequently removable, JYor instance, suppose
a sanple of TDB were recorded on the tepe and
suppose the spectrograph were equipped with a
suitable switohing arrangement such that only
evary alternate element was reproduced, The
spillover fron each slement would then ocour in
a blank ares, and {t could subsequently be trime
ned off, leaving a eharp, olear boundary, 4
seoond*spsatrogran could then ba made of the
alternate elements, again ¢trimning off the spill-
over.

A logical extension of this idea,
whioh would eave sone time, would be to have
two soanning {ilters aad use them alternately by
suitable switohing means, Both the inputs and
the outputs of the filters would have to be
switched, and the ¢wo switohes should be seps~
rated by the appropriate tins delay to taks ag=
sount of the trangmission time through the
filter,

A third variation of this idea which
requires less equipment, is to make one speo-
trogren in the usual nanner and then make &
segond spectrogran with the machine running
baokwards, The spillover always osours into the
leading edges of the slements in spesotrograss,
Cutting the first aspectrogram in the proper
places will result in olear, sherp right~hand
edges on each element, but eash left-hand edge
will be obsocured by spillover, Cutting the sec=-
ond speqtrogran in the proper places will give
olear left-hand edges on each element, Latohes
could then be nade bstween elesments from the
normal and beockwards spectrograns, in such & way
as to utilige the good edges of the elements,

00 LA b e A

In other respects it is to be expactsd
that the patterns produced by the speotrograph
can be inproved, For instanoe, studies have

boen nade which show that amplitudes oan be re-
presented in such & way that they gan be inter~
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preted quantitatively, This is an improvemsnt
over the rather indefinite shades of gray in the
ususl spectrograms. It would provide another
oriterion for matohing, In some cases, howaver,
this night Le a handiocsp, Jor instanse, in TDS
systems the pole pleces are not all of equal ef-
ficienoy, The amplitudes of adjacent spessch
elenents are affested by this change in effi-
cienoy and they might net appear to matoh when
they zeally should, This oondition, of sourse,
aight be aggravated intentionally as part of the
privasy feature of the system. 0On the whole,
howsver, it looks as though amplitude represen~
tation should be an {mprovement in dsaoding work,

atoh abl 8

Tor soms purposes it has Hesn found
that wave form patierns offer sertain advantages
over apectrograms, They can be nade more rapid-
1y and they oan be playsd back direstly to re-
produce the original speech, Intrinsiocally,
wave fora patierns ave not as good as spestro-
grams for dlagnosing frequenoy shifts and the
like, However, they prasent the time scales
aore graphiocally and they are not subjest to
transients at time Adiscontinuities such as the
spillover effects disounsed {n the last seotion,

The particular type of wave fora pate
torn found most useful was a variable ares pate
tern similar to the saund track used in moving
pletures, Variable arsea patterns are more dis-
tinetive to the eye than oscillographic trases,
They fora geonetrioc designs that catoh the eye
and faoilitate matohing, The nanner of producs
ing and playing back these patterzs is desorihed
in Preliminary Reports Nos, 1, 7, and 12, An
exaaple of variable area patierns in process of
matohing is shown in figure 41 tskea from
Preliainary Report No. 28,

Variable area patteras of this type
have been found partioularly good for decoding
TDS systems, especially repeated code systens,
It will be notad that amplitudes ars clearly
represented in these patterns, By matohing a
multipliofty of oycles of a repeating code sys-
tez aimultansously, it is possible to toke ed-
vantage of this amplitude representation even
though the wave fors itself nmight de obssured by
other features of the privasy syatem. For in-
stanea, the use of aplit band coding was once
proposed to inorease the privady of TDS eystens.
This oonbination would be nuch more private than
plain TDS 4f judgad on the basis of matohing
speotrograns, partioularly i¢ the split band
codes were rapidly switohed at intervals not

simply related to the TDS elements, No diffi-
oulty, however, was found-ia matohing the varis-
ble area patterns to find the TD3 sode, This

is desoribed in Preliminary Report No, 19, This
report also describtes a scheme for nullifying
the effeot of split band ocoding on the wave fors.
This oonsists of modulating all the frequenoy
bands down into one frequency bsnd, Changes

in the split band cods will thez have no effect
on the wave fora of patterns produced in this
nEnAY, '

It was also proposed at one time that
the use of & whisper or monotons imstead of nore
aslly inflected speech would insresse the pri-
vaoy of TDS systems, Again this (3 true {n
teras of spectrograms, but it was found that
variable area patterns ocould be matohed almost
as easily for whispared speesch as for normal
apsesch, and with the zonotons it was astually
easier, This is desoribed iz Prolimizary Report

. Ho, 16.

Another feature of the variable area
patterns which might be useful (s that the pat-
terns have characteristic shepes, Usually they
look 1ike a series of damped oseillations with
the highest anplitude at the beginning of each
fundanentel pericd, This should enable the
recognition of ocases in whieh speech is trans~
nitted backwards, The oharasteristie periodisity
of the patterns might also be used to resogaige
whether a fraguenoy bdand 4s in i¢s proper losa-
tion,

Toward the end of project 0~43 1t cams
to be recognised that there would be consider-
able advantege in using & compresscr {n the pro=
dustion of variable area patterns, This tends
to dring out lew level sounds, The distortion
of the wave foras resulting from instentansous
compression ia imnaterial if they are to be used
only for matahing. This kind of ccapression,
however, should be sharply distinguished fron
autonatic volume control sotiocn, 7The latter is
relatively slow acting and it (s obvious that in
TDS systens, for instanscs, it would elter the
amplitudes of certein elemsnts in such a way a8
t0o nake natohes {mposasible,

4, Heatohing Osoillograns

It was stated in the previous seotion
that oseillographic traces oould bds used instead
of variable ares patiterns, although in general
there will be a disadvantage, There is ons type
of privaoy system, however, for whioch osoille-
graphie traces ares rsquired, namely, voscoder
systeas, The signals in vocodar channsls are

L 44
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essentially fluetuating d=o signals after they
are nodulated down to their normal fraquenoy lo-
eation, They ocan best be exanined {n the fora
of osoillogrephic traces, Jigure 42 shows a aet
of undistorted vocoder channel signals, It will
be noted that there is v tendensy for the ampli-
tudes to vary sinultaneousiy in the several
tracks. It has been found that if the signals
{in the varicus channels are permuted,even with
the sharp edges resulting from artificially pro-
duced sorambles, the aumber of amismatches tends
to be about 40 persent., This means that a vooo-
der syston with its shannels psrauted at shors
intervale provides a rather diffioult privaey
system to decods,

It has been found that compression
enhanoes the values of osocillographie traces of
this type, Without compression the lower ambli-

~tudes are obsoured by the width of the traces,

Instantaneous sompression makes changes in the
aagnitude or direction of the traces apparent in
the lower level sounds, The patterns shown in
figure 42 were prodused in this manner,

Sa_indicator Hethods

In the following methods a visual in-
dioation is obtained denoting which of several
possible choices puts the spessh elensnts (n
their proper order, These methods, of courss,
are applioable only to cases where the possible
nurber of csholices is not overwhelmingly great,

A natural example of & visual {ndication ocours
in the i{lluatration of TDS in figure 89, When-
ever two originally adjacent speech elements re-
nain adjacent in the soraable the two elements
are not separated by a time boundary in the spes-
trogran, Elenents whioh do not belong in adja-
cent positions have a boundary resulting from
disoontinuities in the harmonios and fron spill=
over effects, The absence of a time boundary
can be taken as an indioation that the two adja-
ocent elenents belong together, To nake use of
this effeot the following procedure is suggested.
Record a saa,le of the soramble on a loop of
tape, DReproduce this sample through a TDS
zaohine and aske a speotrogram, noting any ad-
jacenoies whioh ooour, Changa the code in the
TDS machine and nake another apestrogram again
noting adjacencies, A systematic set of codes
should be warked out in advance whioh explors
all the posaible sonbinations of eloments, At
the end of such & oyols of operations it should
be possible tc place a large percentage of the
elemonts correotly, This can be applied to none
roepeated or repeated code TDS,

A variation of this method, which has
besn suggested but not tried and whieh should be
‘mueh faster, is as follows: Reproduce tHe re=
oorded saaple through a low-pass filter, say
8500 oyocles, Pass it through a 7DS machine and
then through a high-pass filter with the same
out=off, View the output of the highepasa fil.
ter on a ocathode ray oscillossops whose sweep is
synohronized with the TDE oyesle, Transients
will osour at the boundaries of elements whiek
do not belong together, These will generate fre-
quencies higher than the sute~off of the high-
pass filter and will appear as pulses on the
soope, The absence of a transient will indisate
either that the elements belong togather or that
no enexgy ¥as present. Again a systematic ecyole
of codes should place most of the elements cor-
rectly,

Another example of the indicator meth=
od is the following: Suppose in a aplit bdand DP
systen & known codes are used iz an irregular
sequence, and it is desired to determine the se-
quencs, The following procedurs is suggested:
Reoord a sample and reprodues 44 through a de-
oodirg machine equipped with one of the proper
decodns, and make a specirogram, Oertain ele-
monts in the spectrogram will be sesz 0 be nore
aal spessh, These elements, of course, are the
ones %o vhich the partienlar ecde applies, "It
is much sasier to determine whether a partioular
elenent consists of strajight or sorambled spesch,
than to deteraine whioh partiecular sode was used,
Repeat this proosdure with eaeh of the other
five codes., Each elenent oan {hereby be {dene
tified with a particular code,

4 variation of this procedurs, whiok
should give more positive results, is as follows,
The output of the desoding mashine used as abovse
is reotified before naking the speotrograa,
Reotifying normal speech does not add inharmonie
components, whereas reotifying spesoh whiek sone
tains band shifts results in inharmonic compo-
nents, This is {llustrated i{n figure 43, The
upper spesotrogram shows restified straight
speeoh, This looks perfectly normal exoept that
the fregquenocy range is somewhat more completely
oovered with harmonies than ia the case in nor-
sal spesch. The second speotrogram shows a se-
quence of split band serambles, The third
speotrogran shows a similar saaple rectified,
¥ith none of the elemsnts decoded, Rectifying
the undecoded elements results in a complete
smear in the speotrogram somparsd to the resti=
fied straight speech. Properly decoded elements

will stand out zore olearly against the baoke
ground of reotified scrazbled speech,
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TO INDICATIN
NON-LINEAR D2ViCE LP FILTEIR OLVICE OR °
OoR DEvICES 100 ~v RELAY
A
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SCRAMBL SAND PILTER PT?A
W
—THTQDU\.KM Ao AwDE [ MODULATOR T
F{ ra
OACILLATOR O3CILLATOR

§ FREQUENCIES 10 FREQVENGIES

s
APPLICATION TO 8PLIT BAND DRCODING

Yigure 44 - Band Shift Deteotor

Anocther variation of the indioator
method was touched upon im Ohapter V. It con=
sists in sublecting the sorambled speech to a
nonlinear device or devices in sush a way as to
obtain difference tones between the components,
In normal speech, in whioch all components ars
harmonically related, there will be no differ-
ence tone lower than the pitoh of the voiece, In
soranbled spesch the components are not harson-
ieally related and thers will be difference tonms
lower than the piteh of the voice, The cutput
of a 100=0ycle Jlowepass filter therefors, can
be used to indiecate whether a band of speech is
in its proper {requency looation or not, This
is illustrated in figure 44A, The importance of
this method 1lies in the faot that each frequency
band can be ezanined separately, It aight there-
fors be used to determine for each element in a
2 dimensional soramble which frequenoy band it
came from,

Figure 448 shows how éach band can be
lifted out of the soranble and placed in eaoch of
the 5 possible positions either straight or in-
varted, The speotrograph might be used to speed
up the analysis process as illustrated in figure

MARKING
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Yigure 48 - Adaptation of Speotrograpk for
Decoding Switehed Split Band Soraable

45, The output of the low-pass filter is fed
to the marking amplifier, Whezever the ocutput
of the low=pass filter is sero there will be 1no
mark produced on the paper, Whenever there is
an output a mark will be produced, The proces
durs would then be as follows: Bet osoillatoer
71 at one value and then set osoillator F2 suce
cessively at eaoch of its 10 values (or 5 if
ioversion is not required), Repeat with cseile
lator 71 at sach of its other 5 values., JYor ’
each of these 50 settings allow the spectro-
graph drum to rotate £ or 3 times with a few
blank rotations between each setting, The traces
ob the drum will then look something like the
drawing, The time axis is as usual disposed
lengthwise, If all the traces in a given time
interval are blank it is presumed that this
represents a silent interval, Single blank in-
tervals in otherwise continuous marks indioate
that these settings wers the correoct ones, If
pons of the narks for a partiocular element are
blank the indiocations are that at that partiocu-
ler zozent a consonant cocurred whioh of course
is compesed of inharmonic components, This sye-

ten has not aotually been tried in this coaplete
fora but enough work has bteen done to show that
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it is possible to nake use of the presence of
ipharaonic components in some such manzer, It
appears therefore tha¥ a substantial fraction of
the elements in a 2-dimensicnal soramble aight
be ident{fied as to frequency loeation.

One other poasibility of this type
zight be mantioned, Variadble area patteras cof
vowel sounds have characteristie soanfigurations,
These configuratinns depend on their harmonie
struoture, and a distupbance of this structube
should change thess patterns in a recocgaizable
nanner. JYor inatance, if the components are
inharaonie there will be no pericdioity at the
fundanental piteh rate, It might therefore be
possible to use variable area patterns, whish
oan be produced nuoh nore rapidly thaa spec-
trograns, as indicators along the lines of the
above disoussion,

g, Applieation to Table I

In this section we will examine the
application of oryptographic methods to the
speoifio soranbling systems listed in Table I.
In this table the systems whioch aight require
oryptographic attack are indioated by a refer-
onse to a page in this seotion, The following
paragraph numbers refer to privagy systems in
Table I,

Ad, Anong the syatess listed under single
modulation the only one that$ might require oryp-
tographio treatment is the phase reversal systenm,
This systen is a speoial oase of the multiplioea-
tion aystsa which will be trested later,

B4, 02, Among the double and triple modu-
lation systens, the irregular contirucus
displacements have not been handled by non-
oryptographio methods, It aight De necessary
to make a continuous series of spectrograms to
deternine the displacements as a funotion of
tine, This might some day be done continuously
and instantaneously, in whioh ocase compensating
frequency changes might be nude continuously by
hand to decode the zmaterial,

D1, D8, Anong the band splitting systems,
the fixed or slowly switohed ocodes can be
solved by inspeotion as discussed in Chapter IV
on diagnosis. If the code is rapidly switched,
however, single elements seldom contain suffi-
olent information to deteruins the codes, If
the awitehing sequence is a repeated sequence,
it may be worthwhile for the sake of quality to
deternine the sequence and get in step with it.
In this oase the methods desoribed in Sestion
5 above should be of aassistance, If the
switohing sequence is never repeated the indie
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oated non-oryptographio methods apprar most
reazonable, -

12, 13, TDS systeas yield very poorly to
non~oryptographic attack., For repeated code
systems. however, the code can readily be de-
terzined by matohing either spestrograms or
variable area patterns, taking sdvantage of the
numerical properties of the codes, These xeth-
cds are covared in Preliminary Repert No, 14,
Nonrepeated sode systems, however, have thus far
been found excesdingly difficult to Handle,
although the methods of Seotions 8, 3 and 8
above apply, Ifforts iz this direction are
desoribed in Prelimimary Report No. 86,

T4, Spesd variations, ascording to some
preliminary laboratory tests, are rataer ineffec-
tive in masking the intelligence of speech un-
less the variations are exceedingly wide and
rapid, Techrical difficulties then beocme so
great that this appeara to be an unlikely pri-
vaoy systea by itself, Small variations in
spesd, however, night be used to make speotro-
grams of TDS systems more difficult to mateh,

In this ease, however, it will be unnecessary to
determine the speed variatics program if the T08
soranble oan be rsmoved,

0l, G2, O3, Oombinations of TDS and fre-
quensy sorambles ars interesting from the
oryptographie standpoint, 8inoe repeated code
TDS systeas wore found easy to break, it was
propessd to add various forms of splis dand
scrambles, It was argued that the eontinuously
changing frequensy soraables would alter the
shapes of variable area patterns so that they
could not br matehed, Jurtherzore the ohanging
frequency seraables would nake spectrograms ul-
suitable for matehing, especially if the split
band oodes were switohed nonsyschronously
comparsd with the TDS boundaries, Each time the
frequency oode was switohed a nev vertioal bound-
ary would appear iz the speotrogram, aad iz eome-
binatica with the TDS9 boundaries the spectrograms
would be very severely broken up in the time
soale, It was found, however, as 2iscussed in
Prelininary Report No. 19, that if the TDS occde
is a reprated code the frequensy soraables can
be practically ignored in matching variable area
patterns, Having found and removed the TD3 code
the remaining fraquency soramble can be sclved
by nonoryptographio methods, '

In the sase of nonrepsated 08, how-
ever, the addition of split band coding would
inorease the difficulty comsiderably, provided
that the two coding systens do not provide olues
to each other, The most promieing method for




Pigure 48 ~ Illustrating Repeated Code Lultiplication Syste=

handling this syster appears to be to deternine
the split band codes firat by the nethods of
Seotion 6 above, If the split band ocodes are
then renmoved the remaining sorambdle ocan be hande
led aa straight TDS., another possidle aetiod is
to maks veriable arsa patterns wiih all the da-
codes superposed as desoribed in Svotion 2f in
Chapter ¥, The resulting patterns, howsver,
will not be ae satisfactory for matohing a¢ pat-
terna of atraight aspeeoch,

G4, The two=iimensional soramble san be
handled by natehing spectrograns if a repented
code is used, Experiments along these liitos are
degoribed in Preliminary Report lo. 88, I the
code is nonropeated, however, it would be ex=
ceedingly diffioult and time consuming to hune
dle by unaided natohing, It would help
considerably if the originel frequenoy losation
of each element in the scranble oculd be deter-
nined, This night be accomplished by the cethods
described in Seotion 5,

Hl, Usternining the code for multiplioca-
tion or phagse reversal systens ocan be acoon~
plished quite readily if the ocode is repeatsd at
suffiolently short intervala, 1In the ons systen
whiech was aet in Projeot C-43 (Preliminary Report
Mo. 18) the code wave was repeated 100 times per
second, In this oase the soranbled signal oould
bs applied to the wertioal plates of an osoil-
losaope with the horizontal sweep symohronized
with the code oyole, It ic obvious that every
time he ¢coding wave passes through zero the
goranbled signel also passes through zero re-
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gardless of the value of speech signal at the
moxent, If sevaral eyoles of sorambled speech
naterial are superposed,therefore, they have the
appearance shown in the photograph, figure 44,
The superposed traces show a definite pattern,
with regions of high and regions of low aaplie
tude, and also sharp indeatations, These late
ter are the oroassover points of the oode wave,
There iy also a marked tendenoy for thc peaks to
ooour slternately above and below the center
line, but the smplitudes of the peaxs are not
al. alike, UJince the speeoch amplitudes tend to
average out over a number of oycles, the aapli-
tudes of the superposed peaks refleot pretty
ageurately the amplitudes of the coding wave at
those points, The probable shape of the coding
wave based on this evidenca, has heen partly
traced in.

It has been found expsrimsntally that
if only the orossovers of the ooding wave are
reproduced the spesoh will be {ntelligibly des
coded, The decoding wave peed not be the reci-
procal of the ocding wave, It oan be like the
ope drawn in at the right {n the photograph, It
is only necessary, thersfors, to generate a wave
having its orossovers at the indicated points,
and reverse ths phase of the soranbled signal of
these pointa,

He, HS. Lsavel modulations by thenselves
are not private, but they =might very well bde
used in combination with other syatems in an
attenpt to foil the matohing of speesh patterns,
The level modulations themselves, however, need
not be solved eryptographicallyy.




J1. There appears to be no msthod either
oryptographic or noasryptographie for breaking
the noise masking method if the noise is predis-
torted, random and sufficlently high in level
to really mask the speech. These requirements,
however, nake the teshnical difficulties for
system operation very great and it is unlikely
that this method oan be used over radio channels,
Cracking this system therefore beccass a matter
of solving the noise distorting system, DProjeot
C43 has had no experience along these lines,

K1, Ke, X8, K4, Soranbled vosoder ohan-
nsls oan theocretically de solved by matohing
osoillograns, Actually as mentioned in Seetion
4 above this procsdure is very diffioult because
the channels look so muoh alike,

Lll, L2, 13, Channel nixing systens would
be excsedingly difficult to handle oryptographe
{oally 4f a suffioclent number of channels were
involved so that noneoryptographic methods wers
inapplicable, The only possible method of at-
taok appears to be matehing spectrograms, 3inoce,
however, about 83 percent of normal speech con=
sista of pauses, many of the switoh points will
coour in thess pauses and it will therefors be
difficult to establish qontinuity by matehing.

7, Deternination of the Lessage

Tre objeotive of deccding nork is use
ually not to deteraine the codes used, but to
learn the intelligence which was trazsmitted un-
der these codes, -In the case of repsated oode
systens, the prosedurs for obtaining intelligence
{8 obvious onee the oode has been deternined by
the nathods outlined above, It is only neces-
sary to set this oode into a machins similar to
that used at the receiving end of the systea
being nonitored,and listen directly to the
transnitted speech, If the naterial has been
recorded while the ocode was being determined,
the recorded naterial can in general be decoded
in the saze way,

In the ocass of nonrspeated ccde sys-

tens, the deternination of the code sequence

| leavas us in general a long way from the detere
aination of the nessage, Obvicusly, all the
naterial must be recorded in sorambled form, It
is neocessary during the process to establish
tine reference points in the sorazble, perhaps
by superposing olickas or spurts of tone during
the reoordiny process, and referring the code
gequences to these points, A decoding machine
cuet be available, such as the one desoribed in
Prelininary Report llo. 18, which is adaptable to
a variety of ooding systeas, The code sequence

A
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Bust b6 set into this maohine perhaps in the
forn of a punched tapse, The sorambled amater-
{al must then be reprodueed and fed intc the
machine, maintaining proper synchronism batween
the reprodusing and descding systems, Obviously,
this is a very formidabdle job,

There are some alternative possibilie
ties which nay apply in epeoial sases, In the
oase of nonrepeated code TDS, for instanse, the
prooess of matching variable area patterns has
actually restored the spasch {n reproduoidle
fora, Variable area patterns can be played baok
just like the sound tracks used with motion ple-
tures, :

A playbaock maeline of this $ype is
desoribed in Preliminary Report No, 18, The re-
arranged elements are mcunted on a strip of ad-
hesive, and scanned with a light slit and
photosell,. Considerable noise is caused by the
joints between the separate elements, but this
oould be largely eliminated by a specially de-
signed asqueleh oiroult, perhaps controlled by 2
separate light beam and photosell to out off the
output wherever a joint is passing under the
soanning beam, The first attempt to use this
deooding method was unsuccessful, as disoussed
in Preliminary Report Ho., £8, EHowever, thers is
nothing basisally wrong with the method; it sim-
ply needs better execution than it received (n
the first attenpt.

It the solution of the ooding systen
recuires spestrograms rather than variable area
patterns, it is atill theoretiocally possible to
play baok the rearranged pleces, A playbask ma-
ohine for spectrograms is desoribed in Prelin-
inary Report lo, 17, Thia first model requires
& negative transparenoy of the spectrograns, to
be scanned by a light slit and photcoell, with a
aulti=frequency light ochopper interposed ahead
of the photocell, Again the method is basically
sound, The experimental machine desoribed in
the report needs considerable improvement efore
it will yield adequate quality for the purpose
desoribed above, in order to overcome the dee
gradation of quality caused by the joints, by
8light nisplacenents of the elements, by "apill-
over" at the boundaries, sto, Furthermorse, in
order to get good patteras for matehing, the
signal nust be subjected to a very high degree
of conpression, which distorts both the time and
the frequenoy distribution of energy. It nay be
neosssary to nmeke one kind of pattern for patoh-
ing, and another kind for playing baok, as was
done with the variable area patterns desoribed
in Prelizinary Report No. 28.
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As a fipnal alternative, it is possible
to learn to read speeoh speastrograms by visual
inspeotion, Theoretically, therefore, the rear-
ranged spesctrograms night yield the message df-
reotly. FHere again, however, the boundary
distortion will inorease the difficulty of read-
ing the patterns, It has also been found that
the best patterns for natehing are not the best
for reading, and it may be necessary to make two

aets of patterns, However, sinse speotrograas
have bean eontinually improving, the posaibility
of visually determining ths intelligense from
rearranged spectrograns must be listed as a dis-
tinot possibilityy, and one which, if it is feasi-
ble, is the zost general of all methods asince
the basio proocedurs is the same for all of the
sorambling methods whioh ocan be handled in this
manner,
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ERACTICAL SYALVATION OF PRIVACT STSTEND

The material in the foregoing chapters
is intended to bYe useful not only for possible
interception and decoding of soranbled messages,
but also to aid in the produstion of new privacy
systens, and ¢o estimate the degree of sesurity
whioh we might expest to obtain from these or
other syatens, Bxperience has Yhown that there
ia a strong tendenoy to underestinmate the secu~
rity or military value of a given privacy systenm
as soon as laboratory studies have indicated
that the systen oan be eracked, In this chapter,
therefore, an attenpt will be nmade to point out
the great differense between what might be
termed theoretiecal or laboratory evaluation and

‘ practieal or field evaluation, In order to

balance the effeot of the previcus ochaptera this
one is written from the standpoint, not of the
ran interested in deooding a system, but of the
nan interested in getting a praotical privasy
systen into use in the field,

1, Oracking Time

The objeotive of a laboratory study of
a privacy system is to obtain sone kind of quan-
titative measurs of the time or effort required
to dacode the systea, The questions are , "How
long does it take to deternine the code, and how
nmuoh equirment and how nany people are raquired?®
In general the procedure is to acquire a pair of
aotual nodels of the systen under sorutiny., The
coding and decoding processes are astudied in de-
tuil nossibly with the aid of nathenatioal anal-
yeis to deternine whether there are any weaknssms
or aay oharaoteristies of the coding process of
whioh edvantuge might be taken to asaist in the
oraoking process., Possibly a noneryptographie
nethod will be found to apply., In this case the
oracking time reduces substaniially to zero, 1If
nonoryptosraphio nethods are not applicable,
avuilable ecryptographio toole and methods are
brought to bear, Usually a new soranmbling ays-
ten will require modifications or chanses in the
existing tools or techniques, Possibly the basis
methods can be improved for use against this
particular syster, or possibly new nethods can
be deviged. °Presuzably after all this develop-
nent work the project personnel will have beocre
skilled in the art of decoding this partioular
systen, The osracking tims san then be deterrined
quantitatively, perhaps with eatimates as to how
far this nmay be reduaed by further skill,
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In the case of repeated code systezs,
the oraoking time determined in the above way
substantially represents the total decoding time,
hecause, as mantioned previously, this oode oan
be set into a receiving maschine and the nmessage
cbtained direotly, Soms additional time might
te added, however, for determining what was said
during the time that the cods was being deter-
nined, -

The procedure outlined above {s very
well {llustrated in the series of Preliminary
Reports covering the development of araoking
nethods for the repeated code TDJ systen, They
{nolude mathematical analysis (MNos, & and &), the
development of a new decoding tool (Moa, 1 and
%), and the reduction of the decoding technique
to a routine (Ho, 14), In the case of the zul=
tiplication system, the chronolegical steps are
all listed in one report (No. 18).

Too often the oracking time, an de-
terained above, is quoted without qualifisation
to desoribe the sesurity of a system, It ls,
of ocourss, usually understoocd thnt the use of
this figure involves the following assumptions:
(1) that the eneny knows all about the eoding
system (£) that he is aquipped with an sdequate
supply of the machines (our own models may still
be far from the produstion stage) (8) that he
has developed the same decoding tools and teche
niques that we have (some of our tools may b
entirely new and ssorst) (4) he is equipped with
an asdequate supply of the decoding tools, (5) he
bas trained men in their use, and (8) he is in a
position to receive a good signal frea of inters
ference, Such assumptions certainly represent
an extronms possibility, ZIxperience has shown
that there is a strong tendenoy to forget juat
how extreme a condition such assuzptions repre-
sent, Bven if the assumptions are valid thers
aro astill other faotors whioch affeot the mili-
tary valus of a privaocy systen as will be dise-
cussed in a subsequent seotion,

2, loprepeated Cods Systens

If the code ia ohanged pericdically
it may be necessary to have several deocoding
teans working in parallel in order to keep up
with the transmitted naterial, as was nentioned
in the previous chapter, The number of teazs
whioh will be required depends on the relatien
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between the intervals of the code ochanges and
the oracking time. No partiocular difficulty
presents itself in expreseing the decoding ef-
fort under these conditions in terms of man
hours., The evaluation i{s complicated, however,
by the necessity for additional equipment, not
only for decoding but for resording.

+In the sase of nonrepeated oode ays-.
tens, the oracking time for any given portion of
a massags will in general be long compared to
the duration of that portion of the message,
Every portion of the message must be oracked (a-
dividually, and the decoding effort can be ex~
preased as a ratio of decoding tima to nmessage
time, This watic may be 1,000 or 100,000 to 1,
that 4s, eaoh sescond of nbssage will take 1,000
or 100,000 seconds to decode., Conversesly it
would require 1,000 or 100,000 teams to keep up
with the messages as they are spoken,

Thais kind of evaluation is somewhat
unsatisfaotory, because the length of time i¢
will take the enemy $o detarnine the intelligence
in & partiowlar sentence whioch night earry mili-
tary information will depend on whether or not
he is at the monent working on this sentence or
whether he is wasting his ¢tine decoding previous
naterial whioh misit contain no information of
value to him, It has in faod been proposed that
the security of sush high=privasy systems oould
be nateriully enhanced by keeping the oircuit
100 per cent busy with all kinds of material,

"possibly even from recordings, making certain

that the enemy has no way of deteraining when
the oirouit is being used for passing important
{nforaation, A8 in the case of nonrapeated code
syatems, it seema a bit unrealistio in evaluating
such a system to assume that the enemy will seiss
upon the few geconds of message time which are
iaportant, and to compute the length of time 4% -
will take hin to deocde that portion of the mes-

8038,

3. Qode Analysis

liany schenes have been proposed for
generating everchanging codes by a combination
of short cyoles geared together in such a way
that the nunber of eleasnts in the oycle is the
produet of the number of elements in the indivia-
dual oyoles, One schemo is to use odd ratios,
such as 9% to 100, so that the code ayole will
not repeat until the smaller wheel has made 100
revolutions, In other words there are 9,900
steps in the code oyole before it repeats.
Another scheme is the oyclometer type in whioch
one wheel rotates one atep for eaoh revolution
of another wheel., Again the total oyole is

the produet of the number of steps on the indi-
vidual wheels,

Sueh sohemes should be distinguished
fron truly nonrepeating codes, because wherever
oyolie processes are used, they ars subjest to
analysis. This is a natter pertinent to the
field of oryptanalysis and will not be disoussed
here., 1In gensral it may be said that the dif-
ficulty of solving sueh long oyoles iz not de-
ternined by the total length but rather by the
length of the individual subeyoles. ’

Systens designed to produse a long
code sequence usually sontain provision for reage
justing or realigning certain elemsnts period-
ically or from day to day. Assuming that we
know all about the system exsept the momentary
settings, estimates oan usually be aade of the
longth of time and the number of people &t would
taks to determine the unknown settings by ana-
lysing & given sazple of the code segusnse, The
analyst requires a kmowledge of the code for a
long sequence of scrambled spesch before he can
begin the work aimed at deteraining the uaknowa
settings, He must obtain and solve a suffi-
olently long sample of the soramble by the
methods outlined in the previous shapters and
then analyre this sequence to obtain the set-
tings, Too frequently the evaluation of a
coding system s based on the analysing time
alons whareas the time required for solving or
unsorambling a loang sequence of soranbled speech
nay be overwhelaingly greater than the analyezing
time, In fast 4f there is no way of solving the
code sequence from the soramble elone, then the
analyet oan contribute nothing, and the system
is 8%il) seoret regardless of any inherent weake
ness of the oyolie coding system,

4, Zigld Evaluation

The continuously ohanging militery sit-
uations of amcdern warfare require rapid neans of
conauniocation in order that the required aili-
tary actions can be taken, Obviously a perfestly
seouce speech privacy systex is of no military
value if it rsquires so zuch time for encoding
and decoding that it alows up the communication
syster to the point where appropriate steps can-
not be taken when needed, Obviously also a
cracking system is of no value if it is too slow
to pernit counter measures to be taken aceording
to the intercepted intelligense, For sertain
purposes 15 zinutes or even 5 minutes oracking
time is muoh too slow, Where this is true, a
privacy system giving 15 ninutes or 5 minutes
privacy is just as good as one with an hourt's
seourity, This is important because systems
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whioh afford a few ninutes of privacy uan be
produced in portable form, whereas those proe-
viding longer privacy, at the present writing
oannot,

Qonsider alse the equipmrent and traine
ed personnel required for decoding interoepted
conmuniocations, As a specifis example, the
small TDS unit requirsd about 18 minutes for de-
ooding but it required a van-losd of highly
specialized equipnent as described in Preliminary
Report Ho. 24, Suppose the small poertable TDS
unit were used in nany planes and tanks and other
pobile equipment that required some privecy.
Suppose alsc that different ocodes ware used
within different groups of units and that the
codea were ahanged at sonmea reasonabdle interval,
Would it be worth the enemy's while to provide
encugh decoding equipment end enough trained
personnel to follow these unita around and de-
oode their nessages? If it is not worth his
waile, then units rated as low in privasy nay
provide high grade privaoy under such conditions,

Obviously the foregoing does not spply
if the units are used to convey messages between
the higher echelons of conmand, In such ocases
the messages have a longer term signifioance to
the eneny, and Le oan ufford to devote consider=

able time and equipment to intersepiing and de-
coding them,

Advantage night also be taken of the
elemsnt of surprise, Supposze we suddenly
introduce in the field a low-grade privacy sys-
ten in large quantities, Hew long would it take
before the eneny diagnosed the system, developed
a decoding method, manufastured receiving seta
of the proper 4ype and also degoding equipment,
distributed these where needed and organiszed and
trai{ned psrsonnel to use them? Until he has
done these things the units provide somplete
seorecy., & different kind of systen night then
be introduced whioh would again previde ceoreoy
for a tins,

It {8 intended in tlw foregoing simply
to point out that there ars other considerations
in the evaluation of privacy systens than the
tine it takes a bighly spesialized group, such
ag the peraonnel of C-43, to decode the ayatex
under the {deal oonditions of a laboratory. The
deocding time alone {8 80 often quoted, because
it {8 the only elenment which van be deseribed
quantitatively, while thers is always theoreti-
oal agreemant about the existense of the other
oonsiderations apparently they ocannot be pointed
out too often or too strongly.
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: HONCRYPTQORAPRIQ DECODII LETHORS
Diagran Used by Risoussion
Big, C-43 Rege
' e
1. Qaptured Set or Fumotional Equivalent w
a, JFixed Condition -~ find by trial Yes o
b, Simple Program - get into step 27 . Yeos |
2. Compromise Degoding Uethods . ]
a8, Intermediate Condition Yes 3‘
b, Listen to Portion of Frequency Band 28 and £9 - Yes 2‘
¢, Listen Part Time
4, Lialter, Poak Chopper, Cozmprassor 30 A,B,0 38
o, Reotifier 3l A,B, and 32 Yas 38
£+ Superposition k] Yos 38
8+ Approximats Code by Trial Yes 8
b, "Bpoil" Good Code by Recoding Yes 38
i, Direotional Diseriminator 34 No 37
3. Automatio Decoding :
a, Total Energy 38 Yas 37 i
b, Bnergy Fraquenoy Distritution’ 38 and 87 if 37
. 0. Piteh Change Correator Yo 38
d, Hobble Qorrector , e 38
0, Code Wave Generator Mo 39 ';
. ' f. Paraliel Autonatie o 3% ‘
' g8+ Inharmonie Deteotor Ito 8% !
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