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SUBJECT : SUBJECT : (S//REI. T9 USA , FVEY) FRAGORD - 01 TO USCYBERCOM 

TASKORD 13- 0244. ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2013. 

MSGID/ORDER/USCYBERCOM/13 - 0244 FRAGORD- 01/(S//REL TO USA , FVEY)// 

ORDTYPE/FRAGORD/USCYBERCOM// 

TIMEZONE/Z// 

REF/A/ (U) NO CHANGE. 

REF/B/ (U) NO CHANGE. 

REF/C/ (U) NO CHANGE . 

REF/D/ (U) NO CHANGE. 

REF/E/ (U) NO CHANGE . 

REF/F/ (U) NO CHANGE. 

REF/G/ (U) NO CHANGE. 

ADD . REF/H/TASKORD/USCYBERCOM/5MAR2013// 
AMPN/ (U) REF HIS USCYBERCOM TASKORD 13- 0244--ESTABLISHMENT AND 
PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 
2013 /USCYBERCOM/05MAR13/TASKORD 13-0244/(S//REL)// 

NARR/ (S//REI. T9 USA , rn¥,) CHANGE . THIS ORDER TASKS SERVICE 
COMPONENTS TO EXECUTE BUILDING OF THE CMF FOR FY13. TASKORD 13-0244 
HAS BEEN MODIFIED TO REFLECT CHANGES IN SUSPENSE DATES, SERVICE 
COMPONENT TASKING$ , AND COMMAND AND CONTROL (C2) GUIDANCE . // 

GENTEXT/SITUATION/1 . (U) NO CHANGE. 

GENTEXT/MISSION/2. (U) NO CHANGE . 

GENTEXT/EXECUTION/3 . 

3 . A . (U) CONCEPT OF OPERATIONS . (U) NO CHANGE . 

Classified By: EmplD_UNKNOWN 
Derived From: NSA/CSSM 1-52 

Dated: 20070108 

Declassify On: 20380501 
SECRET//REL TO USA, AUS, CMI, {;BR, NZL 



SECRET//REL TO USA, AUS, CAN, GBR, ~IZL 

3 . B . (U) TASKS. 

3 . B.l . (U) NO CHANGE. 

3 . B . 2 . (U) ALL SERVICE COMPONENTS . 

3.B . 2 . A . (U) NO CHANGE . 

3.B . 2.B. (U ) NO CHANGE . 

3 . B . 2 . C . (U) DELETED . 

3.B . 2 . D. (U) NO CHANGE . 

3 . B . 2 . E. (U) NO CHANGE . 

3 . B . 2 . F . (U) NO CHANGE . 

3 . B . 2 . G. (U/~ CHANGE . PROVIDE STATUS OF MISSION TASKS, TEAM 
COMPOSITION , AND READINESS ASSESSMENT FOR EACH FY13 CMF TEAM TO 
USCYBERCOM ON A SEMI-MONTHLY BASIS ON THE SECOND AND FOURTH TUESDAY 
OF EACH MONTH . REPORTING FORMAT IAW THE CYBER FORCE IMPLEMENTATION 
STRATEGY TEAM (CFIST) SHAREPOINT PORTAL: 
HTTP://INTELSHARE . INTELINK . IC . GOV/SITES/J35/CFIST/DELIVERABLES/ . . . 
NAVIGATE TO THE FOLDER LABELED , " TASKORDS ", THEN " TASKORD FY13 " THEN 
SELECT ATTACHMENT 2 . 

3 . B . 2 . H. (U/~ CHANGE . PROVIDE INDIVIDUAL TRAINING REQUIREMENTS 
FOR TEAM MEMBERS AND PROSPECTIVE TEAM MEMBERS , AS WELL AS YOUR 
COMMAND ' S TRAINING POC , TO USCYBERCOM J7 . TRAINING PLAN AND STANDARDS 
PROVIDED IN REF D; DETAILS CAN BE FOUND BY CONTACTING USCYBERCOM J7 
(SEE 5 . C . 8) ; OR AT THE CFIST SHAREPOINT PORTAL : 
HTTP : //INTELSHARE . INTELINK.IC . GOV/SITES/J35/CFIST/DELIVERABLES/ . . . 
NAVIGATE TO THE FOLDER LABELED , "TASKORDS", THEN "TASKORD FY13 " THEN 
SELECT ATTACHMENT 2 . 

3 . B . 2 . I . (U) NO CHANGE . 

3 . B . 2 . J . (U) ADD . JOINT FORCE HEADQUARTERS - CYBER (JFHQ- C) 

3.B.2 . J . l. (U/~ ADD . NLT 01 MAY 13 , SERVICE CYBER COMPONENTS ARE 
TO PROVIDE A COMMANDER ' S ESTIMATE TO USCYBERCOM ON THEIR JFHQ-C 
INITIAL C2 ELEMENT . 

3.B.2 . J . 2 . (SI/REL '!'O USA, FVE'i) ADD . NLT 01 JUN 13 , SERVICE CYBER 
COMPONENTS ARE TO ESTABLISH AN INITIAL JFHQ- C C2 ELEMENT WITH AN 
APPROPRIATE LEVEL OF PRESENCE AT THEIR DESIGNATED CRYPTOLOGIC CENTER . 
THE INITIAL JFHQ-C C2 ELEMENT MUST BE CAPABLE OF , AS A MINIMUM , 
COORDINATING AND DECONFLICTING INSTALLATIONS AND LOGISTICS (I&L) 
ISSUES FOR EMERGING CMF TEAMS (TO INCLUDE CO-LOCATED CPPS) AT EACH 
LOCATION . SERVICE CYBER COMPONENTS ARE ENCOURAGED TO DEVELOP THE 
INITIAL JFHQ- C C2 ELEMENT AS RAPIDLY AS POSSIBLE TO ASSUME MISSION 
COMMAND OF ATTACHED CMF TEAMS. WHERE INITIAL JFHQ- C C2 ELEMENTS LACK 
THE CAPACITY TO ASSUME MISSION COMMAND DIRECTLY OVER ATTACHED 
OPERATIONAL CCMTS AND CCMT/DSTS , THE NMF HQ WILL DIRECT THE 
RESPECTIVE CCMT MISSIONS . JFHQ- C COMMANDERS ARE TO LIAISE WITH 
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USCYBERCOM TO AGREE A FORMAL DOCUMENTED HANDOVER OF COMMAND AND 
CONTROL RESPONSIBILITY FOR CCMTS WHEN THE JFHQ- C COMMANDER HAS THE 
CAPACITY TO ASSUME THAT RESPONSIBILITY . 

3.B . 2.J.3 . (S//REL 'l'O 9SA, ~ ADD . NLT 01 AUG 13, SERVICE CYBER 
COMPONENTS ARE TO PROVIDE AN OPERATING CONCEPT FOR EXECUTING FULL C2 
AT THE JFHQ-C LEVEL . JFHQ- C MISSION, ESSENTIAL TASKS , FUNCTIONS AND 
IOC/FOC CRITERIA WILL BE PROVIDED VIA SEPCOR. SERVICE CYBER 
COMPONENTS ARE ENCOURAGED TO PRESENT THEIR JFHQ- C READY TO ASSUME 
FULL C2 ASAP HOWEVER IOC IS TO BE NLT 30 SEP 13. 

3 . B . 2 . K . (U) ADD . JFHQ- C COMMAND AND CONTROL 

3 . B . 2 . K . l . (U/~ ADD . THE USCYBERCOM OPERATIONAL DIRECTIVE 12- 001 
IS RESCINDED AT THIS TIME. A NEW OPERATIONS INSTRUCTION (OI) WILL BE 
PUBLISHED BY THE COMMAND AS SOON AS PRACTICABLY POSSIBLE AFTER THE 
JOINT STAFF ISSUES A CYBER C2 EXORD (IN STAFFING) . IN THE INTERIM , 
THE SERVICE CYBER COMPONENTS ARE NOW ALIGNED IN ACCORDANCE WITH THE 
JOINT FORCE HEADQUARTERS-CYBER AS FOLLOWS: 

3 . B . 2 . K . 1 . A. (S//REL TO USA , ~ ADD . MARFORCYBER JFHQ- C 
(WASHINGTON): SOCOM . 

3. B. 2. K .1. B . (S//RBL 'l'O USA , ~ ADD. AFCYBER JFHQ- C (TEXAS) : 
STRATCOM, EUCOM . 

3 . B . 2 . K . 1.C . (SI/REL TO 9SA , ~ ADD . ARCYBER JFHQ- C (GEORGIA): 
CENTCOM , AFRICOM, NORTHCOM . 

3. B. 2. K. 1 . D . (SI/REL 'l'O USA , FYE¥) ADD . FLTCYBER JFHQ- C (HAWAII) : 
PACOM, SOUTHCOM . 

3 . B . 2 . K. 2. (S//REL TO 9SA, ~ ADD . CCMTS AND CCMT/DSTS 
OPERATIONALLY FIELDED AT CRYPTOLOGIC CENTERS AND NSA-W WILL. BE 
ATTACHED OPCON TO JFHQ- C IAW CCMD MISSION ALIGNMENT . ATTACHMENT OF 
OPERATIONAL CCMTS AND CCMT/DSTS TO JFHQ- C WILL FOLLOW JFHQ- C MEETING 
IOC CRITERIA AND FORMAL DOCUMENTED HANDOVER OF C2 RESPONSIBILITY FROM 
THE CNMF COMMANDER . THE JFHQ- C WILL BE RESPONSIBLE FOR THE TACTICAL 
LEVEL OPERATIONAL DIRECTION OF ALL ATTACHED CCMTS . FURTHERMORE , AS 
b)( 1) Sec. 1.4(a) , THE JFHQ- C WILL ALSO DIRECT AND OVERSEE 
RELATED CMF b)(1) Sec. 1.4(a) ISO THE MILITARY 
CMF MISSION , INCLUDING ENSURING THAT CCMT AND CCMT- DSTS UNDER THEIR 
C2 HAVE SUFFICIENT TRAINED AUDITORS AND INTEL OVERSIGHT OFFICERS. 
SERVICE COMPONENTS ARE RESPONSIBLE FOR MANAGING THE INTEGRATION AND 
COORDINATION OF CCMTS, CCMT/DST AND JFHQ- C AT THE CRYPTOLOGIC CENTER 
LOCATIONS AND WILL SUPERVISE AND COORDINATE , WITH USCYBERCOM, THEIR 
ESTABLISHMENT . SERVICE CYBER COMPONENTS ARE RESPONSIBLE FOR ADCON OF 
THEIR SERVICE CCMTS AND THEIR SERVICE JFHQ- C TO INCLUDE ALL 
LOGISTICAL SUPPORT WITH EXCEPTION OF FACILITIES . FACILITY PLANNING 
AND COORDINATION OF CCMTS AND JFHQ- C IS TO BE THROUGH USCYBERCOM 
J4. 

3.B . 2 . K . 3 . (U/~ ADD . COMMANDER JFHQ- C WILL ALSO ACT AS THE 
SENIOR USCYBERCOM COMMANDER IN LOCATION (COMMANDER MARFORCYBER JFHQ- C 
WILL REQUIRE FURTHER CLARIFICATION , TO BE DECONFLICTED WITH 
USCYBERCOM AND THE NMF HQ) . ROLES AND RESPONSIBILITIES OF THE SENIOR 
USCYBERCOM COMMANDER IN LOCATION ARE TO BE DEFINED BUT INCLUDE, AS A 
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MINIMUM , DECONFLICTING/COORDINATING I&L FOR ALL CO- LOCATED CMF , LOCAL 
SCHEDULING/DECONFLICTION OF MISSION ACTIVITIES (DELIBERATE AND TIME 
SENSITIVE) FOR ALL CO- LOCATED CMF TEAMS. 

3 .B . 3 . (U) ARCYBER. NO CHANGE . 

3.B.4 . (U) FLTCYBER . 

3.B.4.A. (U) NO CHANGE . 

3 .B . 4 .B. (S//iJ. TO YSA , F\ZEY) CHANGE. CONTINUE FY13 BUILD-OUT OF bbJ~1.>I 
~b)( 1) Sec. 1.4(a) LOCATED AT NSA CRYPTOLOGIC LOCATIONS . ~ _ 1.4(a) 

3.B.4.B . l . (S//REJ. TO USA, FVEY) CHANGE . INITIATE TRAINING AND ON 
ORDER TRANSITION PERSONNEL , NLT 30 SEPTEMBER 2013 , b)(1)Sec. 1.4(a) 

~b)(1) Sec. 1.4(a) i IN DIRECT SUPPORT OF b)(1) Sec. 1.4(a) 
LOCATED AT NSAW AND NSAG. NLT 1 JUNE 2013, FLTCYBER WILL PROVIDE A 
DETAILED PLAN TO TRANSITION NSAT FOOTPRINT tb)(1) Sec. 1.4(a)! TO NSAW AND 
NSAG. 

~3_._B_._4_."""C_. __.(-'-S '-/ .:.../Po_lE_J._ T_O_ U'-S'-ll--'. ,_ F1_1E_ Y.._) ___.;;.C_HAN_ G-"-E-'-. ---'I-'N.;....;;FY...c..cl=3_.,, ESTABLISH AND MAN 
~~b_)(_1)_S_e_c_.1_.4_(_a) _________________ __,j ISO COMBAT SUPPORT 
MISSIONS AS FOLLOWS : 

3 .B . 4 .C. l . (U) NO CHANGE . 

3 .B.4.C .2 . (U) NO CHANGE. 

3 . B. 4 . C. 3 . (S//REJ. TO USA , rn} CHANGE . b)(1)Sec.1.4(a) IN DIRECT 
SUPPORT OF USPACOM b)(1) Sec. 1.4(a) 
INIT !ALLY LOCATED A''=T=--=-N=r=-=o=-=c,...--:,p=E=N=s -=-A=co-=-LA=-=--, --,F=L:-cO:-::R:-::I:-::D:-::A- .--=F=r=NAL=-=---=-L-=-oCA-=-="'T=I=-o=-=N.,,.,...b_)(_1 _) S_e_c_. ---l 
TO BE DETERMINED BY USCYBERCOM ICW FLTCYBER NLT END OF FY16 . 

3 .B . 4 . C. 4 . (S//REJ. TO USA , rn} ADD . ~b)(1)Sec. 1.4(a) j rso SOUTHCOM 
LOCATED AT NSAT . 

3.B . 4 . D. (U) NO CHANGE . 

3 .B . 5 . (U) AFCYBER . NO CHANGE . 

3.B.6 . (U) MARFORCYBER . NO CHANGE . 

3.B.7 . (U) NATIONAL SECURITY AGENCY (NSA). NO CHANGE. 

3 .B . 8 . (U) DEFENSE INFORMATION SYSTEMS AGENCY (DISA). NO CHANGE. 

3 .C . {U) COORDINATING INSTRUCTIONS . 

3 .C . l . (U/~ CHANGE . FOR A DEPICTION OF THE CYBER MISSION FORCE 
FY13 BUILD , GO TO THE CYBER FORCE IMPLEMENTATION STRATEGY TEAM 
{CFIST) SHAREPOINT PORTAL : 
HTTP://INTELSHARE . INTELINI< . IC.GOV/SITES/J35/CFIST/DELIVERABLES/ ... 
NAVIGATE TO THE FOLDER LABELED, "TASKORDS " , THEN "TASKORD FY13" THEN 
SELECT ATTACHMENT 1 . 

3.C.2 . (U/~ CHANGE . THE REQUIRED PERSONNEL DATA FORMAT FOR 
SUBMISSION TO USCYBERCOM CAN BE FOUND BY CONTACTING USCYBERCOM Jl 
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(SEE 5 . C . 2); OR AT THE CFIST SHAREPOINT PORTAL : 
HTTP : //INTELSHARE . INTELINK . IC . GOV/SITES/J35/CFIST/DELIVERABLES/ . . . 
NAVIGATE TO THE FOLDER LABELED , "TASKORDS", THEN " TASKORD FY13 " THEN 
SELECT ATTACHMENT 2 . 

3.C.3. (U/~ CHANGE. REFER TO THE TRAINING COURSE REGISTRATION 
INSTRUCTIONS , INDIVIDUAL TRAINING MA.PPED TO REQUIRED SKILL SETS, AND 
THE FY13 TRAINING SCHEDULE TO PROVIDE A BASIS FOR SERVICE ASSESSMENT 
OF TRAINING REQUIREMENTS. AS FUNDING PERMITS, USCYBERCOM AND NSA WILL 
MAKE SEATS AVAILABLE IN REQUIRED TRAINING COURSES BEYOND INITIAL 
SERVICE-SPECIFIC INDIVIDUAL TRAINING CAPACITY IOT FACILITATE EARLIEST 
POSSIBLE START OF INDIVIDUAL TRAINING REQUIRED FOR FY13 TEAMS . 
DETAILS CAN BE FOUND BY CONTACTING USCYBERCOM J7 (SEE 5 . C.8) ; OR AT 
THE CFIST SHAREPOINT PORTAL: 
HTTP : //INTELSHARE.INTELINK . IC . GOV/SITES/J35/CFIST/DELIVERABLES/ . . . 
NAVIGATE TO THE FOLDER LABELED , "TASKORDS " , THEN "TASKORD FY13 " THEN 
SELECT ATTACHMENT 2 . 

3 . C . 4 . (U) NO CHANGE. 

3 . C . 5 . (U) NO CHANGE. 

3.D. (U) CONSTRAINTS/RESTRAINTS . 

3 . D. l . (U) NO CHANGE . 

3 . D . 2 . (S//REL YSA , rn-) CHANGE . ANY CHANGES TO THE ASSIGNED NUMBER 
AND/OR TYPES OF TEAMS AND LOCATION MUST BE APPROVED BY CDRUSCYBERCOM . 
THE DMAG DECISION, CDRUSCYBERCOM INTENT , NSA RESOURCE PLANNING, AND 
CURRENT C2 AS.SUMPTIONS ARE BASED UPON ON kb)( 1) Sec. 1.4(a) 

b)(1) Sec. 1.4(a) 

b)(1) Sec. 1.4(a) I. IF ESSENTIAL TO ACHIEVE 
NEAR- TERM SUCCESS TO STAND- UP THE FY13 TEAMS , HOWEVER, IAW 
CDRUSCYBERCOM INTENT AND CONSENT, TEAMS AND PERSONNEL MAY BE PLACED 
AT ALTERNATE LOCATIONS , AS AN INTERIM MEASURE--PROVIDED REQUIRED 
MISSION ESSENTIAL SYSTEMS AND SUPPORT ARE ALREADY IN PLACE FOR THEM 
TO PERFORM THEIR MISSION . UNLESS PERMANENT RELOCATION IS APPROVED BY 
CDRUSCYBERCOM , SERVICE COMPONENTS SHALL PROVIDE A TRANSITION PLAN TO 
USCYBERCOM , WITHIN 60 DAYS OF THE TEAM ACHIEVING IOC, DETAILING HOW 
THE TEAM WILL ESTABLISH OPERATIONS AT CDRUSCYBERCOM DIRECTED 
END- STATE LOCATIONS NLT 4TH QUARTER FY16 . 

3 . D . 3 . (U) NO CHANGE. 

3 . 0 . 4 . (0) NO CHANGE. 

3.D.5 . (U) NO CHANGE . 

GENTEXT/ADMIN AND LOGISTICS/4. 

4 . A . (U/ ~ THIS TASKORD FURTHER REFINES TASKORD 12- 1462 TO 
ACCELERATE CMF BUILD PLAN (REF D) . 

4. B . (U/ ~ IOC AND FOC REQUIREMENTS. 
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4.C. (U) ADD. READINESS REPORTING 

4. C .1. (U/ ~ ADD. EACH CMF TEAM WILL BE ASSIGNED A JOINT UNIT 
IDENTIFICATION CODE (JUIC) WITHIN THE DEFENSE READINESS REPORTING 
SYSTEM-STRATEGIC (DRRS-S). ONCE CMF TEAM HAS BEEN DECLARED FOC, THE 
SERVICE CYBER COMPONENTS WILL ASSIGN THEIR IDENTIFIED PERSONNEL TO 
THE APPLICABLE CMF TEAM JUIC . THE APPROVED JOINT MISSION ESSENTIAL 
TASK LISTS (JMETLS) FOR THE CMF TEAMS WILL BE ESTABLISHED IN DRRS - S 
AS STAFF TASKS WITHIN USSTRATCOM JMET SN 5.5 . 11, MANAGE CYBERSPACE 
OPERATIONS . EACH CMF TEAM LEAD WILL BE RESPONSIBLE FOR THE MONTHLY 
ASSESSMENT OF THEIR APPLICABLE TASK(S) IN DRRS- S. 

4 . C . 2 . (U/~ ADD. USCYBERCOM/J7 WILL INCORPORATE THE CMF JMETL 
ASSESSMENTS IN THE MONTHLY USCYBERCOM CYBERSPACE READINESS REVIEW 
GROUP BRIEFINGS. 

GENTEXT/COMMAND AND SIGNAL/5. 

5.A. (U) NO CHANGE. 

5 . B . (U) NO CHANGE. 

5.C . (U) POINTS OF CONTACT (POCS): 

5 . C.l. (U/~ CHANGE. USCYBERCOM CYBER FORCE IMPLEMENTATION 
STRATEGY TEAM (CFIST) : kb)(3) 130b ! NSTS 969-3435, 
b)(3)130b NSA.IC.GOV; b)(3)130b NSTS 969-7684, 

NSA.IC.GOV; b)(3)130b NsTs 969 - 6304, Kb)(3)13obaNsA . IC.GOV; 
b)(3)130b NSTS 969-3405, kb)(3) 130baNSA.IC.GOV. 

5.C.2. (U) NO CHANGE. 

5.C.3. (U/~ CHANGE . USCYBERCOM J2: kb)(3)130b ! NSTS 
969-2660, kb)(3) 130b ~ NSA.IC.GOV; kb)(3)130b ! NSTS 969-6286, 

~b)(3) 130b ~NSA. IC . GOV. 

5. C. 4. (U/ ~ CHANGE. USCYBERCOM J35: b)(3) 130b NSTS 
969-3401, kb)(3)130b aNSA.IC.GOV; b)(3)130b NSTS 969-3465, 

~b)(3)130b~NSA . IC.GOV ~--------~ 

5 . C . 5. (U) NO CHANGE . 

5.C.6 . (U) NO CHANGE. 

5.C . 7. (U) NO CHANGE. 

5 . C . 8 . (U) NO CHANGE . 

5.C . 9. (U) NO CHANGE. 

5.C.10 . (U/~ CHANGE . USCYBERCOM JS: kb)(3) 130b 
~b)(3) ~NSA. IC . GOV. 
130b 

5 . D . (U) NO CHANGE. 

NSTS 969-2062, 

GENTEXT/AUTHORIZATION/FOR THE COMMANDER, ~kb~)(~3~) 1_3_0_b _______ _. 
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~b){3) 130b J3 DIRECTOR OF OPERATIONS . 

AKNLDGIYES .II 
++++ 
MIR : IIUNCLAS II 
DRAFT: USCYBERCOM JOC Duty Officer , FlCD , 966 - 8730 
REL: USCYBERCOM JOC Duty Officer , FlCD , 966-8730 
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