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UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755
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Michael Martelle

The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.W.
Washington, D.C. 20037

Dear Mr. Martelle,

Thank you for your September 21, 2018 Freedom of Information Act (FOIA) request for the
Joint Force Headquarters - Cyber (JFHQ-C) certification slide presentation from October 2013.

As the initial denial authority, I am partially denying portions of the document under 5 U.S.C. §§
552(b)(1) and (b)(3). The denied portions include classified national security information under
the criteria of Executive Order 13526 (labeled as (b)(1)), defense critical infrastructure security
information exempt from disclosure under 10 U.S.C. § 130e (labeled as (b)(3)), and personally
identifying information regarding personnel assigned to a sensitive unit exempt from disclosure
under 10 U.S.C. § 130b (also labeled as (b)(3)). U.S. Cyber Command is a sensitive unit.

If you are not satisfied with our action on this request, you may file an administrative appeal
within 90 calendar days from the date of this letter. If you submit your appeal in writing, please
address it to ODCMO, Director of Oversight and Compliance, 4800 Mark Center Drive, ATTN:
DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-1700. If you submit your appeal
by email please send it to OSD.FOIA-APPEAL@mail.mil. All correspondence should reference
U.S. Cyber Command case tracking number 19-R019.

You may also contact the Office of Government Information Services (OGIS), which provides
mediation services to help resolve disputes between FOIA requesters and Federal agencies.
OGIS may be reached at ogis@nara.gov, 202-741-5770, and 1-877-684-6448.

Sincerely,

ROSS A. MYERS
Rear Admiral, U.S. Navy
Chief of Staff




JFHQ-C Certification

Framework to Operationalize the
JFHQ

b)(3) 10 U.S.C. § 1300

The overall classification of this briefing is: FOR-SECRET// REL TO LISA_EVEY

UNCLASSIFIED/ /FOR-OFFCIALUSE ONLY



UNCLASSIFIED //FOR-OFRICIAL-USEONLY

* Section 1
— Problem Statement
— Purpose, Method, Endstate
— Certification Criteria

* Section 2
— JFHQ-C Mission Essential Task (MET) List
— JFHQ-C METs and Mission Critical Functions (MCF)

* Section 3
— USCYBERCOM Processes

* Section 4
— Integrated MET, MCF, and USCYBERCOM processes

* Way Ahead

UNCLASSIFIED [/ FOR-GRRCIALUSEDNLY 2



) hr o . .
2% O
-9
<4 s \Z
e \ >

95 Section 1:

%’ Problem Statement
Purpose, Method, Endstate
Certification Criteria

UNCLASSIFIED //FOR-OFHEIAL USE-ONLY 3



UNCLASSIFIED //FOR-GFHCIALUSEONLY

(@ Problem Statement

* Conduct distributed, full spectrum cyberspace operations (CO) across 4x
JFHQ-C that are responsive to planning and execution demands of the
Combatant Command’s while providing the overwatch and visibility
needed for USCYBERCOM.
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Purpose, Method, Endstate

* Purpose: To establish JFHQ-C criteria for initial and full operating
capability (IOC/FOC).

* Method: This brief aligns JFHQ-C mission essential tasks (METs) and
mission critical functions (MCF) with USCYBERCOM processes currently
used to conduct full-spectrum cyberspace operations (CO). It integrates
tactical actions contained in SOPs and daily battle rhythm into the JFHQ-
C METs and MCFs. This integration forms the basis to conduct individual
training to reach I0C. Collectively, the JFHQ-C and its sub-elements
demonstrate proficiency in these processes as part of Tier I/l exercises
to achieve FOC.

* Endstate: A METL-driven training program to baseline the individual
and collective JFHQ-C readiness assessment criteria necessary to
conduct full-spectrum, distributed CO.
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¥ Certification Criteria
* Certification occurs in two parts, individual and collective.

* Individual certification occurs upon mastery of individual training
standards as defined by the Commander, JFHQ-C.

* Collective certification occurs upon successful participation by the JFHQ-
C and its sub-elements in at least two major exercises. USCYBERCOM

evaluates the JFHQ-C and its sub-elements.

“For the purpose of certification, subordinate commands and
USCYBERCOM Directorates may nominate their participation in any of
the Command’s required exercises. This exercise nomination must take
place prior to the exercise and have a fully supported assessment plan,
both during and after the exercise event. The exercise must clearly
demonstrate the subordinate command and directorate abilities to
perform assigned JMETs. Additionally, analysis of Learning Management
System entries will be used to determine training readiness of individuals
assigned to the directorate. At least two major exercises (Tier | or II) must

be used to determine certification.”
(Joint Cyberspace Training and Certification Standards (JCT&CS) v1.2)
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UNCLASSIFIED /HOROFRICIALUSEONLY

Administrative Criteria Develops | Approves
1. | Mission, Tasks, Functions approved USCC Uscc
2. |JFHQ-C CONOPs approved SCC USCC
2.1 | Organization Design approved SCC UsCC
3. |JFHQ-C METL approved SCC ScC
4. |Joint Staff C2 EXORD signed uscc UsccC
Key subject elements of MOA/ISSA are established SCC, CSS,
5. |with applicable Service Cyber Components, Services SCC Services and
and NSA (MOA/ISSA not necessarily finalized). uSscc
5.1 | Team work-space allocation plan in place for |OC force SCC USCC
59 Operation.al process anq relationship with NSA at sce SCC and €SS
Cryptologic Centers codified.
Logistics and Support processes and relationships with SEC; €85,
5.3 |NSA, Services and Services Cyber Components are Scc Services and
codified. USCC
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JFHQ-C IOC Criteria

6. |/FHQ-C possesses manning and capability for C2 of sceC uscc
attached forces
- Individual Job Qualification Requirements are USCC?SCC USCC/SCC
Developed
8. Individuals are trained in accordance with their JQR SCC SCC
A functional Watch Element* (e.g. JOC) capable of
9 : e ScC uscc
supporting full spectrum cyber operations is in place
10. A functional 24/7 IROQ** cquble of supporting full sce USCC
spectrum cyber operations is in place
1. A functional intelligence oversight program is Nele USCC
established incorporating JFHQ-C as required
12 Contmwty of Operations (COOP) Procedures SCC SCC
established
13 USCC a_nd SCC J39 operational procedures integrated sce USCC
and codified
4d Repgr‘ting proceqlur.es, to include operational and sce sce
administrative missions
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A Building Block Approach to I0C/FOC

Collective Training
Unit Level

Collective Training
Sub-Element Level

Individual Events
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Tier I/1l Exercises
b)(1) Sec. 1.7(e)

Mission Rehearsal Exercise
JFHQ-C training

Sub-Element Validation
Events (SEV)
* Cyber Flag

« D)) Sec. 1.7(e)

Branch/Division training
Team/Section training

Individual qualification
oJT

Individual training pipeline
Formal initial training Training Plan
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@ JrHQ-C MET and MCF Background Information

* In March, 2013, USCYBERCOM established a working
group to develop the Mission Essential Tasks and
subsequent Mission Critical Functions for the JFHQ-

C. The WG performed a detailed scrub of the Universal
Joint Task List (UJTL) identifying all UJTL entries that were
listed under “Joint Task Force” and debated within the
WG on which JTF UJTLs were most relevant to the JFHQ-
C. The following METs and MCFs were reviewed and
approved by USCYBERCOM J3 in June, 2013.
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@ JrHQ-C Mission Essential Task List (METL)

1. Exercise C2 of all attached CMF 1SO CCMD mission.

2. Exercise SIGINT Authority, Mission Delegation and Intelligence Oversight (to
include SIGINT 10 and auditing) of all attached CMF ISO CCMD mission.

3. Plan and direct Cyber ISR, Cyber OPE, Cyber Attack and — when directed — Cyber
Defense actions to accomplish CCMD specified missions, and BPT conduct crisis
action planning and CO in response to global threats.

4. Coordinate, integrate, synchronize and de-conflict CO of attached CMF with
other JFHQ-C, NMF-HQ and USCC, operating in the same networks, at the
tactical level, to maximize operational effectiveness. Coordinate as required with
NSA Cryptologic Center Commanders.

5. Conduct intelligence operations; including managing CMF intelligence
requirements and the collection, production and dissemination of intelligence.

6. Coordinate JFHQ-C support functions for attached and for co-located CMF with
USCC, NSA, service and functional components; direct CMF training, exercises,
and readiness requirements.

JFHQ-C Mission Essential Tasks and Functions Brief dtd 21JUN13

UNCLASSIFIED /AFOR-OFFCIAL-USEONLY 12



UNCLASSIFIED / HFOR-GFFICIALUSEONLY

@ JFHQ-C MET 1 and MCFs

* MET 1: Exercise C2 of all attached CMF ISO CCMD mission. Command and
Control Joint Force Headquarters — Cyber

* Mission Critical Functions (MCF)
1.1 Exercise Command and Control of CMF maneuver teams
1.2 Report Readiness

1.3 Provide for Legal Services ISO planning & operations, except that all operational
SIGINT legal advice will be provided by NSA OGC

1.4 Maintain Operational Information and Force Status (Also supports Tasks 2-5)
1.5 Conduct Joint Force Staff Operations

1.6 Conduct operational synchronization and integration with JCC/JFCCC

1.7 Conduct Knowledge Management and Information Management
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[@® irHQ-C MET 2 and MCFs

* MET 2: Exercise SIGINT Authority, Mission Delegation and Intelligence Oversight
(to include SIGINT 10 and auditing) of all attached CMF ISO CCMD mission.

* Mission Critical Functions (MCF)
2.1 Manage the SIGINT collection process
2.2 Conduct asset management
2.3 Manage mission delegation
2.4 Oversee CMF Cryptologic Intelligence Oversight (CIO) program
2.5 Provide advice and guidance on SIGINT policy and procedures
2.6 Provide Operations & Intelligence system support
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@ JFHQ-C MET 3 and MCFs

* MET 3: Plan and direct Cyber ISR, Cyber OPE, Cyber Attack and — when directed
— Cyber Defense actions to accomplish CCMD specified missions, and BPT
conduct crisis action planning and CO in response to global threats.

* Mission Critical Functions (MCF)
3.1 Prepare Plans and Orders
3.2 Conduct Mission Analysis
3.3 Issue Planning Guidance
3.4 Develop COA/Prepare staff estimates
3.5 Issue Commander’s Estimate
3.6 Issue Plans and Orders
3.7 Coordinate battlespace maneuver & integrate with firepower

3.8 Support Target System Analysis, Electronic Target Folders and Target List
Production/Management

UNCLASSIFIED / HFOR-OFHCIAL-USE ONLY 15



@ JFHQ-C MET 3 and MCFs (Cont.)

* MET 3: Plan and direct Cyber ISR, Cyber OPE, Cyber Attack and — when directed
— Cyber Defense actions to accomplish CCMD specified missions, and BPT
conduct crisis action planning and CO in response to global threats.

* Mission Critical Functions (MCF)
3.9 Support HPT/HVT development
3.10 Conduct operational rehearsals
3.11 Conduct operational maneuver
3.12 Conduct effects and tactical assessments
3.13 Prioritize OPE and ISR efforts
3.14 Conduct dynamic targeting
3.15 Participate in Task Forces (Joint/interagency/international)

3.16 Conduct Computer Network Exploitation (CNE) enabling operations (Cyberspace ISR
and Cyberspace OPE)
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@ JFHQ-C MET 4 and MCFs

* MET 4: Coordinate, integrate, synchronize and de-conflict CO of attached CMF
with other JFHQ-C, NMF-HQ and USCC, operating in the same networks, at the
tactical level, to maximize operational effectiveness. Coordinate as required with
NSA Cryptologic Center Commanders.

* Mission Critical Functions (MCF)
4.1 Synchronize, deconflict, and integrate operations/fires
4.2 Coordinate employment of CO
4.3 Manage use and assighnment of terrain
4.4 Synchronize and integrate operations
4.5 Conduct Operational Assessment
4.6 Employ tactical cyberspace firepower
4.7 Coordinate and integrate joint/multinational and IA support
4.8 Coordinate with cryptologic enterprise elements (NSA)
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®) JFHQ-C MET 5 and MCFs

 MET 5: Conduct intelligence operations; including managing CMF intelligence
requirements and the collection, production and dissemination of intelligence.

* Mission Critical Functions (MCF):
5.1 Process and exploit collected operational information
5.2 Direct Joint Intelligence Support Element (JISE) operations

5.3 Perform Collection Management (Planning & Prioritization, Requirements
Management, & Tasking Cyber ISR Assets)

5.4 Conduct Intelligence Preparation of the Battlespace (IPB)
5.5 Gain & Maintain Situational Understanding

5.6 Provide Intelligence Support to Plans, Operations, and Fires
5.7 Develop Operational Targets

5.8 Conduct Cyberspace ISR

5.9 Conduct Single Source Exploitation

5.10 Provide SIGINT on Specified Targets

5.11 Produce Operational Intelligence

5.12 Conduct Intelligence Staff Operations
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@® irHQ-C MET 6 and MCFs

* Coordinate JFHQ-C support functions for attached or co-located CMF with USCC,
NSA, service and functional components; direct CMF training, exercises, and
readiness requirements.

* Mission Critical Functions (MCF):
6.1 Plan, Direct, and Execute Exercises
6.2 Provide Resource Management

6.3 Serve as the USCC Coordinating Authority facilitating as required, Service
Component ADCON through local coordination of admin, logistics & support
requirements for all co-located (attached and unattached) CMF

6.4 Serve as the USCC Coordinating Authority to coordinate and deconflict deliberate
mission scheduling for unattached, co-located CMF

6.5 Serve as the USCC Coordinating Authority to coordinate and deconflict time
sensitive operations for unattached, co-located CMF

6.6 Prioritize Architecture and Capabilities Development and Requirements (I1SO Task 4)
6.7 Coordinate Logistic Services

6.8 Manage Personnel Accountability & Strength Reporting

6.9 Provide Security (ACCM) Management & oversee STO/SAP operations

6.10 Conduct Joint Force Staff Operations

6.11 Conduct command designated coordination operations

6.12 Coordinate and direct weapon capability development

UNCLASSIFIED //FOR-OFFCIALUSE ONLY 19



UNCLASSIFIE D [ HOR-GFHEALISEONLY 20



UNCLASSIFIED [/FOR-OFHCIALUSEDNLY

USCYBERCOM Processes

* The following are the processes, B2C2WG and tactical actions that USCYBERCOM
uses to conduct full spectrum CO.

* Processes
P1 Cyberspace Tasking Cycle (Modified Air Tasking Cycle)
— Cyberspace Operations Directive (CyOD)
— Master Cyber Operations Plan (MCOP)
— Integrated Tasking Order (ITO)
— Special Instructions (SPINs)
— Joint Tactical Cyber Request (JTCR)
— Assessment (MISREPs, BDA/MEA/Re-strike/Re-target)
P2 Cyberspace Effects Request Form (CERF)

P3 b)(3)10 U.S.C. § 130e

P4 Planning Teams
P5 Operational Priorities and Intelligence Collection Priorities
P6 Joint Targeting Cycle
— Target Development: TDWG/JTWG
— Strike Package Coordination: JTCM
— Target Validation/Approval: JTCB
P7 Operations Synchronization

UNCLASSIFIED //FOR-OEFICIALUSE ONLY
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@) UsSCYBERCOM Process 1 and ITs

* P1: Cyberspace Tasking Cycle
* The Cyberspace Tasking Cycle is a modified air tasking cycle. It provides for effective
and efficient employment of Joint forces and capabilities. It is an iterative, cyclicis a
six step process to plan, schedule, execute, and assess full-spectrum cyberspace
operations.

* Individual Tasks (ITs)
1.1 Objectives, Effects, and Guidance (CyOD)
1.2 Target Development and Weaponeering (Joint Targeting Process)
1.3 Allocation (MCOP, JTCR)
1.4 ITO Production and Dissemination
1.5 Execution Planning and Force Execution (SPINs)
1.6 Assessment

* MISREP
* MOP/MOE
* Combat Assessment Process (BDA, MEA, and Re-strike/Re-target)

[0)(3) 10 US.C. § 130e

UNCLASSIFIED //FOR-OFHEIALUSEONLY 22



UNCLASSIFIED /AQR-OFHCIAL LISE ONLY

@ cyberspace Tasking Cycle

JFHQ-C

Objectives, Effects,
and Guidance
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USCYBERCOM Process 2 and ITs

« P2: Cyberspace Effects Request Form (CERF):

« A CERFis a formal request for USCYBERCOM operational support. It is the form
USCYBERCOM uses to receive, track, and provide operational effects in support of
planning and execution across all lines of operations: offensive cyberspace operations
(0CO), defensive cyberspace operations (DCO), and DOD global information grid
operations (DGO).

* Individual Tasks (ITs):

2.1 Links the desired effects with the tactical objective, operational goal and strategic
endstate

2.2 Records, tracks, and manages requests from the supported JFC

2.3 Assigned to planning team IAW time horizon and function

2.4 Facilitates dialogue/DIRLAUTH and transparency throughout the process
2.5 Automated status of planning tracker
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@) USCYBERCOM Process 3 and ITs

. b){3) 10 U.S.C. § 130e

* Individual Tasks (ITs):

b)(3) 10 U.S.C. § 130e
3.1

3.2
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USCYBERCOM Process 3 and ITs (Cont.)

(b)(3) 10 U.S.C. § 130e

* Individual Tasks (ITs):

3 3 (b)(3) 10 U.S.C. § 130e

UNCLASSIFIED //FOR-GFHEIALUSE-ONLY 27



UNCLASSIFIED //FOR-BFHEALUSEONLY

\;) Cyberspace Tasking Cycle

Objectives, Effects,
and Guidance

r—

Target
Development and
Weaponeering

6 ~ [b)(3)10US.C.§ 1308

iStrlke?Package" < Y

Execution Planning §
and Force Execution &

ITO =
Production and 4
Dissemination
LEGEND
CERF - Cyber Effects Request Form MCOP - Master Cyber Operations Plan
CYOD - Cyber Operations Directive ITO - Integrated Tasking Order
JTCR - Joint Tactical Cyber Request CCO - Cyber Control Order
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@ USCYBERCOM Process 4 and ITs

* P4: Planning Teams

— “Planning translates strategic guidance and direction into campaign plans,
contingency plans, and operations orders (OPORDs). Joint operation planning may be
based on defined tasks identified in the Guidance for Employment of the Force (GEF)
and the Joint Strategic Capabilities Plan (JSCP). Alternatively, joint operation planning
may be based on the need for a military response to an unforeseen current event,
emergency, or time-sensitive crisis.” (JP 5-0)

* Individual Tasks (ITs)
4.1 Strategy Division/Future Operations Team (J35)
* Base OPORD/EXORD
* Branches and sequel planning
Propose changes to ROE and Rules for Use Of Force (ROF)
Develop and coordinate the CyOD
Operational assessment reports and plans

UNCLASSIFIED //FOR-OFFCIALUSE ONLY
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@) USCYBERCOM Process 4 and ITs (Cont.)

* P4: Planning Teams

— “Planning translates strategic guidance and direction into campaign plans,
contingency plans, and operations orders (OPORDs). Joint operation planning may be
based on defined tasks identified in the Guidance for Employment of the Force (GEF)
and the Joint Strategic Capabilities Plan (JSCP). Alternatively, joint operation planning
may be based on the need for a military response to an unforeseen current event,
emergency, or time-sensitive crisis.” (JP 5-0)

* Individual Tasks (ITs)
4.2 Combat Plans/Joint Fires Element (J38)
* Conduct Crisis Action Planning
* Produce MCOP
Process/generate JTCRs
Produce ITO
Generate SPINs
Conduct combat assessments
Conduct advanced target development (Weaponeering)
Produce the draft JIPTL
Build and coordinate Strike Package
Manage Target Lists

L ]
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USCYBERCOM Process 4 and ITs (Cont.)

* P4: Planning Teams

— “Planning translates strategic guidance and direction into campaign plans,
contingency plans, and operations orders (OPORDs). Joint operation planning may be
based on defined tasks identified in the Guidance for Employment of the Force (GEF)
and the Joint Strategic Capabilities Plan (JSCP). Alternatively, joint operation planning
may be based on the need for a military response to an unforeseen current event,
emergency, or time-sensitive crisis.” (JP 5-0)

* Individual Tasks (ITs)
4.3 Current Operations (J33)
* Provide constant monitoring and support of missions

Publish changes to ITO as necessary in response to changes in operations and/or
the operating environment

Develop reports as required

* Manage common tactical/operational picture
Conduct dynamic targeting

Provide real time intelligence
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Objectives, Effects,
and Guidance

Target
Development and
Weaponeering

Execution Planning 3 ot ion
and Force Execution ! :

ITO ;
Productionand 4
Dissemination

LEGEND
CERF - Cyber Effects Request Form MCOP - Master Cyber Operations Plan
CYOD - Cyber Operations Directive ITO - Integrated Tasking Order
JTCR - Joint Tactical Cyber Request CCO - Cyber Control Order
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@ USCYBERCOM Process 5 and ITs

* P5: Operational Priorities and Intelligence Collection Priorities

* The priorities process allows the Commander to shift his main and supporting efforts
by periodically assessing operational priorities within three mission areas (Defend the
Nation, Operate and Defend the DODIN, and Support to Combatant Commanders).
The process aligns intelligence collection efforts with operational priorities.

* Individual Tasks (ITs):

5.1 Priorities Working Group (PWG) - Analyzes demand signal from CERFs and command
guidance against current operational and planning priorities. Creates proposed
operational planning priorities for approval by DCDR via J2/13/J5 review.

5.2 Collection Management Working Group (CMWG)

* Reviews and prioritizes Joint Integrated Prioritized Collection List (JIPCL) —
intelligence, access, capability, and interagency requirements

* Develops intelligence collection guidance and priorities for ISR forces
* Provides status of collection actions and evaluates effectiveness of collection
* Deconflicts Command/Service Cyber Component (SCC) requirements
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@ cyberspace Tasking Cycle

Target
Assessment Development and
Weaponeering

6

. 21)
Execution Planning Allocation
and Force Execution
5 p— -—
ITO
Productionand g
Dissemination
KEY
SOPs LEGEND
CERF - Cyber Effects Request Form MCOP - Master Cyber Operations Plan
Battle Rhythm (B2C2WG) CYOD - Cyber Operations Directive ITO - Integrated Tasking Order
JTCR - Joint Tactical Cyber Request CCO - Cyber Control Order
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USCYBERCOM Process 6 and ITs

* P6: Joint Targeting Cycle
* “Targeting is the process of selecting and prioritizing targets, matching the
appropriate response to them, and considering operational requirements and
capabilities.” (JP 3-60) Integrating and synchronizing planning, execution, and

assessment is pivotal to the success of targeting.

* Individual Tasks (ITs)
6.1 Target Development Working Group (TDWG) — Responsible developing targets
through the basic through intermediate development process and produces a vetted
target ready for advanced development. The focus of the TDWG is target status to

properly vet the target.

6.2 Joint Targeting Working Group (JTWG) — Responsible for approving entities for target
development and providing the status of advanced targets; ultimately producing a
target strike package to the JTCM for coordination. The focus of the JTWG is to ensure

fires and effects delivered in and through cyberspace support the objective(s).

UNCLASSIFIED [ FOR-BEHEIALUSEONLY
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@) USCYBERCOM Process 6 and ITs (Cont.)

* P6: Joint Targeting Cycle
« “Targeting is the process of selecting and prioritizing targets, matching the
appropriate response to them, and considering operational requirements and
capabilities.” (JP 3-60) Integrating and synchronizing planning, execution, and
assessment is pivotal to the success of targeting.

* Individual Tasks (ITs)

6.3 Cyberspace Strike Package - The primary product presented to the chairman of the
JTCB for the purpose of informing the Commander’s decision regarding the execution
of an operation. The Cyberspace Strike Package includes:

* Concept of Fires/Effects

Intel Gain Loss (IGL)

Political Military Assessment (PMA)

Collateral Effects Estimate (CEE)

Operation Legal Review (OLR)

Blowback Assessment

No Foreign Policy Objection (NFPO)

Risk Assessment Report (RAR)/Capability Target Pairing (CTP)
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USCYBERCOM Process 6 and ITs (Cont.)

* P6: Joint Targeting Cycle

* “Targeting is the process of selecting and prioritizing targets, matching the
appropriate response to them, and considering operational requirements and
capabilities.” (JP 3-60) Integrating and synchronizing planning, execution, and
assessment is pivotal to the success of targeting.

* Individual Tasks (ITs)
6.4 Target Validation

* Joint Targeting Coordination Board (JTCB) — On behalf of the supported or
supporting JFC, develop broad targeting priorities and other targeting guidance in
accordance with the JFC’s objectives as they relate operationally.
Approve/Disapprove addition of targets to USCC target lists or target, capability
and concept of fires release to COCOM.

* The JTCB validates a target in context of the plan or operation order it supports.
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if Cyberspace Tasking Cycle
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USCYBERCOM Process 7 and ITs

* P7: Operations Synchronization

* The Operations Synchronization (OPS-SYNC) meeting assesses operations executed
during the last 24-hours; evaluates ongoing operations for the present day ITO and
schedules and deconflicts operations out to 48-hours and beyond by annotating them
on a MCOP. The current intelligence picture, collection emphasis message, target
status, and readiness of forces and infrastructure inform this effort.

* Individual Tasks (ITs)
7.1 Deconflicting CO throughout the domain
7.2 Synchronizing CO with other kinetic or non-kinetic operations

7.3 Providing updates/support to efforts spanning all phases of the Cyberspace Tasking
Cycle

7.4 Integrating legal services in support of planning and operations
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Cyberspace Tasking Cycle
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@) Integration of METs/MCFs with USCYBERCOM
¥ processes

* The following slides outline how the major USCYBERCOM process integrate with
the METs/MCFs of the JFHQ. It nests individual tasks under mission critical
functions that support the mission essential tasks to show how the processes

employed by USCYBERCOM support each of the tasks that the JFHQ-C will
required to accomplish.
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@) JFHQ-C MET 1 and MCFs Integrated with
«* USCYBERCOM Processes

« MET 1: Exercise C2 of all attached CMF ISO CCMD mission. Command and
Control Joint Force Headquarters — Cyber.

« Mission Critical Functions (MCF)
1.1 Exercise Command and Control of CMF maneuver teams

. P3 b)(3) 10 U.S.C. § 130e

* P7 OPS-SYNCH:
IT 7.1 Deconflicting CO throughout the domain (Ref TA 3.3 Coordinate
Battlespace Maneuver and Integrate with Firepower )
IT 7.2 Synchronizing CO with other lethal or non-lethal operations (Ref TA
3.3)

1.2 Report Readiness

b)3) 10 U.S.C. § 130e
« P3 :

1.3 Provide for Legal Services ISO planning & operations, except that all operational
SIGINT legal advice will be provided by NSA OGC
« P7 OPS-SYNCH: IT 7.4 Integrating legal services in support of planning and

operations (Ref OP 4.4.7 Provide for legal services)
UNCLASSIFIED [/ FOR-ORRICIALUSE-QNLY
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@& JFHQ-C MET 1 and MCFs Integrated with
~* USCYBERCOM Processes (Cont.)

1.4 Maintain Operational Information and Force Status (Also supports Tasks 2-5)
g P3 b)(3) 10 U.S.C. § 130e

b)(3) 10 U.S.C. § 130e

* P7 OPS-SYNCH: IT 7.3 Providing updates/support to efforts spanning all phases of
the Cyberspace Tasking Cycle

1.5 Conduct Joint Force Staff Operations

* P1 Cyberspace Tasking Cycle: Outlines the steps and processes necessary to
conduct CO

* P4 Planning Teams: Properly organized teams following the Cyberspace Tasking
Cycle will accomplish the staff actions needed to successfully employ CO

1.6 Conduct operational synchronization and integration with JCC/IFCCC

b)3)10U.S.C.§1
. p3f@ § 1308

* P7 OPS-SYNCH :

IT 7.1 Synchronizing and Deconflicting CO throughout the domain (Ref TA
5.5.1 Conduct Force Link Up, TA 5.6.5.1 Coordinate employment of
Computer Network Operations in Joint Operations Area)

IT 7.3 Forum to discuss status of I&W and operations assessments (Ref TA 2.4
Discuss Tactical Warning Information and Attack Assessment)
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) JFHQ-C MET 1 and MCFs Integrated with
 USCYBERCOM Processes (Cont.)

1.7 Conduct Knowledge Management and Information Management
e P3 b)(3) 10 U.S.C. § 130e

* P7 OPS-SYNCH :
IT 7.1 Deconflict CO with the IC and adjacent units (Ref TA 5.6.5.1 Coordinate
employment of Computer Network Operations in a Joint Operations Area)

IT 7.3 Share Operational Intelligence
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@) JFHQ-C MET 2 and MCFs Integrated with
“# USCYBERCOM Processes

* MET 2: Exercise SIGINT Authority, Mission Delegation and Intelligence Oversight
(to include SIGINT 10 and auditing) of all attached CMF ISO CCMD mission.

* Mission Critical Functions (MCF)
2.1 Manage the SIGINT collection process

* IT 5.1 PWG: Creates operational planning priorities that informs the intelligence
collection priorities

* IT 5.2 CMWG: Prioritizes the JIPCL and develops collection guidance and priorities
for ISR forces

2.2 Conduct asset management
% P3 b){(3) 10 U.S.C. § 130e

2.3 Manage mission delegation
e P3 (b)(3) 10 U.5.C. § 130e

* IT 5.2 CMWG: Prioritizes the JIPCL and develops collection guidance and priorities
for ISR forces
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@) JFHQ-C MET 2 and MCFs Integrated with
X¥ USCYBERCOM Processes

2.4 Oversee CMF Cryptologic Intelligence Oversight (CIO) program

b)(3) 10 U.S.C. § 130e
. P3

(b)(3) 10 U.S.C. § 130e

2.5 Provide advice and guidance on SIGINT policy and procedures

« P7 OPS-SYNCH: IT 7.4 Integrating legal services in support of planning and
operations (Ref OP 4.4.7 Provide for legal services)

2.6 Provide Operations & Intelligence system support

s B3 b)(3) 10 U.S.C. § 130e
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@® JFHQ-C MET 3 and MCFs

* MET 3: Plan and direct Cyber ISR, Cyber OPE, Cyber Attack and — when directed —
Cyber Defense actions to accomplish CCMD specified missions, and BPT conduct
crisis action planning and CO in response to global threats.

* Mission Critical Functions (MCF)
3.1 Prepare Plans and Orders

* P1 Cyberspace Tasking Cycle: IT 1.4 ITO production and dissemination (Ref OP 5.3
Prepare Plans and Orders, OP 5.4.1 Approve Plans and Orders, TA 3.3.1 Prepare the
Air Tasking Order)

* P2 CERF: IT 2.3 Initiates operational planning (Ref TA 5.6.5.1 Coordinate

Employment of Cyberspace operations)
= P3 b)(3) 10 U.S.C. § 130e

b)(3) 10 U.S.C. § 130e

* P4 Planning Teams: IT 4.2 Prepare the ITO, MCOP, JIPTL, and SPINs (Ref TA 3.3.1
Coordinate Air Tasking Order)
3.2 Conduct Mission Analysis

* P4 Planning Teams: IT 4.1 Conduct Branch and Sequel planning IAW the Joint
Operation Planning Process (JOPP) outlined in JP 5-0
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@ JFHQ-C MET 3 and MCFs (Cont.)

3.3 lIssue Planning Guidance

« P1 Cyberspace Tasking Cycle: IT 1.1 Objectives, Effects, and Commander’s guidance
is disseminated to the JFHQ staff via the CyOD (Ref TA 5.6.5.1 Coordinate
Employment of Cyberspace Operations)

« P2 CERF: IT 2.1 Conveys Commander’s objectives, end state and desired effects to
the planning teams (Ref TA 5.6.5.1 Coordinate Employment of Cyberspace
Operations)

3.4 Develop COA/Prepare staff estimates
« P4 Planning Teams: IT 4.1 Conduct planning IAW the JOPP outlined in JP 5-0
3.5 Issue Commander’s Estimate
« P4 Planning Teams: IT 4.1 Conduct planning IAW the JOPP outlined in JP 5-0
3.6 Issue Plans and Orders
* P1 Cyberspace Tasking Cycle: IT 1.4 ITO Production and Dissemination (Ref
OP 5.3 Prepare Plans and Orders, OP 5.4.1 Approve Plans and Orders,
TA 3.3.1 Prepare the Air Tasking Order)

¢ p3 b)(3) 10 U.S.C. § 130e

b)(3) 10 U.S.C. § 130e

* P4 Planning Teams: IT 4.2 Prepare the ITO, MCOP, JIPTL, and SPINs (Ref TA 3.3.1
Coordinate Air Tasking Order)
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@® sFrHQ-C MET 3 and MCFs (Cont.)

3.7 Coordinate Battlespace maneuver & integrate with firepower
* P1 Cyberspace Tasking Cycle:
IT 1.3 Allocation
IT 1.4 Iterative, Cyclic process to plan, schedule and execute CO (Ref OP 3.1.2

Apportion fires, OP 5.3 Prepare Plans and Orders, OP 5.4.1 Approve Plans
and Orders, TA 3.3.1 Prepare the Air Tasking Order)

. P3 b)(3) 10 U.S.C. § 130e

* P7 OPS-SYNC: IT 7.1 Deconflict operations with the IC and adjacent units (Ref TA
5.6.5.1 Coordinate Employment of Cyberspace Operations)

3.8 Support Target System Analysis, Electronic Target Folders and Target List
Production/Management
* P1 Joint Targeting Cycle: IT 1.1, IT 1.2 Develop Targets through the advanced level
and place them on a targeting list (Ref OP 2.8 Provide Intelligence Support to Fires,
TA 2.1 Produce Electronic Target Folders)
* P4 Planning Teams: IT 4.1 Submit intelligence requirements and requests for

information as required to build a Target System Analysis (Ref OP 2.8 Provide
Intelligence Support to Fires)
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:ﬁ- JFHQ-C MET 3 and MCFs (Cont.)

3.9 Support HPT/HVT development
* P4 Planning Teams:

IT 4.1 Submit intelligence requirements and requests for information as
required to build a Target System Analysis (Ref OP 2.8 Provide Intelligence
Support to Fires)

IT 4.2 Prioritize HPTs/HVTs

* P6 Joint Targeting Cycle: IT 6.3 Prepare cyberspace strike package for Commander’s
approval

3.10 Conduct operational rehearsals
* P4 Planning Teams: IT 4.1, IT 4.2 Identify and rehearse key processes and elements
3.11 Conduct operational maneuver
* P1 Cyberspace Tasking Cycle:
IT 1.3 Translate JTCR onto the MCOP
IT 1.4 Produce ITOs from the MCOP
IT 1.5 Generate SPINs

* P7 OPS-SYNC: IT 7.1 Deconflict operations with the IC and adjacent units (TA 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)
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® JrHQ-C MET 3 and MCFs (Cont.)

3.12 Conduct effects and tactical assessments
* P1 Cyberspace Tasking Cycle: IT 1.6 Assessment (MISREPS, MOP/MOE, BDA)

” P3 (b)(3) 10 U.S.C. § 130e

* P4 Planning Teams: IT 4.1 Digest MISREPs and intelligence reports and produce
effects and tactical assessments

* P7 OPS-SYNC: IT 7.3 Disseminate assessment information (Ref TA 2.4 Disseminate
Tactical Warning Information and Attack Assessments)
3.13 Prioritize OPE and ISR efforts
* P1 Cyberspace Tasking Cycle:
IT 1.1 Objectives, Effects, and Guidance
IT 1.3 Allocation

o p3[pRITOUSCTT T

* P4 Planning Teams:

IT 4.1 Provide characterization of the cyberspace battlespace (Ref TA 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)

IT 4.3 Identify cyberspace activity as neutral, friendly, or adversarial (Ref TA 6.5
Provide for Combat Identification)

* IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR forces
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@ JFHQ-C MET 3 and MCFs (Cont.)

3.14 Conduct dynamic targeting

UNCLASSIFIED /HFOR-OFHEIALUSE-ONLY

* P4 Planning Teams: IT 4.2 Conduct planning/crisis action planning and produce
cyberspace strike packages as required to support dynamic targeting

* P6 Joint Targeting Cycle: IT 6.4 Validate targets at the JTCB and place them on a

targeting list to be prosecuted as targets of opportunity
3.15 Participate in Task Forces (Joint/Interagency/International)

* P2 CERF: TA 2.4 Facilitates dialogue/DIRLAUTH and transparency throughout the
process (Ref TA 5.6.5.1 Coordinate Employment of Cyberspace Operations

3.16 Conduct Computer Network Exploitation (CNE) enabling operations (Cyberspace ISR

and Cyberspace OPE)

P1 Cyberspace Tasking Cycle: Iterative, Cyclic process for planning, scheduling,

executing and assessing OPE and ISR missions

P3

(b)(3) 10 U.S.C. § 130e
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@ JFHQ-C MET 4 and MCFs

* MET 4: Coordinate, integrate, synchronize, and de-conflict cyber operations of
attached CMF with other JFHQ-C, NMF-HQ and USCC, operating in the same
networks, at the tactical level, to maximize operational effectiveness. Coordinate

as required with NSA Cryptologic Center Commanders.

* Mission Critical Functions (MCF)
4.1 Synchronize, deconflict, and integrate operations/fires
* P1 Cyberspace Tasking Cycle:
IT 1.3 Allocation (MCOP)

IT 1.4 ITO Production and Dissemination (Ref TA 5.6.5.1 Coordinate

employment of Computer Network Operations in a Joint Operations Area)
= P3 b)(3) 10 U.S.C. § 130e

* P7 OPS-SYNC:
IT 7.1 Deconflict CO throughout the domain (Ref TA 3.3 Coordinate
Battlespace Maneuver and Integrate with Firepower)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)

IT 7.3 Disseminate I&W information (Ref TA 2.4 Disseminate Tactical Warning
Information and Attack Assessments)
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JFHQ-C MET 4 and MCFs

4.2 Coordinate employment of Cyberspace Operations (CO)
« P1 Cyberspace Tasking Cycle: Iterative process that outlines the procedures
necessary for conducting CO (Ref TA 5.6.5.1 Coordinate employment of Computer

Network Operations in a Joint Operations Area)
e P3 b)(3) 10U.S.C. § 130e

« P4 Planning Teams: IT 4.2, IT 4.3 |dentify and rehearse key processes and
elements
* P7 OPS-SYNC:
IT 7.1, IT 7.2 Deconflict and synchronize CO with the IC and adjacent units
(Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower, TA 5.5.1 Conduct Force Link up)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)

IT 7.3 Disseminate 1&W information (Ref TA 2.4 Disseminate Tactical Warning
Information and Attack Assessments)
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4.3 Manage use and assignment of terrain
* P1 Cyberspace Tasking Cycle:

IT 1.3 Allocation - Systematically assign forces to battlespace areas (Ref Op
3.1.2 Apportion Fires)

IT 1.3 Allocation - Establish primacy on cyberspace assets/devices (Ref TA 6.5

Provide for Combat Identification)
. p3[feIioUSCETe

* IT 5.2 CMWG: Develop collection guidance and priorities for ISR forces
* P7 OPS-SYNC:

IT 7.1 Deconflict and synchronize CO with the IC and adjacent units (Ref TA
3.3 Coordinate Battlespace Maneuver and Integrate with Firepower, TA
5.5.1 Conduct Force Link up)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)
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4.4 Synchronize and integrate operations
e P3 [0)(3) 10 U.S.C. § 130e

* P7 OPS-SYNC:
IT 7.1 Deconflict and synchronize CO with the IC and adjacent units (Ref TA
3.3 Coordinate Battlespace Maneuver and Integrate with Firepower, TA
5.5.1 Conduct Force Link up)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)

IT 7.3 Identify cyberspace activity as neutral, friendly, or adversarial (Ref TA
6.5 Provide for Combat Identification)

4.5 Conduct Operational Assessment
« P1 Cyberspace Tasking Cycle: IT 1.6 Assessment

b)(3) 10 U.S.C.
« p3f@ § 1308

« P4 Planning Teams: IT 4.1 Digest MISREPs and intelligence reports and produce
effects and tactical assessments

« P7 OPS-SYNC: IT 7.3 Disseminate assessment information (Ref TA 2.4 Disseminate
Tactical Warning Information and Attack Assessments)
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@ JFHQ-C MET 4 and MCFs

4.6 Employ tactical cyberspace firepower

* P1 Cyberspace Tasking Cycle: IT 1.5 Execution Planning and Force Execution (Ref
OP 5.3 Prepare Plans and Orders, OP 5.4.1 Approve Plans and Orders, TA 3.3.1
Prepare the Air Tasking Order)

. P3 b)(3) 10 U.S.C. § 130e

* P7 OPS-SYNC:

IT 7.1 Deconflict and synchronize CO with the IC and adjacent units (Ref TA

3.3 Coordinate Battlespace Maneuver and Integrate with Firepower, TA
5.5.1 Conduct Force Link up)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3

Coordinate Battlespace Maneuver and Integrate with Firepower, TA 3.2.3
Conduct Interdiction)
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@® JFHQ-C MET 4 and MCFs

4.7 Coordinate and integrate Joint/Multinational and Interagency support
* P4 Planning Teams: IT 4.1 Conduct planning IAW the Joint Operational Planning
Process (JOPP) outlined in JP 5-0 and coordinate with Joint/Multinational forces
and the Interagency as required to deconflict plans
* P6 Joint Targeting Cycle:
IT 6.1 Develop targets and Vet them with the Interagency IAW CJCSI 3370.01
IT 6.4 Validate targets and cyberspace strike package at the JTCB IAW CJCSI
3370.01
» P7 OPS-SYNC:
IT 7.1 Deconflict and synchronize CO with the IC and adjacent units (Ref TA
3.3 Coordinate Battlespace Maneuver and Integrate with Firepower, TA
5.5.1 Conduct Force Link up)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower, TA 3.2.3

Conduct Interdiction)
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@ JFHQ-C MET 6 and MCFs

6.10 Conduct Joint Force Staff Operations (Cont.)
* P6 Joint Targeting Cycle
IT 6.1 TDWG: Develop targets through the intermediate stage and vet them
with the IC
IT 6.2 JTWG: Nominate and approve entities of interest for target
development, and conduct advanced target development of vetted targets
IT 6.3 Build cyberspace strike package to present at JTCM & JTCB

IT 6.4 JTCB: Approve the target and cyberspace strike package for tactical
engagement and place on JIPTL

* P7 OPS-SYNC:
IT 7.1, IT 7.2 Deconflict and synchronize CO with the IC and adjacent units

(Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower, TA 5.5.1 Conduct Force Link up)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)

IT 7.3 Providing updates/support to efforts spanning all phases of the
Cyberspace Tasking Cycle

IT 7.4 Integrating legal services in support of planning and operations (Ref OP
4.4.7 Provide for legal services)
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@) JFHQ-C MET 6 and MCFs

6.10 Conduct Joint Force Staff Operations
« P1 Cyberspace Tasking Cycle: Iterative, Cyclic process that allows staff officers to
plan, execute, and assess CO

. P3

b)3) 10 U.S.C. § 130e

« P4 Planning Teams: Properly organized teams following the Cyberspace Tasking
Cycle will accomplish the staff actions needed to successfully employ CO

* PS5 Operational Priorities and Intelligence Collection Priorities:

IT 5.1 PWG: Analyze demand signal from CERFs and command guidance
against current and operational planning priorities

IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces

IT 5.2 CMWG: Deconflict Command/SCC requirements
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@® 1rHQ-C MET 6 and MCFs

6.9 Provide Security (ACCM) Management & oversee STO/SAP operations

+ P3 b)(3) 10 U.S.C. § 130e

* P4 Planning Teams:
IT 4.1 Establish ACCM management program

IT 4.2 Submit JTCRs to add STO/SAP missions to the MCOP and ITO (Ref TA
5.6.5.1 Coordinate Employment of Cyberspace Operations)
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6.7 Coordinate Logistic Services
. P3 b)(3) 10 U.S.C. § 130e

« P4 Planning Teams: IT 4.1 Coordinate with USCC as required for logistic support
(Ref TA 4 Perform Logistics and Combat Service Support, TA 4.2 Provide
Sustainment)

6.8 Manage Personnel Accountability & Strength Reporting

. P3 b)(3) 10 U.S.C. § 130e
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@ JFHQ-C MET 6 and MCFs

6.4 Serve as the USCC Coordinating Authority to coordinate and deconflict deliberate
mission scheduling for unattached, co-located CMF (Cont.)

* P7 OPS-SYNC: IT 7.1, IT 7.2 Deconflict and synchronize Operations with the IC and
adjacent units (Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower)

6.5 Serve as the USCC Coordinating Authority to coordinate and deconflict time sensitive

operations for unattached, co-located CMF, Ops Sync
¢ P3 b){3) 10 U.S.C. § 130e

* P7 OPS-SYNC: IT 7.1, IT 7.2 Deconflict and synchronize CO with the IC and
adjacent units (Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower)

6.6 Prioritize Architecture and Capabilities Development and Requirements (ISO Task 4)

* IT 5.2 CMWG: Review and prioritize capability requirements; Deconflict
Command/SCC requirements
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6.3 Serve as the USCC Coordinating Authority facilitating as required, Service Component
ADCON through local coordination of admin, logistics & support requirements for all
co-located (attached and unattached) CMF

[6)(3) 10 U.5.C. § 130e
* P3

* P4 Planning Teams: IT 4.1 Coordinate with USCC as required for administrative,
logistic and operational support (Ref TA 4 Perform Logistics and Combat Service
Support, TA 4.2 Provide Sustainment)

6.4 Serve as the USCC Coordinating Authority to coordinate and deconflict deliberate

mission scheduling for unattached, co-located CMF
. P3 b)3) 10 U.S.C. § 130e

* P4 Planning Teams: IT 4.2 Submit JTCRs to add CO missions to the MCOP and ITO
(Ref TA 5.6.5.1 Coordinate Employment of Cyberspace Operations)
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6.1 Plan, Direct, and Execute Exercises (Cont.)
* P6 Joint Targeting Cycle:

IT 6.1 TDWG: Develop targets through the intermediate stage and vet them
with the IC

IT 6.2 JTWG: Nominate and approve entities of interest for target
development, and conduct advanced target development of vetted targets

IT 6.3 Build cyberspace strike package to present at JTCM & JTCB

IT 6.4 JTCB: Approve the target and cyberspace strike package for tactical
engagement and place on JIPTL

6.2 Provide Resource Management
* P1 Cyberspace Tasking Cycle:

IT 1.3 Deconflict infrastructure/Assets (Ref TA 5.6.5.1 Coordinate
Employment on CO)

IT 1.5 Establish SPINs and TTPs to protect tradecraft and capabilities ( Ref TA

6.8 Conduct Defensive Countermeasure Operations)
. P3 b)(3) 10 U.S.C. § 130e

* |IT 5.2 CMWG: Develop intelligence guidance and priorities for ISR forces
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6.1 Plan, Direct, and Execute Exercises (Cont.)

« P1 Cyberspace Tasking Cycle: Plan, execute, and assess CO (Ref OP 4.4.5 Train

Joint Forces and Personnel, OP 5.4.6 Conduct Operational Rehearsals)
e P3 b)(3) 10 U.S.C. § 130e

» P7 OPS-SYNC:

IT 7.1, IT 7.2 Deconflict and synchronize CO with the IC and adjacent units
(Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower, TA 5.5.1 Conduct Force Link up)

IT 7.3 Identify cyberspace activity as neutral, friendly, or adversarial (Ref TA
6.5 Provide for Combat Identification)

IT 7.3 Disseminate 1&W and operational assessment information (Ref TA 2.4
Disseminate Tactical Warning Information and Attack Assessments)
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@) IFHQ-C MET 6 and MCFs

* Coordinate JFHQ-C support functions for attached and for co-located CMF with
USCC, NSA, service and functional components; direct CMF training, exercises,
and readiness requirements.

* Mission Critical Functions (MCF):
6.1 Plan, Direct, and Execute Exercises
* P4 Planning Teams:

IT 4.1 Use intelligence reports to shape operational plans (Ref TA 2 Share
Intelligence)

IT 4.1 Establish primacy on cyberspace assets/devices (Ref TA 6.5 Provide for
Combat Identification)

IT 4.2 Establish SPINs and TTPs to protect tradecraft and capabilities (Ref TA
6.8 Conduct Defensive Countermeasure Operations)

* P5 Operational Priorities and Intelligence Collection Priorities:

IT 5.1PWG: Analyze demand signal from CERFs and command guidance
against current and operational planning priorities

IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces
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@ 1FHQ-C MET 5 and MCFs (Cont.)

5.12 Conduct Intelligence Staff Operations

* P1 Cyberspace Tasking Cycle: Iterative, Cyclic process that allows intelligence staff
officers to incorporate intelligence into plans and operations

* P5 Operational Priorities and Intelligence Collection Priorities:

IT 5.1 PWG: Analyze demand signal from CERFs and command guidance
against current and operational planning priorities

IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces
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@® JFHQ-C MET 5 and MCFs (Cont.)

5.11Produce operational Intelligence

* P1 Cyberspace Tasking Cycle: Plan, execute, and assess Cyberspace ISR (Ref TA
1.2.5 Conduct Site Exploration)

" P3 b)(3) 10 U.S.C. § 130e

* P4 Planning Teams:

IT 4.1 Establish primacy on cyberspace assets/devices (Ref TA 6.5 Provide for
Combat Identification)

IT 4.2 Establish SPINs and TTPs to protect tradecraft and capabilities (Ref TA
6.8 Conduct Defensive Countermeasure Operations)

* IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces

* P7 OPS-SYNC: IT 7.3 Disseminate operational assessment information (Ref TA 2
Share Intelligence)
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5.10 Provide SIGINT on Specified Targets

« P1 Cyberspace Tasking Cycle: Plan, execute and assess Cyberspace ISR (Ref TA
1.2.5 Conduct Site Exploration)

° P3 (b)(3) 10 U.S.C. § 130e

* P4 Planning Teams:
IT 4.1 Establish primacy on cyberspace assets/devices (Ref TA 6.5 Provide for
Combat Identification)
IT 4.2 Establish SPINs and TTPs to protect tradecraft and capabilities ( Ref TA
6.8 Conduct Defensive Countermeasure Operations)
« IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces
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@® JrHQ-C MET 5 and MCFs (Cont.)

5.9 Conduct Single Source Exploitation

* P1 Cyberspace Tasking Cycle: Plan and conduct Cyberspace ISR (Ref OP 5.6.5.4
Conduct Computer Network Exploitation (CNE) Enabling Operations)

- P3 b)}(3) 10 U.5.C. § 130e

* P4 Planning Teams:

IT 4.1 Establish primacy on cyberspace assets/devices (Ref TA 6.5 Provide for
Combat Identification)

IT 4.2 Establish SPINs and TTPs to protect tradecraft and capabilities ( Ref TA
6.8 Conduct Defensive Countermeasure Operations)
* P7 OPS-SYNC:
IT 7.1, IT 7.2 Deconflict and synchronize CO with the IC and adjacent units

(Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower, TA 5.5.1 Conduct Force Link up)

IT 7.3 Disseminate I&W and operational assessments (Ref TA 2.4 Disseminate
Tactical Warning Information and Attack Assessments)
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5.8 Conduct Cyberspace ISR (Cont.)
* P1 Cyberspace Tasking Cycle:
IT 1.5 Conduct Cyberspace ISR (Ref OP 5.6.5.4 Conduct Computer Network
Exploitation (CNE) Enabling Operations)
* P7 OPS-SYNC:
IT 7.1, IT 7.2 Deconflict and synchronize CO with the IC and adjacent units

(Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower, TA 5.5.1 Conduct Force Link up)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)

IT 7.3 Identify cyberspace activity as neutral, friendly, or adversarial (Ref TA
6.5 Provide for Combat Identification)

IT 7.3 Disseminate I&W and operational assessments (Ref TA 2.4 Disseminate
Tactical Warning Information and Attack Assessments)
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5.7 Develop Operational Targets (Cont.)

* P4 Planning Teams: IT 4.1 Conduct target system analysis on adversarial networks
(Ref TA 2.3 Produce Imagery Target Graphics)

* P6 Joint Targeting Cycle:

IT 6.1 TDWG: Develop targets through the intermediate stage and vet them
with the IC

IT 6.2 JTWG: Nominate and approve entities of interest for target
development, and conduct advanced target development of vetted targets

IT 6.4 JTCM: Deconflict targets with the IC and Joint forces and coordinate
cyberspace strike package

IT 6.4 JTCB: Approve the target for tactical engagement and place on JIPTL
5.8 Conduct Cyberspace ISR

¢ P3 b)(3) 10 U.5.C. § 130e

* P4 Planning Teams:

IT 4.1 Establish primacy on cyberspace assets/devices (Ref TA 6.5 Provide for
Combat Identification)

IT 4.2 Establish SPINs and TTPs to protect tradecraft and capabilities ( Ref TA
6.8 Conduct Defensive Countermeasure Operations)
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@ JrHQ-C MET 5 and MCFs (Cont.)

5.6 Provide Intelligence Support to Plans, Operations, and Fires
« P1 Cyberspace Tasking Cycle: Iterative, Cyclic process that allows intelligence
integration into the planning and execution of CO
* P4 Planning Teams:
IT 4.1 Use intelligence reports to shape operational plans (TA 2 Share
Intelligence)
IT 4.1 Conduct target system analysis on adversarial networks (Ref TA 2.3
Produce Imagery Target Graphics)

IT 4.2 Digest MISREPs and intelligence reports and produce effects and
tactical assessments (Ref OP 2.8.1 Provide Intelligence Support to Fires, OP
2.8.4 Provide Intelligence Support to Combat Assessments)
« P7 OPS-SYNC: IT 7.3 Disseminate 1&W and operational assessments (Ref TA 2.4
Disseminate Tactical Warning Information and Attack Assessments)
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@ JFHQ-C MET 5 and MCFs (Cont.)

5.4 Conduct Intelligence Preparation of the Battlefield (IPB)

* P1 Cyberspace Tasking Cycle: Plan and conduct Cyberspace ISR (Ref TA 1.2.5
Conduct Site Exploration)

* P4 Planning Teams: IT 4.1 Conduct target system analysis on adversary networks
(Ref TA 2.3 Produce Imagery Target Graphics)

5.5 Gain & Maintain Situational Understanding

* P1 Cyberspace Tasking Cycle: Plan, execute and assess Cyberspace ISR (Ref OP
5.6.5.4 Conduct Computer Network Exploitation (CNE) Enabling Operations)

. P3 b)3) 10 U.5.C. § 1308

b)(3) 10 U.S.C. § 130e

* P4 Planning Teams: IT 4.1 Use intelligence reports to shape operational plans (Ref
TA 2 Share Intelligence)

* P7 OPS-SYNC:

IT 7.1 Deconflict and synchronize CO with the IC and adjacent units (Ref TA
3.3 Coordinate Battlespace Maneuver and Integrate with Firepower, TA
5.5.1 Conduct Force Link up)

IT 7.2 Synchronize CO with other lethal/non-lethal operations (Ref 3.3
Coordinate Battlespace Maneuver and Integrate with Firepower)

IT 7.3 Identify cyberspace activity as neutral, friendly, or adversarial (Ref TA
6.5 Provide for Combat Identification)

IT 7.3 Disseminate I&W and operational assessments (Ref TA 2.4 Disseminate
Tactical Warning Information and Attack Assessments)
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5.2 Direct Joint Intelligence Support Element (JISE) operations (Cont.)

« P7 OPS-SYNC: IT 7.1, IT 7.2 Synchronize and deconflict operations with the IC and
adjacent units (Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower, TA 5.6.5.1 Coordinate Employment of CNO)

5.3 Perform Collection Management (Planning & Prioritization, Requirements
Management, & Tasking Cyber ISR Assets)
« P1 Cyberspace Tasking Cycle: IT 1.3 Allocation (Ref Op 3.1.2 Apportion Fires)

° P3 b)(3) 10 U.S.C. § 130e

* P4 Planning Teams:
IT 4.1 Establish primacy on cyberspace assets/devices (Ref TA 6.5 Provide for
Combat Identification)
IT 4.2 Establish SPINs and TTPs to protect tradecraft and capabilities ( Ref TA
6.8 Conduct Defensive Countermeasure Operations)
« IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces
« P7 OPS-SYNC: IT 7.1, IT 7.2 Synchronize and deconflict operations with the IC and
adjacent units (Ref TA 3.3 Coordinate Battlespace Maneuver and Integrate with
Firepower, TA 5.6.5.1 Coordinate Employment of CNO)
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* MET 5: Conduct intelligence operations; including managing CMF intelligence
requirements and the collection, production, and dissemination of intelligence.

* Mission Critical Functions (MCF):
5.1 Process and exploit collected operational information

* P1 Cyberspace Tasking Cycle: Iterative, Cyclic process where intelligence drives
operations

* P4 Planning Teams: IT 4.1 Use intelligence reports to shape operational plans (TA
2 Share Intelligence)

5.2 Direct Joint Intelligence Support Element (JISE) operations
* P1 Cyberspace Tasking Cycle: IT 1.3 Allocation (Ref Op 3.1.2 Apportion Fires)

e P3 b)(3) 10 U.S.C. § 130e

* P4 Planning Teams:

IT 4.1 Establish primacy on cyberspace assets/devices (Ref TA 6.5 Provide for
Combat Identification)

IT 4.2 Establish SPINs and TTPs to protect tradecraft and capabilities ( Ref TA
6.8 Conduct Defensive Countermeasure Operations)

* IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces
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@®) JFHQ-C MET 4 and MCFs

4.8 Coordinate with cryptologic enterprise elements (NSA)

* P4 Planning Teams:
IT 4.1 Conduct planning IAW the Joint Operation Planning Process (JOPP)
outlined in JP 5-0 and coordinate with NSA as required to deconflict plans

IT 4.1 Establish primacy on cyberspace assets/devices (Ref TA 6.5 Provide for
Combat Identification)

* P6 Joint Targeting Cycle:
IT 6.1 Develop targets and Vet them with the Interagency IAW CJCSI 3370.01
IT 6.4 Validate targets and cyberspace strike package at the JTCB IAW CJCSI
3370.01
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6.11 Conduct command designated coordination operations

* P1 Cyberspace Tasking Cycle: Outlines B2C2WGs necessary to ensure proper
coordination and integration with IC and adjacent/higher units

* IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces, and Deconflict Command/SCC requirements

* P6 Joint Targeting Cycle:

IT 6.1 TDWG: Develop targets through the intermediate stage and vet them
with the IC

IT 6.2 JTWG: Nominate and approve entities of interest for target
development, and conduct advanced target development of vetted targets
IT 6.3 Build cyberspace strike package to present at JTCM & JTCB

IT 6.4 JTCB: Approve the target and cyberspace strike package for tactical
engagement and place on JIPTL
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6.12 Coordinate and direct weapon capability development
* P4 Planning Teams:
IT 4.1 Conduct target system analysis on adversarial networks (Ref TA 2.3
Produce Imagery Target Graphics)
IT 4.1, IT 4.2 |dentify capability requirements and submit them for
prioritization and development
IT 4.2 Conduct advanced target development (Weaponeering)
« |IT 5.2 CMWG: Develop intelligence collection guidance and priorities for ISR
forces, and Deconflict Command/SCC requirements
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Way Ahead

* Staff IOC/FOC Certification Framework with Service Cyber Components

* Conduct Troops to Task analysis

* Either modify existing tactical actions contained in the UJTL to reflect CO or
submit new TA for inclusion in the UJTL

* Develop individual “Joint Qualification Requirements”

* Feasibility of Support considerations -

b)(3) 10 U.S.C. § 130e

— Work stations
— Training support
— Minimum systems & security requirements
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@) Terms of Reference

* Blowback — Assesses the potential risk of retribution from the target(s) if the
operation is detected and attributed to USCYBERCOM; assesses the vulnerability
of the GIG to potential cyber retribution

* Boards, Bureaus, Centers, Cells, and Working Groups (B2C2WG) — Staff functions
for planning, coordinating, and prioritizing operations

* Capability Target Pairing (CTP) — CTP is a report required for the ELA waiver and
ensures proper Operational Testing and Evaluation (OT&E)

* Cyberspace ISR — “Cyberspace ISR includes ISR activities in cyberspace conducted
to gather intelligence from target and adversary systems that may be required to
support future operations, including OCO or DCO” (JP 3-12)

* Cyberspace Effects Request Form (CERF) - The CERF is a format used to request
operational support in the cyberspace domain

(b)(3) 10 U.S.C. § 130e

Collateral Effects Estimate (CEE) — Estimates the collateral effects of each
target/capability pairing; first order effects on unintended targets involved with
the operation are evaluated using the CEE logic
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Y Terms of Reference (Cont.)

* Cyberspace Operations Directive (CyOD) — The CyOD focuses command activities
on operational priorities across all three Lines of Operation (LOO), including
DGO, DCO, and OCO and the Cyber Collection Guide (CCG) for the Operations
Directorate

* Cyberspace Operational Preparation of the Environment (OPE) — OPE consists of
the non-intelligence enabling activities conducted to plan and prepare for
potential follow-on military operations

* Cyberspace Strike Package — The cyberspace strike package is the primary
product presented to the chairman of the JTCB for the purpose of informing the
Commander’s decision regarding the execution of an operation

* Defensive Cyberspace Operations — Response Actions (DCO-RA) — Deliberate,
authorized defensive measures or activities taken outside of the defended
network to protect and defend DoD cyberspace capabilities or other designated
systems

» Evaluated Level of Assurance (ELA) — Established technical assurance levels that
define criteria for OCO Technical Assurance Standards (TAS) evaluations (DoDlI
3600.02)
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@ Terms of Reference (Cont.)

* Integrated Tasking Order (ITO) — Articulates the taskings for Joint CO for a 24
hour period

* Intelligence Gain Loss (IGL) — Indentifies the intelligence gain and loss associated
with target(s) and planned effects; Probability of Detection (PoD) and Probability
of Attribution (PoA) are evaluated with regards to the operation and capability;
Perceived PoA/PoD is also evaluated.

* Joint Collection Management Board (JCMB) — FO/GO decision board to review
command priorities and discuss intelligence collection, access, and capability
requirements; provide collection guidance, priorities, and direction for the
employment of cyber forces; communicate prioritized requirements and
synchronize collection actions supporting command planning and operations.
The JCMB also identifies and prioritizes intelligence capacity and capability
shortfalls.

* Joint Tactical Cyber Request (JTCR) — Specifies the timing and tempo of activities
conducted in and through cyberspace to achieve the supported commander’s
objective(s)
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Terms of Reference (Cont.)

« Master Cyber Operations Plan (MCOP) — The time-phased cyberspace operations
scheme of maneuver for a minimum 72 hour period that synthesizes
commander’s guidance, desired effects, supported component’s schemes of
maneuver, available resources, and friendly and enemy capabilities

* No Foreign Policy Objection (NFPO) — Assesses the absence of any objections
from the Department of State with relation to foreign policy

« Political Military Assessment (PMA) — Assess the potential political and military
response to perceived or actual attribution of the operation as characterized in
the order and TAB C to Appendix 16 to Annex C to an Order (Concept of Fires)

« Record of Fires — A comprehensive database of all executed cyberspace
operations documentation (e.g. ITOs, MISREPs, MISUMs)

« Risk Assessment Report (RAR) — Assesses the risk associated with the design and
operation of a particular capability

+ Sub-elements — Those formally recognized parts of a larger organization (e.g.
combat plans is a sub-element of an Air Operations Center)
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— JOB QUALIFICATION STANDARD (JOS)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD e
CERTIFIGATION

- _ | TASKSKNOWLEDGE -
- = JOS o« o - L= "

5 £ 2| TFCHNICAL REFTRINGE - $<| 32| 52|S22 B
= 2 = | OLECTIVE = 2 Es | =5 |IE32| 2
= 2 =| opveCTive: B g8 [ 22| 53 B5E| s
3 2 |8 gl gl I -

Caodes

4. (U) OC O MMission Lead J0OQS Formar
(U//FOE€) The OCO MLMS JQS consist of tasks using the above format that wall be assessed dunng Ul and OJT

penods pnor to certification of candidate. The proficiency codes will desigmate the level of proficiency that will be
measured for each task. Proficiency codes will also identify whether a task 1s erther Knowledge andior Performance
Lased. Tecluncal References and OLjectives will Le used as necessary to purde the candidates i deternumng recourses
necessary and delivery methods of trmning needed to master a rask  Failure to meet Core tasks sdentified in the JOQS wall

constitute immediate certification failure and resnlt in remediation and re-cemfication

4.1 (U} JOS Categones
(&4EE) The followang are the OCO ML/MS orgamzational categones for this JQS and are defined in the 138

COXNOP and Master Traanung Plan.

CATEGORY DESRIPTION
A USCYBERCOM Joul Operations Center
B Curent Offensive Cyber Operations
C Planv/Weapons & Tacties
2 Targeting
| ASSCRSIMeNTS

4 2 (L/FetE60) Knowledge Tasks™ Are to be fulfilled by researching the tasks and recording notes in the QJ T
Personal tminming record  Designated Qualified Battle Captains and or Mission Leads. as well as Staff SME can
until off on these tasks on the JOS watlun thewr nusston area. Candidates are encouraged to thoroughly study

tsks. tminng wanuals and resources aviulable. At the end of assigned tmunmg pened. candidates will iand
completed JQS 1n preparation for final assessiments and cetufication.

3 3 (U/AeE0) Performance Tasks' Are 10 be fulfilled by completing the action desenbed on the JQS wiule

under instriction (U1), OJT and supervised by prnimary tramee on shift Nonunces will record results and hours in
OJT personal trnmung record. When JOS tasks are completed successfully. the primary Qualified Bantle Captamns
and or Mission Leads. as well as Staff Massion Area Subject Matter Experts (SME) will review the OJT personal

trasung record and 1mnal off on JOS
Al (U/FSES) Ou the Job Trauuug (OJT). The OJT plun 1s desigmied wround the JOC schedule.

a 15 U1 Shifts: Desiuned to traw with certified mdividual on positivn assigned.
b. 3 Stand Alonc Shifrs: Weekend Day (Fn-Sun) on own individual basis. Work position to annotate any

oaps not addressed in the previous 15 Ul Shatts
c. £ U1 follow-on shilfts; Work with certified individual as lead for assigned position to address any gaps

not coverad i the onginal 15 Ul Shifs
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JOB QUALIFICATION STANDARD (JQS]

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

CERTIFICATION

- 3 | TASKOMNOMEDGE

= JCS > 5 - - 5
- =3 TECHMNICAL REFENENCES L ] 2 = 2 -g‘-'. 2| 5=
ac} 5 & n 8 §
T | oBJECTIVE = = “2 | 52 |BEx2 :
8 3 B & {‘3 == | == |30~ E
O fad s

A O (S ) USOC JOC Secunty aaxd Funcnonal Access

(5<REE) All JOC OCO MLAS candidates will check with the J38 Division SEL 1o venfy thar all securnity access
and Phase | traiming 15 completed LAW J38 Individunl Development Plan pnior to starting JQS  Candidates are
expected to validare that all mandatory annual and USSS maining requirements are completed and updated to
fraimng records.

For Mandatorv NSA Training sce linl: below. confirm completion cates are updated 1o training
records and JQS:

http-//www adet nva/adet neswebPrograms/Academic-Senvices NS A-CSS-Mandatory-
Tramme/mibitary cfin

OVSL 000 Sane O Troameng

functional Access Hoquirements Date NSO F s cf COmie e i E——
510 Obtuned Making
NSANET Acvoust e e e UVSL 15 (29 ecanmpus)
SPENET Account.
-
NIPENET Account OFSZ130] OFSEC
SIPP.PKI Token T [ R -
NSANEL IC PRI Cernficates
Cileate INTELINK accous! vo all nehvoihs > ‘Lol Iorelligence Cheracht hiavuss

— Dzl Authontes brned

Femzter PEIw b](3] 10 uU. S C.§130e
JAccess to tnforma | O SC 1100 (pa Vigen)
Set up el proup aml dwu OVEL/ 1300 (g0 ecamzpus)
Tpload JOC OCA PRI Ceinficates SICINT Loval B Raguireneai: ——e
Serup IPC €2 chataccount accest ) T )

Aumual Training: Uie Go € forFal) ~CRARTVO Wakh lidmz Awsiere

4.6 Undet Instnunconon (UL Duty Slnfits. Candidates will complete the tinmug on this JQRZJQS wath then
assigned Truuer/Instiuctor in the following muanner.

a. Complete prescribed Ul dury shaft assignments as the primnry ML, and or Mission Specialist
(M 3S5) with a qualified Mission Area Subject Matter Expert (SME). Your assigned trainer is:

Irancr’s Canature & Date Untered Tramng

[JOB QUALIFICATION REQUIREMENT]
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- Example JQR (Cont.)

JOB QUALIFICATION STANDARD (JQS)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

I

—

e
CERTIFICATION

= " | TASKS/KNOWLEDGE
w 8 n| Y¥QS: 2 § » »n S0 &
= € [ #| "EchNicaL REFERENCE: S | 22| BE| e |83 58
3 g |~| OBJECTIVE: T | 28| SE| S |ESE( 23
] ac v _— = - - -= o= = o O
» = 5 a» |3 = - [T &
S - 5]
TUSCYBERCOM Joint Operations Center (1.0-1.1.2 with poted exceptions) —
QPL2S5 | 2.0 1dexnfy, recommend, andé documert precesses and proceduwres to enadle 24X7.JOC & OCO 2a
cperazon SO CMDR USCC.
*11Qs:l.0
TR: 135, JOC & OCO CONO? & MTR[P)IG) T0US.C.§ 1308 lorr
0BJ: QT TBD
| OR1.2.8 | 124 Infor;elinl'ormmion wanagement and security conirols b
.| 9Qs:1.
TR: BS. JOC & 0CO CONOP & MTR[P)3) 10US.C. § 130e ot
0BJ: QT TBD
OPL25 | 224 E-tablich adequate azces: contol: 10 all OCO informanon bazed on pnincples of least b
rrvilege and need-to-knew IAW Command clasaficanon punde:.
“13Qs:1.1.0
'Ej?‘z\: 738.JOC & OCO CONO? & MTR{b)3) 10 US.C. § 130e |orT
| OBJ: QT TBD S
OF135 | 2290 Evahnte effectivene:s of all IT pladorzs for occg“nlm CERF. R2D2.12T Porta) 0
JQS::‘II U-5-G-
TR: J38. JOC & OCO CONO? & MTR [0)3) 10 § 55§ 130e |ort
.* OBJ: OT TBD
| OF1.2.5 | 2290 Execute USCC JOC Commury of Opensnon: (COOP) Plar 1c
_?'L 138. JOC & OCO CONO? & MIR{P)3) 10 US.C. § 130e o
OBJ:QTTBD
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JOB QUALIFICATION STANDARD (JQ3)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

— CERTIFICATION
L | TASKSMNOWLEDGE
e 2 T(:'curelf:A!,_nEFlERENCE' = Fa § - by o _;‘2; -:'f,
" r; ORJIECTIVE ..’—:‘ ;:a = : a .f_. = 2 -.-
g 8 & 3 - - o O
Current Offensive Cyber Operations(2.0-2.5.6.3 with noted exceptions) —
OP1.235 Generate, route 2nd mamtain SA on all OCO oxders coming mto or zent from Ie
0P3.1.2 USCYBERCOM (FRAGOS. OPORDS. EXORDS)
OP3.1.2 JQS: 2.0
TR: 138, JOC & OCO CONOP & :\mqbnai 10U.S.C. § 130e |orr
OBJ: QT TBD
OP1.25 Make recommendations to the Cyber Battle Captamn on OPR for CERF entnes. (ie. - than b
180 =J5: - than 180 J33)
1QS: 2.1
TR: 138, JOC & OCO CONOP & MIR {)(3) 10US.C.§ 130e |orT
OBJ: QT TBD
OP1.235 Generate and Approve Daily SPINS that accompany ITO 3e
JQS: 2.2
TR: J38. JOC & OCO CONOP & MR {P)3) 10US.C.§ 130e |orT
OBJ: OT TBD e
OP1.:3 Maintaia Situational Awarenes: and \anage IT platforms for the JOC & 0CO|P)S) 1“§ | ib
E‘QE?}: : {{ZDZ. J2T Portal) 130e
TR: J38.JOC & OCO CONOP & MTR[P)3) 10US.C. § 130e |orT
OBJ: QT TBD
OP125 Marnrain Situariona] Awareness and Mazage USCYBERCOMMAND JOC Portal 3¢
JOS: 2.3.0
TR 735 JOC & OCO CONOP & MTR fb)3) 10U.S.C. § 130e |orr
OBJ: OT TBD , ,
OP125 Mactain Situational Awarezes: 20d Manzgd ?)(3) 10 U.S.C. § 130e | id
1QS: 231
T?t J38.JOC & OCO CONOP & .\rmlib}ﬁl 10 U.S.C. § 130e |0rr
OBJ: QT TBD
OP1235 Martan Sitaatonal Awareness and Manapge the Cyvber Effects Request Form (CERF)Portal 4c
1Q5: 2.3.2
TR: J38, JOC & OCO CONOP & MTR fb)(3) 10U.S.C. § 130¢ jon
OBJ: QT TBD
QOP125 }(Izagntam Situational Awareress for the Operational Data Analy=1z Tool (ODAT) 2b
1233
TR: J38.JOC & OCO CONOP & *‘"RE“?" 10U.S.C. § 130e |orr
OBJ: OT TBD




Example JQR (Cont.)

FOP-SECRETFHRELTOUSAFVEY

JOB QUALIFICATION STANDARD (JQS5)
_ L ) OFFENSIVE CYBER OPERATIONS (0OCO) _HtlS_SION l_._EﬁL_ _
CERTIFICATIOM

. _ |l=| TasksxnowLEDGE
= ] P Jas: @ 5 -7304" 2al22, e
Lo = TECHNICAL REFERENCE: ) T2 o =8 - @
% 2 || 2] oBuecTive: e am | ES E% €3z 28
= z |2 a |5 |E| 8= |85 g°
O = (5] -
OPL2S 210 Maintam Sitaanenal Awarenaz: for the 624 OC R2D?2 Posal b

JQ5. 2,34

TX: 733, JOC & OCO CONOP & MTR[P)3) 10U.S.C. § 130e |orr

OBJ: QT T8D
OP1 2% 1o AMxntam Simatonal Awarsnez: for the C}'Emr Comunon ol'»nﬁﬂ_l Picture (C;imCOP)

Postal

JQ5. 2.3.5

TK: 138, JOC & OCO CONOP & MIR{D)3) 10 US.C. § 1302 |osr

OBI- QT TBD —
OPL25S 210 Alupenn fagmhan=anen wath J2W. DCO. DGO & NTOC IT platfonns and products that

LUPpOIT Cwl len! operalions.

JQS5: 2.3.6 —

TR: J38. JOC & OCO CONOP & MTR [b)3) 10 US.C. § 130e |orT

ORI- OT TBD
orl 1.0 Execute and eaforce detailed IO CNO operational related Plans and order: and

requirements at an operational level.

JQs: 2.4

TR: 138, JOC & OCO CONOP & MTR [P)(3) 10 U.S.C. § 130e |ort

OBJ: QT TBD
OPl 1.0.0 Act a3 JI8 Cluefin bz ke plbaeuce (Alizued with the Commende:™s watent)

JQS: 2.4.0

TX: J38. JOC & 0CO CONOP & MIR[P)3) 10 US.C. § 130e o

OBI-QT TB8D
orl 1.01 Eoforce and Exccute the Integrated Ta:hing Order

| JQs: 241

TK: J35, JOC & OCO CONOP & MTK.[B)(3) 10 U.S.C. § 130e |orT

OBJ: QT TBD
OP1 1.22 [:zua ITO to zubordinate unit= and parmer: for exocution

.| 30s.2.410
TR: J33. JOC & OCO CONOP & 1\1‘mfb]{3) 10U.S.C. § 130e |OJT
OBJ: QT TBD




Example JQR (Cont.)

FOP-SEGRETHREL-TO-USAFVEY

JOB QUALIFICATION STANDARD (JQS)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

Task rumbel
Core Tasks [

TASKSHNOWLEDGE
JAS:

TECHNICAL REFEREMCE:
OBJECTIVE:

CERTIFICATICON

Star cate
Complation
Data

Tiainee's
intials
Trainer's
Intials
Cenifying

iensy

Intials

Profi

Cffizial's

Codes

Q2| Citical Tasks

s —
b b
bt Wy

!.);!.J
(=R
—

*

Manage and Maintaiz QA of Integzzted Tazking Qrder (ITO)
108:2.41.1
TR: 38. JOC & OCO CONOP & .\mqblta) 10 U.S.C. § 130e |01r
OBl 0T TBD

X

0?1.25

Direct pozt executior azzez=ment and reporting of ITO actizns
JQS: 2412
TR: J38. JOC & OCO CONOP & MTR.[b)(3) 10U.S.C.§ 130e |orT
OBJ:QTTBD

4¢

Azzerz ITO actions 2ccordinz to indication: and warnings
JQS:2.4.13
TR: 138. JOC & OCO CONOP & MIR {b)(3) 10US.C. § 130e |orT
OBJ: QT TBD

4¢

02125

Coordiate ITO actiens accerding to indicazons and warniags
JQS:2414
TR: 38. JOC & OCO CONOP & MR 0)(3) 10U.S.C. § 130e |orT
OBJ.QT TBD

4t

Exectte ITO actions accordng to indicatiors and warnina:
JQS:2.4.1.5
TR: 138, JOC & OCO CONOP & MTR b)(3) 10 US.C. § 130e |orT
OBI: QT TBD

4¢

Assist the JOC CBC in developing a common operational picture (COP).
JQs: 25
TR: J38. JOC & OCO CONOP & MTR [b)(3) 10 U.S.C. § 130e | 0IT
OBJ:QT TBD

b

Report to leaderzhup 1f Commander Crineal Information Requirement has been met and
cubmit CCIR: when neceisay.
JQS: 150

TR: J38.JOC & OCO CONOP & MIR{P)(3) 10USC. § 130e |orT
OBJ. QT TBD

4¢




Example JQR (Cont.)

JOB QUALIFICATION STANDARD (JQS)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

CERTIFICATIOCN
= ) | TASKS/KNOWLEDGE 'l
= 8 wl JAS: e S - W g2 &
= E ¥ | TECHNICAL REFERENCE: 3 e | 82| 58 |S58f S8
e 2 | OBJECTIVE: = ag | £E=5 | £E= [E8= B8
3 = E [fm BE |[eXE]] BO
z z |3 » |8 [=7|=" [6°7] &
G - (5]
OPL2> | 19 Submux or respond o requests for de-contliction of CNO operations. zb
JOs: 2.5.1
TR: J38.JOC & OCO CONOP & MTR{P)(3) 10 U.S.C. § 130e |orr
©OBJ: OT TBD
OP125 Imtiate Bnefs and Repoits on adverzanal and fnendly zituation=. RIS
JQs:2.52
T?CJSS. JOC & OCO CONOP &:.\ITR[b]{3} 10 U.5.C. § 130e |OJT
QBJ: QT TBD
OP1.25 Send weekly SITREP from USCYCZRCOM to the JIATT that explun: post weeks 2¢
Offcazive Cyber Operation:.
JQS:2.53
TR: J38.JOC & OCO CONOP & MTRJP)(3) 10 U.S.C. § 130e |orT
OBJ: QT TBD
OP125 Hozt Opz Synchronuzanon Meetinz: meeting dezigned for all parnes to synchronize 2
operatton:.
JQs:2.54
TR: J38. JOC & OCO CONOP & MTRfb)(3) 10US.C. § 130e |osT
©OBJ: OTTBD
OP1 Eggbli:.h.and maintain poszitive control of Cyber Force:. Je
TR: J38.JOC & OCO CONOP & MTR{b)3) 10 U.S.C. § 130e |orT
OBJ: QI 1BD .
OP1.25 Maintain relationchips with USCC Directorates. DoD Compenent=. Intellizence Azencies, b
Law Enforcament (LE). US Govemmest and parmer orpamizations isvehwd m cyber
planmung or other related muzaon areas.
JQS:2.55.0
TR: J38.JOC & OCO CONOP & MTR|D)(3) 10 U.S.C. § 130e |orT
OBJ: OTTBD
OP1.23 Coordimnate with USCC Darectorates, DoD Components, Intelhzence Agencies. Law b
Enforcement (LE). US Governmert and partner orzanizations.
J08:2.55.1
TR: 138.JOC & OCO CONOP & MTR{b)3) 10 US.C. § 130e |orr
OBI: QT TBD

S ss SRR S




Example JOQR

JOB QUALIFICATION STANDARD (JQS)

OFFENSIVE CYBER OPERATIONS (OCQO) MISSION LEAD

CERTIFICATION _

2 _ | TASKSKNOWLEDGE
x 8 | JQS: ) 5 " » o0 ey
i E 5| TECHNICAL REFERENCE: o 2| 83 | g3 |>=3| 28
£ 2 "o - - a E= E= |€E8= &3
S i~ | OBJECTIVE: 8 = |58 &
3 ; » s | E 2= [ BE |g§=| 50
¥ é 3 2 B = = a
&) [ (5}
OPl 120 Idennfy and iluztrate the TACON and OPCON USCC Cyber Force Structure 2nd 3c
112 relationshaps.
JQ8: 1552
TR: 138, JOC & OCO CONOP & MIR [P)(3) 10 U.S.C. § 130e |orT
OBJ: QT 1BD
OP1 114 Eztablich ATERTCON Status with USCC controlled finng units. Je
JQ5:2353
TR 135, J0C & 0CO CONOP & MIR [)3) 10US.C. § 130e |orr
OBJ. QT TBD
OP1 115 Recommend Change= of ALERTCON Starus for USCC controlled fimng umuts, 3e
1QS: 2554
TR: 138, JOC & OCO CONOP & MTR[P)(3) 10 U.S.C. § 130e | orT
OBJ- QT TBD
OP1 120 Mairtain Operational control duning of finrg unitz during Title 50 and Title 10 operations. 3
J0S:2555
TR: J38.JOC & OCO CONOP & MTRfb)(3) 10U.5.C. § 130e |oiT
OBJ: QT TBD
OP1 1.1 Establish and ipaintain operational communications. b
1.2 JQ5:2.56
TR: J38.JOC & OCO CONOP & .\rrh'_[h)(?ul 10U.8.C. § 130e ]OJT
OBJ:- QT TBD
OP1 1.10 Eotablish ard puintain oper ationa] communications with Subotdinare OP Center. S
JQ5:2560
TR: J38, JOC & OCO COMOP & :xmt{b}(iil 10U.S.C. §130e | OIT
OBJ: QT TBD
OP1 111 Eztablizk and mamtain operational eemmumications with Finnz Unit=, Service Componexnts 3e
113 and COCOM CSE.

J0S:156.1
TR: J38. JOC & OCO CONOP & MTR[b)(3) 10 U.S.C. § 130e | orT
OBJ: QT TBD

FOPSECRET/H RELFO-USAFVEY




Example JQR (Cont.)

JOB QUALIFICATION STANDARD (JQS)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

Critical Tasks

Task number

Core Tasks []

CERTIFICATION

TASKSMKNOWLEDGE
JAs:

TECHNICAL REFERENCE:
OBJECTIVE:

Start dale
Completion
Dale
Trainee's
Indtials
Trainer's
Initials

Cerlfying
Official's

Intials

Proficiency
Codes

2

Initiate commurications with units TACON to USCYBERCOM.
1Q5:2.5.62
TR: J38. JOC & OCO CONOP & MTR[P)(3) 10 U.S.C. § 130e |orT
OBJ: OT TBD

L7
L]

OP1

Initiate communications subordinate commands OPCON to USCYBERCOM.

JQS:2.5.6.3
TR: J35. JOC & OCO CONOP & :\rrrL|(h)(31 10U.5.C. § 130e |orr

OBJ: QT TBD

Plans/Weapons & Tactics (3.0-3.90 with noted exceptions)

OPl1.2.5

(B
(]

Execute and maintain deliberate, dynamic and /or crisis plans TSP/TST.
JQSs:3.0
TR: J38. JOC & OCO CONOP & MTR fb)(3) 10U.S.C. § 130e |orT
OBJ: OT TBD

OP28§

341

Monitor icdications and warnings WRT Intel triggers to support ITO actions.
1QS: 3.1
TR: J38. JOC & OCO CONOP & MIR [P)(3) 10 U.S.C. § 130e | orT
OBJ: QT TBD

3c

OP125

351

Through the CSE. make zure current day s executions are in line wath COCOM CDR =
objectives.
JQ5: 3.2

TR: 138. JOC & OCO CONOP & .\mqtb)(S) 10U.S.C. §130e |orr
OBJ: QT TBD

e

aOPl1 75

30

NMaintam Simananal Awarsness nf enment svents thiniighant tha glabe and ha preparad to
cupport effective delivery of Cyber Effacts Request Procesz (CERF).

JQS5:3.3
TR: J38.JOC & OCO CONOP & MTR*'J)@] 10U.S.C. § 130e l oIT
OBJ: QT TBD

OP1.25

120

Tmplemext and evaluate a course of action to addrezs a declared zigmficant cyber event.
JQS: 3.4

TR: J33. JOC & OCO CONOP & MTR b)(3) 10 U.S.C. § 130e |orT
OBJ: QT TBD

98



Example JQR (Cont.)

JOB QUALIFICATION STANDARD (JQ3)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

CERTIFICATION

o - | TASKSIKNOWLEDGE
- 2 P ] ‘é » - @n . E "
= E 3 ;Ié(j:g;%féﬂﬁl‘&ﬂ ENCE" S §§ & -é o ;‘; z 3=l 3 %
— e = = 2 — -——— =
s} i 3 5
OP1 1.16 Initiate Recall procedures in rezponze to TSP/TST. Crizis Action.
JQS: 3.5
TR: J38. JOC & OCO CONOP & MTRfb)3) 10U.S.C. § 130e |orT
OBIJ: QT TBD
OPL.25 | 220 Execute Pre-Approved Actions (PAA =) at moment’s notice.
OP316 | 260 JQS: 3.6
6.1.1 TR: J38.JOC & OCO CONOP & MIR [P)3) 10US.C. § 130¢ | orT
OBJ: QT TBD
OP125 | 221 Build out communications plans as TSP/TST, enizis action situations arise.
JQS:3.7
TR: J38. JOC & OCO CONOP & MTR [b)(3) 10U.S.C. § 130e |orT
OBJ: QT TBD
OP3 4.3 Overzee and Assistin operational utilization and employment of weapons and
capabilities,
JQS:38
TR: J38.JOC & OCO CONOP & \lTREJ)(3) 10U.S.C. §130e —|01T
OBJ: QT IBD
OP125 | 216 Marntain nmely SA of imminent or kostile adversanal intentions or activitiez—to include
adverzanal intention: to corduct computer network attack (CNA)—which may impact the
command's OCO mission. rezources. or capabilinies,
JQS:3.8.0
TR: J38. JOC & OCO CONOP & _\mt_fb)(SJ 10U.8.C. §130e [ oIT
OBJ: OT TBD
OP3 440 Maintain Sttuational Awarere:s of capabilines available for title 10 actions and what effects

these capabilities can be paired to do.

JQS:3.8.1

TR: J38.JOC & OCO CONOP & \mq(thS) 10 U.S.C. § 130e —| 0T

OBJ: OT TBD




Example JQR (Cont.)

JOB QUALIFICATION STANDARD (J@S)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

CERTIFICATION

p . | TASKS/KNOWLEDGE
e E | TECHNICAL REFERENCE: 2 ze | 28 |33 [E52
B 2 | OBJECTIVE: = ga SE | BE |SEE
= - a -— e - —_ -_—
5 |2 |8 o8 N e S i
[0F3 [ 330 | [ Samism sitvaticosl awaresess 1LP: 484 capability 10 effects panng.
= | JO5: 382
TR 138.J0C & OCO CONOP & MTR [b)3) 10 U.S.C. § 130e |orr
OBJ: OTTBD
OP3 410 Asziz J38 Plans and Targeting branches m rarget to effects paminz
1Q5:383
TR: 138, JOC & OCO CONOP & MTR.[b)(3) 10 US.C. § 130e |osT
ODJ. QT TDD
COPI3S 330 Review zecunty azseszment reportz. OPSEC and confizuration manarement concerns of

OCO izfraztucnss and eapabiline=. Oveazeg capability dovelopment to enzure the
capabality weet: USCYDERCOM 1sguuiewments.

JQ5S: 384
TR- J18, JOC & OCO CONOP & MTR [b)(3) 10 U.S.C. § 130e |orr
OBJ. QT ITBD

FPrepare for and participate in exercises and 1niszion war games.
1Qs-3 9
TR: J38.JOC & OCO CONOP & MTR.b)(3) 10 U.S.C. § 130e |orT
OBJ: QT IBD

o

OPl12F | 2.2

OPI 25 T2 Partierpate in TLX and war ganungz efforts
JQS:3.90
TR: J35.JOC & OCO CONOP & MTR {P)(3) 10U.S.C. § 130e |orr
OBJ: OT TBD

oPrPL25 Pl Partiapate in command exaciics and provide feedback vaa after action reports.
JQ5.3.9.1
IR: J38.JOC &£ OCO CONOP & .\'ITK.Fb)(a'} 10 U.S.C. § 130e ]0]1'
ORBJ- QT TBD

OP125 X5 Piovide wnput (varbal or witen) to lessons ledined docuent that conveys tesults of

ml..'.:mn:..om TlZe<. OF War Zaming Jacimihes.
1QS:-3 9

TR. 138.10C & OCO CONOP & .\ﬂ'R..!b](:i) 10 U.S.C. § 130e |0n'
OBJ: QT ITBD




Example JQR (Cont.)

JOB QUALIFICATION STANDARD (JQS)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION LEAD

Tasks

Crizal

Tast number

.

*

Core Tasks |

TASKGMNOWLEDGE
JQS:

TECHNICAL REFERENCE-
OBJECTIVE:

l
2

>

Starl date
Complation
Cale
Trainees
Intials
Trainars
Intizls
Cedifying
Cffcial's
Indigls

Targeting (4.0-1.0.3 with noted exceptions)

ops

o
=

‘Gather data to support the synchronization of non-kinetic effects into the joint
tarzeting evele.
JQSs: 4.0

TR: J38. JOC & OCO CONOP & MTR [b)(3) 10U.S.C.§ 130e |orT
OBJI: QT TBD

OP3

1.00

Mazmtan situanonal awarenes: of the targer development and muntenancs cyele om exizting
taget folders and generation of pew ta get packages,

JOs:3.01
TR: 138, JOC & OCO CONOP & MTR [b)(3) 10 U.S.C. § 130e |orr
ODJ. QT TBD

OP23

With azcistance of the J2W subrmt RE1's for further informaton on current sanation. tarzet
information. HUT, and HUT =
JQs5.4.02

TR: 138, JOC & OCO CONOP & .\rmﬁﬂl 10U.5.C. § 130e —| oIT
OBJ-OT TBD

Oop2s

Mauztam Simuational Awareress of all tarpets. approved. nominated. and what ztatas iz the
Targeting cvele thay are ar any miven Hme.

JOS:3.03
TR: J33.JOC £ OCO CONOP & MTR[b)(3) 10U.S.C.§ 130e | 01T
ODJ. QT IBD

aply

331

Mazntan Situational Awareress of the 10 producton and approval cham to support CSE 1In
theater ldentify snipanzs ime of 10 production and approval in ordar for finng unit= ta
Lostteplice 1O, ete
JQ5:3.035

TR 138.JOC & OCO CONOP & MTR[)3) 10U.S.C. § 1308 oIT
OBJ: QT IBD

4¢




Example JOR (Cont.)

JOB QUALIFICATION STANDARD (JQS)

OFFENSIVE CYBER OPERATIONS (OCO) MISSION

= . —| TASKSMNOWLECGE
e 3 - | JAS: . & {-_, G . D
= £ 3 | TECHNICAL REFERENCE: 5 T &3 T2 |52
= = — | OBJECTIVE: ' =8 ER s2 (g2
I A 3 |E°| 27|85 [38F
S - o
Aszettinents (£.0-£.0.8 with noted excepdons)
oP:Ss az Validate intslligencs szrimataec 1o tupparr the planning cycls.
JQS: 50
TR 135, JOC & OCO CONOP & MTR [b)3) 10US.C§ 1308 Jorr
ODJ QT TBD
OP2 8 351 Extablich and mameain communicanans with pier ops canrars paraimng ro OCO (GOC,
NTOC. N50C. ROC, COCOM Op centers)
JQS 00
TR: J38. JOC & OCO CONOP & MTR[0)(3) 10 U.S.C. § 130e |ost
OBJ: QT TBD
QPrsl1.s 630 AL 1n Sioua al & =z of all CNE operation:s 1n -upport of LLL L ntle 10 actions.
N 54 rrxB)(3) 10 USC. § 130 ]
TR: J15. JOC & OCO CONOP & M 2.0, e QT
OBJ: QT TED
Orile €00 Pionade Combat Azzezzment Reports (BDAL MOP, & MEA).
JQS: 5.0.2
TR: J35. JOC $ OCO CONOP & MTR{b)(3) 10 U.S.C. § 130e |orT
_ ©OBJ: QT TBD
OP1.1.6 6.0.1 Onverioe Azzessment Plan seoeradon asd implemernnos.
JQS- 303
TR: 135, JOC & OCO CONOP & MTR b)(3) 10 U.S.C. § 130e |orr
Onl OT TBD
oPila 62172 Review capabality assessmments for capabiliny to effects panng
JQS 02
TR 738, JOC & OCO CONOP & MTR[b)(3) 10 U.S.C. § 130e |orr
OBJ: OT 1BD
oPrPl16 &40 Qanru-— and make rtecommendatons for capalbality to effects panng
JOS: 5.0
TR: J35. JOC & OCO CONOP & MTR.[b)(3) 10 U.S.C. § 130e |osr
OBJ: QT 16D —
apil 6 6240 Exaluste attack snd re-antach ieconmuendations using (BDA. MOP, MEA) data
JS: .06
TR: J35. JOC & OCO CONOP & M‘l'l's.‘K‘ b)(3) 10 U.S.C. § 130e |OJI'
OBJ: QT 1TBD
ori.le 6.1.0 AL nosal aw = ard propose recommendatons unn= (BDA. MOP. MEA)
data.
JQS 307
TE: J38 JOC £ OCO CONOP & MTR ib]{:i} 10U.S.C. §130e |orr
ODJ QT TBD
OoPils a2l Atie:t Pr-Approved Arnoans: (PAA 5) agunst CIFE aszetzmants and courte: of acnon: m

kaspmyz wiuth mitsion abjesnves snd authaeines
Q5 508
TR 738, JOC & OCO CONOP & MTR (b)(3) 10 U.S.C. § 130e |orr
ONr OT 180D

B




Example JOR (Cont.)

CONDITION
wWITH Ingividual may reterence applicanle training refrerences.
REFERENCE
WITHOUT Individual may not utilize training references.
REFERENCE
STAMNDARD
WITH MINIMAL | Individual may make minimal errors that do not atter the stated task
CAROMN objcctive.
WITHOUI No error may be committed
ERROR

*TASK PERFORMANCE LEVELS

Can do sumple parts of the task. Needs to be held or shown how to do
most of the task (EXTREMELY LIMITED)

Can do most parts of the task. Needs help only on hardest parts. May not
wicet Joad demands for speed or accuracy. (PARTILLY PROFICIENT)

Can do all parts of the task. Needs help only a spot check of completed

work Meets mininum load demands for speed and accutacy.
(COMPETENT)

Can do the complete task quickly and accurately. Can tell or show others
how to do the task (HIGHLY PROFICIENT)

FJORSECREFH RELTOUCA Cyry

**TASK KNOWLEDGE LEVELS

Can name parts. tools and simple facts about the task.
(NOMENCLATURE)

Can determine step-by-step procedures for doing the task.
(PROCEDURES)

Can explain why and when the 1ask nmst be done and why each step is
needed. (OPERATING PRINCIPLES)

*A 1ask knowledge scale value may be used alone or with a task performance scale to define a level of knowledge for a
specific task. (Example: b and 1b)

Can predict. 1dentify. and resolve problems about the task.
(ADVANCED THEORY)

103





