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BACKGROUND

To help accomyplisthiisssstastgi @ oalsl$nthih aresasfafededsasenermyrgycisnmnaedtit the
environmemtt, te [Dgpattmeanutiti iee s umeretsuin iateonmentsd abnipuien tectmairke thedand
individual systemrs. Wirttadlyyahl b6 fb OBepantenttst'sysistenasaisarastaglysybjabjed ted
to sophisticattat] #tttaddssddsiggnddd@ cmemvereniesteiy iy easasewas) dkiok suspespienting
users into diwoi b rrepseesstitve d nfdomatadto voprprepaga teabafiufptgpognamaA skatpong
cyber securitty poggramidesseatitibtdomimimuai nmgdvdyes senpapacesn Aepapagment
mission assugirteliwiihissocessfiflihriicdokeominisicns mndipt grectécti ngarpticatabnal,
personallly idtartiffathéeanddodibes sesisiviy datatfrbromosopnpuisels © veratkale the
Department expeattsttoinvess boee 329 mitlldromihikeat A e dF {H )OO propactteits its
annual $2 billliemimesstneentinn information testimd bpgyressauress.

The Federai Imflmsatiom Secunity MarpgeneentASc(FIRMApronddades cooopnghehsivei ve
frameworlk for arssuinggthbe tffetitizrass s Oofeseniny tyonortods/ever inforntation resmunsss
that suppontt Fsdtard lopeeativnn andd sststs A Aregeqraddely i FIAAM et it inke of
Inspector Gemared lcnmidiecssaamannahindespaistdvaladtiando tedetaimeindiwthetlibe the
Department’s uncdlassfieedcgpbe sseuritit ppragramdediequalte hrpeatsadatdatacind
informatiom systtanss. Thivsmeamnomddunpesesanththesehs lof ofinavavatiaifor for

FY 2006.

RESULTS OF EWA ILATODIN

The Departmsntt Heatlttddeana ammbben D tefeptotstsineniztheits icy bybsecsatiyr pysposture.
During the lkasit yezar, ifthiasldl dannbbd d @ phybresesamity tye vétalizkivisn gggegnan disdussued
enhanced guidtancedissgprdd écstrggihe pptottdtevef fdfort W Mhillkcteese re qregposetive
steps, we contimeetttoobbseve aldfificienierthtitaixgrpodedsityiticiicsy styptertts o an
increased sk effcanypoonisse. In several respects, teseefTilingg ppeatl tleihtbres cepaproated
in 2005. Spexititedly féo20000we ddhonchdhtttat:

e In spite off masamttimppoveam ad inrapprihig gwthtdodogies end ndasdadsrdhe the
Departmemnt heed! mustyyt tcoomppd etdch z complelexvidadin venemtyof of itsforfoatianion
systems;



e Many system certifficatimmsantlaaceeddiations hhdchoobbaepgéoioioidrorsvere
inadequate in that tthey | bakoeHesssemiah btdamati s scle s arammlaledflissssensenents
and independent testimg aff sseowityyconmtotds;

¢ Contingency plammimg, wittd ltoceensumgghhu s psteterms eold| davintiruer oesesume
operations in the ewent aff anceneepeeny yoorlikassierhhd doobdaevaapipledetbfor
certain criticall systems;ant],

e Weaknesses existed im piysicad) |bggcahhacesss and d khngge @omdls ldedég et to
protect computer resonnsssstfoomumaathberiedd muatiffcasionn dessopddisdonereOf
informatiomn.

Continuing cybar seauitly weeklaessss vocunrddatalelestsin pgrarbdeeuseserppognaomdnd
field elements diidl muitalivayysimpdeman bopoppdyl ¢ eeaetexixisignBdpapaniencadtahdnd
Federal cyber secunitty neglireeneents. In aamumtben off iistamoess, ayther security weaknesses
exposed throwgh imttamed | aantles¢emab kee i ow sweraoohddidsssest chia tirtiedye panaener or
tracked to resolutiom. Assacoonsegeanes thbddpprtrtreuetyt'snifofonativrosys kstesrandnd
networks andl tifie dhittn ey coombdannreeminmatisis lo HC copenoisese.

To help adidiress contimimgeweakkissssesthbDdppetrtrertersretiy | halaicheked a
revitalizatiom efffiont diss gareetitooi nmppoo dlibemnaggerment O M hbe ssetityt programm
and to emphassize lime maraggeneen’s sesppasibilitity = through each off te Ulndtar
Secretaries — to ensure that systems antddatavuide ithben oppratitoalat eomolcd rersesenere.
As part of this effffont, tthe IDgpatineen tssasddasvand dipgaeid d yhdreseserrityi tyugdadoace
designed to stremgtian aontodtsoveerttibe eatititiatitiomad dcorediditivoprpoesespapsisordrd
management; andl, e wse et ccontod lob fwinetdss sldeivess In nadditivonttb OHite o O
Science's Offiice of TnflammsiconTEebhnddeg YWMaaggeren tni cagojotctnow i the HOOEE ce
of Health, Saffety amd] Sexuriiyyss@ficecod IlddpprdeenOasigizh tomhdtedesl numinaberf of
site visits to helip idtartiffy amtlqpickky yressbly e ghybe seseetityt protribiamsThEke yerpeosesses,
if implememted comypitoxwidde shloaldd b phbOPppanmentesed obvexdstisigng caknk nesses
and strengtihemn iits oward ]l ceersseauityyppetimge. To aial dhih ©Bpprament it intsi ttngogezn g
efforts, we Iawe mudte ssonend recoommeaddtions ¢ dagigne dote dndmrcoveyatiatbaontiols.

The Departmemt amdlitts poeggrametdemats s lds eaeernyl deleslofuget dadies emdnghgdndaace
to address Offffice off Mumgzeneen taaddBBiddeeteqqiraementfoioe msinpnge sacity kyvever
personally idemtfiztiteinftornagionn. We are in the process off camiliatinggan
comprehensiwe newiw aff etftotts. B3eaanseb ity smppaaare cotththeybylretesecityity
program, we are allsoim the process off condlustimpzaisegpanstereeveomthibomoce iyl y
examines tihe sttitte aff catiffeaaionnaaddacredidittitnnacos shth DEjeparientnt.

Due to secunity consitdtarttomss jnfibomatitp o peedifi o vnbrahihitles emdniddetisnemahas
been omitted firom thits ngpott. NVhanggeman bbfitzikl authhsisctes enutated eveerpvadeded
with detailled innfemratitonreegadingg ddatfitdd, vllaeibiliess s thimananinsteteases,
initiated comective actitoms.



NYASNAGIENIENTT REACTION

N¥meggemet coomaume ddwiithoourrf fivell ingss andl iecommendations. Wesee apieipiiaie, we
imooiporaied Management's suggestiions inttotHecHodd yob b adppeut.

AXtoadhmentt

oce: [Deputty SSeaxedtany
Axdimnnistasoor NN il Nuclear Security Administatiiom
UdddeiSSecectayyttor Eiremgy
UdddeiSSecectayyfiorSiuamume
Chodiod St
@i [ibdonmasioon @ fear
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UNCLASSIED CVBIER SIECU Y OGN

PROGRAN e [Rppattmenitatl Energy (Department) continued efffontts

IMPROVERMIENTS to strengthen iits eythear ssenuityyppoggaamandchhd dmpleioeretd a
number of measunes ttoreehhceevalhoeabbiitics ssok isishidsese
described in our Evul+htiion Report om thiw [Ddgpuatitneenfss
Unclaksifsifledyber Secumisy Hioggnam — 2005 (DOEIIG-0700,
September 2005). Simze]hasstesradbatioon thbdIdpprtriment
appointed a new Cliiff Thftomuai con(@ficeewhibdhaisdlake s tejeps
to restructure tie Deypratmean Ssapppoashbhtoa oyimrseecuiiyy. Hoor
instance, the Revitalization(§fitbelldppantmeent qffHiveegy\s's
Cyher Secumity Froggaaih was developed to imyponeethiee

management of e progreamanddeenphiasiiedihaermageemers's
responsibility — through each of e UdterSeecetaaress = to

ensure that systemss ant diataunddertheer oppeationakt ootrododrere
secure. Specific compmmantsaftthecresvializatvore tidrirt
include:

. Issuing new amd wypdhttetayytee seecuityyegiddnoee
addressing areas sucth asscaatitfcatiomnaaddacorddittition,

risk managementt, wullreredbliiyy mamagementt,cootingeoeyy

planning, passwand mearggenent) wiretdss ddeicessandd
protection of personally identifialble imfonmetioon;

o Initiating a collkthenztimeatftot thettveeanthbOfitie Hf
Chief Informuatiom Offiszr((QLI0)) thec(dfice b Hdattlth,
Safety and Secunittys OfficeeaftThuidppecdan OV esightt,
and the Office off Scimmee ttocoorthottjpomnt sitte wisiissteo
identify and resoliwe apteerseeauiiyyppobbdems andd,

. Improving the pricesss ftorregpotinggecytber sexurityy
incidents to law enflorczameen todffocadds.

In aatititiom, the Department contimues to stiemgtteaniissddééense
in depth approach to mettvwarkkproseetionn agppaatidedithtthhss
helped it repel extermall atttuds aardireethoecthieeriskkod
propagation of malicious code, VIruses @i WIS arosss
systems. These effflontss, iffimypéenesteedcoomppd e xwad eeslstrold d
help the Departmemnt nesel e axi sstnggweaklessss andd
strengthen its owenalll cyHzarseecuiiyyposstuee.

MANAGING: CYBER
RELATED RISK Inventory and Evalsatiion eff Chiifical InfimmatioonSyystenss

While the Depantmemti’s neoniedi zattoon effffontts elttiproomssetoo
improve its ovenalll cybirssecutiyyppssines cexiunig problelems

continue to place anticdlinfbrmattonn systemrs andlddasaantriskk
of compemise. Qur evaluation disclosed tatt
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comprehensive imwantoryoff all opertimme] informatiom
technology (IT) systams, ainessseiiak cooppoarnodh aisksk-
based approach to cythear sseautiyy resmyinsddnooarplelete.
Certification and accrsdiittioon (C&A) of all eperational
information systems had either mott bheem comypbteeidoorweese
inadequate. Most siigntivzanlly oo téssinnglthiskisse dhidtafotor
a number of systems, risk levels amd mesdtad] cntiod Imeagsuess
had not been properly assssseel] imppdemantdd andddsasidd AAL
certain sites, orgamizatitonsshaadnoo takkarapppoppiate e
measures to safeguand tiedirsygseenssinnthbesrantd han
emergency. These proxassessazecesssatiah coamppnasntedian
risk management stnattgyy amidppoevddea o ifanreemwc Kdior
managing threats to agganyyopeeationss passetsandd
employees.

Systems Invemtiomy

Even though required] thy tiecHeckdead Dhfidomationn Skeuriiyy
Management Act (FISMA), the Dejpantimentt hedimust yet
established a comyplktte imreenooyyod Syysiams. Adgrniere arare
required to develop a ssystteminveendoyythhtinohlddesan
identification off thieei meaftsss thettween each system and alll
other systems or mettwrikss,imdhdingghibesmoobppeateid b pror
under the control of tifie apgangy . Coonppdetcinveandoy yakatdsis
essential to detenmimimggtheeriskksaaseotattddmititls gstetmm
operation and imtercommexticon with imtemell e external
resources. The Depantimaantt had developed a rapontiing
methodology amd stamdlartittoessabbishha dIdpparitenttvidee
inventory, however, acomjjiteteinveandoyyod finfidommatition
systems had not been established. Wik muasttsittss
maintained inventony imflormaaioon ji4 usstildnsssvass
sometimes limited besmsecaffisssivsssaohhnasdnnoosistetent
approaches to groupimg ssysttemsamnidaadekkobfintderoonaetition
information. Comyplkstimaffaacompidaxwiddd nneatioyysis
planned for Septemiar 2107 .

Certificatiom amdl Acxarstitaicon

The Department hadl muit comppéeecidoothhdchootddguateds] y
performed certificattiom aantaacrecliattonnod f aill apperedicomad [TT

systems in accordance witth Héetiend Ireggilidsionn . Sppetfitiatiily,
at four sites we idemtifii] seveensyyseams seamad kil twerere
core operational systemns, i wiiaththee((E8AAppooess hhd ot
been completed. At 12 sites, orgamizadioms pxowidiet us witlh
documentation supporting completion of tthe CBA grocesss
for systems we selectiat florreonesw Hooweseer weennteddithit
many specific, detailled actiwtiessreegineddlyyegiddnoee
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promulgated by tihe Dgpatineen tadd hbd\Ntiooah [ Thesishoscod
Standardss amd Tectms gy (NSI) hhddoobberppddonadd.
Based on owr testiimg andlthatppeféomedd hy tHeeOFf foecod
Independent Owensiighit, weeroeekdthhut:

. Risk categorizattiom asssassneenssod i nfdommabonsyysseenss
had not been perfonmed or were inadequate @t six sittss;

o Certain sites imeomectily usseHaobvoaddegoapmppor
"enclave" approach to comjjiktte C&A of their systemss
and grouped low misk systtamsswiibhthbesareqqininpg
higher protection levels;

. At five sites, accrediitatimm Hoouaidayyi nfiéonmtioon - data
necessary to idlemtiffyy alll syyteemcoonpposands - lacked
sufficient detail to wmdlnttarditheesypstemanddidetemmae
the scope of certifiicatiom amtlacoceelissionn ;

o Security plans ait sirx sittes wareci nconnpidatcoonEssigg
critical elements, sucth asmaaidadoyysseonity connwists;

° Independent assessmentts aamtloeetificationrod fthee
effectiveness off secunitly cantodésweeeenno comppttddor
documented at flownr sittes assreepuirectd;

. Annual self-assessmemts aff all systems wenre matt
performed or were mott penftorneetlinnasconddaneowmitiih
NIST guidance at six sittss;ami],

. At two sites, the rolke off IDiss prmaeed A coeddinn g
Authority, the indiwidhed | ressponsbidd donacepring gisisks
associated with system eppaationnaackdegaaninggatitbroitity
to operate, had beem improperly deleguted toa
contractor officiall.

Because of itis importance to the Depantimsntis cyjieerseecuriiyy
program, the Offfice off Tsypexttor@eeeeadlis courcatitly
conducting a sepanatte andlittHas tnooed dlil e r xnrimes shhstatate
of certificatiom amdl aweredittaiconascossshbd I9ppariraent.

Contingency Plhmriinge

Although previously reponttetiweakles sssinrcoatitipgeay y
planning had beem conmesttad], wee cominmect da ddanfiyf witees
that had not takem tie astimmeessaayytdocansedlihtithbirir
systems could maimtzim @ ressumeeceiitcah bppeativon s thihie
event of emergency ar disssttar. Sppedficaliy ssisiteehhdd oot
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adequately developead @ ttestetloooinggany oo dikissister
recovery plams for their fimandadloerottbe mmjgos gytetems Inn
addition, two sitkess Hedlimaiteguaatepporisioon fdorasstongg
and backing up systtemms @rsypseemcoonppana s RBeeent
events such as tie diamageasssedastedwitittiHd tritgaaes
Katrina and Rita dlenmamst teatetheei nppotanoe o 6 hmainiainig g
robust comtimgemey cypdiiiliyy. [haddggueacontitiggeny y
planning coulld disikny resstoimygeeiticah bppeativonoor
potentially lead to ttheltnssaffoeiticad infidonmtit o istwldl d
unforeseen amdl umplanned events such as tiese exaur.

Security Controls

While the Departmemt Hesttdleenastionn o tigapgibe coontisls
and correct previowslly rgpettetidddicieandessititontitinersdo
experience problkemss im tiecarcessodfascesscoantobis,
segregation of dutiiss, antlcwmfipguaticonmanggareent Thikse
controls, gemerallly kesugariveetiazses sablblshinp @ dbhsskhaédor
many other secuniity conttuibs arecesssaniah Fboppottetdtigg
systems from wmanttharivazt or malicious s fioczatoms oo
systems or imfommatiom.

Access Controls

Even though sittes comexttetimusstodfihbeaacess controbl
problems repontied last year, testing idiemtifiiza] weaddnessessant
four sites dimmrimg tHirs pezatseadhasionn . Skivop@nd duncowalal
controls off this type are aseaniad féorcasanmpghhtonhyly
authorized indiwvidhalls grimatcessstooneetwookloos gyteiem
resources. Comtuolks i th ssareaacomsis s b bbditphhyistalalaawld
logical measures designsilttogroeedt commppaie ressoruees
from unauthorized] modification, loss, er dissdbesuree. Thn
particular, we moted seward limstanesswhbeges iite sl dhaot

comply witlh Depanttmearttd| policy:

e Two sites had bllamik, esilly gnesseeld amddsooongmiahl
vendor default passwomdls, tthissexpposmeethbemtadhbeiskk
of unautthomized agcesssttoditttbrses amd operating
servers;

e Three sites had passwandistitwesecnod chhnngddtisset
intervals or were mot off sufficisen tssteerggiih andd,

e At another site, imoomsctt |gd mattéenpps sweecennot
restricted, an immportant control desigmed o prenartt "brute

force" access through rapeattelipassvorddegessmpg.

Page 4

Detaiils of Findiimg)



One site also Ihadl mott praftomeedssifficicanhacess saeieew §dor
the users of its gemaal| supottsygséam. Thhesaeektew awre
essential to detemmime wethee ussesswhbaoddopgehivva a
valid need to aceess imfarmuticonsygstems sauh s shiroogigholob
changes or resignztiions, areddeneddiacess tdalibas s pyteiTss.

Configuratiom Miamagzamearnttantihhaggaoantobls

Configuratiom mraregganeen tamdobhaggecoantoblisssiess
continue to e a proiilem and our evallwativmiddeniffecd
weaknesses att sewem off ttee[Dgpattneant sitdes. ConntsloOf
this type help emaure tiiettcoonppuee apppleations snd d ystetems
are managed to prewant andlposeed taggans s t wnenttoorzeed
modificatioms amdl ae esssaniad tooaacooodihnttddinddtstog g
security policy. We mettetiprobiidensssschhaanont:

» Replacing or wpdhitimg ssfttvaaeewiibhkkoomin
vulnerabilities - a process generallly kmowmasspattdh
management. Unless properly comyplletied], systtamssaxee
exposed to am imsressatimsikkotfastaokkoo compprorisse
because availablle seournityy uptitessarecnooapphibddoarae
not executed im a timedly maanmeer.

e Ensuring that diamges tosyyttanssovrapppilcatioon sverre
properly managed amdl canttodléeld. Chhaggeoantoblissthiee
process that mamaggenmanttusesstooiddemitiyy ddoanrennandd
authorize chamges toam IT environmemnt. Forexanyis,
one site's documentitimmdidinuedéemanttatd ¢libat
software changes hadl thesn condsseenlyyapppooeddby
authorized persomms] priwrttobednpzi mppdensantdd. AA
system at anoter sitte ditimusthavectblecaaddildegipg
function enabled, a featiuee tihatrermittibeaativans
performed by wsers witth privil begellascoonnt sadbbe
monitored. Withoutt proyerattarpgecomtodd s indidiid daksl s
may create and put it proetliatioon improypesr,
unauthorized, or malicimus pograammodiiitativons.

In adtititirom, comfiguration standards mecessamy fioramsiuringg
uniformity amd adguacy imtteelévet lof fcoomppticssearitity
across the comyplex ware mustacenssseont. AMthbophhreeguireed
by Department amdl Offficze aff Nbamazgeneen taddBB ddeet
(OMB) guidamee, we flownd]tHeitftourorgaaniativanhhdchaot
adopted mimamunm sexurtiyy comrffgguastonnsstnddedsls. Adsksp,
two organizationss e musti mdhdeldppooeddues snrthbiir
security plans gowsming Hwow ttoddeoumeen inddsek kapppooakhl
for necessary dewiatimms fimmssiebhssaaddadds .

Pageeb

Dettridof Finding



CYBER SIEQWHIMTY
PROGIRAM
MANAGIEWERNIT

As with previous yeans, tHeepodihéensscei¢ednroonr

report occurred, at lleastt imppatt, Heecaissethlee

Department'’s orgamiizatioms Hutmuotadivayy scanansd ditbit
Department and Fedlenall eyytmarseauriiyyreegureematy sweere
properly implememted]. THe@II{Daddschhddivotomplpledd
required independemt weniffozatom and wallidhdiom autivitess
necessary to momitor cytrarsseaurityypeeféommane b b pyggnam
elements. Finally, tie Digpattneent had mot emsusstithaat
organizations reponted] andlttuadectttoressdhtioarm It glyber
security weaknesses im itts IRlunodf AAciomnaaddVildsisinees
(POA&M) databbarse..

Implementatiom @ff Cyber Security Requinemusntts

Departmental engamizations did not always emsune tHadt
Federal cyber securitlyy magircaneenss [Dgpattman pphibices,
and controls were adisgquttd}yimppéeneantddaadt oosistetent
with Federal requilmermnantts, muss tioddbibyybly v dtdd
organizations amdl fixciiltyy coomtractrss. Hooregaamideatthibe
direction of the Offffice aff Sieerwes mmamyyodfitd Skl disetes
inappropriately appliid NS eepuireeneans féocatdgarinizig g
system risk levels amd apylympecorresppondnggssearityt y
controls, resultimg im ss)sttenssbeéngeppottcttdd attanl boweer deret |
than needed. Many sitisss allkoatiteerddddnos icoomppdtt@or
adequately documemt campétioonodfsscanityycoaniobtdsasting
and evaluations. Similtatly, NNaioomi NNieddaniSSeanityty
Administration (NINSA) site officials comtimuesd! ttoimtocec
that they were requinsd] to anmlywitthNWSMcybbesseuritity
policy, as opposed to mueatimggNN M Treegineemards. Hdoeeser,
our review disclosed ttatt moNNNSYAssiechdd tiliyy
implemented tixe NINSA aerseecuityyppbleyy. Instead, many
NNSA field sites warke rarmiteet to folllow a lkesss tHuomggh
certification amdl accreditation process that diidl mottimud hddeadl |
NIST or NNSA requinamartts.

In asditliiiom to the issues noted above, the Depantmesartt Huatimoot
yet completed the progsssaff mueliffyngefiedily yoppratitigg
contracts to inconponte ]| Heetdend locyber secunitty
requirements. Although diirectimes amdl prggram guidhmoe ane
generally inconporatad] im ContracooRegineamary s
Documents and appemdiaditto sitelfacility managemnentt
contracts, we learmed thtt tHee Offfoccad fSRteamecanddhbe
NNSA had not ensured! it tth ssppooessswassconmppdttd ddpr
FISMA, OMB, and NIST eptrarseeaurityyreciicematys.
Including these requinemsTttsimoprestinggconntaats is crititiaal
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to the success of the cyber security program whanore
considers that wirtwallly a1l offthecDdppastmaats' smapor
facilities are mamaged andl aeenatedblyycoantaatdess.

Department Owearsigitt

Our evaluation allso disedbysetithag tibcOOTOhhddaot
regularly performed independent veriflicatinm amilvadiddaionn
(IV&V) activities essentiull ttocvadiasingglibeaddgqaay ybHf
cyber security program pattornaamcec. While we leamned tinat

some IV&V work was penflommet dhuiimpgNiAyy2006 Soan
selected system certlifficatitonssamidagceediutivansfifidiige s

from these efforts weke merxerreenecddastdd. ODfikctald fivomhihe
OCIO explanmed tiat thwyinftomeddesppanib M ppogeznam
officials of deficiencikesidtantffecd bonhhdddkkamowthider
action to ensurre tihat tihe fimddmpgsweeearessbledd. Adtlibogigh
officials indicated tatt mo aditliioond weokkinrtihabraehhd d
been performed, they allsottitHussthia thbgyintdéadddddo
perform & mewiew of a sample of certifficatiom amil
accreditation packages dininp200¢60. Hdoweeeeraathbeitmaondf
our evaluation, mamagemearttinféonmeddisghhat it was unable to
complete the plammed newicovssbeeamsscod bthhe ppressigg
concems.

Lessons Leameead

Similar to problems raparttetiftorthec] dss ssereah yyars;stitbe
Department had not allwayys sttareel] i ddenitiiedd and drauk ke d
previously identifiied cytisrssecnityyweakknosssss.
Specifically, the Department did] muitalivaygsusscthlieecypber
security POA&M manugzameen ttood koo td smmxkimaom
advantage and had yett o permit program dlmartssttoshiaaee
vulnerability informatieon fforltsssmssldaamsddppuppsses.
While one of the most powantilll fteatwes sob fthbeddtabbssd s tits
ability to track the status aff eerssecnty weaknesses to
resolution,, its vallue Hes Bezanll mitéddbbeaassapontififidibiggs
were included im the dhtttisscamtlincooreec tindhpsstatsis
was maintained. Our evaluatiom reowed betlttaat:

e Four sites did not wsse a POA&M to tirack amdl regpertt
security weaknesses tthatt waaredissoveceddinntenalilly .
These sites only traciati crregpottddsseauity yweakkossses
identified by extermall erggarivzaiooss ssebhaathbOdiite@df
Inspector General.

e Four of 25 cyber ssounitlyy weedklessssseppordddidrirnig @onr
Fiscal Year (FY) 2005 evaluatiom weree muit reccoddelamald
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RESOURCES AND
DATA REMAIN AT
RISK

RECOMMERNIAMTOONS

tracked in the datatbass;, amblassascomssegeates weegmont
included in quantenhy sstatissregpors tdoCMMBE .

e One of 8 repeat findimgs tthatt wearereeissseeddinn IFY 20886
was marked as comypitetimthiee POA&M datalbase ewan
though it had mett actusillybeesncooreeatdd.

Even though the Deppantirrean tHassnmadeppoggesssnn

addressing cyber-related proiitenss thleeriskkithat s
information systemss, metivorkks aaddhbaldd dhibg x ootatiain
may be compromitssd] reenzimshiighbethhamaeesssary .
Withowt am imerease im fieessssiebhagtiihacoatdamppiliaid dnndibe
now-in-process cylar sexurityyresvidlizatioangibam ittiss
unlikely that the ik wiillbeessiblssaanially yedduedd. AA svihth
other Federal agenciiss antlcornmeeciadkscodonoggaivaitiom)s,
sophisticated attacks andlipudtess have signifiicantlyimeceassed
the risk that semsitive qreensiomad) ppeseantilf yiddrtififialelearndd
other sensitive imfflonmuitencomiddbeaacesssddorrfifitttedd
by malicious entitiiss. A\ttHeetimecodloonresuhlatioonthde
Department had beem subjected to 132 signiticanttaypleer
security incidents, consistinpgppinmariy yobf atteanypsstéo
compromise imfomuetitonbyy unawthenized users, maliciows
code, and womnms dhuiiggHYY 22000 -- a 22 percent increase
over last year. Inadieguatteprstetivecmeassucsddaus o ahlalalele
information techmology resources wulmerblke to ceerastaakis
from intemall and exttamillssorcessamidcoalddesaitlinnlatat a
tampering and disnyptismaficeiticad oppeationss.

To correct the weakmsssssidéenifiedd anthhi yepparandd
improve the effectivemsssaffthecDppantmeant cypbe ssearityty
program, we recomunand tHatthee(@ieé T hfidonmtionnOFffeeer,
in coordination with the Administraten, NNSA, tHecllinider
Secretary for Science,, amdlttee hdderSSececaayyf boHnacggy:

1. Correct, through tie irmpibeneentsionnod! mamegganeen],
operational, and tectmiczd! controls, each of e
specific vulnerabillititss idteniffectimthissrepport.

2. Ensure that cyver sexurniity griiddanecddereddppddl e
Department and pragram offices is in direct

compliance witth NISIT gniddanee.

3. Complete the procsss eff muatlfiyirpetbecthadlily y
operating confracts to imaoypesitcall [Hécdeah | optiwr
security requiremmemts.
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AUDIMORR

4.. Perform compliance momiaimgattiiNtizesdoeanatge
the adequacy of @ytber security program peifioimance.

5. Ensure that the POA&M manuganenttbodliduwsaddo
iits maximum advantage by idtariifymg ttrekkaggdo
resolution, and sharimg cythar sseiitiyweakkieesses
across organizational elememts.

The Department agreed witth tHeei inftonmasionn aentdiret!

im the report and comcunmed witthezathabtthlees ppeifiid ¢
recommendations. it added that it would take appropriate
fiollow up action and comtimue ttowoekktboinmppoe i e ghber
security posture.

Management's comuments A espoBivectdéooaur
recommendations.
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Appendix 1

OBJECTIVE

SCOPE

METHODOLOGY

To determine wikttrerrtteeDppattmean 06 Ehacgp'y's
(Department) UnclassfieeHCPeerSeeauity yPRyggram
adequately protected diatasntlinféonmasioans systams.

The audit was penflonmectibettveeen Fethmueayy 2006aaid
September 2006 att soraad | IDgpatimeen ldoationss.
Specifically, we penflonmectamassesssmanobtlibe
Department's Uncllussiffeetl(GyleerSeeauity yPRyggnam Thhe
evaluation imcludtedla [ miteedresveemodt gamnand| and
application comtrols in areas such as emtittyy-witteseetuityy
planning and manmagzaneen} ascessscontioblsapphtiatition
software developmsntt antlothuarpgecoontodd sanddsericee
continuity. Owr warik dddmotinetliddeaaddasanmmatitonOf
whether vulmerathilitizssthumtidweeecatnalil e x plaliveid drmhd
used to circumwvemt existimpgoomitodds. ThbaddfitieodHf
Independent Owersight performed a separate neviww ot
classified and matiom | seeaurityyi nféonmtioan pyieems.

To accomplisth tive andiitabljgectvee wee:

¢ Reviewed applicatiite llbawssaamtldireecives ppetdiiing gao
cyber security amdlinfformauioon techmollogy esomrcessssiwbh
as FISMA, OMB Circailbar A1 380 @oppeadikix 1D), and
Department Omdtar 208 11 ;;

¢ Reviewed applicatite sttuntdaddsaanddegiddnoed sssed dpy
NIST;

e Reviewed the Dgputimartisaveradl kypbesscuritity

program nmamagement, policies, proceduess, ambpraticess
throughout tife erggan zaioon;

e Assessed comtrolks owarmetivarkkoppeatitonn and d gytetarsn soto
determine the effiectimamsssrethatcdoosaitgguadiigg
informatiom resowngss firomumaanthiooizedd nteorabhnd d

external sounees;

¢ Evaluated sellectiai] Hiteatipyuateess obfices andditikl disete snin
conjunction witth the canmuad laaddi of ik dJopprtrtrertit's
Consolidiated Fimamcied |SSaatencent s natiliag gvexkrk
performed by KIENIGILLIIE thec(idficecod f Thngppettor
General (OIG) comtzrstt aandiicor. QMGanddKPRMIGverk k
included amallysits amdl testinpgott gemenall apyiiczdtom
controls for systenms aswedl lassvalieeabiily yandd
penetration testing of networks; amdl,
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¢ Evalvatedl amtlincooppoaiaic dhtheesedts| tf oflatheylaarber
security mevisswwookkppefidomied 8 b @ I0K P ¢hethe
Departmanttés@ficeed I ddeopatedt D @ysiptiglthethe
Govermmanrtt Accoomndbhityt O i¢ec AN Ogndnd
internall Dypatmansutdidies.

We allso enatiaatddiib OBepramantis tisnphgprhemaneiiofthé the
GovenimumtRejpmzunee endi R ddedibts Act and determmimeetd
that it Had] essadbilikbd p pefofionanoecn ensastr ésrfonalasdifssdied
cyber seaurtyy. Wéaldl doiotety] yodelg ynarompuagenter-
processedl diatatoosativfy pouolybeentes e H ddewery enmpniputer-
assisted andlitttodd smenraisese tht pepéoforprebedbeos vfirvausous
networlks amtldtivess. W¥ @ aladidatethehe sekin lo$ thictheassdns by
confimmimg tHeeweakkhaessedidedoboded ith ib spspeib ki lole-site site
personmgl antipeeféomad & didreprprededesds satssiysfy
ourselwes astootheeareti hlabilyt yrchdocopeprtenod tictietaata
produced hyytheet¢stis.

e eondletion was comdhateed] in accordance witthgeewealil} y
accepted Goneenmmean hadiditip gtataladdsdof peferfoantance
audits amdlimdhdddd¢eists Hintetam donontiobn d wdmpingricence
with laws amtireggldtition sotchthextane meoesesyany datisdyisfy
our objectivee.  Accordimglby, wecaasssssddnitetera adammitols
regardimg tie ddsebdppraenandh dhiplpleeneation of adtontetedted
systems. Bxaaisscoanraerewwnsakithiteded, it would matt
necessanilyy Huvecdiistdese dli ihtateah sboawirdt fdekinctecics
that may Heaneeesotsstd chiathth 6 mmefafuower eltsation.

Officialks fliromthlecOdffitic © OC hibfdhToforation & iddrcer
waived tie exii tconfideeroee.
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Appendix 2

PRIOR REPORTS

Office of Inspector General Repoutts

o ligsgeriion Report on Intemall Controlls florr Exaeessimg angt Stippinésgridngdic.sifigiéd
Coinputers «ttLos AlamessiWuitond] Laboratory (DOEIIG-0734, Julyy 200%)). Tie
report disclosed! tiatt [Lass Adhanos NN¥tivanhLbhbeataor {IANN] dididm@ooophp |y
with internal comttxslts appicablidetdoessessmpgandd surplusing a comyputer. THiss
problem resullted im tteumanhooizedd etdass © 6 b @ ommpptetchdrardrivevecraitaingn g
unclassified documentts. "Mhe reppott 6owett Huat [LANIL had not, as required,
sanitized the lard dhime ricortdoppooesstgghbe onmppeteasisxoassisdspipsusand
removed the hard dhime privertoottaas séerimgghbe oomppigtefoliosale | totausizinon.

o Special Iinglmiry Report Rylating tw tihe DXgpattment of Einergy's Rasgrednse to u
Conipromise of Penssripmed] Datu,, July 19, 2006. The rgportfbosiidtbaatibe
Department of Emergy ((MRgpattneen'ss hhaddihp 6 tho e comperaisesofo b prssonle]
data was largely diysfiurativondlaaddihathbeoppearttoalaiad gprpceckdatal
breakdowns were cawsetidyyquessioonbbdenmanngeriahjudgger s s s gifitimant
confusion by key decision mralkers ass o limessaf! authonityy,, nesypoms Biliyyandd
accountability; pemriitternd lcoommnicativossinokididig g fatdcbfofourdidaiatmon
and a failure to sane essarti sl linféonmatitoan amerggkegyodficcald s pnd dinsstfifierent
follow-up on criticalllyy imppettat tisssesaaddidesxinns.

e Audit Report on Irlforuiatition] eclumology Slipport Sewvices at tive Department aff
Energy:s Operating Contructor.s-(DOEIIG-0725, April 2001). THeregpott
revealed that the Dapatimant lacked am effiestine meeansod § mamagimg amil
controlling comtst@rinfbenmationnd¢chhotdeg YIIT) support services casits. 'The
Department had mott ettt stleeldaacoonppebk assie dirmesork kvhibicvewdd | d
provide a conporatie-witdte ppoacthtooppovidiipd T spppercsivescthtitinchededed
contractor-mamagad sittss . Comtascdossmeecmpoteguirod doactonaiutate
information om I @ssttsaerftumishh it to Federal officialls. The gpottdissddoseiihat
a number of comiractars didmotastivedyycappingeootrtok Kifnetdomwal AT Suppport
costs, preventimg cantieat termamaggeman taddEdderhbtfitialalfrorom mamttaiming
visibility over tihe compporeantoossssod! funmirstied saemioess.

o Alidit wil Mamdgenreanopfitiet Doppaininanty HEx&siop ) Gojnprere b §(tifiireare
Elgterprise Licemse Agreeenntss (DOEIIG-0718, January 20066). THeeregpott
disclosed that titre Dpatineen thaaldnoo fally yutitiked do dekigignd df€€feoteveysystasns
to manage its imvemtany aff sedtivaaec lceansss ootdartiak khibha s o fodxdxinigng
licenses. Specifiicaillyy, tthe regpotisstatedthha s itte v idited dvererasadhibltotprpradede
accurate informatiom rggadlingssdtivaacenmintdannoe and disiag dubiot ththiatkekfof
effective systems flar tivaddinggssiobhimidomatioan. Uddes proaesssis imadedin ithihis
area, the Departmemt wiillcoontmuectochhareeddificaltit v s sig gofoht areneapdsdsnand
usage trends, emsunimg efftaxtivecuilizasionnod Eristing dibeesess gt donsimpngh s at
enough licenses exixtttossipppot sedftsncd nastt He b o ekisdopmps.
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Appendix 2 (continued)

EvatrlddiohiRepontamtith Dbyuprantroent’s Unclussified Cyher Steauitst P Rywgrgnem -
2005 (DOEIG-0700),, Sqyeembbe 2009) ) THehee pepostastat ehlaththethavereere
contimued syysttaniccppod lelem i thehD dpapantmeéne sy bec seitupry greogthan that
exposed! theeDppammatis'sysystass nandreargabedrick chgompisemifhe Tdporeport
cited weakkmssessinn tHeefbdldbowin g gueesas sysystesiavevemoonomenggncy
plannimg, negpettnggoé L yhbescaniy tincndedon s cassassnemi kyokg reategaodn of
duties amdl conffggmativonmaangearaent THdsesprpbidrienos ewacadred |edsieastparpart,
because pragrramaaddifikl dlelaemts did bt etved waiys plamplenon pooperdperly
execute Depattneant andiHéddeaht plybesesamity teqageinemsnts. In additiom, thee
Departmentt Huatinoot alwaygstallknnaddaaniggo dickssnonte denedadiidugh gh
independentt reviews twstteerghbaritsis yhdreseserity popasture. As a cCOmsayEmes,
the Departmeartissinfidéommattiorysystastmdnibveonlorienramaan askrisk of
COMPIONMMISE.

Speciial Regpport on Mcingygemeemt ChalllenpesuatithDb)epantierdnit of Energy
(DOEJIG-07 12, December ZW%)). Tiee report idientifecdi nfidommatitiotetdutuiofygy
as one off tine [Dppantmotis’ snossti gngfidanaoh ahehkssged atethtedtenagemgeimennt
weaknessesimthiec[ldppetrtigretit sarrdt strstetrturdo Tie eredite denylserorelevel
Departmenttdimamaggerment officials have focusadl tHwragktatitionomprprorgng

c ytber security postune .

Government Accountabillity Office Reports

IrfhrmicitiniSecinity: Wejtakaesss. Persisttut tFEedortil Agemcies[Bspitad wgresess
Meidle iinlinjplierienctitig Relateet! Stuttitooy \RRgupuirevieents, (GAO-05-552, Iy
2005). The Govermmentt Avcoantehbityt QOitect G AR Do dnd pdipasiasive
weaknessesim 24 mayjwraggancas'sinfdionativiosesacityi popoiks imsdaprhgiaesices
which timezttareedthbdn teggot yoardidedemntityi tyndadalaility ofyFetidtaderal
informattiom amiliniéommtitio sysystasnsAckesespuwalsodew aret not effectively
implementtzi] ;sedfmancchiageeavnito lsese o naivd ysaysplageasegregatigmtidn of
duties wass mutooms ittty ympipheeneededontntinyiof eferpiont phanpimgnieg was
often inadiagpatte aadd ssewrityt prpgrgnamseseron ity ilpplaplenteshae dhat the
agencies. GXXOssantddtihtthidsese sukakrsssex istadtpd prariybbe hesmagenagencies
had not yet fully implemsneddstvop gnfdonatidviosesacityl (ganagergentqrod gragsams.

lirfihrmtictitinrSecumiisy :-Henwrgeigg Cyher Steouiti\l kssues Tlreatertdiedend!
InfomnatiiorSystens {GAO-Q5-23 1, May 2005). GAOféonddhhatimamyn Fddedatal
agencies ladi oty yaddrbresse chthd shis lof efremgingi ngbeybersiey titebreats
(spam, pinistingg,aad spywane)) ass peattod fthke raguued dgegeye yida deforfoatiention
security progrunss. [in aditiitonn AL o ththt fefledelrap agers ivemw aret not
consistentyregpoting g noickdes sfopaparphphistgnadind spyware to aceertitah |

federal emitty.

Irlformmitior [Secumiisy :HedeianA gegeiesible N et dtoddigpraveeCuotslovev ¥V iVWlegies s
Networllss (GAO-05-383, Nihyy2006).). GAQ@okmihthah HeHeddraleageiwsibadadtnot
fully imypllameenieeld keyycomtodd sssakhsis policies, prauaticess andddolsl fofoopepetiatgn g
wireless netwarklsssseambly THhiadkedd okdyeyormritols In fidtnall agencies mmezms
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Appendix 2 (continued)

that unawthoniized e peeetiycomiiggueddwineldes s et ok s audd Hebereacint gnigeme w
vulnerabilities. The regpuntt floumd significant security weakmnsssessattsixxnmjgor
federal agencies imdhdimgsipgd [ldaidgec inpscuro e onfifigratadionsfol iatedsss
equipment,, amd umantthotreedddeicess.

e InfyrmtdivenSecurity: Inmprovirtg Oversiglit clf Access to Fedtenad!Sysseenssandd
Dintai byy(Contraattens Cun Reduce Rissk, (GAO-05-362, Apill 2005)). G@AD
reported that most off tthe agendessresvesweddlilhodh vy pplidiercoroprpradede
guidance in key areas for overseeing tire imflermuticonssecwityyppaatives OO {
contractors, to emsiure comyp aacecwitithc oattrat tegaireeres tant dgegerc y
information secwniitly el dess. Hooresaampid e GAShokeid dhidtabgeanyy polraizsdid
not describe owenrsightt metiuelds (including control of agemcy data in amafif-siite
facility); the frequemncyy off roneavssarragssssamats kky ymmaggaoendaundie ks to
mitigate unauthorized! disclosure of imformation; physical/logicall access controls;
or the introductiiom aff unauthorized fieaturss, imdhutingg. Witbatssok ipphtiesss,
agencies may not be able to effiectina]yantletficicaniyaassesthbsseatitit y@umdis| s
of contractor operatioms araitieerussesswithhppivMdged dacesss sot defbtat d adatanan d
systems. As a resuill, GO conthddddhhabgenote sraaninaersetdskskfofdsisigg
control of metwentk commesticnss expperanimp ginaatihoreddsesofol information and
maliciciosiactivity that introdusss Wi sessamidwoonss.

Office of Independent Oversight

o Indeplratwler@versiglt Cyber SecHrity Insypectioriof fie P Butes, Plamt erddige
Pantex Site Offfiwy, May 2006.

o [nrdepentlent @werssgdittihnppeticonopOPeerSualiniyy ditthite Suearmain River Site,
April 2006.

o JFldeppeddenOversight UmaninoxugeetlPeitanatiion Test (Red Tewnn) of Depelrtrent
of filiwanpyHeaddohmtiarsy February 2006.

o Independientt Oversiglht UnclrunoameedPenetratiom Test (Red Teunn) off dhe
Nutiomul! Renesywdable Energy Luthanentoyy, January 2006.

o IndlgpanddunOversight Ununmomvead Pememntiinh Test (Red! Tleamn) off lthee
Nutiohiul Nucltnar SecairitpyAdtministratiom Service Cemtter;, November 2005.

o DOE CybarSecarityyPlojger (TbannQnnnliany Report und! Fltun off Action,
November 2005.
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Appendix 3

Depantmuonttof Erenayy

Waehington, DC 20686
September 15, 2006

MEMORANDUM FOR RICKIEY RR HAASS
DIRECTOR, OFFICE OF PERFORMA! AUDITS

OFFICE OF NNSRECTROR L

FROM: THOMAS N. PYKE, JR. -
CHIEFTNFORMATTON@HAICER

SUBJECT: Draft Evaluation Report on "The Depantnemntss Ulndlassiftat

Cyber Security Program - 2006"

Thank you fhmificepportunity to comment on this draft repert. The Offiice off tthe Chiaf
fuformation Officer (OCI10) appragitatas wary mudh e ftartithatthasceereitbaihis
comprehensive report. Tihe inffammation iin the egpont wiillendtite QRO addHbp prperamibiess
to take appropriate fiolflow-up action on specific findings, as well as to continue to work in the
most effective way to improve tiie Digpatimantss oyber seoutity pastues. Weecconeurwiithesathos f
the recommendations im thierepoots.

We appreciate the recognition i the report of the ongoing Dcpartment-widie cylbar sexriidy
revitalization effort. The Cyber Seauritty Rewiitalization Plan esitdtisshssaasgo vernane  faamevookk
for cyber security management in the Department through a partnership betweon OCUDant e
Under Secretaries and other semior mamagament to prositte atbgpaseeppootccioan of alll DOE
information and information systems. Efffonts to diate imypllenantinggttethan include issanes by
OCIO of cyber secumity gvitttarneeon:Nanggenwmns, Opcration, and Tedbmis:d! Cantirss flar
information Systems; Cetlification and Accreditation; Risk Management for Information
Systems; Vulnerability Mamagement; Interconnection Agreements; Plans aff Actiiams and
Milestoncs; Contingency Planming; Password Management; Wireless Devieas; Riidk
Management, and Persomallly Ndantifieh ke lnffomudion.

Also, during the last year tihe Cyhear Seounity Faeeauive Steering Committes was established,
which guided the development off tthe Bewittlizaion Plan, and we also established tixe Cythar
Security Working Group, wander the Stemmimg Commiittes, tthut pattotppates actively im tthe
development ofcyyleersseouityygiddaneanddrimtthecygbbesseeritity activities. We have made
significant improvements to owr cytwar imgidertt handling cgpedbilliyy i notholdnag nndi sitiag
continuing action in neail time by 2 Department-wide cyber forensics team that adidresses tihe maorst
serious cyber attacks that wie fiace. Wie tiove immprowod coordiirgiton ahout imcidens witih other
Federal agencies and improwved mepanting abeut oytar iindidtertsttotHeel ingpettorGeaneahl and
other key Department organizafions. W v angagedliinaconmiinungg ypbe sseuauity yamanroness
campaign involving DOIE scnior management and the entire complex, especially wiith regad to
actions everyone can take (o improwe aur cythar seaumity pasture.

@ Prinked with soy 10k on vy ched papes
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IG Report No. DOE/IG-0738

CUSTOMER RESPONSE FORM

The Office of Imspector General has & contiimuiirggimeeess i ninppooiip ghb e sefeilnbwsssfof
its products. We wikth to make our repontts as syROBivecasppesiHld ed@oncuststopTsts'
requirements, anddl, theneflons, askkthaatypoucoasiide sishring g youthihgslghtwiehith dds. @nttie
back of this fonm, yew meysupgess imppooyaraett so e i ththefé¢tentenens ssf dhifuteire
reports. Please imcludte amswerssteotheefddlldoxin p gigestsomif iththe yrerepypiplabib e tyowou:

[. What additional tackgmaumilinféonmicambbotithbsskelstioos duthdin g gcopepor or
procedures of e imsypestionwonldchhagcbbearhbipfifldot ohih ecralisteini i ndelestsiadidion o

this report?

2. What additiomall imfemmutivenre¢hated oofindihg g9 nd deccomeredutivionsoudd ldabave
been included im tihe reporttttoassiss nmanggamatin impleiementm goroecedtevac icine s ?

3. What format, styllistits, arcrpgganzagionnd chhapge siiglghhdve enardelthib e pepost's
overall message more clkearttothiecreadde??

4. What additional actiemsaalttthee@¥ficecod i inppetin Gormeddhdve eakdenmthehe
issues discussed im thiss repolt wwhichh wwanitiiHavecHeeenhiedbipai? ?

5. Please include your marme aimdl tedbpploarennuibbe s s atthiaive enam ¢ et otopo s stolal d
we have any gitestiioms about your commmentts.

Name Date

Telephone Organization

When you hmwe completed this form, wow muyy tebdtxx it to the Office off lhnypettrr
General at (202) 586 @, crrypounmgymmilil it to:

Office of Imgpector Gereendl (16)
Department of Emengy
Washington, DC 205855
ATTN: Customer Relhtiwns

If wow wiish to discuss this report or ywourrcsmmeensswithh a staffif meanieerasfiblec@dfifcecod f
Inspector Generall, plleusie cnmbat Ulddy@aakdnd dSHritit {IADR S SGGIBR 8.



This page intemtiomaill) yefe tldiknk.



The Office off Inspector General wamtts t® mukcethredisstibttoan aff its reports as custormear fhrearddly
and cost effective ass pussitiide.  Therefore, tihiis mepontt willlBeeaveiibblidectd etivnivail] yivwgghhde
Internet at the folllowimg adiitosss:

U.S. Department of Emengy Officze aff Inspector Gemsyall HibomecHzee

hitp://www.ig.eneray.eov

Your commemts woui il e agppeecastddandd anrbbp ppomdeld dwnhh € Gus tnendk R pepea deoForm.
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