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INTRODUCTION

During a June 9, 2006, congressiomall heaning;, Denaatoeat o6 EBargy v fifisls ppbbilyl didedobeskd
that a hacker liadi attacXesdan unclassified comgutrn syssermai thecNdtidoah Nvialden Seatuiyy
Administratiom’s (NNSA) Sexrwite: Canterrm A bugepeeqyec NeswMdxiceoanad dddh drefilfititadeal a
file comtaiming the:nemessanddsootdhbseuntit ymonbérsre OF, RO dididudisiivorkinkg ferf trethe
NNSA. At the heaning;, witnessesdestificddhhtit(1) semionr Departmenttafficiadss inedibdiiggygou
and the Deputty Swmnetsayy weeecnobdfully apprised! off thie: Al bngpesqyecatiaaklkuntilittb oveeiclo Hf
June 5,2006, even though the attai Heditesmdétecteddnmid2008);5andyd APgrapipkeesdsadaniot ot
been informed! thas theinmersonmet Hdtaamayshave bézrecamprproiséde dOn June 9, 2006, you
requested thatt the OfffcecafiThspecton(dnneahbraminaaspgnts ofid Epaptntentak aktiotions in
response to the discoveryyofitbiecatitakk .

The Office of InspratoorGenerah initicittdh SPpeiakliqujnirotaxaminerthenfadte andnd
circumstances regandingthessermastitess. Weéaldo raviewed issuascsormerninga popsibiib e gl by by
the Depamtmment: imcamppétidgean assessment of e impaottodfthlecntmeaicnn jnabiditig ghthe
compromise of pensonned|ddssa. Weédntenitewad 46 current and former Federal amd contremtosr
employees of ttie Departmentt andlodterragencotss. Thhariquirnir yetannaral yhed-thdusasds df of
classified amd wncibssiffediddoumentss inalhidilig gepprss clebtroma messagegenptestand rdlacédte d
records. We emcounttresticertaimninonsistenhreechiéittong sosneneconcammimgrigeivdgsivssyonhichich
could not be reconmiibst.

This unclassified memoranddomppovidde @ gereraladummaryryfofur firfdimigs ¢ OuD SpSeiadial
Inquiry report;,, whicthissclissifiédcand tontains addidioral dedsitsil is belngmrovideded yoyanderder
separate Cover.

SUMMARY

Our mguirry dirdi noitidérmifyyanygnadn nhb OErmrantemnydwecatied dtefingnoy or thetDeplayuty
Secretary om the speei ficoddtaild o6 thb e omppieteattatdclntii tihher 20260 A dditibtialig) kve we
confirmed thett Fetkrellamddcontriratsoemphipgeshdtdotdidesenonified atl 4h dishroe porsaeinddtdata
was at risk vmiil athonttternmoentik @ fifte thb ¢ diat z eoproraiseshabbebacdedas tric Fultheh avewe

@ Ptifted withsoy inlon rezygisd gaper



determined that thene wasaleagthyydedayyinthadopprimentis sonnlian O H AR ARPAsict
assessment on the ipEM8h.

Additionally, the cusmenttCHigfilhféomativorOffiice and dhe Divecsore ftheh® (e dntellepensace
and Counterintelligencss, Hasthoffwhoonbbggnmviotkins atitht DEpgrmantini Novswbsb 209505,
informed us thai they weseenestaddissdf thhsppeifitic o Hiht datac semproroisgsenid d1nen09606.
It wasour judgment: that: thesecindividbalds ghvenrthbisiduticie ond daspgrabibiitse shiddlaangye
been directly engaged!imtHississuecas early in the preesss as possible.

Witnesses providiad thiginrasiomaiéef6o thkaatitns ¢akér nn thisimatterer Holevercweveonchadeded
that the Department!’s hamdling affthissmatterrwas largely diysfunctionalland that the operatiomall
amtiprocedural breakdivwnsswereccansedblyyqyestitnable enamager algujlghnant sy si gigficfinant
confusiiom thy ke dbetsiommmakkrs as to lines of anthomitty;, nesponssthlityy amddecountebiitityppoor
internal commumications; incthdingeaddekkodtoonditiaticmandd fafhitertotshdnaesssntiatial
information amnong Keyyaffftcadds andd jnsefifitidnt fdbbwwemproariticathy imipoptant issises andnd
decisions. Additiomallly, we:ftomddthht thkdIappetrennlackdt dlekragyuid wecenoprocedades dofor
notifying employees wiempersonmet iddsaa s comppomissdd Thtbifificated: drgeganatitiahal
structure of NINSA within the Departmentt fantfier comyicaseddthecsitiwationn.

During an imervieve with the Offfice aff ThspeetorrGonecah] AMduhbssaddo L IntetoBRwis; thethe
NNSA Administration;, stateetithiatthiectoodkfull respomsibiliitty foormostensarimgethbttygaanddibe
Deputy Secretary wene: fullly tnefbetiomthiecnmattiers rebdeannta ehééntmasiemn Ilmadditionphée
stated that he was; thie seniosroffitcad resppnsibtd fdpnobfdiidwingrapitotensnsethahthehe
employees and contnanttrsswerecapppoppid tebhynatifitid o Hhh the ft of theiir pensonned linformatioon.
In addition to AmbassadbnrBooklss wed déatificd deeen o thitreseraonoffitials v hdshahedcsbrene
level of respomsiihiityy foortheewayyinrwhidbithbenatieewasbdmwdidd:d.

REC A

The Departmentt amd], impaaticolday theover 560 @mplolyseswhdsespersonmeh data may have
been comprommised wenenottwell Iservedblyytiibaatitng o H6 fiitialslinicarnyingnguo the fredutiesies
during these ewents;. Basadiomounirevicwy we concludeld dhitatheh D Epaptrtent sholdd kdktakhehe
followimg stieps; tw prestidécaarecunrenne o bfliis oo sismilalosi tiativios:

1. Ensure that the Department tassaxcttany uinambiggous: pelidic pronotifyin gempipyegses
affected by tihe lvsssaffpersenmet ddtd ffonmDispaniental dystems)s;

2. Redefinandd tlarifyrodbesant meypanmsibiliities for program managens, counterimedligenoee
officials, cyberfimformatiomteatinoddeyypprsenneklsecarititynanagers; amhdthéests to
ensure that the ScorattayyanddDpptyySSeretiny are &1}y and timely briefed on cyber
intrusions, secumity inuidbmnissanddsimiidnmattsry o 6 SigeifiCuacecrotD Epaptrtencaltal
operations;

3. Clarify intemeill commumicationnppotéoots td@nssty chdtainforonmigiooriticat b engofging
Department epenationssissstaredlaamong ¢sppasivild programofficials;

4. Clarify externall cammuniéatiomppotdoold toensure tHitdetdsisismuadedsybtheher
agencies/anthonitizss wiiothmayyimpaet Depprriestibbpperissarer ful lyl yndersiosdoasdiand
considered tyy Depymtmenn tdéeisionmuakkess;



5. Appoint 3 task force of senior Departmental officials, including NNSA,, to address
situational complications resulting from the bifimcation of Department and NNSA
famctions;; amd,

6. Review the facts in the Special Inquiry report and determine if personnel action is
warranted.

1 would be pleased to discuss this report in detail at your convenience.




