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ALERTS 
ICS-ALERT-12-097-02A–(UPDATE) 3S-Software CODESYS Improper Access Control (2012-10-26)

ICS-ALERT-12-046-01A–(UPDATE) Increasing Threat To Industrial Control Systems (2012-10-25)

ICS-ALERT-12-284-01–Sinapsi eSolar Light Multiple Vulnerabilities (2012-10-10)

ICS-ALERT-12-277-01–Sielco Sistemi WinLog Lite SEH Overwrite Vulnerability (20121003)

ADVISORIES
ICSA-12-335-01—Post OAK Bluetooth Traffic Systems Insufficient Entropy Vulnerability (2012-11-30)

ICSA-12-325-01—Sinapsi Devices Multiple Vulnerabilities (2012-11-20)

ICSA-12-320-01–ABB AC500 PLC Webserver Buffer Overflow Vulnerability (2012-11-15)

ICSA-12-271-01–C3-ilex EOScada Multiple Vulnerabilities (2012-11-01)

ICSA-12-305-01–Siemens SiPass Server buffer overflow (2012-10-31)

ICSA-12-297-02–Korenix JetPort 5600 Hard-coded Credentials (2012-10-23)

ICSA-12-234-01–GE Intelligent Platforms Proficy Multiple Vulnerabilities (2012-10-15)

ICSA-12-283-01–Siemens S7-1200 Web Application Cross Site Scripting (2012-10-09)

ICSA-12-283-02–WellinTech KingView User Credentials Not Securely Hashed (2012-10-09)

ICSA-12-265-01–Emerson DeltaV Buffer Overflow (2012-09-28)

ICSA-12-271-02–Optimalog Optima PLC Multiple Vulnerabilities (2012-09-27)

ICSA-12-263-02–ORing Industrial Networking IDS-5042 Hard-Coded Credentails Vulnerability (2012-09-19)

ICSA-12-263-01–Siemens S7-1200 Insecure Storage of HTTPS CA Certificates-ICS-VU-268163 - Vulnerability in Siemens PLC (2012-09-19)

ICSA-12-262-01–Fultek WinTr SCADA (2012-09-18)

ICSA-12-256-01–Siemens WinCC WebNavigator Multiple Vulnerabilities (2012-09-12)

ICSA-12-150-01–Honeywell HMIWEB Browser Buffer Overflow (2012-09-17)

ICSA-12-251-01–RealWinDemo dll hijack (2012-09-07)

ICSA-12-249-03–Indusoft ISSymbol ActiveX Control Buffer Overflow (2012-09-05)

ICSA-12-249-02–WAGO IO 758 Default Linux Credentials (2012-09-05)

ICSA-12-249-01–Arbiter systems Power Sentinel Denial of Service Vulnerability (2012-09-05)

RECENT PRODUCT RELEASES

Many of the materials from the Industrial Control Systems Joint 
Working Group 2012 Fall Meeting in Denver, Colorado will 
be made available. Those presentations that are authorized for 
release are available at http://www.uscert.gov/control systems/
icsjwg/2012/fall/index.html, with links available for review and 
download.

Additional information including other submitted whitepapers and 
a complete compilation of presentations will soon be available on 

the site. Please monitor the page cited above for these documents’ 
availability. This meeting was again noted as an exciting success 
because of the efforts and contributions of all the participants. To 
all the presenters and participants, thank you, for your support, and 
we look forward to the future contributions that you can make to 
the ICSJWG.
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RECENT PRODUCT RELEASES

New malware sneaks by most  
antivirus protection
2012-11-28

A recent study by University of Tel Aviv for Imperva comes to 
that conclusion, at least with regard to new viruses. The research 
team tested 82 new malware files against 40 antivirus products and 
found that the antivirus programs detected exactly none of them, 
TechWorld reports. 

Even after giving the antivirus software additional chances at one-
week intervals, the best of the antivirus products still took at least 
three weeks to detect the viruses, according to the report. And of 
the batch tested, Imperva said that two free programs, Avast and 
Emisoft, performed the best, along with McAfee antivirus.
http://gcn.com/blogs/pulse/2012/11/antivirus-0-for-82-against-new-
malware.aspx
https://www networkworld.com/news/2012/112712-antivirus-
software-a-waste-of-264547.html 

U.N. atom agency says stolen information on hacker site 
2012-11-27

The stolen information was contained in a statement by a group 
with an Iranian-sounding name calling for an inquiry into Israel’s 
nuclear activities. The International Atomic Energy Agency (IAEA) 
is investigating Iran’s nuclear program. 
http://www reuters.com/article/2012/11/27/net-us-nuclear-iaea-
hacking-idUSBRE8AQ0ZY20121127

Auto-Immune: “Symbiotes” Could Be Deployed to Thwart 
Cyber Attacks 
2012-11-26

Anti-hacker defenses have long focused mainly on protecting 
personal computers and servers in homes and offices. However, 
as microchips grow smaller and more powerful, new targets for 
hackers are becoming widespread—embedded computers such as 
the electronics handling car engines, brakes and door locks; the 
routers that form the Internet’s backbone; the machines running 
power plants, rail lines and prison cell doors; and   

medical devices such as defibrillators and insulin pumps. Many 
of these embedded devices can now link with other computers, 
putting them equally at risk to intruders. Indeed, in October, 
Secretary of Defense Leon Panetta warned that the U.S. faced the 
threat of a “cyber Pearl Harbor” if it failed to adequately protect 
these systems, echoing a warning CIA Director John Deutsch gave 
to Congress in 1996 about an electronic Pearl Harbor. 

Now computer scientists are devising guardians they call symbiotes 
that could run on embedded computers regardless of the underlying 
operating systems. In doing so, they may not only help protect the 
critical infrastructure of nations and corporations but reveal that 
warfare against these devices may have been going on unseen for 
years, researchers say.
http://www.scientificamerican.com/article.cfm?id=auto-immune-
symbiotes-could-be-deployed-to-thwart-cyber-attacks

Security firm showcases vulnerabilities in SCADA software, 
won’t report them to vendors
2012-11-21

Malta-based security start-up firm ReVuln claims to be sitting on 
a stockpile of vulnerabilities in industrial control software, but 
prefers to sell the information to governments and other paying 
customers instead of disclosing it to the affected software vendors. 

In a video released Monday, ReVuln showcased nine “zero-day” 
(previously unknown) vulnerabilities which, according to the 
company, affect SCADA (supervisory control and data acquisition) 
software from General Electric, Schneider Electric, Kaskad, 
Rockwell Automation, Eaton and Siemens. ReVuln declined to 
disclose the name of the affected software products. 
...
“ICS-CERT has just contacted us some minutes ago requesting 
more details but we don’t release information,” Auriemma said. 
The vulnerabilities “are part of our portfolio for our customers so 
no public details will be released; they will remain private,”  
he said.
http://www.goodgearguide.com.au/article/442632/
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OTHER
JSAR-12-241-01B - (Update) Shamoon-DistTrack Malware (2012-10-16)

JSAR-12-241-01A - Shamoon-DistTrack Malware (2012-09-27)

The ICS-CERT Monthly Monitor September 2012 issue summarizes highlights of ICS-CERT activities from August 2012. (2012-10-10)

Follow ICS-CERT on Twitter: @icscert

http://gcn.com/blogs/pulse/2012/11/antivirus-0-for-82-against-new-malware.aspx
http://gcn.com/blogs/pulse/2012/11/antivirus-0-for-82-against-new-malware.aspx
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https://www.networkworld.com/news/2012/112712-antivirus-software-a-waste-of-264547.html
http://www.reuters.com/article/2012/11/27/net-us-nuclear-iaea-hacking-idUSBRE8AQ0ZY20121127
http://www.reuters.com/article/2012/11/27/net-us-nuclear-iaea-hacking-idUSBRE8AQ0ZY20121127
http://www.scientificamerican.com/article.cfm?id=auto-immune-symbiotes-could-be-deployed-to-thwart-cyber-attacks
http://www.scientificamerican.com/article.cfm?id=auto-immune-symbiotes-could-be-deployed-to-thwart-cyber-attacks
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http://www.us-cert.gov/control_systems/pdf/ICS-CERT_Monthly_Monitor_Sep2012.pdf
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First graduate course in the nation dedicated to medical  
device security 
2012-11-16

How do we begin to improve the information security of 
increasingly interconnected and wirelessly controlled medical 
devices? Starting with highly trained engineers who also appreciate 
the complexities of human factors and regulatory affairs. My 
upcoming Winter 2013 course at the University of Michigan on 
Medical Device Security will be the first of its kind in the nation 
to teach students about this topic. Students will learn the timeless 
concepts and cutting-edge skills in computer engineering, human 
factors, and regulatory policies that determine the safety and 
effectiveness of manufacturing software-controlled  
medical devices.
http://blog.secure-medicine.org/2012/11/first-graduate-course-in-
nation.html

Help is available for effective continuous monitoring
2012-11-16

Fully continuous monitoring of the security status of information 
systems is an ideal that is unlikely to be reached because of the 
complexity of round-the-clock, real-time scanning of every aspect 
of a system. Both industry and government are moving toward 
making it more practical, however. 
... 
To help agencies get started, the National Institute of Standards and 
Technology is publishing guidance on continuous monitoring.
gcn.com/articles/2012/11/16/help-effective-continuous-monitoring.
aspx
http://csrc.nist.gov/publications/nistpubs/800-137/SP800-137-
Final.pdf 
http://csrc.nist.gov/publications/drafts/nistir-7800/Draft-
NISTIR-7800.pdf 

One Simple Trick Could Disable a City’s 4G Phone Network
2012-11-15

High-speed wireless data networks are vulnerable to a simple 
jamming technique that could block service across much of a city, 
according to research findings provided to a federal agency last 
week. 

The high-bandwidth mobile network technology LTE (long-term 
evolution) is rapidly spreading around the world. But researchers 
show that just one cheap, battery-operated transmitter aimed at tiny 
portions of the LTE signal could knock out a large LTE base station 
serving thousands of people. “Picture a jammer that fits in a small 
briefcase that takes out miles of LTE signals—whether commercial 
or public safety,” says Jeff Reed, director of the wireless research 

group at Virginia Tech.
http://www.technologyreview.com/news/507381/one-simple-trick-
could-disable-a-citys-4g-phone-network/

Top U.S. Cyber Defenders Work in Idaho Falls
2012-11-14

Noted cybersecurity expert Alan Paller believes there are only 18 
to 20 people in the whole country qualified to protect the nation’s 
infrastructure from a concerted cyber attack. That’s an incredibly 
small number of people considering the hundreds of thousands of 
engineers working in the private, public and military sectors, but 
Paller isn’t the only person who thinks that’s the case. 
... 
One might expect those superheroes to come from Langley or Palo 
Alto, but instead, they’re more likely to be found in Idaho Falls. 
Idaho National Labs, the Department of Energy’s lead nuclear 
research and development facility, is also home to the Industrial 
Control Systems Cyber Emergency Response Team (ICS-
CERT). These are the people companies call for help when they 
face the most serious of attacks that may have national security 
implications. The number of incidents that organizations have 
reported to ICS-CERT has risen to 198 in 2011 from nine in 2009. 
Team members have traveled on site to help companies on 17 
different occasions between 2009 and 2011. 
http://blogs.wsj.com/cio/2012/11/14/top-u-s-cyber-defenders-work-
in-idaho-falls/

7 elements of a self healing power grid
2012-11-13

Some damage to physical infrastructure is inevitable during severe 
weather and other disasters, but a smart grid with the ability to 
anticipate, respond to and isolate damage could mitigate the impact 
and speed recovery, said Massoud Amin, professor of electrical and 
computer engineering at the University of Minnesota. 

Amin, a senior member of the Institute of Electrical and Electronics 
Engineers who has been working on the idea of a self-healing grid 
since 1998, describes it as “a system that uses information, sensing, 
control and communication technologies to allow it to deal with 
unforeseen events and minimize their adverse impact.” 

The current power grid faces serious challenges. The increase 
in power demand is outstripping capacity, and the deregulation 
and the fragmentation of the industry means no single company 
is in charge of the infrastructure within a region, so there is less 
incentive for investment in upgrades to improve reliability. 
http://gcn.com/articles/2012/11/13/7-elements-of-a-self-healing-
power-grid.aspx

http://blog.secure-medicine.org/2012/11/first-graduate-course-in-nation.html
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http://csrc.nist.gov/publications/drafts/nistir-7800/Draft-NISTIR-7800.pdf
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http://blogs.wsj.com/cio/2012/11/14/top-u-s-cyber-defenders-work-in-idaho-falls/
http://gcn.com/articles/2012/11/13/7-elements-of-a-self-healing-power-grid.aspx
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Could a cyber ecosystem automatically defend  
government networks?
2012-11-07

Through a recent request for information issued in September, 
the Homeland Security Department and the National Institute 
of Standards and Technology are examining the current state of 
technology and the advances needed to create what they call a 
healthy and resilient system capable of using a defensive concept 
called Automated Collective Action. The goal is a broad-based, 
multi-agency or even global system that could, through machine 
learning and automated information sharing, detect, mitigate and 
respond to threats while maintaining mission-critical operations.
http://gcn.com/Articles/2012/11/07/Could-the-Internet-
automatically-defend-itself.aspx
https://www fbo.gov/index?id=4557423eee3e1cc840a8c50de0ea3
06c 
http://gcn.com/Articles/2012/11/08/Build-cyber-security-immune-
system.aspx 
http://www.dhs.gov/xlibrary/assets/nppd/blueprint-for-a-secure-
cyber-future.pdf 
http://gcn.com/articles/2012/11/09/agency-programs-show-
outlines-of-future-cyber-ecosystem.aspx 

NERC-CIP V5 Encourages Unidirectional Gateways
2012-11-05

The provisionally-approved CIP V5 standards address a wider 
spectrum of cyber-security technologies than were addressed in 
previous versions, and in particular the draft V5 standards address 
and encourage the use of hardware-enforced Unidirectional 
Security Gateways. 

Unidirectional Gateways are a secure alternative to firewalls, and 
are used in defense-in-depth security architectures for the control 
systems which operate the power grid. Like firewalls, the gateways 
integrate control system data sources with business information 
systems through Electronic Security Perimeters. Unlike firewalls, 
the gateways cannot introduce security vulnerabilities as a result 
of this integration. The gateway hardware is “deterministic” - no 
misconfiguration of any software can cause the gateway hardware 
to put the safety or the reliability of industrial servers at risk.
http://www.sacbee.com/2012/11/05/4961050/nerc-cip-v5-
encourages-unidirectional html

White House orders spy agencies to share cyberthreat intel  
with companies
2012-10-20

A new White House executive order would direct U.S. spy 

agencies to share the latest intelligence about cyberthreats with 
companies operating electric grids, water plants, railroads and 
other vital industries to help protect them from electronic attacks, 
according to a copy obtained by The Associated Press.

The seven-page draft order, which is being finalized, takes shape 
as the Obama administration expresses growing concern that 
Iran could be the first country to use cyberterrorism against the 
United States. The military is ready to retaliate if the U.S. is hit 
by cyberweapons, Defense Secretary Leon Panetta said. But the 
U.S. also is poorly prepared to prevent such an attack, which could 
damage or knock out critical services that are part of everyday life.

The White House declined to say when the president will sign  
the order.
http://www nbcnews.com/technology/technolog/white-house-
orders-spy-agencies-share-cyberthreat-intel-companies-1C6578275

State-Sponsored Malware ‘Flame’ Has Smaller,  
More Devious Cousin
2012-10-15

Researchers have uncovered new nation-state espionage malware 
that has ties to two previous espionage tools known as Flame and 
Gauss, and that appears to be a “high-precision, surgical attack 
tool” targeting victims in Lebanon, Iran and elsewhere.

Researchers at Kaspersky Lab, who discovered the malware, are 
calling the new malware miniFlame, although the attackers who 
designed it called it by two other names – “SPE” and “John.” 
MiniFlame seems to be used to gain control of and obtain increased 
spying capability over select computers originally infected by the 
Flame and Gauss spyware.
http://www.wired.com/threatlevel/2012/10/miniflame-espionage-
tool/

Gleg releases Ver 1.18 of the SCADA+ Exploit Pack for  
Immunity Canvas
2012-10-10

On October 10, Gleg released version 1.18 of the SCADA+ 
Exploit Pack for the Immunity Canvas framework, along with a 
corresponding version 2.17 of the Agora Exploit Pack.

All of the SCADA exploits included in this release cover 0-day 
vulnerabilities that have not been previously disclosed, including 
any published advisories or alerts from ICS-CERT. Two of the 
systems included in this release do not appear to be high-risk to 
most critical infrastructure and manufacturing facilities within the 
USA; however, these products do have references within these 
industries in other countries so due diligence should be performed 
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if you own a potentially vulnerable system. A third system, which 
is actually one of the leading RTOS used by many embedded 
devices, could pose elevated risk to ICS users.
http://scadahacker.blogspot.com/2012/10/gleg-releases-ver-118-of-
scada-exploit.html

Can Science Stop Crime?
2012-10-10

... we meet a genius crime-stopper who has made some terrifying 
discoveries, including how easy it is for a bad guy to highjack not 
just your laptop but your kids’ toys, medical devices, even your car.
http://www.pbs.org/wgbh/nova/tech/can-science-stop-crime.html

Plot Behind Bank Cyber Attack Thickens; Tools Found in 
Saudi Arabia
2012-10-05

Security professionals investigating the cyber attacks that crippled 
the websites of U.S. banks last month have discovered the tools at 
the heart of the attacks are more complex than previously thought 
and have also been found in Saudi Arabia.

The findings from security firm Radware (RDWR) suggest the 
attacks -- which are ongoing -- may be harder to stop than had  
been hoped.

“If I’m a small band of thugs and I’ve been using handguns and 
rifles, I’ve now given myself electronic access to major weapons 
systems,” said Carl Herberger, vice president of security solutions 
at Radware.

Herberger said the company has found a variant of the malware 
in “labs in Saudi Arabia” that is a “slightly different version from 
what’s being used in the wild.
http://www foxbusiness.com/industries/2012/10/05/version-bank-
cyber-attack-tools-found-in-saudi-arabia/

In cyberattacks, hacking humans is highly effective way to 
access systems
2012-09-26

Some went to the Chertoff Group, a national security consulting 
firm in Washington. Others targeted intelligence contractors, gas 
pipeline executives and industrial-control security specialists. Each 
note came with the personal touches of a friend or colleague.

“Attach[ed] is a quote for the Social Media training we discussed,” 
said one message sent on July 3 to the vice president of EnergySec,  
a federally funded group in Oregon that focuses on the 
cybersecurity of the nation’s power grid.

But like much of the digital universe, the e-mails were not what 
they seemed. They were cyberweapons, part of a devastating kind 
of attack known as “social engineering.”
http://www.washingtonpost.com/investigations/in-cyberattacks-
hacking-humans-is-highly-effective-way-to-access-
systems/2012/09/26/2da66866-ddab-11e1-8e43-4a3c4375504a_
print html

Release of film: We are Legion: The Story of Hacktivists
2012-09-24

WE ARE LEGION: The Story of the Hacktivists, takes us inside 
the complex culture and history of Anonymous. The film explores 
early hacktivist groups like Cult of the Dead Cow and Electronic 
Disturbance Theater, and then moves to Anonymous’ own raucous 
and unruly beginnings on the website 4Chan. Official release, 
October 19th.
http://wearelegionthedocumentary.com/about-the-film/

Flawed ORing Networking Devices Expose Oil and Gas 
Companies to Cyberattacks
2012-09-21

The Industrial Control Systems Cyber Emergency Response 
Team (ICS-CERT) owned by the US Department of Homeland 
Security (DHS) has issued an advisory to warn customers of ORing 
Industrial Networking devices of a serious vulnerability  
that exposes their organizations to cyberattacks.

According to ICS-CERT, the security hole was identified by 
independent security researcher Reid Wightman of Digital Bond. 
He discovered hard-coded passwords for ORing Industrial  
DIN-Rail Device Server 5042/5042+ systems.
http://news.softpedia.com/news/Flawed-ORing-Networking-
Devices-Expose-Oil-and-Gas-Companies-to-Cyberattacks-293994.
shtml 

Napolitano: Executive order on cybersecurity is  
‘close to completion’ 
2012-09-19

Homeland Security Secretary Janet Napolitano on Wednesday said 
the cybersecurity executive order that the White House is drafting 
is “close to completion.” 
http://thehill.com/blogs/hillicon-valley/technology/250371-
napolitano-white-house-draft-cyber-order-qnear-completionq

http://scadahacker.blogspot.com/2012/10/gleg-releases-ver-118-of-scada-exploit.html
http://scadahacker.blogspot.com/2012/10/gleg-releases-ver-118-of-scada-exploit.html
http://www.pbs.org/wgbh/nova/tech/can-science-stop-crime.html
http://www.foxbusiness.com/industries/2012/10/05/version-bank-cyber-attack-tools-found-in-saudi-arabia/
http://www.foxbusiness.com/industries/2012/10/05/version-bank-cyber-attack-tools-found-in-saudi-arabia/
http://www.washingtonpost.com/investigations/in-cyberattacks-hacking-humans-is-highly-effective-way-to-access-systems/2012/09/26/2da66866-ddab-11e1-8e43-4a3c4375504a_print.html
http://www.washingtonpost.com/investigations/in-cyberattacks-hacking-humans-is-highly-effective-way-to-access-systems/2012/09/26/2da66866-ddab-11e1-8e43-4a3c4375504a_print.html
http://www.washingtonpost.com/investigations/in-cyberattacks-hacking-humans-is-highly-effective-way-to-access-systems/2012/09/26/2da66866-ddab-11e1-8e43-4a3c4375504a_print.html
http://www.washingtonpost.com/investigations/in-cyberattacks-hacking-humans-is-highly-effective-way-to-access-systems/2012/09/26/2da66866-ddab-11e1-8e43-4a3c4375504a_print.html
http://wearelegionthedocumentary.com/about-the-film/
http://news.softpedia.com/news/Flawed-ORing-Networking-Devices-Expose-Oil-and-Gas-Companies-to-Cyberattacks-293994.shtml
http://news.softpedia.com/news/Flawed-ORing-Networking-Devices-Expose-Oil-and-Gas-Companies-to-Cyberattacks-293994.shtml
http://news.softpedia.com/news/Flawed-ORing-Networking-Devices-Expose-Oil-and-Gas-Companies-to-Cyberattacks-293994.shtml
http://thehill.com/blogs/hillicon-valley/technology/250371-napolitano-white-house-draft-cyber-order-qnear-completionq
http://thehill.com/blogs/hillicon-valley/technology/250371-napolitano-white-house-draft-cyber-order-qnear-completionq


http://www.washingtonpost.com/world/national-security/us-official-says-cyberattacks-can-trigger-self-defense-rule/2012/09/18/c2246c1a-0202-11e2-b260-32f4a8db9b7e_story.html
http://www.washingtonpost.com/world/national-security/us-official-says-cyberattacks-can-trigger-self-defense-rule/2012/09/18/c2246c1a-0202-11e2-b260-32f4a8db9b7e_story.html
http://www.washingtonpost.com/world/national-security/us-official-says-cyberattacks-can-trigger-self-defense-rule/2012/09/18/c2246c1a-0202-11e2-b260-32f4a8db9b7e_story.html
https://secure.inl.gov/icsadv0213/
https://secure.inl.gov/icsadv0213/registration.aspx
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COORDINATED VULNERABILITY DISCLOSURE

ICS-CERT actively encourages researchers and ICS vendors to use a coordinated vulnerability disclosure process when possible. Ideally, 
this coordinated disclosure process allows time for a vendor to develop and release patches, and for users to test and deploy patches prior 
to public vulnerability disclosure. While this process is not always followed for a variety of reasons, ICS-CERT continues to promote this 
as a desirable goal.

Bridging the communication gap between researchers and vendors, as well as coordinating with our CERT/CC and US-CERT partners, 
has yielded excellent results for both the researchers and vendors. To learn more about working with ICS-CERT in this coordinated 
disclosure process, please contact ICS-CERT at ics-cert@hq.dhs.gov or toll free at 1(877) 776-7585.

RESEARCHERS ASSISTING ICS-CERT IN THE FOURTH QUARTER OF 2012
ICS-CERT appreciates having worked through the coordinated disclosure process with the following researchers:

•	 An independent research group composed of Nadia Heninger, J. Alex Halderman,  Zakir Durumeric, and Eric Wustrow, ICSA-12-
335-01—Post OAK Bluetooth Traffic Systems Insufficient Entropy Vulnerability (2012-11-30)

•	 Independent researchers Roberto Paleari and Ivan Speziale, ICSA-12-325-01—Sinapsi Devices Multiple Vulnerabilities (2012-11-20)

•	 Security researcher Celil Unuver of SignalSec LLC and independent researcher Luigi Auriemma, ICSA-12-320-01—ABB AC500 
PLC Webserver Buffer Overflow Vulnerability (2012-11-15)

•	 Independent researcher Dale Peterson of Digital Bond, ICSA-12-271-01 - C3-ilex EOScada Multiple Vulnerabilities (2012-11-01)

•	 Siemens self-reported, ICSA-12-305-01–Siemens SiPass Server buffer overflow (20121031)

•	 Independent researcher Reid Wightman of Digital Bond, ICSA-12-297-02–Korenix JetPort 5600 Hard-coded Credentials (2012-10-23)

•	 Researcher Kuang-Chun Hung of the Security Research and Service Institute-Information and Communication Security Technology 
Center (ICST), ICSA-12-234-01–GE Intelligent Platforms Proficy Multiple Vulnerabilities (2012-10-15)

•	 Siemens self-reported, ICSA-12-283-01–Siemens S7-1200 Web Application Cross Site Scripting (2012-10-09)

•	 Wesley McGrew of Mississippi State University, ICSA-12-283-02–WellinTech KingView User Credentials Not Securely Hashed 
(2012-10-09)

•	 Researcher Kuang-Chun Hung of the Security Research and Service Institute-Information and Communication Security Technology 
Center (ICST), ICSA-12-265-01–Emerson DeltaV Buffer Overflow (2012-09-28)

•	 Independent researcher Luigi Auriemma, ICSA-12-271-02–Optimalog Optima PLC Multiple Vulnerabilities (2012-09-27)

•	 Independent researcher Reid Wightman of Digital Bond, ICSA-12-263-02–ORing Industrial Networking IDS-5042 Hard-Coded 
Credentails Vulnerability (2012-09-19)

•	 Siemens self-reported, ICSA-12-263-01–Siemens S7-1200 Insecure Storage of HTTPS CA Certificates-ICS-VU-268163–
Vulnerability in Siemens PLC (2012-09-19)

•	 Researcher Daiki Fukumori of Cyber Defense Institute, ICSA-12-262-01–Fultek WinTr SCADA (2012-09-18)

•	 Siemens self-reported, ICSA-12-256-01–Siemens WinCC WebNavigator Multiple Vulnerabilities (2012-09-12)

•	 Independent researcher Carlos Mario Penagos Hollmann, ICSA-12-251-01–RealWinDemo dll hijack (2012-09-07)

•	 ZDI by security researcher Alexander Gavrun, ICSA-12-249-03–Indusoft ISSymbol ActiveX Control Buffer Overflow (9/05/2012)

•	 Researcher Reid Wightman of Digital Bond, ICSA-12-249-02–WAGO IO 758 Default Linux Credentials (2012-09-05)

•	 Arbiter Systems self reported, ICSA-12-249-01–Arbiter systems Power Sentinel Denial of Service Vulnerability (2012-09-05)

mailto:ics-cert@hq.dhs.gov


http://www.us-cert.gov/control_systems/ics-cert/
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