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(U) Prepared by the National Counterterrorism Center’s Weapons, Tactics, and Targets Group with input
from DHS/I&A Homeland Counterterrorism Division, Terrorist Targets and Tactics Branch.

The Interagency Threat Assessment Group has reviewed this product from the perspective of our
nonfederal partners.

(U) Scope

(U//FOUO) This Note supplements the 10 June 2010 DHS Note titled Webcams:
Potential Terrorist and Criminal Surveillance Tool. The National Counterterrorism
Center and DHS/Office of Intelligence and Analysis are releasing this Note to provide
perspective and understanding of the nature of the threat and to assist federal, state, local,
and tribal government agencies, the private sector, and other entities in their efforts to
develop protective and support measures relating to this preoperational surveillance
method.
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(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUOQ). It contains information that may be exempt from public release under the
Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to
FOUO information and is not to be released to the public, the media, or other personnel who do not have a valid need to know without prior approval of an
authorized DHS official. State and local homeland security officials may share this document with critical infrastructure and key resource personnel and private
sector security officials without further approval from DHS.

(U) This product contains U.S. person information that has been deemed necessary for the intended recipient to understand, assess, or act on the information
provided. It has been highlighted in this document with the label USPER and should be handled in accordance with the recipient's intelligence oversight and/or
information handling procedures. Other U.S. person information has been minimized. Should you require the minimized U.S. person information, please contact
the DHS/I&A Production Branch at IA.PM@hgq.dhs.gov, IA.PM@dhs.sgov.gov, or IA.PM@dhs.ic.gov.
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(U) Overview

(U//FOUO) Detailed video obtained through live Web-based camera feeds combined

with street-level and direct overhead imagery views from Internet imagery sites allow

terrorists to conduct remote surveillance of multiple potential targets without exposing
themselves to detection.

— (U//IFOUO) As early as 2006, insurgents used a mapping capability operated by
Googles*=*, called “GoogleEarth,” for tactical planning of rocket attacks against
U.S. military targets in Irag, according to open source reporting.

(U/[FOUO) The increasing sophistication of these commercially available Internet tools
may allow terrorists to study security measures in place and the relationship between the
target and surrounding area using various viewing angles, to choose ingress and egress
routes, and to monitor attack progress and results. Individually each system has strengths
and weaknesses, but combining the use of multiple Internet tools can provide detailed,
real-time information on potential attack locations (see figure on page 3). By minimizing
their physical presence during the target selection and surveillance phases, terrorists may
limit law enforcement’s ability to detect and disrupt any plot.

(U) Supplemental Measures

(U//FOUO) Below are several supplemental measures that could reduce vulnerabilities
to online surveillance:

— (U//FOUO) Security personnel need to be aware of camera coverage and ensure
that protective measures are not predictable.

— (U//FOUO) Conduct a self-analysis of local facilities and transportation routes
from an adversary’s perspective by periodically reviewing Internet imagery sites
to identify possible vulnerabilities visible to outside parties.

— (U//FOUO) Screen static security measures from line-of-sight or overhead view
using physical concealment such as fences, walls, roofs, and foliage.

— (U//IFOUO) Place additional security measures outside of webcam or street-level
view.

— (U//FOUO) Vary the schedule and placement of security personnel.

— (U//FOUO) Establish mobile checkpoints to supplement static sites.
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e (U) Figure: A sampling of four
— separate views of the same New York
City location:

49" Avenue & Broadway

www.bingmaps.com

(U/IFOUO) Examples of Internet sites that may i '
be exploited for preoperational planning: ‘

Web-based imagery: Live streaming Web cameras:
GoogleMaps.com Earthcam.com
BingMaps.com Trafficland.com
MapQuest.com
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(U) Reporting Notice:

(U) DHS and the FBI encourage recipients of this document to report information concerning suspicious or
criminal activity to the nearest state and local fusion center and to the local FBI Joint Terrorism Task Force.
State and local fusion center contact information can be found online at
http://www.dhs.gov/files/resources/editorial_0306.shtm. The FBI regional telephone numbers can be found
online at http://www.fbi.gov/contact/fo/fo.htm and the DHS National Operations Center (NOC) can be
reached by telephone at 202-282-9685 or by e-mail at NOC.Fusion@dhs.gov. For information affecting
the private sector and critical infrastructure, contact the National Infrastructure Coordinating Center
(NICC), a sub-element of the NOC. The NICC can be reached by telephone at 202-282-9201 or by e-mail
at NICC@dhs.gov. When available, each report submitted should include the date, time, location, type of
activity, number of people and type of equipment used for the activity, the name of the submitting company
or organization, and a designated point of contact.

(U) DHS/I&A would like to invite you to participate in a brief customer feedback survey regarding this
product. Your feedback is extremely important to our efforts to improve the quality and impact of our
products on your mission. Please click below to access the form and then follow a few simple steps to
complete and submit your response. Thank you.

| STy

(U) Tracked by HSEC-01-00000-ST-2009, HSEC-01-01001-ST-2009, HSEC-01-03000-ST-2009,
HSEC-01-03001-ST-2009, HSEC-03-00000-ST-2009
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Office of Intelligence and Analysis
I&A Customer Survey

Product Title: (U//FOUO) Internet Sites Allow Detailed Surveillance and Pre-Attack Planning

1. Please select the partner type that best describes your organization. BSEEIell:!

2. How did you use this product in support of your mission?

[ Integrated into one of my own organization’s finished information or intelligence products
[] Shared contents with federal or DHS component partners
If so, which partners?
[J Shared contents with state and local partners
If so, which partners?
[ Shared contents with private sector partners
If so, which partners?
[J Other (please specify)

3. Please rank this product's relevance to your mission. (Please portion mark comments.)

O Critical

O Very important

O Somewhat important
O Not important

O N/A

4. How could this product or service be improved to increase its value to your mission? (Please portion mark comments.)

5. Was this product provided to you in response to a specific request to DHS I&A? ® Yes

6. Please rate your satisfaction with each of the following:

Very Somewhat Somewhat Very
Satisfied Satisfied Dissatisfied Dissatisfied N/A

Timeliness of product

or support b O O O O O
Responsiveness to your

intelligence needs O O O O O

If you answered yes to
question 5, please rate your

satisfaction with DHS |&A’s O O O O O

communication during the
processing of your request

To help us understand more about your organization so we can better tailor future products, please provide:
Your Name and Position

Your Organization

Your Contact Number or Email

D
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Paperwork Reduction Act Compliance Statement

Legal Significance of Office of Management and Budget Control Number: Your response to this feedback request is
completely voluntary. The Paperwork Reduction Act requires that the Department of Homeland Security notify
respondents that no person is required to respond to the collection of information unless it displays a currently valid
OMB control number.

Privacy Act Statement: DHS’s Use of Your Information

Principal Purposes: When you provide feedback on an Intelligence and Analysis (I&A) intelligence product, DHS collects
your name, position, contact information, and the organization you are representing. We use this information to contact
you if we have additional questions about the feedback and to identify trends, if any, in the feedback that you and your

organization provide.

Routine Uses and Sharing: In general, DHS will not use this information for any purpose other than the Principal
Purposes, and will not share this information within or outside the agency. Aggregate feedback data may be shared
within and outside DHS but without including the contact information. In certain circumstances, DHS may share this
information on a case-by-case basis as required by law or necessary for a specific purpose, as described in the DHS
Mailing and Other Lists System of Records Notice, DHS/ALL-002 (73 FR 71659).

DHS Authority to Collect This Information: DHS requests that you voluntarily submit this information under its
following authorities: 5 U.S.C. 301; the Federal Records Act, 44 U.S.C. 3101.

Effects of Not Providing Information: You may opt not to provide the requested information or to provide only some of
the information DHS requests. However, if you choose to provide any feedback information, you must provide a
classification level as requested on this form. If you opt not to provide some or all of the requested information, DHS
will not be able to contact you to fully address your feedback and any additional information needs.

Accessing and Correcting Information: If you need to access or correct the information collected on this form, you
should send an email to ia.feedback@dhs.gov. You may also direct your request in writing to the appropriate FOIA
Officer, whose contact information can be found at http://www.dhs.gov/foia under “contacts.” Additional instructions
are available at that website and in the DHS/ALL-002 System of Records Notice, referenced above.

Return to Form
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