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Affidavit of Special Agent Matthew C.. Kmijgditt

I, Matthew C. Knight, Special Agent wiiththiee Feetterd] Bureau of Investigation (“HBI™),

being duly sworn, depose and state @s fidllowes:

1. I am am inwestigative or law enfloncementt offficen of the United States, within the
meaning of Section 2510(7) of Title 18, United States Code, and am empowered by law to
conduct imvestigations of and to make amrests fior offéasessermumenatid! im S8etivon2Hib of Title

18, United States Code.

2. I have been a Sjjesiall Agent with the Federal Bureau of Investigation (“FBI’) since
2004. For much of that time, I have beem engaged! in gang and drug investigations. [ was
previously employed as a Paiice @fficar wiith tthe Hdttinooee PRdlice Ddppartmentirfoom 1997
through 2004, andl weasaasgigndd asadetedtivei nveesitigatingl drp grafiftkik ngroniendsofirord0200 1

through 2004.

3. In the course of participating in investigations of drug trafficking, I have
conducted or patiidjpatetlinn sumetiliawee tlthe purdthase of illegal diags, the exsoudion of search
warrants, debriefings of subjects, witnesses, and informants and reviews of consensually
recorded comversations amdl mestingss. Through mmy training, education, amd expenience;, [THewe:
become familiar with the manner in which drug traffickers use cellular telephones to
communicate with customess,aassociatesaaddssoucess of supply. I am cumenilyaassgereddotiive

Federal Bureau of Investigation, Bostom Offffice.

PURPOSE OF AFFIDAVIT
4, This Affidavit is being submitted in support of an application ffor a ssearthwearaant
authorizing the search and collectiion and diyplicztiten of data in:
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a) a gray and black colored Apple ifthwome cedlhidartcdelepone,
bearimg IMEL number 355877062280062, seized from Desmomd]
Crawffarioon\Nevemhbe? 25 211 [ ahducmmnténtly ihcthesomdyody
and contrall of the FBI (“IEapgetlFlpphone 1™); and

b) a blue and Hiladkoedloredd A ARE T (Tiiptstyle’t Helhrlaridplepleone,
bearing seridl munbber332843088 53435, sseized ffoomDBesmodd
Crawffaxticon\Nevenbbef 252201 55 wuenently ithdlecustpdy and
contrdl of the FBI (“EapgeflEtlphbone 2)?).

L. Basis of Probetite(Camse

5. The basis of my belief that probable cause exiistsjjustifyipetbliisssaacbhwaarrantss

as follows:

6. The Boston Police Department (“BPD™), Special Investigations Unit and the
Federal Bureau of Investigation initiated am investigation in October 2012, comoemiing tthe
criminal enterprise known as; tHe: Codhumihiza PRont t SHieet tG3ngg ovthbeOohimbiaaPBirin Dhxwgss
(“CPD"). The CPD was established in the late 1980’s, and their original members resided
primarily im the former Columbia Poimt sextfion of Dorchester, Massacthussitts. However, ewer
the years,, tHecgang expanded its reach and qyperdtionstéo watinuscsbieeraarea stthroglghiouB Boston
and Massachusetts. Members and associates of the CPD were nespomsible flor wialkntt ariimess,
drug trafficking and prostitufion. The investigation began affiar @ cogperatiggwitness ddanififidd
Tony BERRY, andiDemetniits; amd Yancey WILLIAMS as large scale distritbutars of drugs in the
Boston Metropolitan area.  Additionally, a cooperating wiitness workimg with the FBI (“CW-

17! reported that fixe IRERRY and WILILIAWES thrathesscomsstitutddithdceddetsiip of the current

! CW-1 began coepematimg witth laswenfbecamenttin November 2012, and was ollsed! foor
cause im Septemiber 2013. CW-1 has adimitted to beimg complicitiin a scheme to steal official
agency funds firom the government in connection with a contrd]leti ggunppucbhase TEhevattemgptéd
purchase took place em Jilly 255,200 3, 3andnC WW -inadedthebe sedmissionenshohidytthetteafteftin in
August 2013. CW-1 was closed as a source and ceased cooperation as a result. CW-l was
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CPD. Further W@rwwﬂddhhaﬁ&nyyﬂﬂﬂ@%’&hﬁﬁen%ﬂﬁem was also a
leader within this crimiing] @nterprise.

7. Over the caurse of our inwvestigation, weobbtiained Hueroin, cocadine, and cocaine
base from several members and lleadters of CPD through controllledi ppurdtassswitbhcooppertiting
witnesses. For exanyile, om multiple occasions in early 2013, Demstiiius WILLIAMS sold
cocaine base and cocaiine iincoritrdléedpurdhasss.  Similarly, in 2013 and 2014, IDax it JTONES,
a CPD member, was involved several controlled puxdheses of cocaine base and heroin.
Kareem BERRY, & HID meentierr andd boothiertm Williee amdd TonyyBERRYY wasainiolvbd:dnin
several controllled] ppurdhases of heroin. In addition, during the course of our investigation, wae
intercepted telephome cdlls, prerccouttootder, in which numerous mantbars of the CPD comgpiirad
to distribute, and distributed, heroin, cocaime, andl covadires Hasee. Both Willie BERRY amdl
Demetrius WILLIAMS were intercepted trafficking significamt amounts of controlled
substances, including heroin and cocaine. We also seized numerous loaded firearms from
members/associates of the CPD. In June 2015, 48 leaders, members, amd assodiites of the CPD

were charged in five separate indictments in this District flor trafficking controlled substances,

overheard over courtsauttwrizedwiiretpp commuiticthtonsengagkd in drug comversaiionwith D.

Williams. CW-1 has a crimimd] Hisstogytbhat anbldde siaxrests, b thno conididtion sofoo apretating a

motor vehicle negligently, leaving a scene of an accident, use of vehicle without authoity,

assault with a dangerous weapon, abuse prewentiom actt, intimidition, mafficking a contueilied
substance, possession tto distribute a class D comtrolled sitbstance, ttesppastingaadd firearm

identification card violation. CW-l lhas amests andl convictiions ffor congpiracy to windhate the

controlled substances act, possession to distmithute & olhsss B3 comtirodléet subistemoe;, amdd agsamidt
with a dangerous weapom.

The information that CW-1l provided was corroborated by the controllled dmg purdtheases
conducted by CW-Il jpriorttolhiy220 B3 AAddiditoondlyy (OW11’s information has been comoborzted
by other confidential inffonmamnts amd the imwestigatonggenerdlly lloconsdderthhd nfifonmstion
provided by CW-Il ttotirerrdiadthde. COW 11 las meosived conditterationi intbieefform of financial
assistance in connection with Iis/fher cogparation in this case. I have mot fowmd dheat WAL ’s
recent interceptions disareditany of the intelligence given to imvestigatorsorttieccontndedbryys
that were conducted as mosit of them were both audio and vidieo recondisd.
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including heroin, cocaine, cocdine hase ,ankdoooyyoddone aadd ifirearno tiffereses.  The individualls
charged include Willic BERRY, Tomy BERRY? and Demetrius WILLIAMS.

8. In addition to drug trafficking, members and associates of the CPD have
engaged in various acts of violence, including shootimgs, as a of (1) establishing and
controlling areas where the gang can distribute controlled substances by
intimidating/eliminatimg mivdl gangs and/or dimug trdfiidkiimgoopganizationsaadd AR ntitinddating
potential witnesses to tht=T gang’s illegal activities, inclhding its ding trefficking and] wedéntt
crimes. Members and assagiztes of the gang are expactad] ttocerpgageinnv kitencetogupporhthe

CPD and INOHEAST

ttiedirpositdon in the CPD by committing wiollenee @nbbtiadlf of the gang.
In this regard, members/associates of the CPD have assaulted and/or shot rival gang
members/associates on numerous occasions simce the inoeptiom of the gang in August 201K
through January 2015. The gang's reliance on violence to imtimidate rivals and potential
witnesses has been puibliicly confimmed! by gamge membeessand dganggl elrdeles sinvidiezs swhikhch
have been publicly posted on the imtamett. I have reviewed a number of these videos. In these
videos, CPD members and leadiers, sucth &s Tomy BERRY, Wandell WOOIDS ({the Hd Hibratheer of
Tony andi Willle: BERERY))? and Antomio CHATMAN, lawe apenily touted the gang’s use of
violence (particularly shootimgs), have openly referenced at least one shooting allegedly

committed by CPD memibers/assoxi ites, aandhbaeessoggh t do immtimddateppotentibvweiteresses.  In

2 Criminal case number 15-10146-FDS.
3 Criminal case number 15-10145-RGS.

4 WOODS, who was not charged in the pending indiiatrrertsiintbhisistiict
involving the CPD, is presentlly serving a 3-year semtence iin Mew Yo Rdbasedoomasblvotitigghhe
committed at a New Yauk Ciityy miightdhtb. WOODS shot two of the clubissseeuripyofffeeess
after he was ejected firom the clhib.
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these videos, CPD mmaniberséfassociates ceppreshly reeoggiize” (fitheP Bioirit hsasmworgpganiaration
committed to wiidtereeaand dnggt trdfiotking Aarh have sogightotp yhiblie liv dmbicridatevrivagan gs,
such as the Orchard Park street gang, through these witlessankdbheeats of violence agaimst mivdls.
9. During our investigation of the CPD, we intercepted calls between CPD
members/associates in which they discussed the use of violence to further the gang's goals.
For examplle, we iinteregpteihacaill bbetwesDBeretnin IWN ILIANN Snaind ssandR[BNOMYHOBON (a
CPD member) in which WILLIAMS indicated tiat Hee thediiencetitbhatisiaalO0uichardPRerk cgang
members woulldl teeaataassiatecoortithossatas acreatain tievengingbsghght balaBd BUDSDNGMand
others attack the miivdl gang members.” In December 2014, we iiniterogpted ssgverhlcahills
between Demetrius WILLIAMS and a menther of the CPD-dligretSSaint JagephSStrecp gang.
Duriimg these callls, Demetrius WILILIAWS trragegedabbout encounteringnahngs ssshitidg Hohn
Doe while attending the arraignment of his brother (Yancy WILLIAMS) inside the Boston
Municipal Courthousse. During subsequent intercepted calls that day, Demetrius Williams,
Yancey Willliamos, ant] Yawesy(GHlhonnl discussé dbiaininp ddededrfineanms somthht theyubduld
further assault John Doe.® Finally, on December 11, 2014, we intercepted a call between
Demetrius WILLIAMS and John Fieemnan-Clements (a CHD assowiate)). Freemam informed
Demetrius WHLILIXANESthhat difeiehd of his was anrooutevidartiaidrfiromy Virginids(suospguehtly
identified as Mongam JEffErsan)) too Bdstoon withiha dohdett demirautoimatic fifearamfofosatelandnd
asked if Demetrius WILLIAMS wantedl tto purdirase tthe ficearm. Demetris WIILILIANES

agreed to purchase the firearm. Demetrius WILLIAMS and John Freeman-Clement

3 Based on this imfommeion, stgpsweeret taleenbyyHBPD dp presentitha teatdcky ihich
did not occur.

6 Based on this imfommstiton, BEDt(t@dksstgps eowsanm) dbhiDDoemhdikifafaihilynahd
to prevent any such @ssault.
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subsequently diisausssed hhavingJdtffiersonc@ominitiviedenicactsgagainstvaivahngamge miembers.

Investigators sulbsaguearitly arsssted Niboggan JdéffersonantSSouthS Stavioril thiairS Stationvitith a

loaded semi-antonmmatictficoanm.

10.  One of the rivall strettegapgswidthwrbomhth€PIP Bhengegdédd anviokinlént dendswas
the Groeomwantissteeegapg. This gang apenatesppmmatilyout of the axea of Greemwoad Street
in Dorchester, Massachusatts. [ am aware that begimming in 2014, manibesédassociates of the
CPD and Greenwoodl street gang wwake involved in a number of violent confromtafions,
including shootings. For examyple, iin lune 2N, tthe ttwoo ggangseengagedinim avuiber of
shootings, which resiited in several people heing wounided.

11.  John Doethastheeni ddentifiddbyithdBPDyrahd in our investiigation,asaddedder in
the Greenwomdl strext ggarpg dduning thbe titime of the violenoe Inetweeen thee ttwoggangs.”  In
Novemiber 22014, Wanldel | WS aadd ihthe€ PIP hencimbersfassaciatescemeoenetéfed d dhoe Doe
at a shoppingmaiéll in downtown Boston.  John Dee weaspplyysieHl y taatdeidetyby QOIS dnd
the otther CADmeenhbevs/assoiaigtesmahldebeaten in front of several hystantiess. The assaultaand
battery of John Doe was recordedl on mall security cameras. During our investigation, om
December 246,220 14 DoeraetniuSVW ILILIAIMMS aw ah shot mamescinsi¢imed 28 181G ostleStueet in
Jamaica Plain, Massachwsstits.  Following the shooting, we interceptiadl calls in which
Demetrius WIILLLIEAWAS sstatedthahdebbliBevé dhtdiath thee personhwhadhstdh sNGEDNIA M\ M&s was
John Dae. Demetrims WIILLILEANSSwwasi ialsdnintergeptestskekartg th obtairfiacfingasmtbot that he
could retaliate against John Doe. Demetrius WILLIAMIS was wridtie tto ddo sso ass Hee waas

arrested shortly theredfteromma fdderblifrmarmelehaxge.

7 I know tihe iidterttity of John Doe and am iimtenitiondlyeexblddipgtifrfrarthihis
affidavit.
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12.  On March 27,2053 a0 tipppoekimatsly 2642 pum. BBPDesgspatudeth ta acpeport of
shots fired at Terrace Street andl NNew(CddarShtreet in Roxbury, Mhassachhusetts. BPD officers
subsequently identified dixat dhnDeeHmdtseenstoo taddwondddd fftehhelehdakedinta wdatal
hospital for tneztimentt for the gunshot weourtl. A witness at the scene of the shooting stated
that hefshe observed a blue pickup-style truck, opemating att aa higbhratecof speed, turn onto
Terrace Street from Cedar Street and then the witness heard several gumshets.  Another
witness heard gunsitots;, amdl then observed a mule subject lemging Hissupppebbdd youstdidehthe
driver’s side window of a Blue Tyaita Timuddaa ppikkippand dshbotitig aabldekkhinddannasthehe
truck was driving down Terrace Street. The BPD recovered numerows piieses of evidence from
the shooting sceme, imdlulinggtbdliiskicceiddenee. Ten .40 caliber shdll casingsweeea ceopvardd
at the shooting scene.

13.  Shortly after BPD officers broadcast the descrijptiion of the suspect wehicdle, a
Massachusetts State Pollice (‘SP") tirogperabbsereedaatbiue ThyystaTrunitrg wiith\idassabhustits
plate R99120, trawellingontbeeRRvivewagyirnitheldixadtion of Brookline Avenue/Boylstom Stxast
in Bostom. The MSP trooper absarwad ttwoooppestibl yhilwe s blaklomdalesnintthevebhitienadd
attempted to stop the vehicle to comdinettan inquiry. The vehicle refiusad ttossoppaaddifidd from
the MSP. The vehicle was dblle tto avait huging stgppetantwaeasidastsean in the area of Forsyth
Street in Boston.

14. At approximately 3:03 p.m., BPD received @ 911 call from a witness who statadl
that he/she had ofserwad @ Hilwepidtgpttoekkt tavetliingatihiphraate of speed in the area where
the MSP had been dhasing the sugpeetvethidée. The witness informed regpontingaffficerstiiat,
as the pickup passed the wiitnsss, Heédblehkaadd s sanid oonsistentvwithran titanh hiiting @onerete.

The witness also olhsenved thatt the diiiven’s sidie window wass beding rodliédd uppas sthteveluciele
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continued. The witness stated that he/she investigated and found a pistol in the area where
he/she had heard dheiitemthitthkeeconncrete.  With the aid of the witmess, IBPD affficessreecoeerdd
a black Gilodk Wheti¢ 222, 40 ghhibersaeminantontatib dnatxdgubebearing setiahmbarHEMEMKIA 34
The recovaret! dhelll casings from Temace Sineett were subsequently matdhet to the recovered
.40 caliber Glock pistall.

15. The blue Tundra pickup truck was located that day by BPD officers at
Newcomb StreetanidRReddSStreet. A security camera in the area capturetaasmpild blaklomwigle
exiting the wehidle antll beavimg thexarga. The Tundra was registeretttoadburinessddenfifitdsas
Sittin Pretty LLC. Based on the investigation, this business is associated with Desmond
CRAWFORD, a/k/a “Dez.” In addition, BPD officers executed a search wamant for the
Tundra and recoreredddooumentsiddentifying Besmodd RRMVORR Dinclalidinie degahdrdxtax
documents with CRAWFORD'Ss them and listing him as the sole owner of Sittin
Pretty LLC. CRAWFORD''s mutherSSanidealtgyrepportddithe sklviel ststeled daykiater.

16. CRAWFORD has heenittentifeedbyylPPDaa s £ CPDnmeinbahthnghgh wasiatiety
of sources includimg fiidld mgpotts, lestegapphs aaddbkd oo staterments.

17.  On April 1, 2015, five days aftar tthes$hooting of John Doe, weiinteregpéeidaacadl ]
between Dawiidl CURIE aan assodateaand]dryg sourcéofahth € PP Dynand CRKWHORD.  In the
intercepted calll, COKE and(RRAVWHERR Dddisoussd ditheasnenttshwoting of John Doe. COKE
asked CRAWFORD if CRAWFORD had cliecked tis “status”™ — i.e., whether CRAWFORD
had chedkedtto see if an amrest warrant lhatl been issued for Hiim. CRAWFORD said e Haadl
not. CRAWFORD tolld COKIEtaat: “Nobody come knadking yeet.” QO appliéd: “Okay bt
so you should e grawy.” COKE told ORAWIFORID tthatwarimssppoppleverreadakingrertdiofor

the shooting. CRAWFORD replied: ““Yeah, they can kst tthemthaxeiit. I donit care.”



Case 1:16-mj-02006-MBB Document 4-1 Filed 02/01/16 Page 10 of 14

commit the drive-by shooting. COKE tried to neassune CRAWHORID thatt he womlt nost bee
arrested as the poliice did mott have enough evidiemee tto change GRAWIRORD. In this regand,

COKE stated that the police would not bring a weak case against CRAWFORD and that

CRAWFORD"s ccase woulltl be weak aas llongaas the victim, John Doe, did not cogperatewitith

law enforcement against CRAWFORD. COKE further staged that Jhihn [Diwe wemidd oot

cooperate with the police.

21. On Tuesday, November 24, 20115, Hbm. Nbarame B. BRowtbry, IS Magistratee
Judge issued a ariiminal] complkintt chargimg Desmond CRAWFORD with cliangimg him with
(1) 18 U.S.C. §1959(a)(3), and (2) using or carrying a firearm, in violation of 18 U.S.C.
§924(a)(NAN1 612273 78IBBYB )Later that day memibers of the Special Tnwesttigattors i tiard
Federal Bureau of Investigation leamed tthatoonN¥overhber 19, 2015, Desmond CRAWFORD
rented a 2004t Tayoate Corolla beaxingy Mdssashiusettss RRggdttatidon Nuombeer 2FERP200, bldakkin
color from Entenprise Rental Car located at 277 Wiilkardl Sitxestt in Quincy, Massachusettts wiithaa
return date ofNNorenideer2%5.200 55.

22. At approximately 1:45 pom. en Weatinestiay, Norentleer253 220 bSnmerhbess of the
Special Investigations Uniit dbsemet Mssnuond (RAAWH I Deantet theldriseseseat of the above
described motor vehicle on Nortih BMaim Sineett in Randolph. With the assistance of marked
police units of the Randolph Police Department Desmont! Grawforts snmotorvekhiclewass
stopped on Old Street at the iintessediion of Canton Street im Randolph, MA. Desmond
Crawford was remowstl ffrom the mutor wthiddeaandpplacddinddenaeststroarcnimihabegrhplaint
15-2273-MBB. During a seardhiindittentttohidsiarres Didesmodd @R MWBRR L avak fiouind tee be

in possession of a large sum of US currency that wias thundl tetlwiibhaa-wbbbeb haddy rahd aFgeget

Telephone 1 and Target Telkgpihone 2.

10
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18.  The conversatiiom cottimeedand@A WFORD td -HATOREE, Fhukld do gl dintrgriyin goto
do sumething tonight.” COKIEregpkidd, Tk kmowhthatththatsoobvplaylalmlimigg g Mingkéhg dheck
this thing right, I'm beem just sitting here just fficdkingg weoRliingg, I just gave this kid some kst
night, so he saidl check him in the moming. So I didn't even dimxdk wiibhhhimninthermormingsoso
I'm going to call right mow s [1ldavechbred’” 1 believe, based am myy training, experience amd
knowledge of the investigation tthatdduimegithisppotitban of the conversation, CRAWFORD told
COKE that he was trying tto gret aa dingg ssypply. 1 further beliewe theat QOKIE ceopplainddtdo
CRAWFORD Mﬂmmd@ﬁ@m&ﬁu@ﬂppﬂyhhahhmg@@ otgegdidromihisipppiplier.

19. COKIE tiem said “So I'll go fiudkimg @xarttheere.omif fukkipg nmedalf grossasosmogeget
up with him. Unless heisaveertithare byufilakingVivir BBoomire stitingepdtl filamés.” CRAWFORD
replied, 1 aint going ower tthere. 1 diditegaing.” COKE respomdied, I TIkknowyyou aintt going
over, I'm just saying me, I'm talking about me, yow Know mes, meg, [1goos, [Iggbtarsunddthbree
because they will check.” I believe that during tihis ppentiom of the conversatiom COKE then
explained to CRAWFORD that e woulld meet the supplier near dhe Flamss westaurant, aantd
CRAWFORD sitlthhathhe weastt’  @oin gt gotdo tthatl doetition CORKEl eiifiifiedh thhe & (@HHLE)
would be mesting ttessyppicer CONKEther cotitimed d epiplainin g th &t FORWMWHOR M shioiidd be in
the clear for the KethnDoeshooting aand thecalll badddd khodtl yithereadrer.

20. On April 6, 20015, we intercepted another call between COKE and
CRAWFORD. The two agaim discussed] thkeshbotitigeof John Doe.  During tthsirdiisousiion,
CRAWFORD stated tthathhewwasriiyingotaavoidgettingnimtobded in problems antitthathhevams
angry at himsdlfffor ‘fjumgpigg out the wimdow”— which, based enmyyttaaimngadd epperience,
and the invesfigationttoddate, I understand as a reffexance ttotthesblooting. As previously mottad,

a witness identified that the shooter had hung out of the driver’s sitle wiinttow iin @rtier tto
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23.  Investigators then conducted a visual interior inspection of the 2014 Toyota
Corolla, (which was paklceonmap pbhilioveny ) d whsernd ththatrerea arodritlthre syesdri fhifh svas
altered and loose. Based @n myyeyperienee Movowbeldgeamidt tranming in weapons and comtrafand
hidden/concealed in motor welhicle 1] trdlteretitthecaarea of the gear shifft dthvet Heat] Hreen adleceetamad
loosen may comtsin suth Ihhaveaecomend dmhdseizdd severalililgghfifereanmsddrogsiadddmg
proceeds concealed im allterad llocztions of motor vehicles.

24.  Additionally investigators kmow of at least ttwo iillegdl fireanms that hawe been
recovered from motor vehicles that have been in the care and control of Desmond
CRAWFORD wiithiintbeeppast iigh¢8(8 mantiths. Thhenmestexsentifinearnw wasS §i$ Smredr@mm
semi-automatic loaded firearm mecowered fixom thiecaltkteeddgeanishifft aneaaof a motor vehicle
rented from Hertz by Desmomd CRAWRORD in August 2015.

25. A search warrantesxectadoarN\Nosethbe? 2.7 2005 5 contlthey siehilel b daingpeperaded
by CRAWFORD revealed .45 caliiver Gl Handpaum, seciad! numbleer YWWTTD44, 1daddddwititha a
magazine comtaining mire moundls of ammunition, from undérmeatth thee geaniéopphodtdrr housimg
between the driver and passemger seats.

26. Based upon my training and experience conducting investigations of drug
trafficking orgamizztions, I know tthattbkereaare commoippracticesnepipjoyicdy birndrum fifaffeckers
in the course of their illicit buwsimess. Spsaitiicdlly, dng trdffidicess coommmahty kkeppnmbhide
telephones to be: useddtw comtanttamdl reeediecconresppaddnneefimmdig ssuncessof supply, gun
sources of supply, co-comspiratars antl associates and drug customezrs. In the course of
conducting theirthussmsss, dinyg traffiidkars are required to comdinctt these communications wiith
the aforementioned subjects on multiple occasioms eam 2 daaljy basiss. THee cooresppmudéncec thiant

drug traffickers are requiirad ttoma imtamoont bie¢i mmobblidet ¢bdpphone aesititsninudubstantialvédedence

11
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of drug trafffidkiing aactivigy Hetmpgnmaittaindd in their telgghone as it pertains to date, time amdl
duration of illegal drug trafficking or gum trafficking related communmications. Moreover,
telephone numbers and comespondimg idenfifies are afftan storet im dingg ttedffokkes’ snabbéle
telephones to facilitate these routine communications. Lastly, Il kmow that drug trdffitdicarsodfeen
utilize the text messagingeffesture of their mobille tdlgphonetto comduct dnppaandegun trafficking
related communications wiith ttheparitesdisseitbed:dbyee Thhesamessage s fiftenl denatbolotations,
dates and times of prearranged meefings Huttvezen theese parties, dinug tiypss, amounts, gun
descriptions and prices agreed upon. These text based conversations result in records stored
within the moibille pltone wiiath evvdéaceeddtaildsof the mobile phome ownersddmgg ttrdfToddogs
activities. Based wpomn tthe [previiossly ddsseibeedwinec intecepptions codduieie d o Glake jshphones, |
also know that Crawford has wsadl this ppersondlccommuniicationddeviee doddisens sl detidsl sealatedoto

the shooting of a rival gang member.

CONCLIVSTEN

27. Based on tthe information set fordh above, Il believe that prabadiitecoavseeisistsoto
believe that ThapgetTEdpphanel | aanld Thargzt TEphhone? 2viilk ootitaineewddenee of violations of
racketeering laws, such @s 18 U.S(C. §§ 1963 and 195D (Racketemimg and Violent Crimes iim Al
of Racketeering), and 21 U.S.C. §§ 841@)()) and 846 (Distmithution of Crontrolled Substances
and Conspiracy to Difstitbute ContooléedSSibbstaness). Specifically, I hdiiewe TPapgetTEédgphane 11

and Target Telephone 2 willl conttzinn:

a) the telephone numbers of co-conspirators participating as associates and/or

customers with Desmand CIRAWIRORID ant atthers;

12
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b) the mames/midkmantes wr adlaases of co-conspirators participating @s associates

and/or customers wiith Desmant CRAWRORDantohieess;

c) racketeering rellated imfommatonthy texttimsssage;

d) and images used ffor the pupese of furthering the goals of the CPD.

28. I seek authorizatiom ffor tx: seaxdh of the Target Telephone I and Tanget
Telephone 2 fiorr thee féblowingg: sublsecibloer infidomatioan ;caHllldggs cald|Hetails] withtltheheeltkeHiteite
information; text messages, imchoding iNessages: (TErgott Tebbpjtoore: 10), SINE, MW anddothher
forms of electronic messaging wiithccortent;cthatl begs;phloctegrpphsinimerachisistorydidigitdiltdes;
data; and amy attherenitbenceretlatdd datthe possedsion;@omtdodrarsuse of the phone as wedllaasthbe
trafficking of controlled substanoes and im flittherange of racketeering related aximiitiss of CPD.

29. I also seek aumthorizaiion for a search of all directories, sub-directories and
electronic files (imcludiing mye tatiatacanidasttibbintes ) inblddipgldate sandi tioseththti e slidiceationes
or sulb-directoriies thuat meay have been created, altered, modified, dielieted or accessed of Target
Telephone 1 ant TEapget TEtéeploowe 2.

30. Ialso seek authorization fior an ORDER requirimg Apple, Inc. (“Apple”) to asdist
in the executiom of the search wamantt by bypassing the lbekk screen of the i10S diwice, (Tangeit
Telephone 1) and providimg ttedhriicdlaassistaneecoonisisting Hf dalthe xxtantopedsiblex axtioting
data from tihe Device, copying thee ddtaafioomthb dDBeder ontotamexeamabadhabdrdribéver other
storage mediinm, antl retmmimg tthe aforemmentionst storagenmddiunttoldave efifiereementnaiidfior
providing the FBI with the suspect Persomal Identification Number (P.1.N) or IRassond] Unlock
Code (P.U.K.) so that access can te gainsd to Téaxgst Tidbgphorel If dottthissearteh.

31.  Due to the complexity antlttethmocaleeppettise cqqinrdd dppropdyl yxomeaateeseahch

warrants for diigital evidiemee, iit is further requested thatt a firensic testiniciam, sswosm or non-

13
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sworm, Hreggzatid dwehthiortiat oo deaexiam imekmdigelidatelioateeniages/copies of the diigittdl @ondent
of the abowe memtitdondddigigitattstagagdedieeicmdind to detenmiiee if evidemse of the offemses
enumepdtell above are contaimetl thereim. These individwiils have specilizeed traimimg and
expertirgeiin conppticaah detiephpho fierdosiss msdamdl hedhductdbeir thedtysisalpdis thedeonthel control
and swpervisiom of law emffoveeneant. Their expertisce wiil hmeterially asdist in the examtiion of the
warrantt.

I, Matthew C. Kmgbht, haginpgssigeedhilsi A fidaday undedaratath as to all assentitorss aamnid
allegatiioss coomtaiadd hereim, state thwtiiss contemtts aree tiwacamhd corrext tto the best of my

knowledkse, inféorhastonnaadddadfef.

A

M 1ew C. Kmijdfit U
Spcc:all Agganit
Federall Buraau of Investigraiion

Swomm and subsciibeetl to before me this ! day of February 2016, at Bostom,
Massacthissetts. TN A0 1A

14
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IN THE UNITED STATESS DISTRICI' COURT
FOR THE DISIRICT OF MASSACHUSSETTS

IN RE ORDER REQUIRING APPLE. INC. | CaseNo. [

TO ASSIST IN THE EXECUI'ION OF A
SEARCHH WARRANIT ISSUEIDB3YY THIS APPLICAITION
COURT

INTROPUITTOON

The United States of Amenitca byyaddthnghgh Carmem M. Ortiz, United States Attomey,
and Emilly Cummiings, Assistamt Uhiitddtates thtteneherbbseby mowss this Countt underthee Al
Writs Aatt, 28 USC. § 11651, for am wrder requiniipe Appple. Inc. (“Apple®) tto aassist in the
executiom of a fedendl search warrant by bypassingthhel lock screem of an 10§ devie (Tangst
Telephome 1)) amid prowiitingg technicall assiistance consistinggobifiotthehe extent pussibbdeextxdcacting
data fiiam tHee D2sidee, copyiinz the data from the Dewice onto am external hardl dirive or other
storagenmddiom amh detatuiminth¢hef aforentantednedsrage medium to Jaw enfoneeneant.andd/or
proviidiigg tHee FH3 | witiththhessuspacPdsmsohal |dentification Number (P.1.N) or Persomall Unitwdk
Codie (P.UK)) so that awesss can be gameekdodT Liarget Telephone | for thissseachh.

FACTS

The Fatbeah BBuranu of Investigdioon (“FIBI) cumanitjyhhas in its possesigion an i0S diswidee
that is the subject of a search wammttiisse¢dblpyhikis Court. Initial ingpetionn of the i0S deviae
revealls thatiit its lodieeld. Becawusethhei@3Sddevice is Jockad, law enforeemant agemtsaacannvatdble
to examine the dats it dothtiOBsdevice as commamddddphthe search warramt.

The iOS device is a gray amil Hilatk cobdoaéd Apple iPhome cellular telephone, bearing
IMEI numthar 3558770@2B80632. seized from Desmmonid Crawford on Nowvember 25, 2011%, and

currenti}y in the austody and cuntod! of the FBI (*Targett Telephone 1" amil/or “theDevdet).).
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Apple, the creator of the i0OS operatimg system and pratheser of the 10S dewice, mray Have
the capabillity of retrieving ditasstoretoontithe iOS device that is not curremtly ;acesssibéetdo 31
because the i{0f5 dévidecissldekédd. This Application seeks am order requiing Appbetdounsse any
such capability, so as to assistagents in complying with the search wanrantt.

DISCUSSKON

The All Writs Act prowiidtes tthet “ff{le Syprenee@ount taawidadl toout e establishé d by dict of
Congress may iissue dllwyititsneesssay yonappippeiateninidid of their respectinee jjurisdettdonsaadd
agreeable to tihe usages and ppimeipdéssof law.” 28 US.C. § 168l(a). As the Smpreme Couwntt
explained, “[tlhe All Writs Act is a residual source of authority to issue writs fhat zre mot
otherwise covered by statute” Pennsylvania Buveaw of Correction v. United States Worshals
Service, 474 U.S. 34,43 (1983). “The powar ccorffercet] by tihe Act coxtenids, untterapppoppriate
circumstances, to persons who, though not parties to the original action or engaged in
wrongdoing, are in a position to frustrate the implementation of a court order or the proper
administration of justice... aaad ezreconypassss caven tthose who have mot takem any affirmative
action to hinder justice.” United States v. New York Tel. Co., 434 U.S. 159, 174 (1977).
Specifically, in United States v. New ¥ank Tel. Co., the Supreme Court thellil that the, All Wiits
Act permitted district courts to endizr a tedéphiome comppmyy tooeffidetmatee aassanchhwarmanntbipy
installing a pen xegister. Under tthereeasonirgg of New Yok Tel. Co., this Count Hrasthreaatthottiyy
to order Apple to use amy capdbiliftesiitmayhavettoasisst in effectuating the seaxdh wearearit.

The government is aware, and cam nepuesentt, thatt in other cases, courts have ordered
Apple to assist im effectuating searxdh warrants under the amthority of the All Writs Act.

Additionally, Apple has comypliisd] wiith sudhcortbars.
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The requesttell omder would enable agents to comply wiith this Coutit's warrant
commandimgthantith¢O8 device be examined for evidenceiddatifiéibtybthdhe wamant. Examinimg
the iOS deviwe without Apple's assistance. if it is possibite at all, would requine sigaifificant
resouncess aadd may harm the i0S deviece. Moreover, the ordar is not likely to place any
unreasonable thurddaroon Apple.

Respectfully submitted,

Emily Cumzfiings Q_J

Date: {91' \j\ 0
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IN THE UNITED STATES DISTRICOT COURT
FOR THE DISTRICT OF MASSACHIUSHITTS

i RE ORDER REQUIRRGG APPLE. INC. | caseNo. [T

TO ASSIST IN THE EXECUTJON OF A
SEARCH] WARRASIT ISSUED BY THIIS
COURT

ORDER

Befone the Court is the Govemmment’s motion for an order requinmg Apple, Inc.
(“Appke)) to assist law enforcementt agemts in the searth of an Appile i0S dbwcec. Upon
consiittergidon of the mmwtion, and fforthhaesasonstatadaticdieéneinisihis herety

ORDERHID that Apple assist law enforcanvant aggattsinnthheeaminatiation of one Apple
i0S device (faniPRhooke ) greyamdriddolacklocddred Apple iPhoneecetlllishateieptphoniee draaridgHME]
number 355871H2880652, seized from Desmamtl Crawfiartl on Nowemther 25, 2015, and
cunienit}y in the cwstaljyamdd comtrol of the FBI (“Tanget TEtdpphome 1" and/or “‘the Dewitee)),
acting in suppant of a seardh wearnantiissued separatdly Hyy thiis Court by prowiitling reasomutiite
techmiical assiitanee in the instamzewhher¢hthdIdeiciessis in reasomitble working order and hasboean
locked wizappassodel prpredtdotion.

Such reasorabldet¢cbhnical assistamee consists of, to the extent possiite, caxtracting data
from the Devie, copyymegthee ddeddrfianththdbPdvice onto an exttenahlbhadd drive arodtheststogage
medium, and nsttuninp ghth efeferemiconiehad sigragalinadions to dafvreafarae anerit, and/or prowidingg
the FBl with the suspect Persomdl Identifficitioon NNmixher (P.LN) or Persomd]l Unlodk Code
(PUK)ssothhataesessaman be gaimed to Tarnggt Telephone 1 for this seamdh. Law Enforeeneant

may then perflormaasseaitch of the device data emtheessppplied storegenmdidinm.
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It is further ondered that, to the extent that ddateoont the Device is encrypiet], Apple may
provide a copy of the encrypted data o law enforcememtthut Apple is not required to attempt to
decuyt.cor othenwise enable law enfoxeancent' sattempts to agessaany encrypied daia.

Although Appike dhall make ressonable efforts to mamamnthheintiegnity of data om the
Device. Apple shalll not be required to maimtiin copies of any user data as a result of the
assistamce orderedl hereim; all evidemwe preservatiom shall remaim the responsibility of law

emforcement agents.

pue: e . \Y 200
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