226/16 8200.1 CHG 213

VOLUME 3 GENERAL TECHNICAL ADMINISTRATION
CHAPTER 61 AIRCRAFT NETWORK SECTRITY PROGEAM

Section 1 Safety Assurance System: Evaluate the Operator’s 14 CFR Parts 111, 1217135, 115, and 129
Aircraft Network Security Program

3-4887 REPORTING SYSTEM(S).
A. Program Tracking and Reporting Subsystem (PTRS) Activity Codes.

5313 (initial): and

3
316 (revision).

5
B. Safety Assurance System (SAS) Automation. Tlis section 15 related to SAS Elements 4.6.1 (AW),
Awionics Special E.mpham ngﬂms

34388 APPLICABILITY.

A.  Aircraft Network Security Program (ANSP) Requirement. The requirement for an ANSP 13
dependent on aircraft design and mtended operation. An areraft requinng an ANSP 15 one that 15 cerhified with a
special condition (SC) reflected on the areraft Type Certificate Data Sheet (TCDS) requirng operator achons to
nutigate electromc secunty nisks. These mandatory actions are found i the design approval holder’s (DAH)
maintenance or operational procedures as required by the special condition. For the purpose of this chapter,
these aircraft will be referred to as “connected aircraft ”

B. Connected Aircraft. A connected aircraft operated under Title 14 of the Code of Federal
Regulations (14 CFR) parts 121, 121/135, 125, and 129 require an ANSP. Operations under 14 CFR. parts 91,
1250, and 135 are not required to have an ANSP. However, parts 91, 1250, and 133, as a condihion for
1zsuance of an arworthiness certificate, are requured to follow the DAH procedures or mstructions for confinued
airworthmess (ICA) developed to meet SCs addressing electrome system secunty. The DAH procedures must be
mcluded in the maintenance and operational programs.

NOTE: Some awcraft may have an SC for electrome secunty that apphes to the DAH design
only and does not require operator action. These aircraft do not need an ANSP or maintenance
and operational procedures.

34389 OBJECTIVE. This section contams mformation and gidance that the prineipal aviomcs mspectors
(PAI) use when evaluating an operator's ANSFE. Upon official notification that an operator intends to add
comnected arcraft to their fleet, the PAI must consult the Flight Standards Semice (AFS) Amrcraft Mamntenance
Divizion, Avionics Branch (AFS- .:-ﬁ'l]] at ["l:l"} 267-1704. Thus wall provide for early coordmation to ensure all
ProgETam requirements are met prior to issuing operations specification (OpSpec) D301, The PAT is responsible
for acceptance of the program with the concurrence of AFS-360. Personnel from the Office of Information and
Technology Services (AIT) Secunty and Pnivacy Risk Management Staff (AIS-020) will support AFS-360 m the
evaluation.

NOTE: Because of this umque application of computer technology, AFS-360 will collaborate
with AT5-020 to provide techmical mformation technology (IT) secunity support. AFS-360 wall
rely on AIS-020 personnel for their experfise n IT cyber secunity to assist In evaluating the

'l}P-E:rﬂti}I s security program. The PAT will make airworthiness evaluations with assistance and
recommendations from the assigned AFS-360 avnation safety mspector (ASI).



NOTE: The PAI may require concurrence of ASIs in other specialties to assure all aspects of
traiming are addressed, and to assure that the full operational mpact of the connected aircraft

configuration 15 assessed.

34390 GE‘TERAL T]:lis. section contains a general overview of the requjrements for evaluating an ANSP

authonization fnr an operator s _""'I._""-.-E-P

NOTE: OpSpec D301 for part 125 certificate holders does not apply to part 123M Letter of
Dewiation Authonty (LODA) operators. It apphies to ULS.-remistered aircraft operated under
part 129, and does not apply to part 129 operators that de not have U.S -repistered ameraft It
apples to all aireraft operated under part 129, § 129.14.

34391 ACTION. The ANSP 1s authonzed m OpSpec D301. Log n to the Web-based Operations Safety
System (WebOPS5) and follow on-screen prompts to complete the anthonzation.

34392 NEW USE OF TECHNOLOGY. Previously, arcraft dESlE].'lEl’E. nsed aviation (ARTNC 429/629) or

Military Standard (MIL-5TD) data buses to interconnect flight critical avionics systems. Advance connectivity

tE-:]JJlE-lDE‘. was used only to support the passenger mformation and entertamment systems, which were

phy 31-:33.111. and logically separated from the flight critical avionics systems. New aircraft designs use advanced

technology for the main aireraft backbone comnecting flisht critical avionics as well as passenger information
Ianu:l entertainment systems in a manner that makes the aircraft an airbome interconnected network.

A. External Systems Access. The architecture of this arbome network may allow read and/'or wnite
access to and/or from external systems and networks, such as wireless airline operations and mamtenance
systems, satellite communications, email, the Infemet, etc. Onboard wired and wireless devices may also have
access to portions of the aircraft’s digital data buses that provide flight-critical functions.

NOTE: The design of these comnected amreraft makes 1t difficult fo maintain the cerhficated
configuration of the aircraft without followmg procedures documented 1n an ANSP.

OpSpec D301 is necessary to verify that operators have the skills, tooling, and procedures in
place to accomplish the requirements of the DAH's awrcraft operator secunty gudance.

B. Risk. Connected awrcraft have the capability to reprogram fhght entical avionics components
wirelessly and via vanous data transfer mechamsms. This capabality alone, or coupled with passenger
connectivity on the aircraft network, may result in cyber security vulnerabilities from intentional or
unintentional cormuphon of data and/or systems critical to the 3'1fe’ﬁ and contimued airworthiness of the awrplane.

|Credible examples of nsks include the pntennal for:

Malware to mfect an amweraft system,

An attacker to use onboard wireless fo access awrcraft system mterfaces,
Demal of service of wireless interfaces,

Demal of service of safety cihical systems,

Misuse of personal devices that access ameraft systems, and

Misuse of off-board network connections to access awcraft system mterfaces.

|3-4893 REGULATORY REQUIREMENTS. The existing regulations did not anticipate this type of system
architecture or electronic access to awrcraft systems that provide flight-entical fimetions. Title 14 CFR and
current system safety assessment policy and techniques do not address potenfial cyber secunty vulnerabilibes
that unauthorized access to aircraft data buses and servers could cause. In accordance with 14 CFR part11.§
11.19, as descnibed m 14 CFR. part 21, § 21.16, awrcraft network systems are cerhficated through vanous means,
mcluding but not limited to type n:ertlﬁmtes. (TC) and Supplemental Type Certificates (STC) that include SC

lreqlurmuents of the mmstruchions for contmued ammworthimess (ICA). Title 14 CFR part 43, § 43.13 requires each
persen performing mamtenance, alteration, or preventive mamntenance on an aircraft, engine, propeller, or



apphance to use the methods, techniques, and practices prescnbed n the current manufacturer 's mamtenance
manual or ICA prepared by its mamufacturer; or other methods, techniques, and practices acceptable to the
Administrator. PAIs will determine that an operator s ANSP 1z in compliance with applicable regulations and
manufacturer s mstruchions. The manufacturer s mstruchons may be m the form of a recommended aircraft
security program, airworthiness limitations (AL), or other mstructions.

|3-4894 REFERENCES, FORMS, AND JOB AIDS.

A. References (current editions):

Advisory Creular (AC) 119-1, Awrworthmess and Operational Authorization of Awrcraft Network
Secmh Program (ANSP).

RETCA DO-326A, Arworthiness Securtty Process Specification and DO-355, Information
Security Guidance for Continuing Airworthiness, at http:/ ‘www.rtca.org.

B. Forms. None.
C. Job Aids. None.
I.!n—*IESFS OPERATOR ACTION.

A. Develop an ANSP. Operators of connected aircraft must develop and maintain an ANSP that 15
sufficiently comprehensive in scope and detail to accomplish the following:

1} Ensure that security protection 13 sufficient to prevent access by unauthonzed sources external
to the arcraft.

2) Ensure that security threats specific to the certificate holder's operations are 1dentified and

assessed, and that nsk mutigation strategies are implemented to ensure the continued amrworthimess of the
anrcraft.

3} Prevent madvertent or malicious changes to the aweraft network meluding those possibly
caused by mamtenance activity.

4) Prevent unauthonized access from sources onboard the amrcraft.

I NOTE: AIS-020 wall be the focal pomt for venfying the 1tems mm subparagraphs 3-4803A1)
through A4).

B. Guidelines for Authorization. Operators of connected arcraft duning mifial ceriification (mcluding
the addifion of new types of connected aircraft) should ensure that the mihal comphance statement clearly
describes the procedures that the operator will use for the ANSP. The operator must develop a sechion m its
General Mamntenance Manual (GMM) or other appropriate mannal that provides detailed mstruction on:

Roles and responsibilities, includimg persons with authonty and responsiblity;
Traming/quahfications;
I - Confrol of mamtenance laptop/ground support equipment access and use;
- Control of access to amport wired and wireless service network:
Controlling access to Loadable Software Awrplane Part (LSAP) hibranan resources;
Creating secure parts signing process and contrelling access to private keys;
Control'monitor of phyzical access to awcraft;
Control of amrcraft conformuty to type design, as amended;
Prowizions for parts pooling and parts bormowing;
Procedures for part exchanges within 1ts own fleet;



Event recogmition and response;
Event evaluation process with considerations for program mprovements; and
l - Security environment description.

C. Vertdy. The PAI should encourage the operator to submut the request for authonzaton for
|OpSpec D301, aln:nl:u-z with ANSP documents at least 60 days prior to planned operation of the connected amcraft

Working with AFS-360, the PAI will venify that the operator has established appropnate event recogmtion,
Tesponse processes, and secunity awareness trammg within their respective program area.

l.}—tﬂﬂﬁ PROCESS. PAls, with assistance from AFS-360, will collaborate with certificate holders fo determine
the mandatery and recommended requirements of the manufacturer s secunty document.

A. Verify the Most Recent Version. Venify that the certificate holder has the most recent version of
the manufacturer’s security document. Use the following resources to determine the most recent version-
Adrworthiness Limitation Section (ALS) of the Aircraft Mamtenance hManual (AN,
Aarcraft Certification Office (ACO).
Aarcraft Evaluation Group (AEG).

E. anpare the Requirements and Recommendations. CE]JlP'iIE-' the requirements and
recommendations in the manufacturer’s security document to those m the ANSP. Venify that the certificate
holder addresses the requirements, and that any recommendations appropriate to the certificate holder operations
are mcluded.

I NOTE: It 15 not necessary for the PAI to venfy the techmical aspects of data secunity. AIS-020
will accomplish this dunng headquarters (HQ) review.

C. Vertdy the Appropriate Changes. Venfy that appropnate changes are reflected m the certificate
Jholder maintenance program and that the GMM or equivalent mammal is revised accordingly. For example, if an
ANSP states there 15 a process to v alidate the manufacturer's digital signature on software parts recerved, that
process should be described in the “Parts Receiving™ section of the GMM. Also, if ANSP sensitive parts are
recerved from a parts pool, the parts pooling prﬂ-cedures should address this.

D. Review the ANSP. Dunng mfial implementation of OpSpec D301, the regional specialist 13 not
tasked to review the ANSP.

E. Complete the Package. The PAT wall submit the request directly to AFS-360, with a courtesy copy
to the regional specialist. Whenever possible. to allow for the most timely and efficient review, the ANSP
package will be submitted electromically wia email with refum receipt requested The AFS-360 ASI will subnut

Ithe ANSP to the assigned AIS-020 security specialist for a concurrent review. The AFS-360 ASI and or the

ATS-020 secunty spectalist may collaborate directly with the PAIL the certificate holder, or the regional specialist
to safisfy any 1ssues or concems. When sahisfied, AFS-360 wall return the complete package to the PAI with a

cover letter recommending authorization of OpSpec D301. AFS-360 will provide a courtesy copy of the cover
letter to the regional Flight Standards specialist.

F. Data Security Manager. Although not a requirement for every manufacturer s secunty document, it
|1s. cnitical that the ANSP 1dE|1l1ﬁ. a data security manager. The identity may be by title, orgamization, and office
in the ANSP, provided the certificate holder submits a letter in 'ﬂTl‘mlE‘: to the -:EItlﬁ-:ﬂtE—]lDldJJlE district office
(CHDO) with the name and contact information for the data security manager. The ANSP should state that the
operator shall notify the CHDO within 5 days of subsequent changes to the data security manager. The data
security manager 1s the person with pnmary responsibility for the ANSP and serves as the focal point for
interface with the Federal Aviation Administration (FAA) regardmg data secunty.



34397 MERGERS, ACQUISITIONS, AND PROGRAM CHANGES. When two or more ANSPs
consclidate because of a merger or acquisition, the consolidation of those programs is of particular mportance.
The PAI mmst give pnionty to the accurate conselidation of those programs. Once the PAI accepts the surviving

Jprogram, the operator should take action to ensure security records, reports, and logs are maintained, archived,
of transferred as appropriate from the existing program into the surviving program. Dunng this fransifion, the
PAT will determine the time period required for mamtaming the two systems m parallel operation. The surviving
program should have at least the same capability as the exishing program_ The mtegration of the exisiing and
surviving programs must mamtam the mtegnity of the secunty system.

|.!~—*I~Eﬂ'ﬂ CONTRACT hL—'sI‘ITE.‘LL‘ICE PR[)TIDERS The nper:atnr must ensure the contract mamtenance

verfy compliance with this quumemeut by use of the aud.lr pr-:rﬁes.s required by its Cﬂ-unmung Analysis 'md
Surveillance System (CAS 5} and Continuous Airworthiness Maintenance P‘mgﬂm (CAMP) a= reqmred by
85121373 3 and 121,374, or § 123 247(e). A cerbificated repair station (CES) that performs maintenance,

prev entive maintenance. or alreraﬁ-:rns for an operator that has an ANSP authonized under OpSpec D301 must
follow the operator s program as requred by 14 CFR part 145, § 145.205.

|3-4899 TASK OUTCOMES.

A. Complete the PTRS. Use PTES code 3315 for imtial ANSP authonization or 3316 for revision
thereof. In the “National Use™ field, enter “ANSP Init™ for initial authorization or “ANSP Rev™ for any revisions
to OpSpec D301 or any sigmificant secunty program revisions even if OpSpec D301 1s not revized. The PAI
must document all reasons to demny the authorization in the comments section of the PTRS record.

B. Futore Activities. FEoutine surveillance can be found im SAS Elements 4 6.1 (AW, Aviomcs
Special Emphasis Program . PATs will conduct peniodic routine surveillance of an operator’s ANSP to venfy that
the operator mamtains network security and that the operator has made no sigmficant changes to the program
without PAI concurrence. PATs wall v En.ﬁ that the records and secunty logs continue to contain the required
information to show compliance. If the operator makes changes to the ANSP (even when the change 15 driven by
a revision to the manufacturer s secunty document), or adds addihonal models of connected aun:raft the PAI
will consult AFS-360 to determine if the program requires reevaluation. In accordance with Volume 3, Chapter
18, Section 2 of this order, any changes requining reissuance of D301 requires AFS-360 approval. As new
connected aircraft are delivered to operators, AFS-360 is taking a proactive approach to reach out to the affected
PAlz to inform, and assist them in mitial implementation of OpSpec D301.

| NOTE: AIS-020 may provide addifional recommended surveillance tasks m the future.
|RESERVED. Paragraphs 3-4900 through 3-4916.



