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Termrists Use Cyhespace as Impontant Comnnmications Tool
Llhed states st strate grze, poolresmmces to rebt terrorst propaganda
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Washington File 5 taff Writer

Washirgton — Hoshle adve rsares m the global war agamst terrorsen are 1wig cyberspace as an efftctne
corrrmricabons ool & seror crvilan Deferee Departrent officnlsats.

Lzgstant Secretaryof Deferse for Interratioral Secwity Affane Peter Rodrean told merdbe s of Corgress
Ivlayrd that as mareras 5,000 Web sites awurd the word are bemg mweed 0r propaganda prposes to
create speeckes, graphics, serrnores, posters, trainmg rarmak, shdes, blogs, web casts and video garnes as
wellas corpeact avd digtal waden discs. The Intemet ako 5 berg meed byrterrorsts to carrypot tacheal
corrtrand- and- cortrol forctions ard to rase rore ywand rec it foot solders.

Rodrran made his obgzeraton dierg an mehsaified Honse Irde hzence Corerattee hearmg on bow
terrorsts we the [nte met to desenmate strate g message s mehdivg spee admg fike neoors that rapadly
sam curencyas theyhowee fiorm ore medom to another.

Terronsts bave ro probkrn frdmg otk ts for the o video message s m ramstrearn redia, Fodroan sard,
addirg that messages aw crafled carefillyard transh ted rapodby mio targe ted bngages rehdrg Baesan,
Lrabic ard Tirkssh.

Tlere ae even ressages desred to appeal o those seerarglyrerone d fom the battegromd, Fodrran
sarl, pomirg to a program piched to doreste bowseholds. The e ssage says: “Youcan suppoit the jtad
frorn vour katcken by ratsmg clodven that sapport the cause ™ The message firther coress: “You don't
re cessarly have to drectlysupport ws, just don’t rde e . . Bemmam reutral. Dow't fonos m?”™

Rodrran saxd e morsts also are nang the Interret effec trelyio spread a message of nrndaton azred at
jorrabsts ( through beleadmes caphred onvideo), msore mstances, and local crlian auwdences mplaces
like Iray ard Bfzbarostan where theyhave sought o pehfiraolerce mite rame of an Ishm urder siege.

Terronsts” Interret e ssages bave becorne e e asely sophssheated with the home of'a cadwe of Inderret
spechlets who serve the canse ard opemte corgmiter serve s wordwade. Fon Foughead, a cordrac tor
whio accorapared Bodran to the bearmg, sard al Qlarda wles onts Gobal Islavoe Ivledia Urat for its
onfreach efforts.

Dan Devin, a bl dpbreacyspeciabist m Bodrean’s office, showed fte corerottes medtded, rodtiveedn
exarrpl s of terrorst dismdonnaton on the Irde met. “We'r contrnoskrarmazed at bowr they're able fo . .
srag murneds products or meages, repackage o fit ther own goak ard ohijectres”™ be sard, and
ditrinde them rapadlyona ghbal scale.

Devim sad the shategyof the terrorsts s to popagate soogple ressages, gue kbyand to e peat the roomtl
the yrhave satirated cvberspace. The messages are akbo loaded with an e robonal appeal to ther tuzet
anderces that are ywouthaged 7 to 25, Te said.

Devim sud the e ssages dwellon teo there s virnrm tion and a call fo action that can mean takmg up



arree of delverg s de borebs. These messages “tistort the tndh . . . we sekoine peces of the todth . . .
ditorton, or, msome cases they create new tnath,™ he sard.

Tle therre ofvictratm ton & exploted thiogh il accuwsatons that the Urged States and ds alle s are
trymg disgrace or hnrbate IvIuslon sock trand cuthmre, Devinsad.

Lz an e xaregle of howr te rorets distort the tndhy, the anabst sad their call to achon often & fared i the
context thete & a crsade wder watragamst [slam Calk fo achon exbort recnts fo fight to restore diraty
to fler peoplk, accordme to the Web ates arabmed.

Tle cororitee ako heard testrnorey frorm te morst expert Bruce Hoffinan of the RAND Corpomton He
sarl “the weapore of tenorern todayware ro longer orlythe gwiand the borb, bt . . . the e carn and
video tape, the ediing ste and atte ndart produe ton fac fbes.™

He sud “the rost cnbeal acconterreents for terronsts . . . kave becore bptop ard deskiop corgne s,
CD orers, e-roall accomts and access to the Irderret ard the World Wide Web ™

Terronsts are chall reme “the roropolyover mass corrmre ahore that both state -owned and coraree ol
medis have bng exersed,” Hoffinan sad.

Urdbrturatelsy be sad, the [nterret bas eqpupped terronst srogs “to ergage manendkess repehton of the
most base and coarsest coreprac yiheore s.” With their abilihy to 1 fiesh Web sies several tmes daiby, le
sarl, errorsts are “corpehne with establishe d, tadioral revwrs wire services ke the Besocnted Press,
UFI, Agerce Frarce-Fresse" ard others.

Hoffiran saxl i s meguortant for U5 . alies and coalthon parners to rebut fikehoods. *1t’s not onky howr we
drectard . . . concerre ard crate our message s of puble diploreacy ard wdorraton,™ ke sad, "t how
we erable, ficiltate, exrcorage ard resowce o alles ard coalion partrers to do the sare [kmd of
rebnttaky] fom ther ownwebstes and | | | redia and rdorvaton somces, [so] that they; oo, can comder
the ternorst and remge rd propasanda that’s drected as roch agamst thersebes as 15 agarst .7
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