32 CFR Parts 2001 and 2003 Classified National Security
Information; Final Rule

Classifed NationalSecurity hform ation

AGENCY: Inform ation Security OversightO f £e (500 ),NationalArchives
and Records Adm inistration (NARA).

ACTDN:In plem enting directive; fnalrule.

SUMMARY:The Inform ation Security OversightO f fe (500 ),Natonal
Archives and Records Adm inistration (NARA), is publishing this

D irective as a fmalrule and pursuantto Executive 0 rder 13526
(hereafterthe 0 rder), relating to classifeéd nationalsecurity

inform ation. The Executive orderprescribes a uniform system for
classifying, safequarding, and declassifying nationalsecurity

inform ation. kalso establishes a m onitoring system to enhance its
efé&ctiveness.This D irective sets forth guidance t agencis on
originaland derivative classiftation, downgrading, declassif tation,
and safequarding of classifed nationalsecurity inform ation.

DATES:Eféctive Date: line 25,2010.

FOR FURTHER NFORMATDN CONTACT:W iltiam J.Bosanko,D irector,
Ihform ation Security OversightO0 f £e,at202-357-5250.

SUPPLEMENTARY NFORMATDN : This faalrule is issued pursuant to the
provisions of5.1(a) and (b) ofExecutive 0 rder 13526, issued Decem ber
29,2009, and publshed Bnuary 5,2010 (75 FR 707),and am ends 32 CFR
part2001 published on Septem ber22,2003 (68 FR 55168).The purpose of
this D irective is to assistin in plem enting the 0 rder; users of the

D irective shallreferconcurrently to that0 rder forguidance.As of

Novem ber17,1995,500 becam e a partofthe NationalArchives. The
Archivistofthe United States (the Archivist) delegated the

in plem entation and m onioring functions ofthis program to the D irector
of 500 .The drafting, coordination, and issuance of this D irective

fulfils one ofthe responsiilities of the in plem entation delegated to



the Directorof 500 .

This rule is being issued as a fmalrule w ithoutpriornotice of
proposed rulem aking as alow ed by the Adm inistrative Procedure Act, 5
US.LC.553(b)@3)A) forrules ofagency procedure and interpretation.
The interpretive guidance contained i this rule willassistagencis
Ih In plem enting Executive 0 der13526,which was issued on Decem ber29,
2009.NARA has also detem ined thatdelaying the eféctive date for30
days is unnecessary as this rule updates the existing D irective
in plem enting Executive 0 rder 12958, as am ended.Moreover, since
Executive 0 der 13526 becom es efé&ctive on line 27,2010, Federal
agencis willbenefiin m ediately by having up-to-date 500 guidance,
and any delay in the eféctive date would hinderagency procedure and
be contrary to the public interest.

Regulatory In pact

This rule is nota signifitant requlatory action for the purposes
ofExecutive 0 rder12866.This rule s notamajprrule asdefmed n 5
US.C.Chapter8,CongressibnalReview ofAgency Rulem aking.As
required by the Regulatory Flexibility Act,we certify thatthis rule
willnothave a sgniftantin pacton a substantialnum berofsm all
entities because itapplies only to Federalagencies.

ListofSubjects in 32 CFR Parts 2001 and 2003

Archives and records, Authority delegations (Govemm entagencies),
Classiféd inform ation, Executive orders, Freedom ofIhform ation,
Ihform ation, Ihteligence,Nationaldefense, Nationalsecurity
inform ation, Presidentialdocum ents, Security inform ation, Security
m easures,Standard Fom s.

0

Forthe reasons set forth in the pream ble, the Ihform ation Security
OversightOf fe,NARA, is am ending 32 CFR ChapterXX as folow s:
0

1.Title 32 ofthe Code ofFederalRegulations, part2001, is revised
t read as folow s:

PART 2001 --CLASSTFED NATDNAL SECURTTY NFORMATDN



SubpartA--Scope ofPart

Sec.

2001.1 Purpose and scope.

SubpartB--Classiftation

2001.10 Classiftation standards.

2001.11 O rgihalclassiftation authority.

2001.12 Duration of classif tation.

2001.13 Classiftation prohiitons and ln itatons.
2001.14 Classiftation challenges.

2001.15 Classiftation guides.

2001.16 Fundam entalclassiftation guidance review.
SubpartC--Hentiftation and M arkings

2001 .20 General

2001.21 0 riginalclassifiation.

2001 .22 Derivative classiftation.

2001 .23 Classiftation m arking in the electronic environm ent.
2001 24 Additonalrequirem ents.

2001 .25 Declassiftation m arkings.

2001 .26 Autom atic declassiftation exem ption m arkings.
SubpartD -D eclassif tation

2001 .30 Autom atic declassif tation.

2001 .31 System atic declassiftation review.

2001 .32 Declassiftation guides.

2001 .33 Mandatory review fordeclassifiaton.

2001 34 Referrals.

2001 35 Discretionary declassiftation.

2001 .36 Classifed inform ation in the custody ofprivate
organizations orindividuals.

2001 .37 Assistance to the Departm entofState.
SubpartE--Safequarding

2001 40 General

2001 41 Responsbilities ofhoders.

2001 42 Standards for security equipm ent.

2001 43 Storage.

2001 44 Reciprocity ofuse and inspection of facilites.
2001 45 hform ation controls.

2001 46 Transm ission.

2001 47 Destructon.

2001 48 Loss, possible com prom ise, orunauthorized disclosure.
2001 49 Specilaccess program s.

2001 .50 Telecom m unications, autom ated inform ation system s, and



network security.

2001 .51 Technicalsecurity.

2001 .52 Em ergency authority.

2001 .53 Open storage areas.

2001 .54 Foreign govemm entinform ation.

2001 .55 Foregn disclosure of classiféd inform ation.
Subpart F-Self-hspections

2001 .60 General

SubpartG -Security Education and Training
2001.70 General

2001.71 Coverage.

SubpartH-Standard Fom s

2001 .80 Prescribed standard form s.

Subpart I-Reporting and Defmitons

2001 .90 Agency annualreporting requirem ents.
2001 .91 0 theragency reporting requirem ents.
2001 .92 Defmitons.

Authority: Sections 5.1(@)and (b),E.0.13526, (75 FR 707,
JBnuary 5,2010).

SubpartA-Scope ofPart

Sec. 2001.1 Purpose and scope.

(@) This partis issued underExecutive O der. (E.0.) 13526,
Clssifed NationalSecurity hform ation (the 0 rder).Section 5 of the
O derprovides thatthe D irectorofthe Inform ation Security O versight
0f fe (500 ) shalldevelop and issue such directives as are necessary
to in plem ent the 0 der.
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(b) The O derprovides that these directives are binding on
agencies.Section 6.1(a) ofthe O derdefmes ""agency' to m ean any
""Executive agency'"as defmed in 5U S.C.105;any "~ "Military
departm ent'"asdefined n 5U S.C.102;and any otherentity w ithin
the executive branch that com es into the possession of classifed
inform ation.

(c) Forthe convenience ofthe user, the folow ing table provides



references betw een the sections contained in this partand the relevant
sections ofthe 0 der.

CFR section
Related section ofE.0.13526

2001.10 Classiftation standards......... 11,14
2001.11 0 rginalclassiftation authority 1.3
2001.12 Duration ofclassiftation....... 15
2001.13 Classiftation prohibitonsand 1.7
lin itations.

2001.14 Classiftation chalenges........ 138
2001.15 Classiftation gudes............ 2.2
2001.16 Fundam entalclassif tation 19
guidance review.

2001 .20 General..cccveeeveieninnnennen, 16

2001 .21 O rgihalclssiftation.......... 16(@)
2001 .22 Derivative classiftation........ 2.1

2001 .23 Classiftation m arking in the 16
electronic environm ent.

2001 24 Additonalrequirem ents.......... 1.6
2001 .25 Declassiftation m arkings........ 15,16,33
2001 .26 Autom atic declassiftation 33
exem pton m arkings.

2001 .30 Autom atic declassiftation....... 33,37
2001 .31 System atic declassiftation 34
review .

2001 .32 Declassiftation guides.......... 33,37
2001 .33 Mandatory review for 35,36
declassif tation.

2001 .34 Refermals...ccovienniernniennnnns 33,36,37

2001 .35 Discretionary declassiftation... 3.1
2001 36 Classifed inform ation in the none
custody ofprivate organizations or

individuals.

2001 .37 Assistance to the Departm entof none
State.

200140 General..ocvveieeieeeennennen, 4.1

2001 41 Responsbilities ofholders...... 4.1
2001 42 Standards for security equipm ent. 4.1



2001 43 Storage...covvvvviininnininnen, 4.1
2001 44 Reciprocity ofuse and inspection 4.1

of facilitles.

2001 45 hform ation contros............. 41,42
2001 .46 Transm ISSION c.vvvvvvviiivereranns 41,42
2001 47 Destructon ....ccvevveveniennen, 41,42

2001 48 Loss, possible com prom ise,or 4.1,4.2
unauthorized disclosure.

2001 49 Specialaccess program s.......... 43

2001 50 Telecom m unications, autom ated 41,42
inform ation system s, and network

security.

2001 51 Technicalsecurity.........u..u.s 4.1
2001 .52 Em ergency authoriy.............. 4.2
2001 .53 Open storage areas........o.uuee. 4.1

2001 .54 Foregn govemm entinform ation... 4.1
2001 .55 Foregn disclosure ofclassiféed 4.1()(2)
inform ation.

2001 .60 Self-lhspections, General....... 54
2001.70 Security Education and Training, 54

General
2001.71 Coverage...occovenrennennes 13d),2.1d),3.7(),4.1(b),54d)3)
2001 .80 Prescribed standard form s.. 5.2(b)(7)

)
2001 .90 Agency annualreporting 1.3(c),5.2(b)4),54d)@4),54(d)(@8)
requirem ents.
2001 .91 0 theragency reporting 1.3(d),1.7(c)3),19d),2.1d),55
requirem ents.
200192 DefmIHONS..cvvvviienieenennn. 6.1

SubpartB--Classiftation

Sec. 2001.10 Clssiftation standards.

Hentifying ordescribing dam age to the nationalsecurity. Section
1.1(@)ofthe O derspecifaes the conditions thatm ustbe m etwhen
m aking classiftation decisions. Section 1 4 specifes thatinform ation
shallnotbe considered for classiftation unless its unauthorized
disclosure could reasonably be expected to cause dentifable or
describable dam age to the nationalsecurity. There is no requirem ent,



atthe tin e ofthe decision, forthe originalclassiftation authority

to prepare a w ritten description ofsuch dam age.However, the original
classiftation authority m ustbe able to support the decision in

w riting, including dentfying ordescribing the dam age, shoud the
classiftation decision becom e the subjgctofa chalenge oraccess

dem and pursuantto the Orderorlaw.

Sec. 2001.11 Originalclassiftation authority.

(@) General Agencies shallestablish a training program for
originalclassiférs in accordance w ith subpartG ofthis part.

(b) Requests fororiginalclassiftation authority. Agencies not
possessing such authority shallforward requests to the D irectorof
K00 .The agency head m ustm ake the requestand shallprovide a
specift justiftation ofthe need forthis authority. The D irectorof
500 shallforward the request,along w ith the D irector's
recom m endaton, to the President through the NationalSecurity Advisor
w ithin 30 days.Agencies wishing to increase theirassigned levelof
originalclassiftation authority shallforward requests in accordance
w ith the procedures ofthis paragraph.

(c) Reporting delegations oforiginalclassiftation authority. ATL
delegations oforiginalclassiftation authority shallbe reported to
the Directorof 500 .This can be accom plished by an initialsubm ission
folow ed by updates on a frequency detem ined by the senibragency
of £ial, butatleastannually.
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Sec. 2001.12 Duration of classif tation.

(@)Determ ining duration ofclassiftation for inform ation
originally classifed underthe O der--(1) Establishing duration of
clssiftation. Exceptforinform ation thatshould clearly and
dem onstrably be expected to revealthe dentity ofa confdentialhum an
source ora hum an intelligence source orkey design concepts ofweapons
ofm ass destruction, an originalclassif tation authority shall folow
the sequence lsted in paragraphs (@)(1)(), (i), and (i) of this
section when detem ining the duration of classifitation for nform ation
originally classifed underthis O der.

(i) The originalclassiftation authority shallattem ptto



determ ne a date oreventthatis less than 10 years from the date of
originalclassiftation and which coincides w ith the lapse ofthe
ihform ation's nationalsecurity sensitivity, and shallassign such date
oreventas the declassiftation instruction.

(ii) funable to detemn ine a date oreventofless than 10 years,
the originalclassiftation authority shallordinarily assign a
declassif tation date thatis 10 years from the date of the original
classiftation decision.

(iii) funable to detem ine a date oreventof10 years, the
originalclassiftation authority shallassign a declassiftation date
notto exceed 25 years from the date ofthe originalclassifiation
decision.

(2)Duration ofclassiftation ofspecialcategories of
inform ation. The only exceptions 1o the sequence in paragraph (@)(1) of
this section are as follow s:

(i) fan originalclassiftation authority is classifying
inform ation thatshoud clearly and dem onstrably be expected to reveal
the dentity ofa confdentialhum an source ora hum an intelligence
source, the duration shallbe up to 75 years and shallbe designated
w ith the folow ing m arking, " "50X1-HUM ;" or

(i) Ifan originalclassiftation authority is classifying
inform ation thatshoud clearly and dem onstrably be expected 1o reveal
key design concepts ofweapons ofm ass destruction, the duration shall
be up to 75 years and shallbe designated w ith the follow ing m arking,
T50X2WMD .

(b) Extending duration ofclassiftation for inform ation classifed
underthe 0 rder. Extensions of classiftation are notautom atic. Ifan
orgihalclassiftation authority w ith jurisdiction over the
inform ation does notextend the classiftation of inform ation assigned
a date orevent fordeclassiftation, the inform ation is autom atically
declassiféd upon the occurrence ofthe date orevent.

(1) If the date oreventassigned by the originalclassiftation
authority has notpassed, an originalclassiftation authority w ith
jurisdiction overthe inform ation m ay extend the classiftation
duration ofsuch inform ation fora period notto exceed 25 years from
the date oforigin ofthe record.

(2) Ifthe date oreventassigned by the origihalclassif tation
authority has passed, an originalclassif tation authority w ith
jrisdiction overthe inform ation m ay reclassify the inform ation in
accordance w ith the 0 derand this D irective only if it m eets the
standards for classiftation undersections 1.1 and 1.5 ofthe O rderas



wellas section 3.3 ofthe O der, ifappropriate.

(3) h allcases,when extending the duration ofclassiftation,
the originalclassif tation authority m ust:

(i) Be an orginalclassiftation authority w ith jurisdiction over
the inform ation;

(ii) Ensure thatthe inform ation continues to m eet the standards
for classiftation underthe 0 rder; and

(iii) M ake reasonab’le attem pts to notify allknown holders of the
inform ation.

(c)Duration of nform ation classifeéd underpriororders--(1)
Specifi date orevent.Unless declassifed earlier, nform ation m arked
w ith a specifi date orevent fordeclassifitation undera priororder
is autom atically declassifeéd upon thatdate orevent. If the specift
date oreventhas notpassed, an originalclassiftation authority w ith
jurisdiction overthe inform ation m ay extend the duration in accordance
w ith the requirem ents of paragraph (b) of this section. If the date or
eventassigned by the originalclassiftation authority has passed, an
originalclassiftation authority w ith jurisdiction overthe
inform ation m ay only reclassify inform ation in accordance w ith the
standards and procedures underthe 0 derand this D irective. If the
inform ation is contained in records determ ined to be pem anently
valuable, and the prescribed date oreventw illtake place m ore than 25
years from the date oforigin ofthe docum ent, the declassiftation of
the inform ation w illinstead be subject to section 3.3 ofthe 0 der.

(2) hdefmnite duration of classiftation. For inform ation m arked
w ith X1,X2,X3,X4,X5,X6,X7,0rX8; "0 rigihating Agency's
Determ ination Required " orits acronym ~"OADR," "ManualReview "or
itsacronym "~ "MR;" " 'DCIOnly;" "'DNIONnly;"and any otherm arking
indicating an indefmite duration of classif tation undera prior
order; or in those caseswhere a docum entis m issing a required
declassif tation instruction or the nstruction is not com plete:

(i) A declassiftation authority, as defmed in section 3.1(b) of
the O der, m ay declassify it;

(i) An orginalclassiftation authority w ith jurisdiction over
the inform ation m ay re-m ark the inform ation to establish a duration of
classiftation ofno m ore than 25 years from the date oforigin of the
docum ent, consistentw ith the requirem ents for inform ation originally
classiféd underthe O rder,as provided in paragraph (@) ofthis
section;or

(iii) Unless declassif&éd earlier, such inform ation contained in
records determ ined to be pem anently valuable shallrem ain classifed



for25 years from the date ofits origin, atwhich tin e itwillbe
subjectto section 3.3 ofthe O rder.

(3)Release of in agery acquired by space-based intelligence
reconnaissance system s. The duration of classiftation ofin agery as
defmed n E0.12951,Release of In agery Acquired by Space Based
Ihteligence Reconnaissance System s, that is otherw ise m arked w ith an
indefnie duration,such as "~ 'DCIOnly'"or 'DNIONnl,'"shallbe
establshed by the DirectorofNationallhteligence in accordance w ith
E.0.12951 and consistentw ith E.0 .13526.Any such inform ation shall
be rem arked in accordance w ith instructions prescribed by the D irector
ofNationalhtelligence.

Sec. 2001.13 Classiftation prohibitons and ln itations.

(@) Declassiftation w ithout properauthority. Classifed
inform ation thathas been declassifed w ithoutproperauthority, as
determ ned by an originalclassiftation authority w ith jurisdiction
overthe inform ation, rem ains classiféd and adm inistrative action
shallbe taken to restore m arkings and controls, as appropriate. Al
such determ inations shallbe reported to the senioragency of £ialwho
shallprom ptly provide a w ritten reportto the Directorof 500 .

(1) Ifthe inform ation atissue is in records in the physicaland
legalcustody ofthe NationalArchives and Records Adm inistration
(NARA) and has been m ade avaiab'le to the public, the original
classiftation authority w ith jurisdiction over the inform ation shall,
as partofdetem ining whether the restoration ofm arkings and controls
is appropriate, considerw hetherthe rem ovalofthe inform ation from
public purview w illsigniftantly m itigate the
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ham to nationalsecurity orothemw ise draw undue attention o the
inform ation atissue.W ritten notif tation, classifeéd when appropriate
underthe O rder, shallbe m ade to the Archivist,which shallinclude a
description ofthe record (s) at issue, the elem ents of inform ation that
are classifed, the duration of classif tation, and the specift
authority for continued classiftation. If the inform ation atissue is

m ore than 25 years ofage and the Archivistdoes notagree w ith the
decision, the inform ation shallnonetheless be tem porarily w ithdraw n
from public access and shallbe referred to the DirectorofS00 for



resolution in colaboration w ith af €cted partes.

(b) Reclassiftation afterdeclassiftation and release to the
public underproperauthority. n m aking the decision to reclassify
inform ation thathas been declassifeéd and released to the public under
properauthority, the agency head m ustapprove, in w riting, a
determ ination on a docum ent-by-docum entbasis that the reclassiftation
is required to preventsigniftantand dem onstrable dam age to the
nationalsecurity. As partofm aking such a detem ination, the
follow ing shallapply:

(1) The inform ation m ustbe reasonably recoverable w thoutbringing
undue attention to the inform ation which m eans that:

(i) Mostindividualrecipients orholders are known and can be
contacted and allinstances ofthe inform ation to be reclassifed w ill
notbe m ore widely dissem inated;

(i) If the inform ation has been m ade available to the public via a
m eans such as Govemm entarchives or reading room , consideration is
given to length oftin e the record has been availab'le to the public,
the extentto which the record has been accessed for research, and the
extentto which the record and/or classiféd inform ation at issue has
been copid, referenced, orpublicized; and

(iii) If the inform ation has been m ade available to the public via
electronic m eans such as the intemet, consideration is given as to the
num beroftm es the nform ation was accessed, the form ofaccess, and
whetherthe inform ation at issue has been copied, referenced, or
publicized.

(2) If the reclassiftation concems a record In the physical
custody ofNARA and has been availab'le forpublic use, reclassiftation
requires notiftation to the Archivistand approvalby the D irectorof
500.

(3)Any recipients orholders ofthe reclassifed inform ation who
have current security clearances shallbe appropriately briefed about
their continuing legalobligations and responsbilities to protect this
inform ation from unauthorized disclosure.The recipientsorholderswho
do nothave security clearances shall, to the extentpracticable, be
appropriately briefed about the reclassiftation ofthe inform ation
that they have had access to, theirobligation notto disclose the
inform ation, and be requested to sign an acknow ledgem entofthis
briefmg.

(4) The reclassifed inform ation m ustbe appropriately m arked in
accordance w ith section 2001 .24 () and safequarded.The m arkings should
include the authority forand the date ofthe reclassiftation action.



(5) 0nce the reclassiftation action has occurred, itm ustbe
reported to the NationalSecurity Advisorand to the Directorof 500
by the agency head orsenibragency of fialw ithin 30 days.The
notif tation m ust include details conceming paragraphs (b)(1)and (3)
of this section.

(c) Classiftation by com pilation.A determ ination thatinform ation
is classifed through the com piation ofunclassiféd inform ation is a
derivative classif tation action based upon existing original
classiftation guidance. If the com pilation ofunclassifed inform ation
reveals a new aspectofinform ation thatm eets the criteria for
classiftation, it shallbe referred to an originalclassiftation
authority w ith jurisdiction overthe inform ation to m ake an orginal
classiftation decision.

Sec. 2001.14 Classiftation chalenges.

(@) Chalenging classiftation.Authorized hoders, including
authorized hoders outside the classifying agency,who wantto
challenge the classiftation status ofinform ation shallpresent such
challenges to an originalclassiftation authority w ith jurisdiction
overthe inform ation.An authorized holderis any individualw ho has
been granted access to specifi classiféd inform ation in accordance
w ith the provisions ofthe O rderto include the specialconditions set
forth in section 4.1(h) ofthe O der. A form alchallenge underthis
provision m ustbe in w riting, butneed notbe any m ore specifi than to
question why inform ation is oris notclassifed, oris classifed ata
certain level

(b) Agency procedures. (1) Because the 0 derencourages authorized
hoWders to challenge classifiation as a m eans forprom oting properand
thoughtfulclassiftation actions, agencies shallensure thatno
retribution is taken againstany authorized holders bringing such a
challenge in good faith.

(2) Agencies shallestablish a system forprocessing, tracking and
recording form alclassiftation challenges m ade by authorized holders.
Agencies shallconsider classiftation challenges separately from
Freedom ofIhform ation Actorotheraccess requests, and shallnot
process such challenges in tum w ith pending access requests.

(3) The agency shallprovide an initialw ritten response to a
challenge w ithin 60 days. If the agency is unable to respond to the
challenge w ithin 60 days, the agency m ustacknow ledge the challenge in



w riting, and provide a date by which the agency willrespond.The
acknow ledgm entm ust include a statem entthat ifno agency response is
receved w ithin 120 days, the challengerhas the rightto forward the
challenge to the Ihteragency Security Classiftation Appeals Panel
(Panel) fora decision.The chalengerm ay also forward the challenge

to the Panelifan agency has not responded to an hntemalappeal

w ithin 90 days ofthe agency's receptofthe appeal. Agency responses
to those challenges itdenies shallinclude the challenger's appeal

rghts to the Panel

(4)W heneveran agency receives a classiftation challenge to
inhform ation thathas been the subjgctofa chalenge w ithin the past
tw 0 years,orthatis the subjectofpending litigation, the agency is
not required to process the challenge beyond inform ing the challenger
ofthis factand ofthe challenger's appealrights, ifany.

(c) Additonalconsiderations. (1) Challengers and agencis shall
attem ptto keep allchallenges, appeals and responses unclassifed.
How ever, classifed inform ation contained in a challenge, an agency
response,oran appealshallbe handled and protected in accordance
w ith the 0 derand this D irective. Inform ation being chalenged for
classiftation shallrem ain classiféd unless and untila fmal
decision is m ade to declassify it.

(2) The classiftation challenge provision is notintended to
preventan authorized holder from inform ally questioning the
classiftation status ofparticular nform ation. Such inform al
Ihquiries shoud be encouraged as a m eans ofholding down the num berof
form alchalenges and t ensure the ntegrity of the classiftation
process.

Sec. 2001.15 Classiftation guides.

(@) Preparation of classiftation guides.0 riginators of
classiftation guides are encouraged to consuttusers ofguides for
hputwhen developing orupdating guides.W hen possible,originators of
classiftation guides are encouraged t com m unicate w ithin their
agencis and w ith otheragencies
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thatare developing guidelines forsin ilaractivities to ensure the
consistency and uniform ity of classif tation decisions. Each agency



shallm aintain a Ustofits classiftation guides in use.

(b) Generalcontentofclassiftation guides. Classiftation guides
shallLatam inin um :

(1) Wentfy the subjectm atterofthe classiftation guide;

(2) Mentfy the originalclassiftation authority by nam e and
position, orpersonalidentifér;

(3) Wentfy an agency point-of-contactorpoints-of-contact for
questions regarding the classiftation guide;

(4) Provide the date ofissuance orlastreview ;

(5)State precisely the elem ents of inform ation to be protected;

(6) State which classiftation levelapplies to each elem entof
inform ation, and,when useful, specify the elem ents ofinform ation that
are unclassifed;

(7) State,when applicable, specialhandling caveats;

(8) State a concise reason for classiftation which,ata m inin um ,
cites the applicable classiftation category or categories in section
14 ofthe Order; and

(9) Prescribe a specifi date orevent fordeclassiftation, the
marking "50X1-HUM "or "50X2W MD "as appropriate,orone orm ore of
the exem ption codes lsted in 2001 .26(@)(2), provided that:

(i) The exem ption has been approved by the Panelunder section
3.3(j) ofthe O rder;

(i) The Panelis notifed of the intent to take such actions for
specif& inform ation in advance ofapprovaland the inform ation rem ains
ih active use; and

(iii) The exem ption code is accom panied w ith a declassif tation
date oreventthathas been approved by the Panel

(c) Dissem ination of classiftation guides. Classif tation guides
shallbe dissem inated as necessary to ensure the properand unifom
derivative classiftation of inform ation.

(d) Review ing and updating classiftation guides. (1) Agencis
shallincorporate originalclassifitation decisions into classiftation
guides as soon as practicable.

(2) 0 riginators of classiftation guides are encouraged to consult
the users ofguides and othersubjctm atterexperts when review ing or
updating guides.Also, users ofclassiftation guides are encouraged 1
notify the originatorofthe guide when they acquire inform ation that
suggests the need forchange in the instructions contained i the
guide.



Sec. 2001.16 Fundam entalclassiftation guidance review.

(@) Perform ance of fundam entalclassif tation guidance reviews.An
ihitblfundam entalclassiftation guidance review shallbe com pleted
by every agency w ith originalclassiftation authority and w hich
authors security classif tation guides no laterthan lune 27,2012.
Agencies shallconduct fundam entalclassiftation guidance reviews on a
periodic basis thereafter. The frequency ofthe review s shallbe
determ ined by each agency considering factors such as the num berof
classiftation guides and the volum e and type ofinform ation they
cover.However, a review shallbe conducted atleastonce every fue
years.

(b) Coverage of reviews.Ata m inin um , the fundam ental
classiftation guidance review shallfocus on:

(1) Evaluation ofcontent.

(i) Determ ining if the guidance confom s to cunentoperationaland
technicalcircum stances; and

(i) Detem ining if the guidance m eets the standards for
classiftation undersection 14 ofthe 0 derand an assessm entof
likely dam age undersection 1.2 ofthe 0 der; and

(2) Evaluation ofuse:

() Determ ining if the dissem ination and availability of the
guidance is appropriate, tin ely, and efé&ctive; and

(i) An exam ination of recent classif tation decisions that focuses
on ensuring that classiftation decisions reféct the ntentofthe
guidance as to what is classifed, the appropriate level, the duration,
and associated m arkings.

(c) Participation in review s. The agency head orseniragency
of fialshalldirect the conductofa fundam entalclassif tation
guidance review and shallensure the appropriate agency subjectm atter
experts participate to obtain the broadestpossible range of
perspectives. To the extentpracticable, nput shoud also be obtained
from extemalsubjectm atterexperts and extemalusers ofthe
review ing agency's classif tation guidance and decisions.

(d) Reports on results. Agency heads shallprovide a detailed
report sum m arizing the results ofeach classiftation guidance review
to 500 and release an unclassifed version to the public exceptwhen
the existence ofthe guide orprogram is itself classifed.

SubpartC--Hentiftation and M arkings



Sec. 2001 .20 General

A uniform security classiftation system requires thatstandard
m arkings orotherindicia be applied o classifed inform ation. Except
in extraordinary circum stances,oras approved by the D irectorof 500,
the m arking ofclassifed inform ation shallnotdeviate from the
folow ing prescribed form ats. Ifm arkings cannotbe af Xed to specift
classiféd inform ation orm aterials, the origihatorshallprovide
hoders or recpients of the inform ation w ith w ritten instructions for
protecting the inform ation.Markings shallbe uniform ly and
conspicuously applied to leave no doubtabout the classiféd status of
the inform ation, the levelofprotection required, and the duration of
classiftation.

Sec. 2001 .21 Orginalclassifiation.

(@) Prin ary m arkings.Atthe tin e oforiginalclassifiation, the
folow ing shallbe ndicated in a m annerthatis in m ediately apparent:
(1) Classiftation authority. The nam e and positon, orpersonal
dentfér, ofthe orginalclassiftation authority shallappearon
the " "Classiféd By " line.An exam ple m ghtappearas:

Clssifed By:David Sm ith, Chief,D ivision 5

or

Classiféd By: DMNO 1

(2) Agency and of fe oforigin. Ifnototherw ise evident, the
agency and of fe oforigin shallbe dentiféd and folow the nam e on
the " "Classiféd By " line.An exam ple m ghtappearas:

Clssifed By:David Sm ith, Chief, D ivision 5,Departm entofGood
Works,0f fe of Adm inistration.

(3) Reason forclassiftation.The originalclassiftation
authority shallidentfy the reason(s) forthe decision to classify.
The originalclassiftation authority shallinclude on the " "Reason"
line the num ber1l 4 pls the letter(s) that conesponds to that



classiftation category in section 1.4 ofthe 0 rder.

(i) These categoris, as they appearin the O rder,are as folow s:

(A)Miltary plans,weapons system s, oroperations;

(B) Foregn govemm entinform ation;

(C) hteligence activities (including covertaction), intelligence
sources orm ethods,orcryptology;

(D) Foregn relations or foreign activities of the United States,
ihcluding confdentialsources;

(E) Scientifi, technological, oreconom ic m atters relating to the
nationalsecurity;

(F)United States Govemm entprogram s for safequarding nuclear
m aterials or facilities;

(G) Vulnerabiliies or capabilities of system s, installations,
ihfrastructures, projects, plans, orprotection services relating to
the nationalsecurity; or
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(H) The developm ent, production, oruse ofweapons ofm ass
destruction.
(i) An exam ple m ghtappearas:

Clssifed By:David Sm ith, Chief,D ivision 5,Departm entofGood
Works,0f fe of Adm inistration Reason:1.4(g)

(4) Declassiftation instructions. The duration ofthe original
classiftation decision shallbe placed on the " "Declassify On'" line.
W hen declassiftation dates are displayed num erically, the folow ing
form atshallbe used:YYYYMMDD .Events m ustbe reasonably defmite and
foreseeable. The originalclassiftation authority w illlapply one of
the follow ing instructions:
(i) A date orevent fordeclassiftation that corresponds o the
lapse ofthe inform ation's nationalsecurity sensitivity, w hich is
equalto orless than 10 years from the date ofthe originaldecision.
The duration of classif tation would be m arked as:

Clssifed By:David Sm ith, Chief,D ivision 5,Departm entofGood
Works,0f fe of Adm inistration

Reason:1.4(g)

Declassify 0n:20201014 or

Declassify On:Com pletion ofOperation



(i) A date notto exceed 25 years from the date ofthe original
decision.Forexam ple,on a docum entthatcontains inform ation
classiféd on O ctober 10,2010, apply a date up to 25 years on the
“"Declassify On'' lne:

Clssifed By:David Sm ith,Chief,D vision 5,Departm entofGood
Works,0f fe of Adm inistration

Reason:1.4(g)

Declassify 0n:20351010

(iii) If the classiféd inform ation should clearly and dem onstrably
be expected to revealthe ddentity ofa confdent@lhum an source ora
hum an inteligence source, no date oreventis required and the m arking
"'50X1-HUM "shallbe used in the " "Declassify On" line;or

(v) If the classifeéd inform ation should clearly and dem onstrably
be expected o revealkey design concepts ofweapons ofm ass
destruction, no date oreventis required and the m arking ~ "50X2W MD "
shallbe used in the " 'Declassify On" lne.

(b) Overallm arking.The highest levelofclassiftation is
determ ined by the highest levelofany one portion w ithin the docum ent
and shallappearin a way thatw illdistinguish it clearly from the
ihform ationaltext.

(1) Conspicuously place the overallclassiftation at the top and
bottom ofthe outside ofthe frontcover (ifany), on the title page
(ifany),on the fistpage, and on the outside ofthe back cover (if
any).

(2) Fordocum ents containing inform ation classiféd atm ore than
one level, the overallm arking shallbe the highestlevel Forexam ple,
ifa docum entcontains som e inform ation m arked *"Secret"and other
inform ation m arked " "Confdential," the overallm arking would be
““Secret."

(3) Each interiorpage ofa classifeéd docum entshallbe m arked at
the top and bottom eitherw ith the highest levelofclassiftation of
ihform ation contained on thatpage, ncluding the designation
“"Unclassifed '"when it is applicable, orw ith the highestoverall
classiftation ofthe docum ent.

(c) Porton m arking.Each portion ofa docum ent, ordinarily a
paragraph,butincluding subjects, titles, graphics, tab'es, charts,
buletstatem ents, sub-paragraphs, classifed signature blocks, bullets
and otherportions w ithin stide presentations, and the lke, shallbe



m arked to indicate which portions are classifeéd and which portions are
unclassifed by placing a parentheticalsym bolin m ediately preceding
the portion to which itapples.

(1) To indicate the appropriate classiftation level, the sym bols
“(TS)" forTop Secret, " (S)" forSecret,and " (C)" for
Confdentialw illbe used.

(2) Portions w hich do notm eetthe standards ofthe O der for
classiftation shallbe m arked with “" (U)'" forUnclassifed.

(3) In caseswhere portions are segm ented such as paragraphs, sub-
paragraphs, bullets, and sub-bullets and the classiftation levelis
the sam e throughout, it is suf £ientto putonly one portion m arking
atthe beginning ofthe m ain paragraph orm ain bullet. If there are
dif €érent levels of classiftation am ong these segm ents, then all
segm ents shallbe portion m arked separately in orderto avod over-
classiftation ofany one segm ent. If the inform ation contained in a
sub-paragraph orsub-bulietis a higherlevelofclassiftation than
its parentparagraph orparentbulet, this does notm ake the parent
paragraph orparentbullet classifeéd atthatsam e level Each portion
shallreféct the classiftation levelofthatindividualportion and
notany otherportions.Atthe sam e tin e, any portion,no m atterwhat
its status, is stillcapable ofdetemn ining the overallclassiftation
ofthe docum ent.

(d) D issem ination controland handling m arkings.Many agencis
require addiionalcontroland handling m arkings that supplem ent the
overallclassiftation m arkings.See Sec. 2001 .24 (j) for specift
guidance.

(e)Date oforigin ofdocum ent. The date oforigin ofthe docum ent
shallbe indicated in a m annerthatis in m ediately apparent.

Sec. 2001 .22 Derivative classiftation.

(@)General Inform ation classiféd derivatively on the basis of
source docum ents or classiftation guides shallbearallm arkings
prescribed in Sec. 2001.20 and Sec. 2001 .21, exceptas provided in
this section. hform ation for these m arkings shallbe carried forward
from the source docum entortaken from instructions in the appropriate
classiftation guide.

(b) Wentity ofpersons who apply derivative classifiation
m arkings.Derivative classifers shallbe dentifeéd by nam e and
positon,orby personaldentifér, in am annerthatis inm ediately



apparenton each derivatively classiféd docum ent. Ifnototherw ise
evident, the agency and of £e oforiginh shallbe dentifed and folow
the nam e on the " "Classifed By ' line.An exam ple m ghtappearas:

Clssifed By: Peggy bnes, Lead Analyst, Research and Analysis
D vision or
Classiféd By: D MNO1

(c) Source ofderivative classiftation. (1) The derivative
classiférshallconcisely dentify the source docum entorthe
classiftation guide on the "~ "Derived From " line, including the agency
and,where available, the of fe oforigin, and the date of the source
orguide.An exam ple m ghtappearas:

Derived From :Mem o, "Funding Problem s," 0 ctober20,2008,0 f fe
ofAdm inistration,Departm entofGood W orks or

Derived From :CG No.1,Departm entofGood W orks,dated O ctober 20,
2008

() W hen a docum ent is classifed derivatively on the basis ofm ore
than one source docum entor classiftation guide, the "~ "Derived From
line shallappearas:

Derived From :Multple Sources

(i) The derivative classifershallinclude a lsting of the
source m aterials on, orattached to, each derivatively classifed
docum ent.

(2) A docum entderivatively classifed on the basis ofa source
docum entthatis itsefm arked "~ "Multple Sources' shallcite the
source docum enton its “ 'Derived From " lne ratherthan the tem
“"Multple Sources."An exam ple m ghtappearas:

Derived From :Reportentitled, 'New W eapons,'' dated 0 ctober20,
2009,Departm entofGood Works,0 f £e of Adm inistration

(d) Reason forclassiftation.The reason forthe original
clssiftation decision, as refécted in the source docum ent(s) or

classiftation guide, is
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nottransferred in a derivative classiftation acton.

(e) Declassiftation instructions. (1) The derivative classifér
shallcarry forward the instructions on the " "Declassify On'' line from
the source docum entto the derivative docum ent, or the duration
Ihstruction from the classiftation ordeclassifiation guide, unless
it contains one ofthe declassif tation instructions as lsted in
paragraph (e)(3) ofthis section. If the source docum entis m issing the
declassiftation instruction, then a calculated date of25 years from
the date ofthe source docum ent (ifavailable) orthe cunrentdate (if
the source docum entdate is notavailable) shallbe carded forward by
the derivative classifer.

(2)W hen a docum entis classiféd derivatively on the basis ofm ore
than one source docum entorm ore than one elem entofa classiftation
guide, the ""Declassify On" line shallreféct the ongestduration of
any of its sources.

(3)W hen a docum entis classifed derivatively either from a source
docum ent(s) ora classiftation guide that contains one ofthe
follow ing declassiftation instructions, " 0 riginating Agency''s
Determ ination Required," ""0OADR,"or "ManualReviw," "MR,"or
any ofthe exem ption m arkings X1, X2,X3,X4,X5,X6,X7,and X8, the
derivative classifershallcalculate a date thatis 25 years from the
date of the source docum entwhen detem ining a derivative docum ent's
date oreventto be placed in the "~ 'Declassify On" lne.

(i) Ifa docum ent is m arked w ith the declassiftation instructions
"'DCIONly"or 'DNIONl'"and doesnotcontain inform ation described
in E0.12951, "Release ofIn agery Acquired by SpaceBased National
Ihteligence Reconnaissance System s," the derivative classiférshall
calculate a date thatis 25 years from the date ofthe source docum ent
when determ Ining a derivative docum ent's date oreventto be placed in
the " "Declassify On' lne.

(ii) Ifa docum entism arked with " 'DCIONnly'"or 'DNIONnly'"and
the inform ation is subjectt E.0.12951, the derivative classifer
shalluse a date oreventas prescribed by the DirectorofNatonal
Ihteligence.

(@)W hen determ ining the m ost restrictive declassiftation
instruction am ong m uttple source docum ents, adhere to the follow ing
hierarchy fordetem ining the declassiftation instructions for the
“"Declassify On'' lne:

(i) 50X1-HUM or50X2WMD,oran 500 -approved designator refécting
the Panelapprovalforclassifiation beyond 50 years in accordance



w ith section 3.3(h)(2) of the O rder;

(ii) 25X1 through 25X9,w ith a date orevent;

(i) A specift declassiftation date oreventw ithin 25 years;

(iv) Absentguidance from an originalclassifiation authority w ith
jrisdiction overthe inform ation, a calculated 25-yeardate from the
date ofthe source docum ent.

(5)W hen declassiftation dates are displayed num erically, the
folow ing form atshallbe used: YYYYMMDD .

(f)0Overallm arking. The derivative classifér shallconspicuously
m ark the classifed docum entw ith the highest levelofclassiftation
ofinform ation included in the docum ent, as provided in Sec.
2001 .21 ().

(g) Portion m arking.Each portion ofa derivatively classiféd
docum entshallbe m arked in m ediately preceding the portion to which it
app lies, in accordance w ith its source, and as provided in Sec.
2001 .21 (c).

(h) D issem ination controland handling m arkings.Many agenci s
require additbnalcontroland handling m arkings that supplem ent the
overallclassiftation m arkings.See Sec. 2001 .24 (j) for specifi
guidance.

(i) Date oforigin ofdocum ent. The date oforigin ofthe docum ent
shallbe indicated in a m annerthatis in m ediately apparent.

Sec. 2001 .23 Classiftation m arking in the electronic envionm ent.

(@) General Classifeéd natibnalsecurity inform ation in the
electronic environm entshallbe:

(1) Subjectto allrequirem ents of the 0 rder.

(2)Marked w ith proper classiftation m arkings to the extent that
such m arking is practical, including portion m arking, overall
clssiftation,  Classifed By," " 'Derived From ," " “Reason' for
classiftation (originally classiféd inform ation only), and
“"Declassify On."

(3)Marked w ith proper classiftation m arkings w hen appearing i an
electronic output (e g., database query) in which users of the
Ihform ation w illlneed to be alerted to the classiftation status of the
inform ation.

(4)Marked in accordance w ith derivative classiftation procedures,
m aihtaining traceability of classif tation decisions to the original
classiftation authority. h cases where classifed inform ation in an



electronic environm entcannotbe m arked in this m anner,a waming shal
be applied to alertusers thatthe inform ation m ay notbe used as a
source forderivative classiftation and providing a pointofcontact

and instructions forusers to receive furtherguidance on the use and
classiftation ofthe inform ation.

(5) Prohbited from use as source ofderivative classiftation if
it is dynam ic h nature (e.g.,w ikis and blogs) and where inform ation
is notm arked in accordance w ith the O rder.

(b)Markings on classiféd e-n ailm essages. (1) E-mn ailtransm itted
on orprepared for transm ission on classiféd system s ornetworks shall
be confgured to display the overallclassiftation at the top and
bottom ofthe body ofeach m essage.The overallclassiftation m arking
string forthe e-m ailshallreféct the classiftation ofthe header
and body ofthe m essage.This includes the subjct lne, the textof
the e1n ail, a classiféd signature block, attachm ents, included
m essages, and any other inform ation conveyed in the body ofthe esm ail
A single lineartext string show ing the overallclassif tation and
m arkings shallbe ncluded in the fist ine oftextand atthe end of
the body of the m essage afterthe signature block.

(2) Classifed e-n ailshallbe portion m arked. Each portion shall
be m arked to reféctthe highestlevelofinform ation contained in that
portion.A textportion containing a uniform resource locator (URL) or
reference (ie., Uink) to anotherdocum ent shallbe portion m arked
based on the classifitation ofthe contentofthe URL orlink text,
even if the contentto which it points refécts a higher classif tation
m arking.

(3) A classiféd signature block shallbe portion m arked to reféct
the highest classiftation evelm arkings ofthe inform ation contained
in the signature block itself.

(4) Subpectlnes shallbe portion m arked to reféct the
sensitivity of the inform ation in the subject tine iselfand shallnot
reféctany classiftation m arkings for the e-m ailcontentor
attachm ents.Subjct lines and titles shallbe portion m arked before
the subjector title.

(5) Fora classifed e-n ail, the classiftation authority block
shallbe placed after the signature block, butbefore the overall
classiftation m arking string at the end ofthe e ail. These blocks
m ay appearas sihgle lneartextstrings instead of the traditional
appearance ofthree lines of text.

(6)W hen forwarding orreplying to an e-n ail, ndividuals shall
ensure that, n additon to the m arkings required forthe contentof



the reply orforward e-m ailitself, the m arkings shallreféct the
overallclassiftation and declassiftation instructions for the entire

string ofe-m ails and attachm ents. This w illinclude any new ly d rafted

m ateria, m aterialreceived from previbus senders,and any attachm ents.
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(c)Marking W eb pages w ith classifeéd content. (1) W eb pages shal
be classiféd and m arked on theirown content regardless of the
classiftation ofthe pages to which they link.Any presentation of
ihform ation to which the web m aterials link shallalso be m arked based
on its own content.

(2) The overallclassiftation m arking string forevery web page
shallreféct the overallclassiftation m arkings (and any
dissem ination controlorhandlng m arkings) forthe inform ation on that
page.Lineartextappearing on both the top and bottom ofthe page is
acceptable.

(3) Ifany graphicalrepresentation is utilized, a textequivalent
ofthe overallclassiftation m arking string shallbe included in the
hypertext statem entand page m etadata. This willenable users w ithout
graphic display to be aware ofthe classiftation levelofthe page and
alow s forthe use of text translators.

(4) Classifed W eb pages shallbe portion m arked. Each portion
shallbe m arked to reféctthe highest levelofinform ation contained
i thatportion.A portion containing a URL orreference to another
docum entshallbe portion m arked based on the classiftation ofthe
contentofthe URL iself, even if the contentto which it points
refécts a higherclassiftation m arking.

(5) Classiféd W eb pages shallinclude the classifitation authority
block on eitherthe top orbottom ofthe page.These blocks m ay appear
as single linear text strings instead ofthe traditbnalappearance of
three lines of text.

(6) Electronic m edia fies such as video, audi, In ages, orsldes
shallcarry the overallclassiftation and classiftation authority
block, unless the addition ofsuch inform ation would render them
noperable. Ih such cases, anotherprocedure shallbe used to ensure
recipients are aware ofthe classiftation status ofthe inform ation
and the declassiftation instructions.

(d)Marking classifed URLs.URLs provide unique addresses in the
electronic environm ent forweb contentand shallbe portion m arked
based on the classiftation ofthe contentofthe URL itself. The URL



shallnotbe portion m arked to reféct the classiftation of the
contentto which itpoints.URLs shallbe developed atan unclassifed
levelwheneverpossible.W hen a URL is classiféd, a classif tation
portion m ark shallbe used in the textofthe URL string in a way that
does notm ake the URL inoperable to identify the URL as a classifed
portion in any textualreferences to thatURL.An exam ple m ay appear
as:

http :/Avww .centerxyz/SECRET finam e (S).htm 1
http :/Wwww .centerxyz/f¥nam e2 (TS).htm 1
http :/Www .centerxyz/iname (TS/NF).htm 1

(e)Marking classiféd dynam ic docum ents and relationaldatabases.
(1) A dynam ic page contains electronic inform ation derived from a
changeab’le source orad hoc query, such as a relationaldatabase.The
classiftation levels of nform ation retumed m ay vary depending upon
the specifi request.

(2) Ifthere is am echanism fordetem ining the actual
classiftation m arkings fordynam ic docum ents, the appropriate
classiftation m arkings shallbe applied to and displayed on the
docum ent. If such a m echanism does notexist, the defautt shoud be the
highest levelofinform ation in the database and a waming shallbe
applied atthe top ofeach page ofthe docum ent.Such contentshallnot
be used as a basis forderivative classiftation.An exam ple ofsuch an
applied waming m ay appearas:

This contentis classifed at the [insert system -high
classiftation level] eveland m ay contain elem ents of inform ation
thatare unclassifed orclassifed ata ower levelthan the
overallclassiftation displayed. This contentm ay notbe used as a
source ofderivative classiftation; refer instead to the pertinent
classiftation guide(s).

(3)Thiswillalert the users ofthe inform ation that there m ay be
elem ents ofinform ation thatm ay be eitherunclassifed or classifed
ata bwerlevelthan the highestpossible classiftation of the
inform ation retumed.Users shallbe encouraged to m ake further
ihquiries conceming the status of ndividualelem ents in order to
avoi unnecessary classiftation and/orin pedin ents to inform ation
sharing.Resources such as classiftation guides and points of contact
shallbe established to assistw ith these inquiries.



(4)Users developing a docum entbased on query results from a
database m ustproperly m ark the docum ent in accordance w ith Sec.
2001 .22. Ifthere is doubtaboutthe correctm arkings, users should
contact the database originating agency forguidance.

(f)Marking classifed bulletin board postings and blogs. (1) A
blog,an abbreviation ofthe term " “web Tog," is a W eb site consisting
ofa series ofentries, often com m entary, description ofevents, or
otherm aterialsuch as graphics orvideo, created by the sam e
ihdividualas in a pumalorby m any individuals.W hile the contentof
the overallblog is dynam ic, entries are generally static in nature.

(2) The overallclassiftation m arking string forevery bulletin
board orblog shallreféctthe overallclassiftation m arkings for the
highest levelofinform ation allow ed in thatspace.Linear text
appearing on both the top and bottom ofthe page is acceptable.

(3) Subjectlnes ofbulletin board postings, blog entries, or
com m ents shallbe portion m arked to reféct the sensitivity of the
inform ation in the subject lne itself, not the contentofthe post.

(4) The overallclassiftation m arking string for the bulletin
board posting,blog entry,orcom m entshallreféct the classiftation
m arkings for the subject lne, the textofthe posting, and any other
inform ation in the posting. These strings shallbe entered m anually or
utilizing an electronic classiftation toolin the fist line of text
and atthe end ofthe body ofthe posting. These strings m ay appearas
single tnear text.

(5)Buletin board postings, blog entries,orcom m ents shallbe
portion m arked.Each portion shallbe m arked to reféct the highest
levelofinform ation contained in thatporton.

(g)Marking classifed w ikis. (1) Ihibdalw kisubm issions shall
ihclude the overallclassiftation m arking string, portion m arking, and
the classiftation authority block string in the sam e m anneras
m entioned above forbulletin boards and blogs. Allof these strings m ay
appearas single line text.

(2)W hen users m odify existing entries w hich alter the
classiftation levelofthe contentoradd new content, they shall
change the required m arkings to reféct the classiftation m arkings for
the resulting inform ation.System s shallprovide a m eans to bog the
dentity ofeach user, the changes m ade, and the tin e and date ofeach
change.

(3)W kiarticles and entries shallbe portion m arked.Each portion
shallbe m arked to reféctthe highest evelofinform ation contained
In thatporton.



(h) Ihstantm essaging, chat,and chatroom s. (1) Ihstantm essages
and chatconversations generally consistofbrieftextualm essages but
m ay also include URLs, in ages,orgraphics.Chatdiscussions captured
for retention orprinting shallbe m arked at the top and bottom ofeach
page w ith the overallclassiftation refécting allof the inform ation
w ithin the discussion and, for classifed discussions, portion m arkings
and the classiftation authority block string shallalso appear.

(2) Chatroom s shalldisplay system -high overallclassif tation
m arkings and shallcontain instructions inform ing users that the
inform ation m ay notbe used as a source forderivative classif tation
unless it is porton m arked, contains an overall
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classiftation m arking, and a classiftation authority block.

(i) Attached fles.W hen fies are attached to anotherelectronic
m essage ordocum ent, the overallclassif tation ofthe m essage or
docum entshallaccount for the classiftation levelofthe attachm ent
and the m essage ordocum entshallbe m arked in accordance w ith Sec.
2001 .24 (b).

(ii) Reserved.

Sec. 2001 .24 Addibonalrequirem ents.

(@)Marking prohibitdons.Markings otherthan " "Top Secret,"
“"Secret,"and " "Confdential'shallnotbe used to dentify
classifeéd nationalsecurity inform ation.

(b) Transm ittaldocum ents. A transm ittaldocum entshallindicate on
its face the highest classiftation levelofany classiféd inform ation
attached orenclosed. The transm ittalshallalso include conspicuously
on its face the folow ing or sin flarinstructions, as appropriate:

Unclassifed W hen Classiféd Enclosure Rem oved or
Upon Rem ovalofAttachm ents, This Docum entis (Classiftation Level)

(c) Foregn govemm entinform ation.Unless otherw ise evident,
docum ents that contain foreign govemm ent inform ation shoud include
the m arking, " "This Docum entContains (indicate country oforigin)
Ihform ation." Agencis m ay also require thatthe portions ofthe
docum ents thatcontain the foregn govemm ent inform ation be m arked to



indicate the govemm entand classiftation level, using accepted

country code standards,e.g., " (Country code-C)." If the dentity of

the specift govemm entm ustbe concealed, the docum entshallbe

m arked, " "This Docum entContains Foreign Govemm ent hform aton,' and
pertnentportions shallbe m arked “ "FGI'" togetherw ith the

classiftation level,eg., " (FGIC)." I such cases,a separate

record that dentifés the foreign govemm entshallbe m aintained in
orderto facilitate subsequentdeclassiftation actions. If the fact

that inform ation is foreign govemm entinform ation m ustbe concealed,
the m arkings described in this paragraph shallnotbe used and the
docum entshallbe m arked as if itwere wholy ofU.S.origin.W hen
classifed records are transferred to NARA forstorage orarchival
pumposes, the accom panying docum entation shall,ata m inin um , dentify
the boxes that contain foreign govemm ent inform ation.

(d)W orking papers.A working paperis defmed as docum ents or
m aterils, regardless of the m edia, which are expected to be revised
prior to the preparation ofa faished product fordissem ination or
retention.W orking papers containing classifed inform ation shallbe
dated when created, m arked w ith the highest classiftation ofany
inform ation contained in them ,protected atthatlevel, and if
otherw ise appropriate, destroyed when no longerneeded.W hen any of the
folow ing conditions applies,working papers shallbe controled and
m arked in the sam e m annerprescribed fora fmished docum entat the
sam e classiftation level

(1) Released by the orginatoroutside the originating activity;

(2) Retained m ore than 180 days from the date oforigin;or

(3) Fied pem anently.

(e)0therm ateraLBulky m aterial, equipm ent, and facilites,
etc., shallbe clearly dentifed in a m annerthatleaves no doubt
aboutthe classiftation status ofthe m aterial, the levelof
protection required, and the duration of classiftation.Upon a fading
that dentiftation would itself revealclassifed inform ation, such
dentiftation is not required. Supporting docum entation forsuch a
fonding m ustbe m aintained in the appropriate security facility.

(f)Unm arked m aterials. hform ation contained in unm arked records,
orpresdentialorrelated m aterials, and which pertains to the
nationaldefense or foreign relations ofthe United States, created,

m aintained, and protected as classiféd inform ation underpriororders
shallcontinue to be treated as classifed inform ation underthe 0 rder,
and is subjpectto its provisions regarding declassiftation.

(g) Classiftation by com piation/aggregation.Com piaton of item s



thatare hdividually unclassiféd m ay be classifed if the com piled
inform ation m eets the standards established in section 1.2 ofthe 0 rder
and reveals an additonalassociation or relationship, as detem ined by
the originalclassiftation authority. Any unclassifed portions w ill

be portion m arked (U),while the overallm arkings will reféct the
classiftation ofthe com piled inform ation even ifallthe portions are

m arked (U). I any such situation, clearinstructions m ustappearw ith
the com piled inform ation as to the circum stances underw hich the
ihdividualportions constitute a classifed com pilation,and when they
do not.

(h) Com m ihgling ofRestricted Data (RD ) and Fom erly Restricted
Data (FRD)w ith inform ation classifed underthe O rder. (1) To the
extentpracticable, the com m ingling in the sam e docum entofRD orFRD
w ith inform ation classiféd underthe 0 dershould be avoded.W hen it
is notpracticable to avod such com m ingling, the m arking requirem ents
ih the O derand this D irective, as wellas the m arking requirem ents in
10 CFR part1045,NuclarClassiftation and Declassiftation, m ustbe
folowed.

(2) Autom atic declassiftation ofdocum ents containing RD or FRD is
prohbited.Docum ents m arked as containing RD or FRD are excluded from
the autom atic declassiftation provisions ofthe O deruntilthe RD or
FRD designation is properly rem oved by the Departm entofEnergy.W hen
the Departm entofEnergy detem ines thatan RD or FRD designation m ay
be rem oved, any rem aining inform ation classiféd under the O derm ust
be referred to the appropriate agency in accordance w ith the
declassiftation provisions ofthe 0 derand this D irective.

(3) Forcom m ingled docum ents, the "~ 'Declassify On' lne required
by the O derand this D irective shallnot include a declassiftation
date oreventand shallinstead be annotated with “"NotApplicable (or
N/A)to RD /FRD portions'and " "See source st forNSIportons.'" The
source lst, as described in Sec. 2001.22(c)(1)(i), shallinclude the
declassif tation instruction foreach ofthe source docum ents
classiféd underthe O derand shallnotappearon the frontpage of
the docum ent.

(4) Ifan RD orFRD portion is extracted foruse in a new docum ent,
the requirem ents 010 CFR part1045 m ustbe folowed.

(5) Ifa portion classifed underthe O rder is extracted foruse in
a new docum ent, the requirem ents of the O derand this D irective m ust
be folowed.The declassif tation date for the extracted portion shall
be determ ined by using the source Ust required by Sec.
2001.22(c)(1)(i), the pertnent classiftation guide, or consultation



w ith the originalclassiftation authority w ith jurisdiction for the

inform ation.How ever, ifa com m ingled docum entis notportion m arked,
it shallnotbe used as a source fora derivatively classifed

docum ent.

(6) Ifa comm ingled docum entis notporton m arked based on
appropriate authority, annotating the source listw ith the
declassiftation instructions and including the “ 'Declassify on " tne
ih accordance w ith paragraph (h)(3) ofthis section are not required.
The Tack ofdeclassiftation instructions does notelin nate the
requirem entto process com m ingled docum ents fordeclassiftation in
accordance w ith the 0 rder, this D irective, the Atom ic Energy
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Act,or10 CFR part1045 when they are requested understatute orthe
O rder.

(i) Transclassiféd Foregn Nuclear hform ation (TFNI). (1) As
pem itted under42 U S.C.2162(e), the Departm entofEnergy shall
rem ove from the Restricted Data category such inform ation conceming
the atom ic energy program s ofothernations as the Secretary ofEnergy
and the DirectorofNatbnallhteligence pintly detem ine to be
necessary to carry outthe provisions of50 U.S.C.403 and 403-1 and
safequarded underapplicable Executive orders as ~ 'NationalSecurity
Ihform ation"undera process called transclassif tation.

(2)W hen Restricted Data inform ation is transclassifed and is
safequarded as "~ "'NatibnalSecurity hform ation," it shallbe hand’ed,
protected, and classiféd in conform ity w ith the provisions ofthe
0 derand this D irective.Such inform ation shallbe Tabeled as " "TFNI"
and w ith any additionaliddentiférs prescribed by the Departm entof
Energy. The label "TFNI'"shalbe included on docum ents to indicate
the inform ation's transclassiftation from the Restricted Data category
and its declassiftation process govemed by the Secretary ofEnergy
underthe Atom ic Energy Act.

(3) Autom atic declassiftation ofdocum ents containing TFNIis
prohbited.Docum ents m arked as containing TFNIare excluded from the
autom atic declassifitation provisions ofthe O rderuntilthe TFNI
designation is properly rem oved by the Departm entofEnergy.W hen the
Departm entofEnergy detem ines thata TFNIdesignation m ay be rem oved,
any rem aining inform ation classiféd underthe O derm ustbe referred
to the appropriate agency in accordance w ith the declassif tation
provisions ofthe O derand this D irective.



(j) Approved dissem ination controland handling m arkings. (1)

D issem ination controland handlng m arkings dentify the expansion or
ln fation on the distribution ofthe inform ation. These m arkings are
ih additon to,and separate from , the levelofclassifiation.

(2)0nly those extemaldissem ination controland handling m arkings
approved by 500 or,with respectto the htelligence Com m unity by the
DirectorofNatbnallhteligence for ntelligence and intelligence-
related inform ation, m ay be used by agencis to controland handle the
dissem ination of classifeéd inform ation pursuant to agency requlations
and to policy directives and guidelines issued undersection 5.4(d)(2)
and section 6 .2(b) ofthe 0 der. Such approved m arkings shallbe
uniform and binding on allagencies and m ustbe available in a central
registry.

(3) used, the dissem nation controland handling m arkings w ill
appearatthe top and bottom ofeach page afterthe evelof
classiftation.

(k) Portion m arking waivers. (1) An agency head orsenioragency
of £ialm ay requesta waiver from the portion m arking requirem ent for
a specifi category of inform ation. Such a request shallbe subm itted
to the Directorof 500 and should include the reasons that the
benefis ofportion m arking are outw eighed by other factors. The
requestm ustalso dem onstrate that the requested waiverw illnot create
In pedin ents to nform ation sharing.Statem ents citing adm inistrative
burden alone willordinarily notbe viewed as suf fientgrounds to
supporta waiwer.

(2) Any approved portion m arking waiverw illbe tem porary w ith
specift expiration dates.

(3) Requests forportion m arking waiers from elem ents of the
Ihteligence Com m unity (o include pertinentelem ents ofthe Departm ent
ofDefense) should include a statem entofsupport from the D irectorof
Nationallhteligence orhis orherdesignee.Requests for portion
m arking waivers from elem ents ofthe Departm entofDefense (to include
pertihnentelem ents ofthe Inteligence Com m unity) should include a
statem entofsupport from the Secretary ofDefense orhis orher
designee.Requests forportion m arking waivers from elem ents of the
Departm entofHom eland Security shoud include a statem entofsupport
from the Secretary ofHom eland Security orhis orherdesignee.

(4)A docum entnotportion m arked, based on an 500 -approved
waver,m ustcontain awaming statem entthatim ay notbe used as a
source forderivative classiftation.

(5) Ifa classifed docum entthatis notportion m arked, based on



an 500 -approved waiver, is transm itted outside the originating
organization, the docum entm ustbe portion m arked unless otherw ise
exp licitly provided in the waiverapproval

(UMarking inform ation thathas been reclassiféd.Specif&
inform ation m ay only be reclassifeéd ifallthe conditions of section
1.7(d)ofthe O rderand its in plem enting directives have been m et.

(1)W hen taking this action, an orginalclassiftation authority
m ustinclude the follow ing m arkings on the inform ation:

(1) The levelofclassiftation;

(i) The dentity, by nam e and positon,orby personalidentifér
ofthe orginalclassiftation authority;

(iii) D eclassif tation instructions;

(iv) A concise reason for classiftation, including reference to
the applicab’le classiftation category from section 1.4 ofthe 0 rder;
and

(v) The date the reclassiftation action was taken.

(2) The originalclassiftation authority shallnotify allknown
authorized holders of this action.

(m )Marking ofelectronic storage m edia. Classifeéd com puterm edia
such as USB sticks, hard drives, CD ROM s, and diskettes shallbe m arked
to indicate the highestoverallclassiftation ofthe inform ation
contained w ithin them edi.

Sec. 2001 .25 Declassiftation m arkings.

(@)GeneralL A uniform security classiftation system requires that
standard m arkings be applied to declassifed inform ation.Exceptin
extraordinary circum stances,oras approved by the Directorof 500,
the m arking ofdeclassifed inform ation shallnotdeviate from the
follow ing prescribed form ats. Ifdeclassiftation m arkings cannotbe
af fed to specifi inform ation orm aterials, the orginatorshal
provide holders orrecipients ofthe inform ation w ith w ritten
instructions form arking the inform ation.M arkings shallbe uniform ly
and conspicuously applied to eave no doubtabout the declassifed
status ofthe inform ation and who authorized the declassif tation.

(b) The follow ing m arkings shallbe applied to records, orcopis
of records, regardless ofm edi:

(1) Theword, "Declassifed;"

(2) The dentity ofthe declassiftation authority, by nam e and
positon,orby personaldentifér, orthe title and date of the



declassiftation guide. If the ddentity of the declassiftation
authority m ustbe protected, a personalidentiferm ay be used orthe
ihform ation m ay be retained in agency fls.

(3) The date ofdeclassiftation; and

(4) The overallclassiftation m arkings thatappearon the cover
page or fist page shallbe lined with an " "X "orstraight lne.An
exam ple m ightappearas:

SECRET
Declassifed by David Sm ith, Chif,D vision 5,August17,2008

Sec. 2001.26 Autom atic declassiftation exem ption m arkings.

(@)Marking inform ation exem pted from autom atic declassiftation at
25 years. (1) W hen the Panelhas approved an agency proposalto exem pt
pem anently valuable inform ation from autom atic declassiftation at25
years, the ~"Declassify On' line shallbe revised to include the
sym bol "25X " pls the
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num ber(s) that corresponds to the category(ies) in section 3.3 (b) of
the O der. Except forwhen the exem ption pertains to inform ation that
shoud clearly and dem onstrably be expected to revealthe dentity ofa
confdentialhum an source,ora hum an intelligence source, or key
design concepts ofweapons ofm ass destruction, the revised
“"Declassify On " lne shallalso include the new date for
declassiftation as approved by the Panel, not to exceed 50 years from
the date oforigin ofthe record.Records that contain inform ation, the
release ofwhich should clearly and dem onstrably be expected to reveal
the ddentity ofa confdentalhum an source ora hum an ntelligence
source,orkey design concepts ofweapons ofm ass destruction, are
exem pt from autom atic declassiftation at50 years.

(2) The pertinentexem ptions, using the language ofsection 3.3(b)
ofthe O rder, are:

25X1: revealthe ddentity ofa confdentalhum an source, a
hum an Intelligence source, a relationship w ith an intelligence or
security service ofa foreign govemm entorintemational
organization,ora non-hum an intelligence source; orin pairthe
eféctiveness ofan intelligence m ethod currently in use, avaiab'le



foruse,orunderdevelopm ent.

25X2: revealinform ation thatwoud assist in the developm ent,
production,oruse ofweapons ofm ass destruction;

25X3: revealinform ation thatwould in pairU S. cryptologic
system s oractivites;

25X4: revealinform ation thatwould in pair the application of
state-of-the-arttechnology w ithin a U S.weapon system ;

25X5: revealform ally nam ed ornum bered U S.m ilitary warplans
that rem ain in efé&ct, or revealoperationalortacticalelem ents of
priorplans thatare contained in such active plns;

25X6: revealinform ation, including foreign govemm ent
inform ation, thatwould cause seribus ham to relations between the
United States and a foreign govemm ent, or to ongoing diplom atic
activities of the United States;

25X7: revealinform ation thatwould in pair the curnrent ability
ofUnited States Govemm entof £ia'ls to protect the President, Vice
President, and otherprotectees forwhom protection services, in the
interestofthe nationalsecurity, are authorized;

25X8: revealinform ation thatwould seribusly in paircurrent
nationalsecurity em ergency preparedness plans or revealcurnent
vulherabilites ofsystem s, installations, or infrastructures
relating to the nationalsecurity; or

25X9:viblate a statute, treaty, orintemationalagreem ent that
does notpem it the autom atic oruniateraldeclassiftation of
inform ation at 25 years.

(3) The pertinentportion ofthe m arking would appearas:
Declassify On:25X4,20501001

(4)Docum ents shoud notbe m arked with a “"25X " m arking untlthe
agency has been inform ed that the Panelconcurs w ith the proposed
exem pton.

(5) Agencies need notapply a " "25X"m arking to individual
docum ents contained in a f¥ series exem pted from autom atic
declassiftation undersection 3.3 (c) ofthe O deruntilthe individual
docum entis rem oved from the fi and m ay only apply such a m arking as
approved by the Panelundersection 3.3(j) ofthe 0 rder.

(6) nform ation containing foregh govemm entinform ation w ilLlbe
m arked w ith a date in the "~ "Declassify On' line thatis no m ore than
25 years from the date ofthe docum entunless the originating agency
has applied forand received Panelapprovalto exem ptforeign



govemm entinform ation from declassiftation at25 years.Upon recejpt
ofPanelapproval, the agency m ay use eitherthe 25X6 or25X9 exem ption
m arkings, as appropriate, in the "~ 'Declassify On" folowed by a date
thathas also been approved by the Panel An exam ple m ghtappearas:
25X6,20600129,0r25X9,20600627.The m arking ~"subjpectto treaty or
Ihtemationalagreem ent" is notto be used atany tim e.

(b)Marking nform ation exem pted from autom atic declassiftation at
50 years.Records exem pted from autom atic declassiftation at50 years
shallbe autom atically declassiféd on Decem ber31 ofa yearthatis no
m ore than 75 years from the date oforigin unless an agency head,

w ithin fwe years ofthatdate, proposes to exem ptspecifi inform ation
from declassiftation at75 years and the proposalis form ally approved
by the Panel

(L)W hen the inform ation clearly and dem onstrably could be expected
to revealthe dentity ofa confdentialhum an source ora hum an
inteTligence source, the m arking shallbe ""50X1-HUM ."

(2)W hen the inform ation clearly and dem onstrably could revealkey
design concepts ofweapons ofm ass destruction, the m arking shallbe
T50X2WMD .M

(3) Ih extraordinary cases in w hich the Panelhas approved an
exem pton from declassiftation at50 years undersection 3.3 (h) of the
0 rder, the sam e procedures as those underSec. 2001 .26 (a)w ilLbe
follow ed w ith the exception that the num ber 50" willbe used in
plce ofthe "25."

(4) Requests forexem ption from autom atic declassiftation at50
years from elem ents of the Ihtelligence Com m unity (to include pertinent
elem ents ofthe Departm entofDefense) should nclude a statem entof
support from the DirectorofNatbnallhteligence orhis orher
designee.Requests forautom atic declassif tation exem ptions from
elem ents ofthe Departm entofDefense (to include pertinentelem ents of
the Ihteligence com m unity) should include a statem entofsupport from
the Secretary ofDefense orhis orherdesignee.Requests forautom atic
declassiftation exem ptions from elem ents of the Departm entofHom eland
Security should include a statem entofsupport from the Secretary of
the Departm entofHom eland Security orhis orherdesignee.

(c)Marking inform ation exem pted from autom atic declassiftation at
75 years.Records exem pted from autom atic declassifitation at75 years
shallbe autom atically declassiféd on Decem ber31 ofthe yearthathas
been form ally approved by the Panel.

(1) hnform ation approved by the Panelas exem pt from autom atic
declassiftation at75 years shallbe m arked ~ 75X " w ith the



appropriate autom atic declassiftation exem ption category num ber
folow ed by the approved declassiftation date orevent.

(2) Requests forexem ption from autom atic declassiftation at75
years from elem ents ofthe Ihtelligence Com m unity (to include pertinent
elem ents ofthe Departm entofDefense) should nclude a statem entof
support from the DirectorofNatonallhteligence orhis orher
designee.Requests forautom atic declassiftation exem ptions from
elem ents ofthe Departm entofDefense (to include pertinentelem ents of
the Ihteligence com m unity) should include a statem entofsupport from
the Secretary ofDefense orhis orherdesignee.

SubpartD -D eclassiftation

Sec. 2001 .30 Autom atic declassiftation.

(@)GeneralL Alldepartm ents and agencies thathave original
classiftation authority orprevibusly had originalclassiftation
authority,orm aintain records determ ined to be pem anently valuable
that contain classiféd nationalsecurity inform ation, shallcom ply
w ith the autom atic declassiftation provisions ofthe O rder. AT
agencies w ith originalclassiftation authority shallcooperate w ith
NARA In m anaging autom atic declassiftation ofaccessioned Federal
records, presidentalpapers and records, and donated historical
m aterials under the controlofthe Archivist.

(b) Presidentialpapers,m aterials, and records. The Archivist
shallestablish procedures forthe declassifitation ofpresidential,
vice-presidential, orW hite House m aterials transferned to the legal
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custody of NARA orm aintained in the presidentiallbraries.

(c) Classifed inform ation in the custody ofcontractors,
licensees, certiftate holders, orgrantees. Pursuant to the provisions
ofthe NationallhdustrialSecurity Program ,agencies m ustprovide
security classiftation/declassif tation guidance to such entities or
individuals who possess classifed inform ation.Agencis m ustalso
determ ine if classifed Federalrecords are held by such entities or
individuals, and if so,whetherthey are pem anentrecords of
historicalvalue and thus subjectto section 3.3 ofthe O der.Until
such a detem ination has been m ade by an appropriate agency of £il,



such records shallnotbe subjctto autom atic declassiftation, or
destroyed, and shallbe safequarded in accordance w ith the m ost recent
security classif tation/declassif tation guidance provided by the

agency.

(d) Tansferred nform ation. In the case of classifed inform ation
transferred in conjunction w ith a transferoffunctions, and notm erely
forstorage, the receiving agency shallbe deem ed to be the originating
agency.

(e)Unof £ally transferred nform ation. Ih the case ofclassifed
inform ation thatis notof £ially transfernred as described in
paragraph (d) ofthis section butthatorigihated in an agency thathas
ceased to existand forwhich there is no successoragency, the agency
in possessibn shallserve as the originating agency and shallbe
responsible foractions forthose records in accordance w ith section
33 ofthe O derand in consultation w ith the D irectorofthe National
Declassiftation Center (NDC).

(f) Processing records originated by anotheragency.W hen an agency
uncovers classifeéd records originated by anotheragency thatappearto
m eetthe criteria for referralaccording 1o section 3.3(d) of the
0 rder, the fading agency shallidentify those records forreferralto
the originating agency as described in Sec. 2001 .34.

() Unscheduled records. Classiféd inform ation in records that
have notbeen scheduled fordisposalor retention by NARA is not
subjectto section 3.3 ofthe 0 rder. Classiféd nform ation in records
thatbecom e scheduled as pem anently valuable when thatinform ation is
already m ore than 20 years old shallbe subjctto the autom atic
declassif tation provisions of section 3.3 ofthe 0 der fie years from
the date the records are scheduled. Classifeéd inform ation in records
thatbecom e scheduled as pem anently valuable when thatinform ation is
less than 20 years old shallbe subjctto the autom atic
declassif tation provisions of section 3.3 ofthe O derat25 years.

(h) Tem porary records and non-record m aterials. Classifed
inform ation contained in records detem ined notto be pem anently
valuable ornon-record m aterials shallbe processed in accordance w ith
section 3.6(c) ofthe O der.

(i) Foreign govemm entinform ation. The declassifying agency is the
agency thatinitlly received or classifed the inform ation.W hen
foreign govemm entinform ation appears to be subjectto autom atic
declassiftation, the declassifying agency shalldeterm ine w hetherthe
inform ation is subjectto a treaty or ntemationalagreem ent thatdoes
notpem itautom atic oruniateraldeclassiftation. The declassifying



agency shallalso detem ine ifanotherexem ption undersection 3.3(b)
ofthe O rder, such as the exem ption thatpertains to United States
foregn relations,m ay apply to the inform ation. If the declassifying
agency believes such an exem ption m ay apply, it should consultw ith any
otherconcemed agencies in m aking its declassiftation detem inatoon.
The declassifying agency orthe Departm entofState, as appropriate,

m ay consultw ith the foreign govemm entprior to declassiftation.

(j) Assistance to the Archivist ofthe United States.Agencies
shallconsultw ith the D irectorofthe NDC established in section 3.7
ofthe O derconceming theirautom atic declassiftation program s. At
the requestofthe Archivist, agencies shallcooperate w ith the
D irectorofthe NDC in developing priorities for the declassif tation
of records o ensure thatdeclassiftation is accom plished ef fiently
and in a tin ely m anner. Agencies shallconsultw ith NARA and the
Directorofthe NDC before review ing records in theirholdings to
ensure thatappropriate procedures are established form aintaining the
integrity ofthe records and thatNARA receives accurate and suf fient
inform ation aboutagency declassiftation actions, ncuding m etadata
and otherprocessing inform ation,when records are accessioned by NARA.
This data shallinclude certiftation by the agency that the records
have been review ed in accordance w ith Public Law 105-261, section 3161
goveming Restricted Data and Fom erly Restricted Data.

(k) Use ofapproved declassiftation guides. Approved
declassiftation guides are the sole basis for the exem ption from
autom atic declassiftation of specif& inform ation as provided in
section 3.3(b) ofthe O derand the sole basis for the continued
classiftation ofinform ation undersection 3.3(h) ofthe O rder. These
guides m ustbe prepared in accordance w ith section 3.3 (j) ofthe O der
and nclude additbnalpertinentdetail relating to the exem ptions
described in sections 3.3(b)and 3.3 (h) ofthe O rder,and folow the
form at required ofdeclassiftation guides as described in Sec.

2001 .32.During a review undersection 3.3 ofthe 0 rder, it is expected
thatagencies w illuse these guides to ddentify specifd inform ation
forexem ption from autom atic declassiftation. it is furtherexpected
that the guides ordetailed declassiftation guidance w illbe m ade
avaiab'le to the NDC undersection 3.7 (b) of the 0 derand to
appropriately cleared individuals ofotheragencies to supportequity
recognition.

(U Autom atic declassiftation date.No laterthan Decem ber31 of
the yearthatis 25 years from the date oforigin, classiféd records
determ ined o be pem anently valuable shallbe autom aticaly



declassiféd unless autom atic declassiftation has been delayed forany
reason as provided in Sec. 2001.30(n) and sections 3.3(b) and (c) of
the O rder. If the date oforigin ofan individualrecord cannotbe

readily detem ined, the date oforiginalclassifitation shallbe used
hstead.

(m ) Exem ption from Autom atic D eclassiftation at25,50,0r75
years.Agencism ay propose to exem pt from autom atic declassiftation
specift inform ation, eitherby reference to inform ation in specift
records, in specifi fi series ofrecords, orin the fom ofa
declassiftation guide, in accordance w ith section 3.3 (j) ofthe O der.
Agenciesm ay propose to exem ptinform ation w ithin fve years of, but
not laterthan one yearbefore the inform ation is subjectto autom atic
declassiftation.The agency head orsenioragency of £ial, within the
speciféd tin efram e, shallnotify the D irectorofIS00 , serving as the
Executive Secretary of the Panel, ofthe specifi inform ation being
proposed forexem ption from autom atic declassiftation.

(n)Delays in the onsetofautom atic declassiftation--(1)Media
thatm ake a review forpossible declassiftation exem ptionsm ore
dif futtorcostly.An agency head orseniragency of fialshal
consulttw ith the D irectorofthe NDC before delaying autom atic
declassiftation forup to fue years forclassifed inform ation
contained in m edia thatm ake a review forpossible declassif tation
m ore dif futtorcostly.W hen detem ined by NARA or pintly detem ined
by NARA and anotheragency, the folow ing m ay be delayed
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due to the increased dif fulty and costofconducting declassiftation
processing:

(i) Records requiring extraordinary preservation orconservation
treatm ent, to include refom atting, to preclude dam age to the records
by declassiftation processing;

(i) Records which pose a potentialm enace to heatlth, life, or
property due to contam ination by a hazardous substance; and

(iii) Electronic m edia if the m edi is subject to issues of
software orhardware obsolescence ordegraded data.

(2) Referred records.Records containing classifed inform ation
thatoriginated w ith otheragencies orthe disclosure ofwhich would
aféctthe interests oractivities ofotheragencies and coud
reasonably be expected to fallunderone orm ore ofthe exem ption
categories ofsection 3.3(b) ofthe O dershallbe ddentifed prior to



the onsetofautom atic declassiftation for bter referralto those
agencis.Declassiftation reviewers shallbe trained periodically on
otheragency equities to aid in the properidentiftation ofother
agency equities elgble forreferral

(i) hform ation properly dentiféd as a referralto anotheragency
contained in records accessioned by NARA orin the custody of the
presdentiallbraries shallbe subjectto autom atic declassifiation
only afterthe referralhas been m ade available by NARA foragency
review In accordance w ith Sec. 2001 .34, provided the inform ation has
nototherw ise been properly exem pted by an equity holding agency under
section 3.3 ofthe O rder.

(i) hform ation properly dentiféd as a referralto another
agency contained in records m aintained in the physical, butnotlegal,
custody ofNARA shallbe subjectto autom atic declassiftation after
accessining and in accordance w ith Sec. 2001 .34, provided the
inform ation has nototherw ise been properly exem pted by an equity
holding agency undersection 3.3 ofthe 0 rder.

(3)New ly discovered records.An agency head orseniragency
of £ialm ustconsultw ith the D irectorof 500 on any decision to
delay autom atic declassiftation ofnew ly discovered records no later
than 90 days, from the discovery ofthe records. The notiftation shall
dentify the records, theirvolum e, the anticipated date for
declassiftation, and the circum stances ofthe discovery.An agency m ay
be granted up to three years from the date ofdiscovery to m ake a
declassiftation, exem ption, or referraldeterm ination. f referrals to
otheragencis are properly dentiféd, they willbe handled in
accordance w ith subparagraphs 2 (i) and 2 (ii) above.

(4) htegralfi blocks.Classifed records w ithin an integral
fi block thatare otherw ise subject to autom atic declassif tation
undersection 3.3 ofthe O dershallnotbe autom atically declassif&d
untlDecem ber31 ofthe yearthatis 25 years from the date of the
m ost recent record w ithin the fl block. Forpumoses ofautom atic
declassiftation, integralfi blocks shallcontain only records dated
w ithin ten years ofthe odest record in the fie block. htegralfie
blocks applied priorto Decem ber29,2009, that coverm ore than ten
years rem ain in eféctuntilDecem ber31,2012,unless an agency
requests an extensin from the DirectorofIS00 on a case-by-case basis
priorto Decem ber31,2011,which is subsequently approved.

(5) File series exem ptions. Agencies seeking to delay the autom atic
declassiftation ofa specifi series of records as defmed in section
6.1(r) of the O derbecause italm ost nvariably contains inform ation



that falls w ithin one orm ore ofthe exem ption categories undersection
33()mustsubm it their request in accordance w ith section 3.3 (c) of
the O derto the Directorof 500, serving as Executive Secretary of
the Panel, atleastone yearpriorto the onsetofautom atic
declassiftation.0nce approved by the Panel, the records in the fi
series exem ption rem ain subjectto section 3.5 ofthe O der. This delay
appliesonly to records w ithin the specifi f¥ series.Copies of
records w ithin the specifi fi series orrecords ofa sin ilar topic

to the specifi fie series bcated elsewhere m ay be exem pted in
accordance w ith exem ptions approved by the Panel

(0) Redaction standard.Agencis are encouraged butare not
required to redactdocum ents thatcontain inform ation that is exem pt
from autom atic declassiftation undersection 3.3 ofthe 0 der,
especially if the inform ation thatm ust rem ain classiféd com prises a
relatively sm allportion ofthe docum ent. Any such redactions shallbe
perform ed in accordance w ith policies and procedures established in
accordance w ith Sec. 2001 .45().

(p) Restricted Data and Form erly Restricted Data. (1) Restricted
Data and Fom erly Restricted Data are excluded from the autom atic
declassiftation requirem ents in section 3.3 ofthe 0 rderbecause they
are classiféd underthe Atom ic Energy Actof1954, as am ended.
Restricted Data concems:

(i) The design, m anufacture, orutilization ofatom ic weapons;

(ii) The production ofspecialnuclearm aterial,e.g., enriched
uranium orpltonium ;or

(iii) The use ofspecialnuclearm aterialin the production of
energy.

(2) Form erly Restricted Data is inform ation that is still
classiféd underthe Atom ic Energy Actof1954, as am ended, butwhich
has been rem oved from the Restricted Data category because it is
related prin arily to the m ilitary utilization ofatom ic weapons.

(3)Any docum entm arked as containing Restricted Data orForm erly
Restricted Data or dentiféd as potentially containing unm arked
Restricted Data or Fom erly Restricted Data shallbe referred to the
Departm entofEnergy in accordance w ith Sec. 2001.34(b)(8).

(4) Autom atic declassiftation ofdocum ents containing Restricted
Data orFom erly Restricted Data is prohibited.Docum ents m arked as
containing Restricted Data or Form erly Restricted D ata are excluded
from the autom atic declassiftation provisions ofthe 0 deruntithe
Restricted Data or Form erly Restricted Data designation is properly
rem oved by the Departm entofEnergy.W hen the Departm entofEnergy



determ nes thata Restricted Data or Fom erly Restricted D ata
designation m ay be rem oved, any rem aining inform ation classiféd under
the O derm ustbe referred to the appropriate agency in accordance w ith
the declassiftation provisions ofthe 0 derand this D irective.

(5)Any docum entcontaining inform ation conceming foreign nuclear
program s thatwas rem oved from the Restricted Data category in orderto
carry outprovisions of the NationalSecurity Actof1947,as am ended,
shallbe referred to the Departm entofEnemy.

(6) The Secretary ofEnergy shalldeterm ine when inform ation
conceming foreign nuclearprogram s thatwas rem oved from the
Restricted Data category n orderto carry outthe provisions ofthe
NationalSecurity Actof1947,as am ended,m ay be declassiféd.Unless
otherw ise determ ined, nform ation conceming foreign nuclarprogram s
(e.g. intelligence assessm ents or reports, foreign nuclearprogram
inform ation provided to the U S.Govemm ent) shallbe declassifed when
com parable inform ation conceming the United States nuclearprogram is
declassiféd.W hen the Secretary ofEnergy detemn ines that inform ation
conceming foregn nucltarprogram sm ay be declassifed, any rem aining
inform ation classiféd underthe O derm ustbe referred to the
appropriate agency in accordance w ith the declassif tation
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provisions ofthe O derand this D irective.

Sec. 2001 .31 System atic declassiftation review.

(@) General Agencies shallestablish system atic review program s
for those records containing inform ation exem pted from autom atic
declassiftation. This includes individualrecords aswellas fi
series of records. Agencies shallprioritize their review ofsuch
records in accordance w ith priorities established by the NDC.

Sec. 2001.32 Declassiftation guides.

(@) Preparation ofdeclassiftation guides.Beginning one year
after the eféctive date ofthis directive, declassiftation guides
m ustbe subm itted to the Directorof 500, serving as the Executive
Secretary ofthe Panel, at leastone yearpriorto the onsetof



autom atic declassiftation forapprovalby the Panel Currently

approved guides rem ain in eféctuntila new guide is approved, o the
extentthey are otherw ise applied consistentw ith section 3.3 (b) ofthe

O rder.The inform ation to be exem pted m ustbe narow ly defmed, w ith
suf fientspecifiity to alow the userto dentify the inform ation

w ith precision.Exem ptions m ustbe based upon specifi contentand not
type ofdocum ent. Exem ptions forgeneralcategories ofinform ation are
notacceptable.Agencies m ustprepare guides thatclearly delineate
betw een the exem ptions proposed undersections 3.3(b),3.3(h)(1)and
(2),and 3.3(h)@3).

(b) Generalcontentofdeclassiftation guides.Declassiftation
guides m ustbe specifi and detailed as to the inform ation requiring
continued classiftation and clearly and dem onstrably explain the
reasons for continued classif tation.D eclassif tation guides shalt

(1) Be subm itted by the agency head or the designated senioragency
of £l;

(2) Provide the date ofissuance orlastreview ;

(3)State precisely the inform ation that the agency proposes to
exem ptfrom autom atic declassiftation and to specifially declassify;
(4) Mentfy any related fis series thathave been exem pted from
autom atic declassiftation pursuantto section 3.3(c) ofthe O der; and
(5) To the extenta guide is used in conjunction w ith the autom atic
declassiftation provisions in section 3.3 ofthe O der, state
precisely the elem ents of inform ation 1o be exem pted from

declassiftation to include:

(i) The appropriate exem ption category lsted in section 3.3(b),
and, ifappropriate, section 3.3(h) ofthe O rder; and

(i) A date orevent fordeclassiftation thatis in accordance
w ith section 3.3(b) orsection 3.3(h).

(c) htemalreview and update.Agency declassiftation guides
shallbe review ed and updated as circum stances require, butatleast
once every fue years.Each agency shallm aintain a Ustofits
declassiftation guides in use.

(d)Dissem ination ofguides. (1) Declassiftation guides shallbe
dissem inated w ithin the agency to be used by allpersonnelw ith
declassif tation review responsibilities.

(2)Declassiftation guides ordetailed declassiftation guidance
shallbe subm itted to the Directorofthe NDC in accordance w ith
section 3.7(b)(3) of the 0 der.



Sec. 2001.33 Mandatory review fordeclassifiation.

(@)U S.originated nform ation--(1) Regulations. Each agency shall
publish,and update as needed orrequired, in the FederalRegister
regulations conceming the handling ofm andatory declassiftation
review requests, to include the dentity ofthe person(s) orof fe(s)
to which requests should be addressed.

(2) Processing --(i) Requests for classifeéd records in the custody
ofthe originating agency.A vald m andatory declassifitation review
requestm ustbe ofsuf fientspecifiity to allow agency personnelto
lbcate the records containing the inform ation soughtw ith a reasonable
am ountofefdért.Requests forbroad types of inform ation, entire fi
series ofrecords, orsin dlarnon-specifit requests m ay be denied by
agencis forprocessing underthis section. Ih responding to m andatory
declassiftation review requests,agencies shallm ake a fmal
determ ination w ithin one year from the date of receipt.W hen
inform ation cannotbe declassifed in its entirety, agencis shallm ake
reasonable efdérts to release, consistentw ith otherapplicable law s,
those declassiféd portions ofthe requested inform ation that
constitute a coherentsegm ent.Upon denial, n who'le orin part,ofan
hitalrequest, the agency shallalso notify the requestorofthe
rghtofan adm inistrative appeal,which m ustbe fied w ithin 60 days
of receptofthe denial Agencis receiving m andatory review requests
are expected o conducta lne-by-line review ofthe record(s) for
public access and are expected to release the nform ation to the
requestor,unless thatinform ation is prohbited from release underthe
provisions ofa statutory authority, such as, butnotln ited to, the
Freedom ofIhform ation Act, 5 U S.C.552),as am ended, the
PresidentialRecords Actof1978 (44 US.C.2201-2207),orthe National
Security Actof1947 (Pub.L.235,61 Stat.496,50 U S.C.Chapter15).

(i) Requests for classifed records in the custody ofan agency
otherthan the originating agency.W hen an agency receives a m andatory
declassiftation review request forrecords in its possession thatwere
originated by anotheragency, it shallrefer the requestand the
pertinent records to the origihating agency. How ever, if the
originating agency has previbusly agreed thatthe custodialagency m ay
review its records, the custodialagency shallreview the requested
records In accordance w ith declassiftation guides orguidelines
provided by the originating agency.Upon receipptofa request from the
referring agency, the originating agency shallprom ptly process the
request fordeclassiftation and release in accordance w ith this



section.The originating agency shallcom m unicate its declassiftation
determ ination to the referring agency. The referring agency is

responsible forcollecting allagency review results and inform ing the
requestorofany fmaldecision regarding the declassiftation ofthe
requested nform ation unless a priorarmmangem enthas been m ade w ith the
originating agency.

(iii) Appeals ofdenials ofm andatory declassiftation review
requests. The agency appellate authority shallnom ally m ake a
determ ination w ithin 60 working days folow ing the receiptofan
appeal. Ifadditonaltin e is required to m ake a detem ination, the
agency appellate authority shallnotify the requester ofthe additional
tin e needed and provide the requesterw ith the reason for the
extension.The agency appellate authority shallnotify the requestorin
w riting ofthe fmaldetem ination and ofthe reasons forany denial
The appellate authority m ust inform the requestorofhis orherfmal
appealrights to the Panel

(iv) Appeals to the hteragency Security Classif tation Appeals
Panel In accordance w ith section 5.3 (c) ofthe O rder, the Panelshall
publish in the FederalRegister the rules and procedures forbringing
m andatory declassiftation appeals before it.

(v) Records subjectto m andatory declassiftation review.Records
containing inform ation exem pted from autom atic declassiftation in
accordance w ith section 3.3(c) ofthe O rderorw ith Sec. 2001.30(n)(1)
are stillsubjectto the m andatory declassiftation review provisions
ofsection 3.5 ofthe 0 der.
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(b) Foregn govemm entinform ation. Exceptas provided in this
paragraph,agencies shallprocess m andatory declassif tation review
requests for classifed records containing foregn govemm ent
inform ation in accordance w ith this section. The declassifying agency
is the agency thatinitaly received orclassifed the inform ation.

W hen foreign govemm entinform ation is being considered for
declassiftation, the declassifying agency shalldeterm ine w hetherthe
inform ation is subjectto a treaty or ntemationalagreem ent thatdoes
notpem itautom atic orunilateraldeclassiftation. The declassifying
agency orthe Departm entofState,as appropriate, m ay consultw ith the
foreign govemm ent(s) prior to declassiftation.

(c) Cryptologic inform ation.M andatory declassiftation review
requests for cryptologic inform ation shallbe processed in accordance



w ith specialprocedures issued by the Secretary ofDefense and,when
cryptologic inform ation pertains to intelligence activites, the
DirectorofNatbnallhteligence.

(d) hteligence inform ation.M andatory declassiftation review
requests forinform ation pertaining to intelligence sources, m ethods,
and activities shallbe processed in accordance w ith specialprocedures
issued by the DirectorofNationallhteligence.

(e) Fees. nh responding to m andatory declassif tation review
requests for classifed records, agency heads m ay charge fees in
accordance with 31 U.S.C.9701 orrelevant fee provisions in other
applicable statutes.

(f) Requests fid underm andatory declassiftation review and the
Freedom ofIhform ation Act.W hen a requester subm its a requestboth
underm andatory declassiftation review and the Freedom ofhform ation
Act (FOR), the agency shallrequire the requestorto selectone
process or the other. If the requestor fails to selectone orthe
other, the requestw illbe treated as a FOIA requestunless the
requested m aterials are subjectonly to m andatory declassif tation
review .

() FOR and Privacy Act requests. Agency heads shallprocess
requests fordeclassiftation thatare subm itted under the provisions
ofthe FOA, as am ended, or the Privacy Actof1974 (5 U .S.C.552a),as
am ended, in accordance w ith the provisions ofthose Acts.

(h) Redaction standard.Agencies shallredactdocum ents thatare
the subjectofan access dem and unless the overallm eaning or
inform ationalvalue ofthe docum entis clearly distorted by redaction.
The specifi reason forthe redaction, as provided forin section 1 4
or3.3()ofthe O rder,as applicable,m ustbe included foreach
redaction. Inform ation that is redacted due t a statutory authority
m ustbe clearly m arked w ith the specift authority thatauthorizes the
redaction.Any such redactions shallbe perform ed in accordance w ith
policies and procedures established in accordance w ith Sec.
2001.45d).

(i) Lin itations on requests.Requests form andatory
declassiftation review m ade to an elem entofthe Intelligence
Com m unity by anyone other than a citizen ofthe United States oran
alien law fully adm itted forpem anent residence,m ay be denid by the
receiving hteligence Com m unity elem ent.Docum ents required to be
subm itted forpre-publication review orotheradm inistrative process
pursuantto an approved nondisclosure agreem entare notsubjctto
m andatory declassiftation review.



Sec. 2001 .34 Refermals.

(@)GeneralL Referrals are required undersections 3.3(d)(3) and
36()ofthe 0 derin orderto ensure the tin ely, ef £i¥nt, and
eféctive processing of review s and requests and in orderto protect
classiféd inform ation from inadvertentdisclosure.

(b) Autom atic declassiftation. The refermralprocess for records
subjpectto autom atic declassiftation entails dentiftation of records
containing classifed inform ation thatorginated w ith otheragencies
orthe disclosure ofwhich would aféct the interests oractivities of
otheragencis.Those records that could reasonably be expected to fall
underone orm ore ofthe exem ptions in section 3.3 (b) ofthe O rderare
eligble forreferral. The referralprocess also entails form al
notif tation to those agencis, m aking the records available for review
by those agencis, and recording fmalagency detem inations.

(1) In accordance w ith section 3.3(d)(3) ofthe 0 rder, the
dentiftation ofrecords eligble for referralis the responsiility
ofthe prin ary review ing agency and shallbe com pleted prior to the
date ofautom atic declassif tation established by section 3.3(a) of the
0 rder.

(2) Exceptas otherw ise determ ined by the Directorofthe NDC,
prin ary review ing agencies shallutilize the Standard Form 715,
Govemm entDeclassiftation Review Tab, to tab and dentify any Federal
record requiring referraland record the referralin a m annerthat
provides the referralinform ation in an NDC database system .

(3)Notftation of referralof records accessioned into NARA orin
the custody of the presidentallbraries, and m aking the records
avaiable for review , is the responsibility ofNARA and shallbe
accom plished through the NDC.

(4)W ithin 180 days of the efé&ctive date ofthis provision, the
NDC shalldevelop and provide the afécted agencies with a
com prehensive and prioritzed schedule for the resolution of referrals
contained iIn accessioned Federalrecords and Presidentalrecords. The
schedule shallbe developed in consutiation w ith the afécted agencies,
considerthe public interest in the records, and be in accordance w ith
the authorized delays to autom atic declassiftation set forth in
section 3.3(d) ofthe O der. The initialschedule shallcover the
balance ofthe fisteféctive ficalyearand foursubsequent fscal
years. Thereafter, the schedule shallcover fie ficalyears.The NDC



shallconsultw ith the afé&cted agencies and update and provide such
schedules annually.

(5) The NDC shallprovide form alnotif tation of the avaiability
ofa refermalto the receving agency and records w illbe subject to
autom atic declassiftation in accordance w ith the schedule prom ulgated
by the NDC in paragraph (b)(4) ofthis section, unless the inform ation
has been properly exem pted by an equity holding agency under section
33 ofthe O der.

(6) Records in the physicalbutnotlegalcustody of NARA shallbe
subjectto autom atic declassiftation afteraccessioning and in
accordance w ith paragraphs (b)(3)and (b)(5) ofthis section.

(7) Agencies thatestablish a centralized facility as described in
section 3.7(e)m ay m ake direct referrals provided such activities fall
w ithin the priorities and schedule established by the NDC and the
activity is otherw ise coordinated w ith the NDC. In such cases, the
centralized facility is responsible forproviding form alnotif tation
ofa refermalto receiving agencies and form aking the records
avaiable forreview ordirectform alreferralto agencis by providing
a copy ofthe records unless anotherm echanism is dentiféd in
coordination w ith the NDC . As established in section 3.3(d)(3)(B),
referrals to agencies from a centralized agency records facility as
described in section 3.7 (e) of the O derw illbe autom atically
declassiféd up to three years after the form alnotiftation has been
m ade, if the receiving agency fails to provide a fanaldeterm inaton.

(8) Records m arked as containing Restricted Data or Form erly
Restricted Data or dentiféd as potentialy
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containing unm arked Restricted Data or Fom erly Restricted Data shall
be referred to the Departm entofEnergy through the NDC. If the
Departm entofEnergy confim s that the docum ent contains Restricted
Data orFom erly Restricted D ata, it shallthen be excluded from the
autom atic declassiftation provisions of the 0 deruntil the Restricted
Data orFom erly Restricted D ata designation is properly rem oved.

() W hen the Departm entofEnergy provides notif tation thata
Restricted Data or Fomm erly Restricted Data designation is not
appropriate orwhen it is properly rem oved, the record shallbe
processed forautom atic declassif tation through the NDC.

(ii) I allcases, shoud the record be the subjgctofan access
dem and m ade pursuantto the O rderorprovision of law , the inform ation



classifed pursuantto Executive order (rather than the Atom ic Energy
Act,as am ended) m ust stand on its own m erits.

(9) The NDC,aswellas any centralized agency facility established
undersection 3.7(e) ofthe O rder, shalltrack and docum ent referral
actions and decisions in a m anner that facilitates archivalprocessing
forpublic access.Centralagency facilities m ustwork w ith the NDC to
ensure docum entation m eets NDC requirem ents, and transferall
docum entation on pending referralactions and referraldecisions to the
NDC when transferring the records to NARA.

(10) In allcases, receving agencies shallacknow ledge recejptof
form alreferralnotiftations i a tin ely m anner. Ifa disagreem ent
arises conceming refermalnotiftations, the Directorof 500 w ill
determm ine the autom atic declassiftation date and notify the senior
agency of fial,aswellas the NDC orthe prin ary review ing agency.

(11)Rem ote Archives Capture (RAC).Presidentialrecords or
m aterials scanned in the RAC process shallbe prioritized and scheduled
forreview by the NDC.The initalnotiftation shallbe m ade to the
agency w ith prin ary equity,which shallhave up to one yearto acton
its inform ation and to dentify allotherequites eligible for
referral Allsuch additbnalreferrals in an individualrecord shall
be m ade atthe sam e tin e, and once notifed by the NDC ofan eligble
refermal, such receiving agencies shallhave up 1o one yearto review
the records before the onsetofautom atic declassif tation.

(c)Agencies eligble to receve referrals. The D irectorof 500
w illpublsh annually a listofthose agencis elgble to receve
referrals foreach calendaryear.

(d) System atic declassiftation review.The dentiftation of
equities shallbe accom plished in accordance w ith paragraph (b) ofthis
section.Priorities for review w illbe established by the NDC.

(e) Hentiftation of interests other than nationalsecurity.

Referrals undersections 3.3(d)(3)and 3.6(b) ofthe O dershallbe
assum ed 1 be intended for bterpublic release unless w ithholding is
otherw ise authorized and warranted underapplicable law. Ifa receving
agency proposes to w ithhold any such inform ation, it m ustnotify the
referring agency at the tin e they otherw ise respond to the referral.
Such notiftation shallidentify the specifé inform ation at issue and

the pertinent law.

Sec. 2001.35 Discretionary declassiftation.



(@) In accordance w ith section 3.1(d) ofthe O rder, agencis m ay
declassify inform ation when the public interest in disclosure outwexihs
the need forcontinued classiftation.

(b) Agencies m ay also establish a discretionary declassif tation
program thatis separate from theirautom atic, system atic, and
m andatory review program s.

Sec. 2001 .36 Classifed inform ation in the custody ofprivate
organizations orindividuals.

(@) Authorized holders.Agencies m ay alow forthe holding of
classiféd inform ation by a private organization or ndividualprovided
thatallaccess and safequarding requirem ents ofthe 0 derhave been
m et.Agencies m ustprovide declassiftation assistance to such
organizations orindividuals.

(b) 0 thers.Anyone who becom es aware oforganizations or
individuals who possess potentially classiféd nationalsecurity
inform ation outside ofgovemm entcontrolm ust contact the D irectorof
K00 forguidance and assistance.The Directorof 500, in consultation
w ith otheragencis, as appropriate,willensure that the safequarding
and declassiftation requirem ents ofthe O derare m et.

Sec. 2001 .37 Assistance to the Departm entofState.

Heads ofagencies shallassist the Departm entofState in its
preparation of the Foreign Relations ofthe United States (FRUS) series
by facilitating access to appropriate classiféd m aterials in their
custody and by expediting declassiftation review ofdocum ents proposed
forinclusion in the FRUS. Ifan agency fails to provide a fmal
declassiftation review determ ination regarding a Departm entofState
referralw ithin 120 days ofthe date ofthe referral, or ifapplicable,

w ithin 120 days of the date ofa High LevelPaneldecisin, the
Departm entofState, consistentw ith 22 U S.C.4353 and any
in plem enting agency procedures, m ay seek the assistance ofthe Panel

SubpartE--Safequarding

Sec. 200140 General



(@) Classifed inform ation, regardless of its form , shallbe
aférded a levelofprotection against oss orunauthorized disclosure
com m ensurate w ith its levelof classiftation.

(b) Exceptfor foregn govemm entinform ation, agency heads or
theirdesignee(s) m ay adoptattemative m easures, using risk m anagem ent
principles, to protectagainst bss orunauthorized disclosure when
necessary to m eetoperatonalrequirem ents.W hen attemative m easures
are used forotherthan tem porary, unique situations, the attematie
m easures shallbe docum ented and provided to the Directorof500 .Upon
request, the description shallbe provided to any otheragency w ith
w hich classiféd inform ation or secure facililes are shared.h all
cases, the attemative m easures shallprovide protection suf fientto
reasonably deterand detect oss orunauthorized disclosure.Risk
m anagem ent factors considered w illinclude sensitivity, value, and
crucialnature ofthe inform ation; analysis ofknown and anticipated
threats; vulherability; and countem easure benefis versus cost.

(c) North Atlantic Treaty 0 ganization (NATO ) classifed
inform ation shallbe safequarded in com pliance w ith U .S. Security
Authority forNATO Instruction (USSAN)1-07.0therforegn govemm ent
inform ation shallbe safequarded as descrbed herein forU S.
inform ation exceptas required by an existing treaty, agreem entor
otherobligation (hereinafter, obligation).W hen the inform ation is 1o
be safequarded pursuantto an existing obligation, the additional
requirem ents atSec. 2001.54 m ay apply to the extentthey were
required in the obligation as originally negotiated orare agreed upon
during am endm ent.Negotiations on new obligations oram endm ents to
existing oblgations shallstrive to bring provisions for safequarding
foreign govemm entinform ation into accord w ith standards for
safequarding U .S. inform ation as described in this D irective.

(d) Need-to-know detem inatons. (1) Agency heads, through their
designees, shallidentify organizationalm issions
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and personnelrequiring access o classifeéd inform ation to perform or
assist in authorized govemm entalfunctions. These m ission and
personnelrequirem ents are detem ined by the functions ofan agency or
the roles and responsbilities ofpersonnelin the course oftheir

of falduties. Personneldeterm inations shallbe consistentw ith

section 4.1(a) ofthe O der.



(2) Ih instances where the provisions ofsection 4.1(a) ofthe
Orderare m et,butthere is a countervailing need to restrict the
inhform ation, disagreem ents that cannotbe resolved shallbe referred by
agency heads ordesignees to eitherthe Directorof 500 or,w ith
respect to the hteligence Com m unity, the DirectorofNational
Ihteligence, as appropriate.D isagreem ents conceming inform ation
protected undersection 4 3 ofthe 0 dershallinstead be referred to
the appropriate of £ialnam ed in section 4 .3 ofthe O der.

Sec. 2001 41 Responsbilites ofhoUders.

Authorized persons who have access to classifed inform ation are
responsible for:

(@) Protecting it from persons w ithoutauthorized access to that
inform ation, to include securing it in approved equipm entor facilities
whenever it is notunderthe direct controlofan authorized person;

(b)Meeting safeqguarding requirem ents prescribed by the agency
head;and

(c) Ensuring that classifeéd inform ation is not com m unicated over
unsecured voice ordata circuits, in public conveyances orplaces, or
in any otherm annerthatpem its nterception by unauthorized persons.

Sec. 2001 42 Standards forsecurity equipm ent.

(@) Storage.The Adm nistratorofthe GeneralServices
Adm inistration (GSA) shall, h coordination w ith agency heads
orginating classifed inform ation, establish and publsh uniform
standards, speciftations, qualifed product lists ordatabases, and
supply schedules forsecurity equipm entdesigned to provide secure
storage forclassifed inform ation.W henevernew secure storage
equipm entis procured, it shallbe in conform ance w ith the standards
and speciftations established by the Adm inistratorofthe GSA, and
shall, to the m axin um extentpossile, be ofthe type available through
the FederalSupply System .

(b) Destruction.Efé&ctive January 1,2011,only equipm ent lsted
on an Evaluated Products List (EPL) issued by the NationalSecurity
Agency (NSA)m ay be utilized 1o destroy classifed inform ation using
any m ethod covered by an EPL.However, equipm entapproved foruse prior
t hnuary 1,2011,and notfound on an EPL,m ay be utilized for the



destruction of classiféd inform ation untilD ecem ber31,2016.Unless
NSA determ ines otherw ise,wheneveran EPL is revised, equipm ent rem oved
from an EPL m ay be utilized for the destruction of classifed

inform ation up t six years from the date ofits rem ovalfrom an EPL.

Ih allcases, ifany such previously approved equipm entneeds to be
replaced orotherw ise requires a rebuid or replacem entofa critical
assem bly, the unitm ustbe taken outofservice forthe destruction in
accordance w ith this section. The Adm hhistratorofthe GSA shall, to

the m axin um extentpossible, coordinate supply schedules and otherw ise
seek to m ake equipm enton an EPL available through the FederalSupply
System .

Sec. 2001 43 Storage.

(@) General Classiféd inform ation shallbe stored only under
conditions designed to deterand detectunauthorized access to the
inform ation. Storage atoverseas locations shallbe atU .S.Govemm ent-
controlled facilites unless otherw ise stipulated in treaties or
intemationalagreem ents. Q0 verseas storage standards for facilities
undera ChiefofMission are prom ulgated under the authority of the
Overseas Security Policy Board.

(b) Requirem ents forphysicalprotection--(1) Top Secret. Top
Secretinform ation shallbe stored in a GSA -approved security
container,a vaultbuilt to FederalStandard (FED STD ) 832, 0ran open
storage area constructed in accordance w ith Sec. 2001 .53. Ih additon,
supplem entalcontrols are required as folow s:

(i) ForGSA -approved containers, one ofthe follobw ing supplem ental
controls:

(A) Ihspection ofthe containerevery two hours by an em plyee
cleared at east to the Secret level;

(B) An Ihtrusion Detection System (DS)w ith the personnel
responding to the alam amiving w ithin 15 m inutes ofthe alam
annunciation.Acceptability of ntrusion Detection Equipm ent (DE): AT
DE m ustbe in accordance w ith standards approved by 500 .Govemm ent
and proprietary installed, m aintained, or fumished system s are subjct
to approvalonly by the agency head;or

(C) Security-h-Depth coverage ofthe area in which the container
is ocated, provided the containeris equipped w ith a lock m eeting
FederalSpecifiation FF-L-2740.

(i) Foropen storage areas covered by Security-h-Depth,an DS



w ith the personnelresponding to the alam amiving w ithin 15 m inutes
ofthe alatm annunciation.

(iii) Foropen storage areas not covered by Security-h-Depth,
personnelresponding to the alam shallanive w ithin f¥e m inutes of
the alam annuncition.

(2) Secret.Secretinform ation shallbe stored in the sam e m anner
as Top Secretinform ation or,untilO ctober1,2012,ih a non-GSA-
approved containerhaving a built-in com bination lock orin a non-GSA-
approved containersecured w ith a rigid m etallockbarand an agency
head approved padlock.Security-h D epth is required in areas in w hich
a non-GSA-approved containeroropen storage area is bcated. Except
forstorage in a GSA-approved containerora vaultbuiltto FED STD
832,0ne ofthe follow ing supplem entalcontrols is required:

(i) hspection ofthe containeroropen storage area every four
hours by an em ployee cleared at eastto the Secret evel,or

(i) An DS w ith the personnelresponding to the alam amiving
w ithin 30 m inutes ofthe alam annunciation.

(3) Confdential Confdentialinform ation shallbe stored in the
sam e m anneras prescribed forTop SecretorSecretinform ation except
that supplem entalcontrols are not required.

(c) Com binations.Use and m aintenance ofdial-type locks and other
changeab’le com bination locks.

(1) Equipm entin service.Com binations to dial-type locks shallbe
changed only by persons authorized access to the levelofinform ation
protected unless othersuf £intcontrols exist to preventaccess to
the lock orknow ledge of the com bination.Com binations shallbe changed
underthe follow ing conditions:

() W heneversuch equim entis placed into use;

(i) W henevera person know ing the com bination no longer requires
access o itunless othersuf fientcontrols exist to preventaccess
to the lock;or

(iii) W henevera com bination has been subjectto possible
unauthorized disclosure.

(2) Equipm entoutofservice.W hen security equipm entis taken out
ofservice, it shallbe inspected to ensure thatno classifed
inform ation rem ains and the com bination lock shoud be resetto a
standard com bination 0f50-25-50 forbuilt-in com bination locks or10-
20-30 forcom bination padlocks.

(d) Key operated locks.W hen specialcircum stances exist, an agency
head m ay approve the use ofkey operated locks for the storage of
Secretand Confdentalinform ation.W heneversuch locks are used,



adm Inistratve
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procedures forthe controland accounting ofkeys and locks shallbe
Ihcluded 1 In plem enting requlations required undersection 5 .4(d)(2)
ofthe O rder.

(e) Repairs.The neutralization and repairofGSA -approved security
containers and vaulttdoors w illbe in accordance w ith FED STD 809.

Sec. 2001 44 Reciprocity ofuse and inspection of facilities.

(@) Once a facility is authorized, approved, certiféd, or
accredited for classifed use, then allagencis desiring to conduct
classiféd work in the designated space(s) at the sam e security level
shallaccept the authorization, approval, certiftation, or
accreditation w ithout change, enhancem ents, orupgrades provided that
no waier,exception,ordevition has been issued orapproved. Ih the
eventthata waiverexception,ordeviation was granted in the original
accreditation ofthe designated space(s), an agency seeking to utilize
the designated facility space m ay require thata risk m itigation
strategy be In plem ented oragreed upon prior to using the space(s).

(b) Subsequentsecurity inspections or review s forauthorization,
approval, certif tation, oraccreditation purposes shallnom ally be
conducted no m ore frequently than annually unless otherw ise required
due 1o a change in the designated facility space(s) ordue to a change
in the use orownership ofthe facility space(s). This does notin ply a
form alone-yearinspection orreview requirem entorestablish any other
form alperiod forinspections or review.

Sec. 200145 Ihform ation controls.

(@) General Agency heads shallestablish a system ofcontrol
m easures w hich assure thataccess to classifed inform ation is provided
to authorized persons. The controlm easures shallbe appropriate to the
environm entin which the access occurs and the nature and volum e ofthe
inform ation. The system shallinclude technical, physical, and
personnelcontrolm easures.Adm inistrative controlm easures which m ay
include records of ntemaldistrbution, access, generaton,



inventory, reproduction, and dispositon of classiféd inform ation
shallbe required when technical, physicaland personnelcontrol

m easures are nsuf fientto deterand detectaccess by unauthorized
persons.

(1) Com binations.Com binations to locks used to secure vaults, open
storage areas, and security containers thatare approved for the
safeqguarding ofclassiféd inform ation shallbe protected in the sam e
m anneras the highest levelofclassifed inform ation that the vault,
open storage area,orsecurity container is used to protect.

(2) Com puterand inform ation system passwords.Passwords shallbe
protected in the sam e m anneras the highest levelofclassifed
inform ation that the com puterorsystem is certiféd and accredited to
process.Passwords shallbe changed on a frequency detem ined to be
suf fientto m eetthe levelof risk assessed by the agency.

(b) Reproduction.Reproduction of classifed inform ation shallbe
held to the m inin um consistentw ith operationalrequirem ents. The
folow ing additonalcontrolm easures shallbe taken:

(1) Reproduction shallbe accom plished by authorized persons
know ledgeable ofthe procedures forclassiféd reproduction;

(2)Un'ess restricted by the originating agency, Top Secret,
Secret,and Confdentialinform ation m ay be reproduced to the extent
required by operationalneeds,orto faciliate review for
declassiftation;

(3) Copies ofclassiféd inform ation shallbe subjectto the sam e
controls as the originalinform aton; and

(4) The use oftechnology thatprevents, discourages, ordetects
the unauthorized reproduction of classiféd nform ation is encouraged.

(c) Form s. The use ofstandard form s prescribed in SubpartH of
this partis m andatory forallagencis thatcreate and/orhandle
nationalsecurity inform ation.

(d) Redaction--(1) Policies and procedures. Classiféd inform ation
m ay be subjectt Toss, com prom ise, orunauthorized disclosure if it is
not correctly redacted.Agencies shallestablish policies and
procedures forthe redaction of classifed inform ation from docum ents
nhtended for release. Such policies and procedures require the approval
ofthe agency head and shallbe suf fiently detailed to ensure that
redaction is perform ed consistently and reliably, using only approved
redaction m ethods thatpem anently rem ove the classiféd inform ation
from copies of the docum ents intended for release.Agencies shall
ensure thatpersonnelwho perform redaction fully understand the
policks, procedures,and m ethods and are aware ofthe vulherabilities



surmounding the process.

(2) Technicalguidance for redaction. Technicalguidance conceming
appropriate m ethods, equipm ent, and standards for the redaction of
classifed electronic and opticalm edi shallbe issued by NSA.

Sec. 2001 46 Transm ission.

(@) General Classifed inform ation shallbe transm itted and
receved In an authorized m annerwhich ensures thatevidence of
tam pering can be detected, that inadvertentaccess can be precuded,
and thatprovides a m ethod which assures tin ely delivery to the
htended recipi¥ent. Persons transm itting classiféd inform ation are
responsible forensuring that intended recipients are authorized
persons w ith the capability to store classiféd inform ation in
accordance w ith this D irective.

(b) D ispatch.Agency heads shallestablish procedures which ensure
that:

(1)Alclssifed nform ation physically transm itted outside
faciliies shallbe enclosed in two layers, both ofwhich provide
reasonable evidence of tam pering and which concealthe contents.The
ihnerenclsure shallclearly dentify the address ofboth the sender
and the intended recipient, the highest classiftation levelofthe
contents, and any appropriate waming notices. The outerenclosure
shallbe the sam e exceptthatno m arkings to indicate thatthe contents
are classiféd shallbe visble. htended recpients shallbe
dentifed by nam e only as partofan attention line. The follow ing
exceptions apply:

(i) I the classiféd inform ation is an intemalcom ponentofa
packable item ofequipm ent, the outside shellorbody m ay be considered
as the nnerenclbsure provided it does not revealclassifed
inform ation;

(i) If the classiféd inform ation is an inaccessible htemal
com ponentofa bulky item ofequipm ent, the outside orbody of the item
m ay be considered to be a suf fientenclsure provided observation of
itdoes notrevealclassiféd inform ation;

(iii) If the classiféd inform ation is an item ofequipm entthatis
not reasonably packable and the shellorbody is classifed, it shall
be concealed with an opaque enclosure thatw illhide allclassifed
features;

(iv) Specilized shipping containers, including closed cargo



transporters ordiplom atic pouch,m ay be considered the outerenclosure
when used; and

(V)W hen classiféd inform ation is hand -carried outside a facility,

a locked briefcase m ay serve as the outerenclbsure.

(2) Courders and authorized persons designated to hand-carry
classiféd inform ation shallensure that the inform ation rem ains under
theirconstantand continuous protection and thatdirectpoint-topoint
delivery ism ade.As an exception,agency heads m ay approve,as a
substitute fora courieron direct fights, the use of
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specialized shipping containers thatare ofsuf £ientconstruction to
provide evidence of forced entry, are secured w ith a com bination
padlock m eeting FederalSpecifiation FF-P-110, are equipped w ith an
electronic sealthatwould provide evidence of surreptitious entry and
are handled by the carrierin a m annerto ensure that the containeris
protected untilits delivery is com pleted.

(c) Transm ission m ethods w ithin and between the U S., Puerto Rico,
ora U.S.possession ortrust territory.

(1) Top Secret. Top Secretinform ation shallbe transm itted by
direct contactbetw een authorized persons; the Defense CourierService
oran authorized govemm entagency courierservice; a designated
courierorescortw ith Top Secretclearance; electronic m eans over
approved com m unications system s.Underno circum stances w illTop Secret
inform ation be transm itted via the U S.PostalService orany other
cleared oruncleared com m ercialcamier.

(2) Secret.Secretinform ation shallbe transm itted by:

(1) Any ofthe m ethods established forTop Secret; U S.Postal
Service Express Mailand U S.PostalService Registered M ail, as long
as the WawverofSignature block on the U.S.PostalService Express
MailLabelshallnotbe com pleted;and cleared comm ercialcaniers or
cleared com m ercialm essengerservices. The use of street-side m ail
collection boxes is strictly prohibited; and

(i) Agency heads m ay,when a requirem entexists forovemiht
delivery w ithin the U .S. and its Territories, authorize the use of the
currentholderofthe GSA contract forovemiyghtdelivery of
inform ation forthe Executive Branch as long as applicable postal
regulations (39 CFR.ChapterI) are m et. Any such delivery service
shallbe U S.owned and operated, provide autom ated in-transit tracking
ofthe classifed inform ation, and ensure package integrity during



transit. The contract shallrequire cooperation w ith govemm ent
ihquiries in the eventofa loss, theft, orpossible unauthorized
disclosure ofclassifed inform ation. The senderis responsible for
ensuring thatan authorized person willbe available to receive the
delivery and veriftation ofthe cormectm ailing address. The package

m ay be addressed to the recipientby nam e.The release signature block
on the recejpt bbelshallnotbe executed underany circum stances. The
use ofextemal (street side) collection boxes is prohibited.

Classiféd Com m unications Security hform ation, NATO , and foreign
govemm entinform ation shallnotbe transm itted in this m anner.

(3)Confdential Confdentalinform ation shallbe transm itted by
any ofthe m ethods established forSecretinform ation orU S. Postal
Service Certifed Mail Ih addiion,when the recipientisa U S.
Govemm ent facility, the Confdentalinform ation m ay be transm itted
via U S.FirstClassMail. However, Confdentalinform ation shallnot
be transm itted to govemm entcontractor facilities via fistclass
m ailL. W hen fistclass m ailis used, the envelope orouterw rapper
shallbe m arked to indicate thatthe inform ation is not to be
forwarded, butis to be retumed to sender. The use of streetside m ail
collection boxes is prohbited.

(d) Transm ission m ethods to a U S.Govemm ent facility located
outside the U.S.The transm ission of classiféd inform ation toa U S.
Govemm ent facility ocated outside the 50 states, the D istrictof
Colm bia, the Com m onwealth of Puerto Rico,ora U.S.possession or
trust territory, shallbe by m ethods speciféd above forTop Secret
inform ation orby the Departm entofState CourierService.U S.
Registered Mailthrough M ilitary PostalService facilites m ay be used
to transm it Secretand Confdentialinform ation provided that the
inform ation does notatany tin e pass outofU S. citizen controlnor
pass through a foregn postalsystem .

(e) Transm ission ofU S. classifeéd inform ation to foreign
govemm ents. Such transm ission shalltake place between designated
govemm ent representatives using the govemm ent-to-govemm ent
transm ission m ethods described in paragraph (d) of this section or
through channels agreed to by the NationalSecurity Authorites of the
tw o govemm ents.W hen classiféd inform ation is transferred to a
foreign govemm entor its representative a signed receipt is required.

(f) Receptofclassifed inform ation.Agency heads shallestablish
procedures which ensure thatclassifed inform ation is received in a
m annerw hich precludes unauthorized access, provides for inspection of
allclassifed inform ation receved forevidence of tam pering and



confim ation ofcontents, and ensures tin ely acknow ledgm entofthe
receptofTop Secretand Secret inform ation by an authorized
recipient.As noted in paragraph (e) ofthis section,a receipt

acknow ledgm entofallclassiféd m aterialtransm itted to a foreign
govemm entorits representative is required.

Sec. 200147 Destruction.

Classiféd inform ation dentiféd fordestruction shallbe
destroyed com pletely to preclude recognition or reconstruction of the
classiféd inform ation in accordance w ith procedures and m ethods
prescribed by agency heads.The m ethods and equipm entused to routinely
destroy classiféd inform ation include buming, cross-cut shredding,
wetpulping,m etting, m utdation, chem icaldecom positon or
pulverizing.Agencies shallcom ply w ith the destruction equim ent
standard stated in Sec. 2001 42 (b) of this D irective.

Sec. 2001 48 Loss,possible com prom ise orunauthorized disclosure.

(@) General Any person who has know ledge that classifed
inform ation has been orm ay have been ost, possibly com prom ised or
disclbsed to an unauthorized person(s) shallin m ediately report the
circum stances to an of fialdesignated forthis purpose.

(b) Cases involving inform ation originated by a foreign govemm ent
oranotherU.S.govemm entagency.W henevera loss orpossible
unauthorized disclosure nvolves the classifed inform ation or
interests ofa foreign govemm entagency,oranotherU.S.govemm ent
agency, the departm entoragency in which the com prom ise occurred shall
advise the othergovemm entagency or foregn govemm entofthe
circum stances and fadings thatafé&cttheirinform ation or interests.
However, foreign govemm ents nom ally w illnotbe advised ofany
security system vulherabilities that contributed to the com prom ise.

(c) hquiry/investigation and corrective actions.Agency heads
shallestablish appropriate procedures to conductan inquiry/
investigation ofa loss, possible com prom ise orunauthorized disclosure
of classifed inform ation, in orderto in plem entappropriate conrective
actions,which m ay nclude discipplinary sanctions, and to ascertain the
degree ofdam age to nationalsecurity.

(d)Reports to 500 .Ih accordance w ith section 55(e)(2) ofthe



0 rder,agency heads orsenibragency of £ials shallnotify the
Directorof 500 when a viblation occurs underparagraphs 5.5(b)(1),
(2),or (3) ofthe 0 der that:

(1)  reported to oversight com m ittees in the Legislative branch;

(2)May attractsygniftantpublic attenton;

(3) hvolves large am ounts of classifed inform ation; or

(4) Reveals a potentialsystem ic weakness in classiftation,
safequarding, ordeclassiftation policy or practices.

(e) Departm entofustice and legalcounselcoordination.Agency
heads shallestablish procedures to ensure coordination w ith legal
counselw henevera form alaction, beyond a
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reprin and, is contem plated againstany person believed responsible for
the unauthorized disclosure of classifed inform ation.W henevera
crin inalviolation appears to have occurred and a crin inalprosecution
is contem plated, agency heads shalluse established procedures to
ensure coordination w ith:

(1) The Departm entoflustice, and

(2) The legalcounselofthe agency where the individual
responsible is assigned orem plyed.

Sec. 2001 .49 Specialaccess program s.

(@) General The safequarding requirem ents ofthis D irective m ay be
enhanced forinform ation in specialaccess program s (SAP), established
underthe provisions ofsection 4 .3 ofthe 0 rderby the agency head
responsible for creating the SAP.Agency heads shallensure that the
enhanced controls are based on an assessm entofthe value, critical
nature,and vulnerability ofthe inform ation.

(b) Sgniftant interagency support requirem ents. Agency heads m ust
ensure thata Mem orandum ofAgreem entAUUnderstanding is established for
each SAP thathas signiftant interagency support requirem ents, to
appropriately and fully address support requirem ents and supporting
agency oversight responsibilities for that SAP.

Sec. 2001.50 Telecom m unications autom ated inform ation system s and
network security.



Each agency head shallensure that classiféd inform ation
electronically accessed, processed, stored ortransm itted is protected
ih accordance w ith applicable nationalpolicy issuances dentifed in
the Com m ittee on NatibnalSecurity System s (CNSS) issuances and the
Ihteligence Com m unity D irective (D ) 503, htelligence Com m unity
Ihform ation Technology System s Security Risk Managem ent, Certif tation,
and Accreditation.

Sec. 200151 Technicalsecurity.

Based upon the risk m anagem ent factors referenced in Sec. 2001 40
of this directive, agency heads shalldetem ine the requirem ent for
technicalcountem easures such as TechnicalSurveilance
Countem easures and TEM PEST necessary to detectordeterexploitation
of classifed inform ation through technicalcolection m ethods and m ay
apply countem easures in accordance with NSTISSI7000, TEM PEST
Countem easures for Facilities, and SPB Issuance 6-97,NationalPolicy
on TechnicalSurveillance Counterm easures.

Sec. 2001.52 Em ergency authority.

(@) Agency heads orany designee m ay prescribe specialprovisions
for the dissem ination, transm ission, safeguarding, and destruction of
classifed inform ation during certain em ergency situatons.

(b) In em ergency situations, n which there is an In m nentthreat
to life orin defense ofthe hom eland, agency heads ordesignees m ay
authorize the disclosure ofclassifed inform ation to an individualor
ihdividuals who are otherw ise not mutinely eligible foraccess under
the follow ing conditons:

(1) Lin it the am ountofclassifed inform ation disclosed to the
absolute m inin um to achieve the purpose;

(2) Lin it the num berofindividuals who recewve i;

(3) Transm it the classifed inform ation via approved Federal
Govemm entchannels by the m ost secure and expeditous m ethod to
ihclude those required in Sec. 2001 .46,orotherm eans deem ed
necessary when tin e is of the essence;

(4) Provide instructions aboutwhatspecifi inform ation is
classiféd and how itshould be safequarded; physicalcustody of



classiféd inform ation m ust rem ain w ith an authorized Federal
Govemm ententity, in allbut the m ostextraordinary circum stances;

(5) Provide appropriate briefigs to the recipients on their
responsiilities not to disclose the inform ation and obtain a signed
nondisclosure agreem ent;

(6)W ithin 72 hours of the disclosure of classifed inform ation, or
the earliestopportunity thatthe em ergency pem its, butno later than
30 days after the release, the disclosing authority m ust notify the
orginating agency ofthe inform ation by providing the folow ing
inform ation:

(i) A description ofthe disclosed inform ation;

(i) To whom the inform ation was disclosed;

(iii) How the inform ation was disclosed and transm itted;

(iv) Reason forthe em ergency release;

(v) How the inform ation is being safequarded; and

(vi) A description ofthe briefigs provided and a copy ofthe
nondisclosure agreem ents signed.

(7) hform ation disclbosed in em ergency situations shallnotbe
required to be declassiféd as a resuttofsuch disclosure or
subsequentuse by a recpint.

Sec. 2001.53 Open storage areas.

This section describes the m inin um construction standards foropen
storage areas.

(@) Construction.The perin eterwalls, fdors, and ceiling willbe
pem anently constructed and attached to each other. AlLconstruction
m ustbe done in am anneras to provide visualevidence ofunauthorized
penetration.

(b)Doors.Doors shallbe constructed ofwood, m etal, orother
solid m aterial Entrance doors shallbe secured w ith a buitt-in GSA -
approved threeposition com bination lock.W hen specilcircum stances
exist, the agency head m ay authorize other locks on entrance doors for
Secretand Confdentalstorage.Doors otherthan those secured w ith
the aforem entioned Tocks shallbe secured from the inside w ith either
deadboltem ergency egress hardware,a deadbolt,ora rigid wood or
m etalbarwhich extends across the width ofthe door,orby otherm eans
approved by the agency head.

(c) Vents, ducts,and m iscellaneous openings.Allvents, ducts, and
sin laropenings in excess 0f96 square inches (and over6 inches i



its sm allestdin ension) thatenterorpass through an open storage area
shallbe protected w ith eitherbars, expanded m etalgrills, com m ercial
m etalsounds baf &s,oran intrusion detection system .

(d)W indows. (1) Allw indow s which m ight reasonably afdrd visual
observation ofclassiféd activities w ithin the facility shallbe m ade
opaque orequipped w ith blinds, drapes, orother coverings.

(2)W indow s w ithin 18 feetofthe ground w ilLbe constructed from
orcovered with m aterials which provide protection from forced entry.
The protection provided to the window s need be no strongerthan the
strength of the contiguouswalls. 0 pen storage areas which are located
w ithin a controlled com pound orequivalentm ay elin inate the
requirem ent for forced entry protection if the window s are m ade
hoperable eitherby pem anently sealing them orequipping them on the
inside w ith a locking m echanism and they are covered by an DS (either
independently orby the m otion detection sensors w ithin the area).

Sec. 2001.54 Foreign govemm entinform ation.

The requirem ents described below are additibnalbaseline
safequarding standards thatm ay be necessary for foregn govemm ent
inform ation, other than NATO inform ation, that requires protection
pursuantto an existing treaty, agreem ent, bilateralexchange orother
oblgation.NATO classifeéd inform ation shallbe safequarded in
com pliance w ith USSAN 1-07.To the extentpractical, and to facilitate
its control, foreign govemm entinform ation
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shoud be stored separately from otherclassifed inform ation.To avod
additionalcosts, separate storage m ay be accom plished by m ethods such
as separate drawers ofa container. The safeguarding standards
described inh paragraphs (a) through (e) ofthis section m ay be m odifed
if required orpem itted by treaties oragreem ents, or forother
oblgations,w ith the priorw ritten consentofthe NationalSecurity
Authority ofthe originating govemm ent, hereafter " “originating
govemm ent."

(@) Top Secret.Records shallbe m aintained of the receipt,
intemaldistribution, destruction, access, reproduction, and
transm ittalof foreign govemm entTop Secret inform ation.Reproduction
requires the consentofthe originating govemm ent.Destruction willbe



w inessed.

(b) Secret.Records shallbe m aintained of the receipt, extemal
dispatch and destruction of foregn govemm entSecret inform ation.
Otherrecords m ay be necessary if required by the origihator. Secret
foreign govemm entinform ation m ay be reproduced to m eetm ission
requirem ents unless prohiited by the originator. Reproduction shallbe
recorded unless this requirem ent is waived by the orginator.

(c) Confdential Records need notbe m aintained for foreign
govemm entConfdentialinform ation unless required by the originator.

(d) Restricted and other foregn govemm entinform ation provided in
confdence.h orderto assure the protection ofother foreign
govemm entinform ation provided in confdence (e.g., foregn govemm ent
“"Restricted," " "Desiygnated," orunclassiféd provided in
confdence), such inform ation m ustbe classifeéd underthe O der. The
receiving agency,ora receving U S. contractor, licensee, grantee, or
certiftate hoderacting in accordance w ith instructions received from
the U S.Govemm ent, shallprovide a degree ofprotection to the
foreign govemm entinform ation at keastequivalent to that required by
the govemm entorintemationalormganization thatprovided the
inform ation.W hen adequate to achive equivalency, these standards m ay
be less restrictive than the safequarding standards thatordinarily
apply to US.Confdentialinform ation. If the foreign protection
requirem ent is low er than the protection required forU .S.Confdental
inform ation, the follow ing requirem ents shallbe m et:

(1)Docum entsm ay retain theirorigihalforegn m arkings if the
responsible agency detem ines that these m arkings are adequate to m eet
the purposes served by U S. classiftation m arkings. 0 therw ise,
docum ents shallbe m arked, " "This docum entcontains (insertnam e of
country) (insert classiftation level) inform ation to be treated as
US. (insertclassiftation evel)." The notation, " 'Modifed Handling
Authorized,"m ay be added to eitherthe foregn orU .S.m arkings
authorized for foregn govemm entinform ation. If rem arking foreign
originated docum ents orm atteris in practical, an approved coversheet
is an authorized option;

(2)Docum ents shallbe provided only to persons in accordance w ith
sections 4.1(a@)and (h) ofthe O rder;

(3) hdividuals being given access shallbe notiféd ofapplicable
handlng instructions.This m ay be accom plished by a briefag, w ritten
instructions, orby applying specif& handling requirem ents to an
approved coversheet;

(4)Docum ents shallbe stored in such a m annerso as to prevent



unauthorized access;

(5)Docum ents shallbe transm itted in a m ethod approved for
classiféd inform ation, unless this m ethod is waied by the orginating
govemm ent.

(e) Third-country transfers. The release ordisclosure of foregn
govemm entinform ation to any third-country entity m usthave the prior
consentofthe originating govemm ent if required by a treaty,
agreem ent, bilateralexchange, orotherobligation.

Sec. 2001.55 Foreign disclosure ofclassifed inform ation.

Clssifed nform ation originating in one agency m ay be
dissem inated by any otheragency to which ithas been m ade available
a foreign govemm entor ntemationalorganization ofgovemm ents, or
any elem entthereof, in accordance w ith statute, the 0 rder, directives
n plem enting the 0 der, direction ofthe Presdent, orw ith the consent
ofthe originating agency, unless the originating agency has detem ined
thatpribrauthorization is required forsuch dissem ination and has
m arked or indicated such requirem enton the m edium containing the
classiféd inform ation.Markings used to in plem ent this section shall
be approved in accordance w ith Sec. 2001 .24 (j).W ith respectto the
Ihteligence Com m unity, the D irectorofNationallhteligence m ay issue
policy directives orguidelines pursuantto section 6.2 (b) ofthe 0 der
thatm odify such priorauthorization.

Subpart F-Self-hspections

Sec. 200160 General

(@) Purpose.This subpartsets standards forestablishing and
m aintaining an ongoing agency self-inspection program ,which shall
ihclude reqularreview s of representative sam ples ofthe agency's
originaland derivative classiftation actions.

(b) Responsibility. The senioragency of £ialis responsble for
directing and adm inistering the agency's self-inspection program . The
senioragency of fialshalldesignate agency personnelto assist in
carrying out this responsibility. The program shallbe structured to
provide the senibragency of fialw ith inform ation necessary to assess
the eféctiveness of the classifeéd nationalsecurity inform ation



program w ithin individualagency activities and the agency asawhole,
ih orderto enable the senioragency of fialto fulfilhis orher
responsibility to oversee the agency's program undersection 5.4(d) of
the O rder.

(c)Approach.The senibragency of fialshalldetem ine the m eans
and m ethods for the conductofself-inspections.

(1) Self-inspections shoud evaluate the adherence to the
principles and requirem ents ofthe 0 derand this directive and the
efé&ctiveness ofagency program s covering originalclassiftation,
derivative classiftation, declassiftation, safequarding, security
viblations, security education and training, and m anagem entand
oversight.

(2)Regularreview s of representative sam ples ofthe agency's
orginaland derivative classif tation actions shallencom pass all
agency activities thatgenerate classiféd inform ation. They shall
ihclude a sam ple ofvarying types ofclassifed inform ation (in
docum entand electronic form atsuch as e-m ail) to provide a
representative sam ple ofthe activity 's classiftation actions. The
sam ple shallbe proportionally suf fientto enable a credble
assessm entofthe agency's classifeéd product. Agency personnelwho are
assygned to conduct review s ofagencis'originaland derivative
classiftation actions shallbe know ledgeable of the classiftation and
m arking requirem ents ofthe O derand this directive, and have access
to pertinentsecurity classiftation guides. Ih accordance w ith section
54(d)@4)ofthe 0 rder, the senioragency of fialshallauthorize
appropriate agency of £ials to correctm isclassiftation actions.

(3) Self-inspections should include a review of relevant security
directives and instructions,as wellas interview s w ith producers and
users of classiféd inform ation.

(d) Frequency. Self-inspections shallbe reqular, ongoing, and
conducted at eastannually w ith the seniobragency
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of fialsetting the frequency on the basis ofprogram needs and the
degree of classif tation activity. Activities thatgenerate sgnifgant
am ounts of classiféd inform ation shallinclude a representative sam ple
oftheiroriginaland derivative classiftation actions.

(e) Coverage.The senibragency of fialshallestablish self-
inspection coverage requirem ents based on program and policy needs.
Agencies w ith specialaccess program s shallevaluate those program s in



accordance w ith sections 4 3(b)(2) and (4) of the O rder, at least
annualy.

(f) Reporting . Agencies shalldocum ent the fndings of self-
hspections intemally.

(1) htemal The senioragency of fialshallsetthe form at for
docum enting self-inspection fmdings.As partofcornective action for
fondings and otherconcems ofa system ic nature, refresher security
education and training should address the underlying cause(s) of the
issue.

(2) Extemal.The senioragency of falshallreportannualy to
the Directorof 500 on the agency's self-inspection program . This
report shallinclude:

(i) A description ofthe agency's self-inspection program to
hclude activities assessed, program areas covered, and m ethodology
utilized;

(ii) The assessm entand a sum m ary ofthe fadings ofthe agency
self-inspections in the follow ing program areas:0riginal
classiftation, derivative classiftation, declassiftation,
safequarding, security violations, security education and training, and
m anagem entand oversight;

(iii) Specif& inform ation w ith regard to the fmdings of the
annualreview ofthe agency's originaland derivative classiftation
actions to nclude the volum e ofclassiféd m aterials review ed and the
num berand type ofdiscrepancies thatwere dentiféd;

(v) Actions thathave been taken orare planned to correct
dentiféd defiiencies orm isclassif tation actions, and to deter
their reoccurrence; and

(v) Bestpractices thatwere dentiféd during self-inspections.

SubpartG -Security Education and Training

Sec. 2001.70 General

(@) Purpose.This subpartsets standards foragency security
education and training program s. In plem entation of these standards
should:

(1) Ensure thatallexecutive branch em ployees who create, process,
orhand’e classifed inform ation have a satisfactory know ledge and
understanding of classiftation, safequarding, and declassiftation
policis and procedures;



(2) Ihcrease uniform ity in the conductofagency security education
and training program s; and

(3) Reduce instances ofover-classiftation orin proper
classiftation, in proper safequarding, and inappropriate or nadequate
declassiftation practices.

(b) Responsibility. The senioragency of £ialis responsble for
the agency's security education and training program . The senioragency
of £ialshalldesignate agency personnel, as necessary, to assist in
carnrying out this responsibility.

(c) Approach.Security education and training shoud be t@iored to
m eetthe specift needs ofthe agency's security program and the
specift roles em ployees are expected to play in thatprogram . The
agency of £ial(s) responsible for the program shalldeterm ine the
m eans and m ethods forproviding security education and training.
Training m ethods m ay include briefngs, nteractive videos,
dissem ination of instructionalm aterials, on-line presentations, and
otherm edia and m ethods. Each agency shallm aintain records about the
program s ithas oféred and em plyee particppation in them .

(d) Frequency. The frequency ofagency security education and
training w illvary in accordance w ith the needs ofthe agency's
security classiftation program , subjectto the folow ing requirem ents:

(1) hitaltraining shallbe provided to every person who hasm et
the standards foraccess to classiféd inform ation in accordance w ith
section 4.1 ofthe O rder.

(2) 0 riginalclassiftation authorites shallreceive training in
properclassiftation and declassiftation priorto originally
classifying nform ation and atleastonce each calendaryear
thereafter.

(3) Personswho apply derivative classiftation m arkings shall
receve training i the properapplication of the derivative
classiftation principles ofthe O rderprior to derivatively
classifying inform ation and at leastonce every two years.

(4) Each agency shallprovide som e form of refresher security
education and training at eastannually forallits personnelwho
handle orgenerate classifed inform ation.

Sec. 2001.71 Coverage.

(@) General Each departm entoragency shallestablish and m aintain
a form alsecurity education and training program w hich provides for



initaltraining, refresher training, specialized training, and

term ination briefmgs. This subpartestablishes fundam entalsecurity
education and training standards fororiginalclassiftation
authorities, derivative classifers, declassiftation authorites,
security m anagers, classiftation m anagem entof fers, security
specialists, and allotherpersonnelwhose duties signiftantly invole
the creation orhandling ofclassiféd inform ation.Agency of £i@ls
responsible forthe security education and training program s shoud
detemn ine the specifi training to be provided according to the
agency's program and policy needs.

(b) hidaltraining.Alcleared agency personnelshallreceve
hitbltraining on basic security policies, principles, practices, and
crin inal, civil, and adm inistrative penalties. Such training m ustbe
provided in conjunction w ith the granting ofa security clearance, and
priorto accessing classifed inform ation.

(c) Training fororigihalclassiftation authoribes.0 riginal
classif tation authorities shallbe provided detailed training on
proper classiftation and declassif tation,w ith an em phasis on the
avoidance ofover-classiftation.Ata m inin um , the training shall
coverclassiftation standards, classiftation levels, classif tation
authority, classiftation categories, duration of classiftation,
dentfgation and m arkings, classiftation prohibitons and
ln fatons, sanctions, classiftation chalenges, security
classiftation guides, and inform ation sharing.

(1) Personnelshallreceive this training priorto orginally
classifying inform ation.

(2) In additon to this nibdaltraining, orginalclassiftation
authorities shallreceive training In proper classif tation and
declassiftation at leastonce each calendaryear.

(3) 0 riginalclassiftation authorities who do not receve such
m andatory training at leastonce w ithin a calendaryearshallhave
their classiftation authority suspended untilsuch training has taken
place.

(i) An agency head, deputy agency head, orsenioragency of £il
m ay granta wailerofthis requirem entifan individualis unable to
receve this training due t unavoiable circum stances.Alsuch
walvers shallbe docum ented.

(i) W heneversuch awaieris granted, the individualshall
receve the required training as soon as practicable.

(d) Treining forpersonswho apply derivative classiftation
m arkings.Personswho apply derivative classif tation m arkings shall



receive
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training in the properapplication ofthe derivative classif tation
principles ofthe 0 rder, em phasizing the avoidance ofover-
classiftation.Ata m inin um , the training shallcoverthe principles
ofderivative classiftation, classiftation levels, duration of
clssiftation, dentif tation and m arkings, classiftation
prohibitions and lm itations, sanctions, classiftation challenges,
security classiftation guides, and inform ation sharing.

(1) Personnelshallreceive this training prior to derivatively
classifying inform ation.

(2) In additon to this preparatory training, derivative
classiférs shallreceive such training at leastonce every two years.

(3)Derivative classiférs who do not receive such m andatory
training at leastonce every two years shallhave theirauthority to
apply derivative classif tation m arkings suspended untilthey have
receved such training.

(i) An agency head, deputy agency head, orsenioragency of £ial
m ay granta waierofthis requirem entifan individualis unable to
receve this training due t unavoiable circum stances.Alsuch
walvers shallbe docum ented.

(i) W heneversuch awaiveris granted, the individualshaTll
receve the required training as soon as practicable.

(e) 0 ther specialized security education and training.
Classiftation m anagem entof fers, security m anagers, security
specilists, declassiftation authorities, and allotherpersonnel
whose duties signiftantly involve the creation orhandling of
classiféd inform ation shallreceive m ore detailed oradditional
training no laterthan six m onths afterassum ption ofduties that
require other specialized training.

(f) Annualrefresher security education and training.Agencis
shallprovide annualrefreshertraining to em ployees who create,
process,orhandle classifed inform ation. Annualrefreshertraining
shoud reinforce the policies, principles and procedures covered in
initialand specialized training.Annualrefresher training shoud also
address dentiftation and handling ofotheragency-originated
inform ation and foreign govemm entinform ation, as wellas the threat
and the techniques em ployed by foreign ntelligence activities
attem pting to obtain classiféd inform ation, and advise personnelof



penalties forengaging in espionage activities. Annualrefresher
training shoud also address issues or concems dentifed during
agency self-inspections.

(g) Tem ination briefngs. Exceptin extraordinary circum stances,
each agency shallensure thateach em ployee who is granted access to
classiféd inform ation and who leaves the service of the agency
receves a term ination briefng.Also, each agency em ployee whose
clearance is withdrawn or revoked m ust receve such a briefng.Ata
m Inin um , term ination briefiags m ustin press upon each em ployee the
continuing responsibility notto disclose any classifed inform ation to
w hich the em ployee had access and the potentialpenalties fornon-
com pliance, and the obligation to retum to the appropriate agency
of £@lallclassiféd docum ents and m aterials in the em ployee's
possession.

(h) 0 ther security education and training.Agencis are encouraged
to develop additonalsecurity education and training according to
program and policy needs. Such security education and training could
hclude:

(1) Practices applicab’le to U S.of £i@als traveling overseas;

(2) Procedures forprotecting classiféd inform ation processed and
stored in autom ated inform ation system s;

(3)Methods fordealing w ith uncleared personnelwho work in
proxin ity to classifed inform ation;

(4) Responsibiliies ofpersonnelserving as couriers of classifed
inform ation; and

(5) Security requirem ents thatgovem participation in
intemationalprogram s.

SubpartH-Standard Fom s

Sec. 2001 .80 Prescrbed standard form s.

(@)General The pumpose ofthe standard form s is to prom ote the
n plem entation ofthe govemm entw ide inform ation security program .
Standard form s are prescribed w hen theiruse w illenhance the
protection ofnationalsecurity inform ation and/orw ill reduce the
costs associated w ith its protection. The use ofthe standard form s
prescribed is m andatory foragencies ofthe executive branch that
create orhandle nationalsecurity inform ation.As appropriate, these
agencksm ay m andate the use ofthese form s by their contractors,



licensees, orgrantees who are authorized access t nationalsecurity
inform ation.

(b)W aivers.Except forthe SF 312, ""Classiféd Ihfom ation
Nondisclosure Agreem ent," and the SF 714, " "FinancialD isclosure
Report," (which are waiverab'le by the DirectorofNational
Ihtelligence, as the Security Executive Agent,underE.0.13467,

Reform ing Processes Related to Suiability forGovemm entEm ploym ent,
Filness forContractor Em ployees, and Elgibility forAccess to

Clssifed NatibonalSecurity hform ation) only the Directorof 500 m ay
granta waierfrom the use ofthe prescribed standard form s.To apply
forawaiver,an agency m ust subm it its proposed altemative form to
the Directorof 500 along w ith its justiftation foruse.The D irector

of 500 willreview the requestand notify the agency ofthe decision.

W aiers approved priorto Decem ber29,2009, rem ain in eféctand are
subjectto review.

(c) Avaiability. Agencies m ay obtain copies of the standard form s
prescribed by ordering through FEDSTRPPM LSTRP or from the GSA
Consum erG lbbalSupply Centers,orthe GSA Advantage on-line service.
Som e ofthese standard form s can be downloaded from the GSA Fom s
Lbrary.

(d) Standard Form s.Standard form s required forapplication to
nationalsecurity inform ation are as folow s.

(1) SF 311,Agency Security Classiftation Managem entProgram Data:
The SF 311 is a data collection form com pleted by only those executive
branch agencis thatcreate and/orhandle classiféd nationalsecurity
inform ation.The form is a record of classiftation m anagem entdata
provided by the agencies. The agencis subm it the com pleted form s on an
annualbasis to 500 ,no later than Novem ber 15 folow ing the reporting
period, forinclusion in a reportto the President.

(2)SF 312, Classifed Inform ation Nondisclosure Agreem ent:

(i) The SF 312 is a nondisclbsure agreem entbetw een the United
States and an em ployee of the FederalGovemm entorone ofits
contractors, licensees, orgrantees. The priorexecution ofthis form
by an individualis necessary before the United States Govemm entm ay
grantthat individualaccess to classifed inform ation, w ith the
exception ofan em ergency as defmed in section 4 .2(b) of the O rder.

(i) Electronic sgnatures on SF-312s are prohbited.

(iii) The SF 312 is the currentauthorized form ; ifan em plyee
originally signed the now outdated SF 189 orSF 189-A,ora form under
an approved waiver,as agreem entto nondisclosure, the form s rem ain
valid.The SF 189 and SF 189-A are no longeravaiable foruse w ith new



em ployees.

(v) The use ofthe “"Security Debriefng Acknow ledgem ent' portion
ofthe SF 312 is optionalat the discretion ofthe iIn plem enting agency.
Ifan agency chooses notto record its debriefimg by signing/dating the
debriefmg section ofthe SF 312, then
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the agency shallprovide an attemative record.

(v) An authorized representative ofa contractor, licensee,
grantee,orothernon-Govemm entorganization, acting as a designated
agentofthe United States, m ay w iilness the execution ofthe SF 312 by
anothernon-Govemm entem plyee,and m ay acceptiton behalfofthe
United States.Also,an em ployee ofa United States agency m ay w itness
the execution ofthe SF 312 by an em ployee, contractor, licensee, or
grantee ofanotherUnited States agency, provided thatan authorized
United States Govemm entof £ialor, fornon-Govemm entem plyees
only,a designated agentofthe United States subsequently accepts by
signature the SF 312 on behalfofthe United States.

(vi) The provisions ofthe SF 312, the SF 189, and the SF 189 A do
notsupersede the provisions of5 U .S.C.2302,which pertain to the
protected disclosure of inform ation by Govemm entem ployees, orany
otherlaws of the United States.

(vil) Each agency m ust retain its executed copies ofthe SF 312, SF
189, and SF 189-A in fi system s from which an agreem entcan be
expeditously retrieved in the eventthatthe United States m ust seek
its enforcem entora subsequentem ployerm ustconfim its prior
execution.The original, ora legally enforceable facsin ile thatis
retained in leu ofthe original, such asm icrofthe, m icrofim ,
com puterdisk, orelectronic storage m edium ,m ustbe retained for50
years folow ing its date ofexecution.Foragreem ents executed by
civilian em ployees ofthe United States Govemm ent, an agency m ay store
the executed copy ofthe SF 312 and SF 189 in the United States O f fe
ofPersonnelM anagem ent's 0 f f&@lPersonnelFolderas a long-tem
(rghtside) docum ent forthatem ployee.An agency m ay pem it its
contractors, licensees, and grantees to retain the executed agreem ents
of theirem plyees during the tin e ofem ploym ent.Upon the term ination
ofem ploym ent, the contractors, licensee, orgrantee shalldeliver the
originalorlegally enforceab’le facsin ile ofthe executed SF 312, SF
189,0rSF 189 A ofthatem ployee to the Govemm entagency prin arily
responsible forhis orherclassifed work.A contractor, licensee, or



grantee ofan agency participating in the NationallhdustrialSecurity
Program shallprovide the copy orlegally enforceable facsin ie of the
executed SF 312,SF 189, 0rSF 189-A ofa term inated em ployee to their
cognizantsecurity of fe.Each agency shallinform K00 ofthe fi
system s that it uses to store these agreem ents foreach category of
afécted indivduals.

(viii)) Only the D irectorofNationallhteligence, as the Security
Executive Agent,m ay grantan agency's request fora waiver from the
use ofthe SF 312.To apply forawaiver,an agency m ust subm it its
proposed altemative nondisclosure agreem ent to the Directorofthe
SpecialSecurity Center (SSC),0f fe ofthe DirectorofNational
Ihteligence,along w ith a justifitation for its use.The D irector,

SSC, shallrequesta detem ination about the attemative agreem ent's
enforceability from the Departm entof ustice.

(ix) The nationalstock num ber forthe SF 312 is 7540-01-280-5499.

(3)SF 700, Security Container hform ation: The SF 700 provides the
nam es, addresses, and telephone num bers ofem ployeeswho are to be
contacted if the security containerto which the fom pertains is found
open and unattended.The form also includes the m eans tom aintain a
current record ofthe security container's com bination and provides the
envelope 10 be used to forward this inform ation to the appropriate
agency activity orof £l Ifan agency detem ines, as partofits
risk m anagem ent strategy, thata security containerinform ation form is
required, the SF 700 shallbe used.Parts 2 and 2A ofeach com pleted
copy of SF 700 shallbe classifed atthe highest levelof
clssiftation ofthe inform ation authorized forstorage in the
security container. A new SF 700 m ustbe com pleted each tin e the
com bination to the security container is changed.The nationalstock
num ber forthe SF 700 is 7540-01-214-5372.

(4)SF 701, Activity Security Checklist: The SF 701 provides a
system atic m eans to m ake a thorough end-of-day security inspection for
a partcularwork area and o alow forem ployee accountability in the
event thatimreqularities are discovered. Ifan agency detem ines, as
partofits risk m anagem entstrategy, thatan activity security
checklist is required, the SF 701 w illLbe used.Com pleton, storage,
and disposition ofSF 701 willbe in accordance w ith each agency's
security requlations. The nationalstock num ber forthe SF 701 is 7540 -
01-213-7899.

(5)SF 702, Security ContainerCheck Sheet: The SF 702 provides a
record ofthe nam es and tin es thatpersons have opened, closed, or
checked a particular container thatholds classiféd inform ation. Ifan



agency detem ines, as partofits risk m anagem ent strategy, thata
security container check sheetis required, the SF 702 w illbe used.
Com pletion, storage, and disposalofthe SF 702 w illbe in accordance
w ith each agency's security requlations. The nationalstock num berof
the SF 702 is 7540-01-213-7900.

(6) SF 703, TOP SECRET CoverSheet: The SF 703 serves as a shieUd
to protectTop Secretclassiféd inform ation from inadvertent
disclosure and to alertobservers thatTop Secretinform ation is
attached to it. Ifan agency detem ines, as partofits risk m anagem ent
strategy, thata TOP SECRET coversheetis required, the SF 703 w illbe
used.The SF 703 is af Xed to the top ofthe Top Secretdocum entand
rem ains attached untilthe docum ent is dow ngraded, requiring the
appropriate classif tation levelcoversheet, declassifed, or
destroyed.W hen the SF 703 has been appropriately rem oved, itm ay,
depending upon its conditon, be reused.The nationalstock num berof
the SF 703 i5s 7540-01-213-7901.

(7) SF 704 ,SECRET CoverSheet: The SF 704 serves as a shield to
protectSecretclassifed inform ation from inadvertentdisclosure and
to alertobservers thatSecret inform ation is attached to it. Ifan
agency detem ines, as partofits risk m anagem entstrategy, thata
SECRET coversheetis required, the SF 704 willbe used.The SF 704 is
af Xed to the top ofthe Secretdocum entand rem ains attached until
the docum ent is downgraded, requiring the appropriate classiftation
levelcoversheet, declassifeéd, ordestroyed.W hen the SF 704 has been
appropriately rem oved, itm ay, depending upon its conditon, be reused.
The natibnalstock num berofthe SF 704 is 7540-01-213-7902.

(8)SF 705,CONFDENTRL CoverSheet: The SF 705 serves as a shied
to protectConfdentialclassifed inform ation from inadvertent
disclosure and to alertobservers thatConfdentialinform ation is
attached to it. Ifan agency detem ines, as partofits risk m anagem ent
strateqgy,thata CONFDENTIRAL coversheetis required, the SF 705 will
be used.The SF 705 is af fed to the top ofthe Confdentialdocum ent
and rem ains attached untilthe docum ent is destroyed.W hen the SF 705
has been appropriately rem oved, itm ay, depending upon its conditon,
be reused.The natibnalstock num berofthe SF 704 is 7540-01-213-7903.

(9)SF 706, TOP SECRET Label: The SF 706 is used to dentify and
protectelectronic m edia and otherm edi thatcontain Top Secret
inform ation.The SF 706 is used instead ofthe SF 703 form edi other
than docum ents. Ifan agency detem ines, as partofits risk m anagem ent
strategy, thata TOP SECRET labelis required, the SF 706 w illbe used.
The SF 706 is af xed to the m edium containing Top Secret
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inform ation in a m annerthatwould notadversely aféctoperation of
equipm entin which the m edium is used.0nce the labelhas been applied,
it cannotbe rem oved.The nationalstock num berofthe SF 706 is 7540 -
01-207-5536.

(10) SF 707 ,SECRET Label: The SF 707 is used to dentify and
protectelectronic m edia and otherm edia thatcontain Secret
Inform ation.The SF 707 is used instead ofthe SF 704 form edi other
than docum ents. Ifan agency detemm ines, as partofits risk m anagem ent
strategy, thata SECRET Tabelis required, the SF 707 w illbe used.The
SF 707 is af Xed to the m edium containing Secretinform ation in a
m annerthatwould notadversely aféctoperation ofequipm entin which
the m edium is used.Once the labelhas been applied, it cannotbe
rem oved.The nationalstock num berofthe SF 707 is 7540-01-207-5537.

(11)SF708,CONFDENTRAL Label The SF 708 is used to dentify and
protectelectronic m edia and otherm edia that contain Confdential
Inform ation.The SF 708 is used instead of the SF 705 form edi other
than docum ents. Ifan agency detem ines, as partofits risk m anagem ent
strategy,thata CONFDENTRAL labelis required, the SF 708 w illbe
used.The SF 708 is af Xed to the m edium containing Confdental
inform ation in a m annerthatwould notadversely aféctoperation of
equipm entin which the m edium is used.0nce the labelhas been applied,
it cannotbe rem oved.The nationalstock num berofthe SF 708 is 7540 -
01-207-5538.

(12)SF 709,CLASSTFED Label: The SF 709 is used to dentify and
protectelectronic m edia and otherm edia that contain classifed
inform ation pending a determ ination by the classiferofthe specift
classiftation evelofthe inform ation. Ifan agency detem ines, as
partofits risk m anagem ent strategy, thata CLASSTFIED Tabelis
required, the SF 709 w ilLbe used.The SF 709 is af Xed to the m edium
containing classifed inform ation in a m annerthatwould notadversely
aféctoperation ofequipm entin which the m edium is used.Once the
labelhas been applied, it cannotbe rem oved.W hen a classiférhas
m ade a detem ination ofthe specifi levelofclassifitation of the
Ihform ation contained on the m edium , either the SF 706, SF 707, 0rSF
708 shallbe af xed on top ofthe SF 709 so thatonly the SF 706, SF
707,0rSF 708 is visble.The nationalstock num berofthe SF 709 is
7540-01-207-5540.

(13)SF710,UNCLASSTFED Label In a m xed environm entin which



classifed and unclassifed inform ation are being processed orstored,
the SF 710 is used to dentify electronic m edia and otherm edi that
contain unclassifed inform ation. Its function is to aid in

distinguishing am ong those m edia that contain either classifed or
unclassifed inform ation in a m ixed environm ent. Ifan agency

determ ines, as partofits risk m anagem ent strategy, thatan
UNCLASSTFED Tabelis required, the SF 710 w illbe used.The SF 710 is
af Xxed to the m edium containing unclassiféd inform ation in a m anner
thatwould notadversely af&éctoperation ofequipm entin which the

m edium is used.0nce the labelhas been applied, it cannotbe rem oved.
How ever, the labelis sm allenough so thatitcan be wholy covered by
aSF706,SF707,SF708,0rSF 709 ifthe m edium subsequently contains
classifed inform ation. The nationalstock num berofthe SF 710 is
7540-01-207-5539.

(14)SF 711,DATA DESCRIPPTOR Label: The SF 711 is used to dentify
additionalsafeqguarding controls that pertain to classiféd inform ation
thatis stored orcontained on electronic orotherm edia. Ifan agency
determ ines, as partofits risk m anagem entstrategy, thata DATA
DESCRIPPTOR labelis required, the SF 711 willbe used.The SF 711 is
af Xed to the electronic m edium containing classiféd inform ation in a
m annerthatwould notadversely aféctoperation ofequipm entin which
the m edium is used.The SF 711 is ordinarily used in conjunction w ith
the SF 706,SF 707 ,SF 708, 0rSF 709, as appropriate. 0O nce the Tabel
has been applied, it cannotbe rem oved.The SF 711 provides spaces for
inform ation thatshould be com pleted as required. The nationalstock
num berofthe SF 711 is 7540-01-207-5541.

(15)SF 714, FinancialD isclosure Report:W hen required by an
agency head orby the DirectorofNationallhteligence, as the
Security Executive Agent, the SF 714 contains inform ation that is used
to m ake personnelsecurity detem inations, ncluding whetherto granta
security clearance; to allbw access to classifed inform ation,
sensitive areas, and equipm ent;orto pem i assignm ent to sensitive
nationalsecurity positions. The data m ay laterbe used as a partofa
review process to evaluate continued eligbility foraccess to
classiféd inform ation oras evidence in legalproceedings. The SF 714
assists law enforcem entagencies in obtaining pertinentinform ation in
the prelin inary stages ofpotentialespibnage and counterterrorism
cases.

(16) SF 715, Govemm entDeclassiftation Review Tab:The SF 715 is
used t record the status ofclassifed nationalsecurity inform ation
review ed fordeclassiftation.The SF 715 shallbe used in all



situations thatcallfor the use ofa tab as partofthe processing of
records detem ined to be ofpem anenthistoricalvalue. The national
stock num ber forthe SF 715 is 7540-01-537 4689.

Subpart I-Reporting and Defmnitons

Sec. 200190 Agency annualreporting requirem ents.

(@) Delegations oforiginalclassiftation authority. Agencies
shallreportdelegations oforiginalclassiftation authority to 500
annually in accordance w ith section 1.3(c) ofthe O rderand Sec.
2001.11(c).

(b) Statisticalreporting . Each agency that creates or safequards
classifed inform ation shallreportannually to the D irectorof 500
statistics related to its security classiftation program . The D irector
w illinstructagencies whatdata elem ents are required, and how and
when they are to be reported.

(c) Accounting for costs.

(1) hform ation on the costs associated w ith the in plem entation of
the O derw illbe collected from the agencies.The agencies will
provide data to 500 on the costestm ates forclassiftation-related
activities. 500 willreport these costestin ates annually to the
President. The agency seniorof £ialshould work closely w ith the
agency com ptroller to ensure that the bestestin ates are collected.

(2) The Secretary ofDefense, acting as the executive agent for the
NationalhdustrialSecurity Program underE.0 .12829, as am ended,
NatonallhdustrialSecurity Program ,and consistentw ith agreem ents
entered into undersection 202 ofE.0.12989, as am ended,w ilLcollect
costestin ates forclassiftation-related activities of contractors,
licensees, certiftate holders, and grantees, and report them to 500
annually. 500 willreport these costestin ates annualy to the
President.

(d) Self-lhspections.Agencies shallreportannually to the
Directorof 500 as required by section 54(d)@4) ofthe O derand
outlined in Sec. 2001 .60 (f).

Sec. 200191 Otheragency reporting requirem ents.

(@) hform ation declassifed w ithout properauthority.



Detem inations that classifed inform ation has been declassiféd
w ithoutproperauthority shallbe prom ptly reported in w riting to the
Directorof 500 i accordance w ith Sec. 2001.13(@).

(b) Reclassif tation actions.Reclassiftation of inform ation that
has been declassifeéd and released under
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properauthority shallbe reported prom ptly to the NationalSecurity
Advisorand the Directorof 500 in accordance w ith section 1.7 (c)(3)
ofthe O rderand Sec. 2001.13 (b).

(c) Fundam entalclassiftation guidance review.The inital
fundam entalguidance review is to be com pleted no laterthan luine 27,
2012 .Agency heads shallprovide a detailed report sum m arizing the
results ofeach classif tation guidance review to 500 and release an
unclassiféd version to the public in accordance w ith section 1.9 of
the O derand Sec. 2001.16(d).

(d)Violations ofthe O rder. Agency heads orseniragency
of £@als shallnotfy the D irectorofI500 when a violation occurs
undersections55(b)(1), (2),or 3) ofthe O rderand Sec.
2001.48(d).

Sec. 200192 Defmidons.

(@) Accessioned records m eans records of pem anenthistoricalvalue
in the legalcustody ofNARA.

(b) Authorized person m eans a person who has a favorable
determ ination ofeligibility foraccess to classiféd inform ation, has
signed an approved nondisclosure agreem ent, and has a need-to-know .

(c) Classiftation m anagem entm eans the life-cycle m anagem entof
classifed nationalsecurity inform ation from originalclassif tation
to declassiftation.

(d)Cleared com m ercialcarrierm eans a camrier that is authorized
by law , requlatory body, or requlation, to transportSecretand
Confdentalm aterialand has been granted a Secret facility clearance
Ih accordance w ith the NationallhdustrialSecurity Program .

(e) Controlm eans the authority of the agency thatoriginates
inform ation, or its successor in function, to requlate access o the
inform ation.

(f) Em ployee m eans a person, otherthan the Presidentand Vice



President, em ployed by, detailed orassigned to,an agency, including

m em bers ofthe Am ed Forces; an expertorconsultantto an agency;an
hdustrialorcom m ercialcontractor, licensee, certiftate hoder, or
grantee ofan agency, ncluding allsubcontractors; a personalservices
contractor;orany othercategory ofperson who acts fororon behalf
ofan agency as detem ined by the appropriate agency head.

(g) Equity refers to inform ation:

(1) 0 riginally classifed by orunder the controlofan agency;

(2) In the possession ofthe receiving agency in the eventof
transferof function;or

(3) In the possessibn ofa successoragency foran agency thathas
ceased 1o exist.

(h) Exem pted m eans nom enclature and m arkings indicating inform ation
has been determ ihed to fallw ithin an enum erated exem ption from
autom atic declassiftation underthe 0 rder.

(i) Facility m eans an activity ofan agency authorized by
appropriate authority to conduct classiféd operations orto perfom
classiféd work.

(j) Federalrecord includes allbooks, papers,m aps, photographs,

m achine-readable m aterials, orotherdocum entary m aterials, regardless
ofphysicalform orcharacteristics, m ade orreceved by an agency of
the United States Govemm entunderFederallaw orin connection w ith
the transaction ofpublic business and preserved orappropriate for
preservation by thatagency or its legitin ate successoras evidence of
the organization, functions, policies, decisions, procedures,

operations, orotheractivities ofthe Govemm entorbecause of the

inform ationalvalue ofdata in them .Library and m useum m aterialm ade
oracquired and preserved solely for reference, and stocks of
publications and processed docum ents are notincluded. 44 U.S.C.3301)

(k) New ly discovered records m eans records thatwere inadvertently
notreviewed priorto the eféctive date ofautom atic declassiftation
because the appropriate agency personnelwere unaware of their
existence.

() Open storage area m eans an area constructed in accordance w ith
Sec. 2001 .53 ofthis partand authorized by the agency head foropen
storage of classifed inform ation.

(m )0 riginalclassiftation authority w ith jurisdiction overthe
ihform ation includes:

(1) The of £ialwho authorized the orginalclassiftation, if
thatof f£ialis stllserving in the sam e position;

(2) The origihator's current successorin function;



(3) A supervisory of £fialofeither;or

(4)The senbbragency of £ialunderthe 0 der.

(n) Pem anent records m eans any Federalrecord thathas been
detem ined by the NationalArchives to have suf fientvalue to warmmant
its preservation in the NationalArchives.Pem anentrecords include
allrecords accessioned by the NationalArchives into the National
Archives and laterincrem ents of the sam e records, and those forw hich
the disposition is pem anenton SF 115s,Request forRecords
D isposition Authority, approved by the NationalArchives on orafter
May 14,1973.

(0) Pem anently valuable inform ation orpem anenthistoricalvalue
refers to inform ation contained in:

(1) Records thathave been accessioned by the NationalArchives;

(2) Records thathave been scheduled as pem anentundera records
disposition schedule approved by the NationalArchiwves; and

(3) Presidentialhistoricalm aterials, presddentalrecords or
donated historicalm aterials ocated in the NationalArchives, a
presidentiallbrary,orany otherapproved repository.

(p) Presdentialpapers, historicalm aterials, and records m eans
the papers orrecords ofthe form erPresidents underthe legalcontrol
ofthe Archivist pursuant to sections 2111,2111 note,0r2203 of title
44,US C.

() Redaction m eans the rem ovalofclassiféd inform ation from
copiesofa docum entsuch that recovery ofthe inform ation on the copy
is notpossble using any reasonably known technique oranalysis.

(r)Risk m anagem entprinciples m eans the principles applied for
assessing threats and vulherabilities and in plem enting security
counterm easures w hile m axin izing the sharing of inform ation to achieve
an acceptable levelofrisk atan acceptable cost.

(s) Security-in-depth m eans a determ ination by the agency head that
a facility 's security program consists of layered and com plem entary
security controls suf fientto deterand detectunauthorized entry and
m ovem entw ithin the facility. Exam ples include, butare not lim ited to,
use ofperin eter fences, em ployee and visitoraccess controls, use of
an Intrusion Detection System (DS), andom guard patrols throughout
the facility during nonw orking hours, closed circuit video m onitoring
orothersafeguards thatm itgate the vulnerability ofopen storage
areas w ithoutalam s and security storage cabinets during nonw orking
hours.

(t) Supplem entalcontrols m eans prescribed procedures orsystem s
thatprovide security controlm easures designed to augm ent the physical



protection of classifed inform ation.Exam ples ofsupplem entalcontrols
ihclude intrusion detection system s, periodic inspections of security
containers orareas, and security-in-depth.

(u) Tem porary records m eans Federalrecords approved by NARA for
disposal, eitherin m ediately oraftera speciféd retention period.
Also called disposable records.

(v) Transclassiftation m eans inform ation thathas been rem oved
from
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the Restricted Data category in orderto canry outprovisions ofthe

NationalSecurity Actof1947, as am ended, and safequarded under

applicable Executive orders as ~ 'NationalSecurity hform ation."
(w)Unscheduled records m eans Federalrecords whose fmal

disposition has notbeen approved by NARA.Allrecords that fallunder

a NARA approved records controlschedule are considered to be scheduled

records.

PART 2003--[REMOVED ]

0

2.Under the authority ofE.0.12958,60 FR 19825,3 CFR Com p.,p.333
as am ended by E.0.13292,68 FR 15315,March 28,2003, rem ove and
reserve 32 CFR part2003.

Dated: line 22,2010.

W iliam J.Bosanko,

D irector, hform ation Security OversightO f fe.
Approved: line 22,2010.

David S.Ferrier,

Archivistofthe United States.

[FR D0c.2010-15443 Filed 6-25-10;8:45 am ]

BILLNG CODE 7515-01-P
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