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Passive to Active Qperations

= Primary Goall: To enabk onnetcaresssdo
target metworks wia off-net capabilities.

7 Prerequisit=: We need to fimti the networtk
of imienest in ordierttottagget iit.

¥ Procedure: Conduct passive survey to
locate nelwaik, then perform acdtive op.

# Solution: Utilize BLINDDATIE amd the
approprite plug-im solutioTits).
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Passive to Active Qperations

> Successfiull operatiom of BLINDDATE is
essentidl to conrecit usage of plurg-ires.

> Two types of plug-ins exist:
> Anallysiss Tool Aids

> Actiive CNE Toolks

= We will focus anActiive CNEETOobds :
> NIGHTSTAND
> HAPPYHOUR

TOP SECREN/CDMNINTINGCOEGRRN



TOP SECREN/CODMNTNCOEGRN

GUQEE @
ACCESSSS

Active CNE A ssessmmentt

= BLINDDATE used as lmith a sumasy and
vulmezbility analysis tooll for &2 1t
networss.

> Operator needs to know vz

vulm=izbibhbes, or criiteraa, to look fior im arder
to utilize tihe correct Active CNE Tiaall (if any)
> We will focus primarily on criteréa

necessany to camy out NIIGHTTSIIANND (NE)
and BADDECISION (BDIN) aopataiomss.
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> Clients

> A cliemt is a pneesegudsée: If no clients anee@n
the tangpdt nettmookk, thhersess madtimiggttoddo/yet.

= Security

> Encryptoon setiimg (Open, WEP, WPA, WPA2)
dicttzitess wihicth capeibility can be wssastl (if zmy)).
> Signal Sirength

> SNR dictzites wiheither we cangszféormaa
sucoessdflil activee CNE operaition.
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Active CNE Q)perations JEEE

> What does ittt do excacdtiy?

> Forces the targeit to covertlly comtzzit a
FOXACID servat.

> What is FOXACID suppsese ttoabd?

> Perfomnm vulmebility analysis and e@xpbitidttion
of the ttargert ((ifonesdilele).
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Redirectiiom to FOXACID FEERS

= A FOXACID Tag is a specidl URL paitting
to a parttacidar FOXACID Server.

> Contaciiig tihe FA Server willl (hopefullly)
result in the contaxtbor being exptoited.

> We want tihe teangget to be exploitad.

> How do we nediisedt e ttargpe t tio ttiee
FOXACID Server wiithmaut being noticed.

> Use NIGHTSTAND @r BADIHEC BN
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