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IBEST AVAILABLE (OPY

I(WW DY) BN NC)
On February 8, 199s, gumleuare that an individual

based on my machine, [PXO.OXC) had illegally accessed

military machines on the Internet. The person whe contacted me at home was

(BXG).(0)7XC) at Myriad Corporation, the ISP that leases our connectivity

Lo the Interna2t. I immediately drove to Myriad and was told that the

law enforcement officer was going to neac to talk to me. On arrival I was ;

taken to[P@BNC Joffice where he was currently ralking to an
il

investigator from the Rir Force.

g ] ;
was told that I “°“1f—%3#,(-§“m“-|3“ official letter in the mail and a
( ) .

copy would bs faxed tof® The field agent would not take any
information from me at the time a2nd did not want any passwords or

information. The field agent instructed me (if T was willing te ’
cocperate and cnly then) to turn off the trimming of my log files in my !
crontab and not te change any configurations of the machine aside from f
that. Upon my request, the field agent gava me some ganeral times that

hacking activity was noted 2§ occurring. Assisted by T issved

the following commands to shut off trimminq.

X&) (DX 7 NC). N7 IED

P his-R¥lled crond and ensured that trimming would no longer occur. I
then went home and logged in frxom home. [P®® and I had a significant
amount of data that was not backed up on our system. We immediately ‘
went and bought a zip drive, drove to her office, a2nd downloaded backup
copias cf our 2ll of our client webpages, home direclories,

and email. We left the system files, etc on the machine.

Pnce I arrived at home. .I started looking around to see if I cculd piece
together exact)y who the culprit was. My first step was to check our
/var/log/message file that logs system messages. I found no activity

that I deemed as unusual during the 3)leged hacking times. Next, I did

2 'last' command to see who was logged in during those times. Ona2 user had been

logged in at the approximate tim2s of Che hacking indicated by Field
Investiqatursalow is a list of the last \ois that we captured with the
C

user we suspected. This account is sharec between|[Y®®C) land the overseas
user. indicaus that sha was loggec in on T 16:25-16:33 and that
it was indeed her 2t that time only. ;

D)(6),(6)7XC)

G
[By6. (DN 7IC) sle

Sun Feb 8 04:10 - 04:38 (00:27)
Sun Feb & 00:49 - 00:55 . (00:10) ‘
Sun Feb 8 00:04 - 04:07 (04:03) |
Sun Feb ¢ 00:01 - 00:01 (00:00) ’
Sun Feb B 00:00 - 00:01 (00:00) !
Sat Feb 7 23:37 - 23:59 (00:02) i
Sat Feb 7 22:55 - 23:56 (00:01)
Fri Feb 6 06:13 - 06:22 (00:08) ;
Thu Feb & 16:25 - 16:33 (00:08) !
|Wed Feb 4 02:58 - 02:57 (00:01) !

E Wed Feb ¢ 02:35 - 02:53 (00:18) }

| Tue Feb 3 23:84 - 23:5¢ (00:00) :
Tue Feb 3 05:49 - 06:08 (00:19 —

(b)(6).(B)(7)C)




IBEST AVAILABLE (OPY &

(b)(6).(b)7}C)

Tue Feb
Tue Feb
Tue Feb
Tue Feb

b}(6).(b)(7}
C)

space than security so mors data is not available.

05:46 - 05:49
05:04 - 05:36
04:50 - 04:57
04:32 - 04:37

W W in w

I have highlighted 2 time range that seemed to match with what
indicated. However, 7 now see that I jumpzd the cun a bit in

(00:02)
{00:32)
{00:06)

(00:05)W>

-

047 1b

EEMWD@)I
that the date was

wrong. [P®OBINC Jindicated a break 1n on Feb 5 00:40:02 EST 3and one Feb 4 10:00
EST. According to this last log. I suppose that the bat account could not be
suspect. The wtmp file was set to trim because I was more concerned with disk

lost the ‘last’ that containad all the users and their log in tames.

In my haste I accidentally
It will be

available on the tape restored system once the court order is obtained.

Fffffi
Q [ would like to have 3 note made though that I have sezn the bat account logged

in previously from two locations: FEmEmmr]

(0)(6),(B)7XC)

v
B)E).(BY7)C)

About this time, I was contacted by.zanother field investigator,

B)(6).(b}7)C)

arranged an appointmant to meet me at my service providers

of2iée where the machine resides. He also made arrangements to get backup
copies of my drives. It was totally under my consent and he made it
perfectly clear to me that I _didn't have to backup the haxrd drives or
cocperate with them at all. [OO0 Jalse gave mc some file names that
the hacker had placad on previous systems Co aid me in looking for

Atter he called, I started poking around ecn my system some more.
files, nor did I create any files in system areas.

r_F__TE_;nzgxmg;;gnﬁ__xhg_fxles he nemed were as follows: D)6 DT NC) ‘
[BXE). BN NC) I

I edited no
All that I nhave included

were teken from telnet session logs. I examined the ftp logs and the message

logs. I found nothing that I felt was important.
2 X ecently updsted.

files on the svstem that
files namely a file na

working on getling informataon from my server.

logged in and checkad /va:/le-/messages and fou:
different IP numbers. loggad in on her

and did 2 lookup op p numbars. Many were
immediately paged [? and left 2 massace for

(D)(6).(B)7HC)

Then I started looking fer
I found some suspicious

ents

Thie was 2/3/98 around 08:00.

nd many ICMP errors for many

FWWEW&E’ | account
W
D)(6).BXTNC)

n one of the /var directeries. The contents

I was able to make out thar the file

of the sé!%g Ll nape 4 VeI
containe ist of al) rhe filea in my root directory tree.

I
[:ijZf::Pfte: this I went toc sleep. 1 awoke the following morning and started

I

b){6).(0)(7)

Here is a transcript from the log file that centained all the ICMP erroxs that
we saw and the hosts they belonged to were insarted and are preceded by >. I
know chat some of these are probably related to the apache httpd on my system.

b)(6).(b)(7)(C)

% 426
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IBEST. AVAILABLE COPY |
C) é
Hobaver, I wanted to be thorough such that 1( any of these sites come up on your
‘ 'nm;m'nw:»m\ e » G then .
srraw | b
C et
B)(6).(bX7}C)
IDec 28 10:48:38 : Source Route Failed.
L’: ad
Dec 28 11:43:3¢ Source Route Failed.
C
Dec 28 11:58:42 Source Route Failed.
Dac 28 11:58:45 Source Route Failed.
Dec 28 12:04:14‘ Source Route Failec.
Dec 28,12:04:1N Source Route Failed. E)c un;(ixi
b)(6).(b}(7}C)
Dec 28 19:21:37 [PO000 Source Route Failed.
13 g
Dec 28 19:27:36 Source Route Failed.
o]
Dec 28 19:41:2¢ Source Route Failed. _ :
- .- Dec 28,19:43:32 Source Route Fzilec.[o®®©
B}(6),(B)7NC)
o | — :
Dec 28" 23:42:08 [oXe).m7XC) Source Route Failed.
(_" e
Dec 29 02:24:01 Source Route Failed.
Dec 29 02:24:56 Source Route Failed.
Dec 28 09:50:06 [R)X6).EX7IC) |
Dze 29;14:46:01 [PO.O0O |
b)6).(bH7)C)

Dec 29 53:58:34 r""‘”‘”“’“c‘ ISource Route Failed.ewee—
v st . |
(B)(6).(B}7)C)
/" }6), ) —
D2c 3)\}9:30:48 |°'(?"(b)m(c‘ ]Source Route Failed. [P®®NC

(0)(6).(6)7X)C)

’ Jan 1[0) :40:57 [oeBI0) ]source Route Failed.[bxf)j(m Com |
j 0

b)(6).(b)7)C)

Jan 1 18:64:37 [PO000 |source Rcute Failed.

b)(6),(B}7}C)
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FEB-12-1998 ©9: 31

Failed.
Failed.
Failed.

Failed.

o L

Failed.

fFeiled.

Failed.f?iffffi

Failed.

Failec.
Failed.
Failed.
Failed.
Failed.
failed.
Failed.
Failed.
Failed.
Failed.

iled.
iled.

ilec.

(6).(b )

ute Fliled.rﬁ?mfx?

Source Route Failed.[mfﬁw?f>
|50urce Route Failed. Ex )0} }lf)

B)(6).(b}7)C)
, »
Jan 1 21:21:18JPO0KXC) Source Route
it
Jan 1 21:23:18 Source Route
Jan 1 21:25:18 Source ﬁoute
Jan 1 21:27:18 Source Route
Jan 1 21:29:18 Source Route
Jan 1 21:31:18 Source Rcute
Jan 1 ;1:33:13 Source Route
b)6).(b)7XC)
Jan 2 12:39:49 [PO0N0 | Source Rouce
Jan 2 12:42:52 Source Route
Jan 2 12:44:59 Source Route
Jan 2 12:4%:5¢ Source Route
Jan 2 12:48:35¢ Source Route
-~ Jan _2.12:50:5% Source Route
Jan 2 12:52:59 Source Routs
Jan 2 12:56:59 Source Route
Jan 2 12:58:59% Source Route
Jan 2 13:00:53 Source Route
Jan 21{5:02:59 Source Route
b)B).(b}7)C) £
Jar 3 09:07:09 [POONO kSoerce Route Fa
Jan 3 13:55:15% Source Route Fa
Jan 32 13:58:18 Source Route Failed.
Jan 3 13:58:20 Source Route Fa
Jan 3 14:03:28 Source Re
(D)(6),(BX7XC)
DO ONTNC)
Jan 4 03:01:00 Source Route Failed.
C s
Jan ¢ P3:01:51
(D)(6),(b)7XC)
Jan 4 11:00:53[ OO
0
B)6),(B}7XC)
Jan

ISource Route Failed.

| OIS |

613&
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IBEST AVAILABLE COPY

2 [b)(g).(b)ﬂ‘w(C‘;

r.ars 1o

B)(6),(b)7)C)
Jan 6 07:08:06 [2®00 Setrce Route Failed.
Jzn 6/07~ 8:37 Source Rcute Failed. rEEHWﬂWK

!

A)

Source Route Failed.

Source Route Failed.

ce Route Failed.
Source Route Failed.
Source Route Failed. -

Source Route

Source Route Failed.rm?m?“?

Source Route Failed.bx‘mﬂm‘
Failed.r e

Source Rout2 Failed.
—— <
Scurce Route Fziled.

Source Route Failed.
Source Route Failed.
Source Route Failed.
Souxce Route Failed.
Ssurce Reute Failed.
Scurce Route failed.
Sourae Route Failed.

Source Route Failed.

e %
Source Route Failed.

San 7 08:49:21 [PO0NNC)
Jan 7 09:59:39
Jan 7 10:00:28
b)(6).(b)}7XC)
Jan 7 16:16:03
Jan § 05:41:57
Jan 8 05:44:40
Jan 8 05:56:47
Jan 8 0§:§g:49
[Bﬁﬁmnxa
oy gl.05.46 BXGLBXTNC)
(§)
Jan 8 21:06:06
0
Jan € 21:06:30
Jan 8§ 21:08:54
Jan £ 21:14:54
Jan B 21:18:54
Jan 8 21:20:54
Jan 8 21:24:54
Jan § 21:26:54
Jan 8 21:28:54
Ib_)(e}.fb':(?.wo . -
Jan 9 08:36:15 [POP0O
]
3 /
b)(6).(B}7)C)
Taki ' $ ’?‘0 .00: 56 [POOMO
13
Jan 9 20:01:40
1%
Jan 9 20:03:03
[:
BYe) D))

Scurce Route Failed{“?ff“m
]SO\xrce Route Failed. Eiw )ADXTNC)

Source Route Failed. Ef?ffff) :

b)(6),(b)7XC)

Tq26
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BEST AVAILABLE COPY

(0)(6).(0)7)C)

Jar 9 23:00:34 Fx&mﬂxb: [source Route rFailed. BTETen
b 5 !
b)(6),(b)7)C)
Jan 9 23:17:42 PO Source Route Failed.
i ;
Jan 9 23:20:51 Source Route Failed.
Jan 9 23:22:51 Source Route Failed.
Jan 9 23:24:51 Source Route Failed.
Jan 9 23:26:51 Source Route Failed.
Jan 9 23:28:51 Source Rout2 Failed.
Jan 9 23:30:51 Source Reoute Failed.
Jan @ 23:32:51 Scurce Route Failec.
Jan 9 23:34:51 Source Route Fziled.
Jan 9 23:3é&:51 Scurce Route Failea.
Jan 9 23:38:51 Source  Route Failed. :
Jan 23:40:51 Source Route Failed. [PEETC
B)6).(b}7NC)
[ . . X
Jan 10 00:27:26 [PXOOC) Source Route Failec.
¥
Jan 10 00:28:07 Source Route Failed. [P©®®70
' \
(b}(6),(bX7HC)

Jan 10 21:35:24 [o®m00 Source Route Failed.

| . i S

‘ Jan 10 21:42:230 Source Route Failed.
C
Jan 10 21:44:30 Source Route Failed.
Jan 10 21:48:30 Source Route Failed.
Jan 10 21:50:30 Source Route Failed.
Jan 10 21:52:30 Source Route Failed.
Jan 10 21:54:31 Source Route Failed.
Jan 10 21:56:31 Source Route Failed. e
Jan 10 21:58:30 Source Route Failad.| " !

BX6).NTIC)
Server failed

Jan 11 19:45:22[0@0KN0C ource Route Failed.
N
Jan 11 19:45:23

L

ource Route Failad. ngf)ff?)
Y

0
B)(6). (BN XC)

Jan

1l

1’-5}4 9:55 Iﬁ:%).{wn«:)

b)6).(b)}7)C)

F.ogsle

Source Route Failed.

b)6).(bX7 X

912%
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;[BES’I‘ AVAIIABLE COPY ® ]

(b)(B), XC) -

OO 1gan 11 19:49: 5 [POERO Source Routs Failed.
Jan 11 19:51:28 Source Route Failed.
Jan 11 19:57:04 Source Route Failed.
Jan 11 19:58:04 Source Routs Failed.
Jan 11 20:01:04 Source Route Failed.
Jan 11 20:05:04 Source Routes Failed.
Jan 11 20:07:0¢ Source Route Failed.

‘ Jan %y %9:09:04 Source Route Feiled.[B®onG
i b)}6),(bX7HC) “

—_—

Jan 13 00:58:28 [P©ONC

Lsource Route Failed.

Jan 13 00:58: 29 [PE.OTNC) Source Route Failed.
43 1013312 Source Route Failed.
b)6).(b}7)C) ¥ -
Non-exista2nt host/domain

Jan 14 06:37:12[P©0N0C Source Routz2 Failed.
Jan 14l°5=37=19' PSEUPLe Route Failed. KT?T??T’
(b)(6).(b)(7XC) 3.

Jan 14 21:47:34 B(6).(0X7XC) Sgucce Roure Failed.T
- “

(b)(6).(bX7)C) g
T (536,07 )T R !
Jan 15 16:28:45 cisii Source Route Failed.[oE®mmnc
- | [pr——
: A

B)6).(BX7)C)

N SIS :

Jan 1§ 22:55:06 Source Route Failed.[Pm®mmne ‘
- e

D)), ON7)C) !

1 - b)(6),(b)(7XC) $
Jan 16 05:33:33%0NM ) Source Route Failed.
(]
o
Jan 16 05:34:24 Source Routez Failed. i
] |
Jan 16 05:35:12 Source Route Failed.
L |
Jan 16 05:36:48 Source Route Failed. i
Jan 16 05:38:48 Source Route Failed. !
Jan 16 05:40:48 Source Route Failed. |
Jan 16 05:42:48 Source Route Failed.
Jan 16 05:46:48 Source Route Failed.
Jen 16 05:48:48 Source Route failed.
Jan 16 05:30:48 Sourae Route Failed.
Jan 16 05:52:48 Source Route Failed.
D)6). N7 NC)




rEp=id=iIo8 03-2d

r.aior .0

Source Roule Failed.
Source Routs Failed.

[BEST AVAILABLE COPY ] &
(0)(6),(b}7XC)
Jan 16 05:54:48 [POomne
Jan 16 05:56:48
Ilﬁb‘nﬁ),!b)ﬂ)fci

Jan 16 14:55:15

|Non-existent host/domain [PXE.HBXNIC)

)(6).(0)7)C)

Source Reute Pailed.

Jan 16 15:01:18 Source Route Failed.
pet %).0)
A 3
(D)(6).(bX7)C) .
Jan 16 19;32:37rmwnwnm> Source Route Failed. [bX6).®)X7)C)
]
: \ ——
BXe). BN C) i
ian 16 19:58:19 [POENO Source Route Failed.
b)(6).(bX7)C) w " 3
r hog:exxstent host/domain
BB BT NC)
-:- Jan 12.19:27:59
e . fPoome :
Jan 17 21:03:3:' e ISouzce Route Failed.
(]
Jan 17 21:05:08 [ErEI BT Source Route Failed.
Jan 17 21:06:44 Source Route Failed.
Jan 17 21:08:44 Source Routs Failec.
Jan 17 21:10:44¢ Source Route Failed.
Jan 17 21:12:44 Scurce Route Failed.
Jan 17 21:14:424 Source Route Failed.
Jan 17 21:16:4a4 Source Route Failec.
Jan 17 21:13:4¢ Source Route Failed.
Jan 17 21:20:44 Source Route Failed.
Jan 17 21:22:44 Source Route Failed.
Jan 17 21:24:44 Source Route Failed. 36). (DN THG)
Jan\qz/;1:26:44 Source Route railedl
(b)(6).(B)Y7XC)
iy ¥
1 'R .
Jan 17 23:41:58 [P0 Source Route Failed.[”?“”“?
9
BXET BT T —
Non~-axistent host/domain
Jsn 18 11:09:12 o) Source Route Failed.
P |
Jan 18 11:12:21 Source Route Failed.
U .
Jan 18 11:16:21 Source Route Failed.
 # .
Jan 18 11:18:21 Source Route Failed.
Jar 18 11:20:2) Source Route Failed.

b)8).(0}7HC)

10
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BEST AVAILABLE COPY

i ¥1:22:2)
18 11:24:21
18, Ylsdeidl

bX(6).(bX7)C)

r.11710

Source Route Failed.
Socurce Route Failed.
Source Rout

e Failed. [‘bnf‘,.(:b:nixi)

(D)}6).(BN7XNC)
Jan 19 02:13:46 [P0 Source Route Failed.
3
Jan 19 03:12:11 Source Route Failed.
Jan 1i¥9§s25:00 Scurce Route Failed. [Po®mC
DXE). (N7 HC) """""""""] "
Jan 19 05:36:01 [PE.ENC Source Route Failed. BB
[5)®) X7 o
Non-existent host/domain
Jan 19 22:51:59| fragmentation needed and DF
set. —
'y EQT”MO:]
2
b)(B),(B}7)C)
B 3
? Jan 20 17:04:28[PGONC Source Route Failed.
Jan 20 17:05:13 LSource Route Failed.
Jan 20 17:06:01 Souxce Route Failed.
Jan 20 17:09:37 Source Route Failed.
Jan 20 17:11:37 Source Route Failed.
Jan 20 17:13:37 Source Route Failed.
Jan 20 17:15:37 Source Route Failed.
Jan 20 1%:17:37 Source Route Failed.
Jan 20 17:19:37 Source Route Pailed.
Jan 20 17:25:37 Source Route Failed.
Jan 20 17:27:37 Source Roure Failed. [T"E?”{f’
b)(6),(bX7XC)
I INon—existent host/domain
(B)(6),(B)7)C)
Jan 21 21:56:07
By
Jan 22 22:40:5)1 [POENC) Source Route Failed.
3
Jan 22 22:41:59 Source Route Failed. [f‘f???”‘?
b)6).(b)7)C)
T
p) / (D)(6).(D)7NC)
Jan 23 09:54:15 Source Route Failed.
| b
Jan 23 09:53:40 Source Route Failed.[mwMW?f>
b)6).(b)7)C)

b)(6).(6)7)C)

g%




FEB-12-1998 89:33

BEST AVATLABLE COPY @&

D)6),(BN7XC)
Jan
i

Jan
I

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

23 14:29:48 FmﬂmmW>

23 14:32:57

23 14:3€6:87
23 14:36:57
23 14:40:57
23 14:42:57
23 14:44:57
23 14:46:%57
23 1l4:48:57
23 14:50:%7
25116::2=57

Source
Source

Source
Source
Source
Source
Source
Scurce
Source
Source
Source

Route

Route

Route
Route
Route
Route
Routs
Reute
Route
Routsg
Route

Failed.
Failed.

Failed.
Failed.
Failed.
Feiled.
Failed.
rFailed.
Failed.
Failed.

Faileo.[

F.4c” 30

b)(6).(b)7)C)

Jan
Jean
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

— DYG).ONTINC)
24 00:58:22

24 01:00:40
24 01:01:31
24 01:03:30
24 0Ol:08:16
27701:07:31
24 01:05:31
24 01:10:15
24 01:11:31
24 01:13:30
24 01:15:30
24 01:18:16
24 01:20:1%
24 01:20:16
24 01:34:54
2¢ 01:37:54
24 01:3%:08
24 01:41:54
24 01:43:08
24 01:45:08
24 01:45:54
24 01:47:08
24 01:45:08
24 01:49:54
24 01:51:08
24 01:51:5¢4
24 01:53:08
24 01:53:54
24 01:55:54
2? 2};57-54

rBEnmaxm

Jan
9
Jan

¥

I

24 B%:16: 54 [POBO

24 04:12:07

Source

Source
Source
Source
Source
Source
Ssurce
Source
Source
Source
Source
Sourae
Source
Sourcs
Source
Source
Scurce
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source

| Source

Source

B)(6).(b)7)(C)

12

Route

Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Roure
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route
Route

Route

Reoute

Failed.

Failed.
Failed.
Failed.
Failed.
Failed.
Failed.
Failed.
Failed.
Failed.
Failea.
Failec.
Failad.
Failed.
Faileo.
Failed.
Failed.
Failed.
Failed.
Failed.
Pailed.
Failed.
Failed.
Failed.
Failed.
Failed.
Failed.
Failed.
Failed.

Falled. [ PWRS

Failed.

Eﬁiﬁffi‘

': ) 26




Feb-12-1998 WY ss

P.13716

BEST AVAILABLE COPY | &
(B)(6).(bX7)C)
an 24 04:19:43 [PGOXNC) Scurce Route Fziled.
Jan 24 04:21:43 Source Route Failed.
Jan 24 04:2§:43 Source Route Failed.
Jan 24 04:25:43 Source Route Failed.
e Jan 24 04:27:43 Source Route failed.
Jan 24 04:29:43 Scurce Route Failed.
Jan 24 04:31:43 Source Route Failed.
Jan 24 04:33:43 Scurce Route Failed.
Jan 24 04:35:43 Source Route Failed. R,
Jan 24 04:37:43 Source Reute Failed.
Jan 24 04:39:43 Source Route Failed. [Pmmmo©
BXE) DN IC)
Non~existent host/domain
Jan 25 13:31:57 [POEXNC) Source Route Failed.
b
Jan 25 13:36:32 Source Route Failed. B0 ‘
B)(6),(b)7XC)
A Non-axistent host/domain
Jan 25 22:56:33 Source Route Failed.
(B)6).OX7)NC) ’ & :
Nen~existent host/comain
& DIEO]
Jan Z6 00:00:53 Source Route Failcd. [®XO.GXNIC)
A IR s 4
(b)(6).(b)7)C) -
/8 G -
Jan 26 20:46:45 [POPO© Souxce Route Failed.
Jan 26 20:49:54 Source Route ra}led.
Jan 26 20:51:54 Source Rout2 Failed.
Jan 26 20:53:54 Scurce Route Failed.
Jden 26 20:55:54 Source Route Failed.
Jan 26 20:57:54 Source Route Failed.
Jan 26 21:03:54 Source Route Failed.
Jan 26 21:07:54 Soucca Route Failed.
Jan 26 21:09:54 Sounrce Route Failed.[ommmC
t¢mmxmc3 ISe:ver fadled
b TSR -
Jan 26 22:12:47 F%ﬂmmw, Source Route Failed.
n
Jan 26 22:14:19 Source Route Failed.
o
Jan 26 22:14:40 Source Route Failed.
g e
Jzn 26 22:21:06 Source Route Failed. [f""‘sﬂ’)(f‘
(b)(6).(0)7X)C)

13

[bff).(b)f?)(f\.

Igaa-qﬂé'




FED=l&™1770 gv-04

BEST AVAILABLE COPY &

r.l4s.1o0

(B)(6).0N7)(C) ) - 0)(6),(0)X7XC)
I Jan 27 00:42:S4r

ISource Reute Failec.

b)(6),(b)7)(C)

Jan 27 05:23: 20 OO0
Jan 27,05:25:03

rﬂmummw: M
-

Scurce Route Failed. ————
Source Route Failed.| .

Jan 27 08:26:57 rm’“’"‘”‘”

Jan 27 05:26:59

b)(6).(b)7)C)

Source Route Failed.

Scurce Route Failed.rx?mfx?

Nen-axistent host/domain

Jan 27 05:48;:20 [POONC
1t

Source Rcute failed.

Seurce Reute Failed. memmm
Source Route Failed.l

Jan 27 05:48:32
Jan 2) q;:‘S:SE
BX6).(BNTNC)
o 4 10X 7)(C)
, Jan zs’p:ss:azﬁ? T
{ SGIE G

protocol unreachablerﬁMWHE

|
Jan 31 03:20:50 [POEO
L

Source Route failed.

g rﬁ@umnum

Non-exigtant host/domain

Source Route Failed.
Source Route Failed.
Source Route Failed.
Source Route Failed.
Source Reute Failed.
Source Route Failed.
Source Route Failed.
Source Roule Failed.
Source Route Failed.
Source Route Failed.
Source Route Failed.
Source Route Failed.
Seurce Route Failed.
Source Route Failed.

b)(6).(b)}7XC)

Source Route Failed. (BX7/)C)

E Feb 1 14:26:3% [Pommo
‘ Feb 1 14:26:42
Feb 1 14:28:12
Feb 1 14:29:45
Feb 1 14:31:4%8
Feb 1 14:33:48
Feb 1 14:35:48
Feb 1 14:37:48
Feb 1 14:39:48
Fek 1 14:41:48
Feb .1 14:43:48
Feb 1 14:45:18
Feb ) 14:47:48
Feb 1, 14:49:48
QGO
Fab 3 13‘:‘09;15W
£y
[E)e). N7 e

14

iiaf

[D’Kf),(bf ’ Kf)




FEB-12-1998 ©9:34 F.i27.10
bX(6) (b)7HC) -
ieb 3 13:13: 22 fpe®mO) Scurce Route Failed.
Feb 3 13:15:22 Source Route Failed.
|
Fab 3 13:37:22 Source Route Ffailed.
Feb 3 13:25:%¢2 Source Route Failed.
Feb 3 13:29:22 Sourece Route Failed.
Feb 3 13:31:22 Source Route Feiled. [¥®HXNC)
b)(6).(b)}7)C)
Non-existent host/domain
Feb 3 21:13:12 [PXCMOXNC) Source Route Failed.
f) . i
Fed> 4 10:15:17 Source Route Failed.[P®omo |
DO
i DT R (
Feb 4 12:38:3¢[ 00 | source Route Failed. [Wf“bfff)
i
BN ONNC) :
Non~existent host/domain
i F§b~~1i'12:l".732 ot Source Route Failed. [PXELEI7IC)
b)(G}.(b}(.»’)(C’;
Feb ¢ 18:04:27 [POON0) Source Route Failed. ¥
ot 2
Feb 4 18:04:51 Source Route PFailed:
-
Feb 4 18:09:15 Source Route Failed. >
Feb 4 18:21:15 Source Route Failed.
Feb 4 18:23:15 Source Routb‘TAde“" ey
Feb ¢ 1B:25:15 Source Route ‘Failed..[o0
BN BN SO N
A DIy — SRR ir oMl ol
Feb 5 17:20:28[0%70 Souzge Route. Ta:.led.
a B
Feb 5 17:20:34 SOurcg-.Roun Fa'i.bed.
t o -
Feb 5 17:21:26 .Son:ceﬁ,aou:e. ?.a.\.l.ed.‘
Feb 5 17:24:32 ‘Source Route failed.
Fab 5 17:26:32 | Scurce Route Feiled.
Feb 5 17:26:¢8 [Sonras Route Failed.
fecb S5 17:20:48 Source -Route~Failed.
Fed S 17:30:32 | Salixce Route Failed.
Feb S 17:32:32 Qouzce_RoutsJ}B%l.-ﬂ"g
Feb 5 17:32:48 Source Rouke Failec.
Feb 5 17:34:33 Source Route Feiled.
Feb & 17:34:48 Sourcae: Route ‘?~a_:§.1ed. —
Eeb S 17:28:48 FSourar-Route-Failed.

- -
T —— ———— o,

b)6).(b)}(7)C)

PR

15

P
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' W oo ; o emi———.  ————— T ——

1 FeEB-12-199%0 U936 ; r.s0/ 10

BEST AVAILABLE COPY & : B

|

D)G).B)N7) . ¢
c) Feb 35 17:38:48[P®®NC Source Route Failed.
Feb 5 17:40:33 Source Roule Failed.
Feb 5 17:40:48 Sourxce Route railed.[o®007NC)
b)(6),(b)7)XC)
} Feb 6 03:13:51[P©00NC Source Route Failed.
Feb €& 03:20:30 Source Route Failed.
Peb © 03:21:46 Source Route Failed.
Feb 6 03:25:48 Source Route Failed.
Feb 6 04:28:25 Source Route Fziled.
Feb 6 04:32:51 Scurce Route Failed.
Feb 6 D4:37:53 Source Route Failed.
Feb 6 04:43:06 Source Route Failed.
Feb 6 05:15:18 Source Route Failed.
Fedb (6I05:25:45 Source Route Failed. [BO.oO© |
BIe).NTIC) {
Feb 7 %F:17:oo[mwnmmm> lSource Route Failed. oo C |
(b)(6).(b}7)C) : ?
i
Feb 7 15:17:31 [POO0N0 Source Route Failed. l
Feb 7 15:19:04 Sourcs Route Failed. {
Feb 7 15:20:40 Source Route EailedA_\
Pab 7 15:22:40 Source Route Failecd.
Feb 7 15:24:40 Source Rcute Failed.
Feb 7 15:26:40 Source Recute Failac.
Fep 7 15:28:40 Source Route Failed. }
Feb 7 15:30:40 Source Route Failad. DB |
Feb 7 15:32:40 Source Route Failed.
(B)(6).(b}7)C) o M
Non-existent host/domain
Feb 7 18:48:40 [POENC Fource Route Failed. [POTINO
BT
feb 71 20:12:40[P®OKN0 ISource Route Failed. ET ){i:
(b)(6).(b)7)C) A “~ ;
Feb 8?15:53:34 BXC).X7)C) " Source Rcute Failed. [OE.0BXNC)
R
LY
BXG).(BYTNC)

Feb 3 05?27:51[”&“”“& ISou:ce Route Failed{“mmﬁx?
B BTG
E?Tffffz::::‘

P
16 TOTAL P.16




