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FM USCINCPAC HONOLULU HI/Z/J39//

TO RUEKJCS/JOINT STAFF WASHINGTON DC//J39/0PS//

INFO RUEKJCS/SECDEF WASHINGTON DC//ASD/C3I/DUSD(P)IPS//

RJCJAAA/USCINCSOC MACUILL AFB FL//S0J2/S043/5046//

RACJAAA/USCINCTRANS CAT SCOTT AFB IL//J2/J3/46//

RUCBACM/CINCUSACOM NORFOLK VA//J2/J3/36//

RJCUSTR/USCINCSTRAT QFFUTT AFB NE//J2/43/46//

RJPEUNA/USCINCSPACE PETERSON AF8 CN//5CJ2/SCJ3/SCI6//

RJFGNOA/USCINCEUR VAIHINGEN GE//ECJ2/ECJ3/ECJI6//

RJCJACC/USCINZCENT MACDILL AFB FL//CCJ2/CCJ3/CCI6//

RUMIAAA/USCINCSO MIAMI FL//J2/J3/46//

RAHMHAA/CINCPACELT PEARL HARBOR HI//NZ/N3/N6//

RUHVPAC/HQ PACAF HICKAM AFB HI//IN/DO/SC//

RUHEHMS /COMMARFORPAC//G2/G3/G6//

RUEAHIC/CDRUSARPAC FT SHAFTER HI//APOPS/APIAS//

R4HJRAP/USARPAC INTEL FT SHAFTER HI//APIN// U;t;. / !/Q,;yﬁi-;,_cé&;ES'

RJAGAAA/COMUS{OREA SEQUL KOR//FK=J2/FK=- J3/FK—J6//

RUALSFJ/COMUSJAPAN YOKOTA AB JA//J2/d3746// Declassified by HQ USPACOM J06
Date Declassified: 24 Oct 2014
RUWMHGA/ALCOM ELMENDORF AFB AK//J2/437J6/7 Authority: E.O. 13526
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RAHMUNS/CUMSOCPAC HONOLULU HI/Z/S0J2/5Ud3/5046//

RJETIAA/NSACSS FT GEORGE G MEADE MD//NSOC/I3/SIPO/V15//
RJCNFB/FBI WASHINGTON DC//CITAC//

sl L o
RUEAIIA/CIA WASHINGTON DC//CTG/DI/OTI/IWT//
RJEKDIA/DIA WASHINGTON DC//TWI/DS/J&J/SY/DAJZAII
RUEJDCA/DISA AASHINGTUN DC//D2/D3/N6/G0SC//
RUHDPAC/NCPAC HONOLULU HI//F4/F40b5//
RAHJJAA/JICPAZ HONOLULU HI//OIW/DS//
RJHHAAA/DISA PAC WHEELER AAF HI//PAC-ASSIST/PC6//
RUHPSGG/AFWIC KELLY AFB TX//CC/EA/EAC/OSK/IR//
RUDHIwWA/DIRLIAA FT BELVOIR VA//ACERT/DR/DD//
RJCBFAD/FLTIN=OWARCEN NURFOLK VA//N2/N3/Ne6/SCI10/CI1SQ//

RJILKGXA/NAVIN=OWARACT FT GEORGE G MEADE MD//N3//

RUQVKJIW/JC2WC SAN ANTUNIO TX//DR/DV/OP/PD//
RUETKEL/IUTC FT GEORGE G MEADE MD//AAG//

RJHPSAA/NCTAMS PAC HONOLULU HI//N3/nNb6//

RAHMUNA/ZUSCINCPAC HONOLULU HI//J2/J3/7339/36//7

BT

MSGID/GENADMIN/J-39/FEB 98//
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SUBJ/USCINCPAZ SITREP 02z FOR UNJSUAL COMPUTER INTRUSIUN

ACTIVITY (uU)Y/s/

POC/USCINCPAC INFORMATIUN OPERATIUNS UIVISTUN/DSN 477-25%93//

1. (U) USCINCPAC SITREP 02 IS A CUNSOLIUATED USPACOM RESPUNSE,

2o "fSyREr—igtySdeid= CURRENT SITUATION: WE HAVE DETECTED NU NEW COMPUT ER
INTRUSIONS IN USPACOM DVER THE PAST 24 HOURS. UPUDATE TU DISA=PAC
INTRUSIONS MENTIONED IN USCINCPAC SITREP #1: DISA-PAC HAS COMPLETE L
A TOTAL REBUILD OF ONE UF THEIR AFFECTED DNS SEKRVERS,  TWU JTHER DN
SERVERS REMAIN DOWN., DISA=PAC HAS ESTABLISHED EFFECTIVE WORK=AROUN LS
TO MINIMIZE OPERATIONAL IMPACT.

3 o SRt THE FOLLOWING IssuES/uUESTIDNS ARE FORWARDED #OR
CINSIDERATION: |

N SICSENPIPINRERIIIN (1) (3) 10 USC § 130e, 18 USC § 798(a)
Be trREm—ghiGbdig= AT WHAT THRESHULD SHOULD WE CONSIDER
DISCONNECTING THE SIPRNET FROM THE NIPRNET?

Ce "tV REm—igibldall. AT WHAT THRESHOLD SHOULD WE CONSIDER THE NIPRNET
AS COMPROMISED?

De iyttt AT WHAT THRESHOLD SHUULD WE BEGIN PHYSICALLY

ISOLATING CRITICAL NETWURKS?

m

o IR RECOMMEND DISA PUSLISH A WJRLDWIDE IP HOT LIST F(R
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IP BLUCKING ACTION. .

Fo mfbrirtieteibdedil. RECOMMEND DISA ORCAESTRATE A NATIONAL RESPONSE TC
THE INTRUSION ACTIVITY. PERCEPTION IS THAT USAFs THROUGH AFIWC s HAS
THE LEAD. AFIWC RFCOMMENDATIONS ARE UNFORTUNATELY ONLY GOING TC US #F
AJDRESSEESs MAKING IT DIFFICULT FUR US TO ORCHESTRATE A THEATER-WIDE

RESPONSE.

Go mfmikiitmiekelddl). UNDERSTAND USAFs THROUGH 0OSIs HAS LEAD
INVESTIGATIVE RESPONSIBILITIES. RECOMMEND NON-USAF PENETRATIUNS BE
GIVEN EQUAL ATTENTION.

b o mflpeReiimitefGdeds POINTS OF CUNTACT: NORMAL DUTY HOURSs PUC IS
UD)(G) DSN 477=-25934 CUMM (8U8) 477-2593. AFTER DUTY
HOURS s CONTACT THE CDO AT DSN-477=7227//
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