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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY ' Date: 12/10/1998
To: National Security Attn: NIPL=CIIT Raoom 11887,
SS
Philadelphia Attn: NIPC Sunerwvisor/Coordinator
sa|
Ft shinaton BPA-
SA
Newtown Square RA ,
b6
From: Cincinnati bC
Squad 4
Contact: SA (vm)
Approved By:
Drafted By:
] TS _
case ID #:(11 8] 1Z88-CI-68562 (Pending)
Title: (11 (8]  MOONLIGHT MAZE »
/
SynopsisﬂUV}SS Leads set for Philadelphia Division. )
w38y  DeE Fro =
De Y :
Reference:" (3 288-CI-68562 Serial 40
Adninistrative:(ll- Referenced serial serves as a brief
synopsis of captidned matter. Reference telcals with b6
Philadelphia Divisiop NIPC Sunervisqr; SA| | Ft. L7C
Washington RA and SA Newtown Square RA, Pa.,

dated 12/16/1998.

Detailsﬁm“éﬁ As the Philadelphia Division is aware, Cincinnati
Division is investigating unauthorized intrusions into computer
gystems located at Wright-Patterson Air Force Base (WPAFB),
Dayton, Ohio.

M Y&] Investigation has revealed that the unidentified
intruder(s) has made numerous connections to sundry educational

gsites not previously seen. {;,
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To: National Security From: Cincinnati b3
Re: i -{%{ 288-CI-68562, 12/10/1998 : b6
b7C
OTHER Sealed Court Documents

m- 0 Investigation conducted by the Cincinnati Division
and FBIHQ, NIPC-CIU Unit, has observed a multitude of past and
continuous unauthorized intrusions into the computer systems at
Bryn Mawr College, Haverford College and University of
Pennsylvania. Basged on this observation, the Philadelphia
Division is requested to maintain contact with|

[;;:;;::;;].Assistant United States Attorney (AUSA), Eastern
TerTict _of Pennsvlvania. and| |

[Trap and Trace Devices

and Pen Registersl

‘m‘is( For purposes of facilitating the court orders,
Cincinnati Division faxed a pony copy of an edited court order to
the Philadelphia Division Resident Agencies and fhe AUSA in the
Eastern District of Philadelphia.

“THEP Sealed Court Documents

wyi@i Cincinnati Division has maintained contact| |

| [Trap and trace

1
o | |

[ | Cincinnati i?c
Division will attempt to contact] | to advise him of the
pending court order and will furnish him with a brief synopsis of
this matter.

(U) Cincinnati Division appreciates the Philadelphia
Division’s assistance in this matter.
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To: National Securiﬁy From: Cincinnati
Re: Ui {8 288-CI-68562, 12/10/1998

LEAD (s):
Set Lead 1:
PHILADELPHIA

AT FT WASHINGTON, PA

b3
be
b7C

OTHER Sealed Court Documents

®»€) Maintain contact withl

I ATISA

|_E.astern District of Pennsvivania.

Set Lead 2:

AT NEWTOWN SQUARE, PA

-
- Maintain contact with|

| Ausa,

Eastern Digtvrict of Pennsvlwvania

Set Lead 3:

AT PHILADELPHIA, PA

| AUsA,

-0g{ Maintain contact withl
Eastern District of Pennsvlvania,

e




