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| PREFACE

This special historical study was prepared at the
request of - Lieutenant General Hillmen Dickinson, USA,
Director *. for Command, Control, and Comminications
‘gystems (C38), Jolnt Staff, It traces the development of
the systems and procedures that link and provide strategic
connection between the National Command Authorities and the
nuclear forces. o

. The study was planned and written by Mr. Willard J.
- Webb, Chief, Specia) Projects Branch, Historical Division,
Joint Secretariat, Organization of .the Joint Chiefs of
Staff, Mrs. Barbara C. Pleming, Editorial Assistant,
prepared the manuscript for publication. - )

Valuable assistance was recelved £from the following
nembers of the Command, Control, and Communications Systems -
Directorate: Mr, Joseph 8. Toma of the 'Evaln_atian Division;
LTC Jessie K. Crawford, USAF, CDR W. C. Bobo, Jr., USH, and
CDR Robert M. - Rieve, USN, of the Joint Strategic
Requirements and Connectivity Divisions LTC Mark H. Smith,
USAF, and CDR-David A. Jones, USN, of the C3. Planning,

° Progremming, and Budgeting Division; .and - LTC Samuel R.
Nawland, USAF, and LTC Harvey B. Stevens, USAP, of the Space
Warning and Surveillance Division. GEN Richard B. Ellis,
USAP (Ret.), former Commander of the Strategic Alr Command,
supplied helpful information not available elsewhere.




Introduction

(U)" The term strategic comnectivity has entered the
lexicon of military usage only recently. The Joint Chiefs
of Staff have defined it as:

the facilities, systems, and procedures that
interconnect " the National Command Authorities
(MCA)Y, Wational Military Command System (NMCS),
nuclear CINCS, and nuclear executing commanders,
It encompasses the NCA, Military Staff Office in
the White Housa, the White House Communications
.Agency (WECA}, National Military Command Center
{NMCC), Alternate National Military Command Center
(ANMCC) , - NORAD warning systems, National Emergency
Airborne Command Post (NBACP), CROWN Helicopter
oparations [USMC helicopters usad to move .the
President], and all links and nodes that
interconnect these facilities with the executing
commanders- of SIOP aircraft, Intercontinental
Ballistic Miasile (ICBM) Launch Control Centcis
(ECCs) , and Ballistic Missile Submarines (5SBNs).

(U) Although the term is recent, the procesdures and
systems that compose strategle connectivity are not. Bver
gince the deployment of nuclear weaponz with U8 military
forces, it has been essential to have assured control and
connection between those forces and the proper command
authozrities. Systems and procedures to that ~end have
evolved over the years in accordance with the constantly
expaﬁding technology assogiated with nuclear weapons and the

Y. In the. documents used in this study, the terns
National Command Authority and National Command Aunthorities
were used indiscriminately. Both JC3 Pub 1, the Joint
Dictionary of Military and Associated Terms, ~ and
DOD Dir 5100.30, which also provides a definition, use the
plural form, Rational Command Authorities., Por 'cenaisunc{,
National  Command Authorities is employed throughout this
study except where the singular form is used in a direct
guotation and when the term is used as an adjective and the
singular is more appropriate. _ .

. 2. This definition is from a TOR for a study by the
Director, Joint Strategic Connectivity .Staff (J8CS),
contained in {(U) Encl to DJSM 2567-80 to Dir, JSCS, 15 Dec
80, JMPF 030 (12 Pab 80). .
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means for their delivery. From the -1950s onwards, these
systems and procedures ware included under the designation
of strategic command and control (G2} and, later, strategic
command, control, and communications (C3). Only in 1978,
however, was the term strategic connectivity introduced. At
that time, General Richard H. Ellis, USAF, Commander of the
Strategic Air Command (SAC), expressed to General David C.

. Jones, Chairman of the Joint Chiefs of Staff,'his concern -

over the Soviet th:ent to the strategic command and control
ané communications 1links batween the President and the
Secretary of Defense and the US nuclear forces and pzopoand
a study of ."strategic connectivity.*3

Ltr, CINCSAC to CJCS, USecDef(RSE), and ASD{C3I),
23 Sep 78, CJCS File 048 CINCSAC. (U) Interview, Willaxd J.
Kebb with GEN Richard H, anis, OSAP Ret., 6 !lay 82.
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The 1950s-~Easrgence of the Pims

{U) The Soviet Union exploded its first nuclear device
in 1949 and the initial U8 deployment of nuclear weapons to
military forces £ollowed two years 3later.  With those
events, ¢the United States began %to devise and 'i'nplemént
procedures and systems to provide command and communication
between the Pregident and the nuclear commanders as well as

to provide -warning and assessment of 1mpending' ‘Boviet

attack. These actions during the 19502 provided the initial
pleces of the strategic conmctivity gystem.

(U) Phencaenal advances in technology occutrad during
the decade of the 1950%. Por the delivery of nuclear
weapons, US atrategic forces moved from sole reliance on
propeller-driven B-29s to et airzcraft and then to a combin-
ation of jet bombers and land-based nmissiles. Finally,
missile launching submarines completed the strategic triad.
During the years from 1950 -t0 1960, planned time £0 prepare
for war was reduced from 45 days to 15 minutea. Command and

control procedures ware g;adually changed to support these

developments. The Air Porce established a command post in
the Pentagon in 1949 and an alternate coxmand post was
authorized thereafter at Ft. Ritchia, Maryland, In 1959,
the Joint Chiefgs of Staff set up their own commund center,
the Joint War Rocm, subsequently redesighated the - National
#ilitary Command Center (NMCC)., At the same .time, the Pt,
Ritchie facility wvas upgraded {and eventually ronamd the
Alternate National Military Command Center (ANMCC)) to serve
as an emergency relocation site for the National Command
Authorities and the Joint Chidfs of Statf. Incrsasingly

. sophisticated communications, data processing, and display

techniques were introduced in these ceaters to- maintain
control of strike forces. By the end of the decade,. plans
wera advancing for alternatives to fixed command centers,

3 DRCLASSIFIED




the Navy propoaing a National Emrgericy Commarid Post Afloat
(NECPA) and the Air Force a National Emetgency Alrborne
Comnand Post (NBACP).

{U) Creation of warning and assessment’ systems also
proceeded. The United States decided in 1953 to build a
Distant Early Warning (DEW) System as a precaution against
sizcraft attacks and the system was completed in 1960.
Meantime, in 1954, construction of the Semi-Automatic Ground
Environment (SAGE) computerized system .for integrating the
entire warning and- defense network had begun and, by the

latter part of the decade, development of both the Ballistic ‘

Miasile EBarly Warning System (BMEWS) and - satellite
reconnaissance systens were underway. All of these systems

of the 19508 developed without any overall coordination or

plan. The principal concern was to assure the President
complete control over any dJdecision to use nuclear forces,
but little attention was paid to the need for the systems to
remain operational throughout a strategic nuclear exchange.l

1. For detailed consideration of command and control
davelopments during the 19508, see (TS) IDA Study 8-467,
*The Bvolution of U.S. Strategic Command and Contrel and
Warning, 1945-1972 (U),* Jun 75, OSD Historical Office

files,
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The 1960s--Beginning of the System

The WWMCCS ,

w . The 1960s brought action to bring some overall
: system ‘and coordination to the area of atrategic command and
control, Secretary of Defense Robert . McNamara instituted
the first step in Cctober 1962, oOn the recommendation of
the’ Joint Chiefs of Staff, he approved the establishment of
the Worldwide Military Command and Control System (WWMCCS).
The object was to bring togethet all the military resources

available to assure the‘National Command Authérities infor- -

nmation on 'whic;h to nake decisions and to allow issuance of
execute orders to both strategiec and . tactical forces in
response to an attack against the United States. The new
systen was to provide survivability, flexibility,
responsiveness, standardization, and economy. Its principal
component was the Natlonal-Military Command System (¥MCS),
comprising: the Mational MNilitary Command Center, the
Alternate- National 'Military Command Center, the Rational
Emergency. Command -Post Afloat, the National Emergency
Airborne Command Post, and survivable communications among
" those -facilities and with the unified and ‘specified commands
and Service headquarters. The NMCS would  be "under the
management and direction of . the Joint Chiefs of staff,
supervised by the Director for Operations (3~3) of the Joint

staff. ' The other components of the WWMCCS 'included the

subsystena of the Sarvice headguarters, the unified and
specified commanders and their component commands, and other
DOD agencies and offices that directly supported the command
and control function.l

1. (U) DOD Directive 5100.30, 16 Oct 62.




'(l;) Even wuhile the Worldwide Military Command and
Control System was being established, advances in weaponry
were raising additional threats to the new system. In 1952,
the United States conducted the PFISHBOWL tests, a final
saries of high altitude nuclear explosions. The nost
significant was STAR FISH. It clearly revealed the

valnerability of  both ground-bagsed  and a'irborne"

communications systems to elsctromagnetic pulse (EMP) fron
high altitude nuclear bursts. Thisz, in tu?ri{ brought into
' question the survivability of communications systems ia a
nuclear war and the ability 'of the.  'National Command
Authorities to communicata with and control . strategic
forces.2 . ' L

) subsequently, in 1963, the Joint Chiafs of . Staff
drafted the National Military Command System Master Plan -to
define broad planning guidance for the functional,
organizational, and operational relationships among the
elenents constituting and supporting the National Military
Command System as the pringipal subsystem of the worldwide
Military Command and Control System. The mission was to
provide “the .National Command Authority with the mneans
essential for accurate and timely decisions, including the
communications required . . . , for national Qirection of US
military forces under all conditions of peace and’ war.” The
Secretary of Defense approved the plan in June 1964.3

(U} . The next major event was the initiation of planning |

in 1966 for the WWMCCS Autcmatic Data Processing Program to
enable the different command centers of the system to
transmit and exchange data. Preparation of specifications

T 2 % Interview, Willard J. Webb with Mr. Joseph Tona,
C3 Systems Evaluation Div,., €38 Dir., 24 May 82.
3. U($) JCs 23087164, 26 Jan 63; JCS 2308/187, 25 Mar 63;

IMP 4930 (15 Jul 62) secx 4 and 5. . (S} DOD Dir 5~5100.44,
9 Jun 64. ,
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for competitive procurement began the following year, and
the contract for 35 computer systems .was fmally awarded “ in

. 1971.4

The MEECN .

(&) simultaneously, development of the Minimum Essentia].
Emergency Communications Net (MEECN] was underway. In June
1366, the Joint Chiefs of staff provided the Secretary of
Defense a consolidated concept plan to provide a survivable
comnunications network for execution of the Single
Integrated -Operational Plan (SIOP)5 options in the trans~
and postattack nuclear envirconment. The Becretary gave his

- approval and the Joint Chiefs of Staff distributed the plan.

'in October of the sane year. The Minimum Essential
Emergency Communications Net was designed as a last resort
copmunications system to give the President control over
nuclear forces. Initially, the Mininum Essential Emergency
Comaunications Net comprised the Navy and Air Force LF/VLF
systems, both fixed site and airborne, from the unified and
specified commanders to their respective submarine, bomber,
and nigsile nuclear forces c¢ombined with the Emergency
Rocket Communications System (ERCS).6

(}.{) Thereafter, in July 1969, the Dsputy Becretary of
Defense deécided that the various elements of ‘the Minimum
Essential Emergency Communications HNet must be integrated
into "a single, reliabls, and effective communications

. . network® and, to that end, directed the designation of a’

""‘I“fﬁ? JCS Eist. Div, The Worldwide Military Command and
Control System, A Historical Perspective o),
pp- -3 »

5. The 8ingle Inngrat:ad Operational Plan (SIOP} is -the
JCS pllzmtor the strategic offensive in a nuclear war.
| Encl B to JCS 2469/483-1, 1 Oct 69, JIMF 6§11
{15 Jul 69) sec 1. Background section, DCS Plan for the
MEECN Engineer, 2% Jun 70, same file, sec 2. :




gystem. engineer to insura orderly impr:ovement and
naintenance of the Network, The Joint Chiefas of Staff -
favored assignment of this function to the Navy, but the
Daputy Secretary of Dafense overruled them and assigned it
to the .pefense Communications. Agency in "May 1370,
Deve:l.opmnt of a MEECN System Bngineer Plan and an
operational concept followed during the remainder of 1970.7
{(G) During the 1960s changes in US nuclear '’ strategy had
important implicltions for strategic command and control.
-The Kénnedy and Johnson Adminiltrations rejected tha nassive
rataliation approach of the 19508 in favor of a flexible
tesponse policy that envisicned Iimited nuclear exchanges -
instead of one. spasm attadk. Moreover, by the late 1960s,
the Soviet Union had achievcd strategic pacrity. Now, the
United States - could no longer . count on. its nuclear .
superiority .as a defense against nuclear attack. Both of ..
these developmnts greatly increased the cequirenent for
survivable cometivity betwsen ' the Rational Comgand
. Authorities and the nuclear -forces. B
_Criticisas of the Command and Control Syaten
" (U) But, as the requirements increased, growing
. eriticisms- .and doubts arose over the capability and
effectiveness of the existing system. - Although there was no
_actual aexperience with the strategic commend .and control
" system,:‘the LIBERTY, PUEBLO, and BC-121 shootdoin incidents
in 1967,:: 1968, and 1969, respectively, raised- serious

. 1+°\8] ‘Meno, DepBecDef to Secys of KilDepts, CJCS, and .
Dir DCA, 15 Jul 69, Att to JC5 2455/483, . 17. Jul 693
{C) JCSM=632~69 tO BechDef, 14 Oct 69 (JC3 2469/483-1);
{C) Memo, DepSecDef to Secys of MilDepts, CJCS, and Dir DCA,
14 Kay 70, Att £0 JCS8 2469/483=4, 19 May 70, JMF 611 (1% Jul
69) sec 1. (C-GP 3) Memo, Dir DCA to Bschef (thru CJICS)},
2% Jun 70, Att to JCS 2459/&83-5, 30 Jun 70, same file,

sec 2. (C-GP 3) SM~785-70 to Service Chiefs, CINCs, et al., .

24 Nov 7€ (JCS 2469/483-8), sane file. sec 3.
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questions about tactical 'command and control arrangements
and the overall system in general. Moreover, a geries of
tests and studies challenged the adequacy of satrategie
command and.caslsclepereadures and system.

P In October 1967, the Joint Chiefs of Staff
conducted Exe:'ciaé HIGH HEELS 67 to test the entire spectrum
of command in a strategic crisis.  The results were not
encouraging. The exercise revealed a2 lack of uniformity
with respect to submissien of réqaests by the CINCs for

‘execution of the SIOP and excessive delay in receipt of

intelligence and situation reporting. The latter caused
delays in the decision on release of nuclear weapons and
uncertainty aboat the US ability to respond in the event of
a nuclear attack B

(U) Lln 1970, =& high-level committee studying
organization .and opezation of the Defanse Depariment, the
Blue. Ribbon Defense Panel, found respongibility within the
Department relating to command, control, and communications
and strategic connectivity matters “hopelessly fragmented.®
This was true in both the Office of the Secraetary of Defense
and the Joint Chiefs of Staff, “The most obvious weakness
of the organization structure,” the Panel concluded, “is the .
absence of unitary management at the top level to assure
effectiveness and efficlency from an overall Department of
Defense mission point of view . . ." Just before the Panel
report was issued, the Secretary of Defense created the
position of Assistant to the Becretary for Telecommuni-
cations, and the Blue Ribbon Panel viewed that development
as a "major improvement.*d

——FT#S-GP 1) IDA Report R-131, °“An Analysis of

-Operational Procedures During Exercise HIGH HEELS 67 (U),"

Dec 67, SMF 385 (4 Mar 67) sec 2A.

9, (U} Biue Ribbon Defense Pansl Report, 1 Jul 79,
Pp. 28' 1‘5" «
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&@de A shott time laia':, the Weapong Systeme Evaluation

Group (WSEG) reviewed command, control, and communications,
problems. In the rasulting report, issued in February 1971,

the Group repeated the finding of the Blue Ribbon Panel,
The Worldwide Military Command and Contrgl System, it sald,
operated in an environment of divided responsibility and
independent organizatio:is within the Department of Defense
and the overall national security community. More
geriously, the Weapons Systea Bvaluation Group charged that
the WHMCCS did not ;maintain an assured capability to alert
the President to an attack and to receive and transmit a
Pregidential decision to execute the Single Integrated
Operational Plan. “"In & nuclear environment," the ‘report
continued, .

the WWMCCS is highly wvulnerable and can be
rendered inoperative by a small portien of the
Soviet weapon Iinventoxry, Thus it cannot assure
the availability of information or warning
aaseaa[nt, attack assegsment, and status of
forces.10 |

[3

—=15"(rs-GP 1) WSBG Report 159, "Command, Control, and
Communications Problems (U),"” Feb 71, JIMP 360 (2 Mar 71)

sec 1lA.
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The Early 1970s--Rsorientation

. The Revisad WWMCCS Dirsctive

{U) The criticisms and doubts of the late 19608 brought
increased attention to the command and control system in the
decade of the 708 ‘and a redirection of effort. buring 1971,
Deputy Secretary of Defense David Packard and 2Admiral
Thomas 8. Moorer, Chairman of the Joint Chiefs of Staff,
discussed possible improvenents in this area, They sat down

togethar in a series -of meti:iqs and redrafted the basiec

Worldwide Military Command and Control: System directive to..
- give the system a stronger orientation. in support of the
President and Secretary of Defenss, The. new ,diuci:iva,’
issued on 2 December 1971, clearly stated the primary
migsion of the system asz support of  the Kational Command
Authorities, ‘The directive assigned the Chairman of the
Joint Chiefs of Statf responsibllity to operate the National
Military Command System, define its scope and componants,
develop and validate its requirements, and ' make
recommendations to. the Secretary of Defense to insure the

responsiveness, . functional intercperability, and ,.

standardization of the Worldwide -Milicary Command and

Contrel System. In addition, provision was included for a

WWHCCS Council, compoded of the Deputy Secretary of Defenss,
the Chairman of the Joint Chiefs of Staff, the Assistant
Secretary of Defense for Intelligence, and the Assistant to
the Becretary of Dafense f£or Telecommunications, to give
policy gquidance for thes development ‘and ‘operation of the
system and to evaluate. its perforsance.l.

—I.7{0) DoD Dir 5100.30, 2 Dec 71.
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(y) The new &i:ective eliminatea the c¢oncept for
operation’ of the system, and the Joint Chiefs of Staff
prepared and issued <in September 1973 a separate Worldwide
Military Command and Control Systesi Objectives Plan. It set
forth objectives, based on operational reguirements, .to.
guide development of the system. It alsc contained a list
of supporting objectives for use {n preparing the command -
and control portions of the Jjoint strategic planning
documents, and an enumeration of issues for further study
and improvement. One broad agea In the latter category was
additional capability to insure positive contzol of nuclear
:orc'es to include more survivable elsctronic countermeasures
for satellite and submarine communications and procedures

- " for preserving continuity of command.?

(U) To dguide . future developmenx: of the wozldwide
Military Command .and Control System, an “architecture® plan
vwas dJeveloped. The Chairman of the Joint Chiefs of Staff
originally requested the Director, bDefense Comaunications
Agency, in December 1973 to produce a target architecture
for 1985 and & transition plan to achieve the dJdesired

objective. Because of Servige ‘disagraements over funding . .

for the project, the WWMCCS Council turned to & contractual

arrangement. - The IBM Corporation was selected competitively.

.in 1974 to develop the architecture for the Department of
Defense. The resulting Worldwide Military Command and
Control S8ystem Architectural Plan, or “"master plan,“

2. & SM=433-73 to CINCs, 25 'Sep 73; 8M~434=73 +o
Service Chiefs, 25 Sep 73; BM=~535-73 to Defense Agencies, 25
Sep 73y (JC8 2308/571), IMF 360 (12 sSep 73).. Three days
_ later, the Jeoint Chiefs of staff also issued policy guidance

‘and procedural instruction for management of the WWMCCS
subgystems. See (U) 5M-440-73 to Service Chiefs, CINCs and
Defense Agencies, 28 Sep 73 (JC8 2308/574), JMF 360 (13 Sep
73). Both documents were subsequently combined as (FOUO)

WWMCCS Objectives and agement Plan, JC8 Pub 19, 15 Ju].
78, JHUF 5'6'% (3 Apr 75) sec &.4 ,
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reviewed by the WWMCCS Couneil in June 1976, supplied a '
framework for long~term system development through 19285° and
beyond., It was intended to anticipate future requirem&nta
for command, contrel, and communications from the viewpoint
of the National Command Authorities and to provide a
decision-supporting structure attuned to realities of the
late twentieth century, To monitor the implementation of
the architecture, the WWMCCS Council chartered the Worldwide
Military Command and Control System Engineer (WSE).3

4##P In January 1974, President Nixon 1issued a new
policy directive (NSDM 242) for nuclear employment plauning
which reaffirmed and expanded the flexible response policy
developed in the 19608, pPresident Nixon directed that:

The United States will rely primarily on U.S8.

and allied conventional forces to  deter

conventional aggression by both nuclear and

non~nuclear powers, Nevertheless, .this does not

preclude U.S5. use of both nuclear and non-nuclear

‘weapons in response to conventional aggression.
Consequently, the President wanted US planners t:o prepare "a
wide range of limited nuclear employment opti.ons" that could
be used in c¢onjunction with supporting political and
nilitary measures to control escalation

{# To insure that nuclear forces were responsive to
the Nationa) Command Authorities, President Nixon directed
that planning for command, control, communications, and
surveillance must support decision-making and force
exscution. 25 a minimum, he wanted such planning to |
provide: '_zgi_aential support to decision-making. and execution }
of retaliatory strikes in the event of a large attack upon
the United States as well as adequate support for |
decision-making and flexible wuse of nuclear forces

5 {8y Jcs Eiat. Div., The Worldwide Militar Command
ontrol System, A Higtorica
)y « LUCKoOM, Wor Milltary

PP» (i)
::ommand and cOntxol g8ystem, An Approach to Architectural
pevelopment,” n.d., JCS Hist. Div, files,
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in attempts to control escalation in local conflict. The
President's dirvective was more demanding in terms of command
‘and control capabilities than previous policies and- added
new command, control, and communications requirements.4

The Evaluation Preoqram
(0) Meantime, in accordance with the 1871 directive, the

WWMCCS  Council approved implementation of & performance
evaluation program to give better appraisal . of the
weaknesses and requizements of the system. Based on the
recommendation of the Joint Staff, the program was to
consigt of a series of annual JCS general nuclear war
exercises under differsnt environments. The first exercise,
NICKEBI, PLATE 74, occurred in May 1974, It zepresented a
total departure from the previous JCS BIGH HEEL, exercises,
which had been in the natuze of training exezcises, and
sinulated a more realiatic nuclear environment. In NICKEL
PLATE 74, damage or destruction of command, control, and -
coxmunication systems wag imposed on the players in order to
svaluate more accurately U5 ability to execute a response
under nuclear attack.3 ' '

«i88p The evaluation program also included analytical
studies- to supplement exearcise observations. The first such
evaluation, SWWNCCS Performance in a2 Severes Nuclear
Eavironment,” was conducted for the Defense Nuclear Agency
by the Stanford Research Institute in Auguest 1975. It wasg
based on the NICKEL PLATE 74 environment and provided the
girst ocomprehensive analysis of nuclear and electronic
warfare effects of a major Soviet attack on the U3 command

——7F. (fS-BX) Extracts of NSDM 242, 17 Jan 74, JWF 001

{CY 1974) KSDM,
5. (U) Interview, Willard J. Webb with Joseph Toma, C3

Systems Evaluation Div, €38 Dir., 31 Mar 82. (S) J3M~379+74
to SecState, SecDef, Service Chiefs, et al., 18 Feb 74,
JMF 385 (4 Jan 74). '
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and control gystem, The Stanford Research Institute
agsessed massive Soviet nuclear attack on the United States
vnder two conditions--an attack when both countries were in
a state of full alert and a surprise strike against the
United States, The results indicated that it would be
possible for the United States to execute nuclear operations
in either situation. The effects of electromagnetic pulse,
hoinver, wera not included in the analysis because of the
lack of gystem <response data. The most precarious
situation, the Stanford Research Institute believed, would
be in the Pacific where it would be necessaty to depend on
the Emergency Rocket Communications Bystem for timely
receipt of emergency action nessages, In Eurape, naeds
would be ae:ved by airborne command posts. in the situation
where both countries were fully alert, but this was less
ce:tain in the case of surprise attack. 6

P (1 !‘he evaluation program was strengthcned in December
1975. : At that tim, the Director for Telecommunications and
Comand and Control Systems, of .the Office of the Secretary
of Defense directed a continuing evaluation of the Worldwide
Military Command and Control Symtem to include exercimes and
tests. by. the Joint Chiefs of. Staff, the Services, the
unitled and speciﬂed commands, and other agencies and, in
addition,- a semi-annual report by the Chairman of the Joint
Chiofs of Bstaff to tha WaNCCs c::tuncn. to  sppraise the
system,’/ .

(£} Ganeral Georqe 5. Brown, USAP, Cheirman of the Joint
Chl.afs of Statt. provided the Secrstary of Defense the first
WRMCCS evaluation report on 8 June 1976. It.covered the six

-~

B Zﬁo-zx) Stanford Regearch Institute, "mccs
Performance in a Severe Nuclear Environment - Part 2 (U),*
Aug 75, €35 files {C38 Bvaluation Division).

7. (0) DOD I 5100. 80, 1 Dec 75.
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montha.ending on 1 April 1976.8 Pollowing a briefing to the '

WHMCCS Councll of the Chairman's October 1976 evaluation
report, Deputy Secretary of Defengze william c1mnt‘£|
suggested that the presentation be given to the House Armed
Services Committes, Mr. Clements saw an opportunity for
added sgupport for Defense budget requests for strategic
conmand, control, and cemmunications systems. General Brown
concurred, and the briefing was used in a presentation o
the Congresgional Committes in early 1977. This event
marked an initial step in securing Congressional support for
increased funding for strategic command, control, and
communications,9 '

«i29) On 17 December 1975, two weeks after the issuance
of the formal instruction for evaluation of the Worldwide
Military Command and Control System, General Brown directed
a review of US strateglc nuclear force posture. He wanted
command and control covered including such asgpects asx

. gtrategic warning, aminimum alert force, prelaunch
survivability and communicability, and transattack

stability. In response, the Defense Nuclear Agency, at the -

raquesnt of the Joint Staff (J-3) assessed the effects of the

Soviet nuclear attacks on the Worldwide Militavy Command and . .~

Control Bystem using the Red Integrated Strategic Operations
Plan (RISOP) 10 The study was completed in February 1977.11

8. (U} CN-984=76 to SecDef, 8 Jun 76; (TS-EX) WWNCCS
%:a}uat%g;i Rpt for Period Bnding 1 Apxr 76, Apr 76; JMF 360

un .

9, {U) Interview, Webb with Toma, 31 Mar 82.

10. The Red Integrated Strategic Operations Plan (RISOP)
is the JCS estimate of an enemy nuclear offensive against
the United. States based on the latest available
intelligence,

11, (TS~BY} CM~747-75 to CNO, 17 Dec 75, Att to JCB
2056/556~1, 14 Jan 763 (C) Memo, Dir, DNA to DIS, 25 Peb 77,
Att to JCS 2056/556~5, 4 Apr 773 JMF 399 (7 Oct 75} sec l.
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USSR,

per The Defense Nuclear Ageacy study, like the earlier '
one by the Stanford Research Institute, assessed the
Worldwide Military Command and Control System under two
possible si.tuations—*—a massive 'Soviet nucleas attack when
both c¢ountries were Eully alert and a surprise nuclear
strike when the United States was in a state of normal
readiness. Under both conditions; "severe" physical Jdamage
was inflicted on command, control, and communications
systems, Most fized, land-based primary and alternate
command centers and communications systems were dJdestroyed
within 30 minutes; distribution of emergency action messages
to the nuclear forces depended on airborne elements of the
Minimum Essential Emergency Communications Net and the
Emergency Rocket Communications System. Morsover, in either
situation, airborne elements of the Minimum Esgsential
Emergency Communications Net would be severely hindered by
nucleac detonations and electronic warfare attacks against
communications systems.l2

wpgd= Ags a result of the Defense Nuclear Agency
assessment, the Joint Chiefs of Staff on 11 January 1978
agreed that “assured communications connectivity" between
the HNHational Comnand Authorities and the nuclear offensive
forces was “mandatory.® More specifically, they said that,
"undez both day-to-day and generated conditions, there must
‘be sufficient command, control, and communications resources
available, either deployed or available for deployment, to
ingure that the capability to transmit SIOP emergenéy action
messages (BAMS) to SIOP forces exists.® To that end, the
Joint Chiefs of Staff issued nev guidancs requiring annual
evaluation of the expected effects Oof an enemy attack on
SIOP cowmunications, 13

T2, (15-EX) DNA Rpt, "WWiCCS Performance Assessment for
RISOP-9 INDIA and SIERRA, Including Electronic wazﬁara (o).

Feb 77, JMP 339 (7 Oot 75) sec 2a.
13, (1S=BX) JCS 2056/556=6, 30 Nov .77, JMF 339 (7 Qct

78) sec 2.
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The Late 1570s——The Coming Yogether

The System .
(U) By the latter years of the 1570s, an extensive net

of systems and proceduras was in place to provide the
. President - and the Secretary of Defenge’ control over and
communications with us strateglc forces. This net comprised
three basic elements: warning systems, command centers, and
systems to. transmit orders and direction to the nuclear
forces; . L

(ﬁ) The warning portion of the strategic command and
control net included: the Ballistic Missile Early Warning
System (EMEWS) with sites ia Greenland, Alaska, ‘and the
‘Onited Kingdom to provide warning and attack assesssent of
ballistic missile attack over the northern polar cap and
northern ocean areas; the Ssa-launched Ballistic Missile
Detection and Warning (SLBM- D¢W) System with sites in Maine,
North Carolina, Plorida, California, and Oregon to warn
against. sea-launched ballistic mnissile attack’ from U8
coastal waters; and the Perimeter Acquisition Radar Attack
Characterization System mizcs: ¢ located in North Daketa to
supply . tactical warning and attack -assessment on ICBMs,
Information from all three systems went ¢o the North
American Aei:éspace Defense Command Cheyenne Mountain Complex
for processing and -then to the National Military Command
System and CINCSAC over the Missile Warning and Display
System (MWDS). In addition, there was the Defense Support
Program (DSP) of - Infrared satellite mensors and ground
processing stations in Colorado and Austzalia to warn of
missile launches and provide nuclear detonation information.
Data went to the North American Aerospace Defense Coamand,
the National Military Command System, and the Strategic Air
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Command via the Command Control Processing .Display SBystem -

(CCPDS) . Pinally, COBRA DANE, a radar on an island in the
Aleutian chain, collected electronic intelligence on Soviet
missile launches to EKamchatka and the Pacific area and
provided warning and assessement data on ICMSs within its

coverage. This information also went to the NORAD Chayenne

Mountain Complex and then to the National Military Command
System and the Skrategic Air Command over the Missile
"Warning and Display Systen.

7" Three major cosmand centers provided the link that
connected the Fresident and the Secretary of Defense with
the gtrategic command and control network. The National
Military Command Center (NMCC) in the Pentagon served as the
primary command post and hed the capability of advising the
President and Secretary of Defense and of implementing their
decisions. The facility was not hardened against blast o
other nuclear effects. The Alternate Hational Nilitary
Command Center (ANMCC) Functioned as the primary backup to

the National Military Command Center. . It was & -fixed

underground center..  The third nmajor center, the NWational
Energency Airborne Command Post (NEACP), was the backup for
the previous two. . It supplied the President, the Secretary
of Defense, and the Joint .Chiefs of staff a survivable
command post capable of contiauous execution of nuclear
operations and direction of nuclear forces, 1In 1978, the
National Emergency .Airborne Command Post aircraft, the E-4A,
was not hardened against electromagnetic pulse (EMP). The
Nationsl Emergency Airborne Command Post's gurvivability was
based on the ability to respond to nuclear attack warning
with launch from ground alert prior to SILBM impacts ia the
Washington, D.C. area,

487 Other command posts that ﬂ.lled out the strategic
comaand and control net includeds -the Strategic Air Command
{SAC) Underground Coumand Post, ‘the primary means for
direction of SAC forces; the Strategic aAlr Command Airborne
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Command Post, a continuously airborne command post that
functioned as the primary alternate center for CINCSAC) and
the WNorth American Aercspace Defense Command Cheyenne
Mountain Complex (NCMC), a hardened, fixed, underground
conmand facility that served as a correlating, processing,
and disgeminating point for tactical warning, . attack

assessment, and nuclear Jdetonation information. There was

also the Post Attack Command <Control System (PACCS)
consisting of a fleet of 27 EC-135 aircraft. One was the
strategic Air Command airborne command post, and seven more
were on ground alert ready for launching in response to
warning of nuclear attack, The remainder would he
“generated® and placed on ground alert in case of emergency
(at DEFCON 3). The unified commandezrs who had nuclear
forces under their command, CINCLANT, USCINCEUR, and
CINCPAC, also had airborne command posts. These command
posts together with the National Emergency Airborne Command
Post were known collectively as the Worldwide Alrborne

d Post (WWABNCP) systenm.

) The third major component of the strategic command
and control net was the means for transmission of orders
from the President and the Seoretary of Defense to the

'nuehaz forces. Such orders took the form of energency

action messages (EAMs), The following systems could
desseninate emergency action messages:
(1) the JCS Alerting Network (JCSAN), a voice system for

both tcansmission of messages and conferencing, which used -

the Automatic Voice Natwork (AUTOVON);:

(2) the JC8 Improved Emergency Message Automatic
Transmission System (IEMATS), a leased special-purpose,
alternatsly routed teletypewriter network ({AUTODIN-based)
capable of secure record communications from both the
Alternate and National Military Command Centers;
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(3) the Automatic Digital Netwerk (AGTODIN), a landline
system and primary "record system” for disp‘atch of mesBages
including emezgency action messages; :

(4) the ‘Tactical Satellite Communications System
(TACSATCOM, AFSATCOM), a UHP satellite system that furnished
teletype connectivity from the National Emergency Airborne
Command Post to the other airborne command post aircraft and
the TACAMO aircraft (not protected against jamming);

{5) Airborne Low Freguency/Very Low Frequency (LF/VLF},
a means of low speed teletype communications from the,
Alternate National Military Command Center and the National
Emergency Alrborne Command Post to the nuclear unifled and
specified commanders -(not protected against jamming, but
zesistent to nuclear affects); .

(6) High Frequency (HF}, a system that provided voice
and teletype communications from the Alternate National
Military Command Center and the National Emergency Alrborne
Command - Post . to the nuclear unified and specified
commanders; ' : _

(7) the Emergency Rocket Communications System (ERCS), a
system of six MINUTEMAN missiles with communications systems
rather than nuclear varheads that could .be launched on
east/west trajectories to relay emergency action messagas;

{8) tha Fixed Submarine Broadcast System, a system that
furnished continous gecure VLF/LF and HF broadcasts from
£ixed shore locations to US submarines at sea; -

(9) the TACAMO US Navy aircraft that were -airborne VIF
relay platforms to provide survivablae, continuous
coxmunications to fleet ballistic missile submarines.l -

=T RIL information on the strategic command and control

aystem in 1978 .is from (TS-HOPORN-RD} CINCSAC Study, "C3
Study on BStrategic Connectivity, Final Report,”* 7 Mar 79,
JMP 360 (9 Mar 79) ssc 1A, and from (S-EX) RNavy,
"COngectivity Study," Feb 79, Vol. I, . JMF 380 (20 Hov 78)
sec lA. ; : :
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studias-~03D Nat Asgessment Appraisal

wepp=fespite this elaborate gystem for stratagic command
and control, growing doubta arose during the last years of
the 1970s about the adequacy of this system. In the spring
of 1977, the Diractor of Net Assessment in the Office of the
Secretary of Defense prepared an appraisal of U8 and Soviet
command, control, and communications systems. It revealad
that the Soviets had aade significant advances in this acea
and presentad a formidable threat to the United States.
enippimaithe assesspent suggested that "a major asymmetry®
existed between the United States and the Soviet Union in
systems endurance and reconstitution capabilities in the
post-attack phase of a nuclear conflict. Moreover, the
assessment indicated that U8 forces were not adequately
prepared to meet Soviet and Warsaw Pact countermeasures
directed against US command, control, and communicatjons
systems, and the result might be a significant nilitacy
advantage !o: .the goviets in both theater and strategic
varfare, " Another area .of concern was communications
security -where US vulnerabilities might substantially
enhance  Soivet 'strategic intelligence and warning
capabilities. The United States possessed "a commanding
lead” over the Soviets in command, c¢ontrel, and
communications technology, the assessment continued, but it
had not used that advantage effectively. The United States
did not have operationally dsployed systems that functioned
at levals of pei:fatmance, reliability, and interoperability
permitted by its technolegy.  Finally, because of the
centraliged nature of the Soviet system, the assessnent
gaid, the Soviet' and Warsaw Pact forces had Iimportant
advantages in integrated programs and interoperadility of
equipzent for comsand, control, and communications systenms 2

-

L T Nemo, MilAsst, Office of Net Assessment, OSD to
Steering Grp, 2 May 77, C38 files,
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Defense Science Board Study of C3 Managenent
{U) Later, in September 1977, the Director of Defense

Research and Engineering initiated a study of the management
of command, control, and communications systems. He asked
the Defense Science Board to examine the process by which
the Department of Defense planned and procured .such
systems.3 - - T :

(U) A special task force of the Sclence Board conducted
'theifstudy and reported in July 1978. The task Eorce stated:

It. is .¢lear that the -nation needs command and

control systems which would provide substantially

© better service to our national leaderz and our

military commanders than the ones we have in

place. Our opponents in many circumstances are

likely to have forces larger than ours over which

we can prevail only with superior coordination and

better management, and the potential damage and

. rapid pace of likely future warfare makes command
. and control even more essential than ever befora.

The basic reason for *new and better" command and control

capability, the task force continued, was the changing
nature of circumstances whézea US military power might have
to be applied. Amarican interests around the world were

likely to require carefully contzolled use of: force with

precise understanding at all levels of command as to what
was and was not happening, In addition, the likelihood of
future constraints on Defense spending put- a premium on
 gsecuring the most effective use of Limited forces. It was
clear, the task force believed, that command and’ control
gystems could ‘multiply the effectiveness of U forees in
many possible confrontations. ' s

(U) The Defense Science Board task force criticized the

organization and management arrangements within the
Departnent of Defense for command and control. ' Systems aust

—¥"Wamo, . Dir DRSE to Chm, DSB, 29 Sep 77, JMF 360
(29 Sep 77).. |
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bya in‘ter.oéerable. the task force sald, and pecommended “a

strong central organization,® ¢to cut across Service
. boundaries to manage design and acquisition and to assure
coiupatj.bility of all systems., The task force proposed the
creation of a gseparate Defensa agency for that purpose to
raport to the Secrstary of Defense and to have a relation-

ship within the Depactment similar to that of the Defense -

Communications and the National Security Agencles.4

pafense Science Board Summer Study

Jik, Just as the task force completed its study, the
Dafense Science Board held a "gummer atudy® at the Navel War
College during the period 30 July through 11 August 1978,
one subject examined was the strategic nuclear balance. The
results of the study revealed that, over the past decaade,
the strategic balance had evolved from net US supexiority
“in all relevant indices of capability™ to a situation
currently termed "agsential equivalence.® 1In the perliod of
US superiority, the Science Board said, US planners assumed
that, If deterrence failed, superior US forces would be
adeguate for succeysful conduct of hostilities.
Consequently, objectives had besn stated as retaliatory
goals. Now, the Soviets had closed the gap, the Board
continued, and all types of weapons would be needed to fight
a prolonged nuclear war. Moreover, the Soviets placed great
emphasis on enduring viability of their forces including
coumand, control, and communications throughout a confliat

J¥7 The Defense Science Board summer. study assessed the
capebilites of U8 strategic nuclear forces including command
and control and indicated several major problems.
Conmmunications from US warning systems rearward wvers
considered ®very fragile® and the ourrent capablliity to

4. (U) Rpt of Defense Science Board Task Porce, "Command
and Control Systems Management,” Jul 78, BEncl to JCS
2308/814, 17 Oct 78, JMF 360 (29 Sep 78).
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react to an attack on those communications was inadequate,

- Moreover, the Sclence Board believed that provisions fer
National Command Authority survival were critically
deficient, Given a nuclear attack on the United States when

the President was in Washington, it would be possible, the’

Science Board said, for the President either to command the
forces until the attack hit Washington and he was killed or
0 try toO escape and survive, but not both,

(S) The Science Board also identified cother problems in
the area of strategic command, control, and communications:
transmission of emergency action meszaages depended upon the
survival of a very faw critical aircraft and assumed that
those ajroraft were connected with a proper authority iden-
tified and authoriged to act; and ICBM survival would ba
increasingly doubtfiyl beginning in the early or mid=159803
when Soviet ICBMs iamproved in capacity and. accuracy.
Another weakness, the Science Board said, was the lack of a
" thought-through plan, with appropriate associated capabil«
fties for a major continuing nuclear war requiring actions
that wera not preplanned, For example, there was no secure
raserve oommand, control, communications, and intelligence
systen to support the secure reserve gorces. © It was
apparent, the Science Board concluded, that US strategic
conmand and control systens ware designed for

a spasm, SIOP response, with minimal capability to

support other strategies,

In sum, the essentisl and lm‘adlate need to
support & broader ‘deterrence' requirsd increased
attention to the war-fighting capability of both
our strategic forces and the C3I systems which
support them.

(5} To that end, the SBcience Board recommended that
first priority be given to £ixing and improving existing
systems, particularly improvement of survivability of
coxnand, control, and communications systems. The Board

.;made the following specific racommendations with regard to
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command, control, and communications: fix the gystem so
that it worked In peacetime and under attack, strengthen the
current fragile system from the warning sensors to the
command authority, and improve the probability of succeasful
emergency action message transmission dJduring the {initial
phase of war to asgure that the afrcraft (e.g. BE-4Bs and .
TACAMOS) needed for NCA connectivity survived and worked.
Other actions considered Iimportant were initiation of
prograns for enduring Dbackup communications Dbetween
aythorities and forces and i.ncreased hardening against
electramagnetic! pulsge.5 '

Secure Reserve Force Study
4#T While the Defensge Sclence Board studies were In

preparation, a review was algo in progress within the
Department of Defense on the secure reserve force (SRF)
vhich had implications for strategic connectivity. The
secure reserve force consisted of nuclear forces that would
be ressrved during the initial stages of a major nuclear
conflict for subseguent protective and coercive uses. 5Soon
after entering office, President Carter had ordered a review
of national itutcgy (PD NSC=18) and, as a follow-on, the
Secretary of Defense, in coordinstion with the Director of
Cantral Intelligence, was tasked to review the capability
required for the secure reserve force. A working group
composed of representatives of the Deputy Secretary of
Defense for Policy, the Direstor of Central Intelligence,
the Chairman of the Joint Chiefs of S5Staff, the Under
Sectetary of Defense for Research and Engineering, and the
Assistant Secretaries of Defense for International Security
Affairs and Program Analysis and ZEvaluation conducted

= 5. (5-EX) Detfense Science Board, Final aepo:t of 1979
Sumper Study, “The Strategic Huclear Balance (U)," 11 Aug
78, JMF 701 (31 Jul 78) sec lA,
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the study, which waé completad in October 1978 and: forwarded

to the National Security Council.® :

«{ié The secure resarve force study reévealed that the
National Command Authorities did not have the communications
's;rst:ems or the means to obtain the information and intell-
igence reguired to manage the force..  Because of the
vulnerabllity of and lack of endurance in command, control,
communications, and intelligence aystems, the study
questioned the ability of the United States to use the
sacure reserve after an initial nuclear exchange.?

The SAC Strategic Connectivity Study
4 In the meantime, Gensral Richard #., Ellis, USaAF,

Comsander of the Strategic Air Command, had bacome concerned
that the Unitad States could not execute the Single
Integrated Operational Plan (SIOP) in case wa uuClear attack
because of weaknesses in the strategic cosmand, contrel, and
communications system. He was particularly worried about
the Soviet “Yankee" submagtines off the Bast Coast and the
resulting reduction in warning time available to the United
States in the event of a missile attack. Waraing time, he
said, was reduced from 30 to 15 minutes and a high altitude
nuclear burst and electromagnetic pulse could even reduce
warning time further to 7 minutes.

g, (5] Memo, USachDef (Policy) to CJCS et al., “Becure
Reserve TYorce Target Acquisition Study (8)," 18 Nov 77;
(I'S-EX) Memo, Dep USecDef (Policy) to DepSecDef, CJC8,
et al., "PD-18 Follow-on Studies--Secure Reserve Force (U],”
19 Oct 78; J=5 NSC Affalcs Office files, (TS) Memo, Sec Def
to Usecpef (Policy), "Secure Reserve Force (U)", 28 Oct 73,
game file,

7. The SR¥ study is classified SI-TK. The gist of its
findings is contained in (TS) Nemo, SecDef %o USecDef
(Policy), "Secure Reserve Force (U),* 25 Oct 78, J-5, NSC
Affairs Office files. rurther indication of the content of
the 1978 SRF study is gleaned from a 1982 Jolat Strategic
Connectivity Staff SRP study contained in {TS-EX) Mewmo, pir
JSCS to DJIS, 23 Peb 82, €33 f£iles.
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W General Bllis discussed this concern with General '
pavid C. Jones, USAP, the new Chalrman of the Joint Chiefs
of Staff in early September, when the latter visited the
Strategic Air Command. The current Soviet threat neasured
against strategic command, control, and communications

" gystems and procedures, General Ellis believed, could

pravent successful transmission of Prasidsntial directives
to the nuclear f£orces. He "used &the term strategic
connectivity to cover the warning and command and control
systems that provided the DPresident and the BSecretary of
Defense the capability to execate and manage strategic
nuclear forces:. He intended the term to imply more than
just communications systems and propomed a study of this
matter.8 :

: Jﬂ General Jones was persuaded and, upon his return to
Washington, proposed that Geneial Ellis undertake such a
study. X The Secretary of Defense gave his approval. 1In a
digscussion ‘of the matter in a wmeeting of the: Operations
Deputies -on § October 1978, the Navy queationed wvwhether a
Strategic Air Command study. would give adegquate attention to
connectivity with the naval strategic forces. As a result,
the.  Operations Deputies decided that the Chief of WNaval
Operations should conduct & companion study of that aspect.
Accordingly, the Joint Chiefg of Staff directed both the
Comaander. of the. Btrategiec Air Command and the Chief of
Naval Operations to proceed with strategic connectivity
studies. = The amphagis of both wad to be on near term fixes
for identified - deficiences; longer term solutions and
“prograzmatic action*  would be considered in a separate
study by the Defense Science Board.?

B. (To~BX) CINCSAC Command Histor 1978, pp. 99<100.
(8) Ltr, CINCS 2] ; USD{R&D}, & I}, 23 Sep 78,
CJCS Pile 048 CINCSAC. (U) Interview, Willard J. Webb with

GEN Richard E. Ellis, USAP Ret., 6 May 82.
9. (8] DISM-1618-78 to CICB, 6 Oct 78, CICS File 048

CINCSAC. (C) Msg, JCS 5833 to CNO and CINCSAC, 0720352 Oct
78, JMF' 360 (29 Nov 78).
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4@9P A specfal task group at the Strategic Air ‘Command
prepared the SAC strategic connectivity study and General
Ellis submitted it to the Joint Chiefs of Staff on 7 March
1979. The Strategic Air Command study group examined the
facilities, systems, and procedures that jinterconnected the
National Command Authorities, the Nationmal Military Command
System, the Strategic Air Command, and the North American
Alr Defense Command and asgssssed the capability of existing
command, control, and communications systems to percform
during all phases of nuclear conflict. The - study group
found that command, control, and communications systems
could not cope with the strategic threat becaugse of
architecture deficiences and lack of endurability. The
command, control, and communications system supporting the
National Command Authorities, the group sald, was
characterized by a peacetime orientation.

(99 The Strategic Alr Command group arranged its
£indings under. the three major functional areas--warning,
decision, and implenentation--necessary for succeasful
direction of the strategic foroes. With regazd to warning,
the group reported that tactical warning and cosmunications
systems were available to alert the National Command
Authorities, but were .“fragile® and susceptible to
electronic countermeasures, electromagnetic pulse, and
sabotage, which could deny necessary warning and assessment
to the WNational Command Authorities.  Moreover, current
procedures to route warning information to the Hational
Conmand Autborities were cumbersome, - involving seven major
communications nodes. Attack agsesspent from SLBM warning
systexs was nonexistent and the study group doubted warning
facilities would survive longer than 33 minutes in a nuclear
attack against the United Btates.

4oy The major shortfall in strategic connectivity, the
strategic Air Command group found, was 4in the decision
function. Current systems and procedures did not provide
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enduring connectivity anong the  Hational Commpand
Authorities, the National Military Command System, and the
commanders of nuclear forces, The study group said that the
_ decision time available to the National Command Authorities
was compressed by the c¢lose geographic proximity of
wWashington to the SIBM threat and, if the President chose to
delay a response decision, execution of a nuclear response
could be IJeopardized. With current basing and nuclear
effects vulnerablility, the study group predicted that the
National Emergéncy airborne Command Post as well as the
presidential CROWN  helicopters would be  destroyed,
precluding a viable means’ of Hational Command Authority
survival. PFinally, information systems available to the
Progsident and the Secretary of Defense were ground~based and
lacked enduring, long-range communications links hardened to
survive in a nuclear war. Consequently, force management
information would pnot bhe available for HNational Command
Authority decisions subsequent to an initial decision ¢o
execute a nuclear attack,

o) Much the game situation, the Strategic Air Command
study group said, existed with regard to the implesentation
function. 1In the execution or termination of operations by
strategic nuclear forces, ground communications systems for
diszeninating emergency action messages had been overlaid on
commercial systems and had limited endurance., The National
Military Command System facilitiesx, and least of all the

Hational Military Command Center, would not survive a-

nuclear attacks even. the National Emergency Alrborne Command
Post was vulnezable to elesotromagnetic pulse and did not
provide an assured survivable neans for emergency action
message transmission,

*®P The Strategic Air Cosmand study presented a J.cngthy
serieg of recommendations, some 120 in all, to remedy these
weaknegses, All the recommendations wefe limited to near

term improvements and involved procedures or changes that
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could be accomplished with “off-the-shelf" resources
currently available. The recommendations .ranged from
relatively simple actions to elaborate improvements. For
example, with regard to reducing the vulnerability of the
President at the White House to early destruction by Soviet
SLBMs, tha recommendations <covered a spectrum from
relocation of Presidential CROWN helicopters closer to the
White House to enhancement of the probablility of escaps by
development of hardened helicopters. Por a listing of the
specific recommendations, see Annex A. In submitting the
strategic connectivity report, General Blﬂs reconmended
that the Joint Chiefz of Staff implement the procedural
recommendations, that the Services program and implement the
nedr term recommendations, and that the office of the
Agsistant Secretary of Defense for Command, Contzol,
Communications, and Intelligence should develop
recoxnendations for long-tera system improvements. Hs also
propoged the formation of "a dedicated JCS agency" ¢o
gonduct “end-to~end” analysis of the  effectiveness of
facilities, systems, and procedures to support the strateglc
warning, deciaion, and execution processes,l0

The Navy Connectivity Stud
2} Simultaneougly with the Strategic Air Command study,

the Navy had conducted its review of command, control, -and
comsunications systems that gave the National Command
Authorities the capability to command and execute Ravy
strategic forces, The study was completed in PFebruary 1979
although the Chief of Waval Operations did not forward it to
Seneral Jones until 23 Jaly 1979, <The Navy reached tha same

=06, (TS-NOFORN-RD) CINCSAC Study, "¢3 Study on Strategie
Connectivity,® PFinal Report, 7 ¥ar 79, JMF 360 (7 Mar 79)

sec 1A,
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general éonclusion as had the Stratagic Air Command--
axisting strategic. connectivity was jinadequate. It had
become apparent during the atudy, the Navy said, that the

system which would currently exist at the initiation of - |

either a “generated” or surprise aenemy nuclear attack would
degrade rapidly to "a very small residual system.* Using
the current JC8 estimate of an enemry nuclear attack (the Red
Integrated Strategic Operation Plan (RIBOP} 5C), the Ravy
study indicated that such an attack would destroy
approximately 90 percent of the ground based elements of the
Worldwide Military Command =and Control System within 1S5
minutes of the attack initlation. Bven satellite space
segments could be lost to electromagnetic pulse or direct
physical damage, and the residual system remaining after tha
initial attacks would be assets .of the Worldwide Airborne
Command Post (WWABNCP), . :

«97” In the post-attack period, the Navy estimated that
connectivity to USCINCEUR and CINCPAC would remain tenuous.
‘Survival and continued availability of & fully-capable

TACAMO relay aircraft in the Western Atlantic would provide

connectivity to USCINCEUR and CINCPAC and Improve the
chances for delivery of National Cosmand Authority orders to
f£leet ballistic missile (FBM) forces at gea. Should TACAMNO
capabilities be degraded or lost, the Navy study coatinued,
connectivity to either USCINCEUR or CINCPAC would be reduced
to periodic communications delivered by sorties of aircraft
nozmally part of the Post Attack Command and Control System
(PACCS) chain over the continental United States

A9 Like the Strategic Air Command Study, the HNavy

restricted considerations for improvement to immediate and

"near-tern f£ixes' to identifled deficiencles. Recommend-
ations vere made in three major arcas: protection of the
TACAMO sSystem, improvements in the connectivity from the
nuclear commanders to airborne TACAMO aircraft and nuclear
submarines (8SBHs), and improvements in the connectivity
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between nuclear commanders Por a listing of specific
recommendations, eee Annex B.1ll

(T) The two studies, the Strategic Az Command and Navy,
became known collectively as the JCS Strategic Connectivity
Study. It represented the first time that strategic
connectivity had been .addressed in mnanageable terms with
specific recommendations for improvements. Heretofore,
study recommendations, such as those by the Defense Sc¢ience
Board, had been in broad generalities.l2

Dafanse Scieneo Board Study of Enduring C3
M The JC8 directive té both the Chief of Naval

Operations and the Commander of the Strategic Air Command
had restricted their strategic connectivity studies to
short-term problems and improvements.  Longer term ilssues
were to be the subject of a complementary effort by the
Defense Science Board  Accordingly, tha Under Secretary of
Defense (Research and Enginesering) requested the Chairaan
of ‘the Science Board to form a special task force for that
purposé, It was to use the earlier “"Summary Study® on
stratsgic nuclear balancel3 as the point of departure 14
aﬁr “The task force completed its study of *"Bnduring
Strategic Communications, Command, and Control® en
10 October 1979, 1t made a dAistinction between
survivability and endurance, <The former was the ability to
withstand a nuclear attack; the latter was the ability to
operate for a long time in the face of a set of attacks
The Defense ' Sclence -Board task force was primarily

. ) Havy, “Connectivity Study,” Vol I, ¥eb 79,
IMP 360 (20 Nov 78) sec lA.
12. (U) Interview, Willard J. Webb, 3CS Hist. Div., with
LTC Jessie X. Crawford, USAP, JSR piv., C38 Dir., 12 Feb 82.
13, See above, pp. 25-27. «
1d. 40 Memo, USecDef(R&B) to Chm, DSB, "Terns of
Reference for Task Porce on Enduring Strategic C3 (U) "
2Mov 78, App to DSB Report, “Enduring Strategic
Communications, Command and Control (U),” 10 Qct 79, C3s

fiIQSo
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concerned with endurance although it recognized that
endurance included ‘survivability as a special case. The
task force found serious weaknesses in the endurance of US
strategic command, control, and communications systems,
particularly in the post-attack phase. It doubted that an
enduring system would result from the programs as then under
way or proposed. It believad a fundamentally dJifferent
approach was needead, one that used large numbers of existing
assets rather than building & few new ones. :

97" The task force reached the following conclusions
with regard to the future requirements for command, control,
and communications systenmsa; designs muat emphagicze
flexibility against 'a nmultitude of situations and not
"optimization against some approved threat or scenario®; :
redundancy, proliferation, and diversity were preferable to
gpecialization; emphasis should be on enduring capability to
perform- a function rather on survivability of specific
facilities; and realistic systems tests and exercises were
absolutaly necessary, )

480" The task force examined strategic command, control,
and communications in three time pericds of conflict~~
pre-attack,  trans-attack, and post-attack--and nade the
following recommendations: pre-attack--toughen communica-
tions and establish explicit procedurss for raising alert
status of strategic comwand, control, and communications
gystems based on warning information; trans-attack--increase
the number of airhorne ocommand posts, proliferate
communications to forces, and clarify the role of the
military in seeking and supporting the Natlonal Command
Authoritieg; and post-attack--zeview and extend procedures
for reorganizing military command structure from surviving
senior military officers, develop procedures and facilitiss
to reconstitute rapidly a narrow band, nationwide
communications network £rom surviving assets, and plan for
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and practice use of surviving sensor, communications, and
command poat assats under post-attack conditions.)S

Actlons to Btrengthen 1] ontrol, and Communications

(U) The various studles and reviews in the period 1977
through early 1379 succeeded in bringing about an awareness
of the fragile condition of strategic connectivity. As a
result, the Joint -Chiefs of Staff and the Secretary of .
Defense recognized the need to do more to guarantee the
National Command Authorities enduring command and control of
strategic forces in the avent of a nuclear conflict. Now,
they began to give increaged attention and emphasis to the
systems and procedures that linked tha President with the

gtrategic fLorces. '
\
A

The Command, Control, and Communications S . as Dirsctorate
(U) The first such action was the cruﬁos of a Joint
Staff directorate to oversee command, ‘ontrol, and
communications matters. The Defense Science Board study 1In
the summer  of 197816 had criticized = the management of
command and control systems and had proposed a central
organization within the Despartment . of Defense for that
purpose. Specifically, the Dafense Science Board study had
raconmended a new Dafense agency or, if that alternstive was
not “propitious,” expansion of the Dsfense Communications
Agency. In implementation cof that recommendation, the
peputy Under. Secretary of Defense for Research and
Engineering directed the Defense Communications Agency toO
plan an expansion of 1its charter to provide Defense-wide

~"15. 4##9™ DSB Task Force Report, "znduzing Strategic

Communications, Command and Control (U},* 10 Oct 78, C35
files.

16. See sbove, p. 24-25.
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management of cdm’mand, control, . and. . communications

systems.l7. _ . -
(U) The Joint Chiefs of Staff, however, did not agree,

After reviewing a Defense Comnunications Agency plan for
compand, control, and communications management, they told
the Becretary of Defenae ‘en 3 April 1979 that “the
delineation, sacope, and range of responsibilities" of the
proposal were based on “"a 1limited view of command and
control system management problems.®” The Joint Chiefs of

. gtaff recommended the assignment of only a limited
architectural role of. joint command and control systems 0 o

the Defense Communications Agency’'. and that broad
responsibility for - planning and establishing command and

~ control systems interoperability be assigned to them.18

{(U) In pursuit of that recommendation, the Chairman of
the Joint Chiefs of Staff, General David C. Jones, UBAP,
proposed the establishment. of a Command, Control, and
Communications Systems (C38) Directorate within the Joint
Staff. The Secretary of .Defense accepted the Chairman's
proposal on 17 April 1979 and the new dicectorate was
sstablished .on - 30 May. It was charged with developing

policies, plans, and progzrams to insure adequate command,

control, and communications support to the unified and spec-

{fied commands and the National Command Authorities for .

joint and combined nilitary operations; with
*sonceptualizing” ~ future compand, . control, and
communications systems design; and with providing direction

to {mprove command and control. (For the Command, Control, -

and Communications Directorate charter, see Ansex E.)19

“—=I7. (0} Memo, °Principal DepUSecDef{R&E) to Dir DCA,
9 Nov 78, Att to JCS 2308/8i4~1, 16 Nov 78, Jw¢ 360 (29 Sep

76)0 . )
18. (U) JCSM=-93-72 to SecDef, 2 Apr 79 (JCS 2308/824~1) ,
JMF 360 (29 Sep 78). ’ .

19. (U) JC8 1977/149, 25 May 79; JCS 202/208, 30 Hay 797 -

IMF 026 (25 May 79).
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{0} 'uéantime. the Secretary of Defense had already taken '

similar action to strergthen management of command, control,
and communications matters in his office. 1In March 1977, he
had established an Assistant Secretary for Communications,
Command, Control, and Intelligence (C3I) to setve as his
principal staff assistant in that arew.20

Review of Connectivity Studies

47 In a further effort to bolster strategic
connectivity, the bDeputy Secretary of Defense on 29 August

1979 asked the Joint Chiefs of Staff to reviaw the reacently -

completed Strategic Air Command and Navy studies?l and
recomaend improvements in strategic connectivity. The Joint
Chlefs of ‘Staff provided their cesponse on 1 October 1979,
They viewed the Strategic Air Command study as “a useful
baseline” from which to pursue essential improvenents. They
endorsed all 120 recommendations of the study except for one
calling for placement of a Worth American Aerospace Defense
Command representative on ‘the National EBmergency Alrborne
Command Post. Such an action, they felt, was unwarcanted.
Forty=one of the Strategic Air Command recommendations, the
Joint Chiefs of Staff told the Secretary of Defaense, wele
currently being addressed by their organization, the
Services, and the Dafense agencies for implementation while
57 more required further examination by those same organiza-
tions as well as the Commanders of the Strategic Alr and
Aercspace Defenge Commands, (For JCS comments and recommens=
dations on eath Strategic Air Command recommendation see

—35—0) pop Dir $137.1, 11 Mar 77.  This position’

evolved from an Assistant to the Secretary of Defense
{Telecommunications) created in 1970, changed to the
Assistant Secretary of Defense (Telecommunications) in 1972,
who subgequently became the Director, Telecommunications and
Command and Control Systems, in 1974.

21. See above, pp. 28-34.
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‘Annex C.) The Joint Chiefs of Staff asked the Secretary of
pefense to provide support for the following improvements:
(1) deployment of a survivable space-baged genisor systenm
capable of providing impact points; (2) two additional PAVE
PAWS sites and power upgrade to provide assessnpent;
{3) deployment of progranmed Defense Support Program (DSP)
mobile ground terminals with survivable communications;
{(4) dsployment of a space~basgd sensor system with onboard
processing and direct communications to ground-based and
airborne users; (5} an Air Porce tanker procurement program
te include full support for the Alrborne Warning and Control
System; (6) a space-based surveillance system to counter the
threat of low=altituds cruise nmissiles; (7) direct
tzansmigsion of sensor data to the National Military Command
System and the Btrategic Air Command; (8) final operational
capability by 1985 for a six-aircratt fleet of E-4Bs;
(9) strategic satellite systems and adaptive High Freguency
programs; (10) . procurement of 100XW low frequency/very low
fraquency transmitters and- complete implementation of the
Air Porce Satellite Communications (AFSATCOM) program aboard
postattack . command and control System BC-135 alrcratt;
{11) the -Ravy TACAMO Improvement Program to insure
compatible low frequency/Air Force Satellite Cosmunications
System capability. They also wanted the Secretary to sscure
presidential authorization for the follewing actions: JC8
determination of National Emergency Airborne Command Post
basing, subject to the Presidential responsés guidelines)
support for placing the Vice President on the ¥Nationmal
Emergency Airborne Command Post at DEFCON 235 and
" consideration of ‘alternative basing for the Presidential
CROWN helicopters .22 '

: £X) JCSH-291-79 to SecDef, 1 0ct 79 (JCS
2308/846~1) , JMP 360 (7 Mar 79).
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" The Joint Chiefs of staff also endorsed the Nayy
strategic connectivity study. Of the twenty-two
recommendations contained therein, the Joint Chiefs of Staff
had directed implementation of alevan by the Chief of Naval
Operations, CINCLANT, and CINCPAC; nine more requized
further consideration by their organization, CINCSAC, or the
Defense Communications Agency; and action had already been
initiated on the remaining two. (for a 1listing of the
reconmendations and the JCS recommendations on each, See
Annex D). The Joint Chiefs of Staff requested the Sscretary
to supply funds to implement those recommendations that
could not be accomplished within present program funding.23

(U} The recommendations of the Strategic Air Command and
Ravy connectivity studies were for short-term improvements,
and their implementation in the following months began to
‘strengthen the systems and procedures that linked the
National Command Authorities with the strategic forces.. In
addition, saveral organizational developments occured that
were designed to enhance strategic connectivity further.

The Joint Strateqic Connectivity Staff
{U) At the urging of General Ellis, the Btrateglc Alr

commander, and GCenetal Jonea, the Joint Chiefs of Staff
established the Joint Strategic Connectivity Statf (JBCS) in
Pebruary 1980. 1In proposing such an entity, General EBllis
. envisioned an organiszation to monitor strategic connection
at an operational 1level as disgtinot from the Command,
Control, and Cosmunications Systems Directorate of the Joint
8taff which was responsible for planning and coordinating
all command, countrol, and communications systems including
those that gupplied sastrategic connectivity. The .. Joint

. X). JCBM=290~79 to  SecDef, 1 oct 79
(JCS 2308/821), JMF 360 (20 Nov 78).
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Strategle .'C.onnectivity staff was an agency of the Joint
Chiefs of Staff located at the Strategic Air Command
Headguarters. It w!aa to glve operational and user focus to
tactical warning ‘and attack asseasgent, . conferencing,
emergency action message dissemination, and force status and

‘The new Staff would davelop software and hardware and

'proce_dural recommendations to  insure interoperabxnty,'
reliability, survivability, endurance, sacurity, and

sfficiency to those systenms. In addition, it would

o zeport:ing--the sys‘.:ems that provided strategic connectwity. C

coordinate and review connectivity = and -operational -

procedures among and between the National - Cosmand
Authorities, the Wational Military Command System, and the

nuacliear comanders. It would also recommend exercises to .

test procedures.

(U) The Joint Chiefs of Statf mma General Ellis the

Director of the Joint si;rategic Conmctivity Staff, in
addition to his duties as Commander of the Strategic Air
Cosmand. . For the new responsibility, he reported directly
to. the Chairman of the Joint Chiefs of staff, (For the
Terms of Reference for the Joint Strategic Connectivity
Staff, see Annex F.)24

'rhe Strate ic Con ivity Engineering Office -
(,Sg Following the establishment of the Joint Strategic

bo:mectiv:lty staff, the Command, Control, and Communications

Systems Directorate of the Joint Staff - saw a need for a

"complimentary” system engineering effort o assure .the
' survival ‘of nininmn elsential comuniaatlons for strategic :

24. (0) JC8 1977/424, 12 Feb 803 JCSH-SS—BD to CINCSAC,
'3 mar 80 (JCS -1977/424); JMF 030 Jscs (12 Feb 80).

‘Washington Star, 2 Aug 80, 0l4. (U) Interview, Willard J.
Webb w?EE GEW Richard B, BEllls, USAP Ret., 6 May 82. _
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connectivity. Since the Director of the Defense

Communications Agency served as the system engineer for the
Minimum Essential Emergency Communications Net (MEECN}, the
pDirector of the Command, Contzrol, and Communications
Directorate asked the Defense Communications Agency on
7 October 1980 to recommend the best way to achieve a MEECN~-
like focus on strategic connectivity.25 ' Subsequently, on
23 January 1981, the Director of the Dafense Communications
Agency submitted a plan calling for expansion of the UEECN
system engineering efforts of the Command and . Control
Pachnical Center (CCTC) in his Agency to include esgential
. communications support to all enmergency action functions in
order...to, . accomplish a system engineering approach to
essential communications connectivity.26 Thereafter, on
16 Pebruary 1981, . the Director, Defense Communications
Agency, .created the Strategic - Connectivity Engineering
Office (SCRO) . within the Command and Control Taechnical
Center . for that purpose, This office would focus on the
functional areas of tactical warning and attack assessment,
decision conferencing, and force management to determine,
initiallys, the minimum essential connectivity reguiremants
and then to take MEECH-like actions to provide survivable
and enduring systems for those requirements. -Later, the

- Minimum Egsential Emergency . Communications - Net -
responsibilities would be 1ncozporated into ‘the strategic

Canectivity Enqinet:ing Office as appropriate.27

-

—'irﬁtﬁaz-x-rcas-u-sss-eo to Dir DCA, 7 Oct ao, C35 files.
‘ 26.0@;&2}' Memo, Dir DCA to Dir €3S, 21 Jan. 61, C38

f£iles.
21.“{5;-—1::? Mema, Dir DCA to Distribution, *DCA Support
to Strategic Connectivity Upgrading," 10 Mar 81, C35 .filea.
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Presidential Decisions .

(0) While these organizaticnal developments were in
process, PYresident Jimay Carter reachad several policy
decisions that gave added importanca &to and priority for
strategic connectivity. President Carter, 2 former naval
officer, had served on a nuclear submarine and was more
consoious of the problems of strategic command and oentrol
than any previous president.28 After entering office, he,
personally, participated in several command and control
exarcises. 1In a decision on 15 November 1979, Presidential
Directive 53, he set out the requirement for a survivable
communications system as a component of deterrsnce., United
BStates - policy,. he. said,. must provide for "connectivity
between the NCA and strategic and other appropriate forces
to support -flexible sxecution of retaliatoery strikes during
and after an enemy nuclear attack."2? -

80> Subsequently, Presidential Directive S8 ot 30 ‘June
1980 on continuity -of . governnent recognized the need to
insure the :survival. of. the Presidency under- "the most
streading. conditions” (extended nuclear attack) to provide
connectivity. between - the. National Command -Authorities and
the - ‘strategic. -and -other : forces. appropriate for £flexible
execution of  retaliatory strikes during and after an eneny
nuclear attack, and to give rasponss support for National
Command Authority operational contzol over the armed forces,
even during protracted nuclear conflict.,30  Threa weeks
later, -on. 25 July 1930, President Carter iasued & new
nuclear .. weapons . . amployment policy {Presidential
pirective 59). Among other things, the President stated
that "strategic stability in an era of essential equivalence

~——957"76) Interview, Willard J. Webb with GEN Richard H.

Ellis, USAF Ret., 6 May 82.
29, {U) Extracks of PD/NSC-53, 15 Nov 79, JMPF 001

{C¥Y 79).
38, (TS-EX) Extracts of PD/NSC-58, 30 Jun 80, JMF 001

(CY 80) sec 2.
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&epends as much on surviirabili.ty of C31 capabilities as it
does on the sige and character of strategic arsenals."3l

The N Fals erts '

(U) In the gsame period as these Presidential directives,
false missile warnings at the North american Aerospace
Defense Command Cheyenne Mountain Complex brought adverse
public attention to the strategic command, control, and
communications system. As a consequence, however, actions
were taken to improve tactical warning and assessment,

(U) On 9 November 1979, an exercise tape was mistakenly
ingerted ino the operational computer system at the Cheyenne
Mountain Complex. This caused missile warning displays at
the Strategic Air Command, the National Militzry Command
Center, and the National Emergency Airborne Command Post,
and 0S8 forces in North America were i?].aoed on alert for
about ten minutes before the error was confirmed. To
preclude a reoccurrence, the Commander of North American
Asrospace Defense established a review board to look into
the incident and instituted stringent testing regulations.
fn addition, an offsite facility was designed so that
testing of both hardware and software as vell as training
could be done separately from the operational computer
systenm, 32

() A little over six months later, on 3 and 6 June
1980, false missile warning indications reoccurred at the
Cheyenne Mountain Complex and appeared on the Strategic Air
Command and WHational MNilitary Command Center dJisplays.

Si. (T8-BX) PD/NBC-59, 25 Jul 80, JNF 001 {CY 80) sec 3.
32, (U) washington Star, 10 Nov 79, Al. (U) Statemant
by LTG Janeas V., artinger, USAP, -CINCNORAD/CINCAD, in
Hearings, PFailures of _the WNo. Am, Aerospace Defens

Command's .
5 : : v , 9 ng, lst sess,
pp. 115-125 (hereafter cited as Hearings, Failures of NORAD

Agtack Warninﬂ System) . (8-8%) CINCAD m B!sﬁrﬁ
FrAdX, PP. - . .
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Again, it .was quickly determined that the warnings were
erroneous. The North American Aerospace Defense Command
investigated and determined that a computer chip was at
fault. The particular chip as well as other critical chips
vere replaced and circuit boards werse redesigned to prevent
any repeat incldents.33 :

- The Leaf Report . o

a; Following the June incidents, General Lew
Allen, Jr., Chief of Staff of the Air Porce, ordered a
_review of all aspects of the tactical warning and attack
~ asgeasment system. Tha U8 Air PForce Inspector General,
Lieutenant General Howard W. Leaf, conducted the .review
assisted by a group composed of representatives Erom the
Strategic Air and Aerospace Defense .Commands and cther
appropriate Air Porce commands. General Leaf submitted his
report in early September 1980. His principal finding was
that the US Alr Force did not recognize or manage tactical
warning and attack assessment slements as a complete system.
This condition caused divided approaches to acguisition, -
interface, and management of elenents; a lack of ' "end-to-
end” direction for operations concepts, doctrine, and
procedures; and the absence of a reporting reguirement for _
tactical warning and attack assessment systems - and
'subgy‘stems. General Leaf mads a number of recommendations,
the most significant of which called for a warning and
assessment management organizstion that included a directive
to recognize tactical warning and assessment as a total
system and an engineer organization for that system,34 -

33, Bartinger statement, Hearings, Pajlures of
' Attack Warning System, pp. 115-125. aleimore Sun, 6 Jun’
79. “Recent False Alerts from the Wation®s Missile Attack
" Warning System,” Rpt by Senators Gary Hart and Barry

Goldwater to S. Com on Atmed Services, 9 Oct 80, 96th Cong,
24 e85, PP 5-9.

34. {S-Bxy Rpt, IG USAF, "Special Management Review of
USAF  Support to the Tactical Warning/Attack Assessnent
System,® 3 Jul-2 Sep 80, €38 files, :
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(§) The air Porce Chief of Staff, General Aallen;

- approved ths recommendations' for establishpent of a tactical
warning and attack assesgment mnageménh ‘organization on
8 October 1980.35 e named the Commander of the Aecrosphce
Defense Command the executive panager for the Air Force for
the tactlcal warning and attack assessment syatem with
overall responsibility for management and control of tha
system end-to-end and for review of &ll changes thereto.
Also established, effective 1 Januvary 1981, at the Aerospace
Defense Command Headguarters, was the System Integration
Office (SIO). It was charged with functional responsibility
for the architecture, dJdevelcpment and xaintetance,
subsystems interface and engineeringy, testing, development,

and acquisition of the tactical warning and attack -

assagament system.36

The JCS Umbrells Study

o4 Meantime, the Chairman of the Joint Chiefs of ataft
had also directed s similar review. . On 1% July 1380, he
asked -the Command, Control, and Communications Systema
Dirsctorate to conduct an “umbrella® study of the total
tactical warning and attack assessment system., He wanted
shortfalls indentified@ and improvements recommended. The
Command, Control, and Communications Systens Directorate
published its report, known as the “Umbrella Study," on
6 Pebruacy 1981, It reviewed previous studies dealing with
warning and assessment. Pirst, the Umbrelia Study placed

' . Hano, C3ArF to CINCSAL, CINCAD, et al.,

wrgnienentation of Recommendations in the Special Management
Review of USAF Support to the Tactical Warning and Attack
Asgegsment System,” 8 Oct 80, C38 flles.

36. (0) HQs, USAF PMD No. R-8 1044(1)/123137, “Program
Management Directive for the Ballistiec Missile Tactlcal
Warning/Attack Assessment (TW/AA) System,” 19 Mar &l.
(g) 810, Ballistic Missile TW/AA System Managmuent Plan for
System Integration, 19 Mar 82, pp. 16, 20-21, C38 £iles.
(0) Interview, Willard J. Webb with Robert Xipp. Command

Historian, ADC, 29 Apr 82.

46 - *SEGNN.




'1!!!!!-.

all previous recommendations and findings from eariier
reviews into six major substantive groupings: sensors,
communications  systems, computers, display  systems,
procedures, and personnel management. Then it assigned each
of thesa recommendations to one of four evaluation
catagories: (1} gaps - vhere recommendations were not being
addressed, but where action was needed; (2) shortfalls =-
where soma action had been taken, but where more was needed;
{3) valid and ongoing recommendations - where progress was
being made; (4) recommendations not being done -~ whexe no
action had been undertaken and wvhere the Study concurred
that nothing vas required. 1In addition, the Umbrella Study
included new recommendations that identified deficiencies
not addressed by previous recommendations. In all, tha
Study preaantgd 78 recommendations that needed attention and
71 that were ongoing, These broke down as follows:

Sensors Communi~  Computers Display Procedures Pers/ Total

cations Systens Hant
Gaps 14 6 4 10 3 3 40
Sfalls 10 13 6 5 s 0 38
Ongoing 15 15 8 6 16 11 71

(For a listing of the recommendations, see Annex G).

J5seThe Usbrella Study recomsended that the Chairman of
the Joint Chiefs of Statf should task identified agencies to
take appropriate action on recommendations in the “gap® and
wghortfall” categories. The Study also urged support of the
Leaf report recommendations concerning management of
tactical warning and attack assessment. In this regard, the
Usbrella Study pointed out that the tactical warning and
attack assessment gystea included segwents beyond the
control of the Alr Force, specifically the tactical warning
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and - attack assessment communications interfaces and
displays, elements under the unified and gpecified commands,
and responsibilities assigned to the Defense Communications
Agency. The Study proposad that the Chief of Staff of the
Air Force be designated the JCS executive agent for averall
gystem integration to include interface with the unified and
specified commands and the Defense Communications Agency.3?
(0) Thereafter, on 5 May 1981, the Chairman d4id direct

‘the Joint Strategic Connectivity Staff .to monitor the
inprovements v*specified® in the Umbrella Study and pursue
their "resolution."38 several months later, on 17 August
1981, the Joint Chiefs of Staff deslignated the Chief of
Staff of the Air PForce as their aexecutive agent for
technical integration of the tactical warning and attack
asgessment system.39 '

ot8T As a further result of the June 1981 false warning
alerts, the Assistant Secretary of Defense (C3I) asked a
tean of experts from outside of the Department of Defenss to
look . -into . the . technical ..aspects of the North Axnezican
Aerospace Defenge Comsand computer system, The team, headed
by Mz. B.O. Evans, Vice President of the IBM Corporation,
made & series of .recommendations for both bardware and
software improvements to enhance further the reliability of
the NORAD warning systems, These recosmedations were
cacrried out in the ensuing months and dfd bring
improvements. 40

Ny . C38, ' "0JCS Tactical Warning/Attack Assessuent
{TS/AA) Study Group Final Report"™ (Umbrella Study), 6 Feb

81, C35 files,

38(U)} CM=-911-81 to bir JBCS, 5 May 81, C38 £iles.
. 39, {U) 8M=569~81 to CSA, CSAF, et al., 17 Aug 8]
{3IC8 2308/936) JC8MU~-307-81 %o Sechef, 17 Aug 81
(JCS 2308/938) 3 JMF 361 (29 Jul 8l).

40, 4 Ltz, B,0. Evans, IBM to Dr. Harry Van Trises,
~ Principal Desp ASD {C31), 20 BHov 80, cis files.
(U) Interview, Willard J. Webb with LTC H.B. Stevens, Space

Warning and Sux. Div., C38 Dir., 3 May 82,
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(0) Desplts the enhancement ln warning and assessment
brought about by action resulting fzom the November 1979 and
June 1980 incidents, not everyone was convinced that the
improvenent was sufficient. The acting Comptroller General
of the Government Accounting Oftice, Mr. Milton J. Socolar,
questioned the abillty of the RNorth Aamerican Aerospace
Defense Command to perform adequately its missile warning
and space surveillance nission. In Congressional testimony
the following spzing, he attributed the problems experienced
in the North American Aerospace Defense Command computer
development program to “poor planning and poor management
and the attempt to force-fit user requirements o a
particular type of eguipment,® He claimed to have
documented in over 100 reports since 1965 the failure of the
Department of Dafense, the Joint Chiefs of Staff, and the
Sexvices to plan for effective automatic d4ata processing
procurement and implementation, to identify uger needs, to
develop function specifications, to provide centraliged
acquigition managament, “and  to eatablish adequate
accountability.u

The Norgenstern Initiatives

J4P7 Meantime, in early 1980, a panel convened by the
Joint Chiefs of Staff had concluded that the effects of high
altitude electromagnetic pulses could “"severely jecpardize"
the capability to execute the Single Integrated JOperational
Plan A working group in the Office of the Secrstary of
Defense revieved the panel's work and concurred in the
f£indings. As a result, Lisutenant General BEillman
pDickinson, USA, Director of the recently esatablished

“31.7(0) statement, Milten J. Socolar, !learixigs. raélgzea
of NORAD Attack Warning System, pp. 3~5. (U) Report, G to
ouse te oOn v't Qperations, ngﬁ's Missile %8rning

System: What Went Wrong?, ‘15 May 81, May
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Command, Control, and Communications Systems Directorate of
the Joint Staff, and Mr., John Morgenstern of the office of
the Assistant Secretaty of Defense (Commwand, Control,
Communications, and Intelligence) briefed the Worldwide
Military Command and Control Bystem (WWMCCS) Council on this
matter on 28 July 198¢., They presented proposed "fixes™ to
harden essential components of strategic command, control,
and communications gyatens against high altitude
electromagnatic  pulzes, These components  included:
airborne command post aigcraft, both the E-4A and EC-135;
TACAMO relay sirceraft; command centers; Jdedicated landlines;
high altitude nuclear detection (HAND} sensors; and Defense
Satellite Communications System (DSCS) terminals. | Mr.
Morgenstern subsequently addressed the hardening of each of
thess components individually with the concerned Servica.
and actions were taken to include the required funding (n
the Service budgets.42

{8 Another development that emphasized the nesd for
anduring strzategic connectivity was consideration of a
puilding block approach to planning for employment of
nuclear weapons, In reviewing draft nuclear weapons
guidance in late August 1980, the Jolat Chiefs of Staff
objected to a proposal that called for development of & set
of "sitvation-responsive, objective-oriented® building block
options for use of nauclear weapons. The Joint Chiefs of
gtaff believed the concept was poorly defined and beyond the
capability of current planning and systems, including those
for command, control, and communications.43

15.2?] WWMCCS Council Working Paper, ®Strategic C3
Survivability,’ Executive Summary, n.d. (Jul 80); (U) WWMCCS
Council Aagenda, 28 Jul 803 C35 £iles, (9) Interview,
Willard J. Webb with Mr. Joseph Toma, C3 System Hvaluation

Div., C38 Dir., 24 May 82,
43, (T8=EX} JCSM-237-80 to SecDef, 29 Aug 80 (JC3

2430/349-1) , JXP 721 (11 Aug 80).
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Lio» In response to the JC8 objection, the Secrebary of
Defense did delete the building block concept from the
guidance. He considered it *ggsential,” however, to pursue
the matter, Hs directed the Joint "Chiefs of Staff, with
agssistance from his office, to prepacre a building bdlock
concept to provide *increased flexibility in planning and
employment of nuclear weaponse-~to provide the wNational
Cosmand Authorities with a mnosaic of viable alternatives
rather than the relatively large aggregated attack options
of current SIOP planning.® He wanted & plan for
implenentation consistent with U8 force and comaand,
control, and communications capabilities 44 The Joint
Chiefs of Staff prepared a study for this task and steering
and working groups wers appointed, but preparation of the
actual plan has not been completed.45 Nonetheless,
consideration of the building block concept has included
recognition that  additional command, control, and
communications capabilites will be required.

Budget Increases for C3
' () The various studies on strategic command and control

as well as the North American Aerospace Defense Command
false warnings and the publicity associated with them

brought increased attention to strategic connectivity both

within the Depacrtment of Defense and ia the Adwinistration.
This attention extended to tha Congress as well where there
was growing awareness oOf the problems assoclated with
control of nuclear weapons, Beginning in 1977, information
from the Chairman's semi-annual evaluation of cosmand

i, (C) Memo, SecDef to CICS, 24 Oct B8G, Atk to JC8

2430/349=-3, 28 Oct 80; . (S) Memo, SecDef to CJC8, 23 Dec 80, .
_ Att to JC3 2430/349-3, 2 Jar 81; JMF 721 (11 Aug 89).

45. JC8M-152-81 to Sechet, 29 Apr 81
(JC8 2430/349-~6), JIMF 721 (11 Aug 80). {U) Interview,
Willard J. Webb with LODR R. M. Rieve, USN, JSR Div., C38
pir., 9 Apr 82,
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control, and communications systems was incorporated into ’
Congressional testimony by various defense officials. With
the establishment of the Commandg, Control, and
Communications Systems Directorate in the Joint Staff, its
Director, General Dickinson, USA, began to testify betfore
Congressional committees, Dﬁring those ' appearances,- he

stress_ed the need for action in the command and control . '

area. In his .first testimony before the Senate armed
Services Committee, in April 1980, he pointed to the
establishment. of .his directorate as indication of “the
importance® . accorded to coma'nd, control, and’.

communications. One of his "key observations® to the .

Committee was that the command, control, and communications
portion of the US fighting system was out of balance. It
was behind, he said, and "we are dedicated . . . to rectify
that - balance.” He pressed this theme in subsequent
Congreisionsl appearances.46 -

{f) This attention in the Department of Defense, in the
Administration, and in the- Congress resulted in ‘increased
funds for command, control, and communications. In  the -
early 1970s, funding for this purpose had remained flat.
the increase batween the 1970 and 1974 budgets was " $500
million for a total of $6.0 billion and, in view of the
inflation, amounted to little increase at all.47 -In the .
FY 1980 budget, approved in 1979, command, control, and
communications received §$7.8 billion,48 an increase ‘of only
$1.8 billion in six years. . Thereafter, there ‘was a marked .
increase. For FY 1981, President Carter budgeted $9.70

' 16, (U) Teastimony, LTG Dickinson, Dir C£38, Hearings, DOD
Authorization for Appropriations 1981, §&. Cmte on
Arnmed Services, ong » SeS8, Fart 6, pp. 3408-3414. .-

47. M3 Van C, Doubleday, "The C€3 Business," -Signal

Magazine, Peb 80, p. 21.
- v Pigures are in “then yeazr dollara"™~-the amount -at
the ti?e of appropriation without subseguent adjustment for
inflation, .
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billion, Subsequently, President Ronald Reagan raised that
figure slightly ¢to $9.77 billion, and the Congress
apppropriated even more-~a total of $10.02 billion, of which
$1.73 was for strategic  command, control, and
coxmunications, 49

aledp Just a few days before leaving office in. January
19681, President Carcter submitted the PY 1982 budget that
included an increase of $1.5 Dblllion over his previous
budget for command, control, and coxrunications, raising the
total amount to $11.2 billion. Immediately, upon entry inte
office, Prasident Reagan initiated a review of the FY 1982
budget, and the new Administration submitted a revised
Defense budget that increased the command, control, and
compunications figure to $12.4 billion.50

JISde The Congress thought even more funds were needed
for command, control, and communications., Senator John W,
warner held special hearings on this mnatter before the
Subcommittee on Strategic and Theater Wuclear Porces of the
Senate Armed Services Committes 1in March 198). He was
partiocularly interested in recommendationg for improvements
in the strategic ocommand, control, and communications
systems beyond those provided for in the cevised budget,
Mz, Harry Van Trees, the Acting Assistant Secretary of
Defanse (Command, Control, Communications and Intelligence);
General Richard H., Ellis, Commander of the Strategic Ailr
Command and pirector of the Joint Strategic Connectivity
gtatf; Lieutenant General James ¥V, Hartinger, USAP,
Commander of North American Aerospace Defense; and
Lieutenant General Dickinson all testified and supported
further improvements, General Dickinson strassed the

9. P statistical MTables, Attt to Memo, Dir C3
Regources, 08D to Dr. Babcock et al., ¢ Mar 81, C3S files.
(0) Viewgraph prepared hy C38, *C3 Punding, PY 1980-1983,"
n.d, Apr B F) C38 files.

50. statistical Tables, Att to Memo, Dir C3
Resources, OSD to Dr. Babcock et al., 6§ Mar 81, C38 f£iles.
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following - ordering " of priorities to realize a -  viable -

command, control, and communications aysten. Pirast, he
1igted the provision of unambigious warning of enemy attack
to the National Command Authorities 'and a survivable
connectivity to pass National Command Authority orders to
the forces. Current warning and communications syatens,
General Dickinson gaid, were not protected against the
effects of high-altitude bursts (including eslectromagnetic
pulse, scintillation, and blackout), jamming, or sabotage.
Second, he called for attack assessment information that
identified for the National Command Authorities the nature
of attack by location and scope to allow flexibility in
response strategies, Pinally, he said, information of the
statue of surviving forces, both friendly and enemy, was
necessary for reconstitution and follow-on response.5l

) (U) As a consequence of these hearings, the Subcommitiee
roecommended and the Congress appropriated additional funds
for strategic comsand, control, and communications in the
amount of $136.4 million above what Prasident Reagan had
requested. (For a breakdown by specific program, see
Table 1.) The Congress deleted, howaver, some funds in
other areas of the command, control, and communications
progzram and the total appropriated for command, control, and
communications overall amcunted to $12.33 billion for
PY 1982 or approximately §70,000 less than President Reagan
had sought - in his revised budget.52 See Table 2 for a
comparison of appropriations for cosmand, control, and
communications for FY 1980 through FY 1983. .

5T, %) fTestimony of LTG Dickinson, Hearings, FY '82

%D Military Authorization Ra’gue‘st, 8trategic CMEI
ntro an unications, Subcmte oh rat an heater
FYuc Poroes, S. Gmte on Armed Services, 97th Cong., 1st sess,
_ppe 26~37. (8) Ltr, bir €38 (Dickinson) to Senator John W.
Warnar, 16 Apr 81, C35 files.

52, ¢38 Statistical Table, “Reconmended C3 Package
with CINC's Priorities,® n.d., C35 files. {0) Viewgraph
proparzd by C38, "C3 Funding, FY 1980-1983," n.d. {Apr 82},
game file,
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TABLE 1

Strategic Command, Controi, and Communications Programs for
which the Congress Appropriated Money in the FY 1982 Budget
Beyond what the President Requested

Progran Amount (in millions)

PAVE PAWS Expansion . $ 3.8
Communication Propagation

through Scintillation Effects $ 5.2 iy
Electromagnetic Pulse Hardening-

© Qritical Tacllitles $ .2

PACCS Electromagnetic Pulse

Hardening § 2.0
S8atellite Coverage Continuity $65.0
Multi-Mission SATCOM (EEHF) $56.2
Elactrical Power Modernization .

Program : $§ 5
Survivable, Bnduring Communications $ 3.5
Total : F 136.4

o aad
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Progress, 1978-1580

(U) The various reviews, organizui:ional - developments,
and budgetary increases to strengthen strategic connactivity
did bring progress. A nunmpber of improvements had been
accomplished by the end of 1980. One of ¢the wmost
significant was the upgrading of the National Emergency
Airborne Command Post (NBACP) airzcraft. Consolidated budget
guidance in 1978 had called for the conversicon of the
surrent E«4A to B-4B configuration in order to improve
communications performance and survivabil.ity by increasing
- range,  hardening against electromagnetic  pulsge, and
* strengthening résistance to jamming, and the Strategic Air
. Command - connectivity study had recommended acceleration of
this program. Necessary planning and programming proceeded,
and - the first . E-4B _became operational during 1980.
Simultaneously, two E-4As were planned for retrofit to E-iB
configquration,. 1In addition, the FY 1982 budget, prepared
during. the fall of. 1980 and submitted to the Congress the
following Pebruary, . included provision. for retrofit of a
third B-4A, and planning called for acquisition of two new
E~-4Bs in FY 1963 and 1984. The result would be a flest of
six ‘BE-4Bs for -Mational BEmezgency Airborne Command Post
operations, 53 . .

49 Improvement also occurred in the warning area. The
percentage of wmiszile ‘launch detections by the Defanse
Bupport Program (DSP) -radars increased in the period 1978
through 1980 from 'app:oxintnly 60 to 96 percent. In
addition, two-Phased Array Radar Warning System (PAVE PAWS)

53. ALl infotution on tho progress in the period
1978=1980, unless otherwise stated is from the C3B
Semiannual Reports on Performance Evaluation of
Control and Coamunications Bystems (C3 Systems Evalultlon
Repo:tt) for Oct ?8' Apy 193 Oct 79, &pr 80. Oct 80. and
Apr 81, JMF 360 (22 Aapr 78), (27 oct 78), (11 May 79),
{14 May 80), and{ll May 81).
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sites .became operational in 1980 greatly improving the
ground-based detection and warning against sea~launched
ballistic missiles, The two mites, one in Massachusetts and
one in California, each had & range of 3,000 miles, They
operated in conjunction with the Defense Support Program
satelliteas to confirm launch reports, provide .migsile impact
predictions, deteramine the number of missiles in an attack,
and pinpoint probable targets. This new radar system was
deficient, however, in two areas. It did not provide .
complete coverage of all potential threat areas and had only -
a limited attack charactearization capability against seca-
launched missiles with multiple, independcm:ly-t'&rgeted
reentry vehicles, Finally, by the close of 1980, warning *
had been further strengthened by improvement in the Defense
Support Program data survivability through provision of
mobile ground ternminals.

T The survivability of strategic connectivity systems .
was increased as well. During 1980, funds'were requested to
harden critical landlines  and TACAMO, EB-4A, and EC-135
sircraft. - In addition, prograns were underway to upgade
command csnters in the U8 European Command and the Rorth
American Asrospace Defense Command Consolidated Operations
Center {C350C} and to develop ground mobile command posts.

== Another major action to strengthen strategic
connectivity in the .period '1978-1980 was initiation of
efforts to provide a syatem for nuclear detonation (NUDET)
surveillance information. The Strategic Air Command
connectivity study had set forth a need for an enduring
system to confirx US weapons detonations on anemy targets as
well as to assess enemy attacks on the United States and its
allies, As 3 result, planning began for the Integratsd
Operational Nuclear Detection System (10MDS), which involved
placing sensors on Global Positioning System (GPS)
satellites. Secretary of Defense Harcld Brown approved the
gystem in August 1979, and the US Air PForce issued the
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necessary management directive for the system later in the
year.s“ .

i Qther strategic connectivity dJdevelopments in the
same period were improvement in the airborne ocomputez
support program for the Post Attack Command Control System
(PACCS), already the most survivable element of the US
command, control, and communications system; and increased
Emergency Rocket Communications System (BERCS) sorties and
selaction of silo launcher locations to increase launch
survivability. These latter actions were designed to
enhance the probability of Emergency Rocket Communications
System “"flyout® through a hostile enviromment.55 Pinally,
in accord with the Strategic Air Command comnectivity study,
the BSecretary of Defense ' directed in December 1980
procurement of high -frequency radios to improve
communications for prasidential helicopters,56

54, (IS) cm&g Comsand History, 1979, pp. 80-82,
55. IbiGOP PP- - |

56. (S) Memo, SecDef ¢o s;cﬂav. 24 Dec 80, Att ¢to
JCS 23087909, 22 Jan 81, JUF 360 (24 Dec 80).
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DNCLASSIFIED .

The Reagan Administration—-Increased ﬁphasis .z

{0) On 20 Januvary 1981, Ronald Raagan succeeded Jimmy.. .
Carter as Preaident of the United States. . The new Eresldent

- had made the adequacy of the US defense posture an .issue in -
his. campaign, and he entared office committed. to.bolstering
'US military strength. ‘As discussed in the previous section,

President Reagan undertook an imnediate review of the
FY 1982 Defense budgst prepared by the. cittgoing .
Administration. Among other things, this review brought an

"increase in the funding request for command, control, and

communications, and this initial interest by President
Reagan and his advisers in command and control, ineluding
strategic connectivity. continued in the succeeding monthe,

The Strategic Connectivity Bgiafing

(U} An important factor in securing the new
Administration's attention to strategic connectivity was a
briefing on this matter prepared in the Command, Control,
and Communications Systems Directorate of the Joint Staff.

‘General niekinsgn, ‘hinself, began this project. He used 2

systems approach, placing command, control, and
communications requirements in a matrix.  Initially, he
employed colored ‘dots for functional areas such aa w{!ming

. with sensor and radar systenms. The c¢olor mdieat‘ei the
. Gurrent capability of the systen. Green was good, yellow
marginal, .and zed deficlency.  Later, tha matrix "was.

translated into. 'a pictorial approach with slides: and
viewgraphs, The briefing was kept current with appropriate
color changes' as improvements were made.l

T. (0} Interview, Willard J, Webb with LGEN Hillman
Dickinson, USA, Dir €38, 25 Pedb 82. (U) Interview,
Willard J. Webb with LTC Mark H. Smith, USAF, PPB Div., C3S
Dir., 26 ?eb 82. -
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#® General Dickinson gave the sgtrategic connectivity -
.briefing to the Operations Dpeputies on 1 April. 1981,2
Thereafter, it waa used widely in presentations to Reagan
Administration officials.’ Recipients included the Under
Saecretary of Defense (Research and Engineering) and his
staff, 1including the Deputy Under Secretary for Commangd,
Control, Communications, and Intelligence; the new Secrstary
of Defense, Caspar W. Weinberger, and his Deputy, Prank C.
Cariucel, during the Secretary's E£irst JC3 performance
review in July 1961l; and members of the White House and
National Security Council staffs, including the President's
science adviserx. In addition, General Dickinson uased
portions. of . the  .briefing in testimony before the
Subcommittes on Strategic and Theater Wucleax Yorces of the
Armed . Services Committee., . The rasult -was an increased
avaremess = of . ths. fragile . condition of strataqic
connectivity, both in waraing capabuity and emergency
action message transmission.d

. .C1 yf Early. on . the nugau Mmi.ni.st:ation initiattd a

review .of  stratagic - connsctivity. The - issue arose over
consideration' . of : the - Extremely Low Fregqueancy (BLF)
Conmunications Systenm. This aystem -would permit
communication with nuclear submarines at covert depths and
speeds, - Currently, in order to receive or transmit
messages, these submarines had  to operate at or. near the
surface .and at-reduced zpeeds in order to deploy an antenns,

2. Briefing, LGENW Dickinson to OpeDeps, “Stratagic
Connectivity (U)a! 1 Apr 81; (U) Note to AMD, 'stratogic
Connectivity (U)," L Apr 81; JMP 360 (7 Mar 79} sec 3. -

3, (§) Interview, Webb with LTC Smith, 26 Feb 82,
() Interview, Willard J, Webb with Mr. Joseph Toma, C3
Systens Evaluation piv., €38 Dir., 24 May 82. (T8} bDraft
Briefing on €3, CIC8 to SecDef (Wuinberger), n.d., €33
files., (U) C38M~802-81 to QICS, 29 Oct 81, CJC8 Files 038

C3.
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Thig, of course, greatly increased the chance of detection,
and the Extremely Low Frequency System would reduce this
vulrerability. The Carter Administration had approved a
small e¢xtremely low frequency test tranamitter facility in
Wisconsin and plans called for a gecond facility in
Minnesota. Then, suddenly, on 20 March 1981, the Secretary
of the Navy questioned the necessity for the system becauss
of the expense and the lack of survivability of the systenm.
In czeaction, President Reagan asked about the matter, He
was particularly concerned about the political reaction
against the test facility in Wisconsin and wanted Deputy
Secretary of Defense Carlucceli to look into the gquestion,
Rather than just an assessment of the extrmely low frequency
system, the Deputy Becretary proposed to consider the system
in the overall context of gtrategic connectivity. The
Secxetary of Defense and tha President agreed and work began
on the study on 24 April 1981.4

(S) President Reagan, however, did not awailt the results
of this broad connectivity study to make a decision on the
Extrenmely Low Frequency BSystem, in April), he slscted to
continue further testing at the Wisconsin facility prior to
deciding on a second site.5

4. (T5-<EX) C3 Systems Rvaluation Report, Oct 81,
PP~ IV-SS - IV-SG, JHMF 360 (11 llay 81)0 (U) Dratt m'
DepSecDef to President, “Extremely Low Frequency (ELF)
Compunication System,® n.4. {late Mar 8l); MNemo, DepSechef
to SecNav and USecDef(R$E), °®“RLF Communication System,"
28 Jul Bl:; (8) Draft Memo, Actg USecDef (R&E) to SacDef and
DepSechDef, "Presidential Decision Required for An Extremely
Low TPrequency (ELF) Communications System - ACTION
MEMORANDDM," n.d. (late Mar 81); OSD (C3I) files.
Interview, Willard J. Webb with COL Robert Leahy, USaAF,
OSD(C3I), 26 Peb 82, (T9-EX) Wade Report, Strateaic

Connectivity Review Summary Report, 5 Aug 81, C35 files.
- h@-ﬁﬂ C3  Systens Eva‘luat:lon Report, Ot 8},

P IV-56.
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(U) Meantime, the strﬁtegic connectivity review was
carried out by a special executive review board headed by
Dr. James P. Wade, Jr., Principal Deputy Under Secretary of
Defensa (Rasearch and Engineering) and with members from the
Services, the Jolnt Chiefs of Staff6, the Deputy Secretacy
of Defense for Policy, the Deputy Under Secretary for
Command, Control, Communications, and Inteliigence, the
Assistant Secretary of Defense (Program Analysis and
Evaluation), the Defense Nuclear Agency, the Defense
Communications Agency, and the Joint Strategic Connectivity
‘staff. A working group of representatives of the members
did the actual work of the review.

2T Dr. Wade submitted the completed report, known
thereafter as the "Wade Study," to the Secretary .of Defense
on 5 August 1981. It confirmed the finding of the Strategic
Alr Command and Navy connectivity studlies two years earlier
-=that the United States could not carry out its national
policy becanse of command, control, and communications
weaknesses, . The Wade Study was even more significant than
the earlier studies, however, because it was more broad-
baseds It had been prepared by and had the backing of not
only the Joint Chiefs of Staff, but also the Services, the
Office of the Secretary of Defense and the concerned Defense
Agencles.

o8} The Wade Btudy presented the following conclusions:
(1) improvements in the BSoviet Union's nuclear warfare
capablility over the past dJdecade seriously threatened Us
strateglc command, control, and communications capability,
in both initial nuclear exchanges and in protracted nuclear
wary (2) current command, control, and communications would
not provide assured support for an effective ({nitial
response to a nuclear attack on the United States; (3) the

6. The Joint Chiefs of Statf were represented by LGEN
Dickinson, USA, Director, C38.
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current US command, control, and communications sytems were
not endurable and would not support ' the intelligent

prosecution of a protracted nuclear %ar; (4) pianmgd

organization and coordination of surviving posteattack

command, control, and communications systems and weapong

gystems were inadequate; (5) the United  States could wnot

assure survivability, endurability, or connectivity of the

national command authority function. These conclusions

flowed from major command, control, and communications

deficiencies: in tactical warning and attack assessment

where existing systems were vulnerable to discuption and

destruction from electromagnetic pulse, other high altitude

nuclear effects, electronic warfare, gabotage, or phyaical

attack; in decision-making where there was inability to

assure national command authority survival and connection

with the nuclear forces, especially under surprise

conditions; and in communications saystems, which were

susceptible to .the same threats as above and which could not

' guazantee availablility of even minimum-essential capability _
during a protracted war.

" =57 The Wade Study recognized the impossibility of

attaining perfect  strategic command, control, and

communications at all times and under all conditions.

Nonethaless, it 4id believe it possible to upgrade the US
strategic system to assure "a reasonable probability of

effectivencas® and to give decision-makers the ability to

defend the United States. effectively and achiave national

objectives. To that end, the Study presented two packages

of racommended actions, The first oontained procedural

changes tc be implemented as socon as possible and, in

addition, "programmatic actions® to be funded in the FY 1983

budget. The second package included actions for the

FY 1984-1988 budgets, Both packages were separated into

categories of tactical warning and attack assessment,

decision-making, and communications. (Por the specific -
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recommendations, ee Annex H.)  Estimated FY 1933 funding
for actions in the first package amounted te $1.9 billien,
Current programming allocated only $1.2 billlon for this
purpose, resulting in a $.7 billion shortfall. fThe total
cost of both recommended packages of the Wade Study was
$14.7 billion while current prograaming provided only $10.4
billion for an overall estimated shortfall of $4.3 billion,?

The Launch Under Attack Paper

J3SF While the wWade Study was in preparation,
congideration of "launch under attack® (LUA} options also
brought the adequacy of existing and planned systems for

- strategic connectivity to the attention of the Reagan
Administration, During the spring of 1981, Dr. Richazd D.
DeLaurer, Under Secrstaty of Defense (Research and
Brgineering) asked the Joint Chiefs of sStaff about the
ability of command, control, and communications systems to
gurvive and get -emergency action messages to the strategic
forces in various launch’ under attack situations. In
response, the Command, Control, and Communications Systeme
‘Directorate prepared an appropriate assessment under two
situations—when both sides were alert or "fully generatad®
and when the United States was attacked under surprise
conditions with ita forces in routine alert posture. Por
enemy attack scenarios, the Command, Control, and
Communications Systems Dirsctorate relied on the cvrrent Red
Integrated Strategic Operations Plan (Rrrsop), recogniging
that actual eneay attacks might be *markedly™ different.
The Command, Control, and Communications Systems Directorate
concluded that, in a fully generated posture, the
probability of command, control, and communications systems

7. (15-EX) Wade Report, "Strategic Connectivity Review,
Summary Report,” 5 Aug 81, C38 files,
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supporting assured execution of launch under attack optiong
was "extremely low." The reason was that no combination of
systoms and procedures was fast enough to complete the
process of warning azsessment, decision-making, and
emergency action message dissemination in the time available
. (3.5 minutes) bLetween the first submarine-launched ballistic
migsile breakwater and attacks on command, control, and
communications systems. With regard to an attack undar
surprise conditions, the . Command, Control, and
Communications Systems Directorate considered the chance of
current systems supporting launch under attack options ag
"moderate to high" for Intecontinental Ballistic Missiles,
‘moderate® for bombers, and “low" for nuclear submarines.
If initial or ‘“precursor' attacks were optimized . for
compand, control, and communications degradation, however,
the probability of such systems supporting assured execution
of launch under attack options was “low® for all force
elemonts. The. Command, Control, and Communications Systems
Directorate listed a number of {mprovements needed to bring
the probability of assured command, control, and
- communications support for launch under attack options to an
acceptable level. (See Annex I.) General Dickinson
presented the launch under attack paper to tha Operations
Deputies as well as to Dr. DsLaureu.$

Nuclear Weapons Employment Policy and €3 .

{TS) Review of nuclear weapons employment policy also
raised questions about strategic connectivity for the Reagan
Administration, In July 1981, the Under Secretary of
Defense for Policy submitted a draft of a new policy
statement on this matter to the Secretary of Defense,

J. (T5-EX) €38 Paper, "Launch Under Attack {LUA),.* n.d.
(Jun 81), C38 files. . (U) Interview Willard J. Webb with
LIC Jessle X, Crawford, USAP, €38 Dir., 29 Mar 82.
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Basically, the ptoéosed_ statement continued the nuclear
weapons  employment polidy developed by the Nixon
Administration® and reaffirmed by Presidcﬁts Ford and
Carter. 2Among the new features, the draft statement placed
greater emphasis on the secure reserve force (SRF}=="the
subset of our strategic forces that could be withheld during
a nuclear war and would be capable of enduring survival.*
The draft included provision of an increase in the securs
reserve force over the next two years to allow for & graater
role and increased flexibility in its employment 10

4387 The Joint Chiefs of Staff reviewed the draf:
nuclear weapons employment pollcy and, among other things,
doubted the ability of command, control, and communications
systems to support an axp&nsiou of the secure reserve force,
{The Secure Reserve Force Study in 197811 had reached this
same conclugion.} Consequently, they questioned any plans
to expand use of the force without requisite improvements in
command, control, and communications. They recommended that -
the guidance be modified ¢o gtates Ythe Secure Reserve
Force shall be increased over time as improvements to both
forces and related C3I permit greater roles for it and
increased flexibility in its employment.™ Siabsequently, the
Under Secretary of Defense revised the draft statement to
incorporate the JCS recommendation regarding the secute
regserve force.l2

§. See above, p. 13=-14,

10. ({TS=EX) Memo, USacDef(P) to SecDef, 14 Jul 81, Ate
to JCS 2430/363, 16 Jul 81, JMF 721 {14 Jul 81).

11, Sea above, pp. 27-248.

12. (C-EX) JCEM-282~81 t0  SecDef, 24 Jul 6l
(JC8 2430/363-1); (T8~BX) DJSM 1382-81 to USecDef(F), 24 Jul
- 81, Attt to JCS 2430/363-2, 3 Aug 8l; (TS-EX) Menmo,

‘USechef(P) to SecDef, 7 Aug Bl, Att to JICS 2430/363-4,
13 Aug 81; JMP 721 (14 Jul 81).
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The President's Decision on Strategic ¢3

& The results of the Wade Study together with the
conclusions conceraing the launch under attack options and
the secure force convinced President Reagan that stronger
action must be taken to improve strategic connectivity. On
1 Qctober 198L, the President approved a “Strategic Porces ’
Modernization Program." It included five “mutually
reinforcing® parts: (1) making strategic communications and
command systems more survivable to assure connectivity with
the nuclear commanders; (2) modernizing the strategic bomber
forca by the addition of two new aircraft; (3) increasing
the accuracy and payload of the submarine~launched ballistic _
missiles and adding sea~based cruise missiles {SLCM) ;
(4) improving strategic defenses; (%) deploying a new,
larger, and pore &ccurate land-based ballistic missile. The
President gave the first item "the highest priority” in the
program, The objective was to develop command and
communications .gystems for the strategic forces that could
survive and endure before, during, and after a nuclear
attack. “We do not,* he said, "have guch gystems now,.“
Financial resources required for the entire modernization
program would be derived from currently plannad and approved
Defense budget allocations and any overruns would be
absorbed by reprogamming within the agreed budget ceiling.l3

(0) The President's modernization program provided for
improvement  in strategic command, control, and
comuunications in three areas: the survivability,
performance, and coverage of warning system radars and
satellites; the survivabilicy and capabilities of- the
command centers that would direct US -forces in a nuclear
war; and the communications systems that linked the comar.nd
T I3.(B-EX) NSDD 12, 1 Oct 817 (S-EX} Memo, Asst to Pres

for NSA to V. Pres et al,, "Strategic Forces Modernization,”
1 Oct 81; JMPF 001 (CY 81) sac 2. '
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centers with the legs of the strateqic triad. In the
warning area, the program included deployment of mobile
ground terminals to process data from Satellites and
upgrading of the satellites themselves., To enhance command
centers, the President called for thloying E-4B aircraft
command - posts, hardening of EC~135 aircraft command posts
against: nuclear effects, and ¢quipping the BC-133 command

 posts with upgraded satellite and very low.. fraquency/low

frequency - communications. The measures to improve
communications systems were development and installation of

very : lov  frequency/low freguency receivers on strategic

‘bombers, . improvement {n cosmunications to deployed
submarines, _..and . development - of a new  satellite
communications system to provide extremely high frequency’
(EHF) . channels to insure two-way cmunicatian between
commanders and their forces,l4

(ﬁ) At a news confetence the following day, President
neagan announced his  decision on strategic . weapons
modernization, = The prcg:u had three objectives, he said:
'_to act as_a dotu:ent against any Soviet actions, to provide
the -capability to respond to any f.u:thex growth in the
Soviet forces, and to signal US resolve.  The President then

. listed.the aspects of.the program. In-the public 1isting,

improvement in .communications and- control systems - was
fourth, .and the President gave no indication that he had

assigne& ‘this area ‘the highest priority among the programs. - .

In: the. quettioning that followed, ‘the reporters 4id not .ask
about. the. command, control, and comunieueions aspects of
the mde:nizatlon.lfl :

II. {U) Wnite House News Reluse, rhe Reagan Strategic-
Program,® 2 Oct 1481..

15. (U} President Reagan, “United States Strategic
Weapons ‘Program,® Remarks and a Question-and-&nmr Session

with Reporters, 2 Oct 31, We kl ilation of Presidential
Documents, S Oct 81, pp. 1 U) SecDef Briefing o

Newsmen at White House, 'Stuugic Weapons Systewms,” 2 Oct
81, OSD Historical Office files, |
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(T8) Two and 2 half weeks later, on 19 October 1981,
President Reagan approved & new nuclear - weapons enployment
policy that reinforced the importance of strategic
connectivity. The policy «called for “substantial
improvemant® in forces and the supporting command, contrel,
and intelligence systems to asgure the requiréd flexibility,
endurance, and effectiveness in a nuclear war of indefinite
duration. The new policy alse provided for a secure reserve
force that could be employed after an extanded “withhold
peciod.” The President implicitly recognized the J¢S
contention that such a force could not be expanded without
impzovement in command, control, and communications systems,
and "the approved policy statexent contained the language
recommended by the Joint Chiefs of Stafflé that the secure
reserve force sghould be increased only as .rapldly as
isprovements to both forces and related command, control,
communications, and intellignece permitied.l7

The FPY 1983 Budget - .

(0) .While the ©President and his advisers were
considering the strategic weapons moderniration progran - and
& -nev nuclear weapons employment policy, work had procesded
on the PY 1983 Defense Budget, In June 1981, Deputy
Secretary of Defense Carlucei issued revissd guidance to
strengthen the planning phase of the Planning, Programming,
and Budgeting (PPB) System. ¥For the command, contrcl, and
communicatione area, he Jirected the Joint Chiefs of Staft
to take the lead in planning systems to support the unified
and  specifled . coxmands. Such plans, he said, should
highlight “cross~Service, cross-command, oross-program, anid
international requirements.” The Secretary of Defense’s
, staff would provide “guidance, direction, and necessary

16. See above, p. 67=68,
17. (T8) WBDD 13, 19 Oct 81, INF 001 {(CY 81) sec 2.
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coordinatibr;‘ to insure integration of systems requirments’’
to meet the Secretary's goals and priorities.la Work on the
FY 1983 budget was already well advanced when this new
directive was received 'and, although it had little effect on
the FY 1983 process, it promises to be of much importance in
preparation of future command, control, and communications
budgets.

(ﬁ) Guidance for the Five~Year Befense Program (FYDP),
FY 1983-1987, for command, control, and communications
called for significant improvement in missil_e warning and in
connectivity with the strategic forces in the early phase of
nuclear conflict, Actions to accomplish these goals
included: enhancement of the survivability of the Defense
Support Program (DSP) satellite system; nodernization of
airborne command posts by buying E~4B aircraft and hardening
existing EC-135 aircraft; provision of- sufficient TACANO
aircraft to support the Pacific nuclear submarines;
acquisition of super high frequency (SHPFj transponders;
development and partial- funding "for an Integrated
Operational . HNuclear Detonation System (IOHDS); and
development of the' Reconstitutable Enduring Satellite
Communications (RESC) 'System (a system to reconstitute an
austsre satellite communications mtwork following an. oncmy
£irst vrike.}lg | ~ : -

(§)" The .Services pupar:ed thelr 'Pr:'ogra:u Objective
Menoranda (POMs) for the PY 1983 budget to meet the
Five-Year Program objectives, and the Secretary of Defense
reviewed them. For the strategic command, control, and
communications area, he thought additional funding was
required to meet the crecommendations of the czecently

‘18, (U) Memo, DepSecDef to Secys of MilDepts, CJCS, et .
al., 12 Jun €1, Attt to JC8 2522/101, 22 Jun 81, JMPF 558

(12 Jun 81).

19.148) DOD Program Review, FY 83-87, Final Draft, Att
tg Memo, Exec Secy, DRB to SecDef et al., 4 Aug 81, C38
f l.’o , . *
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completed Wade Study. Accordingly, the Secretary's Program
Decision Memoranda added approximately $.64 billion for
strategic command, control, and communications systems above
the anount of the recommended Service programs for a total
of $2.61 billion.20 Thereafter the Services prepared budget
revisions, the Budget Estimate Submissions {BES), to conform
with the Program Decision Memoranda. In the £inal
Department of Defense budget review that followed, still
more funds (approximately $.26 billion) were added for
strategic command, control, and communications systems, and
the final DOD' Program Budget Decision (PBD) resulted in a .
total of $2.87 billion, Thus the Secretary of Defense
approved the addition of almost a billion dollars . for
strategic command, control, and communications systems in
the PY 1983 Defense Budget beyond what the Services had
initially requested.2l This increase, undoubtedly,
reflected the President's decision to give command, control,
and communications first priority in gstrategic weapons
modernization. .

(U) The $2.87 billion figure for strategic command,
control, and communications was incorporated . into the
President's FY 1983 budget, submitted to the Congress in
early February 1982, without change22,  (If funding for
various gatellite programs, which support strateglc command,

. ) Memos; DepSecDef to CUCS et al., "Program
Decision Memorandum f£or Defense agencies  and Defense-wide
Programs (U},” 2 Oct 8l; DepSecDef to SecAF, "“Program
Decision Memorandum for the Dept. of the Air Force (U),°
2 Oct 8l; DepSechDef to SecNav, "Program Decision Memorandum
for the Dept. of the Navy (U)," 2 Oct 81; DepSechef to
BecArmy, “"Program.Decision Memorandum for the Dept. of the °
Army (U)." 2 Oct 81; JMF 557 (2 Oct 8l). (S} C3S Paper, PDM
Bvaluation ~ C3 Systems," n.d. (Oct 81), C35 files.

21,1497 0SD Paper, *C31 Interim Status Report, PFY 83 -
Budget by Mission Area," n.d. (Jan 82); (U) €38 . vievwgraph,
"C3 Funding, FY 1980-1983," n.d. (Apr 82); C35 files.

22. Pres, Msg to the Congress transmitting PY 1983

Budget, 8 Feb 82, m“%ﬁ compilation ~of Fresidential
Documents, 15 Feb 82, pp. =142, . _
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control, énd_ comnunications were added, the total amount

increased even further to $3.74 billion.23) The total
comsand, control and communications program in the
President's FY 1983 budget amounted to $14.74 billion. The
figures are important, but even more important is the trend.
A ‘comparison of funding for command, ‘control, and

comunications shows a ligniticant increase over the past o '

four years (Sea Table 2, Pe 56 above.) Funding for -command,

‘control, ‘and . communications ‘overall increased .by

approximately 47 percent; for strategic . aspects of the
program; the increase was over 90 percent.24

Progress During 1981 :
(U} The President's wodernization program for strathic

command, control, and. communications systems, together with
the funding increases in the FY 1983 budgct to initiate that
program, promised major inprovements in  =trategic
connectivity. It would take several years, however, to see
the effects of these planned lxprovements. Even so, there

_weré advances in strategic connectivity in 198i.

{§) During the year comnand posts were strengthened, 1In

.the continuing program to improve the National Emergency

Airborne Command Post (NRACP)23, the first E-4A aircraft was
"input™ for hardening and retrofit to E-4B eonfiguraticn in

October 1981. The sacond E-4a was scheduled for retrofit in .

October 1982. Meantime, the Commander of the Strategic Air

‘Command indicated that . he intended to use upgraded EC-135
~ aigeraft for his continuously airborne command post and had.

no i‘:eqﬁi’_temni:- for the E-4B, As a conseguence, the Air
Porce deleted plans to buy two additiona) E-4Bs from its
FY 1983 Program Objective Memorandum. . This action ~would

0SD Paper, "Strategic €3 FY 1983 Budget Estimate:
Bubaission,' 25 Nov 81, C35 fiiles.
24, (0) C35 Viewgraph, “C3 Punding, PY 1980-1983," n.d.
{Apr 82), C3S files.
25, Bee above, p, 57 for earlier aspects of this

program.
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result- in ‘a fleet of four E-4B aircraft to maintain ground
alert posture for the National Emergency -Airborne Command
post.zg ,

{#£) Another action in the command post area in 1981 was
the equipping of the airborne command posts of the nuclear
commanders with APSATCOM terminala, thereby increasing the
redundancy for 9gingle Integrated Operational Plan (SIOP)
communications., In addition, 70 percent of the Strategic
Alr Conmand bombers were esquipped with APSATCOM terminals
Further strengthening the survivability of coemmunications
with the nuclear forces,

4!!' Plans for enhancement of the Alternate National
Military Command Center noved ashead as well., An estimate
for installation of secure conferencing had been completed;
a requirement for a secure video link batween the Center and

the “Federal Emergency Managemant Agency (FEMA) was

developead; mobile satellite terminals had been requested as
had funds for. electromagnetic pulse protection for the
Center's power source; and ‘& required operational capability
was being prepared for a high fregquency upgrade of the

' gﬁcllity »

4= -In the area of -conmunications, very low
frequency/low  freguency (VLP/LF) ' tests during 1981
demonstrated the technical' {nteroperability of the €18A (Alr
Force) and the VERDIN (Navy) systems. Az a result,
ingtallation of 616A modems began on the airborne command -
posts of the nuclear commandezs. This new eguipment would
allow interoperability with the Wavy very 1low frequency
systems and supply an anti-jamming capability. The 616A and
the VERDIN, when fully operational, would became pazt of the
very low frequency/low frequency component of the Kinimum
Essential Emergency Communications Net {MEECN).
26, ALl information on strategic connectivity
improvements in 1981 {s from (TS) C38 Evaluation Report,

Oct 81, JMF 360 {1l May 8l) sac¢ 2, and (TS) €38 Bvaluation
Report, Apr 82, JMPF 360 (17 Jun 82).
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et»» Other communications - developments were the
President's approval in April 1981, as described above2?, to
continue the Extremely Low Frequency (ELF) Communications
System test facility in Wigconsin and the subsequent
approval on 8 October 1981 for a second site in Hinnesota,
In addition, in July 19681, three installations of the
AUTODIN II noevo:k became operational and a fourth
insunatton was added in October 1981, This system was
desigmd to improve the transmission of computer data, but
questions quickly arose. Purther development of the system
is now in doudt, ' '

. 4@ In the. warning and assesgment area, the
teemendations of the Command, Control, and Communications
Systams ni:cctorata Usbrella Study?8 were being.monitored by
the . Joint . Strategic. Connectivity Staff to insura
aeooupliltment. .. To support the !‘:uidont's strategic
weapons, nodemi:ation p:ogru. vacicus improvements to
tacticsl. mning and aetaok asgessaent systems were apprond
for hplmntation tbough none were yet operational. These
1nc1nded:$¢ for. -the - nof.enae Suppo:t Program (DSP)-satellite
sensor onhnncmnta, mobile ground processing stations, and
upq_;ading .0f the Ground Communications Wetwork (GCW); for
the Ballistic Missile Early Warning System (BMEWS) - missile
and | radar upgrading and provision of electronic
eountorneuu:u "am:l.yun": for the Sea-Launched Ballistic
llin:l.le (SLBII) -radar systen < addition of two PAVE PAWS
gites; i.n the muthout and gouthwest United States and a
pover upgudo for .the osuting PAVE PANS sites.

— Z7. See above, p. 63.
280 See amv.; ppo 46-‘80
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(U) In the four years, 1978 through 1981..9:&at progress
was made in strengthening atrategic connectivity. Its
tenuous nature had been brought to the attention of the
Joint Chiefs of Staff, the Secretary of Defense, and the

President. In response, the President had approved a
strategic weapons modernization program that gave highest -

priority to the area of communications and command systens.
To carry out this program, the President approved a FY 1983
budget that représénted a 90 parcent increase over the level
of four years earlier for strategic command and control.
Survivable  and enduxing strategic “connectivity still
remained to be 'achiwcd, but movement toward.that goal was
real. :
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