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Detection Date:                                           24 Jan 99 
Location :                                                    Randolph AFB  
Unit:                                                             AFPC/DPAP  
System’s Purpose:                                     AFPC Officer Assignments Web Page   
Degree of Access:                                      Root Level 
How Access Was Gained:                         Web server was running the software product “Front 
                                                                     Page” that allows web pages to be modified over  
                                                                     the Internet              
Insider/Outsider:                                        Outsider 
Mission Impact:                                          Minimum-Hacker replaced official web page info  
                                                                     with hacker message- access was limited to  
                                                                     information available to the public  
Known Vulnerability:                                 Yes   
Corrective Action:                                      System disconnected from the network and backed up for  
                                                                     further analysis 
System Routed through AFNCC:              No  
IAVA Issued:                                               No 
ACM Issued:                                               No 
AFCERT Advisory Issued:                        Yes (Advisory 97-60) 
CITS/BIP Installed:                   Yes   
AFOSI Investigation:                                  No, but notified 
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ABW - Air Base Wing 
AFIT - AF Institute of Technology 
AFRL - AF Research Lab  
ASC - Aeronautical Systems Center 
MSRC - Major Shared Resource Center 
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